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I N T R O D U C T I O N

Much is being said in the computer industry about Total Cost of Ownership (TCO). Many

independent research organizations have published reports that estimate the costs of owning and

maintaining networked personal computers is over $10,000 per year per computer. The majority of these

costs are associated with administration. The Gartner Group estimates that 79% of the TCO of a network is

administration. The actual price of the NOS only accounts for 3-5% of the total costs associated with

deploying and maintaining a network. With so much of the cost involved in owning a network directly

attributable to maintenance, organizations must implement solutions that are built to reduce these costs in

order to stay competitive. 

With more than 33 million users, NDS is the most widely deployed directory service in the world.

Z.E.N.works is a directory-enabled service for workstation administration that significantly reduces the

costs associated with networked PCs. Z.E.N.works is the first and only directory-enabled desktop

administration suite in the world. 

Z.E.N.works is an acronym for Zero Effort Networks. The name is not intended to imply that Novell

is able to eliminate the work and effort associated with deploying and maintaining a network on the

administrative side (although Z.E.N.works does significantly reduce the costs and complexities of

maintaining networked PCs). Rather, the name Z.E.N.works was chosen to suggest that network

administrators can now remove the obstacles and frustrations that prevent users from effortlessly accessing

the resources on the network. Hence, zero effort is required from users.

D I G I TAL PERSONA

At Fall Comdex 1997, Novell President and CEO Eric Schmidt introduced the concept of the “digital

persona” on the network: a compilation of the resources and rights relevant to an individual. NDS creates a

digital identity for every employee and computer in an organization. Z.E.N.works leverages this digital

persona.  Every employee has an identity within NDS that follows that individual from PC to PC. No

matter what PC an individual uses to access network resources, the identity that has been created in NDS

for that individual is delivered to the PC. 

Just as an individual has an identity within an organization that is based on his/her individual needs,

departmental needs, and organizational needs, an identity is created in NDS to provide the user with access

to the required resources to successfully complete his/her assignments. For example, every employee in an

organization is given an office, desk, and telephone just because they are employed. The network should

be exactly the same. Every individual in an organization should have access to specific resources, such as

the employee benefits or telephone databases. Beyond this, individuals within a particular division or

group should automatically be given access to network resources that are associated with their division or

group. This access should be effective when the user account is created. 

Dynamic inheritance within NDS is what makes this concept of a digital persona possible. Users may

have requirements that are specific to their individual needs as well as with respect to their position within

in the organization. For example, users may be given access to specific network resources because of their

membership in the Accounting department. Additional network access may be granted because the users
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are also members of a task force investigating a specific issue. Additional privileges may be granted based

upon location. And certain privileges may be granted to all members of the organization. The dynamic

inheritance of NDS creates the effective rights of the user by combining all of these access privileges.  

NDS provides the framework to construct these hierarchical relationships that an individual has

within an organization into the network. NDS then grants access to network resources based upon the

privileges that have been given to the individual and the privileges that the individual inherits because of

group memberships and location within NDS. This ability to grant network access to individuals and have

the individual inherit additional access privileges create each individuals’unique digital persona.

Z.E.N.works enhances the information that is stored within NDS. Z.E.N.works can now store

information in NDS such as:
• WHAT APPL ICATIONS AN INDIV IDUAL IS ABLE TO ACCESS (J IT DELIVERY )

• WHAT PRINTERS THE INDIV IDUAL REQUIRES ACCESS TO

• WHERE THE INDIV IDUAL SHOULD GO FOR HELP WHEN A PROBLEM OCCURS

• THE LOOK AND FEEL OF THE PC (BACKGROUND, SCREEN SAVER, ETC. ).

• WHO, IF ANYONE, IS ABLE TO REMOTELY ACCESS THE INDIVIDUAL’S PC

This configuration information is then automatically delivered to any PC, anywhere in the

organization. The configuration information allows network users to always get a familiar interface and

access to network resources that have been assigned to their digital persona regardless of the PC that is

used. This is possible because the dependencies that have historically been stored at the local PC have now

been transferred to NDS. 

A workstation object is created within NDS for every PC in the organization. This workstation

configuration is independent of the user who is using the workstation to access the network. Workstation

specific information stored in NDS includes:

• HARDWARE INVENTORY

• WORKSTAT ION POLIC IES

• PREFERRED TREE

• NAME CONTEXT

Much is currently being said about the network computer (NC). Z.E.N.works provides a similar

solution to the NC, but the solution is accomplished through software rather than hardware. Z.E.N.works

provides the benefits of the NC while maintaining the freedom end users are accustomed to. In essence,

Z.E.N.works allows you to “NC your PC.” It also gives administrators a bridge between their network and

their NC environment, should they choose to deploy both.
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W H AT IS Z.E.N.WORKS?

Z.E.N.works is the combination of three previously separate projects:
• NOVELL APPLICAT ION LAUNCHER V2.50

• NOVELL WORKSTATION MANAGER V1.10

• A PREVIOUSLY UNRELEASED PROJECT THAT GIVES ADMINISTRATORS REMOTE CONTROL CAPA B I L I T I E S

The Novell Application Launcher (NAL) is a solution that is targeted at reducing the costs and

complexities of distributing and maintaining applications across the network. These applications can be

network-based or installed locally on the PC. NAL implements a just-in-time (JIT) application distribution

solution, where the end user is delivered the application and the application’s dependencies at the moment

he/she requests access to the application. NAL implements solutions such as fault tolerance and load

balancing to guarantee end-users always have access to needed applications.

The Novell Workstation Manager is a solution that is targeted at reducing the costs and complexities

of managing the Microsoft Windows 95 and Windows NT operating systems. Configuration parameters

such as printer settings, Windows 95 and Windows NT policies, and hardware inventory are stored in

NDS. Because this information is now stored in NDS, end users always have the same interface regardless

of the workstation they use to access the network.

The previously unreleased product is a solution that is being developed to help end users get to their

network help desk to look at workstation errors quickly and effectively. This product provides a secure

remote control solution that the help desk can use to correct problems when they occur. If the problem is

software related, it can now be managed and corrected remotely through NDS. Network administrators

now will only have to physically visit workstations to manage hardware-related issues.

HOW WAS Z.E.N.WORKS DEFINED?

Z.E.N.works was defined using a process known as Contextual Inquiry (CI). CI is a process that is

based upon “living a day in the life of the customer.” 

Teams of Novell employees visited numerous customers throughout the world to define Z.E.N.works.

During these customer visits, the teams of Novell employees followed the customers around for a day as

the customers performed their normal job functions. This process allowed Novell to identify customer

needs that customers may not have recognized on their own.
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I N S TALLING Z.E.N.WORKS

Installing Z.E.N.works consists of two components: 1) installing the necessary software on the server,

and 2) installing the Novell Client on the workstation. The CD is designed with an auto- run feature that

automatically launches the following interface when the CD is inserted into the PC:
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After reading and accepting the software license agreement the installation continues.

A typical installation installs

all the server-side components of

Z.E.N.works, including NWAdmin,

stores a copy of the Novell

Windows 95 and Windows NT

clients on the network.

If the Custom installation option is

selected, the administrator is able to

specify the components that will be

installed.

The administrator performing the

installation is asked to select the servers

on which the Z.E.N.works software will

be installed.

The Z.E.N.works setup provides a

summary of what is about to be

installed.
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The appropriate files are then installed to the server.

Z.E.N.works Workstation Auto-

Registration requires that users have the

right to write a registration request to their

immediate parent container in NDS* in

order to register their workstations with

NDS and keep the workstations

synchronized with NDS.

During the Z.E.N.works installation,

the WM:Registered Workstation attribute is added to the Organization (O) and Organizational Unit (OU)

classes.  Users are granted the Write right to this attribute either automatically during the installation, or

manually using the Prepare Workstation Registration instructions.
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Now all files that need to be

installed on the server have been

installed and are ready to be

accessed. Before some components

of the Z.E.N.works solution can be

used, the Novell Client must be

installed on the workstations. This

can easily be accomplished from the

Z.E.N.works CD using the

Automatic Client Upgrade (refer to

the client help information for

detailed instructions).
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H A R D WARE INVENTORY

One of the common questions network administrators are asked revolves around the hardware that is

connected to the network. Have you ever been asked how many PCs there are in the company? Or have

you ever needed to identify the number of PCs in the company that have 32 MB of RAM or more? When

most network administrators are asked these questions, they have difficulty responding.

Z.E.N.works now provides the solution. The first feature we highlight here is hardware inventory.

First we create an NDS object named a Policy Package.
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Next, we create a Windows NT User Package. The screen shots shown are on an NT Workstation. The

same functionality is available on Windows 95, and most of it is also available on the Windows 3.x

platform.

After completing the

creation process, the user

package appears as an

object in the Directory

tree.

In the User Package

we enable the

Workstation Import

Policy.
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The Workstation Import Policy allows network administrators to define where the workstation objects

will be created. The workstation objects can be created in the same container as the user object or any

other container defined by

the administrator.

Network administrators

can also define how the

workstation objects will be

named when they are

created in NDS.

Multiple options are available

for naming the computer within

NDS.

Combinations

can also be

used. For

example, the

computer could

be given a combination of the computer name and username.

Once the Workstation Creation is enabled, you associate the Windows NT User

Package with a User, Group, or container object within NDS. 
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Now, when a user that has been associated with the Windows NT User Package logs into the network,

an NDS object that represents the workstation that is being used will be automatically created. To see this,

log out of the network and then log in to the network as a user in the container specified above. When you

log in for the first time after the Novell client that ships with Z.E.N.works has been installed, the

workstation should have a placeholder created in the appropriate container which can then be imported. 

To see the

placeholder, view the

details of the appropriate

container.

The workstation

import utility can be

automatically scheduled

using Z.E.N.works.  The

Z.E.N.works scheduling

capabilities will be discussed

later.

Highlight the workstation and click on Import. 

Once the workstation object has been imported,

it appears as an NDS object in the

appropriate container.
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Now that the workstation object exists within NDS,

administrators can begin to associate actions with the

workstation objects. In the past, all access rights and

actions within NDS were associated with users or groups

of users. Z.E.N.works now introduces the ability to

associate NDS actions with workstations in addition to

users. In order to accomplish this, we must create another

Policy Package, a Windows NT Workstation Package.

In the Windows NT Workstation Package we are going to enable Workstation Inventory.
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Then we will

associate the

Workstation Package

with a user, group of

users, or container.

The Z.E.N.works

Policies can be

scheduled to execute at

various times of day or

can be event based.

By default the Workstation

Policy Packages are

schedule to run between

5:00 pm and 12:00 am as

can be seen in the Default

Schedule.  To modify the default schedule click on Edit.

The scheduling abilities of Z.E.N.works will be

discussed later, for now we will simply change the

default schedule to User Login.

By making this change, the

policies in the Workstation

Package will occur when the

workstation is used to authenticate

to NDS regardless of the time.
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Now when the workstation is used to log in to the network, Z.E.N.works will automatically populate

NDS with an asset inventory that represents the hardware that is present in that PC and the hardware

configuration. Network administrators are then able to access information such as:
• DESKTOP OS, CPU,  SYSTEM B IOS AND RAM PRESENT.

• DISK DRIVES PRESENT WITHIN THE
W O R K S TAT I O N .

• BUSES PRESENT IN THE WORKSTAT I O N .
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• SERVICES THAT ARE RUNNING AT THE
W O R K S TAT I O N .

• DEVICES THAT ARE RUNNING AT THE
W O R K S TAT I O N .

• THE INTERRUPTS THAT ARE IN USE.

• THE I/O PORTS THAT ARE IN USE.
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• THE DMAS THAT ARE IN USE.

• THE MEMORY ADDRESSES IN USE AT THE
W O R K S TAT I O N .

• THE DISPLAY SETTINGS IN USE AT THE
W O R K S TAT I O N .

The beauty of this solution is that all this

information is stored within NDS and can be

accessed at any time. Network administrators

can look at the configuration of any PC in the

network, no matter where that PC is located

because the configuration is now stored within

NDS. There are multiple options for extracting

the inventory from NDS. One of these options

is to use the Workstation Inventory Extract tool

within NDS. The ODBC interface into NDS

can also be used within reporting packages

such as Crystal Reports to query NDS for

information including:
• THE NUMBER OF PCS IN THE ORGANIZAT I O N

• THE NUMBER OF PCS THAT MEET SPECIF IC CRITERIA SUCH AS 32 MEG OF RAM

• THE NUMBER OF PCS THAT ARE USING A SPECIFIC NETWORK BOARD,  SUCH AS 3COM ETHERLINK III
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The Workstation Inventory Extract tool allows administrators to output a tab-delimited text file of all

the workstations and associated inventories from a specified point in a tree, and below if desired.  This tool

is accessed by going to the details of any container within the tree and clicking on the Workstation

Inventory Extract property sheet.

Clicking on Search for Workstations will display all the workstations in the container and all

subordinate containers if the search entire sub-tree box is checked.  Clicking on Export Data will create a

series of text files with *.TAB extensions that can be pulled into any reporting tool (spreadsheet, database).
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P O L I C I E S

Policies are a very powerful and useful component of the Windows 95 and Windows NT desktop

operating systems. Windows 95 and Windows NT policies allow administrators to remove the obstacles

that can get in the way of end users. Policies also allow administrators to restrict end user access to

specific Windows 95 and NT utilities such as the Control Panel. Research has shown that policies have not

been widely deployed because they can be difficult to administer.

In the current Microsoft solution, administrators use a utility called POLEDIT to create the policy.

POLEDIT outputs a file named NTCONFIG.POL (CONFIG.POL in Windows 95) that then needs to be

copied to the public directory of the users’preferred server. In a large organization with multiple servers,

the *.POLfile may need to be copied to dozens of servers. This is a very labor intensive process that is

prone to error. Moreover, each time the policy needs to be updated the process is repeated.

Z.E.N.works eases the complexity of using policies by providing a solution to create the policy

through NWAdmin and then store the policy within NDS. In other words, Novell leverages the Microsoft

policy solution, and makes it better through NDS. Providing the interface to create the policy through

NWAdmin emphasizes Novell’s single point of administration solution. Storing the policy within NDS

eliminates the need to manually copy the policy file to the public directory of multiple servers because

NDS automatically replicates the policy throughout the organization. NDS also provides fault tolerance for

the policy since the policy can be pulled from any replica. The current Microsoft solution contains a single

point of failure. 

Policies can be created that allow for administration of the workstation-specific aspects of the

Microsoft desktops (Workstation policy), and policies can be created allow for the administration of user-

specific aspects of the Microsoft desktops (User policy). 

The User policy is administered in the Windows NT User Package.
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User policies can be used to define restrictions such as:
• NO ENTIRE NETWORK

IN NETWORK
N E I G H B O R H O O D

• HIDE THE RUN
C O M M A N D

• HIDE THE F IND
C O M M A N D

This is identical

to the Microsoft

POLEDIT utility.

Novell uses policies to

remove the clutter

from the users’

desktops that get in

the end users’way and

slows them down.

The Workstation policy is administered in the Windows NT Workstation Package.
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The Workstation policy can be used to configure options such as applications that will be

automatically run on a workstation regardless of the user that authenticates to the network using the PC. 

In this example we will automatically launch the Novell

Application Launcher through the Workstation policy.

Now any user that has been

associated with this User Policy

will not have access to the Run

and Find commands on the Start

menu, and the entire network

option in Network Neighborhood

will not be present on the

desktop. NALwill also

automatically be launched the

next time this workstation is

used to log in. The user and

workstation policies are

combined to create the desktop

that is displayed to the end user.
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A workstation that looked like the one on the previous page before the configuration and implementation

of these policies.will look like the one below after the previously described changes have been made in

NDS. Notice that once the application launcher has been run, the Run and Find commands have been

removed from the Start Menu and when you double click on Network Neighborhood the entire network

option is no longer displayed. There are no applications presented in the Novell-delivered applications

dialog as that component of Z.E.N.works has not yet been configured.
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P R I N T E R S

One of the most costly and time-consuming aspects of managing a network is keeping all the end

users printing. In most cases, creating a new printer and installing the appropriate driver on an end user’s

workstation requires a visit from an individual in IS to the physical workstation. Every time an individual

moves offices, or a new printer (for example, a color printer) becomes available, someone from the help

desk is required to physically visit the workstation.

Z.E.N.works now provides a solution that allows administrators to configure the end users’printing

environment through NDS, including configuring the appropriate printer driver. Z.E.N.works provides the

interface through NWAdmin for administrators to associate users or workstations with printers and printer

drivers through NDS. The next time the end user authenticates to the network after the association has

been made, the printer is created on the workstation and the printer driver is automatically installed. All

this is done without any human intervention and without the need to give administrative rights to end users

on the NT workstations in the organization.

Printers and printer drivers can be associated to users through the Windows User Package.

When the association is made to the user, the printers are created and the appropriate drivers are

installed on any workstation the user uses to authenticate to the network. In other words, the printers

follow the end user to any workstation and the end user always has access to the printers he/she is

accustomed to printing to. This is possible because the user’s printing configuration is now stored within

NDS, removing all dependencies on a specific workstation, and NDS delivers the printing configuration to

any workstation that is used by that user.

Printers and printer drivers can also be associated with workstations through the Windows

Workstation Package. When the association is made to the workstation, the printers are available to every

user that uses the workstation. For example, a group of workstations could be associated with the printers

that are physically located in the same area as the workstations. Any user that then logged in from those
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workstations would have access to the nearby printers. This is possible because the workstation now has an

identity within NDS that is delivered to the workstation when the workstation is booted.

When the printer is defined in either the Workstation or User package, the administrator first selects

the queue.

Once the queue has been selected, the appropriate manufacturer and printer model are selected. The

corresponding printer driver will be automatically downloaded to the workstation the next time an

associated user logs in.
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The driver is copied to the public directory of one of the servers on the network so that it is available

for Z.E.N.works to dynamically download and install.

The previous

examples showed

how to configured

the Printers in the

User Policy Package.

The exact same

process can be

followed to assign

and configure

printers to

workstations.

Imagine how easy it

will now be to

manage print configurations using the Z.E.N.works solution. For example, now when an end user calls the

help desk and needs access to the new color laser printer, the administrator is able to modify the user’s

print configuration remotely with a few clicks of the mouse in NWAdmin. The user is then asked to log out

and then log back in and the printer is created and the driver installed automatically while the end user is

logging in. The network

administrator never had to

leave his/her office and the

end user did not have any

costly downtime!
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CLIENT CONFIGURAT I O N

While visiting customers during this research, one customer related a scenario that was very painful

for him. This customer called Novell Technical Support a few years ago and explained the problem they

were having. After hearing the description of the problem, the individual in Novell Technical Support was

happy to report that the issue had already been resolved, and “all the customer had to do was modify the

net.cfg file on all the workstations.” This customer then asked “how do I modify the net.cfg on 40,000

workstation? It will take me 18 months in man-hours to modify the net.cfg on 40,000 workstations and I

need this completed today!!”

Z.E.N.works now provides a solution for administrators to configure the Novell Client through NDS.

The configurable parameters that are usually configured through the Network Control Panel can now be

configured remotely through NDS. Parameters such as:
• PREFERRED SERV E R

• NAME CONTEXT

• OPPORTUNISTIC LOCKING

• PACKET BURST

• PLUS MANY MORE

can now be configured once in NDS by the network administrator, and the modifications will be

implemented on every workstation that has been associated with the Workstation Package the next time the

workstation is used to authenticate to the network. 

The Novell Client

Configuration is

managed through the

Workstation Policy

Package.

From the All View

screen, administrators

can access all the Novell Client

parameters.
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In this example we

will disable the ability

to send messages from

the associated

workstations.

The summary view

shows the settings that

will be implemented on

all the associated

workstations the next

time the workstation is

used to authenticate to

the network

independent of the user.

Using this solution, the previously mentioned customer could have made the necessary changes within

NDS in a matter on minutes, and the necessary change would have been implemented on the 40,000

workstations the next time the workstation was used to log in to the network. What was once an 18 month

process is now reduced to a couple of minutes!

L O C ATION PROFILES

Many user struggle with using local network resources when they travel from location to location.

For example, a set of end-users frequently travel between your company’s New York and San Jose offices.

When in New York, the users want to print to the printers in New York, and when the users are in San Jose

they want to print to the printers in San Jose.  Network administrators can make this “Zero Effort” for

users by centrally configuring Location Profiles within Z.E.N.works in NDS.

This is configured through the Location Profiles

property sheet in the Client Configuration Policy.  Enter

New York in the New Location Profile dialog and click on

Add.

Enter New York as a

Service Instance and click on

Add.

The New York Login

Service you are configuring

allows the administrator to

configure settings such as the

Preferred Tree and name context

that will be used when the end-

user selects the New York
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location. As you will see, the end-user

will be given an ability to identify the

location they are logging in from and the

workstation will be configured

accordingly.

Administrators must configure both a

Login Service and a Connection Service.

The Connection Service allows Administrators to

configure the drives that will be mapped and the

printers to which the workstation will be captures

when the location is chosen by the end-user.

In this example we will configure the New

York Location Profile to capture LPT1 to the New

York Printer.
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A San Jose Location Profile will be configured

identical to the New York Location Profile except

LPT1 will be capture to the San Jose Printer.

In the Summary View of the Client Configuration Policy are displayed the settings that will be

downloaded to the workstation.

When the user is presented the GUI login they can select their location.  We will select the San Jose

Location.
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Once the login process is complete you can

verify the configuration by right-clicking on

Network Neighborhood and selecting Novell

Capture Printer Port.  Before clicking on

Novell Capture Printer Port notice that LPT1

has captured to the San Jose Printer.
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M A N D AT O RY USER PROFILES

Microsoft provides a solution for administrators to define the desktop settings such as wallpaper,

screen saver, sounds, etc. These settings can be made mandatory so that end users are not allowed to

modify them. These mandatory configurations are called mandatory profiles. 

The costs and complexities of using mandatory user profiles are similar to the issues with using

Microsoft’s policy solutions. The mandatory profile is made up of a single file or an entire directory

structure that is stored on a single server. This single server is a single point of failure. Large organizations

then must copy the profile to multiple servers across the organization. This process is repeated every time a

modification to the profile is necessary.

The mandatory user profile is configured through the User package under the Desktop Preferences

Policy.

Mandatory user profiles can be used to configure many of the normally user-defined preferences such

as keyboard settings,

wallpaper, screen saver,

etc. These settings can

now be configured once

by the network

administrator and

technically be deployed

to every user in the

entire organization.

For this example we

will define a corporate

wallpaper that will be

present on every desktop
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in the Marketing organization. 

The path on the local drive to the desired wallpaper is input on the Path line. A path on the network

where the desired wallpaper is also stored is input in the Alternate Path line.

The next time the workstation is used to

log in, Z.E.N.works will attempt to load the

wallpaper from the local path. If the

wallpaper cannot be found in the local path,

the file will be copied down from the

alternate path to the local path and then

loaded.

Administrators are now able to make

modifications to the mandatory user profile in

NDS and NDS takes care of the replication

throughout the organization. The profile does

not need to be manually copied to multiple

servers throughout the organization. NDS

provides both fault tolerance and replication.

Z.E.N.works further enhances Novell’s single

point of administration solution since

mandatory user profiles are now created and managed through NWAdmin and stored in NDS.
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DYNAMIC LOCAL USER

The Dynamic Local User Policy provides a solution for network administrators to manage access to

NT workstations through NDS. Because of the secure nature of Windows NT workstation, users must

authenticate to the Security Account Manager (SAM) before they are granted access to the NT

workstation. If the user does not have an account in the SAM database, or if the user improperly inputs

their user credentials (username and password), they are not granted access to the workstation resources. 

The security of NT workstation is needed or required in many organizations, but the overhead

required to manage the SAM databases on each and every NT workstation can become overwhelming. For

example, one network administrator that Novell spoke with had 1,000 NT workstations spread throughout

the hospital he managed. There were 2,500 doctors and nurses that worked in the hospital and needed to

access the network from any NT workstation at any given time. 

This administrator had to guarantee that any doctor or nurse could walk up to any NT Workstation

and be guaranteed access to the network and the NT workstation. There are three methods that could have

been used to accomplish this:
• CREATE 2,500 USER ACCOUNT ON ALL 1,000 WORKSTATIONS (2 ,500,000 TOTAL ACCOUNTS)

• DEPLOY NT DOMAINS TO CENTRALLY MANAGE ACCESS TO THE NT WORKSTAT I O N

• LEVERAGE NDS TO CENTRALLY MANAGE ACCESS TO THE NT WORKSTAT I O N S

The first solution is an unmanageable solution. It would take too long to create 2,500,000 user

accounts and then there is no way the administrator could manage the accounts when users changed their

passwords. The second solution is very expensive and makes no sense if the customer already has NetWare

installed. Why should customers have to deploy costly NT domains just because they standardized on NT

workstation?

The NDS solution is the most cost effective and easy to implement. The ability to centrally manage

NT workstation user accounts and access is configured through the NT workstation User Policy.
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The NDS solution of

managing NT workstation

access is based upon

dynamically creating

users accounts on the NT

workstation. 

When Dynamic

Local User is enabled, the

authentication process is

as follows:
• THE END USER ENTERS

THEIR USERNAME AND
PA S S W O R D

• THE USER CREDENTIAL
ARE VA L I D ATED THROUGH
N D S

• AFTER NDS HAS
VA L I D ATED THE
CREDENTIALS, THE LOCAL SAM DATABASE IS QUERIED FOR AN ACCOUNT WITH THE SAME NAME

• IF  THE ACCOUNT ALREADY EXISTS,  THE USER IS AUTHENTICATED TO THE NT WORKSTAT I O N

• IF THE ACCOUNT DOES NOT EXIST,  THE NOVELL  CL IENT FOR WINDOWS NT DYNAMICALLY CREATES THE
ACCOUNT AND THE USER IS  AUTHENTICATED TO THE NT WORKSTAT I O N

Using this solution, users are able to roam from workstation to workstation and always be guaranteed

access to any workstation because NDS is centrally managing the local NT workstation User accounts. For

this demonstration, we will enable Dynamic Local User and set the account to be non-volatile, and use the

intraNetWare

credentials. This

means that the user

account will remain

in the local SAM

database after the

user logs out of the

network. And when

the user account is

created in the local

SAM database, the

account will have

the same username

and password as

they are defined in NDS. User Manager on the local NT workstation will have the user dynamically

created. In this case, user Brad was created in the local SAM database by Workstation Manager.
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SCHEDULED UPDAT E S

Another problem that was commonly seen in the organizations that Novell visited was the dilemma of

distributing software such as Microsoft service packs to workstations. These service packs require

administrative access to NT workstations and are difficult and expensive to distribute. One solution that

Novell created is to provide the ability to schedule updates at workstations, and then have the update occur

without the need of a user being present or even authenticated to the network.

Scheduled updates can be configured on both the User and Workstation Policies. In this

demonstration, we will work with the Workstation Policy.

The desktop management solutions just described make extensive use of the ability. As can be seen in

the screen shot below, the various functions that were just discussed schedule themselves when the policy

is configured. 

Administrators

could configure and

run any software

according to the

configured schedule.

This would be

accomplished by

simply clicking on the

Add Action button and

entering the name of

the executable or dll to

be run. Administrators

could add the

setup.exe for a Microsoft Service Pack and that service pack would be distributed at the configured time.

There are many options in scheduling the update to occur. The update could be scheduled to occur

when an event such as login, logout, or the

activation of a screen saver is detected. When the

event is detected, the desired update is performed.
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The event can be scheduled to occur on a

certain day of week at a specific time. For example,

virus scans could be scheduled to occur on every

workstation in the company at 12:00 midnight. As

long as the workstation was powered on, a user

does not have to be authenticated to the network on

the PC, the workstation will authenticate to the

network and perform the scheduled action. 

One of the innovative components of

Z.E.N.works is the ability for the workstation

to authenticate to the network without any

human intervention. This provides a solution

for unattended software workstation updates

that are managed through NDS.

The update can be scheduled to occur on a

specific day of the week, every week, at a

specific time.

The action can be scheduled to occur on a

specific day of every month, at a specific time. 

The event can also be scheduled to occur

on a specific day of the year, at a specific time. 

Administrators can control the access rights that the

scheduled action has to the NT workstation. The action

can be given the same rights as the user that is
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authenticated on the workstation, system rights or

be defined as not secure. 

If the action has system rights, the action has

administrative rights on the workstation. If the

impersonation is defined as secure, it runs with

administrative rights but can prompt the current

user for input.

Z.E.N.works can be configured to take appropriate

action should the scheduled action fail.

The scheduled

action can be

configured so

that the

workstation is

rebooted after the action has been run. The scheduled action can also

be configured so that the action randomly occurs on the associated

workstations during the scheduled time period. This prevents the

scenario where too many workstations are attempting to complete the

scheduled action at the same time. 

LOGIN RESTRICTION

Z.E.N.works provides a solutions for administrators to restrict or

allow login to specific workstations. As can be seen, users in the New

York container would be allowed to authenticate to the network from workstations that have been

associated with this Workstation Policy Package. Users in the San Jose container would not be allowed to

authenitcate to the network

from workstations

associated with this

Workstation Policy

Package. Using this

solution, network

administrators do not have

to know and input the

specific network addresses

of the various workstations

in order to allow or restrict

network access.
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A P P L I C ATION DISTRIBUTION

Perhaps the largest cost associated with managing networked workstations is distributing applications

to those workstations. Even if the application is server-based, application files and registry entries are

usually still required to

be made at the

workstation for the

server-based

applications to run. The

Novell Application

Launcher (NAL)

decreases the costs

associated with

application distribution

and management by

leveraging NDS.

The methodology

behind NALis to use

the snAppShot utility to create a template that contains a listing of every modification that must occur at

the workstation for an application to run. This includes application files, registry entries, *.ini files, etc.

The snAppShot utility, which ships with Z.E.N.works, takes a snAppShot of a workstation, prompts the

administrator to install the application, takes another snAppShot of the workstation after the installation is

complete, then compares the two snAppShots (before and after) to create a template with a precise list of

every modification that occurred on that workstation when the application was installed.

The administrator enters the name of the

application icon that will be displayed to the

end-users through Z.E.N.works along with the

name of the Application Object that will be

created in NDS.

Next, the administrator asked for the

directory where the

application installation

template (netscape.aot) will be

created. snAppShot will also

copy the files which need to

be installed on the

workstation’s local hard drive

to this directory while it

monitors the application

installation.
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The administrator is then asked to

select the workstation drives that will

be scanned before the application is

installed. This pre-scan will be used

once the application installation is

complete to determine what changes

have occurred due to the installation.

The snAppShot utility is only run

by the network administrator once for

each application to create the template

that will then be used by NDS to

distribute applications. Here

snAppShot is doing the first scan of

the workstation that will be used to

create the template.

Once snAppShot has done the initial

scan/inventory of the workstation, the

administrator is asked to install the

application. SnAppShot will monitor the

installation and copy every file that is

installed to the previously specified

directory. These files will be used during

the installation of the application to the

end users’workstations.

The administrator is then asked to input

the directory into which the application

will be installed on the end-user’s local

hard drive.
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Once the application installation is

complete, snAppShot scans the

workstation again to determine the

modifications that were made during

the installation.

When the second scan has been

completed, snAppShot generates the

template that will be used for

distribution of the application to mass

users.

Once the template has been created, the

network administrator can use the

template to create an

Application object within

NDS that logically represents

the application.

In this scenario we are

going to create the

Application objects in the

NDS Organization Unit (OU)

named Applications.

When creating an application object

using such a a template the network

administrator selects the appropriate

option. 
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To create the NDS Application

object, administrators simply select

the template file (*.aot) that was

created using the snAppShot utility.

The administrator is asked to

enter the location on the users’hard

drive where the application will be

installed (if the application is to be

installed locally). The administrator

is also asked to input the location

where the template and application

source files are stored on the

network.

The administrator is given the

opportunity to review the configuration

settings before the application is

created.

The NDS application object is then

created using the snAppShot template.
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The NDS Application

object appears in NDS in the

Applications container.

Users, groups, or

containers are then associated

with the Application object.

In this case, the New York

container has been

associated with the

Netscape application which

means the every user in the

New York container will be

able to use and access the

Netscape application.

Once the association has been made between the user and the application, the application’s icon is

displayed to the end users. 

The first time the end user double-clicks the icon, the application is installed, using the template that

was created with the snAppShot utility, and then launched. 

Subsequently, when the end user double-clicks the icon, NALis intelligent and realizes that the

application does not need to be installed and simply launches the application. 

Once the application is installed, NALis able to sense if the configuration of the application has been

damaged and is able to automatically heal the application. For example, suppose you are a typical end user.

It is getting very close to 5:00 p.m. You have been working on a document that must be delivered to your

boss by 5:00.  After putting the finishing touches on the document, you go to save and receive an error
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message that you do not have enough disk space to save the file.

Being a typical end user, you start deleting files from my hard drive in order to free enough space to

save this file. You do not care what files you are deleting. The only thing you are thinking about is getting

this document to your boss. In this case, you delete some of the dlls that are required for Netscape to run. 

If NALis not being used to manage the application, the next morning when you attempt to launch

Netscape, an error will be generated. You will call the help desk and say “everything was working last

night when I left, today Netscape will not work and I did not change anything!!”

If NAL is being used to manage the applications, NALwill detect that Netscape is unable to launch

and will automatically attempt to “heal” the application. NALwill verify that every modification to the

workstation that is required for the application to run is present. In this case, NAL will detect that the dlls

have been deleted, and NAL will then copy the dlls back down to the workstation, then launch Netscape.

No call to the help desk will be necessary and you will not experience any downtime (It is good to have

both the NALscreen and the folder where Netscape is installed locally both open so that customers can see

the dlls appear back in the folder as the auto-verify is performed).

One of the new features of NALv2.50 is the ability for NDS to seamlessly direct the user asking for

an application to the server that is closest to the end user. This functionality is known as Launch Nearest

Application. Many organizations have “application” servers on which the applications that are used

throughout the organization are stored. Many of these servers are identical, in that the same applications

are installed on each server. In this configuration, Z.E.N.works is able to sense where the individual

requesting the application is located, and seamlessly instruct the workstation to pull the application from

the closest server.

Now using this scenario, a user can travel between locations within an organization and Z.E.N.works

will guarantee that the applications are delivered to the end user from the closest server. For example, a

user could be in New York City one day and London the next. If Z.E.N.works is being used to manage the

applications, Z.E.N.works will automatically deliver the application to the end user from the appropriate

location. When in New York City, the user will use the application installed on the server in New York

City. When in London, the user will use the copy of the application that is installed on the server in

London. 

Users will be more productive because they will not be using applications that are being executed

from a remote server across a slow link. WAN traffic will be significantly reduced because Z.E.N.works is

directing the end users to pull the applications from the servers local to the end users. 

The file system rights that are necessary for an end user to execute or install an application from the
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server can now be assigned from within the NDS Application object. The rights are granted to the desired

users when the assignment is made in NDS. This functionality will be enhanced in the very near future so

that the rights are granted when the end user executes the application through NAL. With dynamic rights

assignments, end users will not even be able to see the files on the server unless the application is being

executed.

There are competing application distribution and management products in the market. Z.E.N.works

stands out above competing solutions because it leverages NDS that is already populated with information

such as username, title, etc.. Z.E.N.works does not require another completely separate database to be

created and managed for application management. 

One of the most powerful features of the application management solution within Z.E.N.works is the

ability to use macros to customize the application for each user as the application is distributed. A great

example of this is the Pop3 e-mail address that must be input within Netscape if users want to use the e-

mail features of the Netscape Navigator. Network administrators are faced with a real dilemma since this

e-mail address must be unique for every user within an organization.

Well-known NDS variables such as %LOGIN_NAME, %CN, %USERNAME, etc. can be used within

Z.E.N.works, and Z.E.N.works will input the appropriate values based upon the corresponding user values

within NDS. The more data that is in NDS, the more administrators can customize the applications as they

are deployed. Using the %CN NDS variable will cause the users login name to automatically be put into

the POP3 e-mail address field in Netscape. The application is customized as it is deployed.
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HELP DESK  UTILITIES

The previously mentioned components of Z.E.N.works help ease the costs and complexities of

configuring and managing Microsoft desktop operating systems and the corresponding applications. The

final component of Z.E.N.works is a set of help desk utilities that 1) helps end users get information to the

appropriate individuals that can help to resolve the problem and 2) allows these individuals to remotely

troubleshoot the problem through a secure remote control solution.

One of the problems that was identified by Novell as the Z.E.N.works product was being defined was

the fact that many end users did not know where to go to get help when problems occurred. And often

when the appropriate individuals were contacted, the end users were not able to give the necessary

information to troubleshoot the problem.

To resolve these issues, a help request solution was defined and built into Z.E.N.works. 

The Help

Request Solution is

configured through

the Help Desk Policy

in the User Policy

Package.

The help request

system is based upon

defining policies

within NDS that direct

end users to the

appropriate

individuals that can

help them when

problems do occur. Within

NDS, the name, e- mail

address and telephone

number of the individuals that

are qualified to resolve

problems are input under the

Help Request Policy.
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The Help Request Policy can be configured so that the end users are able to send e-mail for help,

telephone for help, or both. In

the example below, end users

using this Help Desk Policy

will have the ability to

telephone for help and send

trouble tickets through the

MAPI interface (the delivery

mode can also be configured

for GroupWise).

The front-end application

is then delivered to the end

users. This is very simple through the application distribution solution within Z.E.N.works. 

When a problem does occur, end users

simply need to double-click the help request

application and all the information they need

to get the necessary help is displayed. 

The telephone numbers and other

important data that were configured within the

Help Request Policy in NDS are displayed to

the end users. Often when end users do have

problems they do not know who to call. This

interface allows the network administrator to

configure the appropriate information such as the

telephone number of the help desk in NDS which is

then delivered to the end users through this easy-to-

use interface.
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If users are allowed to send e-mail for help, they are able to create an e-mail that will be sent to the

individual that was defined in NDS as responsible for providing help. 

One of the most interesting findings of this research was the fact that when data such as error

messages is given to the help desk staff, it is often incorrect. With Z.E.N.works, end users are able to cut

and paste the error message into the help request interface which they can then e-mail to the appropriate

individual. Because the correct error messages are provided to the help desk, the help desk is able to

investigate the problem and resolve the issue quicker and more accurately.

In many cases, the first question asked of end users is “what is your context?” Since most end users

do not want or need to know their context within the NDS tree, they are unable to answer this question

making it more difficult for the help desk to resolve the problem. The help request system that is displayed

to end users contains the end user’s full NDS name and

the full NDS name of the workstation which is

currently being used. This information allows the end

users to quickly and accurately provide the necessary

information for the help desk to resolve issues in a

timely manner. And if the user is sending an e-mail

request the user’s context and the context of the

workstation the user is currently at are sent along with

the message. This allows administrators to quickly

navigate to the appropriate user account and

Workstation object in NDS.

There is a tremendous difference in costs to resolve problems when the help desk is able to resolve

the problem without having to physically visit the workstation. The costs of resolving a problem is

typically 6-7 times higher if someone from the help desk has to physically visit the workstation. This

difference in costs is usually caused by the fact that the help desk technician is stopped by 4-5 additional

individuals who have “tiny” problems. Often, what should be a 10 minute service call turns into an hour

due to these end user needs.

When we asked the organizations we polled in creating Z.E.N.works if they had contemplated

deploying a remote control solution to reduce the costs of troubleshooting and configuring networked PCs,

at least one or more of the following objections were voiced:
• EXISTING SOLUTIONS ARE NOT SECURE

• EXISTING SOLUTIONS CAUSE TRAFFIC PROBLEMS

• EXISTING SOLUTIONS ARE DIFF ICULT TO NAV I G AT E

Because of these concerns, many organizations were unwilling or unable to deploy remote control

solutions. Because remote control solutions can have such a significant impact on TCO, Novell decided to

resolve the above concerns and enable organizations to confidently and effectively deploy remote control

solutions. 

Existing remote control solutions can be secured by defining a password that must be correctly input

in order to take control of a remote PC. However, if that password is ever compromised, an individual
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could control any PC in the organization that has the remote agent loaded. Z.E.N.works resolves this

security concern by securing remote control access through NDS. Any individual wanting to remotely

control a user’s workstation must have rights to the workstation within NDS. 

If the individual does not have the necessary rights within NDS to the workstation he/she desires to

control, remote access will never be granted. All the benefits and security of NDS and intraNetWare, which

is the only commercial NOS to achieve full C2 certification, are leveraged to provide a secure remote

control solution.

Existing remote control solutions depend on the workstations that are allowed to advertise themselves.

These workstations broadcast their availability on a regular basis (as often as 1-2 times per minute). A

large network with many workstations that implements such a solution will see large amount of traffic

suddenly introduced. This additional traffic could require additional segmentation to occur as well as

reduce performance for everyone on the network. 

The remote control solution in Z.E.N.works does not rely on workstations to advertise their

availability. Because an NDS object is created within NDS for every workstation on the network and each

object contains the workstation IPX and IPaddresses Z.E.N.works is able to send a packet directly to the

workstation to be controlled when remote access is desired. Because NDS knows the exact address of

every workstation on the network, workstations do not have to advertise their availability. Z.E.N.works’

remote control solution does not introduce any additional traffic to the network.

The final concern that is commonly voiced by help desk individuals about existing remote control

solutions is that it is very difficult to navigate to the desired workstation. Many of the exiting solutions

base their navigation and selection of workstations to be controlled on IPX or IP addresses. Unless the

organization is better than most at tracking these addresses, the help desk will not know which address

corresponds to the individual that is requesting help.

Z.E.N.works is able to resolve this concern by navigating through the NDS tree through the easy- to-

use NWAdmin interface to the desired Workstation object. As previously demonstrated, the help request

system identifies both the end users’and workstations’contexts, which can then be very easily and quickly

located within NDS by the help desk.

On Windows 95 and Windows 3.x platforms, a single .dll must be running at the workstation for the

remote control to function. This .dll can be executed from the login script or NALwithout requiring a

physical visit to the workstation. 

Windows NT requires that a service be installed,

which is accomplished through an installation program.

NTSTACFG.EXE is the installation program and is

copied to the public directory during the Z.E.N.works

installation. 
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The Z.E.N.works

installation also creates an

NDS Application Object

that can be used to deploy

the NT remote control

service to the NT

Workstations.

The Windows 95 and

Windows NT remote

control service can also be

installed through the custom

installation option of the Novell

Clients.

Within NWAdmin, the

administrator can configure settings

such as the protocol that will be used

and the signals or prompts that will

be displayed to the end user when a

remote control session is requested.
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The Remote Control

Policy is configured under

both the User and

Workstation Policy

Packages. There are

remote control policies in

both policy packages

because there may be users

or workstations that you

never want to be remote

controlled. Before an

individual can remote

control a user/workstation

combination, both policy

packages are checked and the most restrictive settings are enforced.

Navigating to the workstation that is to be controlled is simple through the NDS tree structure.

Administrators are able to remotely control the desired PC by going to the details of that PC. This resolves

the second concern about the difficulty in navigating to the PC that is to be remote controlled.

When the remote control button in the workstation’s Remote Control property sheet is clicked, NDS

verifies that the individual requesting remote control has been granted sufficient rights.
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If the individual does not

have sufficient rights, remote

control access is not granted.

This resolves the #1 concern

about existing remote control

solutions: Security. The remote

control solution in Z.E.N.works

is secured through NDS.

If the individual has

sufficient rights, remote control

access is granted depending on

whether the end user agrees to

be remote controlled if the

Remote Control Policy has

been configured to require permission).

Another way to navigate to the PCyou wish to remote control is to access the properties of the user

that is using the PC.

The third concern that

Novell discovered in their

research of current remote

control solutions was the

traffic that is generated on

the PCs as they advertise

their availability to be

controlled. The remote

control solution that was just

demonstrated does not

depend on a service

advertising itself on all

available PCs. Part of the

data that is stored in every

workstation that is created in NDS is the IPX and IPaddress

of the workstation. Because NDS knows the exact address of

every workstation on the network, the remote control

solution in Z.E.N.works is able to send packets directly to the workstation that is to be controlled, without

requiring the workstations to advertise themselves.
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Additional data is stored in each workstation object within NDS, such as a list of the last 10

individuals that have used the workstation.

We believe the remote control solution in Z.E.N.works is superior to existing solutions because the

three common concerns and obstacles to implementing remote control are resolved. By leveraging NDS,

Z.E.N.works is able to provide an efficient and secure remote control solution.

S U M M A RY

Z.E.N.works will save organizations money. As the first and only directory-enabled workstation

management suite in the world, Z.E.N.works is able to take advantage of the dynamic power of NDS to

create an identity a digital persona for every individual and workstation in an organization. This identity is

created from access rights that have been granted directly to the user in NDS and the access rights the user

is able to inherit because of his/her location in the directory.

The administrator does not have to worry about copying the configuration from server to server on the

network because NDS automatically synchronizes all data throughout the network according to how the

tree is partitioned and replicated. Z.E.N.works provides a solution whereby desktop management,

desktop maintenance, and application distribution and management are managed and stored through NDS.

The huge benefit of Z.E.N.works is that the network administrator has to create the desktop

configuration only once. Once the desired desktop configuration has been created, the network

administrator is able to leverage NDS to make sure this configuration is applied to every desktop, or

selected desktops, throughout the organization. The network administrators of the world are the experts in

their environment. Z.E.N.works allows them to use that expertise to create the optimal desktop

configuration for their environment and then apply that configuration across the organization.
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