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Overview

This section contains the following information:
*  “Product Overview” on page v
*  “Product Components” on page v

*  “Additional Documentation Resources” on page vii

Product Overview

Synchronicity™ is a solution that automatically synchronizes account and
password information for multi-vendor networks. This document provides the
necessary information to properly manage the password synchronization
functionality in the Synchronicity products.

Product Components

Synchronicity Password Utilities may use the following components:

Component Description
Global Event Serves Broker A NetWare Loadable Module™
(NVGES.NLM) (NLM™) for NetWare 4.1 and later,

which provides event notification as
changes are made to NDS.

Global Event Services API Library A NetWare Loadable Module (NLM) for

(NVGESAPI.NLM) NetWare 4.1 and later that allows other
NLM files, such the NVSYNNW3.NLM,
access to Global Event Services
functionality.
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Component

Description

Synchronization agent

NetWare Administrator snapin modules
for Windows 95/98 and Windows NT

Synchronicity Password Utilities for
Windows 95/98 and Windows NT

A Windows NT application that receives
NDS change notifications from the
Global Event Services Broker NLM and
synchronizes those changes with the NT
Server account database. The
synchronization application requires
Windows NT version 3.51 or later. Both
NT Server and NT Workstation are
supported.

Synchronicity for NetWare 3 uses
NetWare 4 (NVSYNNW3.NLM), a
NetWare Loadable Module (NLM) for
NetWare 4.1 and later that synchronizes
NDS changes reported by Global Event
Services with one or more NetWare 3
servers.

These NetWare Administrator snapin
modules provide capabilities for
managing NetWare 3 accounts from
NDS. In addition, these snapins also
support management of the Global Event
Services NLM. NetWare Administrator
for Windows 95™/98 and Windows
NT® are supported.

These program files can be used by users
and network administrators to easily
change network passwords in a manner
which supports synchronization with all
products linked with Synchronicity
products.
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Additional Documentation Resources

For additional information, see the following resources:

To learn more about

See

The ingtallation process that is common
to al Synchronicity products

The proceduresto get started installing
the Synchronicity products right away

Details about using Synchronicity

The configuration and operation of the
Global Event Services Broker NLM

Vital program information such as
changes to the program, files, or
documentation

Synchronicity Overview and Installation
Guide. Thisdocument can be found in
electronic form on the CD-ROM or on
the NetVision web site,
http://www.netvision.com.

Quick Sarts. This document can be
found in electronic form on the product
CD-ROM or on the NetVision web site,
http://www.netvision.com.

Online help. Online help for the
Synchronicity product isavailablewithin
the utility. Click Help within any dialog
for context-sensitive help.

Global Event Services Administrator
Guide. Thisdocument can be found in
€electronic form on the product CD-ROM
or on the NetVision web site,
http://www.netvision.com.

Readmefiles.
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chapter

Getting Started

This chapter contains information about the following:

*  ‘“Installing the Synchronicity Password Utilities” on page 1

“Synchronicity Administrator Password Utility” on page 3
“Synchronicity Windows 95/98 Password Provider” on page 3
“Synchronicity User Password Utilities” on page 4

“Help Files” on page 4

“Notes User ID Transfer Utility and Single Sign-On” on page 4

Installing the Synchronicity Password Utilities

The Synchronicity Password Utilities can be installed either by running the
Synchronicity™ installation program or by copying the required files and
configuring the utilities manually.

For additional system requirement information, refeégachronicity Quick

Sarts.

The Synchronicity installation program lets you install the Synchronicity
Password Utilities alone (see ) or with All Products. Select the Change button
to specify the Synchronicity Password Utility components to install (see Figure

1-1).
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Selecting Install Components
Select Components E

Select the compaonents you want tainstall, clear the components
you do ok want to install

LComponents

— Description
Thiz product provides adminiztrator and uzer Change... |
utilities that sunchronize passwords across

ﬁ multiple zystems.

Space Required: F214 K
Space Ayvailable: 1012864 k.
< Back MHest > Cancel
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Figure 1-1

Selecting Password Items

Select Sub-components E3 |

Select the components pou want o install, clear the components
you do ok want to install

Sub-components

Adriniztrator Password Ltility
. dzer Pazzword Ltility for windows T B2 K
Help Files 19K
Mates |0 Transter Utility and Single Sign-On 0k

Drescription

Letz netwark adminigtrators change pazswords by prosy for
uzerz on Windows 35 and “Windowes MT.

Space Required; 7214 K
Space Available: 1012864 K Continue

Synchronicity Administrator Password Utility

The Synchronicity Administrator Password Utility file NVAPWD.EXE can be
copied to any network or local directory.

This utility requires a Novell® Client™ for Windows 95/98 with NDS™
support. The files located in the \FILES\SYSTEM.WIN directory may also be
required for some workstations, but make sure that you do not overwrite any
newer versions of these files.

Synchronicity Windows 95/98 Password Provider

The Synchronicity Windows 95/98 Password Provider files NVPP95.DLL,
NVPWDAPI.DLL and NVPWDMS.DLL should be copied to the Windows
SYSTEM directory. For example, C:\WINDOWS\SYSTEM.

The necessary registry entries as contained in the file NVPP95.REG should be
registered either by 1) running REGEDIT.EXE, clicking Registry > Import
Registry File, then specifying the location of the file NVPP95.REG, or 2)
typing "REGEDIT NVPP95.REG" at the command line.

Chapter 1: Getting Started 3



When using the Microsoft Client for NetWare Networks with the Client
Servicefor NDS, the Microsoft systemfilesrelating to DCOM and ADSI must
be installed.

Thefileslocated in the \FILES\SY STEM.WIN directory may also be required
for some workstations, but make sure that you do not overwrite any newer
versions of thesefiles.

Synchronicity User Password Utilities

Help Files

The Synchronicity User Password Utilities fles—NVUPWD95.EXE for
Windows 95/98 and NVUPWDNT.EXE for Windows NT—can be copied to
any network or local directory.

This utility requires a Novell Client for Windows 95/98 with NDS support. The
files located in the \FILES\SYSTEM.WIN directory may also be required for
some workstations, but make sure that you do not overwrite any newer versions
of these files.

The Synchronicity Password Utilities help fle NVPWDHLP.HLP can be
copied to the same directory where any of the Synchronicity Password Utilities
are copied.

Notes User ID Transfer Utility and Single Sign-On

While you can manually copy the files as will be explained, using the
Synchronicity installation program is recommended.

The Notes User ID Transfer Utility files SYLNIDS.EXE and SYLNIDS.DLL
should be copied to the \NOTES directory. The help files SYLNIDS.HLP and
SYLNIDS.CNT can be copied to the \NOTES\NDS\ENGLISH directory.

Before running the Notes ID Transfer Utility, add your local User ID file to the
Lotus Notes Links setting for your NDS user account. (For information on
adding ID files in NDS user objects, referSmchronicity for Notes
Administrator Guide or searcl®ynchronicity for Notes Help.)

Single Sign-On should only be enabled on machines running the Lotus Notes®
Client but that are not running the Synchronicity for Notes Service Agent.
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Single Sign-On can be enabled by adding the following entriesto the
NOTES.INI file:

MatchName=1

EXTMGR_ADDINS=SyLNPwd.dll

Chapter 1: Getting Started 5
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chapter

Synchronicity Password Utilities

This chapter contains information about the following:

“Administrator Password Utility” on page 8

“Windows 95/98 Password Provider” on page 10

“Components” on page 10

“Dependencies” on page 10

“Limitations” on page 11

“Configuration” on page 12

“Changing All Passwords” on page 13

“Changing Only the Synchronicity Password” on page 14

“Changing the NetWare 4 Password Due to Password Expiration”
on page 15

“Registry Entries” on page 15

“Windows 95/98 User Password Utility” on page 17

“Windows NT User Password Utility” on page 18

“About the Notes ID Transfer Utility” on page 19

“Notes ID Transfer Utility Command-Line Options” on page 20

“About Single Sign-On” on page 21

“NetWare Administrator Details Pages” on page 22

“Password Change by Proxy” on page 24
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Administrator Password Utility

The Synchronicity™ Administrator Password utility is designed to allow
network administrators and help desk personnel to easily change the passwords
for the selected NDS™ user accounts in a manner that supports password
synchronization using the various Synchronicity products. Figure 2-1 contains
the main window of the Administrator Password utility. The main fields
contained in the window are described below.

Figure2-1
Synchronicity Administrator Password Utility
ki Synchronicity Administrator Password Utility
Tree Mame MWTS2 TREE e Close
Contest M etfizion 'rt Help
— Pazzword [nformation
M ame | Clazs
Hes .. Hew Passward
s Admin |Jzer I
& Administrator User
Y Emichelsen User Canfirm Mew Passwond
& Bogey |Jzer
& Bruce Michelsen User I
& BSumbuddy Usger
& bsutton User Change Pazswaords
™8 Exchangs Server Organizatianal L _
& Guest Usger ~ Options
HE Metware 3 Server Organizational | I User Must Change Mext Login
“E Mates Ser.ver Drgan?zat?unalL W Clear Intruder Lockout if Set
B2 MT Domain Organizational |
& SUPERVISOR Uzer
& Vizion IJzer Grant Uzerz] Rights ta Synchronicity Pead
4 | | _II Azzign Manager of Selected Uzers]

Change Password

Clicking this button will cause the NDS and Synchronicity passwords for the
selected user accounts to be changed to the value specified in the New

Password and Confirm New Password fields.
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User Must Change Next Login

Thisfield indicates whether or not the users will be forced to change their
password the next time they log in. This field is ignored if the “Password
Change by Proxy” feature is being used.

If the Synchronicity Password Monitor for NT is running in the domain, users
are not forced to change their password because the expiration is overwritten
with the default interval set in NetWare Administrator > Password Restrictions.

Clear Intruder Lockout if Set

This field controls whether the intruder lockout flag will be cleared, if
necessary. This field is ignored if the “Password Change by Proxy” feature is
being used, with the intruder lockout always being cleared by the Password
Change by Proxy process.

Grant User(s) Rights to Synchronicity Pwd

Clicking this button will cause the granting of rights to the selected NDS users
so that users can change their own Synchronicity password. The various
Synchronicity products will normally perform this granting of rights
automatically, whenever an NDS user is assigned a Synchronicity link to an
account on another platform.

Assign Manager of Selected User(s)

Clicking this button will cause that a specified user or group be granted rights
to modify the Synchronicity password of all of the selected NDS user accounts.

Chapter 2: Synchronicity Password Utilities 9



Windows 95/98 Password Provider

Components

Dependencies

The Synchronicity Password Provider for Windows® 95/98 is a Windows
95™/98 DLL that integrates with the Password control panel. It is a password
provider and integrates with the Windows 95/98 password support mechanism.
Changes to the Windows password will allow the change of the NDS password
and allow it to be synchronized by the installed Synchronicity products.

Even in the case of an NDS password expiring, the Novell® Client™ will
prompt for the new password and the Synchronicity Password Provider for
Windows 95/98 will allow the automatic synchronization of this password.
Users will not have to change the process to which they are already
accustomed. No separate utility or process is required.

The following files are required and are copied by the Synchronicity install.

Filename L ocation Description
NVPPO5.DLL Windows SY STEM Windows 95/98 Password
directory Provider.
NVPWDAPI.DLL Windows SYSTEM Synchronicity password
directory support modulefor Novell
NDS clients.
NVPWDMS.DLL Windows SYSTEM Synchronicity password
directory support module for

Microsoft NDS clients.

The following are requirements for the Synchronicity Password Provider for
Windows 95/98:

. Windows 95/98 workstation

*  Novell Client for Windows 95/98 or Microsoft Client for NetWare
Networks with Service for NDS installed. When using the Microsoft
Client for NetWare Networks with the Service for NDS, the Microsoft
system files relating to DCOM and ADSI must be installed.
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Limitations

*  One or more of the following products
. Synchronicity for NT
. Synchronicity for Exchange
. Synchronicity for Notes

. Synchronicity for NetWare 3

The Synchronicity password must be synchronized with the Windows 95/98
password and can be set with the Passwords control panel applet. This is
enabled by default by the installation program.

If the Synchronicity password is to be synchronized with NDS passwords
through the Password Has Expired process of the Novell Client for Windows
95/98, then the Synchronicity Password Provider and the Novell Netware
password provider must both must be enabled in the Passwords control panel
applet.

When connecting to multiple NDS trees, the Synchronicity Password Provider
will only change the Synchronicity password for the NDS trees to which
authentication has already been performed. If only one NDS tree is in use or if
the primary tree authentication is the one which is running Synchronicity then
this limitation does not apply.

Following is an example of this limitation. User Bob authenticates to two
separate trees which are both running Synchronicity. The first tree is Bob’s
corporate network connection and his second is the result of a permanent drive
mapping to a local server in a separate tree. If Bob’s primary password on his
NDS tree has expired and requires changing, then Bob is allowed to change it.
The Synchronicity Password Provider will immediately display a list of all
NDS connections to include the Synchronicity synchronization. Unfortunately,
the workstation has not authenticated to Bob’s second tree because the
permanent drive mapping has not yet been processed by Windows 95/98.
Therefore, only the primary NDS tree will have a synchronized password with
Windows 95/98, NDS and Synchronicity.

When using the Microsoft NDS client, only one NDS tree is supported. When

using the Microsoft Client for NetWare Networks with the Service for NDS,
the Microsoft system files relating to DCOM and ADSI must be installed.

Chapter 2: Synchronicity Password Utilities 11



Configuration

The configuration of the Synchronicity Password Provider is accessible
through the Windows 95/98 Control Panel Passwords applet. See Figure 2-2.

Figure 2-2
Password Control Panel Dialog
¥ Passwordz Properties E

Ehange Fazswords ! lzer F'eri|E=Si

~iafindowe pazzwond =

Qf? Click this button to change your YWindows
i pazznord.

Click thiz buttonto change yolr pazsiord
tor other pazsword-protected services,

Change Other Pazswords:..

[k Cancel

To synchronize Synchronicity passwords with the Windows 95/98 password
click the Change Windows Password button. Thiswill display the Change
Windows Password window. See Figure 2-3.
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Figure2-3
Selecting Passwor dsto Change

Change Windows Paszsword

ds. You may alzo change other pazswords to be the same
3 &z vour Windows pazaword.

Select any pazzword-protected: services podwould ke to uze the
zame pasawiond az pour windows passwiond,

Metvizion Sunchronicity
M ovell Mebware

[E Cancel I

The Synchronicity item must be checked for Synchronicity to synchronize the
Windows 95/98 password with the installed Synchronicity products.

To synchronize the NetWare 4 (NDS) password with Synchronicity, both
NetVision Synchronicity and Novell Netware must be checked.

Changing All Passwords

To change all the passwords, click the Change Windows Password button from
the Passwords applet. Check all theitemsand click OK. See Figure 2-2. Enter
the passwords when prompted. When the Synchronicity Password
Synchronization window is displayed, there will be alist of NDS trees
indicating current NDS connections. Select the trees for which you would like
the passwords to synchronize for Synchronicity. See Figure 2-4.
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Figure2-4
Selecting NDS Accounts

MetYision Synchronicity Pazzword Synchronization

Select the accounts for which the Sunchranicity
paszward iz to be.changed.

| ND'S Tree Hane ! Izer Hame I

2 g1l TREE CM=fdrmin. D=MNebvizion

5 NVGESZ TREE CH=Admin. D=Metvision Cancel
Help
Sbout

Changing Only the Synchronicity Password

To change only the Synchronicity password, click Change Other Passwords
from the Passwords applet. See Figure 2-2. Thiswill display the Select
Password window. See Figure 2-5. Select the NetVision Synchronicity item,
then click Change.

Figure 2-5
Selecting Password to Change
Select Password I

Select the pazsword-protected service that yau
want to' change:

Bl E pE
uATENEE

Cancel

M etvizion Senchronizity
Movell Hebware
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Changing the NetWare 4 Password Due to Password Expiration

Registry Entries

When the NetWare NDS password has expired and the user is prompted to
change it during login, the Synchronicity Password Provider will display a
window. See Figure 2-4. Select the treesto change the Synchronicity password
and the password will synchronize to the other platforms running

Synchronicity.

A single new registry key isadded. It is

HKEY_LOCAL_MACHINE\System\CurrentContr ol Set
\contr ol\PwdProvider\NVPP95

Following are the string names, their initial values and description.

Sring Name

Value

Description

ChangePassword

Description

GetPasswordStatus

ProviderPath

LogFileName

PPChangePassword

Synchronicity

PPGetPasswordStatus

NVPPO5.DLL

C:\NVPP95.LOG

Name of function to
change Synchronicity
password

Text description of
Synchronicity Password
Provider

Name of function to report
status of Synchronicity
Password Provider

Name and path of DLL. If
no path is given then
standard Windows
defaults will be searched.
The default installation
directory isthe
%WINDOWS%/
SYSTEM directory.

Name and path of the log
fileto beusedtoreport any
problems encountered
while trying to load or use
the password provider.
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Following are the numeric names, their initial values and a description:

Sring Name Value

Description

LogFileLevel 2

Indicates the type of
information that will be
written to the report log
file. 1 =errorsonly; 2=
errors and warnings, 3 =
errors, warnings and
informational messages, 4
=al but diagnostic
messages, 5=dll including
diagnostic messages.

Following are the binary names, their initial values and a description:

Sring Name Value

Description

UseMasterKey 01 0000 00

Indicates whether a
password provider isto be
synchronized with the
Windows password. The
value "01 00 00 00"
indicates the password is
to be synchronized with
the Windows password
and therefore the
Synchronicity Password
Provider will be enabled
by default. The value "00
00 00 00" indicates the
password provider isnot to
be synchronized with the
Windows password.
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Windows 95/98 User Password Utility

Figure2-6

The Synchronicity User Password utility for Windows 95/98 should only be
used in cases where the Synchronicity Password Provider for Windows 95/98
cannot be used for any reason. When the Change Password button is clicked,
the NDS and Synchronicity passwords will be changed for the selected NDS
trees. Since the Synchronicity password was changed, any accounts linked to
the selected NDS accounts by any of the Synchronicity productswill also have
their passwords changed.

User Password Utility for Windows 95/98

Current Metwaork, Connections

» Synchronicity User Paszword Utility

Cloze

Metwork. Spstern | Uzer Mame Help
@ MWTS2 TREE CH=Emichelzen. 0=MetVizio
L METVISION _INC CH=BMichelzen.0U=Engine

Current Paszword

Mew Paszword

Confirm M ew Paszwiard

Change Pazswaord

| B

A dialog will then be displayed that indicates any problems that may have
occurred during the password change process. Only errors directly related to
changing the NDS or Synchronicity password will be reported. Any errorsthat
occur when the synchronization agent is attempting to synchronize the
password change will be reported in the standard mechanism for the
synchronization agent. The WindowsNT Event Viewer isused asthereporting
mechanism for the Synchronicity for NT, Synchronicity for Exchange, and
Synchronicity for Notes synchronization agents. The Synchronicity for
NetWare 3 synchronization agent reports any problemsinitslog file.
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Windows NT User Password Utility

The Synchronicity User Password utility for Windows NT provides a

mechanism to allow users to change their password in a manner that the

password will be properly synchronized to al of the various systems by
Synchronicity. Since this utility is a stand-alone application, it is not

automatically invoked when a user’s password has expired or if the user is
forced to change their password at the next login. This utility can be easily
called from a login script if a user’s password is about to expire, instead of
waiting for the Novell Client for Windows NT to request the password change.
This utility functions in the same manner as the Windows 95/98 version but can
also change the Windows NT account password directly.

Figure 2-7
User Password Utility for Windows NT

» Synchronicity User Paszword Utility
Current Metwaork, Connections Close
Metwork. Spstern | Uzer Mame Help
COMMZ-DOMAIN Ry =] —_—
Lo ! 3 CM=Bmichelsen. 0=Metyisio
Lod METWISION_INC CM=BMichelsen.OU=Engine | Eument Password
Mew Paszword
Confirm M ew Paszwiard
Change Pazswaord
J | ©
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Notes User ID Transfer Utility and Single Sign-On

The Notes User ID Transfer utility can be installed and the Single Sign-On
enabled on machines running the Lotus Notes Client but that are not running
the Synchronicity for Notes Service Agent.

About the Notes ID Transfer Utility
Use the Notes ID Transfer utility to match alocal User ID fileand a
corresponding User ID file stored in an NDS user account. (See Figure 2-8.)

Figure2-8
Notes D Transfer Utility

& g Net¥izion Notes ID Transfer Utility |

— Uzer |0 Download/Upload Options

% Dwenarite Local Copy af Ll zer |0
[T Delete Current Local 1D File

™ Owenwrite ND'S Copy of User D
Fazzword:

Retype Pazzward:

—MDS Object Information
MOS Tree Mame:

NVTS2_TREE %
MDS Object Mame:
|B michelzen. Nefizion E

— User 1D Infarmation

HDS D Uzer Mame:
|I:N=Bru|:e Michelzen/0=admin

Local ID User Mame:
||:N =rvcomm2/0=cert.id

When running the Notes ID Transfer utility, no dialog appearsif the User ID
filesare the same. If the User ID files are different, specify which fileto
overwrite.
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Before running the Notes ID Transfer utility, add your local User ID fileto the
Lotus Notes Links setting for your NDS user account. (For information on
adding ID filesin NDS user objects, refer to Synchronicity for Notes
Administrator Guide or search Synchronicity for Notes Help.)

Notes ID Transfer Utility Command-Line Options
You can use command-line optionswhen running the Notes 1D Transfer Utility.
-MatchName
If the binary compare of the ID filesfails, compares the user names internal to
the D files. The D files are considered as matching if the user namesinternal
to the IDs are the same. If amatch isfound, no dialog appears.

-TreeName

Specifies the NDS tree to use when there are multiple connections. For
example,

-TreeName " my tree"
-UserName

Specifies the NDS user account to use when matching the stored User ID file
instead of the logged-in account. For examples,

-UserName " clayton williams"

-UserName " cwilliams'

-NDS

Automatically overwritesthe local ID file with the ID file stored in NDS.
-Local[ password]

Automatically overwritesthe ID file stored in NDS with the local ID file. You
can optionally append the password.

-Delete

20 Synchronicity Password Utilities Guide



Specifiesthat the current ID should be deleted first, if the local copy of the ID
Isto be overwritten. Use this option when using a single machine for multiple
users to prevent the IDs from stacking up.

About Single Sign-On

When the password in the local User ID fileisthe same asin the User ID file
stored in NDS, after users authenticate to NDS and then run Lotus Notes Client
they are automatically authenticated (by proxy) to Lotus Notes, and
consequently, will not be prompted for their user password.
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NetWare Administrator Details Pages

A password change that is supported by Synchronicity can aso be initiated
from the Password Synchronization detail page that is added to the NDS User
object in the NetWare Administrator program by the snapin modules supplied
with the various Synchronicity products.

Figure 2-9
Password Synchronization Page
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Click Synchronize Passwords Via Synchronicity to type and confirm the
password (see Figure 2-10).
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Figure2-10
Synchronize User Passwords Via Synchronicity

B Synchronize User Passwords via Synchronicity

Wd passtond: oK
Mew pazswond: Cancel
Il Help

Betype new pazaward:

The pazsword change iz effective when OF iz clicked
and cannaot be undone from the main dialog.

For the NDS user, passwords will be synchronized for all accounts linked to

NT, Exchange, Lotus Notes®, or NetWare 3 with running synchronization
agents.

When passwords are synchronized to the Notes user account, only the HTTP
password is changed. The password of any stored USER.ID file in NDS cannot
be changed, due to limitations in Lotus Notes APIs.
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Password Change by Proxy

Synchronicity supports a Password Change by Proxy feature, available in the
Synchronicity Administrator Password utility. The proxy password change

allows network administrators and/or help desk personnel to be granted read,

write, and compare rights to the NDS attribute named NetVisn:Synchron

Password to change an NDS user’s password using the Synchronicity
Administrator Password utility. Whenever a Synchronicity synchronization
agent detects that the Synchronicity password was changed and the person who
made the password change does not have appropriate rights to change the NDS
password for the same account, the synchronization agent will change the NDS
password on behalf (by proxy) of the initiator of the Synchronicity password
change. The Synchronicity for NT / Exchange and Synchronicity for Notes
synchronization agents support this feature in version 1.51 and later. The
Synchronicity for NetWare® 3 synchronization agent supports this capability

in version 1.60 and later.

With Synchronicity for NT, the Manager of Users property page of the
Synchronization Settings can be used to automatically assign the appropriate
rights to a specified NDS user or group to be able to manage the Synchronicity
password, as displayed in Figure 2-11. Rights to the Synchronicity password
can also be granted manually in the Synchronicity Administrator Password
utility, as described in “Administrator Password Utility” on page 8.
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Figure2-11
Manager of Users Property Page
B Edit Synchronization Setting
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