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Account Management for Windows 2000

Novel|® Account M anagement is a directory-enabled application that
simplifies and unifies the management of user profiles on Windows* 2000
networks. It leverages all the scalability, utility, and extensibility of NDS®
eDirectory™ and adds crucial integration capability and password
synchronization functionality. With Account Management, you can eliminate
many of the complexities of administering a mixed-platform network while
smoothing over compatibility issues and centralizing your management of
user accounts stored in eDirectory and Active Directory*.

This manual contains information on how to install, configure, and manage
Account Management on Windows 2000 servers.

Account Management for Windows 2000 7
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Installation

This section describes how to install Novell® Account Management for
Windows* 2000.

IMPORTANT: In order to install Novell Account Management for Windows 2000,
you must have NDS® eDirectory™ 8.5 installed on your Windows 2000 server.

Minimum System Requirements
U Windows 2000 Server or Windows 2000 Advanced Server with NDS
eDirectory 8.5
U Active Directory*
U Novell Client™ 4.8 or later

Hardware Requirements

Hardware requirements depend on the specific implementation of NDS and
Active Directory.

For example, abase installation of NDS eDirectory with the standard schema
requires about 74 MB of disk space for every 50,000 users. However, if you
add a new set of attributes or completely fill in every existing attribute, the
object size grows. These additions affect the disk space, processor, and
memory needed.

Two factorsincrease performance: more cache memory and faster processors.

Installation 9
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The following table illustrates typical system recommendationsfor NDS
eDirectory.

Objects Processor Memory Hard Disk

100,000 Pentium* 11l 450-700 384 MB 144 MB
MHz (single)

1 million Pentium 111 450-700 2GB 1.5GB
MHz (dual)

10 million Pentium 111 450-700 2GB + 15GB
MHz (2 to 4)

Requirements for processors might be greater than the tables indicate,
depending upon additional services available on the computer, as well asthe
number of authentications, reads, and writes that the computer is handling.
Processes such as encryption and indexing can be processor-intensive.

Of course, faster processors improve performance. Additional memory also
improves performance because eDirectory can then cache more of the
directory into memory.

Microsoft* recommends the following hardware requirements for Windows
2000 Servers:

¢ 133 MHz or higher Pentium-compatible CPU.
+ 256 MB of RAM (128 MB minimum supported; 4 GB maximum).
¢ 2 GB hard disk with aminimum of 1 GB of free space.

+ Windows 2000 Server supports up to four CPUs on one machine.

Microsoft recommends the following hardware requirements for Windows
2000 Advanced Servers:

¢ 133 MHz or higher Pentium-compatible CPU.
+ 256 MB of RAM (128 MB minimum supported; 8 GB maximum).
¢ 2 GB hard disk with aminimum of 1 GB of free space.

+ Windows 2000 Advanced Server supports up to eight CPUs on one
machine.

10 Account Management for Windows 2000 Administration Guide
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Before Installation

Novell Account Management for Windows 2000 lets you use ConsoleOne™
to manage the structure of Active Directory domains, users, and groups from
within NDS eDirectory. During installation, you will create several Active
Directory objectsin NDS. Before the installation, you may want to do the
following:

+ Create acontainer in eDirectory to hold the Windows 2000 Forest object.

You will be asked during the Installation to specify alocation for the
Forest object. This object must be located in a container. It cannot be
created at the root of your tree.

+ Determine where in your NDS tree you want to place the Password
Synchronization object

See “ Password Synchronization Object” on page 26 for more
information.

+ Determine the placement of eDirectory partitions and replicas.

To synchronize changes to objects, the server on which you install
Account Management for Windows 2000 requires a master or read/write
replica of the NDS eDirectory partition.

+ Createfiltered replicas.

Filtered replicas contain afiltered set of objects or object classes aong
with afiltered set of attributes and values for those objects. You might
want to consider creating afiltered replicaif you only want to
synchronize specific objects or attributes.

For more information, see "Filtered Replicas’ in NDSeDirectory 8.5
Administration Guide (http://www.novell.com/documentation/lg/
ndsedir/docui/index.html).

+ Create an index.

NDSeDirectory usesindexesto significantly improve query performance
and ConsoleOne display time.

When ConsoleOne displays the contents of a container within adomain,
it sends the query to an index server. When Account Management for
Windows 2000 isinstalled, anindex isautomatically created on the server
on which the product isinstalled. If there are multiple serversin the tree,
it may be useful to create an index on one or more additional servers.
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For more information, see "Index Manager" in NDSeDirectory 8.5
Administration Guide (http://www.novell.com/documentation/lg/
ndsedir/docui/index.html).

Installing Account Management

To install Account Management for Windows 2000, perform the following
procedures:

+ “Updating Windows 95/98 and Windows NT/2000 Clients’ on page 12
+ “Installing Account Management for Windows 2000” on page 13

+ “Synchronizing Active Directory with NDS eDirectory” on page 14

+ “Installing ConsoleOne” on page 14

Theinitial installation of Novell Account Management for Windows 2000
requires eDirectory 8.5 to be already installed on the same Windows 2000
server or domain controller that Account Management will be installed on.
However, you are not required to install eDirectory 8.5 on every Windows
2000 server. A second or third domain controller can be set up for
synchronization by running /WINNT/SY STEM 32/DIRLINK.EXE found on
each Windows 2000 server where eDirectory and Account Management for
Windows 2000 have been installed.

When installing to a remote domain, an account is created on the remote
domain so that the DirXML driver can authenticate to that domain. The name
of theaccountisNAM_DomainName (where DomainName isthe name of the
remote domain). For security purposes, the password for this account is
randomly generated. If thisaccount is modified (renamed, password changed,
or group memberships changed), the DirXML driver will not synchronize
with the remote domain.

Updating Windows 95/98 and Windows NT/2000 Clients

In order for the Account Management for Windows 2000 Password
Synchronization feature to work properly, you should update your Novell
Windows 95/98 and Windows NT/2000 Clients on the server on which you
will beinstalling Account Management for Windows 2000 and on all
machines running the Novell Client whose passwords you want synchronized.

12 Account Management for Windows 2000 Administration Guide
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To update your Novell Clients, make sure you have the latest Client
(\NT\I386\SETUPNW.EXE on the Novell Account Management for
Windows 2000 CD), then run the following:

oS File
Windows 95/98 PATCHES\ACMGTCL\ENU\PRODUCTS\WIN95\IBM_EN
U\SETUPSP.EXE

Windows NT/2000 PATCHES\ACMGTCL\ENU\PRODUCTS\WINNT\I386\SE
TUPSP.EXE

For moreinformation on password synchronization, see Chapter 4, “ Password
Synchronization,” on page 47.

Installing Account Management for Windows 2000

1 At the Windows 2000 Server, log in as Administrator or as a user with
administrative privileges.

2 Determine the location in eDirectory where the Active Directory forest
object will reside.

A replicaof this partition must be added to the eDirectory/Windows 2000
server before you install Account Management. You should also place
replicas of the partitions holding the userswho will be synchronized with
Active Directory on the eDirectory/Windows 2000 server.

3 Run SETUREXE from the product CD or downloaded file.

4 Select from the following components (you can install the components
separately or together):

+ Synchronize Active Directory with eDirectory

Installs software that synchronizes Active Directory and NDS
eDirectory. This also installs software that can synchronize the
passwords of the associated NDS and Active Directory users. See
“Synchronizing Active Directory with NDS eDirectory” on page 14
for more information.

+ |nstal ConsoleOne

Installs ConsoleOne 1.2d and additional snap-ins for managing
Novell Account Management for Windows 2000. See “ Installing
ConsoleOne” on page 14 for more information.

Installation 13

Account Management for Windows 2000 Administration Guide
103-000114-001
May 16, 2001



Manual Rev 99a. 4 December 00

Synchronizing Active Directory with NDS eDirectory

1

Follow the online instructions in the Install ation Wizard.

2 If you are not already connected, you will be required to log in to your

NDS tree as Administrator or an equivalent.

If the schema has already been extended, you don’t havetologin as
Administrator at the root of the tree. If the container administrator has
rightsto the NDS Usersthat will be synchronized with Active Directory,
you can log in as a container administrator.

3 You can create new NDS users who will be associated with the existing

domain users, or you can associate existing NDS users with the domain
users.

You can aso choose to install the password filter during the installation
process or after it has completed. You will be required to reboot the
computer in order to use thisfilter.

Installing ConsoleOne

1

Follow the online instructions in the Installation Wizard to installs
ConsoleOne 1.2d and Account Management snap-ins.

Uninstalling Account Management

Yo

u must remove the Password Synchronization NT Provider and all

associated filters prior to uninstalling Account Management for Windows
2000. The Password Synchronization NT Provider can be found in Control
Panel > Password Synchronization.

See “Deleting a Password Filter” on page 52 for more information on
removing password filters.

1

On the Windows taskbar, click Start > Settings > Control Panel > Add/
Remove Programs.

2 Remove the following components:

¢  Account Management for Windows 2000 Driver
Thisuninstalls DirXML™ and the Active Directory DirXML driver.

¢  Account Management for Windows 2000

14 Account Management for Windows 2000 Administration Guide
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Thisuninstalls Account Management for Windows 200 and removes
the Password Synchronization and Forest objects from your NDS
tree.

+ ConsoleOne 1.2d

Upgrading from Account Management for Windows NT
You can upgrade to Account Management for Windows 2000 from the
following products:

¢+ NDSfor NT
+ NDS eDirectory Corporate Edition

+ Account Management 2.1 for Windows NT

To upgrade your system to Account Management for Windows 2000:

1 Uninstall NDSfor NT, NDS eDirectory Corporate Edition, or Account
Management 2.1 for Windows NT.

IMPORTANT: Use the Uninstall NDS for NT and Include New NDS Information in
the NT Domain option when uninstalling Account Management for Windows NT.

See “Uninstalling Account Management for Windows NT” on page 15
for more information.

2 Reboot your Windows NT server.

3 Install Windows 2000 Server or Windows 2000 Advanced Server.
4 Install Active Directory.

5 Install Account Management for Windows 2000.

See “Installing Account Management” on page 12 for more information.

Uninstalling Account Management for Windows NT

Use the following procedure to uninstall any of the following products:
+ NDSfor NT
+ NDS eDirectory Corporate Edition

+ Account Management 2.1 for Windows NT

To uninstall Account Management for Windows NT and save any changes
made while the domain was redirected to NDS, the NT server must have a
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working connection to an NDS server holding areplica of the partition that
holds the Domain object.

IMPORTANT: You must first remove Account Management from your backup
domain controller (BDC) before you can remove it from your primary domain
controller (PDC). If you uninstall from the PDC first, you won't be able to access
your BDC.

Back up your PDC before completing the following steps.

1
2

Loginto the BDC as an administrative user.

In the Windows taskbar, click Start > Programs > Novell > Domain
Object Wizard.

Follow the online instructions.
After the BDC reboots, perform Steps 1-3 on any remaining BDCs.

Logintothe PDC as an administrative user and log in to your NDS tree
as Administrator or an equivalent.

In the Windows taskbar, click Start > Programs > Novell > Domain
Object Wizard.

Select Uninstall NDSfor NT and Include New NDS Information in the
NT Domain

This option reads the current NT domain information from NDS and
movesit to the Windows NT domain. If you have added users and other
objectsto NDS since moving the NT domain to NDS, those objects are
added to the NT domain. Any objects that were originally inthe NT
domain but were not moved to NDS are no longer in the domain.

Follow the online instructions.

You can still uninstall and revert to the original domain state without a
NetWare® connection. Any changes or additions made during the domain
migration, however, are not reverted.

16 Account Management for Windows 2000 Administration Guide
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Overview

Novell Account Management for Windows* 2000 lets you manage Active
Directory* objects (such as users, groups, containers, and domains) with both
the Novell® and Microsoft* management consoles. Account Management for
Windows 2000 does this by allowing for the placement of Windows 2000
domainsin the NDS® eDi rectory™ tree, thereby creating asingle
management point for both directories.

The Installation Wizard lets you create new eDirectory user accountsin
eDirectory for existing Active Directory users, or link existing Active
Directory accounts with ones that already exist in eDirectory. After
installation, any user you createin Active Directory iscreated in eDirectory in
the container you specify. Users created in eDirectory are created in Active
Directory only if you choose to add them to a Windows 2000 domain.

Account Management for Windows 2000 also provides a secure solution for
synchronizing user passwords. This means that your users can log in to both
Active Directory and eDirectory with the same password. Any change made
to auser password in one directory is automatically made in the other
directory aswell.

The underlying integration functionality of Account Management for
Windows 2000 isbased on DirX ML™ technologies. However, the Installation
Wizard configures the DirXML driver for you. No manual DirXML
configuration is necessary.

Account Management for Windows 2000 provides the following benefits:
+ “Simplified Login to the Network” on page 18
+ “Additional Management Capabilities of NDS eDirectory” on page 18
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+ “Creating an eDirectory Replica on a Windows 2000 Server” on page 19

+ “Administration of User and Group Componentsfrom aSingle Database”
on page 20

Simplified Login to the Network

Without Account Management for Windows 2000 integration, a user must log
inasan eDirectory user to authenticateto eDirectory, then log in asaWindows
2000 user to access the Windows 2000 network.

After integration, a user can authenticate to both platforms using the same
password. To accessall authorized network services, including Windows 2000
domains, the user can log in to both accounts using a synchronized password.

Every change madeto apassword, in either eDirectory or Active Directory, is
synchronized so that you only make the change once. The user does not have
to remember two passwords, and you don’'t have to make password changes

in two different databases.

For more information, see Chapter 4, “Password Synchronization,” on page
47.

Additional Management Capabilities of NDS eDirectory

The addition of eDirectory to a Windows 2000 server gives you several
management capabilities not available in a Windows 2000 domain network.
These include:

+ “Security Determination from a Single User Account” on page 18

+ “Easy Movement of User Accounts’ on page 19

Security Determination from a Single User Account

In the eDirectory database, each user account exists only once. Because all
network resources are in the same database, you do not need to create a user
account on each server or domain a user needs to access. Asaresult, you can
determine from a single location what group membership access rights a user
has to any network resource.

NDS eDirectory also allowsyou to remove accessto all network resources by
deleting a single user account. You can be assured that there are no other
accounts (security holes) residing on other servers or domains for that user.

18 Account Management for Windows 2000 Administration Guide
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Having asingle User object in eDirectory does not create a single point of
failure for network access. Because the eDirectory database that the user
resides in can be partitioned and replicated to as many servers as needed on
the network, the user object should always be available.

Easy Movement of User Accounts

Moving a user account from one domain to another is a cumbersome task
under the Windows 2000 domain system. It involves recording user
information on apiece of paper, deleting the user account, and then re-creating
that account in another domain.

In eDirectory, user accounts reside in an administrative container called an
Organizational Unit (OU). An Organizational Unit contains usersin a
workgroup and all other network resourcesfor that workgroup. Moving auser
from one Organizational Unit to another is a simple procedure.

For example, if Bill moves from marketing to engineering, you can move
Bill’suser account from the Marketing Organizational Unit to the Engineering
Organizational Unit. Because the user account was not deleted, all the
properties associated with Bill’s user account are maintained.

In eDirectory, users do not need to be moved from one 2000 domain to
another. Windows 2000 domains are treated as entities to which eDirectory
users can belong. A user can be amember of as many domains as needed.

Creating an eDirectory Replica on a Windows 2000 Server

Account Management for Windows 2000 requires you to place an eDirectory
replicaon your Windows 2000 server. The replicacan be amaster replicaor a
read/writereplica. When you install the replicaon aWindows 2000 server, the
server becomes an NDS Server object in eDirectory.

For more information on eDirectory replicas, see "Managing Partitions and
Replicas’ in NDSeDirectory 8.5 Administration Guide (http://
www.novell.com/documentation/lg/ndsedir/docui/index.html).

Overview 19
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Administration of User and Group Components from a Single

Database

Putting domain user accountsinto eDirectory allows for asingle point of
administration, which provides you with the following benefits:

+ “Simplified User and Group Administration” on page 20
+ “Reduced Administration Costs” on page 20

Simplified User and Group Administration

Account Management for Windows 2000 extends eDirectory so that it
contains sel ected attributes and objects of the Windows 2000 domain. This
provides you with a single database from which to administer all components
of the network.

Account Management for Windows 2000 synchronizes changes made to the
most common domain attributes and objects—the objects and attributes you
use on adaily basisto administer your domains. This approach eliminates the
need to administer two separate databases or to manually synchronize
databases. You can administer all your users and groupsinside eDirectory and
have your changes synchronized in Active Directory.

For example, you can use ConsoleOne™ to create a user, then make that user
amember of adomain or amember of agroup in that domain. For more
information on how to do this, see Chapter 3, “Managing Active Directory
Accountsin NDS eDirectory,” on page 29.

Reduced Administration Costs

By providing asingle point of administration for users and groupsin amixed
environment, Account Management for Windows 2000 greatly simplifiesthe
entire network administration process and substantially reduces the cost of
owning and managing your heterogeneous network.

Combining eDirectory and domain user accounts reduces the cost of
administering a mixed environment by eliminating duplicate work on
accounts.

Managing user accountsin eDirectory also allows you to use cost-saving
features such astemplates. Thissimplifies processes such as creating new user
accounts.

20 Account Management for Windows 2000 Administration Guide
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Management Capabilities

Account Management for Windows 2000 manages users, groups, and
Organizational Units. It does not manage other similar abjects found in both
eDirectory and Active Directory (such asworkstations and printers), nor does
it manage Windows 2000 file system rights.

Account Management for Windows 2000 synchronizes users and
Organizational Units between eDirectory and Active Directory, including the

following attributes:

NDS eDirectory Attribute

Active Directory Attribute

User Creation

Name <User Name>
Surname Last Name
Unique ID Display Name
General/ldentification

Given Name First Name
Last Name Last Name
Full Name Display Name
Middle Initial Initials

Title Title
Telephone Telephone Number
Fax Number Fax

E-Mail Address E-mail
Description Description
General/Postal Addresses

Street Street

Post Office Box P.O. Box

City City

Overview
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NDS eDirectory Attribute

Active Directory Attribute

State

Zip Code

State/Province

Zip/Postal Code

Domain/Access

User Name <User Name>
Login Name User Logon Name (Pre Windows 2000)
Group Membership Member of
Add Add
Remove remove
Set Primary Set Primary
Domain/Setting
User Profile Path Profile Path

Login Script Name

Home Directory
Local Path
Connect

User May Log On To
All Workstations

These Workstations

Logon Script

Home Folder
Local Path
Connect

Log On To
All Computers

The Following Computers

User Profile/Personal Information

First

Middle Initial

Last

Full

First Name
Initials
Last Name

Display Name

22 Account Management for Windows 2000 Administration Guide
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NDS eDirectory Attribute Active Directory Attribute

User Profile/Business Information

Job Title Title

Phone Telephone Number
Fax Fax

Email E-mail

Street Street

City City

State/Prov State/Province
Zip/Postal Zip/Postal Code

Restrictions/Login Restrictions

Account Disabled Account Is Disabled
Account Has Expiration Date Account Expires
Chart Hours

Account Management for Windows 2000 also lets you manage all threetypes
of Active Directory groups (Global, Domain Local, and Universal) within the
ConsoleOne management utility. These group management capabilities
include:

+ Creating Active Directory groups
+ Deleting Active Directory groups
+ Modifying Active Directory groups

*

Adding Active Directory group members

+ Deleting Active Directory group members

For more information on managing Active Directory groups in ConsoleOne,
see “Managing Groups” on page 39.

Account Management for Windows 2000 doesn’t automatically synchronize
schema and schema extensions, although it is possible through minor
modificationsin the DirKML™ drivers and style sheets to synchronize new
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Account Management for Windows 2000 does not eliminate the need to

design and deploy Active Directory domains or other components of Active

Directory, such as the Active Directory global catalog server.

Components

There are six basic components of Account Management for Windows 2000:

¢ DirXML

DirXML isthe Novell meta-directory solution for eDirectory. DirXML
provides the synchronization engine and rules system for managing
objects between eDirectory and Active Directory.

DirXML maintains synchronization rules and information in eDirectory,
and then bi-directionally synchronizes the information with other
systems, such as Active Directory, through DirXML drivers.

Active Directory DirXML driver

The Active Directory DirXML driver isasmall Win32* servicethat uses
ADSI and LDAP to communicate changes to and from Active Directory.

You will need one Active Directory DirXML driver per domain, The
driver isinstalled on your Windows 2000 server running eDirectory. The
Windows 2000 server does not have to be adomain controller.

Account Management for Windows 2000 Setup Wizard

The Account Management for Windows 2000 Setup Wizard transparently
installsand configures DirXML and the Active Directory DirX ML driver
after asking afew configuration questions.

The Account Management for Windows 2000 Wizard creates objectsin
eDirectory for your existing Active Directory groups and OUs, and lets
you select users for synchronization.

ConsoleOne snap-in

Account Management for Windows 2000 includes a set of ConsoleOne
snap-ins for viewing and managing the Active Directory attributes of
synchronized users.
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Password synchronization service

The password synchronization service keeps eDirectory and Active
Directory user passwords synchronized whenever a password is changes
from within Active Directory management utilities or at the Windows
desktop.

Each managed domain has one Windows 2000 server running the
password synchronization service.

Password filter

The password filter needs to be installed on all Active Directory domain
controllers for every managed domain.

The password filter intercepts any Active Directory password changes,
forwards this information to the Windows 2000 server running the
password synchronization service, which in turn updates eDirectory with
the new password.

A wizard automatically deploys and configures the Password
Synchronization Agent on the Active Directory domain controller.

For more information on installing password filters, see “Installing a
Password Filter” on page 51.

ConsoleOne Objects

Account Management for Windows 2000 is represented by objects defined in
eDirectory. The base eDirectory schema has been extended to accommodate

this

information. The new object types are listed in the following table:

Object Icon Description

b g Windows 2000 Forest object
) 333 Windows 2000 Domain object

i Password Synchronization object
_E!. Password Provider object

£ Active Directory User object
_ﬁ Active Directory Group object
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Windows 2000 Forest Object

® The Forest object represents a collection of one or more Windows 2000
domains that share acommon schema, configuration, and global catalog and
are linked with two-way transitive trusts.

Windows 2000 Domain Object

# The Domain object represents agroup of computers that are part of a
network and share a common directory database. A domain is organized in
levels and is administered as a unit with common rules and procedures. Each
domain has a unique name.

For more information, see “Managing Domains’ on page 29.

Password Synchronization Object

i The Password Synchronization object represents the Novell Password
Synchronization Service installed during the Account Management for
Windows 2000 installation. This service controls the synchronization of
passwords between eDirectory and Active Directory.

For more information, see Chapter 4, “Password Synchronization,” on page
47.

Password Provider Object

£ The Password Provider object represents domains specified in the
Password Synchronization Applet. In order for the Novell Password
Synchronization Service to work, a domain provider must be selected and a
password filter must be installed on all Windows 2000 domain controllersin

the domain.

For more information, see “ Installing a Password Filter” on page 51.

Active Directory User Object

€ TheActiveDi rectory User object represents a person in your organization
linked to auser in Active Directory. An Active Directory user account enables
auser to log in to computers and domains with an identity that can be
authenticated and authorized for access to domain resources.

For more information, see “Managing User Accounts’ on page 34.
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Active Directory Group Object

€ The Active Directory Group object represents a collection of users,
computers, contacts, and other groups. Groups can be used as security or as e-
mail distribution collections. Distribution groups are used only for e-mail.
Security groups are used both to grant access to resources and as e-mail

distribution lists.

For more information, see “Managing Groups” on page 39.
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Managing Active Directory Accounts
in NDS eDirectory

This chapter describes how to integrate Active Directory* with your NDS®
eDirectory™ network

Using the Account Management for Windows* 2000 snap-in to
ConsoleOne™, you can create container, Group, and User objects. You can
also add usersto or remove users from Group objects or container objects.
Thismeansthat you don’t haveto learn different applicationsto manage users,
groups, and domains.

+ “Managing Domains’ on page 29

+ “Managing User Accounts’ on page 34

+ “Managing Groups’ on page 39

+ “Managing Organizational Units’ on page 43

Managing Domains

Each Windows 2000 domain is represented by a Domain object in
ConsoleOne. This object is a container object that operates similarly to a
Group object in that it not only holds information about the domain and users
who are members of the domain, but the Domain object also contains member
objects, such as containers and Groups, just like an actual domain.

Using Organizational Units within a domain helps you manage the accounts
and resourcesin thedomain. The users and groups associated with the domain
are represented as objects beneath the Domain object. By making NDS User
objects members of the domain rather than actually residing within the
domain, you can place the User objects anywherein the tree and still give
users access to specific domains.
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Domain objectsare created in eDirectory during the Account Management for
Windows 2000 installation.

Use ConsoleOne to perform the following domain tasks:
+ “Configuring Domain Identification” on page 30
+ “Adding an NDS User to a Windows 2000 Domain” on page 30
+ “Deleting a User from a Windows 2000 Domain” on page 32
+ “Configuring Index Servers’ on page 32

Configuring Domain Identification
1 In ConsoleOneg, right-click a Domain object.
2 Click Properties > General Identification.

3 Select from the following options:

Option Description
Description Describes the selected Domain object
Default User Creation Context Describes where new NDS User

objects are created when a
corresponding User object is created in
Active Directory

4 Click Apply > OK.

Adding an NDS User to a Windows 2000 Domain
You can add an NDS user to a Windows 2000 domain or an Organizational
Unit within adomain in any of the following ways:

¢ “Adding an NDS User to aWindows 2000 Domain through the NDS User
Object” on page 31

¢ “Adding an NDS User to a Windows 2000 Domain through the Domain
Object” on page 31

+ “Adding an NDS User to an Organizational Unit within aDomain” on
page 31

¢ “Creating aNew NDS User” on page 31
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Adding an NDS User to a Windows 2000 Domain through the NDS User Object

1 In ConsoleOne, right-click the NDS User object you want to add to the
domain.

2 Click Properties > Domain Access.

w

Click the Domain drop-down list > select adomain or a container within
the domain.

Click Add.

Specify an Active Directory container, user name, and login name.
Click OK.

Click Apply > OK.

N 0 a b

Adding an NDS User to a Windows 2000 Domain through the Domain Object

1 In ConsoleOneg, right-click the Domain object you want to add an NDS
User object to.

2 Click Properties > General Identification.

3 Click Add Usersto browseto and select the NDS User objects you want
to add to the domain.

4 Click Select > OK.
5 Click Apply > OK.

Adding an NDS User to an Organizational Unit within a Domain

1 In ConsoleOneg, right-click the Organizational Unit you want to add an
NDS User object to.

2 Click Properties > General Identification.

3 Click Add Usersto browse to and select the NDS User objects you want
to add to the domain.

4 Click Select > OK.
5 Click Apply > OK.

Creating a New NDS User
1 Right-click the container you want to add the user to.
2 Click New > User.
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3 Enter information for the user > click Add This User to an Active
Directory Domain.

4 Click OK.

Deleting a User from a Windows 2000 Domain

Deleting an Active Directory User object in eDirectory from adomain deletes
the Active Directory user from Active Directory. The corresponding NDS
User object is not automatically deleted. You must delete this User object

seperately.

You can delete an NDS user from a Windows 2000 domain in either of the
following ways:

+ “Deleting an Active Directory User from a Domain through the User
Object” on page 32

+ “Deletingan Active Directory User from aDomain through ConsoleOne”
on page 32

Deleting an Active Directory User from a Domain through the User Object

1 In ConsoleOne, right-click the User object you want to delete from a
domain.

2 Click Properties > Domain Access.

3 Click the Domain drop-down list > select the domain you want to delete
the user from.

4 Click Remove.
5 Click Apply > OK.

Deleting an Active Directory User from a Domain through ConsoleOne
1 In ConsoleOne, right-click the User object you want to delete.
2 Click Delete.

Configuring Index Servers

NDS eDirectory uses database indexes to significantly improve query
performance. If you have multiple serversin your domain, you need to specify
which servers hold your indexes.
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When ConsoleOne displays the contents of a container within adomain, it
sendsthe query to one of theseindex servers. When Account Management for
Windows 2000 isinstalled, an index is automatically created on the server
where the product isinstalled. If there are multiple serversin the tree, it may
be useful to create an index on one or more additional servers. When you add
aserver to the list using ConsoleOne, and there is no index on the server,
ConsoleOne will create one automatically. Deleting the server from the list
does not delete the index from the server.

For more information on indexes and index management, see "Index
Manager" in NDSeDirectory 8.5 Administration Guide (http://
www.novell.com/documentation/lg/ndsedir/docui/index.html).

Use ConsoleOne to perform the following tasks:
+ “Adding Index Servers’ on page 33
+ “Deleting Index Servers’ on page 33

Adding Index Servers

In ConsoleOne, right-click a Domain object.
Click Properties > General Index Servers.
Click Add.

Browse to and select a server object.

Click OK.

Click Apply > OK.

O G A WO N =

Deleting Index Servers

1 In ConsoleOneg, right-click a Domain object.
Click Properties > General Index Servers.
Select the index server you want to delete.
Click Delete.
Click Apply > OK.

a b WO N
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Managing User Accounts

Use ConsoleOne to perform the following tasks:
+ “Adding an NDS User to a Windows 2000 Domain” on page 34
+ “Deleting a User from a Windows 2000 Domain” on page 35
+ “Adding an NDS User to a Group” on page 36
+ “Deleting an NDS User from a Group” on page 37
¢ “Setting a User's Primary Group” on page 38
+ “Configuring User Domain Settings” on page 38

For more information on managing eDirectory users, see ConsoleOne User
Guide (http://www.novell.com/documentation/lg/consol 12d/docui/
index.html).

Adding an NDS User to a Windows 2000 Domain

You can add an NDS user to a Windows 2000 domain or an Organizational
Unit within adomain in any of the following ways:

+ “Adding an NDSUser to aWindows 2000 Domain throughthe NDS User
Object” on page 31

¢ “Adding an NDS User to a Windows 2000 Domain through the Domain
Object” on page 31

¢ “Adding an NDS User to an Organizational Unit within a Domain” on
page 31

+ “Creating aNew NDS User” on page 31

Adding an NDS User to a Windows 2000 Domain through the NDS User Object

1 In ConsoleOne, right-click the NDS User object you want to add to the
domain.

2 Click Properties > Domain Access.

3 Click the Domain drop-down list > select adomain or a container within
the domain.

4 Click Add.

5 Specify an Active Directory container, user name, and login name.
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6 Click OK.
7 Click Apply > OK.

Adding an NDS User to a Windows 2000 Domain through the Domain Object

1 In ConsoleOne, right-click the Domain object you want to add an NDS
User object to.

2 Click Properties > General Identification.

3 Click Add Usersto browse to and select the NDS User objects you want
to add to the domain.

4 Click Select > OK.
5 Click Apply > OK.

Adding an NDS User to an Organizational Unit within a Domain

1 In ConsoleOne, right-click the Organizational Unit you want to add an
NDS User object to.

2 Click Properties > General Identification.

3 Click Add Usersto browse to and select the NDS User objects you want
to add to the domain.

4 Click Select > OK.
5 Click Apply > OK.

Creating a New NDS User
1 Right-click the container you want to add the user to.
2 Click New > User.

3 Enter information for the user > click Add This User to an Active
Directory Domain.

4 Click OK.

Deleting a User from a Windows 2000 Domain

Deleting an Active Directory User object in eDirectory from adomain del etes
the Active Directory user from Active Directory. The corresponding NDS
User object is not automatically deleted. You must delete this User object

seperately.
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You can delete an NDS user from a Windows 2000 domain in either of the
following ways.

+ “Deleting an Active Directory User from a Domain through the User
Object” on page 32

+ “Deletingan Active Directory User from aDomain through ConsoleOne”
on page 32

Deleting an Active Directory User from a Domain through the User Object

1 In ConsoleOneg, right-click the User object you want to delete from a
domain.

2 Click Properties > Domain Access.

3 Click the Domain drop-down list > select the domain you want to delete
the user from.

4 Click Remove.
5 Click Apply > OK.

Deleting an Active Directory User from a Domain through ConsoleOne
1 In ConsoleOne, right-click the User object you want to delete.
2 Click Delete.

Adding an NDS User to a Group

You can add an NDS user to agroup in either of the following ways:

¢ “Adding an NDS User to a Group through the NDS User Object” on page
41

¢ “Adding an NDS User to a Group through the Group Object” on page 42

Adding an NDS User to a Group through the NDS User Object
1 In ConsoleOne, right-click the NDS User object you want to add to the
group.
2 Click Properties > Domain Access.
3 Inthe Group Membership area, click Add.
4 Select agroup > click OK.

5 Click Apply > OK.
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Adding an NDS User to a Group through the Group Object

1 In ConsoleOne, right-click the group you want to add an NDS User object
to.

2 Click Properties > Members > Add.

3 Select the member you want to add to the group.
4 Click Select > OK.

5 Click Apply > OK.

Deleting an NDS User from a Group

You can delete an NDS user from agroup in either of the following ways:

+ “Deleting an NDS User from a Group through the User Object” on page
42

+ “Deleting an NDS User from a Group through the Group Object” on page
42

Deleting an NDS User from a Group through the User Object
1 In ConsoleOneg, right-click the user you want to delete from a group.
2 Click Properties > Domain Access.

3 Inthe Group Membership area, select the group you want to delete the
user from.

A user cannot be removed or deleted from its primary group. The name
of the user’s primary group isdisplayed in the Primary Group field in the
Group Membership area.

4 Click Remove.
5 Click Apply > OK.

Deleting an NDS User from a Group through the Group Object
1 In ConsoleOne, right-click the group you want to delete a user from.
2 Click Properties > Members.
3 Select the user you want to delete.
4 Click Remove.
5 Click Apply > OK.
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rimary Group

To belong to a domain, a user must be amember of at least one group within
that domain. Users cannot be deleted from their primary group. This primary

gro
the

up is displayed on the Domain Access page in the Primary Group field in
Group Membership area. By default, the Domain Users group is set asthe

primary group.

1

2

In ConsoleOne, right-click the user whose primary group you want to
change.

Click Properties > Domain Access.

3 Inthe Group Membership area, select the group you want to set as the

5

Configuring User

new primary group.

When the current primary group (displayed inthe Primary Group fieldin
the Group Membership areq) is selected, the Set Primary button is
disabled.

Click Set Primary.

The selected group becomes the primary group and is displayed in the
Primary Group field in the Group Membership area.

Click Apply > OK.

Domain Settings

You can enter or view a user’s group and user profile path, login script name,
home directory, and workstation access.

1
2
3

In ConsoleOne, right-click a User object.
Click Properties > Domain Settings.

Enter the path to the directory containing the domain member's user and
group profiles.

Enter the filename of the user's login script.

Set the user’s home directory.

Option Description

Local Path Specify the location of the domain user’s local
home directory.
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Option Description

Connect To Specify a location on the network (a drive and a
Windows 2000 Server share).

6 Specify the workstations the user can long on to.

Option Description

All Computers Allows the user access from all workstations.
The Following Allows the user access from certain workstations
Computers only. You can specify up to sixty workstations.

7 Click Apply > OK.

Managing Groups

Use ConsoleOne to perform the following group tasks:
+ “Configuring Group Identification” on page 39
+ “Creating aNew Group” on page 40
¢ “Adding an NDS User to a Group” on page 41
+ “Deleting an NDS User from a Group” on page 42
+ “Deleting a Group” on page 43
¢ “Setting a User's Primary Group” on page 43

For more information on managing eDirectory groups, see ConsoleOne User
Guide (http://www.novell.com/documentation/lg/consol 12d/docui/
index.html).

Configuring Group ldentification
1 In ConsoleOne, right-click a Group object.
2 Click Properties > General Identification.
3 Enter or view information about the selected Group object.
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Creating a New Group

1 In ConsoleOne, right-click the domain or container you want the new
group created in.

2 Click New > Group.
3 Specify the group name.
4 (Optional) Specify agroup description.

5 Select one of the following Group Scope options:

Option Description

Global A group that can be granted rights and permissions and
can become a member of local groups in its own domain,
the member servers and workstations, and trusting
domains. A global group can contain user accounts only
from its own domain. Global groups provide a way to
create sets of users from inside the domain, available for
use both in and out of the domain.

Domain Local A security or distribution group that can contain universal
groups, global groups, and accounts from any domain in
the domain tree or forest. A domain local group can also
contain other domain local groups from its own domain.
Rights and permissions can be assigned only at the
domain containing the group.

Universal A security or distribution group that can be used anywhere
in the domain tree or forest.

A universal group can have members from any Windows
2000 domain in the domain tree or forest. It can also
include other universal groups, global groups, and
accounts from any domain in the domain tree or forest.
Rights and permissions must be assigned on a per-
domain basis, but can be assigned at any domain in the
domain tree or forest.

Universal groups can be members of domain local groups
and other universal groups but cannot be members of
global groups. Universal groups contain primarily global
groups.
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6 Select one of the following Group Type options:

Option Description

Security A group that can be listed in discretionary access control lists
(DACLs) used to define permissions on resources and
objects. A security group can also be used as an e-mail
entity. Sending an e-mail message to the group sends the
message to all the members of the group.

Distribution A group that is used solely for e-mail distribution and that is
not security-enabled.

Distribution groups cannot be listed in discretionary access
control lists (DACLSs) used to define permissions on
resources and objects. Distribution groups can be used only
with e-mail applications to send e-mail to collections of users.
If you do not need a group for security purposes, create a
distribution group instead of a security group.

7 Click OK.

Adding an NDS User to a Group

You can add an NDS user to agroup in either of the following ways:

+ “Adding an NDS User to aGroup through the NDS User Object” on page
41

+ “Adding an NDS User to a Group through the Group Object” on page 42

Adding an NDS User to a Group through the NDS User Object
1 In ConsoleOneg, right-click the NDS User object you want to add to the
group.
2 Click Properties > Domain Access.
3 Inthe Group Membership area, click Add.
4 Select agroup > click OK.
5 Click Apply > OK.
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Adding an NDS User to a Group through the Group Object

1 In ConsoleOne, right-click the group you want to add an NDS User object
to.

2 Click Properties > Members > Add.

3 Select the member you want to add to the group.
4 Click Select > OK.

5 Click Apply > OK.

Deleting an NDS User from a Group

You can delete an NDS user from agroup in either of the following ways:

+ “Deleting an NDS User from a Group through the User Object” on page
42

+ “Deleting an NDS User from a Group through the Group Object” on page
42

Deleting an NDS User from a Group through the User Object
1 In ConsoleOneg, right-click the user you want to delete from a group.
2 Click Properties > Domain Access.

3 Inthe Group Membership area, select the group you want to delete the
user from.

A user cannot be removed or deleted from its primary group. The name
of the user’s primary group isdisplayed in the Primary Group field in the
Group Membership area.

4 Click Remove.
5 Click Apply > OK.

Deleting an NDS User from a Group through the Group Object
1 In ConsoleOne, right-click the group you want to delete a user from.
2 Click Properties > Members.
3 Select the user you want to delete.
4 Click Remove.
5 Click Apply > OK.
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Deleting a Group
1 On ConsoleOneg, right-click the group you want to delete.
2 Click Delete.

Setting a User’s Primary Group

To belong to adomain, a user must be amember of at least one group within
that domain. Users cannot be deleted from their primary group. This primary
group is displayed on the Domain Access page in the Primary Group field in
the Group Membership area. By default, the Domain Usersgroup is set asthe
primary group.

1 In ConsoleOne, right-click the user whose primary group you want to
change.

2 Click Properties> Domain Access.

3 Inthe Group Membership area, select the group you want to set as the
new primary group.

When the current primary group (displayed in the Primary Group field in
the Group Membership area) is selected, the Set Primary button is
disabled.

4 Click Set Primary.

The selected group becomes the primary group and is displayed in the
Primary Group field in the Group Membership area.

5 Click Apply > OK.

Managing Organizational Units

You can create Organizational Unit container objects to subdivide your
domain.

Organizational Units can contain other Organizational Units and leaf objects
such as User objects.

Normally, the Organizational Unit object represents a department, which
holds a set of objects that commonly need access to each other. A typical
exampleisaset of users, along with the printers, volumes, and applications
that those users need.
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At the highest level of Organizational Unit objects, each Organizational Unit
can represent each site (separated by WAN links) in the network.

The way you use Organizational Unit objectsin your domain depends on the
size and structure of your network. If the network issmall, you probably don't
need any Organizational Units.

For larger networks, you can create Organizational Unit objects under the
Organization to make resources easier to locate and manage. For example, you
can create Organizational Units for each department or division in your
company. Remember that administration is easiest when you keep User
objects together in the Organizational Unit with the resources they use most
frequently.

For networks with multiple sites, you can create an Organizational Unit for
each site under the Organi zation object. That way, if you have (or planto have)
enough servers to partition the directory, you can do so logically along site
boundaries.

Use ConsoleOne to perform the following tasks:
+ “Creating an Active Directory Organizational Unit” on page 44
+ “Modifying an Active Directory Organizational Unit” on page 45
+ “Deleting an Active Directory Organizational Unit” on page 45

Creating an Active Directory Organizational Unit
1 In ConsoleOneg, right-click a Domain object or a container you created.

The creation of Active Directory containers in eDirectory follows the
Microsoft Management Console (MMC) standards. For more
information, see www.microsoft.com (http://www.microsoft.com).

2 Click New > Organizational Unit.
3 Enter aname for the Organizational Unit.

4 (Optional) Enter a description.
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5 Select from the following options:

Option Description

Default User Creation Context Describes where new NDS User
objects are created when a
corresponding User object is created in
Active Directory.

Create a New Container in This Check this check box to create another
Context Organizational Unit in this container as
soon as you are done creating this one.

6 Click OK.

Modifying an Active Directory Organizational Unit

1 In ConsoleOneg, right-click the Active Directory Organizational Unit you
want to modify.

2 Click Properties.

3 Enter or edit adescription of the object.

4 Click Add Usersto add users to an Active Directory domain.
5 Click Apply > OK.

Deleting an Active Directory Organizational Unit

Deleting an Active Directory Organizational Unit in ConsoleOne deletes all
users and subcontainers within that container.

1 In ConsoleOne, right-click the Active Directory Organizational Unit you
want to delete.

2 Click Delete Object.
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Password Synchronization

This chapter describes how to synchronize user passwordsin Active
Directory* and NDS® eDirectory™.

You can install and configure password synchronization during the Novel|®
Account Management for Windows* 2000 installation. Passwords changes
will not be synchronized unlessthe Novell Password Synchronization Service
isrunning. Therefore, a hardware failure or reboot of the machine where the
serviceisrunning will result in theloss of password synchronization whilethe
service is down. To avoid this temporary loss of password synchronization,
the Novell Password Synchronization Service can be installed to additional
Windows 2000 domain controllers or serversfor fault tolerance and to ensure
that user passwords remain synchronized.

To install the Novell Password Synchronization Service independent of the
Account Management for Windows 2000 installation, run the following from
the WIN200O\DIRXML\ADMGMT directory:

SETUP.EXE /pwdsync

Follow the installation steps to configure password synchronization for the
domain.

Novell Client™ 4.8 and the client patch, delivered with this product, need to
beinstalled prior to the installation of the Novell Password Synchronization
Service. See " Updating Windows 95/98 and Windows NT/2000 Clients’ on
page 12 for more information.

After installation, changesto password synchronization can be made using the
Password Synchronization utility. You should a so use the Password
Synchronization utility to add afilter to new Active Directory domain
controllers you add to your Windows 2000 forest.
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Overview

Password synchronization consists of provider, notification, and filter DLLS
and a Windows 2000 service. A Password Synchronization object is created

in NDS eDirectory with subordinate Provider objectsfor each directory being
synchronized. The Windows 2000 service authenticates to eDirectory as the

Password Synchronization object.

This section explains password synchronization for the following situations:
+ “Changing a User Password in NDS eDirectory” on page 48
+ “Changing a User Password in Active Directory” on page 49

Changing a User Password in NDS eDirectory

When a password change is detected on a Windows box running the Novel |®
Client™, the username and password are encrypted and sent via RPC to the
Windows 2000 service. The Windows 2000 service then walks the list of
providers and passes the credential set to each Windows 2000 provider. The
Windows 2000 provider verifies the credential set and passes the encrypted
credentials via RPC to a password filter installed on the domain controller.
The password filter then changes the Windows 2000 credentials.
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Figure 1 Password Changed in eDirectory

NDS

8 Mapping @:cceeeeeeeeeereeeeeeen )
4

AD

Callout
Procedure v

T =g

NDS Client Domain
Controller

Changing a User Password in Active Directory

A password change on Windows 2000 comes through the password filter
installed on thedomain controller. Thefilter encryptsand passesthe credential
set to the Windows 2000 service via RPC. The Windows 2000 service walks
the list of providers and passes the credentia set to each provider. The
Windows 2000 provider verifies the credential set and passes the encrypted
credentias via RPC to a password filter installed on the domain controller.
The NDS provider will verify the credentia set, then the Windows 2000
service, which is authenticated to NDS, will change the NDS credentials.
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Figure 2 Password Changed in Active Directory
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Synchronizing User Passwords

You can use the Password Synchronization utility to select adomain provider
and install a password filter on al domain controllersin your domain. To
ensure that passwords are always synchronized, you must install afilter on all
your domain controllers.

IMPORTANT: If your passwords in Active Directory or eDirectory require a certain
format (such as a specific password length or type of characters), you should make
sure that you establish the same password rules in both directories to ensure that
passwords synchronize properly.

Use the Password Synchronization utility to perform the following tasks:
+ “Configuring Domain Providers’ on page 50
+ “Configuring Password Filters’” on page 51
+ “Configuring Service Options’ on page 53

Configuring Domain Providers

Use the Password Synchronization utility to perform the following tasks:
+ “Installing a Domain Provider” on page 51
+ “Deleting aDomain Provider” on page 51
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Installing a Domain Provider
1 On the Windows taskbar, click Start > Settings > Control Panel.
2 Click Password Synchronization.
3 Click Add.
4 Select adomain from the Domains Available for Synchronization list.
5 Click OK.

Deleting a Domain Provider

Before you can delete a domain provider, you must manually remove its
password filter. See “ Deleting a Password Filter” on page 52 for more
information.

1 On the Windows taskbar, click Start > Settings > Control Panel.
2 Click Password Synchronization.

3 Select the domain you want to remove from the Synchronized Domains
list.

4 Click Remove.

Configuring Password Filters

Password filters, which are assigned to domain providers, are used to
determine how passwords are configured on domain controllers.

Any changes made to a user password go through the password filter before
they are actually made.

Every domain controller in the domain should have a password filter.
+ “Installing a Password Filter” on page 51
+ “Checking the Status of a Password Filter” on page 52
+ “Deleting a Password Filter” on page 52

Installing a Password Filter

Installing a password filter on adomain controller requires you to reboot your
domain controller before the installation is complete. You may want to
perform this procedure after hours, or select only one domain controller a a
time.
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1 On the Windows taskbar, click Start > Settings > Control Panel.

2 Click Password Synchronization.

3 Click Filters.

4 Select adomain controller > click Setup.
If you are performing aremote install, the domain controller is
automatically rebooted after thefilter isinstalled. If you are performing a
local install, you must manually reboot the domain controller.

5 Click Close.

Checking the Status of a Password Filter
1 On the Windows taskbar, click Start > Settings > Control Panel.
2 Click Password Synchronization.
3 Click Filters.

4 View the status of your domain controllers.

Status Description

Running Indicates that the domain controller is currently
running.

Installed Indicates that the domain controller has been

installed but is not currently running.

Not Installed Indicates a domain controller that has just been
added to the list of domain providers.

5 Click Close.

Deleting a Password Filter
1 On the Windows taskbar, click Start > Settings > Control Panel.
2 Click Password Synchronization.
3 Click Filters.

4 Select adomain controller > click Remove.
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If you are performing a remote delete, the domain controller is
automatically rebooted after the filter is deleted. If you are performing a
local delete, you must manually reboot the domain controller.

5 Click Close.

Configuring Service Options

Use the Password Synchronization utility to configure the following service
options:

+ “Configuring Error Logging” on page 53
+ “Configuring Retry Lifetime” on page 53

Configuring Error Logging

Password change events appear in the Windows 2000 Server Event Viewer.

You can configure error logging to show all password change events or only
the errors.

1 On the Windows taskbar, click Start > Settings > Control Panel.
2 Click Password Synchronization.

3 Select Log Errors.

4 Click Close.

Configuring Retry Lifetime

The Retry Lifetime option lets you specify how many times a password
synchronization will be tried before it fails.

1 On the Windows taskbar, click Start > Settings > Control Panel.
2 Click Password Synchronization.

3 Enter anumber in the Retry Lifetimefield.

4 Click Close.
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