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Chapter

| nstallation

his chapter tells you what you need to know to quickly install the Netscapeo FastTrack
Server for NetWare®.

Before you begin installation

Before installing the FastTrack Server for NetWare, make sure you review the
following information:

1

2.

Verify client and server requirements.
Review the list of required and additional information.

Follow the installation procedure by running the self-extracting executable setup
program.

Configure the webserver after installation (if you want to change any of the
feature default settings, click the help button for online directions).

Client requirements

Make sure the client machine used to install the Netscape FastTrack Server for
NetWare

Chapter 1, Installation 1



Before you begin installation

isrunning Wi ndows® 95° or Windows NT® 4.0

isrunning a correctly installed version of Novel|©’s 32 bit NetWare client

isrunning a correctly configured Netscape 3.x or above browser (Netscape
Communicator 4.04 isincluded on the FastTrack Server CD; you may use one
copy of Communicator for configuration)

has a CD-ROM driveif theinstallation is being made from a CD

has a hard disk with at least 100 MB of free space (the installation program
expands files prior to installation; unnecessary installation files will be
removed during the install process).

Server requirements

Make sure the target server machine for the Netscape FastTrack Server for NetWare

is correctly configured for IPX and is running NetWare 4.11 or higher

isrunning CLIB 4.11J (if your server doesn’t have CLIB 4.11J already
installed, the FastTrack Server installation program will prompt you and
install it for you)

has long filename support installed (if your server doesn't have long filename
support already installed, the FastTrack Server installation program will
prompt you and install it for you)

has Novell’s NLDAP gateway installed (if you want to integrate users and
groups with other databases). The NLDAP gateway can be downloaded from
the Novell website (http://www.novell.com).

has a minimum of 32 MB of RAM (64MB is recommended and is required if
you are going to run the Oracl € server in addition to the FastTrack)

has at least 100 MB space on the SY S: volume.

In addition, make sure DNS is running in the network and is accessible to the target
NetWare server.
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Installing the FastTrack Server

Required information

The person installing the FastTrack Server for NetWare needsto

have aworking knowledge of the NetWare network operating system

have administrative rights to the SY S: volume of the target NetWare 4.11 or
higher server

have a working knowledge of the Windows 95 or Windows NT client
operating system

have a working knowledge of TCP/IP

know the IP address (or DNS hostname, if previously setup) for the target
NetWare 4.11 or higher server (install will configure the IP even if it isnot
running)

know the netmask of the IP network to which the target server is attached
know the IP gateway providing service to the target server

know the DNS hostname for the target server and at least one DNS server that
the target server will use for |P address resolution

choose unique portnumbers for the administration and the webservers.

If you need more information on accomplishing these tasks then isincluded in the
following sections, consult your system manager or your local reseller.

Installing the FastTrack Server

This section describes the installation of the Netscape FastTrack Server for NetWare.

Chapter 1, Installation 3



Installing the FastTrack Server

Note

| nstallation instructions

Go to aWindows NT or 95 client machine meeting the requirements outlined in
“Client requirements’ above and put the compact disc in the CD-ROM drive.

On the Windows Task bar, Click Start | Run, and then type
D: \ Set up. exe

where D: isthe letter of your CD-ROM drive. Press Enter. The Netscape
FastTrack Server for NetWare Installation dialog box appears.

Click Finishto continue. Thefiles are extracted, and the Welcome screen appears.
Follow the instructions on the screen to complete the installation.

If you experience any difficultiesin installing the server, see “ Troubleshooting
installation” on page 67.

Once the Netscape FastTrack Server for NetWare is successfully installed, you can
proceed with changing any of the default configurations of your webserver using the
administration server. For more information, see Chapter 6, “Managing your server.”

What happens during installation

Theinstallation process places al the files under the server root directory that you
specified during installation.

The following directories are created under the server root directory.

adm n- ser v contains administration server directories:
e confi g containsthe administration server’s configuration files.
* | ogs containsthe administration server’slog files.

adm nacl containsthe filesthat store access control configuration information
for the administration server.

al i as containsthe key and certificate filesfor all Novell servers.
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Installing the FastTrack Server

bi n contains the binary files for the server, such as the actual server, the
administration forms, and so on.

docs isthe server’sdefault primary document directory, where your server’s
content files are usually kept.

ext ras containsalog analysistool.

« Thelog_anl y directory contains the log analysistool that runs through the
Server Manager. Thislog analyzer analyzes filesin common log format only.

ht t pacl containsthefilesthat store access control configuration information in
thegener at ed. server-identifier.acl and

genwor k. server-identifier.acl files Thefile

gener at ed. server-identifier.acl containschangesyou makeusing
the Server Manager access control forms after saving your changes,

genwor k. server-identifier.acl containsyour changes before you
save your changes.

htt ps-webser veri d arethe directories for each server you have installed on
the machine. Each server directory has the following subdirectories and files:

« confi g containsthe server’'s configuration files: agent . conf,
csid.conf,filter.conf,mgnus. conf,
magnus. conf.clfilter,m ne.types,obj. conf,
obj.conf.clfilter,process.conf rdm conf,robot. conf,
webpub. conf ,andwebpub. conf. cl fil t er.Working copiesare kept
here. For complete information on magnus. conf and obj . conf , seethe
NSAPI Programmer’s Guide on the DevEdge siteat ht t p: //
devel oper. net scape. coml | i brary/docunent ati on/
i ndex. htn .

« conf _bk contains backup copies of the server’s configuration files.

e db containsthe RDM (Resource Description Messaging) schema used by the
auto catal og feature, which isafeature that will be added in the next rel ease of
FastTrack Server for NetWare.

« | ogs contains any agent, error, and access log files.
i ncl ude contains header files.

j s contains the Application Manager and the samples for server-side JavaScript.
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Installing over abetaversion

e nmanual containsthe online manuals for the product.

* ns-icons containsiconsfor FTP listings and Gopher menus used in “fancy”
indexing lists.

e nsapi contains header files and example code for creating your own functions
using NSAPI. For more information, see Netscape's DevEdge online
documentation website at
http://devel oper. net scape. con | i brary/ docunent ati on/

i ndex. htm .

e pl ugi ns contains directories for search and other plugins.

» user db contains user databases and related information.

|nstalling over a beta version

Theinstallation program will match existing files that are currently on your system
with files of the same name on the installation CD, and then determine if they are
newer or older. You will be prompted to overwrite files that are older than those on
the installation CD. Any web content you have developed should remain untouched.

Warning Betaversions of the server should not have been used in a production environment.
Although in our labs, installing over existing betas has proven to work, Novell does
not guarantee that your web content will not be affected.

What's next?

After the server is successfully installed, you can begin using the server by simply
accepting all of its default settings. However, if you want to begin configuring your
server, you will need to read the next three chapters, which will give you the
information you need to successfully modify and configure the server for your needs.
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Chapter

Welcome

elcometo the Netscapeo Enterprise Server for NetWare°.
Netscape servers on NetWare provide the best of both worlds
when it comes to management and administration.

This book introduces you to the Enterprise Server and gets

you up and running quickly. It shows you how to install the
server (see Chapter 1, “Installation”) and how to perform the most common tasks (see
Chapter 3 through Chapter 7).

If you want to explore the Enterprise Server for NetWare in greater depth or learn
about some of the more technical aspects of the Enterprise Server, the first topicin
this section, “Finding the information you need” on page 7, directs you to other
sources of information.

Finding the infor mation you need

Online help

Online help isthe primary source of information about the Enterprise Server for
NetWare. Online help describes the user interface for the administration server and
documents how to use it to configure the administration server.
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Finding the information you need

The server is configured and managed using a browser, such as Netscape
Communicator (included on the CD). After installing the Netscape Enterprise Server
for NetWare and launching a browser to begin configuring the server, you will find a
link to the online help. To read the Help, click Help on the Administration Server

page.

++|-1- Metscape Server Selector - Hetscape

File Edt View Go Communicator Help

T4 ¥ 3 3 o £ o &£ &

Back Fopwerd Reload Home  Search  Guide Brimt Secunty  Siop
Wif " Bookmarks i Metsite: bttp: /715115510133 2000/ ackmin-serv/bin/ids-adm =]

NETSCAPE SERVER ADMINISTRATION

Contact Novonyx

SERVERS SUPPORTING (GENERAL ADMINISTRATION:

Metscape FastTrack Server

IS8 Ll wiehserer

[ | | Document: Done

The online help contains two electronic (HTML) books:

1. Administrator’'s Guide: Contains information about administering the
Enterprise Server for NetWare.
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Finding the information you need

2. Managing Netscape Servers: Describes the Netscape administration server
and covers basic concepts common to al Netscape servers.

Getting help over the web

If you are not able to find answers to your question in the online documentation, you
should look at the following tools available on the Novell° websiteat ht t p: / /
support.novel | . conl product s/ Novonyx. ht m(thisURL is case
sensitive).

» Knowledgebase: We have provided a free and convenient search feature on our
technical support knowledgebase. Thisis a continually evolving database of
technical information documents (containing solutions to previously encountered
problems) created by our Novell technical support engineers.

e FileFinder: We have provided alist of software patches, readme files, utilities,
updated files, etc, available for free download. Each file contains a description of
its use, the file size, and posting date. Many of these files are referenced in the
Knowledgebase entries as potentia solutions to problems.

»  Forum: Our website hosts a support-oriented Forum. Not only does the Forum
contain answers to many frequently asked questions, but provides customers with
an opportunity to submit their own technical support inquiries regarding Novell
products. Other Forum participants, including members of the Novell technical
support team, provide suggestions and solutions.

e Additional Support: Provides the tools and programs you need to get your job
done, from alternative methods of obtaining support to specia programs designed
for developers to finding a service partner. Includes links to electronic support,
other programs, support programs, Novell service partners, and telephone
support.

» Site Assistant: Helps you find answers on how to use Support Connection.
Provides you the most frequently asked questions to help you know what to look
for on the website.
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How the Enterprise Server works

How the Enter prise Server works

When you install the Enterprise Server for NetWare, two servers are installed: The
admin server and the webserver.

The admin (or administration) server is used to manage and configure all Novell
servers. It isthrough this server that you set up access rights, security, enable or
disable features, and so on.

The webserver isthe server that is configured by the admin server to deliver webpages
to the Internet or to an intranet.

The administration server

The administration server isaweb-based server containing forms you useto configure
your Netscape server products, including the Netscape Enterprise Server for NetWare.
With the administration server, you can manage multiple servers from asingle
interface.

During the installation of your Netscape Enterprise Server for NetWare, you select an
| P address and portnumber for the administration server. Like any other server, the
administration server listensto that port and responds to requests sent to it.

For more information on the administration server, see the online manual, Managing
Netscape Servers, which can be accessed by clicking Help on the Admin Server page.
For information on accessing your Netscape Enterprise Server for NetWare through
the administration server, see Chapter 6, “Managing your server.”

Additional infor mation

Make sure DNSisrunning

When you install the Netscape Enterprise Server for NetWare, you'll be asked for a
hostname or an | P address (or multiple entries of the same) as input strings:

10 Getting Started with Netscape Enterprise Server for NetWare



Additional information

e A hostnameis aname for a specific computer in the form
machi ne. subdonai n. domai n. For example, ww. novel | . comisthe
machine www in the subdomain novel | and domaincom

* Anlnternet Protocol (IP) addressis a set of numbers, separated by dots, that
specifies the actual location of a computer on the Internet, for example,
198.95.251.30.

Asyou prepare for installation, make sure DNS is running properly. Otherwise, the
server can't resolve (trandlate) hostnames and can’t connect to any remote hosts.

To use ahostname during installation, your server must have an entry in aDNS
server, and you must have entered a hostname. Y ou can also use an | P address during
installation.

If your system is using a dynamic | P address, (for example, if your |P addressis
assigned by the Dynamic Host Configuration Protocol [DHCP] or your Internet
service provider [ISP]), users might have difficulty accessing your webserver as your
| P address changes.

For more information about your system’s networking configuration, see the
documentation for your operating system.

Choosing unique portnumbers

Y ou need two portnumbers:
» onefor the administration server
» onefor the webserver.

The standard webserver portnumber is 80 and the standard SSL-enabled webserver
portnumber is 443, but you can install the server to any port. If you use a port other
than the default port (port 80), the URL used to gain access to your homepage will
change. For example, if your computer is called ww. novel | . comand you choose
port 9753, your server’sURL will be htt p: // wwv. novel | . com 9753/ .

Y ou should choose a random number for the administration server to make it harder
for anyone to breach your server. When you configure your server, you use the
administration server’'s portnumber. For example, for server novel | . com the
server'sURL could be http://wwv. novel | . com 2634/ .
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What's next?

Make sure the port you choose isn’t in use. If you choose a port that is being used by
another service, the installation program prompts you for another port. Refer to your
NetWare documentation for more information on port settings.

What's next?

Chapter 3, “Internet basics,” provides an overview of the Internet and the technology
that makesit work, aswell asabrief list of the features of Enterprise Server that allow
it to take advantage of Internet technology.

12 Getting Started with Netscape Enterprise Server for NetWare



Chapter

| nter net basics

his section provides a basic overview of the Internet. If you are
aready familiar with the Internet, you might want to skip to Chapter
4, “Administration server basics’ on page 19.

Welcometo thelnternet

O ne computer by itself isauseful tool. Y ou can work with and store agreat deal of
information on acomputer. A network, or group of computers working together, isan
even greater tool. Y ou and other people can share and work with each other’s
information in avariety of ways. If anetwork can exchange information with other
networks through a protocol called TCP/IP, it is part of the Internet. At its simplest,
the Internet is a network of networks. No one person or company runs the Internet.
Because of this design, the information available on the Internet changes constantly,
and new computers are continually added to the network, which provides an ever-
growing source of information.

Through the Internet people can
» send and receive e-mail (messages and files)

» read newsgroups (“bulletin boards’ to discuss special-interest topics)

Chapter 3, Internet basics 13



Welcome to the Internet

e visit websites (remote areas that users can get information from or interact with).

Websites are collections of documents and programs that can include hypertext,
graphics, sounds, movies, and more. Often they contain linksto other web documents,
perhaps at other websites. To a user, it hardly matters that some documents are at
different sites—they are all merely aclick away. All the websitesin the world using a
protocol known asthe hypertext transfer protocol, or HTTP, are known collectively as
the World Wide Web (often called “WWW?” or simply “the web”). Y ou access the
web with aweb client like Netscape® Navigator or Microsoft®’s Internet Explorer.

A company can maintain an internal network of websites, e-mail, and other Internet
services; this structureis called an intranet. An intranet is a particularly useful way to
disseminate information within a company. Intranets can contain such information as
benefits policies, sales and marketing product details, company phone lists, product
plans, and online forms.

Usually, anintranet is kept separate from the I nternet by hardware and software called
afirewall, so that only people in the company can access that intranet.

When a company extends its intranet outside the firewall to allow customers,
suppliers, and offsite workers access to the company’ s data, that structure is called an
extranet.

| nter net basics

The Internet is based on a client-server relationship. A client program (e.g., aweb
browser) requestsinformation, and the server program suppliesit. When clientson the
Internet connect to serversto send e-mail, read newsgroups, or visit websites, they
communicate using other protocolsin addition to TCP/IP. Multiple protocols are
often thought of as layers. For example, the bottom layer might be PPP (Point-to-
Point Protocol) if you use a modem or Ethernet if you are on a corporate intranet.

TCP/IPisthemiddlelayer in Internet communication, and it specifies exactly how all
digital datais transferred from one computer to another. Moving up, the next layer
might be HTTP (HyperText Transfer Protocol), which specifies what type of
communication and information is sent between awebsite and aweb browser. HTTP
iswhat makes webservers and web browsers speak the same language; TCP/IP is
what makes sure the messages are sent back and forth reliably.
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Most files on the web
have the extension
html orhtm
HTML stands for
HyperText Markup
Language.

Note

Welcome to the Internet

Other protocols that work “on top” of TCP/IP include
*  SMTP (Simple Mail Transfer Protocol for e-mail)
* NNTP (Network Transfer Protocol for newsgroups)
» FTP (File Transfer Protocol for transferring files).

The various protocols are handled transparently by the client and server software.
Generally, users only see what protocol is being used when a uniform resource locator
(URL) isrequired by their browser to find a network service.

Understanding URL s

To get information from the Internet, you need to know the address of the
information. These addresses are called Uniform Resource Locators (URLS). URLS
arein the format protocol://computer/unique identifier. For example, the unique
identifier could be adirectory followed by afile. An exampleof aURL ishttp://
www. dani shf urni ture. conf product s/ orderform htni

Because the protocol for accessing the web isHTTP, all web URL s begin with

htt p: //,asinthe preceding example. The rest of the example URL is
straightforward—the computer hostname iswww. dani shf ur ni t ur e. com the
directory on that computer ispr oduct s, and the filein question is

orderform ht m . Typing that URL into Navigator's Location field displays the
fileor der f orm ht m , fromwww. dani shf urni t ure. cominthepr oduct s
directory. Thefileis sent from the server to the client through HTTP.

On the Internet, a computer isidentified by a number, such as 198.95.251.30. This
number is called a computer’ s Internet Protocol address, or |P address. To make
Internet navigation easier, each |P address can also be associated with a hostname,
such ashone. novel | . com or ww. dani shf ur ni t ur e. com The words you
type into the Location field of your browser are automatically translated to I|P
addresses by a special program called the Domain Name System (or DNS), which is
maintained by your Internet provider or information systems department.

Under standing webser vers

In the previous example, acomputer named www. dani shf ur ni t ur e. comholds
afilein one of itsdirectories. Thisin itself is not unusual—every computer contains
filesin directories. What makes www. dani shf ur ni t ur e. comspecia isthat it
can “serve’ its documents to clients when requested. This computer runs a server
program that “ speaks” HTTP and is physically connected to a TCP/IP-based network.
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The Netscape Enterprise Server for NetWare"

Sometimestheword  When you install a Netscape server, you specify adirectory to contain all thefilesyou
server isusedto  want to serve to clients. All directories and subdirectories below that main content
mean themachine i rectory are available to clients. As mentioned previously, the most common type of
that servesthe . tent at awebsite is HTML files. Graphici d sounds are also oft
documents, butin  content at awebsite is HTML files. Graphic images and sounds are also often
these discussions,  available on websites. Additionally, websites can contain programs that perform
server referstothe  special tasks. For example, awebsite might have a program that looks up stock prices,
installed program.  pased on information a user fills out in an HTML form. Further, some websites can

hold programs that actually run on client computers, when they connect to the server.

The uses and ahilities of websites are virtually limitless. Asthe definition of HTML
grows, so doesits ability to present more varied and dynamic information. And with
languages such as JavaScript® and Javal, you have the power to make a website into
almost whatever you want. On the web, you can find shopping malls, interactive
stories, encyclopedias, video games, banks, and much more.

The Netscape Enterprise Server for NetWar e

Hereisapartia list of what the Netscape FastTrack Server for NetWare offers:
* Admin Server and NWAdmin: Allows for simplified user administration
e Content management: Dramatically lowers cost of ownership

» Full-text and meta data searching: Provide powerful toolsfor locating information
on your intranet

e Web Publishing: Allows end users to organize and publish their documents from
their desktops with a Web Publishing interface. They can also use text search and
revision control to manage content.

» Link management: Checks for link consistency increasing the reliability of your
intranet

» LDAP (Lightweight Directory Access Protocol): Stores users and groupsin a
centralized directory

« NDS (Novello Directory Serviceso): Aidsintegration to LDAP support

» Encryption: Establishes encrypted and authenticated transactions between clients
and the server through the Secure Sockets Layer (SSL) 3.0 protocol
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e Access control: Protects confidential files or directories by implementing access
control by username, password, domain name, or |P address

e Scripting language support: Includes support for Perl 5, NetBasic® (100% Visual
Basic® Script Compatible; supports Universal Component System® [USC] for

integration with Java, JavaBeans®, and ActiveXO), LCGI (supports Novell’s
webserver), and JavaScript.

What's next?

After installing the server, continue on to Chapter 4, “ Administration server basics,”
to learn how to use the administration server to configure the FastTrack Server.
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Chapter

Administration server basics

his chapter describes the concepts behind the administration server
and the Server Manager forms you use to configure Novel© servers.
This chapter also gives you an overview of some new features and
tells you how to start and stop the server.

Because every Novell server is configured using an administration
server and the Server Manager forms, you can easily configure your serversremotely,
using any computer in your network.

Figure 4.1 You can configure your Novell servers from any computer in the network.

(=)

Wou can use any ne computar runs both the

computer in the administration ssryer and the
networl: to access SuiteSpot seryer

the administration
gervar and the
configuration forms.
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Using the administration server

The administration server is aweb-based server that contains the Java® and
JavaScript® forms you use to configure your Netscape® servers. Because the forms
for each server have a consistent look and feel, you can quickly learn to configure and
manage another server.

The administration server isinstalled when you install your first Netscape server. The
directory where you install the serversis called the server root directory.

After installing a webserver and administration server, you use your browser to
navigate to the administration server and use its formsto configure your webserver.
When you submit the forms, the administration server modifies the configuration for
the webserver you were administering.

The URL you use to navigate to the administration server depends on the computer
hostname and the portnumber you choose when you install any Netscape webserver.
For example, if you installed the administration server on port 12345, the URL would
look like this:

http://nyserver.novell.com 12345

Before you can get to any forms, the administration server prompts you to
authenticate yourself. This means you need to type a username and password. Y ou set
up the “superuser” username and password when you install the FastTrack Server and
administration server on your computer. (See “Logging in to the administration
server” for more information.)

Thefirst page you see when you access the administration server is called the Server
Administration page (Figure 4.2). The Server Administration page has three sections,
depending on the servers you have installed. Figure 4.2 shows all three sections,
which are described here.

1. Netscape Server Administration contains links to the Novonyx homepage and to
the online documentation.

2. General Administration contains buttons for configuring the administration
server.

3. Servers Supporting General Administration contains buttons for configuring
webservers.
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Figure 4.2 The Server Administration page lets you manage your Netscape servers.
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Netscape FastTrack Server
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| Dacument:

Click this button to go to These buttons configure
the Server Manager the administration server.
forms for this server.
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Using the Server Manager forms

As stated earlier, the collection of forms used to configure asingle server is called the
Server Manager. The administration server contains a Server Manager for each
Netscape server installed on the computer, including one for the administration server
itself.

The Server Administration page, shown in Figure 4.2, contains links to each Server
Manager.

» Toget to the Server Manager forms for the administration server, click any of the
category buttons under General Administration.

e Toget to the Server Manager forms for a particular server, click the appropriate
button under Servers Supporting General Administration section. For directions
on configuring a particular server, see that server’s documentation or click Help
in any online form.

SERVERS SUPPORTING (GENERAL A DMINISTRATION:

Netscape FastTrack Server

i wehsaner

After clicking on a button, you'll see the Server Manager—a three-frame page with
buttons in the top frame and links in the | eft frame (see Figure 4.3).

22 Getting Started with Netscape Enterprise Server for NetWare
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Figure 4.3 The administration server’s Server Manager forms appear in a three-frame page.

i Netscape Server Manager - Netscape
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To use the Server Manager, you click a category button in the top frame (for example,
Admin Preferences), and then you click alink in the left frame (for example, Network
Settings). A form appears in the remaining frame where you select options and
specify valuesthat configure the server. To submit your changesin theform, click OK
button. Click Help in any form to get specific directions for that form.

To return to the Server Administration page (Figure 4.2), click Server Administration
in the top frame of the Server Manager.
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L ogging in to the administration server

When you first connect to the administration server, you must provide a username and
apassword.

There are three general levels of users:

superusers: listed inthefile<ser ver _r oot >/ admi n- serv/ confi g/
adnmpw. Thisisthe username (and password) you specified during installation.
This user has full accessto all featuresin the administration server and sees all
forms in the administration server except the Users & Groups forms, which
depend on the superuser having avalid account in an LDAP server. If you use the
local database, superuser will always have access to the Users & Groups forms.

administrators: bypass the Server Administration page and go directly to the
Server Manager forms for a specific server, including the administration server.
The forms they see depend on the access control rules set up for them (usually
done by the superuser). Administrators can perform limited administrative tasks
and can make changes that affect other users, such as adding users or changing
access control.

end users: see alimited set of forms that allow them to change information
specific to themselves, such as their password and any other information about
themselves that is stored in the user database.

Table 4.1 illustrates the different access that users get and what affects their access to
the administration server.

Table4.1 What the administration server does when different userslogin.

Option superuser administrator end user

The username and password is <server _root >/ LDAP directory or local LDAP directory or

checked against entry in adm n-serv/confi g/ database local database
adnpw

Can user create users and groups YES YES NO

inalocal database?

Can user create users and groups YES, but only if thereisan  YES, provided the NO

in an LDAP directory? entry matching the administrators group has
superuser name create permission

24 Getting Started with Netscape Enterprise Server for NetWare



What' s next?

Table4.1 What the administration server does when different userslogin.

Option superuser administrator end user
If LDAP directory isdown, can YES NO NO
the user access the administration
server?
What forms are viewablein All, except User & Groups Depends on access control. End-user forms only
administration server? depends on the superuser If no access control is used,
having an account in the can see all forms

LDAP directory (if used)

Stopping the administration server

If you enable end-user access to the administration server, you should keep the
administration server running as often as possible. If you don’t enable end-user
access, consider shutting down the administration server when you aren’t using it.
This minimizes chances of abreak in, which could happen if someone learns any of
your superuser or administrator passwords.

To shut down the administration server from the Server Administration page, perform
the following:

1. Under General Administration, click Admin Preferences | Admin Preferences.
2. Click Shut Down. The Shut Down the Administration Server screen will appear.
3. Click Shut down the administration server!

Note To start the administration server, load adnser v at the system console.

What's next?

To learn more about configuring the FastTrack Server for your specific needs,
continue on to Chapter 5, “ Configuring server preferences’.
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Chapter

Configuring server preferences

his chapter describes how to configure server preferences for your
Netscape® FastTrack Server for NetWare® by using the Server
Manager configuration forms.

Starting and stopping the server

Onceinstalled, the server runs constantly, listening for and accepting requests. If your
server isrunning, you'll seethe Onicon and its green light (to the left of the
servername) in the Server Administration page. Y ou can start and stop the server by
clicking theicon. Y ou can also start, restart, and stop the server from the Server
Manager.

To start or stop the server from the Server Manager, perform the following:
1. Click Server Preferences | On/Off.
2. Click On or Off.

If your server ison and you click Server On, the server will restart. If you've
turned on or restarted your server, accessit asaclient by clicking Access
server_name as aclient.
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Note

After you shutdown the server, it may take afew secondsfor the server to completeits
shutdown process and for the status to change to Off.

If your machine crashes or is taken offline, the server stops and any requestsit was
servicing may be lost.

Setting the termination timeout

When you stop your server, the server stops accepting new connections. Then it waits
for al outstanding connections to complete. The time the server waits before timing
out is configurablein themagnus. conf file. By default it is set to 3 seconds. Y ou
probably do not need to change this value. If you do need to change the value, add a
linein magnus. conf asfollows:

Ter mi nat eTi meout seconds
where seconds represents the number of seconds you want to wait before timing out.

The advantages to configuring this value is that you can choose to wait longer for
connections to compl ete. However, because most servers often have connections open
from nonresponsive clients, if you increase the time the server waits, you will almost
always have to wait the full time before your server shuts down.

Restarting the server

To restart the server, perform the following:
1. Ataconsole command line, typeunl oad nshtt pd
Thensht t pd command unloads the NLM.
2. Torestart the server, type nvxwebdn.

The nsweb command executes an NCF file that runs the server.
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Viewing server settings

Restoring

Y ou can view your server’s technical and content settings from the Server Manager.
You can also seeif your server is running. The technical settings come from
magnus. conf , and the content settings come from obj . conf . Thesefilesare
located in the server root, in the directory ht t ps- server _namne \ confi g. For
more information about the magnus. conf and obj . conf files, see The NSAPI
Programmer’ s Guide on Netscape’' s DevEdge online documentation website at
http://devel oper. net scape. com | i brary/ docunent ati on/

The following list explains the server’s technical settings:

» Server Root: The directory where the server binaries are kept. Y ou first specified
this directory during installation.

e Hostname: The URL that clients use to access your server.

» Port: The port on your system that the server listensto for HTTP requests.
e Error log: The name and path of the server’s error log file.

* DNS: The notification of whether DNS is enabled or disabled.

The server’s content settings depend on how you’ ve configured your server. Common
server content settings include the server’s document directory, itsindex filenames,
name and location of its access log, and default MIME type.

backup configuration files

Y ou can view or restore a backup copy of your configuration files (ht t ps-
server _i d. acl ,magnus. conf, obj . conf ,webpub. conf ,agent . conf,
m ne. types, .acl filess rdmconf, csid.conf, process. conf,
robot . conf, andfilter.conf).

To view or restore a backup copy of your configuration files, perform the following:
1. Click Server Manager | Server Preferences | Restore Configuration.

2. Typethe number of backups. The number you type hereisthe number of backups
displayed on the form. Click Change to change the number.

Chapter 5, Configuring server preferences 29



Tuning server performance

3. If you want to view a backup version, click View next to the version you want.
Click Restoreif you want to restore that version. To restore al filesto their state
at aparticular time, click Restore to time, which lists the specific time to which
you want to restore.

Tuning server performance

Y ou can configure the server’s technical options, including the number of maximum
simultaneous requests, listen-queue size, and DNS usage.

Configuring maximum simultaneous
requests

Y ou can set the number of maximum simultaneous requests, which is the number of
active requests allowed for the server at one time. However, for general Internet or
intranet use, you probably will not need to change the default value (128 requests).

To get the number of simultaneous requests, the server counts the number of active
requests, adding 1 to the number when a new request arrives, subtracting 1 when it
finishes the request. When a new request arrives, the server checksto seeif itis
already processing the maximum number of requests. If it has reached the limit, it
defers processing new requests until the number of active requests drops below the
maximum amount.

In theory, you could set the maximum simultaneous requests to 1 and till have a
functional server. Setting thisvalueto 1 would mean that the server could only handle
one request at atime, but since HT TP requests generally have avery short duration
(response time can be as low as 5 milliseconds), processing one request at atime
would still allow you to process up to 200 requests per second.

However, in actuality, Internet clients frequently connect to the server and then do not
complete their requests. In these cases, the server waits 30 seconds or more for the
data before timing out. Also some sites do heavyweight transactions that take minutes
to complete. Both of these factors add to the maximum simultaneous requests that are
required. If your site is processing many requests that take many seconds, you may
need to increase the number of maximum simultaneous reguests.
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Tuning server performance

If you need to change the number of maximum simultaneous requests, set the number
before starting the server.

To reset the number, perform the following:

1. Click Server Manager | Server Preferences | Performance Tuning.
2. Typethe number of requests.

3. Click OK.

4. Click Save and Apply.

Enabling Domain Name System lookups

Y ou can configure the server to use Domain Name System (DNS) lookups during
normal operation. By default, DNSis not enabled; if you enable DNS, the server
looks up the hostname for a system’s | P address. Although DNS lookups can be
useful for server administrators when looking at logs, they can impact performance.
When the server receives arequest from aclient, the client’s P addressisincluded in
the request. If DNS s enabled, the server must look up the hostname for the IP
address for every client making a request.

DNS causes multiple threads to be serialized when you use DNS services. If you do
not want serialization, enable asynchronous DNS. Y ou can enableit only if you have
also enabled DNS. Enabling asynchronous DNS can improve your system’s
performance if you are using DNS.

When you turn off DNS lookups on your server, hostname restrictions won't work,
and hostnames won't appear in your log files. Instead you' |l see IP addresses.

Y ou can also specify whether to cache the DNS entries. If you enable the DNS cache,
the server can store hostname information after receiving it. If the server needs
information about the client in the future, the information is cached and available
without further querying. Y ou can specify the size of the DNS cache and an expiration
time for DNS cache entries. The DNS cache can contain 32 to 32768 entries. The
default value is 1024 entries. Values for the time it takes for a cache entry to expire
can range from 1 second to 1 year (specified in seconds). The default valueis

1200 seconds (20 minutes).

To enable Domain Name System lookups, perform the following:
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Note

Caution

1. Createafilenamedr esol ve. cfg

2. Add the following stringsto the new file:
donai n <domai n- nane>

nane server <dns-ip-address>

where <donmi n- nanme> refersto aqualified domain name (i.e.
www.novell.com) and <dns- i p- addr ess> refersto the IP address of your
DNS server.

3. Savethenew fileintheroot of sys: /etc

4. Either restart the server or reload TCP/IP.

Configuring listen-queue size

The listen-queue size is a socket-level parameter that specifies the number of
incoming connections the system will accept for that socket. The default setting is 48
incoming connections.

Normally you should not change the listen-queue size. The default setting is sufficient
in most cases.

If you manage a heavily used website, you should make sure your system’s listen-
gueue size is large enough to accommodate the listen-queue size setting from the
Server Manager form. If you do change the listen-queue size, make sure that your
system supports the new size. Thelisten-queue size set from the Server Manager form
changes the listen-queue size requested by the server. If the server requests alisten-
gueue size larger than the system’ s maximum listen-queue size, the size defaultsto
the system’s maximum.

Setting the listen-queue size too high can degrade server performance. The listen-
gueue size was designed to prevent the server from becoming overloaded with
connectionsit cannot handle. If your server is overloaded and you increase the listen-
gueue size, the server will only fall further behind.
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Configuringthe HT TP persistent connection
timeout

With HTTP 1.1, a connection can be set to be persistent (similar to keep alivein
HTTP 1.0). However, even if aconnection is persistent, it still needsto have atimeout
setting, or it may consume system resources.

Note Normally you should not change the persistent connection timeout. The default
setting is sufficient in most cases.

If you need to change the setting, perform the following:

1. Click Server Manager | Server Preferences | Performance Tuning.

2. Inthe HTTP Persistent Connection Timeout field, type a number in seconds.
3. Click OK.

4. Click Save and Apply.

Configuring MIME types

MIME (Multi-purpose Internet Mail Extension) types control what types of
multimedia files your mail system supports. Y ou can also use MIME types to specify
what file extensions belong to certain server file types, for example to designate what
files are CGI programs.

To add anew MIME type, perform the following:

1. Click Server Manager | Server Preferences | Mime Types.

2. Select the category and type the content type and file suffix.
3. Click New Type.

To edit aMIME type, perform the following:

1. Click Edit next to the type you want to edit.

2. Change the category, content type, and file suffix as needed.
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Note

3. Click Change MIME Type to update.

To remove aMIME type, click Remove next to the type you want to remove.

Do not put spaces between the file suffixes when you are adding or editing aMIME
type. If you put a space between them, you may receive an error or your server may
not restart. If this happens, edit your m re. t ypes fileto delete the space. The

m ne. t ypes fileisinyour server root intheht t ps-i denti fi er-config
directory. After you have edited the file, from the Server Manager use Apply to apply
your manual changes.

Configuring network settings

Y ou can change your server’s network settings using the Server Manager.

Changing the servername

The servername is the full hostname of your server machine. When clients access
your server, they use this name. The format for the servernameis
machinename.yourdomain.domain. For example, if your full domain nameis
novel | . com you could install a server with the name www. novel | . com

If your system administrator has set up a DNS alias for your server, use that alias on
the Network Preferences form. If not, use the machine’ s name combined with your
domain name to construct the full hostname.

Changing the server portnumber

Found on the Network Preferences form, server portnumber specifiesthe TCP port to
which the server listens. The portnumber you choose can affect your users—if you
use anonstandard port, then anyone accessing your server must specify a servername
and portnumber in the URL. For example, if you use port 8090, the user would
specify something like this URL :

http://ww. novel | . com 8090
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The standard unsecure webserver portnumber is 80; the standard secure webserver
portnumber is 443. Technically, the portnumber can be any port from 1 to 33000.

Changing the server binding address

At times you’ Il want the server machine to answer to two URLSs. For example, you
might want to answer both ht t p: / / ww. net scape. com andhttp://
www. novel | . coml from one machine.

If you have already set up your system to listen to multiple I P addresses and want to
use thisfeature, on the Network Preferences form use the Bind To Addressfield to tell
the server which IP address is associated with this hostname.

Changing theserver’sMTA host

To change the MTA (Message Transfer Agent) host, use the MTA Host field on the
Network Preferences form to change the name of the SMTP mail server. Y ou must
enter avalid MTA host if you want to use the agent e-mail function.

Changing the server’sNNTP host

To change the NNTP (Network News Transfer Protocol) host, use the NNTP Host
field to change the name of the news server.

Customizing error responses

Y ou can specify a custom error response that sends a detailed message to clientswhen
they encounter errors from your server. Y ou can specify afile to send or a CGl
program to run.

Y ou might want to change the way the server behaves when it gets an error for a
specific directory. Instead of sending back the default file, you might want to send a
custom error response instead. For example, if aclient tries repeatedly to connect to a
part of your server protected by access control, you might return an error file with
information on how to get an account.
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What aretheerrors?

Y ou can customize the response to several different kinds of errors:

» Unauthorized: Occurs when users without access permissionstry to access a
document on the server that is protected by access control. Y ou might send
information on how they can get access.

» Forbidden: Occurs when the server doesn’t have file system permissions to read
something or if the server is not permitted to follow symbolic links.

* Not Found: Occurs when the server can’'t find a document or when it has been
instructed to deny the existence of a document.

»  Server Error: Occurs when the server is not configured properly or when a
catastrophic error occurs, such as the system running out of memory or producing
acore dump.

Setting up the response

Before you can set up the response, you need to write the HTML file to send or create
the CGI program to run.

After you do this, set the response by performing the following:

1. Click Server Manager | Server Preferences | Error Responses.

2. From the Resource Picker, select the server resource you want to configure.
3. Select the error response you want to customize.

4. Type the absolute pathname to the file or CGI script that you want to return for
that error code. Check the CGI box if the fileisa CGI program that you want to
run.

Repeat this process for each of the error responses you want to customize.

5. Click OK.

6. Click Save and Apply.
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To remove a customization, return to the form and del ete the filename from the text
box next to the error code.

What's next?

If you' ve read the previous chapters, you should now have the FastTrack Server
installed, know how to start and stop it, and know how to configure it for your own
needs. Chapter 6, “Managing your server”, will show you how to manage the
FastTrack Server by using the admin server.
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Chapter

Managing your server

his chapter describes how to configure and manage your server
using the Netscape® Server Administration page and the Server
Manager.

During installation, you specified a portnumber for the

administration server. The administration server hel ps you manage
your Netscape Enterprise Server for NetWare® (or multiple servers) from asingle
interface—the Netscape Server Administration page. From this page you can access
the Server Manager, which is a collection of forms you use to change options and
control your webserver.

This section contains information about using the Server Administration page and
Server Manager.

Using the Server Administration page

Y ou configure your administration server and access the configuration forms for
other Netscape servers (including the Netscape FastTrack Server for NetWare) with
the Netscape Server Administration page. This page contains links to the Server
Managers for the Netscape servers you have installed.
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Y ou can perform the following webserver tasks from the Server Administration page:
» Choose a server to configure.
e Start and stop awebserver.

In addition, you can perform tasks for the administration server. For more
information, see Managing Netscape Servers.

Accessing the Server Administration page

Y ou can access the Server Administration page by loading the admin server from the
NetWare console or RCONSOLE. Once the server is running, you can use your web
browser to access the Server Administration page.

To launch the server and navigate to the Server Administration page, perform the
following:

1. Atthe console or RCONSOLE, type nsweb The NSWEB command executes an
NCF file that runs the server.

2. Once the administration serviceis running, you can use any browser that has
access to the administration server to configure your servers.

3. Open aweb browser and go to the following URL :
http://servernane: port nunber/

Substitute servername with the name you gave your server during installation.
Substitute portnumber with the number assigned during installation.

4. When prompted, type the username and password you chose during installation.
5. Click OK.

See Figure 6.1 for an example of the Server Administration page that will appear
after you click OK.
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Figure 6.1 The Server Administration page
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Remotely accessing the Server Administration page

Aslong as you have access to client software such as Navigator, you can access the
Server Administration page to configure your webserver.
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To remotely access the Server Administration page, perform the following:

1

Using a browser that supports frames and JavaScri pto, such as Netscape
Navigator®, type the URL for the administration server. The basic format is
http://servernane. your _donai n. donai n: port _nunber/ The
portnumber for the administration server that you specified during installation;
thisis not the portnumber for the webserver.

You'll be prompted for a username and password. Type the administration server
username and password you specified during the installation. The Server
Administration page appears.

The Server Administration page lists al the serversyou’veinstalled on this
system. Click the name of the server you want to configure.

Starting and stopping a webser ver

Y ou can start and stop the serverslisted in the Server Administration page by clicking
the On/Off icon located to the left of the servername.

Setting up multiple servers

Y ou can use software virtual serversto simulate having multiple webservers on
your system. Software virtual servers give you the ability to map asingle IP
address to multiple servernames. Each software virtual server can have its own
homepage. One use for thisisto host multiple websites from one | P address.
However, in order for software virtual serversto work correctly, the users
accessing the server must be using client software that supports the HTTP Host
header. Software virtual servers must all have the same configuration.

Y ou can use hardware virtual serversto map multiple |P addresses to multiple
document roots. For example, if you have two | P addresses, you could map the
first 1P address to one document root and the second | P address to another
document root. While hardware virtual servers take fewer system resources than
multiple instances of the server, they must share the same configuration
information. For example, if one hardware virtual server has enabled security
features or web publishing, they all must have it enabled.
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For more information on virtual servers, see “ Setting up hardware virtual servers’ on
page 55 and “ Repeat the previous steps for each hardware virtual server.” on page 55.

Using the Server M anager

The Server Manager is the collection of forms you use to change options and control
your server. From the Server Administration page, which lists all the serversinstalled
on your system according to identifier, access the Server Manager by clicking the
button showing the servername (located next to the On/Off icon). The Server
Manager appears. (Y ou can use the Server Manager from any remote system as long
asthe system you' re working on is one of the hosts that can access the administration
server; you don’t need to be working at the system the server isinstalled on.)

Note When changing server information, you must save and apply your changesin order
for your changes to take place. After you submit aform, you get a prompt to click
Save and Apply.

Y ou can return to the Server Administration page by clicking Server Administration
in the upper-right corner of the Server Manager. The Server Manager is shown in
Figure 6.2.
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Figure 6.2 The Server Manager
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Use the server configuration buttons in the top frame to configure the server. After
clicking abutton, you'll see alist of items on the left. Click one of these links; the
corresponding form comes up in the main frame. If you need more information about
aform, click Help for context-sensitive help. In the help window, click Contents to
see alist of online help manuals.
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Using the drop-down list

Most of the Server Manager forms configure the entire server. Some forms can
configure either the entire server or files or directoriesthat the server maintains. These
forms have the drop-down, shown in Figure 6.3, at the top. The drop-down list lets
you specify what resource to configure.

Figure 6.3 Drop-down list

Ediﬁngf'l’heeniiresewerl {1” Browse... ” Wildcard.. I

Pick aresource from the drop-down list for configuration. Click Browse to browse
your primary document directory. Click Options to choose other directories. Click
Wildcard to configure files with a specific extension.

Wildcards used in the drop-down list

In many parts of the server configuration, you specify wildcard patterns to represent
one or more itemsto configure. Please note that the wildcards for access control and
text search may be different from those discussed in this section.

Wildcard patterns use special characters. If you want to use one of these characters
without the special meaning, precede it with a backslash (\) character.

Table6.1 Drop-down list wildcard patterns

Pattern Use
* Match zero or more characters
? Match exactly one occurrence of any character
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Table6.1 Drop-down list wildcard patterns

Pattern Use

| An or expression. The substrings used with this operator can contain other specia characters
suchas * or $. The substrings must be enclosed in parentheses, for example, (a| b| c) , but
the parentheses cannot be nested.

$ Match the end of the string. Thisis useful in or expressions.

[ abc] Match one occurrence of the charactersa, b, or c¢. Within these expressions, the only character
that needs to be treated as a special character is] ; all others are not special.

[ a-2z] Match one occurrence of acharacter between a and z

[~az] Match any character except a or z

*~ This expression, followed by another expression, removes any pattern matching the second

expression.

Table 6.2 Drop-down list wildcard examples

Pattern

Result

* . netscape.com

(quar k| ener gy) . net scape. com

198. 93. 9[ 23] . 72?7
*. *

*~net scape-*

* . net scape. com-quar k. net scape. com

*. net scape. com-( quar k| ener gy| neut
ri no).netscape.com

*. com-*. netscape. com

Matches any string ending with the characters
. het scape. com

Matches either quar k. net scape. comor
ener gy. net scape. com

Matches a numeric string starting with either 198. 93. 92 or
198. 93. 93 and ending with any 3 characters.

Matches any string with aperiod in it

Matches any string except those starting with net scape-

Matches any host from domain net scape. comexcept for a
single host quar k. net scape. com

Matches any host from domain net scape. comexcept for
hostsquar k. net scape. com

ener gy. net scape. com and

neut ri no. net scape. com

Matches any host from domain comexcept for hosts from
subdomain net scape. com
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What's next?

Now that you have learned how to use the admin server to manage and configure the
FastTrack Server, you should continue on to Chapter 7, “Managing server content,” to
learn how to manage HTML and other data that is stored and served up from your
FastTrack Server.
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Chapter

Managing server content

ou can use the Server Manager to help manage your server's
content. Y ou can create HTML pages and other files such as
graphics, text, sound, or video and then store those files on your
server. When clients connect to your server, they can view your files
provided they have access to them. This chapter describes how you
can configure and manage your server’s content.

Setting the primary document directory

Y ou probably don’'t want to make all the files on your file system available to remote
clients. An easy way to restrict accessisto keep all of your server’s documentsin a
central location—known as the document root or primary document directory.

Another benefit of the document directory isthat you can move your documentsto a
new directory (perhaps on adifferent disk) without changing any of your URLSs
because the paths specified in the URL s are relative to the primary document
directory.

For example, if your document directory issys: novel | \ sui t espot\ docs, a
request suchasht t p: / / ww. novel | . com product s/ i nfo. ht m tellsthe
server to look for thefilein

sys: novel | \ sui t espot\ docs\ products\info. htm
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If you change the document root (you move all the files and subdirectories), you only
have to change the document root that the server uses, instead of mapping all URLsto
the new directory or somehow telling clientsto look in the new directory.

To set your server’s primary document directory, perform the following:
1. Click Server Manager | Content Management | Primary Document Directory.

2. Inthe Primary Directory field, type the full pathname of the directory that you
want to make the primary document directory.

3. Click OK.

4. Click Save and Apply.

Setting additional document directories

Most of the time, you keep all of your documents in the primary document directory.
Sometimes, though, you may want to serve documents from a directory outside of
your document root. Y ou can do this by setting additional document directories. By
serving from adocument outside of your document root, you can let someone manage
agroup of documents without giving them access to your primary document root.

To add an additional document directory you first need to choose the URL prefix to
map. Clients send this URL to the server when they want documents. Next, you
specify the directory to map those URL sto. Finally, you might want to use an existing
configuration style to specify how this directory should be configured.

To add additional document directories, perform the following:

1. Click Server Manager | Content Management | Additional Document Directories.

2. Typethe URL prefix you want to map. For example, amapped URL could be
http://ww. novel | . com mar ket i ng/i ndex. ht M where
mar ket i ng/ isthe prefix you specify.

3. Typethe absolute path of the directory to which you want the URL prefix to map.
For example, it could be\ novel | \ mar ket i ng\ pubdocs\ i ndex. ht m

4. If you want to, select a configuration style to apply to this directory’s
configuration.
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5. Click OK.

Note When you update information, but don’t save and apply changes, your information is
retained so that you can view and edit it, even though the changes have not taken
effect.

Three additional document directories are created after you install their associated
features. For example, / sear ch- ui appearsonly after you enable searching. They
have the following prefixes:

* /search-ui
* /webpub- ui
e /publisher

Y ou should restrict access to these directories so that users cannot write to them.

Configuring document preferences

Y ou can configure the following document preferences by clicking Server Manager |
Content Management | Document Preferences.

| ndex filenames

If adocument nameis not specified in the URL, and the server finds afile with this
name in adocument directory, it assumesthat file is the index file. The server
automatically displays this file when no specific file is requested. The defaults are

i ndex. ht M and hone. ht M If more than one name is specified, the server looks
in the order in which the names appear in thisfield until oneisfound. For example, if
your index filenames arei ndex. ht m , hone. ht m , the server first looks for

i ndex. ht M andif it doesn’t find it, it looks for horre. ht m

Directory indexing

In your document directory, you'll probably have several subdirectories. For example,
you might create adirectory called pr oduct s, another called peopl e, and so on.
It's often helpful to let clients access an overview (or index) of these directories.

Chapter 7, Managing server content 51



Configuring document preferences

The server indexes directories using the following process:

» The server first searchesthe directory for anindex filecalled i ndex. ht m or
hone. ht m , which isafile you create and maintain as an overview of the
directory’s contents. (Note that these defaults are configurable for the whole
server, so your server’sfiles may vary. For more information, see “Index
filenames” on page 51). Y ou can specify any file asan index file for adirectory
by naming it one of these default names, which means you can also use a CGl
program as an index if CGl is activated.

» If anindex fileisn't found, the server generates an index file that lists all the files
in the document root. The generated index has one of the following formats:

e “Fancy” directory indexing isfairly detailed. It includes a graphic that
represents the type of file, the date the file was last modified, and the file size.

« Simpledirectory indexing is less detailed but takes less time to generate.

* You can also specify that no dynamic directory listing be generated if the
server looks for index files and cannot find any. If the server does not find any
index files, it will not create adirectory listing to show the user and will return
an error message.

Server homepage

When usersfirst access your server, they usually usean URL suchas http://
www. novel | . com . When the server receives arequest for this document, it
returns adocument called ahomepage. Usually thisfile has general information about
your server and links to other documents.

By default the server finds the index file specified in the Index filename field and uses
that for the homepage. However, you can also specify afile to use as the homepage by
selecting Homepage and entering the filename for the homepage in the appropriate
field.
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Default MIME type

When a document is sent to a client, the server includes a section that identifies the
document’ s type, so the client can present the document in the right way. However,
sometimes the server can’t determine the proper type for the document because the
document’s extension is not defined for the server. In those cases, adefault valueis
sent. For information about maintaining your server’'s MIME types, see “Configuring
MIME types’ on page 33.

The default is usually text/plain, but you should set it to the type of file most
commonly stored on your server. Some common MIME types include the following:

e text/plain e text/htn
e text/richtext e imge/tiff
* inmagel/jpeg * imge/gif

e application/x-tar « application/postscript
e application/x-gzip ¢« audio/basic

Setting document preferences

To set document preferences, perform the following:

1. Click Server Manager | Content Management | Document Preferences.
2. Typeanew index filename or add afile in the Index Filenamesfield.
3. Select the kind of directory indexing you want.

4. Select whether you want users to see a specified homepage or an index file when
they access your server.

5. Typethe default MIME type you want the server to return if aclient accesses a
file with an extension that has not been set up asa MIME type on your server.

6. Select whether to parse the accept language header.

7. Click OK.

Chapter 7, Managing server content 53



Forwarding URLs

Forwarding URLSs

Redirection is a method for the server to tell a user that a URL has changed (for
example, because you have moved files to another directory or server). You can also
use redirection to seamlessly send a person who requests a document on one server to
a document on another server.

To map a URL to another server, you must first specify the prefix of the URL you
want the server to redirect. Then, you need to choose which URL to redirect to. You
can redirect to a URL prefix if the directory on the new server isthe same asin the
mapped URL ; you can also redirect to afixed URL (hostname, directory, and
filename).

To forward URLSs, perform the following:

1

2.

4.

Click Server Manager | Content Management | URL Forwarding.

Type the URL prefix you want to redirect. For example, if the URL you want to
mapishttp://ww. novel | . com i nf o/ novi es,you'dtype/i nfol
novi es inthefield.

Select whether you want to forward requeststo a URL prefix or to afixed URL. If
you forward to a URL prefix, the forwarding keeps the full pathname, and
substitutes one prefix for another. For example, if you forward ht t p: //

www. net scape. cont i nf o/ novi es toaprefix novel | . com the URL
http://ww. net scape. com i nf o/ novi es redirectstohtt p://
novel | . com i nf o/ novi es

However, if the directory structure on the new server is not the same asin the
mapped URL, you could forward the URL to afixed URL. For example, you
could forward ht t p: / / www. net scape. cont i nf o/ novi estohttp://
novel | . com new-fil es/info/ nmovies.

Sometimes you may want to redirect requests for al the documents in one sub-
directory to a specific URL. For example, if you had to remove a directory
because it was causing too much traffic or because the documents were no longer
to be served for any reason, you could direct arequest for any one the documents
to a page explaining why the documents were no longer available. For example, a
prefix on/ i nf o/ novi es could beredirectedtoht t p: //

www. net scape. cont expl ai n. htnl .

Click OK.
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Setting up hardware virtual servers

A hardware virtual server isaway to have your server respond to multiple IP
addresses without installing multiple servers. With hardware virtual servers, you map
multiple 1P addresses to multiple document roots. For example, if you have two IP
addresses, you could map the first | P address to one document root and the second I1P
address to another document root.

Hardware virtual servers share the same server configuration information. For
example, if you turn on encryption for one hardware virtual server, any other
hardware virtual servers you create would also have encryption turned on.

If you need servers that respond to different | P addresses and require that they have
separate configuration information, install separate instances of the server with
specific |P addresses.

Before you set up hardware virtual servers, make sure you specified a specific bind-to
address for your server on the Server Preferences | Network Settings page. If you left
the Bind To Address field blank, you may experience errors when using hardware
virtual servers. If you are an ISP using hardware virtual servers, the bind to address
should be your main |P address.

To set up hardware virtual servers, perform the following:

1. Click Server Manager | Content Management | Hardware Virtual Servers.

2. Typethe document root and its corresponding | P address in the appropriate fields.
3. Click OK.

4. Click Save and Apply.

Repeat the previous steps for each hardware virtual server.

Setting up software virtual servers

A software virtual server isaway to host several websites on one computer without
needing to have more than one | P address on it. For example, you can set up your
system so that both www. novel | . comand www. net scape. comresolve to
192.3.4.5, then set up software virtual servers to handle both servernames (for
example, htt p: / / ww. novel | . conf andhttp://ww. net scape. conj.
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The server can respond to requests differently depending upon the URL, even though
the server only has one IP address. For example, one server can serve different pages
forhttp://ww. novel | . conf andhttp://ww. net scape. com

The following example shows how software virtual servers might be used. An
Internet service provider (1SP) installs awebserver and then wantsto set up a software
virtual server for each of its customers (for example, customers aaa, bbb, and ccc) so
that each customer can have an individual domain name.

The ISP first configures DNS to recognize that a customer’s URL, ww. aaa. com
resolves to the ISP’ s IP address. The | SP then creates a subdirectory for each
company (aaa, bbb, and ccc) inthe document root. These subdirectories contain
the filesfor that company, including the homepage, aaa/ hore. ht m . Next the ISP
sets up software virtual servers. The URL host would beww. aaa. comand the
homepage would beaaa/ hone. ht m . The ISP would do thisfor all the companies.

Because software virtual servers use the HTTP Host header to direct the user to the

correct page, not all client software works with software virtual servers.
Note Only the client software (such as Netscape Communicator® or Netscape Navigator©)
that supports the HTTP Host header works. However, if you want a software virtual
server to be accessible to browsers that do not send the “Host:” header, you must keep
the documents for each virtual server in a subdirectory of the document root and fully
qualify the links to them. Or you must include a<BASE HREF="[ nane- of -
subdi rect ory] "> tag at the bottom of the homepage.

In the previous example, the ISP would set up thei ndex. ht i filein the document
root to be an index pagethat linksto all the virtual servers hosted by the system, so all
users could access the homepages.

To set up a software virtual server, perform the following:
1. Click Server Manager | Content Management | Software Virtual Servers.
2. Typethe URL host whose custom homepage you want to set up.

3. Typethe path to the homepage you want to use for thisvirtual server. If youtypea
full path, the server uses that specific document. If you type a partial path, the
server interpretsit as relative to your primary document directory.

4. Click OK.

5. Click Save and Apply.
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Specifying a document footer

Y ou can specify a document footer, which can include the last-modified time, for al

the documentsin a certain section of your server without using server-parsed HTML.
This footer works for al files except output of CGI scripts or parsed HTML

(. sht m ) files. If you need your document footer to appear on CGI-script output or
parsed HTML files, enter your footer text into a separate file and add a line of code or
another server-side include to append that file to the page's output.

To specify a document footer, perform the following:
1. Click Server Manager | Content Management | Document Footer.

2. From the Editing drop-down list, select the resource to which you want to apply
the document footer.

3. Typethekind of files you want to include in the footer. The default ist ext /
ht m

4. Select the time format from the drop-down list, or type adate in the Custom Date
Format field.

5. Typethefooter text. The maximum number of characters for a document footer is
765. Typethe string : LASTMOD: if you want to include the date the document
was last modified.

6. Click OK.
7. Click Save and Apply.

When you change the document footer for an HTML page, the last-modified date
doesn’t change.

Customizing parsed HTML

HTML isnormally sent to the client exactly asit exists on disk without any server
intervention. However, the server can search HTML files for special commands (it
can parsethe HTML) before sending documents. If you want the server to parse these
files and insert request-specific information or files into documents, you must first
enable HTML parsing.
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To customize parsed HTML, perform the following:
1. Click Server Manager | Content Management | Parse HTML.
2. From the Editing drop-down, select the server resource to edit.

3. Select whether you want to activate parsed HTML. If you activate it, you need to
choose whether to activate it with or without the exec tag. Theexec tag alows
an HTML file to execute an arbitrary program on the server. Y ou might not want
to allow the exec tag for security or performance reasons.

4. Select which filesto parse.

e The common (and default) choice isto parse only files with the extension
. sht m . Inthiscase, dl filesyou want to parse must have the. sht ni
extension.

e You can havethe server parse al of itsHTML files. Choosing this option can
slow your server’'s performance.

Working with configuration styles

Configuration styles are an easy way to apply a set of options to specific files or
directories that your server maintains. For example, you can create a configuration
style that sets up access logging. When you apply that configuration style to the files
and directories that you want to log, you don’t have to individually configure access
logging for all the files and directories.

Creating a configuration style

To create a configuration style, perform the following:
1. Click Server Manager | Configuration Styles | New Style.
2. Typethe name you want to give the configuration style.

3. Click OK. The Edit Configuration Style form appears.
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From the drop-down list, choose a configuration style to edit and click Edit this
Style.

From thelist of links available, click the category you want to configure for your
style. Y ou can configure the following information:

CGl filetype: Allowsyou to activate CGI as afile type.

Character Set: Allowsyou to change the character set for aresource. For more
information about character sets, see the online help.

Default Query Handler: Allows you to set adefault query handler for a server
resource.

Document Footer: Allows you to add a document footer to a server resource.
For more information about document footers, see “ Specifying a document
footer” on page 57.

Error Responses: Allows you to customize the error responses that clients see
when they encounter an error from your server. For more information about
error responses, see the online help.

Log preferences: Allows you to set preferences for access logs. For more
information about log preferences, see the online help.

Restrict Access: Allowsyou to restrict accessto the entire server or parts of it.
For more information about access control, see the online help.

Server Parsed HTML: Allows you to specify whether the server parsesfiles
before they are sent to the client. For more information about using parsed
HTML, see“Customizing parsed HTML"” on page 57.

Fill out the form that appears and then click OK.

Repeat Step 5 and Step 6 to make any other configuration changes to the
configuration style.

Click OK.

Click Save and Apply.
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When you choose a style to edit, your drop-down list contains configuration styles
instead of other resources. After you have finished editing a style, click OK and Save
and Apply. The drop-down list exits the styles mode. Y ou can also choose to exit the
styles mode by choosing Exit styles mode from the drop-down list.

Editing a configuration style

To edit a configuration style, perform the following:

1. Click Server Manager | Configuration Styles | Edit Style.

2. From the drop-down list, select a configuration style to edit.
3. Click Edit this style.

4. From thelist of links available, click the category you want to configure for your
style. For more information on these categories, see “ Creating a configuration
style” on page 58.

5. Fill out the form that appears and then click OK.

6. Repeat Step 4 and Step 5 to make any other changes to the configuration style.
7. Click OK.

8. Click Saveand Apply.

When you choose a style to edit, your drop-down list contains configuration styles
instead of other resources. After you have finished editing a style, click OK and Save
and Apply. The drop-down list exits the styles mode. Y ou can also choose to exit the
styles mode by choosing Exit styles mode from the drop-down list.

Applying a configuration style
Once you' ve created a configuration style, you can apply it to files or directoriesin

your server. You can specify either individual files and directories or wildcard
patterns (suchas*. gi f).

To apply a configuration style, perform the following:
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1. Click Server Manager | Configuration Styles | Assign Configuration Style.

2. Typethe prefix of the URL to which you are applying this configuration style. If
you choose a directory inside the document root, only enter the path after the
document root. If you enter / * after the directory, you apply the configuration
styleto all of the directory’s contents.

3. Select the configuration style you want to apply. To remove any configuration
style previously applied to the resource, apply the None configuration style.

4. Click OK.

Removing a configuration style

Before removing a configuration style, apply the None configuration styleto any files
or directories that had the configuration style applied to them. If you do not do this
before removing the configuration style, you must manually edit your obj . conf
file, searching for the configuration style in the file and replacing it with None. If you
don’t do this search and replace, anyone who accesses the files or directories that had
the deleted configuration style applied will get a server misconfiguration error

message.
To remove a configuration style, perform the following:

1. Click Server Manager | Configuration Styles | Remove Configuration Style.
2. Select the configuration style you want to remove.

3. Click OK.

Listing configuration style assignments

After you have created configuration styles and applied them to files or directories,
you can get alist of the configuration styles and where you applied them.

To list configuration style assignments, perform the following:

1. Click Server Manager | Configuration Styles | List Assignments. The List
Assignments form appears, showing the configuration styles you applied to server
resources.
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2. Toedit aconfiguration style assignment, click Edit next to the configuration style
name.

What's next?

Chapter 8, “Plug-Ins,” includes information about two new plug-ins that you can
order with the Netscape FastTrack Server for NetWare®.
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Plug-Ins

QuickCamO

The QuickCam isadigital camera connected to your computer that takes pictures at
specified intervals and then updates the picture on your graphic file. For example, you
can configure the QuickCam to take a picture every five minutes. After five minutes,
the QuickCam will replace the previous picture with the new picture it has just taken.
The QuickCam’ s uses include monitoring work areas and recording movies.

How toinstall and modify QuickCam

To install and modify QuickCam, perform the following:

1. Onyour webserver, type load qc

2. Typethe number or letter that corresponds to the function you want to modify
e (1) Update video now: Updates your monitor to the most recent picture

e (2) Set update rate: Modifies the interval at which the camera takes pictures.
The default interval is 15 minutes. The shortest interval availableis 1 minute.
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e (3) Set output file: Changes the name of the file and its path. Because the file
isan HTML file, the file needs to be under the directory novonyx/suitespot/
docs

e (4) Read intest pattern: Verifies that your camera functions properly. If your
camera functions properly, a clean checkerboard of red, green, and blue
squares will appear. If the checkerboard appears your software is working
properly, but if the checkerboard is not clean then your cameraisn’'t working
or connected properly.

* () Quit the program: Stops the picture updates.

How to Properly Use QuickCam

To properly use QuickCam and thus ensure the quality of your pictures, be aware of
the following information:

«  Use Connectix® Color Quickcamo and Connectix Color QuickcamZO. The
Connectix Quickcam VC is not compatible.

e Support through LPT1 only.

» Do not load the NLM without the camera connected. The NLM will lock up and
not unload. Also, do not disconnect the camera once the NLM is unloaded.

» JPEG isthe only output format supported. The default output file is /novonyx/
suitespot/docs/qc.jpg

Web Counter

The Web Counter isan LCGI program that records the number of times your
homepage has been accessed. The recorded number appears on your homepage. This
Icgi,count.nim is located in /novonyx/suitespot/Icgi-bin

How to I nstall Web Counter

Toinstall Web Counter, perform the following:
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What' s next?

1. Gotothe HTML for your homepage.

2. At thelocation on the page where you want the Web Counter to appear, type <img
scr="/lcgi/count.nim?count”

What's next?

Chapter 9, “Getting Help,” includes information about trouble-shooting installation
and contacting technical support. For more information about the administration
server, the web (FastTrack) server and how to take advantage of them, refer to the
online documentation discussed in this book (see “Online help” on page 7).
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What's next?
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Chapter

Getting Help

his chapter provides alist of installation troubleshooting hints as
well as contact information on how to reach the Novell® Technical
Support team.

Troubleshooting installation

This section describes the most common installation problems and explains how to
solve them.

| accidentally denied all accessto the Server Manager forms.

Login to the system with the server’s user account. Intheadni n- ser v\ confi g
directory, edit the ns-admin.conf file. Thereisaline for allowed hosts or allowed
addresses. Use wildcard patterns or modify the linesto include your host and address,
save thefile, and then restart the administration server.

Clientscan’t locate the server.

First try using the hostname. If that doesn’t work, use the fully qualified name (such
aswww. domai n. com), and make sure the server islisted in DNS. If that doesn’t
work, use the |P address.
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Theportisin use.

Most likely, you didn’t shut down a server before you migrated the settings. Shut
down the old server, then manually start the new one.

The port might also be used by another installed server. Make sure the port you' ve
chosen isn’t already being used by another server.

Theinstallation could not proceed.
Error: Can't open filefor writing.
Can't writeto filefilename. Theerror was error code 32.

Make sure you don’t already have awebserver running on your system.

This error message might also appear if you partially completed the installation so that
the executable was running and you’ re trying to install the server again. Shut down all
the webserver services and reinstall the server.

I"ve forgotten the administration username and passwor d.

Intheadm n- ser v\ confi g directory in your server root directory, edit the
adnpwtext file, which contains aline of text similar to the following:

admi n: | nOVei xul gknlJ

The text before the colon is the administration username (in this case, admi n); the
text following the colon is the password, which is encrypted.

Delete everything after the colon and save the file. Shut down the administration
server and restart it. When prompted for the administration password, leave the
password field blank. Y ou should be able to access the administration server now. Be
sureto create a new password for the administration server. For more information on
creating a new password for the administration server, see Managing Netscape
Servers.

Novell Technical Support

Novell offers several technical support options designed to meet our customers varied
needs. Novell encourages customers to take the following stepsin obtaining technical
support:
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1. Contact Novell Technical Support directly. Thisis afee-based service. To
purchase support on a pay-as-you-go basis, call 1-800-NETWARE or 1-800-429-
5588 in the Americas, +49-211-5277-744 in Europe and the Middle East, and
+61-2-925-3133 in Asia Pacific.

2. Use NetWire®, Novell’s technical information forum that gives you access to the
most up-to-date technical information about Novell products and technologies.
When logged on to NetWire, you can search for and download information or
troubleshoot your questions with help from other experienced users. Novell
system operators (Sysops) monitor the CompuServe® forums and have direct
access to Novell support engineers when necessary. The only fee for NetWireis
the standard connect charge of the online service you use.

NetWire includes

« Downloadable files, patches, and drives

* Thousands of Technica Information Documents (TIDs)
*  Product documentation

« NetWare Application Notes®

* GroupWare Professional’s Guide

* Novell Labs certification bulletins.

You can visit NetWire at one of the following locations:

Table 9.1 Service Locations

World Wide Web http://netwire.novell.comor http://
netw re. de

FTP ftp://ftp.novell.comorftp://
ftp.novel l.de

Gopher gopher://novel I . comor gopher://
gopher . novel | . de

CompuServe Enter GO NETW RE at the CompuServe prompt
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3. Usethe Network Support Encyclopedia Professional Vol ume® (NSEPro). The
Network Support Encyclopediais a knowledge based Novell technical
information on CD-ROM. Updated and delivered twelve times a year, this
extensive collection provides you with a convenient, hands-on information source
and is accessible through WindowsP, DOS, and Macintosh®.

The NSEPro includes

Downloadable files, patches, and drivers

Thousands of Technical Information Documents (TIDs)
Product documentation

Novell Application Notes

GroupWare Professional’s Guide

Novell Labs certification bulletins.

To order your NSEPro annual subscription directly from Novell, call 1-800-377-
4136 in the United States and Canada.

The NSEPro isalso available from any Novell Authorized Reseller representative.
For more information, call 1-800-828-3362.
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