Rel ease Notes - Novell 1CS 1.2 - Support Pack 1
March 24, 2000

Tabl e of Contents
1.0 Known | ssues
1.1 | CS Hangs on Restart
1.2 Net scape Browsers Don’t Display ICS PDF Fil es

2.0 Resol ved | ssues
2.1 Read- Ahead Parsing Zero-Length URLs Incorrectly

2.2 | CS Not Throttling Tunnel Connection Data
2.3 | CS Not Handling POST Transm ssions
3.0 New Features and C arifications
3.1 HTTP M ni num Val ue
3.2 New | nport/ Export Options

4.0 Command Line and GUI Sl uggi shness during Startup

5.0 Fi ne- Tuni ng Appliance DNS Nane Resol ution
5.1 How | CS Resol ves DNS Nanes
5.2 How | CS Formul at es Subsequent DNS Queri es
5.3 Modi fyi ng the R _APPEND. CFG Fi l e

6.0 Usi ng WCCP V2
7.0 Enhancenments and Changes to Online Docunentation
7.1 Li nks to Readnes and the Quick Start
7.2 | CP Server Listening Port
7.3 Managi ng Log Fil es
7.4 Filter Service Logs and Conmon Log For mat
8.0 Legal Information
8.1 Di scl ai mer and Copyri ght
8.2 Tr ademar ks
1.0 Known | ssues
1.1 | CS Hangs on Restart

ICS will not restart conpletely when the foll ow ng
conditions exist in conbination with each other:

- The ethO network adapter is connected to the
net wor k

- The ethO network adapter is configured with a
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valid I P address or has been reconfigured to
use a 10-net address

- No ot her network adapters have | P addresses
set and they are not connected to the network

- Factory settings have been restored fromthe
br owser - based managenent tool or the command
l'ine

To get around this problem do the foll ow ng:

1) Disconnect ethO fromthe network.

2) Manually restart the appliance.

3) After the appliance restarts and you hear the
startup beep sequence, reconnect ethO to the
net wor K.

Net scape Browsers Don’t Display ICS PDF Fil es

The online hel p home page includes |links to PDF
files. Netscape browsers display these as ASClI.

All release notes are also available in text format,
but the PDF versions of the Administration Gui de and
the Quick Start cannot be viewed with a Netscape

br owser.

Resol ved | ssues

The follow ng conditions have been addressed in Support
Pack 1.
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Read- Ahead Parsing Zero-Length URLs Incorrectly

When this condition occurred, the appliance would
restart.

ICS 1.2 SP1 parses zero-length URLsS correctly.

| CS Not Throttling Tunnel Connection Data

I n some cases when tunnel connection data (SSL, FTP,
POST) was being retrieved by ICS faster than the

recei ver was accepting the data, the appliance would
stop responding to incom ng requests.
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ICS 1.2 SP1 throttles tunnel connection data, thus
stabilizing system perfornmance.

2.3 | CS Not Handling POST Transm ssions

In some cases a | arge POST transm ssion was being
corrupted, causing POST nethod failure and requiring
the user to resubmt the request. |ICS perfornance
was not i npact ed.

| CS 1.2 SP1 does not corrupt POST transm ssions.

New Features and C arifications
3.1 HTTP M ni nrum Val ue

In the browser-based managenent tool, setting the
HTTP M ni num value to O in Cache > Tuning > Cache
Freshness causes the option to have no effect.

3.2 New | nmport/ Export Options

You can now downl oad configuration files froma
floppy disk in the appliance’s floppy drive. You can
al so inport a configuration file fromany URL to
either the appliance or to its floppy drive.

Command Line and GUI Sl uggi shness during Startup

Appl i ances with nore than one disk drive execute mrroring
and cloning processes when the systemstarts the first
time. These one-tinme processes are required for I CS system
fault tol erance and nust run to conpletion.

Wil e the processes are running, the console and the
br owser - based managenent tool m ght seem sl uggish for as
| ong as a couple of m nutes.

Cache performance is al so sonmewhat affected by the
processes.

| MPORTANT: Do not restart the appliance. This only causes

the mrroring and cloning processes to restart and del ays
the arrival of normal systemresponse tines.

Fi ne- Tuni ng Appliance DNS Nane Resol ution



The ICS_RDVE. TXT file in ICS 1.2 indicates that DNS nanes
ending with domain extensions other than .com .org, and
So on, are sonetinmes resolved in unexpected ways.

You can now custom ze how | CS resol ves DNS nanes.
5.1 How | CS Resol ves DNS Names

When I CS receives a browser request, it creates a
DNS query based on the URL in the request and sends
the query to one of the DNS Nanme Servers defined for
t he appli ance.

If the DNS Nane Server can’'t resolve the query, ICS
formul at es subsequent DNS queries based on the
fol | ow ng:

- The appliance’ s donmai n nane
- The appliance’s R _ APPEND. CFG file
5.2 How | CS Formul at es Subsequent DNS Queri es
Assune the foll ow ng:
- The browser request URL is webserver.
- The appliance’s domain name is acnme_i cs.com

- The appliance’s R APPEND. CFG fil e has the
foll ow ng content:

wwv, %s. com
ww. %s. edu
ww. %s. org
ww. %s. gov
wwv, %s. net
8. com
%s. edu
%s.org
%s. gov
9%. net
wwy. ¥s

If the initial DNS query fails, |ICS does the
fol | ow ng:

1. It formulates a second query by appendi ng the
appliance’s domain nane to the URL as foll ows:
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webserver.acnme_i cs. com

If this query fails, ICS appends the appliance’s
sub domain nane to the URL as foll ows:

webser ver. com

If this query fails, |ICS appends each entry in
the R APPEND. CFG file in the order listed until
one of the follow ng occurs:

- The DNS server returns an | P address for the
nane.

- | CS' s query options are exhausted and it
returns a DNS error to the browser.

| f a DNS nane has al ready been tried, |ICS skips
the query and noves to the next itemin the
list.

Continuing wth the exanple, ICS would submt
the foll ow ng queries, substituting webserver
for the % variable in the lines of the
R_APPEND. CFG fil e.

WWW. webser ver. com
www. webser ver . edu
www., webser ver. org
ww. webser ver. gov
wwv. webser ver . net
webserver. edu
webserver.org
webser ver. gov
webserver. net
WW. webser ver

Si nce webserver.comwas tried previously, ICS
skips the sixth line (%.con) in the
R_APPEND. CFG fil e.

fying the R APPEND. CFG Fil e

Start an FTP client on a workstation with access
to the appliance.

Point the FTP client to one of the appliance’s
| P addr esses.

Enter the foll ow ng command:



6.

7.

0

0

get ETC\ PROXY\ APPLI ANCE\ CONFI G USER\ R_APPEND. CFG

The file is transferred to the FTP client’s
default directory.

4) Referring to the exanple in the previous
section, nodify the R _APPEND. CFG fil e using an
ASCI | editor.

Ensure that the lines in your file reflect the
query order and content you want ICS to use when
attenpting DNS nane resol ution. For exanple, you
m ght want to reorder the domains listed or
include two-letter country codes in the |ist.

5) Use the put command to place the nodified
R _APPEND. CFG fil e back in
\ ETC\ PROXY\ APPLI ANCE\ CONFI G USER on t he
appl i ance.

6) Restart the appliance.

Usi ng WCCP V2

Ci sco recommends that custoners use |1 0S 12.05t or |ater
for WCCP v2 to work as pl anned.

Enhancenments and Changes to Online Docunentation

The following itens have been corrected in the online
docunent ati on where appropri ate.

7.1 Li nks to Readnes and the Quick Start

The first page of the online docunentation now
contains links to the ICS 1.2 Quick Start and
Readnes.

7.2 | CP Server Listening Port

The I1CS 1.2 online docunentation for the | CP/ CERN
Configuration tab incorrectly inplied that the ICP
Server Listening port can have a hexadeci mal val ue.
| CS port nunber fields can be assigned only deci mal
val ues.

Valid port nunbers are O through 65,535, not FFFF
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Managi ng Log Fil es

In Using Other ICS Services > Using | CS Loggi ng
Services > Using FTP to Manage Log Files, the
docunentation inplies that you can determ ne the
names of log files using FTP. This is incorrect. You
can only retrieve log files via FTP, and this
requires that you know the log fil enane.

| CS appliance log filenanes can be listed in the

br owser - based managenent tool in Mnitoring > Cache
Logs. They can also be listed fromthe command |i ne,
or via a Tel net session.

| CS automatically generates log fil enanes as
fol | ows:

- 6 nunbers representing the year, nonth, and
day the file was created

- A dash separating the date froma letter
identifier.

- Letter identifiers running fromA through ZZ.

Thi s nam ng convention accommodates up to 702 | og
files per day. If the rollover options are set so
that all the possible file nanmes are used in one
day, the log file with the ZZ letter identifier is
not closed until the start of the next day.

Filter Service Logs and Conmon Log For mat

The common format used to log filter transactions
must not be confused with the common |og format used
for | ogging caching services. Although sone overlap
of fields exists, filter logs require a different
set of information. This has been clarified in the
onl i ne docunent ati on.

| nf or mati on

Di scl ai mrer and Copyri ght

Novel |, I'nc. makes no representations or warranties
with respect to the contents or use of this

docunent ati on, and specifically disclainms any
express or inplied warranties of nmerchantability or
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fitness for any particul ar purpose. Further, Novell,
Inc. reserves the right to revise this publication
and to make changes to its content, at any tine,

wi thout obligation to notify any person or entity of
such revisions or changes.

Further, Novell, Inc. makes no representations or
warranties with respect to any software, and
specifically disclains any express or inplied
warranties of merchantability or fitness for any
particul ar purpose. Further, Novell, Inc. reserves
the right to make changes to any and all parts of
Novel | software, at any tinme, w thout any obligation
to notify any person or entity of such changes.

Copyright (C 1997-2000 Novell, Inc. Al rights
reserved

No part of this publication may be reproduced,
phot ocopi ed, stored on a retrieval system or
transmtted without the express witten consent of
t he publi sher.

Tr ademar ks

Novell is a registered trademark of Novell, Inc. in
the United States and ot her countri es.

Al third-party trademarks are the property of their
respecti ve owners.



