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1 What Is NDS for Solaris?

NDS for Solaris deploys Novell’s directory service, NDS, on Solaris 
systems. Solaris systems can now belong to an NDS tree, along with 
NetWare 5 systems. This enables you to, 

◆ Manage Solaris user accounts through NDS

◆ Authenticate to NDS locally by placing an NDS replica on the 
Solaris server

NDS for Solaris moves user accounts to the NDS tree. This relocation, 
while transparent to the user, enables Solaris user accounts to become 
manageable NDS objects. With NDS for Solaris, you can centrally 
manage Solaris and NetWare user accounts through the NetWare 
Administrator utility.

NDS for Solaris can place replicas of the NDS database on a Solaris 
server. These replicas utilize the same directory services provided on 
NetWare 5 servers. The ability to add replicas provides local access to 
NDS on Solaris servers, enabling greater speed and accessibility on 
remote networks.

This overview describes the following product details:

◆ “Why Integrate Solaris Systems with NDS” on page 2

◆ “What NDS for Solaris Includes” on page 2

◆ “How NDS for Solaris Works” on page 3

◆ “Typical Tasks” on page 5

◆ “Interoperability with Novell Products and Utilities” on page 8
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Why Integrate Solaris Systems with NDS

It is becoming increasingly common for networks to contain both 
Solaris and NetWare servers. NDS for Solaris 2.0 integrates the two 
architectures, with significant benefits:

Better management:

◆ Single database. You only administer one set of user accounts for 
NetWare and Solaris, since the Solaris user accounts from files, 
NIS, and NIS+ are moved to the NDS tree.

◆ Central point of administration. You can centrally manage 
Solaris and NetWare user accounts through the NetWare 
Administrator utility.

◆ Reliability. Because of NDS, your network is more reliable and 
scalable.

Better user experience:

◆ Single login. Users can authenticate to both environments 
(Solaris and NetWare) using a single user name and password.

◆ Speedy, reliable access. Since you can install an NDS replica on 
Solaris systems, users can authenticate locally to the nearest 
Solaris server or NetWare 5 server.

What NDS for Solaris Includes

NDS for Solaris provides you with the necessary tools to manage 
networks that combine Solaris systems with one or more NetWare 5 
servers. NDS for Solaris product components include:

◆ NDS Server, a service that runs on the Solaris system that allows 
you to place replicas of NDS locally on Solaris server. The 
implementation of NDS is the same one that runs on NetWare 5 
servers.

◆ NDS User Account Management component that provides NDS 
authentication and name service for Solaris applications. This 
service allows Solaris users to access and use all the features 
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available on NDS networks with superior ease of use, 
manageability, and security.

◆ NetWare Administrator (nwadmn32.exe) a network 
administrative tool running on Windows 95 that provides a 
central point of administration on the combined NetWare/Solaris 
network. NetWare Administrator helps you manage all your 
network users and resources.

◆ NDS Manager (including Schema Manager), a network 
administrative tool that allows you to manage partitions, replicas, 
servers, and repair operations. NDS Manager also allows you to 
manage and modify the NDS schema and distribute updated NDS 
versions to NetWare servers.

◆ Migrate tool, a tool that moves Solaris user and group accounts to 
the NDS tree. This enables Solaris users and groups to become 
manageable NDS objects.

◆ The ndscfg utility, which performs NDS for Solaris installation 
and configuration.

How NDS for Solaris Works

NDS for Solaris performs the following functions:

1. The Migrate tool migrates user/group objects to NDS.

Easy migration to NDS of existing Solaris users in the /etc/
passwd, NIS, and NIS+ databases is provided. The migration tool 
helps administrators to move existing user accounts on Solaris 
systems to NDS. The administrator can control the NetWare 
semantics to be adopted for the Solaris user accounts that are 
migrated to NDS. The password of the user account is also 
migrated.

The administrator needs to ensure that there are no duplicate user 
names across the entire NDS tree; the migration tool will not check 
for the uniqueness of the Solaris user being migrated.

2. An NDS replica is installed on the Solaris system.

The installation on Solaris allows you to install Read/Write or 
Read-only replicas of the NDS database on the Solaris server. 
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These replicas utilize the same directory service provided on 
NetWare servers. The ability to add replicas provides local access 
to NDS on Solaris servers, enabling greater speed and accessibility 
on remote networks.

 Note:  Novell recommends that the master replica reside on a NetWare 5 
server, for greatest reliability and access to NDS management and repair 
utilities.

3. A new Pluggable Authentication Module (PAM) redirects 
authentication requests to NDS.

The Solaris installation reconfigures the Solaris system to use the 
pam_nds module to redirect authentication requests NDS.

The product architecture diagram is displayed below:
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Typical Tasks

NDS for Solaris performs the following tasks:

◆ Adding a local Read/Write replica of the NDS database on a 
Solaris server

The product provides the ability to place Read/Write replicas of 
the NDS database on a Solaris server. These replicas utilize the 
same directory service provided on NetWare 5 servers. This ability 
to add replicas provides local access to NDS on Branch Offices, 
enabling greater speed and accessibility on remote networks.

◆ Migrating Solaris user accounts to NDS

The migration tool allows easy migration to NDS of existing 
Solaris users in the /etc/passwd NIS and NIS+ databases. The 
administrator can control the NetWare semantics to be adopted 
for the Solaris user accounts that are migrated to NDS. The 
password of the user account is also migrated.
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The administrator needs to ensure that there are no duplicate user 
names across the entire NDS tree; the migration tool will not check 
for the uniqueness of the Solaris user being migrated.

◆ Administering Solaris user accounts through NDS

The Solaris user accounts, user groups, and hosts are viewed as 
objects in NDS. The objects in NDS can be administered using the 
NetWare Administrator utility. Typically, all Solaris user, group, 
and host objects will be contained in one NDS partition. The 
administrator can also control the access permission of individual 
users to specific hosts.

NDS for Solaris can co-exist with NIS, NIS+, and the /etc/passwd 
databases. The administrator can configure the product in such a 
way that some users authenticate to both NDS and NIS. Some of 
the local system administration accounts, such as root, will 
continue to be stored in /etc/passwd files and will not be 
migrated to NDS. This is because these accounts will need to 
authenticate during times when NDS service is not yet available 
(such as during operating system installation and operating 
system initialization).

◆ Providing NDS authentication for Solaris users

Solaris includes a framework called the Pluggable Authentication 
module (PAM), which is an OSF RFC standard. This framework 
isolates the applications from the specific authentication 
mechanisms and allows system administrators to choose the 
authentication mechanisms to be used by the applications. The 
applications, therefore, are unaffected by any change in 
authentication mechanism. All system entry utilities such as login, 
telnet, ftp, etc., have been modified by Sun Microsystems to fit 
into the PAM framework.

NDS for Solaris provides a pam_nds module that enables the 
administrator to configure the applications to use NDS for 
authentication. The authentication is achieved using NDS APIs. 
After the authentication to NDS is complete, the user can continue 
to have the same privileges and rights as are available when 
authenticating to NIS or /etc/passwd/ files. The user will be 
presented the Solaris shell as usual, the user profile is set as before, 
and the access rights to file and print services are not altered.



D
R

A
F

T
 S

L
U

G
 V

A
R

IA
B

L
E

Chapter 1:  What Is NDS for Solaris? 7

Product Overview and Setup Guide
104-000102-001

July 22, 1999
Novell Confidential

ch_norml.enu Temp. Rev 95G.3.enu.3 15 Apr 97

The pam_nds module provides the following types of services for 
all applications:

◆ Authentication

◆ Account

◆ Session

◆ Password

For example, through the Password service all the current 
NetWare password policies for password definition, expiry, etc. 
are also applicable to Solaris users.

◆ Managing partitions and replicas

NDS Manager allows you to partition the NDS tree into different 
containers to accommodate network management needs.

As a network administrator, your network must accommodate the 
many organizational and physical location changes in your 
company. You must be able to securely make necessary 
management changes quickly and at a low overhead cost. NDS 
lets you partition containers, so that you can quickly and easily 
move network resources around as necessary without having to 
add extra hardware.

The hierarchical structure of NDS organizes network resources 
into containers. For example, users and resources in the Human 
Resources department can be organized in the Human Resources 
container, and users and resources in Payroll can be organized in 
the Payroll container. Within the containers are network objects, 
such as users, or other resources. After the user/group objects are 
moved to NDS, NDS Manager allows you to partition the objects 
into different containers to accommodate network management 
needs.

 Note:  Novell recommends that you need to have at least one slpda running on 
the NetWare 5 server. 
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Interoperability with Novell Products and Utilities

NDS for Solaris 2.0 is enabled for IP only. It inter-operates with other 
Novell products over IP only. NDS for Solaris 2.0 can inter-operate with 
NetWare 5 client utilities. Using NetWare Administrator, you can 
manage NDS objects. Using NDS Manager, you can manage NDS 
partitions.

NDS for Solaris 2.0 inter-operates with NetWare 5. The replicas on NDS 
for Solaris 2.0 and NetWare 5 can synchronize over IP. NetWare 5 
servers must be enabled for IP.

NDS for Solaris inter-operates with Z.E.N.WORKSTM when the NDS 
replica on the Solaris system is the master. The Z.E.N.WORKS objects 
can be hosted on the Solaris system.

Interoperability with NetWare 4.11

NDS for Solaris inter-operates with NetWare 4.11 (DS version 6.00) 
when all the following conditions are met: 

◆ The master replica of the root partition needs to reside on the 
NetWare 5 server

◆ If a replica of a partition resides on the NetWare 4.11 server, the 
master replica of this partition needs to reside on the NetWare 5 
server

◆ If a replica of a partition resides on the NDS for Solaris system, the 
master replica of this partition needs to reside on the NetWare 5 
server

◆ NDS for Solaris 2.0 and NetWare 4.11 should not hold replicas of 
the same partition

This means that the master replicas of all the partitions in the NDS tree 
need to be on NetWare 5 for complete interoperability. The following 
example describes how NDS for Solaris 2.0 and NetWare 4.11 inter-
operate.

Consider a sample tree with 5 partitions: Root, 411PartitionLevel1, 
411PartitionLevel2, N4SPartitionLevel1, and N4SPartitionLevel2. They 
are organized as shown below:
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The NetWare 4.11 server holds the replicas for 411PartitionLevel1and 
411PartitionLevel2. NDS for Solaris holds the replicas for 
N4SPartitionLevel1 and N4SPartitionLevel2. The two portions of the 
tree shown above are named 411Subtree and N4S Subtree. The 
following conditions need to be met for interoperability:

◆ The NetWare 5 server needs to hold the master replica of the Root 
partition.

This is required for schema synchronization and for maintaining 
tree connectivity between the N4S Subtree and the 411Subtree.

◆ NetWare 5 server needs to hold master replicas of 
411PartitionLevel1and 411PartitionLevel2.

For external references from an object in N4SPartitionLevel2 to an 
object in 411PartitionLevel2 to work, the NDS server on Solaris 
should be able to resolve the fully distinguished name of the 
object. This is achieved when NetWare 5 server holds the master 
replicas.

◆ NetWare 5 server needs to hold master replicas of 
N4SPartitionLevel1 and N4SPartitionLevel2.

For external references from an object in 411PartitionLevel2 
partition to an object in N4SPartitionLevel2 to work, the NetWare 
4.11 server should be able to resolve the fully distinguished name 
of the object. This is acheived when the NetWare 5 server holds the 
master replicas.
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◆ The NetWare 4.11 server should not hold replicas of 
N4SPartitionLevel1 and N4SPartitionLevel2. NDS for Solaris 2.0 
should not hold replicas of 411PartitionLevel1 and 
411PartitionLevel2.

This is recommended because connectivity is maintained through 
the NetWare 5 server. There could be transport failures if NDS for 
Solaris tries to directly connect to NetWare 4.11 and vice versa.

To summarize, for complete interoperability it is recommended to 
design an NDS tree with independent subtrees held by NetWare 4.11 
and NDS for Solaris 2.0 servers. To maintain connectivity between these 
two subtrees, the NetWare 5 server needs to hold master replicas of 
partitions belonging to these subtrees.

If there are some partitions, the replicas for which are only on NetWare 
4.11 servers, interoperability with NDS for Solaris 2.0 works if the 
following conditions are met:

◆ There should not be any partitions with replicas only on a 
NetWare 4.11server above a NDS for Solaris 2.0 partition.

◆ There should be no shared objects between the partitions 
containing only NetWare 4.11 and NDS for Solaris 2.0 servers, for 
external references and backlinks to work.
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2 Setting Up NDS for Solaris 2.0

This section provides detailed instructions on the following:

◆ “Meet System and Software Requirements” on page 11

◆ “Plan to Deploy NDS for Solaris” on page 12

◆ “Install NDS for Solaris” on page 14

◆ “Uninstall NDS for Solaris” on page 21

Meet System and Software Requirements

NDSTM for Solaris 2.0 has the following minimum system requirements:

◆ SPARCstation* II or above with Solaris* 2.6 installed and 64 MB of 
RAM.

◆ To install the NDS User Account Management (UAM) component, 
4 MB of disk space is required. 

◆ To install the NDS Server, 7 MB of disk space is required. For a 
Solaris system that is hosting an NDS replica, 7 MB per 1,000 users 
is required in each replica. 

◆ To install the NDS for Solaris online documentation, 12 MB of disk 
space is necessary.

◆ NDS tree with the master replica of the root partition on a 
NetWare 5TM server with NDS version 7.09. The master replica of 
the partition into which the product will be installed must also be 
on a NetWare 5 server. The NetWare 5 servers must be enabled for 
IP.
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◆ Windows* 95/98 or Windows NT* system with the corresponding 
Novell ClientTM software, enabled for IP, from the Novell Client 
CD-ROM (version 3.01).

◆ Administrative rights to all portions of the NDS tree that will 
contain user objects. For the first NDS for Solaris installation, you 
will need administrative rights to the root of the tree to extend the 
schema.

◆ Netscape Navigator 3 or above or, Netscape Communicator for 
Solaris 2.6, to view the NDS for Solaris online documentation.

Plan to Deploy NDS for Solaris

Before you begin the actual installation of the product, decide whether 
you want to install NDS User Account Management (UAM) 
component, NDS Server component, or both.

NDS UAM allows you to move Solaris user accounts to NDS, thereby 
making them manageable NDS objects. This will allow you to manage 
Solaris and NetWare® user accounts, using a single utility, the NetWare 
Administrator utility. NDS Server allows you to place a replica of the 
NDS database on a Solaris server. This will provide local access to NDS 
on Solaris servers, enabling greater speed and accessibility on remote 
networks.

NDS UAM needs to be installed on all Solaris systems whose users need 
to be in NDS. NDS Server needs to be installed on all Solaris systems on 
which you wish to provide the NDS service and optionally place an 
NDS replica.

To Install UAM

Identify the NDS tree into which you wish to install the NDS UAM. The 
master replica for this NDS tree should be on the NetWare 5 server 
(NDS version 7.09). 

Identify the NDS context where the UNIX* workstation object, 
corresponding to the Solaris system, should be created. You will need to 
execute nds-install on all the Solaris systems in order to add them to the 
NDS tree as UNIX workstation objects. The first execution of nds-install 
on a particular Solaris system will copy the product files and install 
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UAM, the workstation and UNIX Config objects, into the chosen 
partition. Subsequent executions on other Solaris systems will add the 
Solaris systems into the NDS tree as workstation objects.

Identify the NetWare 5 servers on which you want to install the NDS for 
Solaris snap-in for NetWare Administrator. During installation, the first 
execution of WinSetup.exe extends the schema of the tree and installs 
the snap-in into the identified NetWare 5 server. Subsequent executions 
of the program install the NDS for Solaris snap-in for NetWare 
Administrator into additional NetWare 5 servers. 

To Install NDS Server

Identify the NDS tree into which you want to install the NDS Server. 
Note that NDS UAM and NDS Server share the same NDS tree.

Identify the NDS context to which you want to add the Solaris system 
as a server object.

You must decide whether you want to add a Read-Only replica or a 
Read/Write replica. Such replicas are added only for the first three 
servers that are added into the NDS tree, during the installation of the 
server. You can add replicas at a later stage using the NDS Manager 
utility. Remember that the master replica must be present on a NetWare 
5 server.

NDS for Solaris 2.0 and NetWare 4.10 (DS version 5.15)/4.11 (DS version 
6.00) must not be present in the same partition. However, they can 
coexist in the same NDS tree, but in different partitions.

If the NDS master on NetWare 5 is separated geographically, create a 
replica on the Solaris system.
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Install NDS for Solaris

This section describes how to install NDS for Solaris 2.0. The installation 
process includes the following:

◆ Run the Windows Setup program

◆ Run the Solaris Install program

◆ Configure the product components

Run the Windows Setup Program

Before running the program, ensure that NetWare Administrator is not 
running on any of the clients connected to the NetWare 5 server.

 1. At the Windows 95/98 or Windows NT system, insert the NDS 
for Solaris 2.0 CD-ROM. 

2. Run the WinSetup.exe file from the Windows directory on the 
CD-ROM.

3. In the NetWare Information screen, enter the name of the tree 
into which the product should be installed, and the name of 
the NetWare 5 server into which the NDS for Solaris snap-in 
for NetWare Administrator should be installed. 
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4. If you have not logged into the NDS tree, or the account with 
which you have logged in does not have administration rights 
to the root of the NDS tree, you will be prompted to provide 
the name and password of this user.
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The setup program extends the NDS schema of the NDS tree to support 
Solaris accounts and installs the NDS for Solaris snap-in for NetWare 
Administrator.

Run the Solaris Install Program

Before executing the Solaris Install program, ensure that the product 
installation on the Windows system is complete.

 1. At the Solaris system, log in as root. 

2. Insert the NDS for Solaris 2.0 CD-ROM.

3. Change to the Solaris directory on the CD-ROM.

4. Run the command

nds-install

5. The installation program provides the option of installing 
individual components of the product. It displays four 
options followed by a message.

1. UAM User Account Management

2. Server NDS Server

3. Both User Account Management and NDS Server

4. Documentation NDS for Solaris Online 
Documentation only

Select the component you wish to install [?.??.q]

When invoking the nds-install script from the CD-ROM on the 
Solaris desktop, the install program asks you to enter options and 
arguments. No options and arguments are necessary. Click OK to 
continue.

6. Select the desired option. Enter 4 if you want to install only 
the NDS for Solaris online documentation.

 Note:  If you select option 1, 2 or, 3, the program asks if you want to install 
documentation also.

Depending on the option you selected, go to the following sections:

◆ “Install User Account Management” on page 17
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◆ “Install NDS Server” on page 18

◆ “Install Both the Product Components” on page 19

◆ “Install the NDS for Solaris Online Documentation” on page 20

Install User Account Management

 Note:  The Solaris system must have a minimum of 4 MB of disk space in order 
for you to install the User Account Management component.

1. If you have selected option 1, the installation program proceeds to 
add various packages of the UAM components and asks for your 
approval before adding each package.

2. The program warns you that a package will be added with super-
user permissions and asks for your approval. Enter “y”.

3. After all the packages are added, the program asks for 
configuration information. Though the product can be configured 
later using the ndscfg utility, we recommend that you complete 
this step now to ensure proper functioning of the product.

4. You can enter the configuration information using the default 
editor. The program opens the file, ndscfg.inp, in which you can 
enter the configuration information.

5. Enter the following “Configuration Parameters” on page 21 in the 
ndscfg.inp file:

◆ Context of the user with administration rights

◆ Tree name

◆ Workstation context

◆ Context of the partition root

6. Save the information and close the editor.

7. Enter the password of the user with administration rights, when 
prompted
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This completes the installation and configuration of the UAM 
component of NDS for Solaris. Now, you can proceed to migrate Solaris 
user/group accounts to NDS, using the migrate2nds utility.

Install NDS Server

 Note: The Solaris system will require a minimum of 7 MB of disk space in order 
for you to install the NDS server component.

1. If you have selected option 2, the installation program proceeds to 
add various packages of the NDS Server component and asks for 
your approval before adding each package.

2. The program warns you that a package will be added with super-
user permissions and asks for your approval. Enter “y”.

3. After all the packages are added, the program asks for 
configuration information. Though the product can be configured 
later using the ndscfg utility, we recommend that you complete 
this step now to ensure proper functioning of the product.

4. You can enter the information in the default editor. The program 
opens the file, ndscfg.inp in which you can enter the configuration 
information.

5. Enter the following “Configuration Parameters” on page 21 in the 
ndscfg.inp file:

◆ Context of the user with administration rights

◆ Tree Name

◆ Server context

◆ DB files dir

6. Save the information and close the editor.

7. Enter the password of the user with administration rights, when 
prompted.

This completes the installation and configuration of the NDS Server 
component of NDS for Solaris.
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Install Both the Product Components

 Note:  The Solaris system will require a minimum of 11 MB of disk space in order 
for you to install both the components.

1. If you have selected option 3, the installation program proceeds to 
add various packages of the UAM and NDS Server components 
and asks for your approval before adding each package. The 
program warns you that a package will be added with super-user 
permissions and asks for your approval. Enter “y”.

2. After all the packages are added, the program asks for 
configuration information. Though the product can be configured 
later using the ndscfg utility, we recommend that you complete 
this step now to ensure proper functioning of the product.

3. You can enter the information in the default editor. The program 
opens the file, ndscfg.inp in which you can enter the configuration 
information.

4. Enter the following “Configuration Parameters” on page 21 in the 
ndscfg.inp file:

◆ Context of the user with administration rights

◆ Tree name

◆ Workstation context

◆ Server context

◆ DB Files dir

◆ Partition root

5. Save the information and close the editor.

6. Enter the password of the user with administration rights, when 
prompted.

This completes the installation and configuration of both the UAM and 
Server components of NDS for Solaris.
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Install the NDS for Solaris Online Documentation

 Note:  The Solaris system will require a minimum of 12 MB of disk space in order 
for you to install the online documentation.

If you have selected option 4, the Install program installs the online 
documentation for the product in the /opt directory.

To view the documentation open index.htm, present in the /opt/
novdocs/nds4sol/docui directory, in Netscape* Navigator*.

You can also view the documentation by using Netscape Navigator to 
open the Doc.htm file on the NDS for Solaris CD-ROM.

 Note:  The Netscape implementation on Solaris 2.6 has problems in displaying 
certain fonts. Please refer to the Netscape Readme file to resolve these 
problems.

Configure the Product

You can configure the product using the ndscfg command line options. 
You will need to do this, if you choose to exit the configuration during 
installation, or if the configuration failed for some reason.

If you have installed only the UAM component, execute the following 
command:

ndscfg -a <admin-with-context>  -A uam -t <tree-name>  
-w <workstation-context>  -r <partition-root>

If you have installed only the NDS Server component, execute the 
following command:

ndscfg -a <admin-with-context>  -A nds -t <tree-name>  
-n <server-context>  -d <dbfiles-dir>

The -t parameter is needed only if the tree name does not exist in 
nds.conf, and the -d parameter is optional.

If you have installed both the components, execute both the commands 
in any order.
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Configuration Parameters

Context of the admin user — This is the user with supervisory rights in 
the context or above it. The context can be specified either in the typed 
canonical format (example: CN=admin.O=novell), or in the the typeless 
format (example: admin.novell).

Password of the admin user — This is the password of the “admin” 
object to manage the NDS tree. The password in NDS is not case-
sensitive.

Tree Name— This is the name of the NDS tree into which the product 
components should be installed. The tree name is not case-sensitive.

Workstation Context — This is the NDS context in which the 
workstation object should be created. If this context does not exist and 
needs to be created by the ndscfg utility, you should specify the context 
in the typed canonical format.

Partition Root — The product requires the creation of a partition, which 
is other than the partition [Root]. Specify the context of the root of that 
NDS partition, either in the typed canonical format or in the typeless 
format. If you specify a partition that does not exist, it must be specified 
in the typed canonical format.

Server Context — This is the NDS context in which the NDS server 
should reside. If this context does not exist, it is created by the ndscfg 
utility. If the context does not exist, it has to be specified in the typed 
canonical format.

DBFiles Dir — This is the path of the UNIX file system where the NDS 
database files are stored. The default value for this parameter is /var/
nds/lib.

Uninstall NDS for Solaris

Uninstalling the product consists of two steps:

◆ Run the Windows Uninstall program

◆ Run the Solaris Uninstall program
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You can restore the user and group database to the state it was in before 
migration. This should be done before you begin uninstallation. Refer 
to the section Revet Migrate Accounts in “Setting Up User Account 
Management” on page 33 for more information.

Run the Windows Uninstall Program

To uninstall the Windows component of NDS for Solaris, execute the 
following commands:

 1. Run the N4UUnins.exe file from the Windows directory in the 
NDS for Solaris CD-ROM or, from the Sys:\Public directory of 
the NetWare 5 server on which the NDS for Solaris snap-in for 
NetWare Administrator is installed.

2. The Uninstallation screen is displayed. Enter or select the 
following:

◆ The name of the tree in which you have installed the product

◆ The name of the NetWare 5 server

3. If you have not logged into the NDS tree, or the account with 
which you have logged in does not have administration rights 
to the root of the NDS tree, you will be prompted to provide 
the name and password of this user.

This completes the product uninstallation on the Windows 
system.

 Note:  The NDS schema extended by the Windows Setup program will not be 
removed by the Uninstall program.

Run the Solaris Uninstall Program

Before running the Solaris Uninstall program, ensure that the product 
uninstallation on the Windows system is complete.

 1. Run the command

nds-uninstall

2. The program lists the installed components and asks for 
confirmation before uninstalling each component.



D
R

A
F

T
 S

L
U

G
 V

A
R

IA
B

L
E

Chapter 2:  Setting Up NDS for Solaris 2.0 23

Product Overview and Setup Guide
104-000102-001

July 22, 1999
Novell Confidential

ch_norml.enu Temp. Rev 95G.3.enu.3 15 Apr 97

3. When the Uninstall program prompts you, enter the context 
and password of the user with administration rights. 

You can enter this information in the default editor. The program 
opens the file, ndscfg.inp, in which you can enter the information.

4. Save the information and close the editor.

The program proceeds to remove the packages and asks for your 
approval before doing so. The program warns you that a package 
will be removed with super-user permissions and asks for your 
approval before doing so. Enter “y”

This completes the product uninstallation on the Solaris system.
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3 Introduction to User Account 
Management

The User Account Management component of NDSTM for Solaris 
integrates Solaris user accounts and groups into NDS, thus making 
them manageable NDS objects. This component enables 
interoperability between NetWare® and Solaris* networks. More 
specifically, it

◆ Provides NDS as the central point of administration for NetWare 
and Solaris user accounts

◆ Provides NDS-based secure authentication for user accounts

◆ Allows for a single user account across NetWare and Solaris 
networks

The relocation of user accounts, while transparent to the user, enables 
Solaris user accounts to become manageable NDS objects. With NDS for 
Solaris, you can manage Solaris user accounts and groups using 
NetWare Administrator. NetWare Administrator is a a network 
administrative tool that provides a central point of administration on 
the combined NetWare/Solaris network.

Easy migration to NDS of user accounts in the /etc/passwd, NIS and 
NIS+ databases is provided. The migration tool helps system 
administrators to move existing user accounts on the Solaris system to 
NDS.

System-entry commands such as login and telnet can securely 
authenticate to NDS, instead of NIS, NIS+, or files. Name service APIs, 
such as getpw*(), getgr*(), etc., are serviced by NDS. Applications that 
make these API calls would remain unchanged.
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4 Understanding NDS-based User 
Account Management

This section gives you general knowledge about the User Account 
Management component of NDSTM for Solaris* that you’ll need to know 
to use the product. It contains the following sections:

◆ “What the User Account Management Component Includes” on 
page 27

◆ “How the Solaris Server Fits into NDS” on page 28

◆ “How the User Account Management Component Works” on 
page 29

◆ “Typical Tasks” on page 29

◆ “Trustee Assignments and Rights for NDS User Account 
Management Objects” on page 31

What the User Account Management Component 
Includes

The User Account Management component of NDS for Solaris provides 
you with the necessary tools to manage the combined NetWare® 5 and 
Solaris networks. 

Product Components

The User Account Management component consists of pam_nds, 
nss_nds, and the migration tool. The pam_nds module provides NDS 
authentication for Solaris applications. The nss_nds module provides 
NDS name service for Solaris applications. The User Account 
Management component should be installed on Solaris systems that 
need to be administered using NDS. 
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The installation of the User Account Management configures the Solaris 
system to use NDS instead of NIS, NIS+, or local etc/passwd files. The 
system administrator can modify the Solaris system to use NIS or NIS+, 
if desired.

The migration tool needs to be installed only on the server from which 
the user accounts and groups need to be migrated to NDS. If there is a 
Solaris system that acts as the NIS master, the product should be 
installed on this system. 

The NetWare Administrator snap-in that is provided with NDS for 
Solaris, should be installed on a Windows system. The Windows setup 
program also extends the NDS schema definition to support Solaris 
accounts.

How the Solaris Server Fits into NDS

The following figure shows a Solaris client object located in an NDS 
container. Resources from both Solaris and NetWare environments can 
now be managed in NDS using NetWare Administrator. 
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How the User Account Management Component Works

The NDS schema is extended to include Solaris user and group 
attributes. Since NDS is an organization-wide repository, Solaris user 
accounts can be administered like any other NDS object using the NDS 
for Solaris snap-in for NetWare Administrator.

Typical Tasks

Administering Solaris User Accounts through NDS

The Solaris user accounts, user groups, and hosts are viewed as objects 
in NDS. Typically, all Solaris user, group, and host objects will be 
contained in one NDS partition. To administer the objects, the 
administrator has to run nwadmn32.exe from the Sys:\public\win32 
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directory. Using this administration utility, the administrator can also 
control the access permission of individual users to specific hosts.

NDS for Solaris can co-exist with NIS, NIS+, and the /etc/passwd 
databases. The administrator can configure the product in such a way 
that some users authenticate to both NDS and NIS. Some of the local 
system administration accounts, such as root, will continue to be stored 
in files and will not be migrated to NDS. This is because these accounts 
will need to authenticate during times when NDS service is not yet 
available (such as during operating system installation and operating 
system initialization).

Migrate Solaris User Accounts to NDS

Easy migration of existing Solaris users in the files, NIS and NIS+ 
databases to NDS is provided. The migration tool helps system 
administrators to move existing user accounts on Solaris systems to 
NDS. The administrator can control the NetWare semantics to be 
adopted for the Solaris user accounts that are migrated to NDS. The 
password of the user account is also migrated. 

The administrator needs to ensure that there are no duplicate user 
names across the entire NDS tree; the migration tool will not check for 
the uniqueness of the Solaris user being migrated. 

NDS Authentication for Solaris Users

Solaris 2.6 includes a framework called the Pluggable Authentication 
module (PAM), which is an OSF RFC standard. This framework isolates 
the applications from the specific authentication mechanisms and 
allows system administrators to choose the authenctication 
mechanisms to be used by the applications. The applications, therefore, 
are unaffected by any change in authentication mechanism. All system 
entry utlities such as login, telnet, ftp, etc., have been modified by Sun 
Microsystems to fit into the PAM framework.

NDS for Solaris provides a pam_nds module that enables the 
administrator to configure the applications to use NDS for 
authentication. The authentication is achieved using internal APIs. 
After the authentication to NDS is complete, the user can continue to 
have the same privileges and rights as are available when 
authenticating to NIS, NIS+, or files. The user profile will remain the 
same with rights to file and print services and the preferred UNIX shell. 
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The pam_nds module provides the following types of services for all 
applications:

◆ Authentication

◆ Account

◆ Session

◆ Password

For example, through the Password service, all the current NetWare 
password policies such as password and account expiry definitions, 
etc., are also applicable to Solaris users.

Trustee Assignments and Rights for NDS User Account 
Management Objects

NDS for Solaris depends on specific trustee assignments to the NDS 
objects and attributes for its operation. The NDS UAM component 
essentially deals with five types of objects:

User
Group
UNIX:Workstation
UNIX:Config
Template Class

When a UNIX Config object is created during product configuration 
and installation, the [Public] trustee is assigned [Read] rights to the 
UNIX Workstation contexts attribute. When the UNIX Workstation 
object is created during product configuration and installation, the 
[Public] trustee is assigned [Read] rights to the Group Membership 
attribute and [Compare] rights to the CN attribute. When a user is being 
migrated to NDS or, when a NDS user is being assigned a UNIX profile, 
the following trustees are assigned:

◆ [Read] rights for all UNIX related attributes to the [Public] trustee

◆ [Read] rights for Group Membership attribute to the [Public] 
trustee
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◆ [Compare] right for the CN attribute to the [Public] trustee

Note that this trustee assignment occurs only when a UNIX 
profile is being assigned to a user. When the UNIX profile is 
deleted, these trustee assignments are not reverted since these 
assignments could have been modified by the administrator.

When a group object is migrated to NDS or, when a NDS group is 
assigned a UNIX profile, the following trustee assignments are done:

◆ [Read] rights for the Members attribute to the [Public] trustee

◆ [Read] rights for all UNIX related attributes to the [Public] trustee
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5 Setting Up User Account 
Management

To set up the NDS User Account Management component of NDS for 
Solaris 2.0, you need to:

◆ Run the Windows setup program

◆ Run the Solaris installation program

These installation and the product configuration procedures are 
explained in “Setting Up NDS for Solaris 2.0” on page 11.

This section contains information on: 

◆ “Migrating Solaris User/Group Accounts to NDS” on page 33

◆ “Modifying the pam.conf File” on page 42

◆ “Revert Migrate Accounts from NDS” on page 43

Migrating Solaris User/Group Accounts to NDS

Overview

All existing Solaris users and groups can be migrated to NDS after NDS 
for Solaris is installed and configured. The migrate2nds tool can be used 
to move the Solaris accounts to NDS. The tool supports the movement 
of accounts from files, NIS and NIS+. Before proceeding with the 
migration, ensure that the product has been configured during 
installation. If the product has not been configured during installation, 
the product can be configured using the command: 
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The migration procedure of Solaris user accounts/groups to NDS 
consists of three phases:

/usr/sbin/ndscfg

Refer to the section Configure the Product in the Product Overview and 
Installation section.

◆ Preparing for migration

◆ Migrating accounts

◆ Activating and verifying the migrated accounts

Preparing for Migration

The migrate2nds tool moves accounts from files, NIS and NIS+. In files, 
the same accounts can exist on various Solaris systems. The objective of 
this phase is to:

◆ Consolidate the Solaris accounts across files and ensure that there 
are no duplicate uids and gids

◆ Create the migrate2nds.inp file which contains inputs required by 
the tool

◆ Define the rules for unattended migrate if the administrator 
specifies the Unattended Migrate parameter in the 
migrate2nds.inp file.

In the /etc/nsswitch.conf file, the passwd and groups entry should be 
set only to files, files nis, or files nisplus depending on where the user 
accounts are being migrated from. NDS must not be specified in these 
entries when you execute the migrate tool.

If accounts are being migrated from files, run the pwconv command to 
update the entries in the /etc/shadow file with those in the /etc/
passwd file. This will ensure that the entries in both the files are 
consistent. Refer to pwconv (1M) for more information.

Ensure that there are no invalid entries in the files, NIS and NIS+ 
databases. If the administrator is migrating accounts from NIS or NIS+, 
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the administrator should ensure that the service is available before 
migrating the accounts. 

Consolidate Solaris User Accounts

In files, user and group accounts with the same name can exist on 
various Solaris systems. The objective of this phase is to consolidate 
Solaris accounts to one system and ensure that there are no duplicate 
uids and gids. 

If duplicate account names remain after the preparation stage, the 
administrator will have to handle each such account while migrating. 
The administrator will have to specify whether the accounts 

Map to the existing account
Should not to be migrated
Should be migrated with a different name

Also, by consolidating the user accounts the administrator will be able 
to resolve duplicate uids and gids across users and groups.

If accounts are being migrated from two databases on the same system, 
such as files and NIS, the administrator should ensure that duplicate 
accounts do not exist on the databases.

Create the migrate2nds.inp File

The administrator has to create the migrate2nds.inp file in the /var/
ndsuam directory. A sample migrate2nds.inp file is installed in the /
var/ndsuam directory during the installation of NDS for Solaris. 

It is mandatory to mention the name of the administrator of the NDS 
tree to which the users are to be migrated in the migrate2nds.inp file.

The following inputs to the migrate2nds tool are optional: 

◆ User Context. The context to which the users should be migrated. 
If the context is not specified, the tool will create a container 
named unix-users under the root of the partition and migrate the 
users into this container. The partition root is read from the /etc/
nds.conf file. The root of the partition is specified during product 
configuration.
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◆ Group Context. The context to which the groups should be 
migrated. If the context is not specified, the tool will create a 
container named unix-groups under the root of the partition and 
migrate the groups into this container. The root of the partition is 
specified during product configuration.

◆ The Workstation Access. If Workstation Access is specified as yes, 
groups and thereby users will be given access to all the 
workstations in the partition. This information is taken from the /
etc/nds.conf file. The default value is “yes”. If the value is set to 
“no”, groups will be provided access only to the workstation 
where the migrate tool is executed. 

◆ Force Password Expiry. By default, migrated users are forced to 
change their password when they log in for the first time. If the 
value “no” is specified, migrated users do not have to change their 
passwords when they log in for the first time. It is recommended 
to retain the default value of “yes”.

◆ Set Search Context. Users can have accounts in both UNIX and 
NDS. The administrator can specify the contexts in which the 
migrate2nds tool can search for existing NDS user accounts. If 
NDS accounts without a UNIX profile or duplicate NDS UNIX 
accounts are found in that context, the administrator can further 
specify whether the accounts are to be upgraded to UNIX, or the 
accounts that are being migrated can be mapped to existing NDS 
UNIX accounts. Enter the following string in the input file: 
SearchContexts=context. You can specify additional contexts on 
new lines. All the lines after the SearchContext parameter is 
treated as a search context until another valid input parameter 
name is encountered. The search can be a sub-tree search or 
restricted to that container. For the migrate2nds tool to search the 
sub-tree in that container, the administrator should specify the 
value “yes” for the SubtreeSearch parameter. The migrate process 
is slower if more number of search contexts are specified in the 
migrate2nds.inp file. 

◆ Unattended Migrate. By default, the migrate2nds tool prompts for 
inputs on how to handle duplicate accounts during the migration 
process. The administrator can migrate all the accounts without 
being prompted for inputs using the Unattended Migrate 
parameter. The administrator has to set some parameters for 
handling duplicate accounts. The additional parameters for 
Unattended Migrate are explained in the following section.
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◆ Delete Migrated Accounts. The administrator can delete accounts 
from the local database once they have been migrated to NDS. 
Specify the value “yes” for the DeleteMigratedAccounts 
parameter in the migrate2nds.inp file. The migrate tool will create 
files with accounts that have not been migrated. The default value 
is “no”. Refer to Deleting Migrated Accounts in the section 
“Activating and Verifying the Migrated Accounts” on page 40.

◆ Create Backups for Revert Migrate. The administrator can revert 
migrate the accounts that have been migrated to NDS. This is 
possible by entering the value “yes” for the CreateBackups 
parameter in the migrate2nds.inp file. The migrate2nds tool will 
create backups of all the migrated accounts and store them in the 
/var/ndsuam directory. If a backup file exists in the /var/
ndsuam directory, it is renamed to .old. If you want to revert 
migrate these accounts from NDS to the local database on the 
Solaris system, refer to “Revert Migrate Accounts from NDS” on 
page 43 or, the Revert Migrate man page (rev_migrate(1)).

Unattended Migrate

The administrator can migrate all the users without being prompted for 
inputs. In the migrate2nds.inp file the administrator should specify the 
value “no” for the PromptIfDuplicateAccounts parameter. The 
administrator can then specify the following guidelines for the 
migrate2nds tool to follow: 

#inputs to migrate2nds

UpgradeNetWareUsers=yes/no

UpgradeNetWareGroups=yes/no

MapToExistingUnixUser=yes/no

MapToExistingUnixGroup=yes/no

The default value for all the above parameters is “yes”. If a NDS user/
group with the same name as the UNIX user exists, the administrator 
can specify whether the NDS user/group is to be upgraded to UNIX or 
not. If the administrator specifies “no”, the users and groups will not be 
migrated if the situations are encountered. Also, the administrator can 
specify whether the duplicate UNIX user/group is to be mapped to the 
existing NDS user/group. When accounts are mapped, the UNIX 
specific values of the NDS user will not be modified but the group 
memberships will be updated.
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If the administrator has specified the value “yes” for the 
PromptIfDuplicateAccount parameter, the values are ignored even if 
they have been entered in the migrate2nds.inp file.

A sample migrate2nds.inp file is shown below:

# sample migrate2ndsinp file

admin=cn=admin.ou=is.o=novell

UserContext=ou=unix-users.o=novell

GroupContext=ou=unix-groups.o=novell

AccessToAllWorkstations=yes

ForcePasswordExpiry=no

DeleteMigratedAccounts=no

PromptIfDuplicateAccounts=no

UpgradeNetWareUsers=yes

UpgradeNetWareGroups=yes

MapToExistingUnixUsers=yes

MapToExistingUnixGroups=yes

SearchContext1=ou=uams.o=novell

SubtreeSearch=yes

CreateBackups=yes

 Note:  There should be no blank spaces when you enter the contexts in the 
migrate2nds.inp file.

Migrating Accounts

Accounts can be migrated from files, NIS, and NIS+. It is recommended 
to run the migrate2nds tool on the NIS master when you are migrating 
accounts from NIS. This enables the administrator to delete the 
migrated accounts from NIS. Else, it can be run on any client.

To migrate accounts from the root domain in NIS+, run the migrate tool 
on the root master server. If accounts are to be migrated from a non-root 
domain, run the migrate tool on the client of the domain. The client 
should be in the admin group of the domain and should have modify 
rights to the table.
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If accounts are being migrated from two databases, files nis or files 
nisplus, ensure that there are no duplicate accounts in the two 
databases. If there are duplicate accounts, the administrator should 
specify that the duplicate accounts should be mapped. If the 
administrator chooses not to migrate either of these accounts, the 
account will be considered as non-migrated from both the databases.

 1. Log in as root. In the /usr/sbin directory, enter migrate2nds.

2. Follow the instructions given by the migrate2nds tool.

The tool migrates the groups first, then the user accounts, and finally 
the group member list. NDS does not allow two or more users with the 
same name to be moved into the same context in NDS. Similarly, it does 
not allow multiple groups of the same name to be migrated to the same 
context. The situations that can occur, and the options that are available 
to the user, are described below:

Situation 1

A NetWare group/user object with the same name and without a 
UNIX profile, exists. You have the option to:

Upgrade the existing NDS user to a UNIX user
Migrate the Solaris group/user with a different name (this option is not 

available with unattended migrate) or,
Choose not to migrate the group/user at all

Situation 2

A NDS group/user object with the same name exists and it has a UNIX 
profile. You have the option to:

Migrate the group/user with a different name (this option is not 
available with unattended migrate)

Choose not to migrate the group/user at all
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Situation 3

An object, with the same name, but of a different object type exists. In 
case of unattended migrate, these accounts will not be migrated. You 
have the option to:

Migrate the Solaris group/user with a different name
Choose not to migrate the group/user at all

If the administrator has opted for unattended migrate, the migrate2nds 
tool will not prompt the administrator for any inputs. Passwords will 
not be updated for accounts that have been upgraded and for an 
account that has been mapped to an existing account.

If a user account has been locked on the Solaris system, the account will 
be migrated and disabled. The administrator can enable these accounts 
using NetWare Administrator. User accounts with No Password (NP) 
will also be disabled. If the accounts had a password status of clear until 
first login, users can press Enter when prompted for the password. 
They will then be prompted for the new password.

The migrate2nds tool treats system accounts as any other account but, 
system accounts will not be deleted from the Solaris system.

 Important: When the Solaris group/user accounts are migrated to NDS, the 
migrate2nds tool does not check for the uniqueness of the uids and gids.

 A migrated user can log in using the Novell Client only after first logging in from 
a Solaris system. If the administrator changes the password after migrate, this 
restriction does not apply.

Activating and Verifying the Migrated Accounts

On completion of the migration procedure, you must add the “nds” 
source to the passwd and group database entries in the /etc/
nsswitch.conf file to activate the migrated Solaris accounts. However, 
the “nds” source should always follow (not precede) the “files” source 
in the passwd and group database entries in the nsswitch.conf file, as 
shown below:

# passwd and group entries for NDS for Solaris 2.0

passwd: files nds

group: files nds
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The /etc/pam.conf file should be modified to use NDS authentication. 
Refer to “Modifying the pam.conf File” on page 42 for more 
information. 

The migrate2nds tool creates the migrate2nds.log file in the /var/
ndsuam/log directory. This log file will mention

Whether an account has been migrated or not
The new name of the migrated account, if it has been migrated with a 

different name
The Solaris system to which the group has been granted access

You can view this log file to verify status of all the migrated accounts.

Deleting Migrated Accounts

You can delete accounts from the local database once they have been 
migrated to NDS. To do so, the value “yes” should have been specified 
for the DeleteMigratedAccounts parameter in the migrate2nds.inp file.

The migrate2nds tool will create files containing user/group accounts 
that have not been migrated. These files will be present in the /var/
ndsuam directory. 

The user/group accounts that have not been migrated from files to NDS 
will be stored in the following files in the /var/ndsuam directory:

files_passwd
files_shadow
files_group

To delete the migrated accounts, copy the above files to the /etc 
directory.

The user/group accounts that have not been migrated from NIS to NDS 
will be extracted from NIS and stored in the following files in the /var/
ndsuam directory:

nis_files
nis_shadow
nis_group
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To delete the migrated accounts, build the NIS database using these 
files. Set the path in the /var/yp/Makefile, for the PWDIR and DIR 
parameters to the directory into which you have copied the files. Run 
the command make to recreate the database.

The user/group accounts that have not been migrated from NIS+ to 
NDS will be extracted from NIS+ and stored in the following files in the 
/var/ndsuam directory:

nisplus_files
nisplus_shadow
nisplus_group

To delete accounts from NIS+, build the NIS+ database using the 
following commands:

nisaddent -m -f /var/ndsuam/nisplus_passwd passwd

nisaddent -m -f /var/ndsuam/nisplus_shadow shadow

nisaddent -m -f /var/ndsuam/nisplus_group group

 Note:  User accounts and group accounts with ids in the range 0-99 will not be 
deleted from the Solaris system.

Modifying the pam.conf File

After installing NDS for Solaris and migrating accounts to NDS, NDS-
based authentication, account management and password 
management can be provided for UNIX accounts. 

The pam_nds module can be dynamically loaded to provide the 
necessary functionality upon demand.  The path to this module is 
provided in the /etc/pam.conf file. To provide NDS-based 
authentication, account management and password management 
features, the pam.conf file has to be modified to dynamically load the 
pam_nds.so.0 module.

A sample file, pam.conf.nds, is installed in the /etc directory when NDS 
for Solaris is installed. Copy the /etc/pam.conf.nds file to /etc/
pam.conf for the Solaris system to use NDS authentication.
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Revert Migrate Accounts from NDS

NDS for Solaris provides a process using which the administrator has 
the option of reverting accounts to files, NIS and NIS+ from NDS. 
Accounts that have been migrated to NDS can be reverted to the local 
databases on the Solaris system. However, this process does not do the 
following:

Delete the accounts in NDS after they have been reverted to the local 
database

Revert migrate accounts that have been added to NDS using the NDS 
for Solaris snap-in for NetWare Administrator

Revert migrate accounts that have been modified in NDS using the 
NDS for Solaris snap-in for NetWare Administrator

In order to be able to revert migrate, the administrator has to specify the 
value “yes” for the CreateBackups parameter in the migrate2nds.inp 
file. Refer to the section “Migrating Solaris User/Group Accounts to 
NDS” on page 33 for more information. The default value for this 
parameter is “yes”. Accounts can be reverted from NDS to files, NIS 
and NIS+. To revert migrate accounts, log in as root to the Solaris 
system.

 Warning:  When you revert migrate accounts from NDS, the existing accounts 
in files, NIS, and NIS+ will be replaced by the accounts which are being reverted 
to these databases.

If accounts are being migrated incrementally, the administrator should copy the 
backup files to a different directory. This will ensure that the previous backups, 
created by the migrate2nds tool, are not overwritten.

Revert Migrate Accounts to Files

Before migrating accounts to NDs from files, the value “yes” should be 
specified for the CreateBackups parameter in the migrate2nds.inp file. 
During migration, the tool creates the following backups of the passwd, 
shadow and group files in the /var/ndsuam directory:

◆ revfiles_passwd

◆ revfiles_shadow

◆ revfiles_group
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To revert migrate these accounts, copy the above listed files to the /etc 
directory. The same passwords, that the accounts had before they were 
migrated, are retained in the accounts after they are revert migrated.

Revert Migrate Accounts to NIS

Before migrating accounts to NDs from NIS, the value “yes” should be 
specified for the CreateBackups parameter in the migrate2nds.inp file. 
During migration, the tool extracts accounts from the NIS database and 
creates the following backups in the /var/ndsuam directory:

◆ revnis_passwd

◆ revnis_shadow

◆ revnis_group

To revert migrate these accounts from NDS to NIS, copy the above listed 
files to the a directory. Set the path in the /var/yp/Makefile, for the 
PWDIR and DIR parameters to the directory into which you have 
copied the files. Run the command make to recreate the database. 

Revert Migrate Accounts to NIS+

Before migrating accounts to NDs from NIS+, the value “yes” should be 
specified for the CreateBackups parameter in the migrate2nds.inp file. 
During migration, the tool extracts accounts from the NIS+ database 
and creates the following backups in the /var/ndsuam directory:

◆ revnisplus_passwd

◆ revnisplus_shadow

◆ revnisplus_group

To revert migrate the accounts from NDS to NIS+, copy the above listed 
files to a directory. Execute the following commands to recreate the 
database:

nisaddent -m -f revnisplus_passwd passwd

nisaddent -m -f revnisplus_shadow shadow

nisaddent -m -f revnisplus_group group
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6 Managing Solaris User Accounts 

This section gives information on the following:

◆ “Overview” on page 45

◆ “Creating UNIX Group, Template, and User Objects” on page 46

◆ “Assigning UNIX Attributes for Group, Template and User 
Objects” on page 48

◆ “Setting up a Home Directory for a User” on page 50

◆ “Viewing UNIX Configuration Object Details” on page 51

◆ “Modifying a UNIX Workstation Object” on page 51

Overview

The UNIX* user accounts, groups, and systems are represented through 
objects in NDSTM. Typically, all UNIX user, group, and workstation 
objects will be contained in one NDS partition. The administrator can 
control access permission of groups to specific UNIX systems.

To administer the objects, log in as administrator and run 
nwadmn32.exe from the Sys:\public\win32 directory. The steps to 
create UNIX user, group, and workstation objects are as follows, and are 
described in the following sections:

◆ Create a UNIX group object. This can be done by creating a new 
NetWare® group object and assigning UNIX* attributes to it, or by 
assigning UNIX attributes to an existing NetWare group object.

◆ Assign Workstation Membership to a UNIX group object. Each 
UNIX system that needs to be accessed by users must have a 
corresponding workstation object in the NDS tree. A UNIX group 
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can be granted membership to the workstation object. This allows 
all users in the UNIX group to be granted access to the UNIX 
system represented by that workstation object.

◆ Create a UNIX user object. This can be done by creating a new 
NetWare User object and assigning UNIX attributes to it or, by 
assigning UNIX attributes to an existing NetWare user object. This 
UNIX user object must belong to one primary group, and can 
belong to several secondary groups.

Creating UNIX Group, Template, and User Objects

To Create a UNIX Group Object

1. Right-click the container where you want to create the Group, and 
then choose Create.

2. In Class of New Object, select Group and then choose OK.

3. In Create Group, type a name for the new group object.

4. Check Define Additional Properties.

5. Choose Create.

To define UNIX attributes for the group object, refer to the section 
“Assign UNIX Attributes to a Group Object” on page 48 and 
follow the instructions from Step 2.

To Create a UNIX Template object

If you need to set up several new users who share certain requirements 
in common, you can create a Template object to facilitate the task. To set 
up a user whose requirements are entirely unique you don’t need a 
Template. Just create the user object.

1. Right-click the container where you want to create the Template, 
and then choose Create.

2. In Class of New Object, select Template and then choose OK.

3. In Name, type a name for the new object.
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4. (Optional) To base the Template on an existing Template or User, 
check User Template or user and then choose the Template or 
User.

5. Check Define Additional Properties.

6. Choose Create.

To define UNIX attributes for the Template object, refer the section 
“Assign UNIX Attributes for a Template Object” on page 49 and 
follow the instructions from Step 2.

To Create a UNIX User Object

1. Right-click the container where you want to create the user, and 
then choose Create.

2. In Class of New Object, select User, and then click OK.

3. In Login Name, type a name of the user. This is the name the user 
will enter to log in.

4. In Last Name, type the user ’s last name. 

5. Check Define Additional Properties.

6. Choose Create. 

To define UNIX attributes for the user object, refer to the section 
“Assign UNIX Attributes for a User Object” on page 49 and follow 
the instructions from Step 2.
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Assigning UNIX Attributes for Group, Template and User 
Objects

Assign UNIX Attributes to a Group Object

1. Right-click the group for which you want to assign UNIX 
attributes, and select Details.

2. Select the UNIX Profile tab.

3. In Group ID, type a ID for the group. This field is mandatory for 
the group to be identified as a UNIX group.

4. Click Add. A browser window opens up listing the available 
workstations. You can assign workstation memberships in this 
window. Select the required workstations and click OK. The 
selected workstation objects appear in the workstation 
membership list.

5. (Optional) Select the Members tab, to add users to the group. A 
browser window opens up listing the available user objects. You 
can assign secondary group membership for the listed user 
objects. 

6. (Optional) You can also remove secondary group memberships in 
the Members page. To do so, select the workstation objects and 
click Delete.

7. Select the required objects and click OK. The selected objects 
appear in the Group members list.

8. Click OK. This will assign UNIX attributes to the selected group 
object.

To delete the UNIX profile of the selected group object, check the Delete 
UNIX Profile checkbox in the UNIX Profile Details screen, and choose 
OK. The displayed UNIX User profile will be deleted from the NetWare 
group.
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Assign UNIX Attributes for a Template Object

1. Right-click the Template object for which you want to assign 
UNIX attributes, and select Details.

2. Choose the UNIX Profile tab.

3. To select the Primary Group to which the user should belong, click 
the browser button. A browser window opens up listing the 
available groups. Select the required group and click OK. It is 
mandatory to select a UNIX group.

4. Select a Login Shell from the four options available: Bourne, C, 
Korn, and Other. Bourne, C and Korn are pre-defined login shells 
and the paths to these shells cannot be modified. Select Other if 
you want to specify the path to the login shell.

5. In Home Directory, specify the default directory for the user. The 
default home directory is /home. When the template is used to 
create a user object, the default home directory will be copied as /
home/username.

6. (Optional) In comments, enter a description for the template.

7. Click OK. This will assign UNIX attributes to the selected User 
Template which you can use to create many users.

To delete the UNIX profile of the selected template object, check the 
Delete UNIX Profile checkbox in the UNIX Profile Details screen, and 
choose OK. The displayed UNIX user profile will be deleted from the 
NetWare account.

Assign UNIX Attributes for a User Object

1. Right-click the User object for which you want to assign UNIX 
attributes, and select Details.

2. Choose the UNIX Profile tab.

3. In User ID, enter the uid for the user.

4. To select the Primary Group to which the user should belong, click 
the browser button and select the group. A browser window 
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opens up listing the available groups. Select the required group 
and click OK. It is mandatory to select a UNIX group.

5. Select a Login Shell from the four options available: Bourne, C, 
Korn, and Other. Bourne, C and Korn are pre-defined login shells 
and the paths to these shells cannot be modified. Select Other if 
you want to specify the path to the login shell. Bourne shell is the 
default login shell.

6. (Optional) In Home Directory, specify the default directory for the 
user. The default home directory is /home/username.

7. (Optional) In comments, enter a description for the user.

8. (Optional) Click the Group Membership tab. Click Add to assign 
secondary group memberships for the user object. A browser 
window opens up listing the available group objects. You can 
assign secondary group membership for the user object. 

9. (Optional) You can also remove secondary group memberships in 
the Members page. To do so, select the group and click Delete.

10. Click OK. This will assign UNIX attributes to the selected user 
object.

To delete the UNIX profile of the selected user object, check the Delete 
UNIX Profile checkbox in the UNIX Profile Details screen, and choose 
OK. The displayed UNIX User profile will be deleted from the NetWare 
account.

Setting up a Home Directory for a User

Once the user object has been created, a home directory has to be 
created for the user to access the UNIX system. Log in as root and enter 
the following command on the UNIX system corresponding to the 
UNIX workstation object:

mkdir /home/<username>

Change the ownership of this directory to the new user and group. This 
path should be the same as the Home Directory specified in the User 
Details screen, in NetWare Administrator.
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Viewing UNIX Configuration Object Details

You can view the context in which the UNIX Workstation objects reside. 

 1. Right-click the UNIX Config object.

2. Select Details.

The UNIX Config Objects Details screen is displayed.

3. Choose the Configuration tab.

This property page displays the contexts in which UNIX 
Workstation objects reside.

4. Choose the Identification tab.

This property page displays the object name for the UNIX 
configuration object.

Modifying a UNIX Workstation Object

You can modify the details of an existing UNIX Workstation object.

 1. Right-click the UNIX Workstation object.

2. Select Details.

3. (Optional) Select the Identification tab, and in Description, 
enter a description for the workstation objects.

4. Select the Members tab.

5. Click Add. A browser window opens up listing the available 
groups. Select the required group and click OK. 

All users belonging to these groups will be granted access to the 
UNIX system represented by the workstation object.

6. You can also delete the groups from the workstation 
membership list. Select the group in the Member’s page and 
click Delete.

7. Click OK. 
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This will create the workstation object.

To delete the UNIX workstation object, right-click and select Delete. If 
you delete the workstation object using NetWare Administrator, bring 
down the NDS UAM cache daemon (nds_uamcd) on the corresponding 
Solaris system and restart it.

 Note:  It is recommended not to delete the UNIX workstation object using 
NetWare Administrator. Run the nds-uninstall program on the Solaris system, 
which will remove the UNIX workstation object as part of the uninstallation 
process.
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7 Optimizing the User Account 
Management Component

This section contains procedures for optimizing the performance of the 
User Account Management component of NDSTM for Solaris*.

Optimizing the User Account Management Component

Executing the nds_uamcd Cache Daemon

NDS for Solaris provides a cacheing daemon, nds_uamcd, which caches 
the Fully Distinguished Name (FDN) of the user objects. Whenever the 
pam_nds and the nss_nds modules access the NDS database to get the 
user objects, the nds_uamcd daemon caches the FDN of the user object. 
Therefore, the product searches the cache first before accessing the NDS 
database. This makes the access quicker.

Start the nds_uamcd daemon when the system is rebooted. 

To execute the nds_uamcd daemon, enter the command:

/etc/init.d/nds_uamcd start

To stop the execution of the daemon, enter the command:

/etc/init.d/nds_uamcd stop

The nds_uamcd daemon can be configured using the ndscfg utility.
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Providing a Cache for the Most Common Name Service Requests

Sun Microsystems* provides a cache daemon, nscd, which provides a 
cache for the most common name service requests. The nscd daemon 
caches the profiles of user and group entries, improving the 
performance of applications such as ls and ps. The nscd daemon can be 
configured using the /etc/nscd.conf file.

To execute the nscd daemon, enter the command:

/etc/init.d/nscd start

To stop the execution of the nscd daemon, enter the command:

/etc/init.d/nscd stop

This should be done each time the NSS, PAM or, NDS for Solaris 
configuration is modified using /etc/nsswitch.conf, /etc/pam.conf, /
etc/nds.conf files. 
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8 Introduction to NDS Server

The NDSTM Server component provides you with the ability to add 
replicas of the NDS database on a Solaris* server. The implementation 
of NDS is the same as the one that runs on NetWareTM 5 servers. You can 
install Read/Write or Read-only replicas of the NDS database on the 
Solaris server, while the NDS master continues to exist on the NetWare 
server. The replica provides local access to NDS, enabling greater speed 
and accessibility on remote networks.
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9 Understanding NDS

This section provides you information about the NDSTM directory that 
you will need to use the product.

What Is the NDS Directory?

In simplest terms, the NDSTM Directory is a list of objects that represent 
network resources, such as network users, servers, printers, print 
queues, and applications.

 Note:  Some object classes may not be available, depending on the operating 
system of the NDS server. For more information on NDS objects, see “Object 
Classes and Properties” on page 75.

The NDS directory is physically stored as a set of database files on a 
server. If you have more than one NDS server on the network, the NDS 
directory can be replicated on multiple servers.
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NDS Ease of Management

NDSTM allows for easy, powerful, and flexible management of network 
resources. NDS ease-of-management features include a powerful tree 
structure, an integrated management utility, and single login and 
authentication.

Powerful Tree Structure

NDS organizes objects in a tree structure, beginning with an object 
called [Root]. Whether your NDS servers are running NetWare, Solaris*, 
or Windows NT*, all resources can be kept in the same NDS tree. You 
won’t need to access a specific server or domain to create objects, grant 
rights, change passwords, or manage applications. The hierarchical 
structure of the NDS tree gives you great management flexibility and 
power. These benefits are primarily the result of two features: container 
objects and inheritance.

Container Objects

Container objects allow you to manage other object in sets, rather than 
individually. There are three common classes of container objects:

◆ [Root] is the first container object in the tree. It usually contains 
your company’s Organization object.

◆ Organization is normally the first container class under [Root]. 
The Organization object is typically named after your company. 
Small companies keep management simple by having all other 
objects directly under the Organization object.

◆ Organizational Unit objects can be created under the Organization 
to represent distinct geographical regions, network campuses, or 
individual departments. You can also create Organizational Units 
under other Organizational Units to further subdivide the tree.
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A fourth class of container object is the Country object, which is seldom 
used.

You can perform one task on the container object that applies to all 
objects within the container. 

Suppose you want to give Amy complete management control over all 
objects in the Accounting container. All you need to do is drag the User 
object named Amy onto the Organizational Unit object named 
Accounting. Then you select the rights you want Amy to have and click 
OK. Now Amy has rights to manage the Database application, the 
Bookkeepers group, the LaserPrinter printer, and the User objects Amy, 
Bill, and Bob.

For more information on NDS objects, see “Object Classes and 
Properties” on page 75.

Inheritance

Another powerful feature of NDS is rights inheritance. Inheritance 
means that rights “flow down”to all containers in the NDS tree. This 
allows you to grant NDS rights with very few rights assignments. For 
example, suppose you want to grant management rights to the NDS 
objects shown below:
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You could make any of the following assignments:

◆ If you grant a user rights to Allentown, the user can only manage 
objects in the Allentown container.

◆ If you grant a user rights to East, the user can manage objects in 
the East, Allentown, and Yorktown containers.

◆ If you grant a user rights to YourCo, the user can manage any 
objects in any of the containers shown.

For more information on assigning rights, see “NDS Rights” on page 90.

Integrated Management Utility

NetWare Administrator (shown below) is the management console for 
the entire network.
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From a workstation running Windows* 3.1x, Windows 95*, or Windows 
NT*, you can use the administration utility to perform the following 
supervisory tasks:

◆ Create and delete NDSTM objects

◆ Move and rename NDS objects

◆ Assign rights in the NDS tree and in the NetWare file system

Single Login and Authentication

Users log in to a global directory. A security feature of the NDS 
directory is authentication of users. Before a user logs in, a User object 
must be created in the NDS directory. The User object has certain 
properties, such as a name and password. When the user logs in, NDS 
checks the password against the one stored in the NDS directory for 
that user and grants access if they match.
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Replicas: Keeping NDS Running

If you have more than one NDSTM server on your network, you can keep 
multiple replicas (copies) of the NDS directory. That way, if one server 
or a network link to it should fail, users can still log in and use the 
remaining network resources. We recommend that you keep three 
replicas for fault-tolerance of NDS (assuming you have three NDS 
servers to store them on). A single server can hold replicas of multiple 
partitions.

 Note:  Novell recommends that the Master replica reside on a NetWare server 
for greater reliability and access to NDS management and repair utilities.

If users regularly access NDS information across a WAN link, you can 
decrease access time and WAN traffic by placing a replica containing 
the needed information on a server that users can access locally.

The same is true to a lesser extent on a LAN. Distributing replicas 
among servers on the network means information is usually retrieved 
from the nearest available server.
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Replica Types

Four types of replicas are available as shown below with their 
corresponding icons:

Master Replica

By default, the first NDS server on your network holds the master 
replica. There is only one master replica for each partition at a time. If 
other replicas are created, they are read/write replicas by default. For 
more information on partitions, see “Partitions: Helping NDS Perform 
Well” on page 68.

If you’re going to bring down the server holding the master replica for 
longer than a day or two, you can make one of the read/write replicas 
the master. The original master replica automatically becomes read/
write. A master replica must be available on the network for NDS to 
perform operations such as creating a new replica or creating a new 
partition.

Read/Write Replica

NDS can access object information in a read/write replica as well as the 
master replica. All changes are then propogated autimatically to all 
replicas. If NDS responds slowly to users because of delays in the 
network infrastructure (such as slow WAN links or busy routers), you 
can create a read/write replica closer to the users who need it. You can 
have as many read/write replicas as you have servers to hold them, 
although more replicas cause more traffic to keep them synchronized 
with each other.
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Read-Only Replica

Read-only replicas receive synchronization updates from master and 
read/write replicas but don’t receive changes directly from clients.

Subordinate Reference Replica

Subordinate reference replicas are special system-generated replicas 
that don’t contain all the object data of a master or a read/write replica. 
Subordinate reference replicas, therefore, don’t provide fault tolerance. 
They only contain enough information for NDS to resolve names across 
partition boundaries. You can’t delete a subordinate reference replica; 
NDS deletes it automatically when it is not needed.

Subordinate reference replicas are only created on servers that hold a 
replica of a parent partition but no replicas of its child partitions. If a 
replica of the child partition is copied to a server holding the replica of 
the parent, the subordinate reference replica is automatically deleted.

Context and Naming

The context of an object is its position in the NDSTM tree. In NetWare 
Administrator, the position of the object is shown in the graphic layout. 

You can see in the figure below, for instance, that User Bob is in 
Organizational Unit Accounts, which is in Organizational Unit Finance, 
which is in Organization YourCo.

Sometimes, however, you need to express the context of an object in an 
NDS utility. For example, you could be setting up Bob’s workstation 
and need to supply a name context, as shown below.
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The context is specified as a list of containers separated by periods, 
between the object in question and the [Root]. In the example above, the 
User object Bob is in the container Accounts, which is in the container 
Finance, which is in the container YourCo. (You don’t list the container 
[Root].) Notice that if you say the context, replacing the periods with the 
words “which is in,” the context seems logical.

Complete Name

The Complete Name of an object is its object name with the context 
appended. For example, the complete name of User object Bob is 
Bob.Accounts.Finance.YourCo.

Typeful Name

Sometimes typeful names are displayed in NDS utilities. Typeful names 
include the object type abbreviations from the list below.

In creating a typeful name, NDS uses the type abbreviation, an equal 
sign, and the object’s name. For instance, Bob’s partial typeful name is 

Object Class Type Abbreviation

All leaf object classes Common Name CN

Organization Organization O

Organizational Unit Organizational Unit OU

Country Country C
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CN=Bob. Bob’s complete typeful name is 
CN=Bob.OU=Accounts.OU=Finance.O=YourCo. You can use typeful 
names interchangeably with typeless names in NDS utilities.

Name Resolution

The process NDS uses to find an object’s location in th NDS tree is called 
name resolution. When you use object names in NDS utilities, NDS 
resolves the names relative to either the current context or the [Root]. 

Current (Workstation) Context

Windows workstations have a context set when the networking 
software runs. For instance, Bob’s workstation would be set to the 
current context as follows:

Accounts.Finance.YourCo

Current context is a key to understanding the use of leading periods, 
relative naming, and trailing periods.

Leading Period

Use a leading period to resolve the name from [Root], no matter where 
the current context has been previously set. In the example below, the 
leading period tells the CX (Change Context) utility to resolve the name 
relative to the [Root].

CX .Finance.YourCo

NDS interprets the command as “Change context to the Finance 
container, which is in the YourCo container, resolved from [Root].”

The workstation’s current context changes to the Finance container, 
which is in the YourCo container.

Relative Naming

Relative naming means that names are resolved relative to the 
workstation’s current context, rather than [Root]. Relative naming 
never involves a leading period, since a leading period indicates 
resolution from [Root].

Suppose a workstation’s current context is set to Finance.
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The relative object name of Bob is

Bob.Accounts

NDS interprets the name as “Bob, which is in Accounts, resolved from 
the current context, which is in Finance.”

Trailing Periods

Trailing periods can only be used in relative naming. Therefore, you 
can’t use both a leading period and a trailing period. A trailing period 
changes the container from which NDS resolves the name.

Each trailing period changes the resolution point one container toward 
the [Root]. Suppose you want to change your workstation’s current 
context from Timmins to Allentown in the example below.

The proper CX command uses relative naming with trailing periods:

CX Allentown.East..
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NDS interprets the command as “Change the context to Allentown, 
which is in East, resolved from two containers up the tree from the 
current context.”

Similarly, if Bob is in the Allentown container and your workstation’s 
current context is Timmins, Bob’s relative name is

Bob.Allentown.East..

Partitions: Helping NDS Perform Well

If you have more than 1,000 objects in your NDSTM tree, or slow or 
unreliable WAN links, you should consider partitioning (dividing) the 
NDS tree. Partitioning allows you to take part of the NDS tree off one 
server and put it on another server. A partition is a logical division of 
the NDS database. An NDS partition forms a distinct unit of data in the 
NDS tree that stores NDS information.

Each NDS partition consists of a set of container objects, all objects 
contained in them, and data about those objects. NDS partitions don’t 
include any information about the file system or the directories and files 
contained there. 

Partitioning is done with the NDS Manager utility, which you can 
access from NetWare Administrator or run independently. A sample 
NDS Manager screen is shown below.
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Partitions are identified in NDS Manager by the partition icon:

In the example, the partition icon is next to [Root]. This means [Root] is 
the topmost container in the partition. No partitions are shown by any 
other containers, so the [Root] partition is the only one.

This is the default partitioning for NDS, keeping the entire NDS tree 
together in one partition. Notice in the screen that server SERVER1 is 
highlighted. When you highlight a server in NDS Manager, any replicas 
held on that server are shown on the right. In this case, SERVER1 holds 
a replica of the [Root] partition. See also “Replicas: Keeping NDS 
Running” on page 62.

Creating a New Partition

Partitions are named by their topmost container. In the example below 
there are two partitions, named [Root] and Finance. Finance is called a 
child partition of [Root], since it was split off from [Root]. [Root] is 
called the parent partition of Finance.

You might create such a partition if the NDS tree has so many objects 
that the server is overwhelmed and access to NDS is slow. Creating the 
new partition allows you to split the database and pass the objects in 
that branch to a different server.

Distributing Replicas for Performance

In the example above, suppose that server SERVER1 holds replicas of 
both the [Root] partition and the Finance partition. At this point, you 
haven’t gained any performance advantage from NDS since SERVER1 
still holds the entire NDS tree (replicas of both partitions).
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To gain the desired performance advantage, you need to move one of 
the replicas to a different server. For example, if you move the [Root] 
partition to SERVER2, then SERVER2 holds all objects in the [Root] and 
YourCo containers. SERVER1 only holds objects in the Finance and 
Accounts containers. The load on both SERVER1 and SERVER2 is less 
than it would be with no partitioning.

Partitioning and WAN Links

Suppose your network spans two sites, a North site and a South Site, 
separated by a WAN link. Three servers are at each site.

NDS performs faster and more reliably in this scenario if the NDS tree 
is divided in two partitions. The following explanation tells why.

Single Partition Solution

With a single partition, the replicas are either kept at one site or 
distributed between the two sites. This proves unwieldy for two 
reasons:

◆ If all replicas are kept on servers at the North site, for instance, 
users at the South site encounter delays when logging in or 
accessing resources. If the link goes down, users at the South site 
can’t log in or access resources at all.

◆ If replicas are distributed between sites, users can access the NDS 
tree locally. However, server-to-server synchronization of replicas 
happens over the WAN link, so there can be NDS errors if the link 
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is unreliable. Any changes to the NDS tree are slow to propagate 
across the WAN link.

Two Partition Solution

The two-partition solution shown below solves performance and 
reliability problems over the WAN link.

Replicas of the [Root] partition are kept on servers at the North site. 
Replicas of the South partition are kept on servers at the South site, as 
shown below.
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For each site, the objects that represent local resources are kept locally. 
Synchronization traffic among servers also happens locally over the 
LAN, rather than over the slow, unreliable WAN link. However, NDS 
traffic is generated over the WAN link, when a user or administrator 
accesses objects at a different site.

The Importance of Synchronizing Time

In a single server environment, the server’s internal clock is adequate to 
maintain a common and consistent time source for the network. For a 
multiple-server network, NDSTM (like many applications that use time 
stamps) requires that servers agree on time.

Time synchronization offers three benefits:

◆ Applications that run on your server provide accurate time 
stamps to events. Messaging and collaboration applications and 
databases all benefit from synchronized time.

◆ Workstations can be configured to get their time from servers, 
taking synchronized time benefits to locally run applications.
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◆ NDS applies correct time stamps to NDS events.

When changes are made to NDS objects, the changes can be made to 
different replicas on different servers. These changes must be enacted in 
the order in which they were requested. 

An example of this would be one administrator renaming an object and 
another moving the object. If these events were applied out of sequence, 
the object might not be renamed because it would not exist in the 
original context. 

NDS records the time of each event with a time stamp. When NDS 
actually modifies the database, the particular event occurs in the time 
and order that it was intended. NDS also uses time stamps to record 
time values for the network and set expiration dates.

Synchronizing Servers in the Replica Ring

When multiple servers hold replicas of the same partition, those servers 
are considered a replica ring. NDSTM automatically keeps those servers 
synchronized, so the object data is consistent on all replicas.

The following NDS processes keep servers in the replica ring 
synchronized.

Replica Synchronization

Replica synchronization ensures that changes to NDS objects are 
synchronized among all replicas of the partition. This means that any 
server that holds a replica of a partition must communicate with the 
other servers to synchronize a change. 

Two types of replica synchronization can occur:

◆ Immediate sync occurs after any change to an NDS object, or any 
addition or deletion of an object in the NDS tree. By default, the 
immediate sync process runs ten seconds after any change is 
saved. Immediate sync also applies to changes in Network 
Address and Revision attributes to the User object.

◆ Slow sync occurs for specific changes to an NDS object that are 
repetitive and common to multiple objects, such as changes to 
login properties. An example of this would be a password change 
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or an update to Login Time and Last Login Time attributes when 
a user logs in or out. The slow sync process runs only in the 
absence of an immediate sync process, by default 30 minutes after 
particular changes are made.

Schema Synchronization

Schema synchronization ensures that the schema is consistent across 
the partitions in the NDS tree and that all schema changes are updated 
across the network. This process runs once every four hours by default.

Limber

Limber ensures that the replica pointer table is updated when a server 
name or address is changed. Such changes occur

◆ When the server is rebooted with a new server name.

◆ When an address is added for an additional protocol.

◆ Any time the database is opened, such as after running DSREPAIR 
or unloading and loading NDS.

◆ When communication is established with an additional server in 
the tree.

When a server is booted, the limber process compares the server’s name 
with the one stored in the replica pointer table. If either are different, 
NDS automatically updates all replica pointer tables that contain a 
listing of that server. The limber process also checks that the tree name 
is correct for each server in a replica ring. Limber runs by default five 
minutes after the server boots up and then every three hours.

Backlink

Backlink verifies external references, which are pointers to NDS objects 
that are not stored in the replicas on a server. The backlink process runs 
two hours after the local database is opened and then every 13 hours.

Connection Management

Servers in a replica ring require a highly secure connection for 
transferring NetWare Core ProtocolTM (NCPTM) packets. These secure 
connections, called virtual client connections, are established by the 
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connection management process. If a server-to-server connection is lost, 
the connection management process establishes the connection again 
when needed.

The connection management process may also need to establish a 
virtual client connection for schema synchronization or backlink 
processes.

Object Classes and Properties

Each type of NDSTM object is called an object class. For instance, User 
and Organization are object classes. Each class of object has certain 
properties. A User object, for example, has Login Name, Password, Last 
Name, and many other properties.

A set of rules called the schema defines the object classes and 
properties, along with the rules of containment (what containers can 
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contain which objects). NDS ships with a base schema that you, or the 
applications you use, can extend. 

Container objects contain other objects and are used to divide the tree 
into branches, while leaf objects represent network resources. 

The frequently used classes of Container Objects are, Root, 
Organization, Organizational Unit, and Country. For information on 
these classes, see “Container Object Classes” on page 78.

The frequently used classes of Leaf Objects are, Server, User, Group, 
Alias, and Profile. For information on these classes, see “Leaf Object 
Classes” on page 83.

The object classes mentioned above don’t constitute an exhaustive list. 
These are only some often-used classes. For an exhaustive list of classes, 
see “List of Objects” on page 76.

List of Objects

The following tables list NDSTM object classes. Note that added services 
can create new object classes in NDS that are not listed below. Also, all 
classes may not be available on all server operating systems hosting 
NDS.

Container Object (Abbreviation) Description

[Root] Represents the beginning of your NDS tree. See 
also “[Root]” on page 78.

Country (C) Designates the countries where your network 
resides: also organizes other NDS objects within 
the country. See also “Country” on page 81.

Organization (O) Helps you organize other objects in the NDS 
tree. The Organization object is a level below the 
Country object (if you use the Country object). 
See also “Organization” on page 78.

Organization Unit (OU) Helps you to further organize other objects in the 
NDS tree. The Organizational Unit object is a 
level below the Organization object. See also 
“Organizational Unit” on page 80.



D
R

A
F

T
 S

L
U

G
 V

A
R

IA
B

L
E

Chapter 9:  Understanding NDS 77

Product Overview and Setup Guide
104-000102-001

July 22, 1999
Novell Confidential

ch_norml.enu Temp. Rev 95G.3.enu.3 15 Apr 97

Leaf Object Description

Alias An object that represents another object in a 
different location in the NDS tree. Any NDS 
object located in one place in the NDS tree can 
also appear to be in a different location in the 
NDS tree by using an Alias. See also “Alias” on 
page 88.

Application Represents a network application. Application 
objects simplify administrative tasks such as 
assigning rights, customizing login scripts, and 
launching applications.

Computer Represents a computer on the network.

Group Assigns a name to a list of User objects in the 
NDS tree. You can assign rights to the group 
instead of to each user, then the rights transfer 
to each user in the group. See also “Group” on 
page 87.

Server Represents a server running NDS. See also 
“Server” on page 83

Organizational Role Defines a position or role within an organization.

Profile Represents a login script used by a group of 
users who need to share common login script 
commands. The users don’t have to be in the 
same container in the NDS tree. See also 
“Profile” on page 89.

Template Represents standard User object properties that 
can be applied to new User objects.

User Represents the people who use your network. 
See also “User” on page 84.
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Container Object Classes

[Root]

The [Root] container is created when you first install NDSTM on a server 
in your network. As the topmost container, it usually holds 
Organization objects, Country objects, or Alias objects.

What [Root] Represents

[Root] represents the beginning of your NDS tree

Usage

[Root] is used to make universal rights assignments. Because of 
inheritance, any rights assignments you make to [Root] as the target 
apply to all objects in the tree (see also “NDS Rights” on page 90). The 
[Public] trustee has the Browse right and Admin has the Supervisor 
right to [Root] by default.

Important Properties

The [Root] object has a Name property, which is the tree name you 
supplied when installing the first server. The tree name is shown in the 
title bar of NetWare Administrator.

Organization

Unknown Represents an NDS object that has been 
corrupted and can’t be identified as belonging to 
any of the other object classes.

Leaf Object Description
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An Organization container object is created when you first install 
NDSTM on a server in your network. As the topmost container under 
[Root], it usually holds Organizational Unit objects and leaf objects. 

The User object named Admin is created by default in your first 
Organization container. 

What an Organization Object Represents

Normally the Organization object represents your company, although 
you can create additional Organization objects under [Root]. This is 
typically done for networks with distinct geographical districts or for 
companies with separate NDS trees that have merged.

Usage

The way you use Organization objects in your tree depends on the size 
and structure of your network. If the network is small, you should keep 
all leaf objects under one Organization object. For larger networks, you 
can create Organizational Unit objects under the Organization to make 
resources easier to locate and manage. For instance, you could create 
Organizational Units for each department or division in your company.

For networks with multiple sites, you should create an Organizational 
Unit for each site under the Organization object. That way, if you have 
(or will have) enough servers to partition the NDS tree, you can do so 
logically along site boundaries. For easy sharing of company-wide 
resources, such as printers or applications, create corresponding Printer 
or Application objects under the Organization.

Important Properties

The following properties (and many more) are available for the 
Organization object. Only the Name property is required. For a 
complete list of properties, select an Organization object in NetWare 
Administrator, then choose Object > Details. To display a description 
for each page of properties, click Help.

Name

Typically, the Name property is the same as your company’s name. Of 
course, you can shorten it for simplicity. For instance, if the name of 
your company is Your Shoe Company, you might use YourCo. The 
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Organization name becomes part of the context for all objects created 
under it.

Login Script

The Login Script property contains commands that are executed by any 
User objects directly under the Organization. These commands are run 
when a user logs in.

Organizational Unit

You can create Organizational Unit (OU) container objects to subdivide 
the NDSTM tree. Organizational Units are created with NetWare 
Administrator under an Organization, Country, or another 
Organizational Unit object. 

Organizational Units can contain other Organizational Units and leaf 
objects such as User and Application objects.

What an Organization Unit Object Represents

Normally the Organizational Unit object represents a department, 
which holds a set of objects that commonly need access to each other. A 
typical example is a set of Users, along with the Printers and 
Applications that those Users need.

At the highest level of Organizational Unit objects, each Organizational 
Unit can represent each site (separated by WAN links) in the network.

Usage

The way you use Organizational Unit objects in your tree depends on 
the size and structure of your network.  If the network is small, you 
probably don’t need any Organizational Units. 

For larger networks, you can create Organizational Unit objects under 
the Organization to make resources easier to locate and manage. For 
instance, you could create Organizational Units for each department or 
division in your company. Remember that administration is easiest 
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when you keep User objects together in the Organizational Unit with 
the resources they use most frequently. 

For networks with multiple sites, you should create an Organizational 
Unit for each site under the Organization object. That way, if you have 
(or will have) enough servers to partition the NDS tree, you can do so 
logically along site boundaries.

Important Properties

The following properties (and many more) are available for the 
Organizational Unit object. Only the Name property is required. For a 
complete list of properties, select an Organizational Unit object in 
NetWare Administrator, then choose Object > Details. To display a 
description for each page of properties, click Help.

Name

Typically, the Name property is the same as the department name. Of 
course, you can shorten it for simplicity. For instance, if the name of 
your department is Accounts Payable, you can shorten it to AP. The 
Organizational Unit name becomes part of the context for all objects 
created under it.

Login Script

The Login Script property contains commands that are executed by any 
User objects directly under the Organizational Unit. These commands 
are run when a user logs in.

Country

You can create Country objects directly under [Root] using NetWare 
Administrator. Country objects are optional and only required for 
connection to certain X.500 global directories. 

What a Country Object Represents

The Country object represents the political identity of its branch of the 
tree.
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Usage

Most administrators do not create a Country object, even if the network 
spans countries, since the Country object only adds an unnecessary 
level to the NDSTM tree. You can create one or many Country objects 
under [Root], depending on the multinational nature of your network. 
Country objects can only contain Organization objects.

If you do not create a Country object and find that you need one later, 
you can always modify the tree to add one.

Important Properties

The Country object has a two-letter Name property. 

Name

Country objects are named with a two-letter ISO code. For a list of 
standard abbreviations, see the table below.

Country Code

Argentina AR

Australia AU

Austria AT

Belgium BE

Brazil BR

Canada CA

China CN

Denmark DK

Finland FI

France FR

Germany DD

Greece GR
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Leaf Object Classes

Server

Hong Kong HK

Ireland IE

Israel IL

Italy IT

Mexico MX

Netherlands NL

Norway NO

Portugal PT

Puerto Rico PR

Singapore SG

South Africa ZA

Spain ES

Sweden SE

Switzerland CH

Taiwan TW

United Kingdom GB

United States US

Venezuela VE

Country Code
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A Server object is created in the NDSTM tree automatically whenever 
you install NDS on a server. This can be a NetWare®, IntranetWareTM, 
Solaris, Windows NT or other server running NDS. 

What a Server Object Represents

The Server object represents a server running NDS.

Usage

The Server object serves as a reference point for replication operations.

Important Properties

The Server object has a Network Address property, among others. For a 
complete list of properties, select a Server object in NetWare 
Administrator, then choose Object > Details. To display a description 
for each page of properties, click Help.

Network Address

The network address property displays the protocol and address 
number for the server. This is useful for troubleshooting at the packet 
level.

User

A User object is required for logging in. When you install the first server 
into an NDSTM tree, a User object named Admin is created. The first time 
you log in, you will use the Admin account. You can create User objects 
with NetWare Administrator. You can also migrate User objects from 
the existing Solaris database.

What a User Object Represents

A User object represents a person who uses the network.

Usage
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You should create User objects for all users who need to use the 
network. Although you can manage User objects individually, you’ll 
save time by 

◆ Using Template objects to set default properties for most User 
objects. The Template applies automatically to new Users you 
create (not to already-existing ones.)

◆ Creating Group objects to manage sets of Users. For information 
on creating user groups, see “Group” on page 87.

◆ Assigning rights using the container objects as trustees when you 
want that assignment to apply to all User objects in the container. 
For more information see, “Trustee Assignments and Targets” on 
page 91.

◆ Selecting multiple Users. When you do (with standard Windows* 
shift-clicking or control-clicking), you can change property values 
for all selected User objects.

Important Properties

User objects have over 80 properties. For a complete list of properties, 
select a User object in NetWare Administrator, then choose Object > 
Details. To display a description for each page of properties, click Help. 
The Login Name and Last Name properties are required. These and 
some of the most useful properties are listed below:

Account Expiration Date

This property lets you limit the life of a user account. After the 
expiration date, the account is locked so that the user cannot log in.

Account Disabled

This property has a system-generated value that indicates a lock on the 
account so the user cannot log in. The lock might occur if the account 
has expired or because the user has given too many incorrect passwords 
in succession.

Force Periodic Password Changes

This property allows you to enhance security by requiring the user to 
change passwords after a specified interval.
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Group Membership

This property lists all the Group objects that include the user as a 
member.

Last Login

This is a system-generated property that lists the date and time that the 
user last logged in.

Last Name

The Last Name property, though required, is not used directly by NDS. 
Applications that take advantage of the NDS name base can use this 
property, along with other identification properties such as Given 
Name, Title, Location, and Fax Number.

Limit Concurrent Connections

This property allows you to set the maximum number of sessions a user 
can have on the network at any given time.

Login Name

This is the name shown in NetWare Administrator by the User object 
icon. It is also the name supplied by the user when logging in. NDS does 
not require that login names be unique throughout the network, only in 
each container. However, you may want to keep login names unique 
across the company to simplify administration. Typically, login names 
are a combination of first and last names, such as JIMT or JTHOMAS for 
Jim Thomas.

Login Script

The Login Script property allows you to create specific login commands 
for a user. When a user logs in, the container login script runs first. Then 
a profile login script runs if the user has been added to the membership 
list of a Profile object. Finally, the user login script runs (if one exists). 
You should put most of the login commands in container login scripts 
to save administrative time. The user login script can be edited to 
manage unique exceptions to common needs.

Login Time Restrictions
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This property allows you to set times and days when the user can log in.

Network Addresses

This property contains system-generated values that list all the IPX 
and/or IP addresses from which the user is logged in. These values are 
useful for troubleshooting network problems at the packet level.

Require a Address

This property allows you to control whether the user must use a 
password. Other related properties let you set common password 
constraints such as password length.

Group

You can create Group objects in NetWare Administrator to help you 
manage sets of User objects.

What a Group Object Represents

A Group object represents a set of User objects.

Usage

While container objects let you manage all User objects in that 
container, Group objects are for subsets within a container or in 
multiple containers. Group objects have two main purposes:

◆ They allow you to grant rights to a number of User objects at once.

◆ They allow you to specify login script commands using “IF 
MEMBER OF...”syntax.

Important Properties

The most important properties of the Group object are Members and 
Rights to Files and Directories. For a complete list of properties, select a 
Group object in NetWare Administrator, then choose Object > Details. 
To display a description for each page of properties, click Help.
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Members

This property lists all User objects in the group. Rights assignments 
made to the Group object apply to all members of that group.

Alias

You can create an Alias object that points to another object in the NDSTM 
tree. Alias objects are most commonly used to give users a local name 
for an object that lies outside their container. 

When you rename a container, you have the option of creating an alias 
in the former container’s place that points to the new name. 
Workstations and login script commands that reference objects in the 
container can still access the objects without having the container name 
updated.

What an Alias Object Represents

An Alias object represents another object, which can be a container, 
User, or any other object in the tree. An Alias object does not carry 
trustee rights of its own. Any trustee authority you grant to the Alias 
object applies to the object it represents. The Alias can be a target of a 
trustee assignment, however.

Usage

Create an Alias object to make name resolution easier. Since object 
naming is simplest for objects in the current context, you should create 
Alias objects at that point to any resources outside the current context.

For example, suppose users log in and establish a current context in the 
South container as shown below, but need access to the Print Queue 
object named ColorQ in the North container.
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You can create an Alias object (shown with the alias icon below) in the 
South container.

The Alias points to the original ColorQ object, so setting up printing for 
the users involves a “local” object.

Important Properties

Alias objects have an Aliased Object property, which associates the 
Alias with the original object.

Profile

Profile objects help you manage login scripts.
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What a Profile Object Represents

A Profile object represents a login script which runs after the container 
login script and before the user login script.

Usage

Create a Profile object if you want login script commands to run for only 
selected users. The User objects can exist in the same container or be in 
different containers. Once you have created the Profile, you add the 
commands to its Login Script property. Then make the User objects 
trustees of the Profile and add the Profile to their Profile Membership 
property.

Important Properties

The Profile object has the Login Script property among others.

Login Script

The login script property contains the commands you want to run for 
users of the Profile.

NDS Rights

When you create an NDSTM tree, the default rights assignments give 
your network generalized access and security. Some of the default 
assignments are as follows:

◆ User Admin has the Supervisor right to [Root], giving Admin 
complete control over the entire NDS tree. Admin also has the 
Supervisor right to the NetWare® Server object, giving complete 
control over any volumes on that server.

◆ [Public] has the Browse right to [Root], giving any user the right 
to view any objects in the NDS tree.

◆ Objects created through an upgrade process such as a NetWare 
migration, printing upgrade, or Windows NT* user migration 
receive NDS trustee assignments appropriate for most situations

For an explanation of trustees and target objects, see “Trustee 
Assignments and Targets” on page 91.
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NDS Rights Concepts

Following is a list of concepts that will help you understand NDS rights.

“Inheritance” on page 59
“Object Rights” on page 92
“Property Rights” on page 93
“Security Equivalence” on page 94
“Access Control List (ACL)” on page 95
“Inherited Rights Filter (IRF)” on page 95
“Effective Rights” on page 96
“Delegated Administration” on page 97

Trustee Assignments and Targets

The assignment of NDSTM rights involves a trustee and a target object. 
The trustee represents the user or set of users which are receiving the 
authority. The target represents those network resources the users have 
authority over. Although any object can be either a trustee or target, 
objects used in typical trustee assignments are illustrated below.

 Note:  If you make an Alias a trustee, the rights apply only to the object it 
represents. The Alias object can be an explicit target, however.
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A file or directory in the NetWare® file system can also be a target, although file 
system rights are stored in the file system itself, not in NDS.

Public Trustee

The [Public] trustee is not an object. It is a specialized trustee that 
represents any network user, logged in or not, for rights assignment 
purposes.

Object Rights

When you make a trustee assignment, you can grant object rights and/
or property rights. Object rights apply to manipulation of the entire 
object, while property rights only apply to certain object properties. 
Object rights are shown in the left-hand side of the NetWare 
Administrator Trustees dialog. A description of each right follows.

Supervisor includes all rights to the object and all of its specific 
properties.
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Browse enables the trustee to see the object in the tree. It does not 
include the right to see an object’s specific properties.

Create only applies when the target object is a container. The target in 
the example above is [Root], shown in the window’s title bar. Create 
allows the trustee to create new objects below the container, and also 
includes the Browse right. 

Delete allows the trustee to delete the target from the NDS tree.

Rename allows the trustee to change the name of the target.

Property Rights

When you make a trustee assignment, you can grant object rights and/
or property rights. Object rights apply to manipulation of the entire 
object, while property rights only apply to certain object properties. 

Property rights are shown in the lower-right pane of the NetWare 
Administrator Trustees dialog below.
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NetWare Administrator gives you two options for managing property 
rights:

◆ You can manage all properties at once when the All Properties 
radio button is selected.

◆ You can manage one or more individual properties when the 
Selected Properties radio button is selected.

Following is a description of each property right.

Supervisor allows the trustee complete power over the property.

Compare enables the trustee to compare the value of a property to a 
given value. This right allows searching, and only returns a true or false 
result. It does not allow the trustee to actually see the value of the 
property.

Read allows the trustee to see the values of a property. It includes the 
Compare right.

Write allows the trustee to create, change, and delete the values of a 
property.

Add Self allows the trustee to add or remove itself as a property value. 
It only applies to properties with object names as values, such as 
membership lists or Access Control Lists (ACLs).

Security Equivalence

Security equivalence means having the same trustee assignments as 
another object. When you make one object security equivalent to 
another object, the rights of the second object are added to the rights of 
the first object. 

For instance, suppose you make User object Joe security equivalent to 
the Admin object. After you create the security equivalence, Joe has the 
same rights to the NDSTM tree as Admin.

 Note:  Security equivalence is only effective for one step. For instance, if you 
make a third user security equivalent to Joe in the example above, that user will 
not receive Admin rights.
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Security equivalence is recorded in NDS as values in the User object’s 
Security Equal To property. 

When you add a User object as an occupant to an Organizational Role 
object, that User automatically becomes security equivalent to the 
Organizational Role object. The same is true when a User becomes a 
member of a Group object.

Access Control List (ACL)

The Access Control List (ACL) is also called the Object Trustees 
property. Whenever you make a trustee assignment, the trustee is 
added as a value to the Object Trustees (ACL) property of the target. 

This property has strong implications for network security for the 
following reasons:

◆ Anyone who has the Supervisor or Write right to the Object 
Trustees (ACL) property of an object can determine who is a 
trustee of that object.

◆ Any users with the Add Self right to the Object Trustees (ACL) 
property of an object can change their own rights to that object. 
For example, they can grant themselves the Supervisor right.

For these reasons, you should be careful giving Add Self rights to all 
properties of a container object. That assignment makes it possible for 
the trustee to become Supervisor of that container, all objects in it, and 
all objects in containers beneath it.

Inherited Rights Filter (IRF)

An Inherited Rights Filter (IRF) limits the inheritance of rights. When 
you create an IRF, you specify the rights which can be inherited from the 
parent object. 

The NetWare Administrator screen that you use to create an IRF is 
shown below.
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Notice the check marks under Object rights next to Supervisor and 
Browse. These indicate that objects inherit the Supervisor and Browse 
rights assigned to container targets higher in the tree (but no other 
rights).

Notice also that under Property rights, no rights are selected to the 
Object Trustees (ACL) property. This indicates that no assignments to 
that property will be inherited from containers higher in the tree.

NetWare Administrator will not allow you to filter the Supervisor object 
right without granting that right explicitly. Such an IRF would cut off all 
management of the target object and all objects lower in the tree.

Effective Rights

Users can receive rights in a number of ways, such as explicit trustee 
assignments, inheritance, and security equivalence. Rights can also be 
limited by Inherited Rights Filters (IRFs) and changed or revoked by 
subsequent trustee assignments. The net result of all these actions — the 
rights a user can employ — are called effective rights.

A user ’s effective rights to an NDSTM object are calculated each time the 
user attempts an action. NetWare Administrator checks the effective 
rights of any object and displays them for you, as shown below.
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The effective rights displayed for user KLarson are 

◆ Browse object right.

◆ Compare and Read right to the CA Public Key property. (To view 
rights to other properties, select the property from the Selected 
Properties List.)

Delegated Administration

NDS allows you to delegate administration of a branch of the NDSTM 
tree, revoking your own management rights to that branch. One reason 
for this approach might be that special security requirements require a 
different administrator with complete control over that branch.

Delegated administration is accomplished by

1. Granting the Supervisor object right to a container.

2. Creating an IRF at that container which filters the Supervisor and 
any other rights you want blocked.

 Warning:  If you delegate administration to a User object and that object is 
subsequently deleted, there will be no objects with NDS rights to manage that 
branch.
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10 Planning Your NDS Network

Before installing NDS for Solaris, you might want to take some time to 
plan your network. NDS stores data in a logical hierarchical structure. 
For example, all Marketing employees can be stored in the same 
container and Human Resource employees can be stored in the another 
container.

This section helps you to understand how to take advantage of NDSTM

Start with the Defaults

Does your network have fewer than 1,000 objects (users and resources)? 
Are all servers connected by reliable LAN links? If the answer to both 
questions is yes, then you have a small network in NDSTM terms.

For small networks, you don’t need to use the more advanced features 
of NDS (although understanding them can help). NDS takes care of 
itself with its default settings. Some of these defaults are as follows:

◆ NDS keeps the NDS tree in one partition, without dividing it.

◆ NDS replicates the NDS tree to the first three NDS servers on the 
network. Those replicas are kept synchronized automatically.

◆ A single Organization object is created and named after your 
company.

◆ The Admin User object is created in the Organization container, as 
is the Server object.

The picture below shows the default NDS tree for a small network. It 
has the required [Root] object, an Organization named after your 
company, a server (named YOSERVER in this example), and a User 
object named Admin.
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Users are added individually using NetWare Administrator, or in 
batches through a migration, upgrade, or import utility. The default 
NDS tree has a single container: an Organization object named after 
your company (YourCo in the example).

For small networks, this configuration is adequate; you can add new 
User objects, Application objects, printing-related objects, and other 
useful objects to the YourCo container.

You may want to plan new container objects in the upper levels of the 
tree for either or both of the reasons listed below.

◆ Your network has slow or unreliable links.

For more information, see “Accomodate Slow or Unreliable WAN 
Links” on page 101.

◆ Your nework has more than 1000 users.

For more information, see “Restrict Partitions to About 1,000 
Objects” on page 103.

After designing of the upper levels of the tree, you should plan 
workgroup containers and leaf objects.
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Accomodate Slow or Unreliable WAN Links

Slow or unreliable WAN links affect your NDSTM tree design. You 
should create containers for each site separated by such links, placing 
each Server object in its local container.

The advantage of this level of site containers is partitioning. Objects 
representing local resources can be kept on a local partition, eliminating 
synchronization traffic over the WAN.

Another benefit is that resources are kept in a branch of the tree in 
common with the users that access them. This simplifies administration 
of NDS rights and login scripts.

Avoiding a Flat Tree

In organizations with numerous branch offices, you might naturally 
create a flat tree, with numerous Organizational Units under the 
Organization. A sample flat tree is shown below.
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A flat tree produces inefficiencies that have to be overcome by NDS 
processes. These inefficiencies can lead to poor performance and a less 
user-friendly environment for users and administrators.

To avoid the inefficiencies of a flat tree, create intermediate containers 
that subdivide the tree, usually into regions, as shown below.
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You may need to further subdivide the tree to restrict partitions to about 
1,000 objects. 

Restrict Partitions to About 1,000 Objects

NDSTM performs best with about 1,000 objects or fewer per partition. 
This number is approximate, since other variables also affect 
performance, such as:

◆ The number and speed of servers.

◆ The speed of network infrastructure, such as network adapters, 
hubs, and routers
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◆ The amount of network traffic

Since you create partitions based on container objects, the upper levels 
of your NDS tree should reflect your partitioning strategy. 

Suppose, for instance, that you have already planned Organizational 
Units (and partitions) for your company’s North and South sites. Your 
plan for the NDS tree, with partitions shown in green, might look like 
the example below:

This is a good start for designing the upper levels of the tree. At this 
point, though, you should consider the number of objects per partition. 
For example, if you project 1,500 objects at the North site and 500 objects 
at the South site, you will want an additional Organizational Unit (and 
partition) at the North site. See the example below.

The additional Organizational Unit and partition should represent a 
distinct division of the LAN topology, such as the physical network in 
one building or one floor of a building.

Whenever you plan a new partition, you should also plan enough 
servers to hold replicas of that partition. Three replicas are 
recommended per partition, hosted on different NDS servers. In the 
example above, you would need nine NDS servers.
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Plan Workgroup Containers and Leaf Objects

After designing the upper layers of the NDSTM tree for an efficient 
partitioning strategy, you can add workgroup containers and leaf 
objects to the lower layers.

Create workgroup Organizational Units for sets of users that generally 
have common resource requirements, such as printers, file systems, and 
applications. If workgroups tend to have hundreds of User objects and 
more than one network administrator, you can subdivide workgroups 
around management responsibilities.

Planning an Organizational Unit for each workgroup lets you make a 
common trustee assignment and login script for the User objects in that 
workgroup. It also simplifies naming in the common context.

Workgroup Exceptions

Exceptions to general workgroup boundaries are not hard to manage. If 
two workgroups use a common printer, for instance, you can create an 
Alias to the printer in one of the workgroups. You can create Group 
objects to manage some User objects within a workgroup or User 
objects across multiple workgroups. You can create Profile objects for 
subsets of users with unique login script requirements.

Standardize Property Values

Using standard property values such as object names makes your 
network more intuitive to both users and administrators. Written 
standards can also specify how administrators set other property 
values, such as telephone numbers and addresses. 

Searching and browsing the NDS tree rely greatly on the consistency of 
property values. For instance, the NetWare Administrator Search 
window below shows a search for User objects with a telephone 
number beginning with “(801).”
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If some of the values for the Telephone property were entered 
beginning with 1-801, the search would return an incomplete list of 
results.

Following is a sample document containing standards for some of the 
most often used properties. Of course, you only need to have standards 
for those properties you use. You should distribute the standards 
document to all administrators responsible for creating or modifying 
objects.

Object Class / Property Standard Examples Rationale

User | Login name First initial, middle 
initial (if applicable), 
last name (all 
lowercase), 8 
characters maximum. 
All common names are 
unique in the company

msmith, bgashler Using unique names 
company-wide is not 
required by NDSTM but 
helps avoid conflicts 
within the same 
context.

User | Last name Last name (normal 
capitalization)

Van Pelt Used for generation of 
mailing labels.
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Telephone and fax 
numbers

Numbers separated by 
dashes

U.S

123-456-7890

Other:

44-344-123456

Used by autodialing 
software.

Multiple Classes | 
Locations

Two-letter location 
code (uppercase), 
dash, mail stop

BA-C23 Used by interoffice 
mail carriers.

Organizational | Name Your Co Your Co

Organizational Unit | 
Name (based on 
location)

Two- or three-letter 
location code, all 
uppercase

ATL, CHI, CUP, LA, 
BAT, BOS, DAL

Organizational Unit | 
Name (based on 
department) 

Department name or 
abbreviation

Sales, Eng Short, standard names 
are used for efficiency

Group | Name Descriptive name Project Managers

Profile | Name Purpose of the profile MobileUser

Server | Name SERV, dash, 
department, dash, 
unique number

SERV-Eng-1 NDS requires server 
names to be unique in 
the tree

Object Class / Property Standard Examples Rationale
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11 Managing NDS Partitions and Replicas 
with NDS Manager

This section provides you information on working with partitions and 
replicas. Using the NDS Manager®, you can create, merge, move, or 
abort a partition. You can also add, delete, or change the type of a 
replica. NDS Manager also enables you to view partition and replica 
data.

Understanding NDS Partitions and Replicas

Partitions: Helping NDS Perform Well

If you have more than 1,000 objects in your NDSTM tree, or slow or 
unreliable WAN links, you should consider partitioning (dividing) the 
tree.

Partitioning allows you to take part of the NDS tree off one server and 
put it on another server. 

A partition is a logical division of the NDS database. An NDS partition 
forms a distinct unit of data in the NDS tree that stores NDS 
information.

Each NDS partition consists of a set of container objects, all objects 
contained in them, and data about those objects.

Partitioning is done with the NDS Manager utility. A sample NDS 
Manager screen is shown below.
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Partitions are identified in NDS Manager by the partition icon:

In the example, the partition icon is next to [Root]. This means [Root] is 
the topmost container in the partition. No partitions are shown by any 
other containers, so the [Root] partition is the only one.

This is the default partitioning for NDS, keeping the entire tree together 
in one partition.

Notice in the screen that server SERVER1 is highlighted. When you 
highlight a server in NDS Manager, any replicas held on that server are 
shown on the right. In this case, SERVER1 holds a replica of the [Root] 
partition. See also “Replicas: Keeping NDS Running” on page 62.

Creating a New Partition

Partitions are named by their topmost container. In the example below 
there are two partitions, named [Root] and Finance. Finance is called a 
child partition of [Root], since it was split off from [Root]. [Root] is 
called the parent partition of Finance.
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You might create such a partition because the NDS directory has so 
many objects that the server is overwhelmed and access to NDS is slow. 
Creating the new partition allows you to split the database and pass the 
objects in that branch to a different server.

Distributing Replicas for Performance

In the example above, suppose that server SERVER1 holds replicas of 
both the [Root] partition and the Finance partition. At this point, you 
haven’t gained any performance advantage from NDS since SERVER1 
still holds the entire NDS directory (replicas of both partitions).

To gain the desired performance advantage, you need to move one of 
the replicas to a different server. For instance, if you move the [Root] 
partition to SERVER2, then SERVER2 holds all objects in the [Root] and 
YourCo containers. SERVER1 only holds objects in the Finance and 
Accounts containers. The load on both SERVER1 and SERVER2 is less 
than it would be with no partitioning.

Partitioning and WAN Links

Suppose your network spans two sites, a North site and a South Site, 
separated by a WAN link. Three servers are at each site.
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NDS performs faster and more reliably in this scenario if the NDS tree 
is divided in two partitions. The following explanation tells why.

Single Partition Solution

With a single partition, the replicas are either kept at one site or 
distributed between the two sites. This proves unwieldy for two 
reasons:

◆ If all replicas are kept on servers at the North site, for instance, 
users at the South site encounter delays when logging in or 
accessing resources. If the link goes down, users at the South site 
can’t log in or access resources at all.

◆ If replicas are distributed between sites, users can access the NDS 
tree locally. However, server-to-server synchronization of replicas 
happens over the WAN link, so there can be NDS errors if the link 
is unreliable. Any changes to the NDS directory are slow to 
propagate across the WAN links.

Two-Partition Solution

The two-partition solution shown below solves performance and 
reliability problems over the WAN link
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Replicas of the [Root] partition are kept on servers at the North site. 
Replicas of the South partition are kept on servers at the South site, as 
shown below

For each site, the objects that represent local resources are kept locally. 
Synchronization traffic among servers also happens locally over the 
LAN, rather than over the slow, unreliable WAN link.
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NDS traffic is generated over the WAN link, however, when a user or 
administrator accesses objects at a different site.

How NDS Keeps a Replica Running if a Server Fails

If you have more than one NDSTM server on your network, you can keep 
multiple replicas (copies) of the NDS directory. That way, if one server 
or a network link to it should fail, users can still log in and use the 
remaining network resources.

We recommend that you keep three replicas for fault-tolerance of NDS 
(assuming you have three NDS servers to store them on). A single 
server can hold replicas of multiple partitions.

If users regularly access NDS information across a WAN link, you can 
decrease access time and WAN traffic by placing a replica containing 
the needed information on a server that users can access locally.

The same is true to a lesser extent on a LAN. Distributing replicas 
among servers on the network means information is usually retrieved 
from the nearest available server.
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Replica Types

Four types of replicas are available, as shown below with their 
corresponding icons.

Master Replica

By default, the first NDS server on your network holds the master 
replica. There is only one master replica for each partition at a time. If 
other replicas are created, they are read/write replicas by default. For 
more information on partitions, see “Partitions: Helping NDS Perform 
Well” on page 109.

If you’re going to bring down the server that holds a master replica for 
longer than a day or two, you can make one of the read/write replicas 
the master. Immediately, the original master replica becomes read/
write.

A master replica must be available on the network for NDSTM to 
perform operations such as creating a new replica or creating a new 
partition.

Read/Write Replica

NDS can access and change object information in a read/write replica 
as well as in the master replica. All changes are then automatically 
propagated to all replicas.

If NDS responds slowly to users because of delays in the network 
infrastructure (such as slow WAN links or busy routers), you can create 
a read/write replica closer to the users who need it. You can have as 
many read/write replicas as you have servers to hold them, although 
more replicas cause more traffic to keep them synchronized with each 
other.
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Read-Only Replica

The read-only replica has been devised for future implementations of 
NDS. Read-only replicas receive synchronization updates from master 
and read/write replicas but don’t receive changes directly from clients.

Subordinate Reference Replica

Subordinate reference replicas are special system-generated replicas 
that don’t contain all the object data of a master or a read/write replica. 
Subordinate reference replicas therefore don’t provide fault tolerance. 
They only contain enough information for NDS to resolve names across 
partition boundaries.

You can’t delete a subordinate reference replica; NDS deletes it 
automatically when it is not needed. Subordinate reference replicas are 
only created on servers that hold a replica of a parent partition but no 
replicas of its child partitions.

If a replica of the child partition is copied to a server holding the replica 
of the parent, the subordinate reference replica is automatically deleted.

Planning NDS Partitions and Replicas

The following guidelines are only rules of thumb for most networks. 
However, depending on your network’s specific configuration, 
hardware, and traffic throughput, you may need to adjust some 
guidelines to fit your needs. For additional information on designing 
your NDSTM tree and managing partitions and replicas, see the 
documentation for NetWare Networks.

Guidelines for Partitioning

Locations

◆ In a network with WAN links, partitions should not span multiple 
locations.

◆ Partition locally around the servers (keep physically distant 
servers in separate partitions).

◆ Place fewer partitions at the top of the tree with more at the 
bottom.
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Size

◆ Keep partition sizes small.

◆ The root of the current tree partition should remain small.

◆ Typically, a partition should have fewer than 1,500 objects, and no 
more than 3,500.

◆ Typically, a partition should have fewer than 10 to 15 subordinate 
partitions, and no more than 40

Example

The following graphic shows a typical tree structure. Note how the 
Sales Organizational Unit is a partition. This could be because the Sales 
OU is across a WAN link, or because it has a large number of User 
objects in it.

Guidelines for Replication

Placement



118 Product Overview and Setup Guide

Product Overview and Setup Guide
104-000102-001

July 22, 1999
Novell Confidential

D
R

A
F

T
 S

L
U

G
 V

A
R

IA
B

L
E

ch_norml.enu Temp. Rev 95G.3.enu.3 15 Apr 97

◆ Replicate locally, not across a WAN link (Replicas across a WAN 
link have to send/receive NDS synchonization information, 
which can slow down network traffic across a WAN link)

◆ If possible, place master replicas physically close to the master of 
parent and child partitions

Number

◆ Always keep two or three replicas per partition, and no more than 
10

◆ Never store more than 10 replicas on a server

Creating and Merging Partitions

Overview of Creating a Partition

When you create partitions, you make logical divisions of your NDSTM 
tree. These divisions can be replicated and distributed among different 
servers in your network.

When you create a new partition, you split the parent partition and end 
up with two partitions. The new partition becomes a child partition.

For example, if you choose an Organizational Unit and create it as a new 
partition, you split the Organizational Unit and all of its subordinate 
objects from its parent partition.

The Organizational Unit you choose becomes the root of a new 
partition. The replicas of the new partition will exist on the same servers 
as the replicas of the parent, and objects in the new partition will belong 
to the new partition’s root object.
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A partition consists of at least one container object and its associated 
subordinate objects. The container at the top of the partition is called the 
“root” of the partition.

Creating a partition may take some time, since all of the replicas need 
to be synchronized with the new partition information.

When you create a new partition, NDS Manager informs you that the 
Create Partition command was issued to NDS. If you attempt another 
partition operation while the partition is being created, you will receive 
a message telling you that the partition is busy.

You can look at the replica list for the new partition and know that the 
operation is complete when all replicas in the list are in an On state. You 
must manually refresh the view periodically, or else the states will not 
appear to change.

Overview of Merging a Partition

When you merge a partition with its parent partition, the chosen 
partition and its replicas combine with the parent partition. You do not 
delete partitions--you only merge and create partitions to define how 
the NDS tree is split into logical divisions.

There are several reasons you might want to merge a partition with its 
parent:

◆ The NDS information in the two partitions is closely related.

◆ You want to delete a subordinate partition but you don’t want to 
delete the objects in it.

◆ You’re going to delete the objects in the partition.
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◆ You want to get rid of all replicas of the partition (merging a 
partition with its parent is the only way to delete the partition’s 
master replica).

◆ After moving a container (which must be a partition root with no 
subordinate partitions), you don’t want the container to be a 
partition anymore.

◆ You experience changes in your company organization, so you 
want to redesign your NDS tree by changing the partition 
structure.

Consider keeping partitions separate if the partitions are large (contain 
hundreds of objects), because large partitions slow down network 
response time.

The root partition in the tree cannot be merged because it is the top 
partition and has no parent partition to merge with.

The partition is merged when the process is completed on the servers. 
The operation could take a while to complete.

 Warning:  Before merging a partition, check the partition synchronization of both 
partitions and fix any errors before proceeding. By fixing the errors, you can 
isolate problems in the NDS directory and avoid propagating the errors or 
creating new ones.

Make sure all servers that have replicas (including subordinate 
references) of the partition you want to merge are up before attempting 
to merge a partition. If a server is down, NDS won’t be able to read the 
server ’s replicas and won’t be able to complete the operation.

If you receive errors in the process of merging a partition, resolve the 
errors as they appear. Don’t try to fix the error by continuing to perform 
operations — doing so will result in more errors.

Creating a Partition

When you create partitions, you make logical divisions of your NDSTM 
tree. These divisions can be replicated and distributed among different 
servers in your network.

When you create a new partition, you split the parent partition and end 
up with two partitions. The new partition becomes a child partition. For 
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recommendations, see “Planning NDS Partitions and Replicas” on 
page 116. 

You can create a partition only from the Tree View.

 1. Select Tree View.

2. From the browser, select the container you want to create as 
a partition.

3. Select Object > Create Partition.

4. Confirm your request.

For more information, see “Overview of Creating a Partition” on 
page 118.

Merging a Partition (With Its Parent)

When you merge a partition, the partition and its replicas combine with 
the parent partition, leaving only the parent partition.

You can merge a partition from either the Tree view or the list of 
Partitions and Servers.

 1. Select the partition you want to merge with its parent 
partition.

2. Select Object > Partition > Merge.

3. Confirm your request.

For more information, see “Overview of Merging a Partition” on 
page 119.

Moving and Aborting Partitions

Overview of Moving a Partition

Moving a partition lets you move a subtree in your NDS tree. You can 
move a partition root object (which is a container object) only if it has no 
subordinate partitions.
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 Note:  When you move a partition, you must follow NDSTM containment rules. 
For example, you cannot move an Organizational Unit directly under the root of 
the current tree, because the root’s containment rules allow Locality, Country, or 
Organization objects, not Organizational Unit objects.

When you move a partition, NDS changes all references to the partition 
root object. Although the object’s common name remains unchanged, 
the complete name of the container (and of all its subordinates) 
changes.

When you move a partition, you probably should choose the option to 
create an Alias object in place of the container you’re moving. Doing so 
allows users to continue to log in to the network and find objects in their 
original NDS tree location.

The Alias object that is created will have the same common name as the 
moved container and will reference the new complete name of the 
moved container.

 Warning:  If you move a partition and do not create an Alias object in place of 
the moved partition, users who are unaware of the partition’s new location will 
not easily find that partition’s objects in the NDS tree, since they will look for 
them in their original NDS tree location.

This might also cause client workstations to fail at login if the 
workstation Name Context parameter is set to the original location of 
the container in the NDS tree.

Because the context of an object changes when you move it, users 
whose name context references the moved object need to update their 
Name Context parameter so that it references the object’s new name.

After moving the partition, if you don’t want the partition to remain a 
partition, merge it with its parent partition.
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Make sure your NDS tree is synchronizing correctly before you move a 
partition. If you have any errors in synchronization in either the 
partition you want to move or the destination partition, do not perform 
a move partition operation. First fix the synchronization errors.

Overview of Aborting a Partition Operation

You can abort a Create or Merge partition operation if the operation has 
not yet progressed past the stage at which the change is committed. 

Use this feature to back out of an operation, or if your NDS network 
returns NDS errors or fails to synchronize following a partition 
operation.

 Note:  If replicas in your NDS tree experience synchronization errors, an abort 
operation may not always solve the problem. However, you can use this feature 
as an initial troubleshooting option.

If a partition operation cannot be completed because a server is down 
(or otherwise unavailable), either make the server visible to the network 
so the operation can complete, or attempt to abort the operation. If NDS 
cannot synchronize because the database is corrupted, you should 
abort any partition operation in progress.

Many partition operations may take considerable time to fully 
synchronize across the network, depending on the number of replicas 
involved, the visibility of servers involved, and the existing wire traffic.

If you get an error that says a partition is busy, it doesn’t mean that you 
should abort the operation. You can usually expect partition operations 
to complete within 24 hours. If a particular operation fails to complete 
within this time frame, you should then attempt to abort the operation 
in progress.

 Hint:  If you are attempting to abort a merge partition operation, choose the 
partition (the child partition) that is merging with its parent. If you are attempting 
to abort a create partition operation, choose the parent partition.

Moving a Partition

Moving a partition lets you move a subtree in your NDS tree. You can 
move a partition root object (which is a container object) only if it has no 
subordinate partitions.
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You can move a partition from either the Tree view or the list of 
Partitions and Servers.

 1. Select the partition you want to move.

2. Select Object > Partition > Move.

3. (Optional) To move the partition to a context besides the root 
of the current tree, either type a new context in To Context, or 
choose the Browse icon and select the destination partition 
from the browser.

4. (Optional) Check Create an Alias for This Container Object.

5. Select Yes.

6. Confirm your request.

For more information, including why and when you would create an 
alias for a container when you move it, see “Overview of Moving a 
Partition” on page 121.

Aborting a Partition Operation

Use this feature if you want to back out of an operation, or, if your 
NDSTM network returns NDS errors or fails to synchronize following a 
partition operation.

You can abort a partition operation from either the Tree view or the list 
of Partitions and Servers.

 1. Select the partition where an operation has begun.

 Hint:  If you are attempting to abort a merge partition operation, choose 
the partition (the child partition) that is merging with its parent. If you are 
attempting to abort a create partition operation, choose the parent 
partition.

2. Right-click the partition.

3. Select Abort Operation.

4. Confirm your request.
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For more information, see “Overview of Aborting a Partition 
Operation” on page 123.

Adding, Deleting and Changing Type of Replicas

Overview of Adding a Replica

Creating multiple NDSTM partitions does not, by itself, increase fault 
tolerance or improve performance of the NDS directory. However, 
strategically using multiple replicas does.

NovellTM recommends at least three real replicas for each partition if the 
NDS tree has enough servers to support that number. “Real” replicas 
means master, read/write, or read-only replicas (subordinate reference 
replicas are created and managed by NDS, not the administrator).

NDS replication provides:

◆ Fault tolerance

If a disk crashes or a server goes down, replicas on servers in other 
locations can still authenticate users to the network and provide 
information on objects in partitions stored on the disabled server.

With the same information distributed on several servers, you are 
not dependent on any single server to authenticate you to the 
network or to provide services (such as login).

A single server can store replicas of multiple partitions.

◆ Faster access across a WAN link

If users currently use a WAN link to access particular NDS 
information, you can decrease access time and WAN traffic by 
placing a replica containing the needed information on a server 
that users can access locally. 

However, in some cases, WAN traffic could increase due to the 
amount of synchronization required.

◆ Faster access to Directory information
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Distributing replicas among servers on the network allows quick 
and reliable access because information is usually retrieved from 
the nearest available server containing the specified information.

You can add additional replicas of a partition, within these guidelines:

◆ You can have only one master replica. Additional replicas must be 
read/write or read-only.

◆ You can store only one replica per partition on a server. A single 
server can store replicas of multiple partitions.

Most replicas should be read/write. Read/write replicas can be 
written to. They can handle object viewing, object management, 
and user login, just as the master replica can. They send out 
information for synchronization when a change has been made.

Read-only replicas cannot be written to. They allow object 
searching and viewing, and they are updated when the replicas of 
the partition synchronize.

Overview of Deleting a Replica

Deleting a replica removes the replica of the partition from a server.

If you want to remove a server from the NDS tree, you could delete 
replicas from the server before removing it. Removing the replicas 
reduces the chance of having problems removing the server.

You can also reduce synchronization traffic on the network by removing 
replicas. Keep in mind that you probably don’t want more than six 
replicas of any partition.

 Note:  You cannot delete a master replica or a subordinate reference.

If the replica you want to delete is a master, you have two options:

◆ Go to a server with another replica of the partition and make it the 
new master replica.

This automatically changes the master replica to a read/write 
replica, which you can then delete.

◆ Merge the partition with its parent partition.
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This merges the replicas of the partition with those of its parent 
and removes them from the servers they reside on. Merging 
removes partition boundaries, but not the objects. The objects 
continue to exist on each server which held a replica of the 
“joined” partition.

When you delete replicas, keep the following guidelines in mind:

◆ For fault tolerance, you should maintain at least three replicas of 
each partition on different servers.

◆ Deleting a replica deletes a copy of part of the NDS database on 
the targeted server.

The database can still be accessed on other servers in the network, 
and the server that the replica was on still functions in NDS.

You cannot delete or manage subordinate reference replicas. They 
are created automatically on a server by NDS when the server 
contains a replica of a partition but not of that partition’s child.

Overview of Changing Replica Type

You can change the type of a read/write or a read-only replica. 
However, you cannot use a change replica type operation to change the 
master replica to a different type. 

You cannot change the type of a master replica, but a read/write or 
read-only can be changed to a master— and the master will be changed 
automatically to a read/write replica.

Most replicas should be read/write. Read/write replicas can be written 
to by client operations. They send out information for synchronization 
when a change has been made. Read-only replicas cannot be written to 
by client operations. However, they are updated when the replicas 
synchronize.

You cannot change the replica type of a subordinate reference. To place 
a replica of a partition on a server which currently has a subordinate 
reference requires an Add replica operation. 

A subordinate reference replica is not a complete copy of a partition. 
The placement and management of subordinate reference replicas is 
handled by NDS. They are created automatically on a server by NDS 
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when the server contains a replica of a partition but not of that 
partition’s child.

Adding a Replica

Creating multiple NDSTM partitions does not, by itself, increase fault 
tolerance or improve performance of the NDS directory. However, 
strategically using multiple replicas does.

Add a replica of a partition to a server to provide your NDS tree with

◆ Fault tolerance

◆ Faster access to NDS data

◆ Faster access across a WAN link

You can add a replica of a partition to a server from either the Tree view 
or the list of Partitions and Servers.

 1. Select the partition that you want to replicate on a server.

2. Select Object > Add Replica.

3. Click the Browse button to choose the server to place the 
replica on.

4. Select the Server object from the browser and choose OK.

5. Select either Read/Write or Read Only.

6. Click OK.

7. Confirm your request.

For more information, see “Overview of Adding a Replica” on 
page 125.

Deleting a Replica

Deleting a replica removes the replica of a partition from a server.
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You can delete a replica from either the Tree view or the list of Partitions 
and Servers.

 1. Select the partition that has a replica you want to delete.

2. From the replica pane on the right, select the replica you want 
to delete.

3. Right-click and select Delete.

4. Confirm your request.

For more information, see “Overview of Deleting a Replica” on 
page 126.

Changing a Replica Type

Change a replica type to control access to the replica information. For 
example, you might want to change an existing read/write replica to a 
read-only replica to prevent users from writing to the replica and 
modifying NDS data.

 Note:  You can’t use this procedure to change the type of the master replica. To 
specify a new master replica, change the type of an existing read/write or read-
only replica to master, and the original master replica is automatically changed 
to read/write.

You can change a replica type from either the Tree view or the list of 
Partitions and Servers.

 1. Select a partition or a server.

2. From the replica pane, select the replica you want to change.

3. Right-click and then select Change Type.

4. Select a new type and click OK.

5. Confirm your request.

For more information, see “Overview of Changing Replica Type” on 
page 127.



130 Product Overview and Setup Guide

Product Overview and Setup Guide
104-000102-001

July 22, 1999
Novell Confidential

D
R

A
F

T
 S

L
U

G
 V

A
R

IA
B

L
E

ch_norml.enu Temp. Rev 95G.3.enu.3 15 Apr 97

Viewing Partition Data with NDS Manager

Overview of Viewing Partition Data

Overview of Checking the Synchronization Status of a Partition

Perform this operation as a low-level diagnostic check since it is safe to 
perform under all circumstances. NDSTM Manager reads the partition 
status attribute for each partition to determine any synchronization 
errors.

This operation allows you to check the synchronization status of 
partitions in your tree. If you run this operation from the Tree view, you 
can check the status of the chosen partition only. If you run this 
operation from the list of Partitions and Servers, you can check the 
status of all the partitions in your NDS tree.

NDS Manager displays the findings of the synchronization check in a 
dialog box. You can then check the partition continuity of any partitions 
that have returned errors, and then run repair operations on those 
partitions.

This operation may provide incomplete information since it only checks 
for synchronization errors on the first server in the replica list that 
responds to the request. (Synchronization errors may be occurring on 
other servers in the replica list.)

To check for synchronization errors among all servers that hold a replica 
of the chosen partition, go to the Partition Continuity view.

Overview of Checking Partition Continuity

To check partition continuity (“walk the replica ring” of a partition) is 
to examine all of the servers holding replicas of a selected partition and 
to verify that each server has the same information for the partition’s 
replica list (or replica ring).

If each server holding a replica of the chosen partition does not have an 
identical replica list, or if a replica cannot synchronize with the NDS tree 
for any reason, then the Partition Continuity view display one or more 
errors.
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Errors appear as exclamation points inside the replica icons and look 
like the following:

To get context-sensitive help on an error, double-click the icon and from 
the Replica Information dialog box, select Help next to Current Sync 
Error.

 Note:  You may also see icons representing unreadable replicas. Unable to read 
icons do not necessarily signify that the servers can’t talk, but at the very least, 
there is some reason the client cannot contact the server for information.

Overview of Viewing the Partitions on a Server

You can choose a NetWareTM Server object and view which partitions 
have replicas stored on it and the type of each partition’s replica. Each 
partition is specified by the complete name of the container object at the 
root of the partition.

You can see how many partitions are stored on the server.

You might want to view the partitions stored on a server if you are 
planning to remove a NetWare Server object from the NDS tree. In this 
case, you could view the replicas you need to remove before removing 
the object.

Overview of Viewing a Partition’s Replicas

You can choose a partition and view its replica list. This operation lets 
you identify:

◆ Which servers the partition’s replicas reside on

◆ Which server holds the master replica of the partition

◆ Which servers have read/write, read-only, and subordinate 
reference replicas of the partition

Overview of Viewing Information about a Partition

You can view the following details about a partition:
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◆ Its complete name.

◆ The server which holds the master replica.. This is a complete 
name.

◆ The number of read/write, read-only, and subordinate reference 
replicas of the partition.

◆ The time of its last successful synchronization.

◆ The time of its last attempted synchronization.

You can gather most of the information about a partition without 
leaving the main view you’re working from. When you choose a 
partition in the browser, the replica pane on the right of the browser 
displays replica information for the partition.

The most significant reason to view information about a partition is to 
identify its synchronization information. For example, if the time of a 
partition’s last successful synchronization is earlier than the time of its 
last attempted synchronization, you know that the partition may have. 
synchronization errors.

Overview of Viewing Partition Hierarchy

You can view the hierarchy of partitions in your NDS tree from the Tree 
view. This view allows you to browse the logical structure of the 
partitions in your Directory tree by expanding and collapsing container 
objects. In other words, you can see which partitions are parent and 
which are child partitions.

Overview of Viewing a List of all Partitions in the Tree

You can view a flat list of partitions in your NDS tree from the list of 
Partitions and Servers.

If you want to simply list the partitions in your tree (from a certain 
context), use this view. If you need to see which partitions are parent 
and child partitions (the partition hierarchy), you must go to the Tree 
view.



D
R

A
F

T
 S

L
U

G
 V

A
R

IA
B

L
E

Chapter 11:  Managing NDS Partitions and Replicas with NDS Manager 133

Product Overview and Setup Guide
104-000102-001

July 22, 1999
Novell Confidential

ch_norml.enu Temp. Rev 95G.3.enu.3 15 Apr 97

Checking the Synchronization Status of a Partition

NDSTM Manager will read the partition status attribute for the partition 
to determine any synchronization errors. This is a low-level diagnostic 
check that is safe to perform under all circumstances.

You can check the synchronization status of a partition from either the 
Tree view or the list of Partitions and Servers.

 1. Select the partition you want to check.

2. Select Check Synchronization.

3. (Optional) If you attempted this operation from the list of 
Partitions and Servers, you can choose to view the 
synchronization status of all the partitions in your NDS tree.

4. Click OK.

5. Confirm your request.

For more information, see “Overview of Checking the Synchronization 
Status of a Partition” in the topic “Overview of Viewing Partition Data” 
on page 130.

Checking Partition Continuity

This operation helps you identify whether any of a partition’s replicas 
are experiencing synchronization errors. This operation is also known 
as “walking the replica ring.”

You can check partition continuity from either the Tree view or the list 
of Partitions and Servers.

 1. Select the partition whose synchronization status you want to 
view.

2. Select Partition Continuity.

In the Partition Continuity view, a replication with an exclamation 
point indicates a replica with synchronization errors. to get 
context-sensitive help on an error, double-click the replica icon 
and click the question mark beside the Current Sync Error field.
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For more information, see “Overview of Checking Partition 
Continuity” in the topic “Overview of Viewing Partition Data” on 
page 130.

Viewing the Partitions on a Server

You can view which partitions are allocated to a server by selecting a 
NetWare®Server object and viewing its replica list. This is a routine 
operation that is safe under all circumstances.

You can view the partitions on a server from either the Tree view  or the 
list of Partitions and Servers .

To view the partitions on a server, choose a NetWare Server object.

If you are in the Tree view, you might have to browse down the NDS 
tree until you find the NetWare Server object whose partitions you want 
to view.

Once you have highlighted the NetWare Server object, the partitions 
stored on the chosen server, as well as the partition’s replica type, are 
shown in the replica pane on the right of the browser.

For more information, see “Overview of Viewing the Partitions on a 
Server” in the topic “Overview of Viewing Partition Data” on page 130.

Viewing a Partition’s Replicas

You can choose a partition and view its replica list. This operation lets 
you identify

◆ Which servers the partition’s replicas reside on

◆ Which server hosts the master replica of the partition

◆ Which servers have read/write, read-only, and subordinate 
reference replicas of the partition

◆ The state of each of the partition’s replicas

You can view a partition’s replicas from either the Tree view  or the list 
of Partitions and Servers.
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To view a partition’s replicas, choose a partition.

The servers which contain replicas of the chosen partition are shown in 
the replica pane on the right of the browser.

Viewing Information about a Partition

The most significant reason to view information about a partition is to 
view its synchronization information. (You can gather most of the 
information about a partition without leaving the main view you’re 
working from.)

You can view information about a partition from the Tree view or the list 
of Partitions.

 1. Select the partition you want information about.

2. Right-click and select Information.

You can also view information about a partition from the Partition 
Continuity. To do so, from the Repair menu, select Information > 
Partition.

 Note: This is a safe operation that you can perform under all circumstances.

Viewing Partition Hierarchy

You can easily view the partition hierarchy in your Directory tree from 
the Tree view. In the browser on the left side of the Tree view, you can 
expand container objects to view which partitions are parent and which 
are child partitions.

To view the partition hierarchy in your NDS tree, expand a partition 
root object by double-clicking the object.

 Note:  The partition icon signifies a partition root object.

You can collapse the subtree by double-clicking the object again.

Viewing the List of Partitions in the Tree

This operation allows you to view a list of all the partitions in your NDS 
tree in and below your current context.
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If your NDS tree is large (hundreds of partitions) and you perform this 
operation from the root of your tree, you might have to wait several 
minutes while the list builds.

To avoid waiting long periods of time, perform this operation from a 
given context.

To view a list of all partitions in the NDS tree, do the following:

 1. Select View > Tree.

2. Navigate to and highlight the root of the current tree.

3. Select View > Partitions and Servers.

To view the partitions in a given context, do the following:

 1. Select View > Tree.

2. Navigate and highlight the container that you want to set as 
the new context.

3. Right-click and select Set Context.

4. Select View > Partitions and Servers.

The list of partitions in the current context is built under the 
Partitions heading (in alphabetical order).

Viewing Replica Data

Overview of Viewing the Replica List of a Partition

From either the Tree view or the list of Partitions and Servers, you can 
choose a partition and view:

◆ The replicas of that partition

◆ The type of each replica

◆ The state of each replica

◆ The server each replica is stored on
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However, from either of these two views, you will not get a complete 
list of each server’s view. The replica list shown is the view of the first 
server to respond to the request. The Server Read field in the 
information bar tells which server was read.

Other servers holding a replica of the chosen partition may have 
different views of where the partition’s replicas are stored.

To get a complete view of a partition’s replica list, use the Partition 
Continuity view. This view displays all of the servers that hold a replica 
of the chosen partition, as well as each server’s view of where replicas 
of the chosen partition are stored.

Overview of Viewing Replica Information

The most significant reason to view information about a replica is to 
view its synchronization information. (You can gather most of the 
information about a replica without leaving the main view you’re 
working from.)

This operation allows you to view the following details about a replica:

◆ Which partition the replica is a copy of

◆ The server it is stored on

◆ Its replica number

◆ Its type

◆ Its state

◆ The last time it was successfully synchronized

◆ Its referral address

◆ Its current synchronization errors

You can also get additional help on the specific synchronization 
error by pushing the blue question mark button at the end of the 
error number line.

 Note:  This is a safe operation that you can perform under all circumstances.
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Viewing the Replica List of a Partition

You can view the replica list of a partition from any view in NDSTM 
Manager.

To do so, from either the Tree View or the list of Partitions and Servers, 
select a partition.

The servers which contain replicas of the chosen partition are shown in 
the replica pane to the right of the browser.

To examine all of the servers holding replicas of a chosen partition and 
to verify that each server has a similar view of the partition’s replica list 
(or replica ring), you must “walk the replica ring” of a partition. See 
“Checking Partition Continuity” on page 133.

Viewing Information about a Replica

This is a safe operation that you can perform under all circumstances.

The most significant reason to view information about a replica is to 
view its synchronization information. (You can gather most of the 
information about a replica without leaving the main view you’re 
working from.)

 1. From either the Tree View or the list of Partitions and Servers, 
select a partition or a NetWare ® Server object.

2. Right-click on a replica and select Information.

To view replica information from the Partition Continuity view, right-
click a replica in the grid and select Information.
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12 Troubleshooting

This section provides information on disaster recovery. You can follow 
the procedures explained here to recover from server problems.

Recovering from NDS Server Problems

NDS for Solaris 2.0 offers NDS, Novell’s robust directory service, and 
the fault tolerance inherent in replication. Replication allows you to 
keep copies of the NDS database, or portions of it, on multiple servers 
at once.

You should always keep multiple replicas of NDS partitions. When one 
replica becomes corrupted or is lost because of a failed hard disk, you 
can delete that replica using NDS Manager and replace the failed 
partition with the intact replica.

The NDS Server Won’t Start

Symptoms

If the NDS server fails to start when you boot the Solaris server, you will 
receive a message that the service failed to start.

If no other NDS database replicas exist, users will not be able to log in.

If other replicas do exist, logging in might be slow and you will see 
communication and synchronization errors on the servers holding 
those replicas.
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Possible Explanations

◆ Since ndsd did not shut down properly, the file /var/nds/
ndsd.pid is retained.

◆ The SLP service that the NDS server depends on did not start.

◆ The User Account Management component has been removed.

◆ NDS database files might have been corrupted or deleted.

Solutions

Remove the file /var/nds/ndsd.pid and re-start the server.

If the SLP service did not start, resolve the SLP-service problem before 
starting the NDS server.

If the User Account Management component has been removed, install 
the component.

If the NDS database files have been corrupted or deleted, uninstall and 
then reinstall NDS for Solaris.

If the NDS server comes up on the Solaris server, but the service can’t 
open the NDS database files, see “The NDS Server Can’t Open the NDS 
Database Files” on page 140.

The NDS Server Can’t Open the NDS Database Files

Symptoms

If the NDS server can’t open the NDS database files, a message will 
notify  you on the Solaris server.

If other replicas exist, logging in might be slow and you will see 
communication and synchronization errors on the servers holding 
those replicas.
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Possible Explanations

◆ The NDS database files may have been corrupted through disk 
errors on the Solaris server.

◆ One or more of the NDS database files may have been deleted.

◆ The NDS database files may have been corrupted through 
synchronization problems with other NDS servers.

Solutions

If other replicas of the NDS database exist, use the ndscfg utility to 
remove NDS from the server and reinstall NDS on the server.

 Note:  If three or more replicas of a partition already exist, the utility will not add 
additional replicas to the server. If you want to add additional replicas, use NDS 
Manager to do so.

Unable to Contact the NDS Server

Symptoms

Unable to contact the NDS Server after changing the IP address of the 
Solaris server.

Possible Explanation

The IP address of the Solaris server is changed after the NDS Server is 
installed, and so NDS is not able to recognise the new IP address.

Solution

Uninstall the NDS Server and install it again.
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ndsd Core Dumps

Symptoms

ndsd core dumps.

Possible Explanation

The /var filesystem is full.

Solution

Clean up the /var filesystem and re-start the server.

Troubleshooting Uninstall

You can uninstall NDS for Solaris manually, from the Solaris system, if 
you have problems running the NDS for Solaris Uninstall program. 
Before uninstalling the product on the Solaris system, ensure that the 
product uninstallation on the Windows system is complete.

If you wish to restore the user and group database on the Solaris system 
to the state it was in, before migration, you should do so before you 
begin the uninstallation. Refer to the rev_migrate (1) man page or 
Revert Migrate procedure in“Setting Up User Account Management” 
on page 33.

Uninstall Fails

Symptoms

A failure occurs while uninstalling the product. You will receive a 
message informing you about the failure.

Possible Explanations

◆ Deconfiguring of User Account Management has failed. This 
could be due to the inability of the Solaris server to contact the 
NDS.
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◆ The NDS database could not be removed from the local Solaris 
server. This could be due to any of the following reasons:

Inability to authenticate to an NDS master or a Read/Write replica
Local server hosts the master replica of the partition
Inability to contact the NDS master
Inability to remove the Solaris server object from the NDS 

database
Local replica is corrupted

◆ The product packages could not be removed.

Solutions 

1. Check why the server cannot contact the NDS database and 
correct the error. If you are still unable to contact the server, do the 
following:

◆ Log in as root into the Solaris system.

◆ Check the directory for the NDS database files (by default, it 
is /var/nds/dib). Remove all the files in that directory using 
the rm * command. Kill the ndsd process by executing /etc/
init.d/ndsd stop.

◆ Log in to the NetWare 5 server and remove the workstation 
object corresponding to your workstation, using NetWare 
Administrator.

◆ Log in to the NetWare 5 server and remove the UNIX_Config 
object using NetWare Administrator. Note that you should 
not remove this object as long as there are workstation 
objects in the context.

◆ Run nds-uninstall.

2. If you are unable to authenticate to the NDS master, it could be 
because of a wrong password. Give the correct password and run 
nds-uninstall again.

3. If the master replica is on the local server, designate another 
replica as the master using NDS Manager, and run nds-uninstall.
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4. If you are unable to contact the NDS master, or if you are unable 
to remove the Solaris server object, or if the local replica is 
corrupted, do the following:

a. Execute ndscfg -R nds -a admin name with context -F to 
forcefully remove the DS.

b. Log into the NetWare 5 server and remove the server object 
corresponding to your Solaris server, using NDS Manager

c. Execute nds-uninstall.

5. If the Uninstall program fails to remove the product packages, 
manually remove the packages present in the Solaris server, using 
the following commands: 

pkgrm NDSserv

pkgrm NDSuam

pkgrm NDSbase

pkgrm NDSslp

pkgrm NDSdocs

If the pkgrm commands fail, remove the following directories 
found in /var/sadm/pkg: NDSserv, NDSuam, NDSbase, 
NDSslp, and NDSdocs.
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13 Resolving Error Messages

A NovellTM  error code is a hexadecimal or decimal number that is usually displayed 
within an error message for an application. When an error code is displayed, it indicates 
that a software or hardware error has occurred that does not allow the product to 
continue processing.

Many error codes display only a few digits of the hexadecimal error code. Often a 
number code is truncated to two digits, so it is not the actual decimal equivalent of the 
hexadecimal code.

Novell Error Codes are organized by a decimal or hexadecimal code and the source 
technology that generates the code.

You can browse the error code lists that are sorted numerically by source.

Some error codes have several possible causes. 

The “NDS Server Error Messages” on page 156 do not have error codes.

Messages with error code numbers can be categorized as follows:

◆ “NDS Operating System Error Codes” on page 158

Certain NDSTM  background processes or operations require the use or 
functionality provided by the operating system on which NDS is running. These 
functions, such as communication and transaction servers, can return operating 
system specific error codes to NDS. These error codes are then passed on to the 
NDS background process or operation that initiated a request. 

Generally, all operating system error codes that are generated by NDS have a 
negative numerical representation while all other operating system error codes 
have a positive numerical representation. The numerical range for operating 
system error codes generated by NDS is -1 through -256, while the numerical 
range for operating system error codes is 1 through 255.

To provide backward compatibility with older applications, NDS will return the 
positive numerical error code rather than the negative error code normally used 
by NDS. Therefore, any occurrence of an error code within the range of 1 to 255 
or -1 to -255 should be treated as the same error.
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◆ “NDS Client Error Codes” on page 161

Certain NDS background processes or operations require the use or functionality 
provided by other NDS servers. Use of these functions, such as bindery services, 
requires that an NDS server act as an NDS client to the server providing the 
functionality. Consequently, these functions can result in client-specific error 
codes being returned to the NDS background processes and operations. These 
error codes are generated by the NDS client that is built into NDS. The NDS 
client error codes fall in the range of codes numbered -301 through -399 (or 
FED3 through FDA6).

◆ “Other NDS Error Codes” on page 174

Certain NDS background processes or operations require the use or functionality 
provided by other supporting module. If any of these modules encounter an error, 
it can be passed on to NDS. Errors in this category range from -400 to -599.

◆ “NDS Agent Error Codes” on page 178

Error codes numbered -601 through -799 (or FDA7 through F9FE) represent 
errors that originated in the NDS Agent software in the server that are returned 
through NDS.

Because the NDS database is designed as a loosely consistent database, temporary 
errors are normal. You should not be alarmed if NDS error conditions exist temporarily. 
However, some errors might persist until the error condition is resolved.

Monitoring NDS Errors

The DSTrace utility allows you to work from the server console to diagnose NDS errors. 
These errors might appear when you are manipulating NDS objects with the 
administration utilities. NDS errors also show up on the DSTrace screen.

Several Technical Information Documents (TIDs) document the use of the DSTrace 
utility. These TIDs can be located on the NovellTM  Support Connection Web site at http:/
/support.novell.com/search/kb_index.htm.

You can refer to the following TIDs for more information on DSTrace:

TID 2909019 Directory Services Trace Screen (DSTrace)

TID 2909026 DSTrace Commands, Filters and Processes

You can also refer to the dstrace man page for information on the commands and filters 
that can be used.
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Reporting Error Information

To improve the information Novell has about resolving error code problems, we need to 
know when and how users are seeing them occur. Please help us gather this information 
by doing the following:

1. Record the error number.

2. Record the circumstances in which the error occurred.

3. If you were able to resolve the error, record what you did to resolve the problem.

4. Report this information to Novell through E-mail. Send the E-mail to 
SYSMSG@Novell.com. Novell will send you a confirmation that the 
information has been received. 

No technical support will be returned to you from this email id.

Getting Technical Support

If you are unable to resolve the problem and need technical support, please contact a 
Novell support provider.

Install/Uninstall and Configuration Error Messages

PACKAGE ADD OF <PACKAGE> FAILED

Source: nds-install

Possible Cause: pkgadd can fail because of unavailability of the default pkgadd settings (/var/sadm/
install/admin).

Action: Check for the correctness of the Solaris system, especially the contents of the /var/sadm 
directory. Ensure the correct setup on the system.

Possible Cause: Insufficient disk space.

Action: Provide the necessary disk space. pkgadd will notify you of the filesystem on which disk 
space is needed. 
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UNABLE TO CREATE LOG FILE

Source: WinSetup

Possible Cause: Insufficient disk space on the hard disk.

Action: Free some disk space on the hard disk and try again.

THE RIGHTS OF THE CURRENT USER COULD NOT BE READ

Source: WinSetup/N4UUnins

Possible Cause: An authenticated connection could not be established with the server.

Possible Cause: The server could be out of memory.

Possible Cause: There could be a directory I/O error.

Possible Cause: There could be a network failure.

Action: Exit the Setup program and login using the NetWare Client. Start the Installation again.

THE SETUP PROGRAM COULD NOT INITIALIZE. EXITING THE SETUP PROGRAM

Source: WinSetup

Possible Cause: The program was unable to load Unicode tables and set locale information.

Action: Contact a Novell® support provider.

ERROR MAPPING DRIVE

Source: WinSetup

Possible Cause: There may be a problem in the SYS volume of the server.

Action: Shut down the server and start it again.

SETUP PROGRAM WAS UNABLE TO SET THE PRIMARY TREE

Source: WinSetup

Possible Cause: There may be a problem in the network.

Action: Shut down the client and start it again.
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UNABLE TO REGISTER A REQUIRED ActiveX CONTROL... ABORTING THE SETUP 
PROGRAM

Source: WinSetup

Possible Cause: The registry of the Windows system may be corrupted.

Action: Refer to your Windows documentation for methods of detecting and recovering from 
registry errors.

SPECIFIED SERVER COULD NOT BE FOUND

Source: WinSetup/N4UUnins

Possible Cause: The specified server does not exist in the network.

Action: Specify an existing server.

Possible Cause: The specified server may be down at the moment.

Action: Restart the server.

SPECIFIED SERVER COULD NOT BE FOUND IN THE SPECIFIED TREE

Source: WinSetup/N4UUnins

Possible Cause: The specified server does not exist in the tree specified.

Action: Specify a server that exists in the tree.

THE NDS CONTEXT COULD NOT BE SET

Source: WinSetup/N4UUnins

Possible Cause: There could be a network failure.

Action: Restart the client and try again.

<COMPONENT NAME> COULD NOT BE DECONFIGURED

Source: nds-uninstall

Possible Cause: The server may be unable to contact the NDS.

Action: Check why the server cannot contact the NDS database and correct the error. If you are 
still unable to contact the server, do the following:
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1. Log in as root into the Solaris system.

2. Check the directory for the NDS database files (by default, it is /var/nds/dib). 
Remove all the files in that directory using the rm * command. Kill the ndsd 
process by executing /etc/init.d/ndsd stop.

3. Log in to the NetWare 5 server and remove the workstation object corresponding 
to your workstation, using NetWare Administrator.

4. Log in to the NetWare 5 server and remove the UNIX_Config object using 
NetWare Administrator. Note that you should not remove this object as long as 
there are workstation objects in the context.

5. Run nds-uninstall.

UNINSTALLATION IS NOT SUCCESSFUL

Source: nds-uninstall

Possible Cause: pkgadd may have failed because of the unavailability of the default pkgadd settings (/
var/sadm/install/admin).

Possible Cause: User could have input ‘no’ to any of the questions asked by pkgrm.

Action: Check for the correctness of the Solaris system, especially the contents of the /var/sadm 
directory. Ensure the correct setup on the system

Re-run nds-uninstall.

UNABLE TO LOAD A REQUIRED DLL

Source: N4UUnins

Possible Cause: The DLL may not be available, or may be in use.

Action: Exit all applications and run the Uninstall program again.

THE UNINSTALL PROGRAM COULD NOT INITIALIZE. EXITING...

Source: N4UUnins

Possible Cause: The program was unable to load Unicode tables and set locale information.

Action: Contact a Novell® support provider.
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UNABLE TO REGISTER A REQUIRED ActiveX CONTROL... ABORTING THE 
UNINSTALLATION PROGRAM

Source: N4UUnins

Possible Cause: The registry of the Windows system may be corrupted.

Action: Refer to your Windows documentation for methods of detecting and recovering from 
registry errors.

AN ERROR OCCURRED WHEN DELETING FILES

Source: N4UUnins

Possible Cause: The file may have the ReadOnly attribute.

Action: Set the attributes of the file to ReadWrite.

Possible Cause: There was an error in the network.

Action: Restart the client and perform uninstallation again.

NOT A VALID PARAMETER

Source: ndscfg

Possible Cause: A wrong parameter may have been entered while configuring.

Action: To see a list of all valid parameters, enter ndscfg -C <module name> -H

NOT A SETTABLE PARAMETER

Source: ndscfg

Possible Cause: Tried to set a parameter that is not settable.

Action: Open the /etc/nds.conf file using an editor and edit the corresponding entry. Note that 
this action is not recommended.

CANNOT START <DAEMON>, START MANUALLY

Source: ndscfg

Possible Cause: The file permissions for the specified daemon have been changed or the daemon has 
been removed.
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Possible Cause: The packages are not completely installed or a required executable has been removed.

Note: If this message is not followed by failure of ndscfg, then it is not a fatal error and 
nothing needs to be done.

Action: Check if the specified daemon is present and is executable. If not, uninstall the product 
and install again.

If this does not work, contact a NovellTM  support provider.

CANNOT STOP <DAEMON>, STOP MANUALLY

Source: ndscfg

Explanation: If this message is not followed by failure of ndscfg, then it is not a fatal error and nothing 
needs to be done.

Action: Stop the daemon manually using kill -INT

CANNOT OPEN FILE FOR INPUT OF PARAMETERS

Source: ndscfg

Possible Cause: ndscfg could not open a file for collecting inputs. This could be because both /etc and /
var filesystems are read-only.

Action: Change the attributes of the two filesystems to read-write, or use the ndscfg command 
line option.

ERROR OPENING INPUT FILE

Source: ndscfg

Possible Cause: ndscfg could not open a file for collecting inputs. This could be because both /etc and /
var filesystems are read-only.

Action: Change the attributes of the two filesystems to read-write, or use the ndscfg command 
line option.

ERROR OPENING INPUT FILE FOR READING

Source: ndscfg

Possible Cause: The file may have been accidentally deleted.

Action: Rerun ndscfg.



Install/Uninstall and Configuration Error Messages

Product Overview and Setup Guide
104-000102-001

July 22, 1999
Novell Confidential

System Messages 153

D
R

A
F

T
 S

L
U

G
 V

A
R

IA
B

L
E

ch_sysms.enu Temp. Rev 95G.3.enu.3 15 Apr 97

EDITOR COULD NOT BE OPENED

Source: ndscfg

Possible Cause: The editor that was set in your environment variable EDITOR could not be opened.

Action: Check the EDITOR environment variable and set it to the right path if necessary.

ERROR IN PRELIMINARY DEPENDENCY CHECK

Source: ndscfg

Possible Cause: One or more of the NDS packages could be partially installed or removed.

Action: Do a pkgchk to ensure that the packages are fully installed, or run nds-install/nds-
uninstall.

ERROR IN PRE- <INSTALL/UNINSTALL> CHECK FOR MODULE <MODULENAME>

Source: ndscfg

Possible Cause: One or more of the NDS packages could be partially installed or removed.

Action: Do a pkgchk to ensure that the packages are fully installed, or run nds-install/nds-
uninstall.

ERROR IN POST- <INSTALL/UNINSTALL> CHECK FOR MODULE <MODULENAME>

Source: ndscfg

Possible Cause: One or more of the NDS packages could be partially installed or removed.

Action: Do a pkgchk to ensure that the packages are fully installed, or run nds-install/nds-
uninstall.

NO AVAILABLE MODULES PASSED THE PRE- INSTALL/UNINSTALL CHECKS

Source: ndscfg

Possible Cause: None of the NDS packages that you tried to configure were fully installed.

Action: Do a pkgchk to ensure that all the required packages are fully installed, or run nds-
install/nds-uninstall.
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CANNOT OPEN FILE <FILENAME>

Source: ndscfg

Possible Cause: A program file that was required could not be found. A required NDS package is 
partially installed.

Action: Reinstall the package or run nds-install again.

CANNOT EXECUTE FILE <FILENAME>

Source: ndscfg

Possible Cause: A program file that should have been run could not be executed. The file mode could be 
wrong.

Action: Make the file an ‘executable’. Run nds-install again.

ERROR OPENING SHARED OBJECT <OBJECTNAME>

Source: ndscfg

Possible Cause: The shared object could not be opened. This could be because of incomplete installation 
of the package, or corrupted files.

Action: Reinstall the package or run nds-install.

CANNOT GET REQUIRED SYMBOLS FROM UAM LIBRARY

Source: ndscfg

Possible Cause: You may be having an older version of the the obejct or the object may be absent or 
corrupt.

Action: Uninstall and install the NDS UAM component.

UNABLE TO GET TREE NAME FROM THE CONFIG FILE

Source: ndscfg

Possible Cause: The tree name does not exist in the configuration file, /etc/nds.conf.

Action: Enter a value for the tree name parameter in the configuration file.
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UNABLE TO GET PARTITION ROOT FROM THE CONFIG FILE

Source: ndscfg

Possible Cause: The partition root does not exist in the configuration file, /etc/nds.conf.

Action: Enter a value for the partition root parameter in the configuration file.

UNABLE TO GET THE WORKSTATION NAME OR UNABLE TO INITIALIZE WORKSTATION

Source: ndscfg

Possible Cause: The workstation parameter value in the nds.conf file may have changed.

Action: Check the parameter value in the nds.conf file. It should be the same as the value 
specified during installation. If not, edit the file.

INSUFFICIENT MEMORY WHILE READING THE ACL PRIVILEGE

Source: ndscfg

Action: Clean up the disk and free some diskspace.

Migrate Error Messages

UNABLE TO FIND THE WORKSTATION OBJECT <OBJECTNAME>

Source: migrate2nds

Possible Cause: During migration, the migrate2nds tool grants access to all the workstations if the value 
‘yes’ is specified for the AccessToAllWorkstations parameter in the input file. If the 
value ‘no’ is specified, the tool may be unable to grant workstation access to the 
corresponding Solaris system. This is because there were two workstation objects 
corresponding to the Solaris system and one was deleted. However, the NDS User 
Account Management (UAM) cache daemon, which caches the names of the objects, 
has still retained the name of the deleted workstation object. 

Action: To grant workstation access to the migrated groups, bring down the NDS UAM cache 
daemon using the following command:

/etc/init.d/nds_uamcd stop
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Restart the NDS UAM cache daemon using the following command:

/etc/init.d/nds_uamcd start

Add the migrated groups to the workstation object using NetWare Administrator.

NDS Server Error Messages

PID FILE <nds.pid> EXISTS

Source: NDSTM  Server

Possible Cause: ndsd is already running or the earlier incarnation did not remove ndsd.pid.

Action: Remove ndsd.pid and restart.

COULD NOT INITIALIZE A SERVER MODULE

Source: NDSTM  Server

Possible Cause: Insufficient memory

Action: Restart the machine.

FATAL ERROR WHILE LOADING NDS, SERVER SHUTTING DOWN

Source: NDSTM  Server

Possible Cause: The /var/nds/dib directory may have been deleted.

Action: Create the directory.

Possible Cause: Insufficient memory

Action: Restart the machine.
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NetWare Administrator Snap-in Error Messages

LOAD FAILED FOR <PATHNAME>\NDS4sRes.dll

Source: NetWare Administrator Snap-in

Possible Cause: A file that was needed to complete a requested action is not available to the utility. The 
file NDS4sRes.dll could be corrupted.

Action: Uninstall the product on the Windows system and install again.

FIND FAILED FOR NDS4sRes.dll

Source: NetWare Administrator Snap-in

Possible Cause: A file that was needed to complete the requested action is not available to the utility. The 
file NDS4sRes.dll is missing.

Action: Uninstall the product on the Windows system and install again.

UNABLE TO LOCATE THE PRIMARY GROUP IN THE GROUP MEMBERSHIP LIST

Source: NetWare Administrator Snap-in

Possible Cause: The primary group has been removed fromthe group membership list of the user.

Action: If the group with the group ID specified in the primary group field of the user is present 
in NDS, add the group to the group membership list of the user. Else, change the primary 
group of the user.

Possible Cause: The UNIX profile of the primary group has been deleted.

Action: Change the primary group of the user.

Possible Cause: The primary group has ben deleted from NDS.

Action: Change the primary group of the user.
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NDS Operating System Error Codes

-168 FFFFFF58 ACCESS DENIED

Source: NDSTM  operating system

Explanation: Access has been denied for changing the password.

Action: See Reporting Error Code Problems to Novell®.

-196 FFFFFF3C ACCOUNTING DISABLED

Source: NDSTM  operating system

Explanation: Accounting has been disabled.

Action: See Reporting Error Code Problems to Novell®.

-197 FFFFFF3B LOGIN LOCKOUT

Source: NDSTM  operating system

Explanation: An attempt was made to log in after the system had locked the account because of 
intruder detection.

Possible Cause: The amount of times a user was allowed to log in to the server using an incorrect 
password had been exceeded, or the time the user logged in to the server was not allowed 
due to restrictions.

Action: If appropriate, unlock the account using ENABLE LOGIN command. If appropriate, 
change the user's restrictions.

If the Supervisor account has been locked by Intruder Detection, the console cannot be 
unlocked; therefore, ENABLE LOGIN cannot be entered at the server console prompt. 
In this case, the server must be rebooted. After the server is up, ENABLE LOGIN can 
be typed at the server console prompt. 
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-215 FFFFFF29 DUPLICATE PASSWORD

Source: NDSTM  operating system

Explanation: An attempt was made through NDS or through the bindery API to change a password 
for an NDS object to a previously used password. However, the unique password 
requirement is specified for the account.

Action: Make sure to use a unique password.

-216 FFFFFF28 PASSWORD TOO SHORT

Source: NDSTM  operating system

Explanation: An attempt was made by through NDS or the bindery API to change a password for an 
NDS object to a password with fewer characters than the required minimum specified 
for the account.

Action: Reenter the password using at least the minimum amount of characters required.

-217 FFFFFF27 MAXIMUM LOGINS EXCEEDED

Source: NDSTM  operating system

Explanation: An attempt was made to log in using an account that has limits on the number of 
concurrent connections, and that number has been reached.

Possible Cause: The object might have restrictions set for logging in to the server.

Action: If appropriate, change or delete the restriction.

-218 FFFFFF26 BAD LOGIN TIME

Source: NDSTM  operating system

Explanation: An attempt was made to log in an NDS object during an unauthorized time of day 
specified for the account.

Possible Cause: Time restrictions are set for users being able to log in to the server.

Action: Instruct the user regarding the time restrictions for logging in to the server. If 
appropriate, remove or change the restriction.
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Possible Cause: If this error occurs in connection with error code -659 
ERR_TIME_NOT_SYCHRONIZED, the error could be due to the servers' times not 
being synchronized.

Action: Resynchronize the time on the servers.

-219 FFFFFF25 NODE ADDRESS VIOLATION

Source: NDSTM  operating system

Explanation: An attempt to log in was made from an unauthorized station using an account with limits 
to a specific network and or station.

Possible Cause: Network address restrictions could have been set.

Action: For the user Admin and other users that need to authenticate at the console, remove 
network address restrictions if appropriate.

-220 FFFFFF24 LOG ACCOUNT EXPIRED

Source: NDSTM  operating system

Explanation: An attempt was made by a station to log in using an account that has expired or has been 
disabled by the network administrator.

Possible Cause: Restrictions for logging in to the server have been set or the account has been disabled.

Action: If appropriate, change the restriction or enable the account.

-222 FFFFFF22 BAD PASSWORD

Source: NDSTM  operating system

Explanation: An attempt was made to log in using an account password that has expired, and all grace 
logins have also expired. 

Possible Cause: No password was entered when a password was required.

An expired password was entered when the object had no remaining grace logins.

A new password was entered, but the previous password had not been changed.

Action: Make sure the user is using a password when required and that the password is the 
current password assigned.
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-223 FFFFFF21 PASSWORD EXPIRED

Source: NDSTM  operating system

Explanation: An attempt was made to log in to an NDS object using an expired password for the 
account, but the login was allowed because the account had a grace login.

Action: See Reporting Error Code Problems to Novell®.

-224 FFFFFF20 NO LOGIN CONN AVAILABLE

Source: NDSTM  operating system

Explanation: An attempt was made by a station to log in when no login connections were available.

Action: See Reporting Error Code Problems to Novell®.

-254 FFFFFF02 LOGIN DISABLED

Source: NDSTM  operating system

Explanation: An attempt was made to log in when login was disabled.

Action: Instruct the user to wait until logins are enabled, or enable logins for the server or object.

NDS Client Error Codes

-301 FFFFFED3 NOT ENOUGH MEMORY

Source: NDSTM  Client

Explanation: The client workstation does not have enough available memory.

Action: See Reporting Error Code Problems to Novell®.

-302 FFFFFED2 BAD KEY

Source: NDSTM  Client

Explanation: The program is trying to pass a bad key parameter for a context call. This is an internal 
program error.

Action: See Reporting Error Code Problems to Novell®.
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-303 FFFFFED1 BAD CONTEXT

Source: NDSTM  Client

Explanation: The program is trying to pass a bad context parameter to an NDS call. This is an internal 
program error.

Action: See Reporting Error Code Problems to Novell®.

-304 FFFFFED0 BUFFER FULL

Source: NDSTM  Client

Explanation: The workstation does not have room to add data to an input buffer.

Action: See Reporting Error Code Problems to Novell®.

-305 FFFFFECF LIST EMPTY

Source: NDSTM  Client

Explanation: The program passed an empty list (a null pointer) to NWDSPutAttrVal. This is an 
internal program error.

Action: See Reporting Error Code Problems to Novell®.

-306 FFFFFECE BAD SYNTAX

Source: NDSTM  Client

Explanation: The program tried to pass an ID that had an invalid syntax. This is an internal program 
error.

Possible Cause: An invalid external NDS auditing request was received.

Action: Contact a Novell® support provider.

-307 FFFFFECD BUFFER EMPTY

Source: NDSTM  Client

Explanation: The program tried to get data from an empty buffer. This is an internal program error.

Action: See Reporting Error Code Problems to Novell®.
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-308 FFFFFECC BAD VERB

Source: NDSTM  Client

Explanation: The program initialized the buffer with a verb not associated with the API. This is an 
internal program error.

Action: See Reporting Error Code Problems to Novell®.

-309 FFFFFECB EXPECTED IDENTIFIER

Source: NDSTM  Client

Explanation: The name being parsed is not typed.

Action: See Reporting Error Code Problems to Novell®.

-310 FFFFFECA EXPECTED EQUALS

Source: NDSTM  Client

Explanation: An equal sign is expected in the name.

Action: See Reporting Error Code Problems to Novell®.

-311 FFFFFEC9 ATTR TYPE EXPECTED

Source: NDSTM  Client

Explanation: The multi-AVA name being parsed must be typed.

Action: All AVAs must be typed or not typed. 

-312 FFFFFEC8 ATTR TYPE NOT EXPECTED

Source: NDSTM  Client

Explanation: The multi-AVA name being parsed might not be typed. 

Action: All AVAs must be typed or not typed. 
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-313 FFFFFEC7 FILTER TREE EMPTY

Source: NDSTM  Client

Explanation: The program is trying to delete an empty filter. This is an internal program error.

Action: See Reporting Error Code Problems to Novell®.

-314 FFFFFEC6 INVALID OBJECT NAME

Source: NDSTM  Client

Explanation: The program is trying to pass a NULL string for an object name to the API call or trying 
to pass a name containing both leading and trailing dots.

Action: See Reporting Error Code Problems to Novell®.

-315 FFFFFEC6 EXPECTED RDN DELIMITER

Source: NDSTM  Client

Explanation: An RDN delimiter (.) was expected and not found while the name was being parsed.

Action: See Reporting Error Code Problems to Novell®.

-316 FFFFFEC5 TOO MANY TOKENS

Source: NDSTM  Client

Explanation: Too many trailing delimiter dots occurred in the name. Only three context levels and 
four trailing dots are allowed in a name.

Action: See Reporting Error Code Problems to Novell®.

-317 FFFFFEC3 INCONSISTENT MULTIAVA

Source: NDSTM  Client

Explanation: The AVA type is incorrect.

Action: See Reporting Error Code Problems to Novell®.
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-318 FFFFFEC2 COUNTRY NAME TOO LONG

Source: NDSTM  Client

Explanation: Country name identifiers are only allowed one character.

Action: See Reporting Error Code Problems to Novell®.

-319 FFFFFEC1 SYSTEM ERROR

Source: NDSTM  Client

Explanation: This is an internal program error.

Action: See Reporting Error Code Problems to Novell®.

-320 FFFFFEC0 CAN’T ADD ROOT

Source: NDSTM  Client

Explanation: The program is trying to restore an object at the root.

Action: See Reporting Error Code Problems to Novell®.

-321FFFFFEBF UNABLE TO ATTACH

Source: NDSTM  Client

Explanation: An attempt to connect to a server failed.

Action: See Reporting Error Code Problems to Novell®.

-322 FFFFFEBE INVALID HANDLE

Source: NDSTM  Client

Explanation: An invalid iteration handle was found. This is probably an internal program error.

Action: See Reporting Error Code Problems to Novell®.
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-323 FFFFFEBD BUFFER ZERO LENGTH

Source: NDSTM  Client

Explanation: The program tried to call NWDS AllocBuf with a zero-length size. This is probably an 
internal program error.

Action: See Reporting Error Code Problems to Novell®.

-324 FFFFFEBC INVALID REPLICA TYPE

Source: NDSTM  Client

Explanation: The program tried to pass in a replica type that was not a master, Secondary, or Read 
Only. This is probably an internal program error.

Action: See Reporting Error Code Problems to Novell®.

-325 FFFFFEBB INVALID ATTR SYNTAX

Source: NDSTM  Client

Explanation: An invalid attribute syntax was passed in.

Action: See Reporting Error Code Problems to Novell®.

-326 FFFFFEBA INVALID FILTER SYNTAX

Source: NDSTM  Client

Explanation: An invalid filter syntax was passed in.

Action: See Reporting Error Code Problems to Novell®.

-328 FFFFFEB8 CONTEXT CREATION

Source: NDSTM  Client

Explanation: The context could not be created. This error occurs

◆ Most often when the Unicode* files are not loaded.

◆ When NDS® Manager is running on Windows* 95* and the maximum number 
of context handles in use has been reached.
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Note: Windows 95 only allows 16 context handles per process. Windows 3.x allows 48 
total handles system-wide. Therefore, you might see this error in Windows 3.x, but will 
most likely see it in Windows 95.

Action: Make sure the Unicode files are loaded.

If you are using NDS Manager, do the following actions in order:

1. Close some of your NDS Manager windows and retry the operation.

2. If you are using Window 3.x, and the first action does not work, close any 
unnecessary applications and retry the operation.

3. If step 1 or 2 does not work, shut down the workstation and bring it back up.

-329 FFFFFEB7 INVALID UNION TAG

Source: NDSTM  Client

Explanation: The server returned an "infotype" parameter that did not agree with the infotype passed 
in. This is an internal program error.

Action: See Reporting Error Code Problems to Novell®.

-330 FFFFFEB6 INVALID SERVER RESPONSE

Source: NDSTM  Client

Explanation: The server returned an invalid response.

Action: See Reporting Error Code Problems to Novell®.

-331 FFFFFEB5 NULL POINTER

Source: NDSTM  Client

Explanation: A null pointer was found when a real pointer was expected.

Action: Do not use a null pointer.
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-332 FFFFFEB5 NO SERVER FOUND

Source: NDSTM  Client

Explanation: The attempt to connect failed to find any servers responding.

Action: See Reporting Error Code Problems to Novell®.

-333 FFFFFEB3 NO CONNECTION

Source: NDSTM  Client

Explanation: An invalid iteration handle was found. This is probably an internal program error.

Action: See Reporting Error Code Problems to Novell®.

-334 FFFFFEB2 RDN TOO LONG

Source: NDSTM  Client

Explanation: The Relative Distingushed Name (RDN) exceeded 128 characters.

Action: See Reporting Error Code Problems to Novell®.

-335 FFFFFEB1 DUPLICATE TYPE

Source: NDSTM  Client

Explanation: Multi-AVAs exist. AVAs cannot contain the same type.

Action: See Reporting Error Code Problems to Novell®.

-336 FFFFFEB0 DATA STORE FAILURE

Source: NDSTM  Client

Explanation: A data storage failure occurred.

Action: See Reporting Error Code Problems to Novell®.
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-337 FFFFFEAF NOT LOGGED IN

Source: NDSTM  Client

Explanation: An internal NDS auditing error occurred.

Action: Contact a Novell® support provider.

-338 FFFFFEAE INVALID PASSWORD CHARS

Source: NDSTM  Client

Explanation: Illegal characters were used when assigning the password. Illegal characters in names 
are control characters, the comma, colon, semicolon, slash, backslash, question mark, 
asterisk, and tilde.

Action: Try assigning the password again using valid characters.

-339 FFFFFEAD FAILED SERVER AUTHENT

Source: NDSTM  Client

Action: See Reporting Error Code Problems to Novell®.

-340 FFFFFEAC TRANSPORT

Source: NDSTM  Client

Explanation: A transport failure occurred.

Action: See Reporting Error Code Problems to Novell®.

-341 FFFFFEAB NO SUCH SYNTAX

Source: NDSTM  Client

Action: See Reporting Error Code Problems to Novell®.
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-342 FFFFFEAA INVALID DS NAME

Source: NDSTM  Client

Explanation: An invalid NDS® name was found.

Possible Cause: An empty string was passed in for a name.

Possible Cause: A null pointer was received.

Action: See Reporting Error Code Problems to Novell®.

-343 FFFFFEA9 ATTR NAME TOO LONG

Source: NDSTM  Client

Explanation: The attribute name exceeded 128 characters.

Action: See Reporting Error Code Problems to Novell®.

-344 FFFFFEA8 INVALID TDS

Source: NDSTM  Client

Explanation: The Tagged Data Store (TDS) is not initialized or is corrupted. This usually occurs when 
the NWDS Login function was not called first.

Action: See Reporting Error Code Problems to Novell®.
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-345 FFFFFEA7 INVALID DS VERSION

Source: NDSTM  Client

Explanation: An attempt was made to load a version of NDS that is not valid.

Possible Cause: The version of NDS loaded is not supported by the operating system, or it is on an 
operating system that is unsupported.

Action: Make sure to use an operating system and a version of NDS that are compatible with 
each other as shown:

Possible Cause: An attempt to perform a Merge Tree task was made with an NDS server running a 
version of the NDS that was 4.00 or earlier.

Action: When merging a DS tree, upgrade the NDS to version 5.06 or later. 

-346 FFFFFEA6 UNICODE TRANSLATION

Source: NDSTM  Client

Explanation: A Unicode* translation error occurred. This is probably an internal program error.

Action: See Reporting Error Code Problems to Novell®.

-347 FFFFFEAS SCHEMA NAME TOO LONG

Source: NDSTM  Client

Explanation: This error probably occurred when the user tried to create a new class of object with a 
class name that exceeded 32 characters.

Action: See Reporting Error Code Problems to Novell®.

Operating System Version of NDS

NetWare 4.10 4.32 or later

NetWare 4.11 5.63 or later

NetWare 5 7.01 or later
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-348 FFFFFEA4 UNICODE FILE NOT FOUND

Source: NDSTM  Client

Explanation: The Unicode* file could not be found in the defined search algorithm.

The file extension shown in parentheses represents the country code the workstation is 
using, which is set in CONFIG.SYS. For example, *.001 is US English. The country 
code may be different from the one shown here.

In the DOS, Windows*, and OS/2* environments, the program searches the following 
areas for the Unicode files:

The current directory (for DOS and OS/2 environments) or the Windows directory.

The load directory (the directory containing the current utility’s .EXE file). Normally 
this will be the PUBLIC directory.

The NLS directory that is located within the load directory (the directory containing the 
current utility’s .EXE file). If the Unicode files are not found in the NLS directory within 
the load directory, the program searches the NLS directory that is a sibling of the load 
directory (that is, at the same level as the load directory). Note: The NWLanguage 
environment variable does not apply here.

The PATH and DPATH (for OS/2 only) environment variables. These environment 
variables may be found either in the user’s login script or in the AUTOEXEC.BAT file.

The following four files must be in one of these locations of the user’s search drive, or 
this error message is displayed:

◆ code_page_UNI.country_id 

◆ UNI_code_page.country_id 

◆ UNI_MON.country_id 

◆ UNI_COL.country_id 

Action: Make sure that these four files are loaded into the PUBLIC directory and that you have 
a search drive mapped to PUBLIC. Then try the operation again. If you have a search 
drive mapped to PUBLIC and the files still cannot be found there or in any other 
locations listed, use the NPATH utility to determine the Unicode files required for the 
workstation and their location. If the problem persists, contact a Novell® support 
provider.
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-349 FFFFFEA3 UNICODE ALREADY LOADED

Source: NDSTM  Client

Explanation: The Unicode* tables were already loaded when the program tried to load them again.

Action: See Reporting Error Code Problems to Novell®.

-350 FFFFFEA2 NOT CONTEXT OWNER

Source: NDSTM  Client

Action: See Reporting Error Code Problems to Novell®.

-351 FFFFFEA1 ATTEMPT TO AUTHENTICATE 0

Source: NDSTM  Client

Action: See Reporting Error Code Problems to Novell®.

-352 FFFFFEA0 NO WRITABLE REPLICAS

Source: NDSTM  Client

Explanation: On logout, the server logged out of the MONITOR connection. Subsequently, the 
program tried and failed to find a writable replica of that MONITOR connection's 
partition.

Action: See Reporting Error Code Problems to Novell®.

-353 FFFFFE9F DN TOO LONG

Source: NDSTM  Client

Explanation: The name passed in to NDS exceeded 256 characters.

Possible Cause: An attempt was made to perform a Move Subtree partition operation that would result 
in a fully qualified distinguished name greater than 256 characters for the partiton root 
object.

Action: Before doing a Move Subtree partition operation, make sure that the fully qualified 
distinguished name of the partition root object will be 256 characters or less.
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-354 FFFFFE9E RENAME NOT ALLOWED

Source: NDSTM  Client

Explanation: An attempt was made to move an object to the same place in the NDS tree that it already 
occupies.

Action: See Reporting Error Code Problems to Novell®.

Other NDS Error Codes

-489 FFFFFE17 UNI ALREADY LOADED

Source: NDSTM  Unicode*

Explanation: When an application tried to load the Unicode tables, they were already loaded.

Action: See Reporting Error Code Problems to Novell®.

-490 FFFFFE16 UNI FUTURE OPCODE

Source: NDSTM  Unicode*

Explanation: The Unicode rule table has unimplemented rules.

Action: See Reporting Error Code Problems to Novell®.

-491 FFFFFE15 UNI NO SUCH FILE

Source: NDSTM  Unicode*

Explanation: No such Unicode file or directory exists.

Action: See Reporting Error Code Problems to Novell®.

-492 FFFFFE14 UNI TOO MANY FILES

Source: NDSTM  Unicode*

Explanation: Too many Unicode files are already open.

Action: See Reporting Error Code Problems to Novell®.
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-493 FFFFFE13 UNI NO PERMISSION

Source: NDSTM  Unicode*

Explanation: An attempt was made to open a Unicode file to which the user does not have sufficient 
rights.

Action: If appropriate, give the user the rights necessary to open the Unicode files.

-494 FFFFFE12 UNI NO MEMORY

Source: NDSTM  Unicode*

Explanation: The workstation does not have enough memory to load the Unicode* table files.

Action: Increase the memory available to the workstation. See Resolving Workstation Memory 
Problems.

-495 FFFFFE11 UNI LOAD FAILED

Source: NDSTM  Unicode*

Explanation: An attempt to load the Unicode rule table files failed.

Action: See Reporting Error Code Problems to Novell®.

-496 FFFFFE10 UNI HANDLE BAD

Source: NDSTM  Unicode*

Explanation: An attempt was made to use the Unicode rule tables, but its handle was bad.

Action: See Reporting Error Code Problems to Novell®.

-497 FFFFFE0F UNI HANDLE MISMATCH

Source: NDSTM  Unicode*

Explanation: The Unicode table in use is not valid. Occurrences of this error can prevent the NDS 
database from initializing because data in the NDS database is in Unicode 
representation.

If the unicode.nlm is unable to translate the data for NDS, then the data cannot be used.
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Possible Cause: The Unicode files in the SYS:login/nls or SYS:public/nls directory are corrupted or 
missing.

Action: Replace the needed files from the CD-ROM using INSTALL (NetWare 4.x) or 
NWCONFIG (NetWare 5) or, copy the files from an equivalent server’s SYS:public/nls 
directory.

-498 FFFFFE0E UNI RULES CORRUPT

Source: NDSTM  Unicode*

Explanation: The Unicode rule table files are not the correct version, or they are corrupt.

Action: Obtain a new copy of the Unicode files. Then retry the operation.

-499 FFFFFE0D UNI NO DEFAULT

Source: NDSTM  Unicode*

Explanation: A character was found in the string provided, that could not be mapped to the 
corresponding unicode representation.

Action: See Reporting Error Code Problems to Novell®.

-500 FFFFFE0C UNI INSUFFICIENT BUFFER

Source: NDSTM  Unicode*

Explanation: The buffer is insufficient to load the Unicode files.

Action: See Reporting Error Code Problems to Novell®.

-501 FFFFFE0B UNI OPEN FAILED

Source: NDSTM  Unicode*

Explanation: The Unicode table files could not be opened for an unknown reason.

Action: Try the following

Close files you do not need to have open at the present time.

Free up memory on the workstation.
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Make sure the user has rights to access the directory where the Unicode table files are 
kept.

Make sure the directory where the Unicode files are kept is in the search path.

Make sure the Unicode files are the most current version and are not corrupted.

If after doing all the listed actions the problems still persists, contact a Novell® support 
provider.

-502 FFFFFE0A UNI NO LOAD DIR

Source: NDSTM  Unicode*

Explanation: The load directory for the Unicode file could not be determined.

Action: See Reporting Error Code Problems to Novell®.

-503 FFFFFE09 UNI BAD FILE HANDLE

Source: NDSTM  Unicode*

Explanation: The file handle is bad for the Unicode files.

Action: See Reporting Error Code Problems to Novell®.

-504 FFFFFE08 UNI READ FAILED

Source: NDSTM  Unicode*

Explanation: The files could not be read for the Unicode rule table.

Action: See Reporting Error Code Problems to Novell®.

-505 FFFFFE07 UNI TRANS CORRUPT

Source: NDSTM  Unicode*

Explanation: The translator is corrupt for the Unicode files.

Action: See Reporting Error Code Problems to Novell®.
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NDS Agent Error Codes

-601 FFFFFDA7 NO SUCH ENTRY

Source: NDSTM

Explanation: The specified NDS object could not be found on the NDS server that is responding to a 
request.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: The object name entered could not be found in the context specified. The object name 
might be mistyped. The context for the workstation might be incorrect for the object 
being sought. The leading dots or trailing dots might be used incorrectly.

Action: Check the context specified for the object name entered. If the command line input was 
the object name, check the workstation's context. Make sure that it points to the correct 
level of the NDS tree for the object name specified. If the input includes the object's full 
or partial context, make sure that the leading and trailing dots are specified appropriately 
and the types are correct.

Possible Cause: Occurrences of this error in response to an NDS or bindery API can occur during normal 
handling of an NDS tree. However, continuous occurrences of this error might indicate 
a program fault in the application being used.

Action: If the error persists, contact the developer of the application.

Possible Cause: If this error occurs in response to a request for the target server to start replica 
synchronization in NDS, the partition root object that was specified is not present on the 
target server.

Action: The error will resolve itself. 

Possible Cause: An attempt was made to finish NDS authentication for an NDS object, and the object 
was deleted before the authentication was completed.

Action: In this case, the error is informational and no action is required.

Possible Cause: This error could occur in the background process of NDS backlinker. The external 
reference might have been removed or overwritten by an incoming replica. This error 
occurs if the external reference was removed or overwritten while NDS was waiting for 
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the backlink attribute to be created on an NDS server that is holding a replica of the NDS 
partition that includes the externally referenced object.

Action: Ignore transitory occurrences. Over a period of time, the error will resolve itself in this 
case.

Possible Cause: This error could occur in response to a Dead or Rename obituary during the NDS Janitor 
background process. In this case, the error could occur while processing obituaries after 
a successful completion of the background process for NDS replica synchronization. If 
it does, then it means the target server does not hold an external reference of the object 
being deleted.

The external reference might have been removed or overwritten by an incoming replica.

Action: If the server itself is no longer in the tree but still exists as an object in the tree, then 
locate the server object and delete it.

If the replica is incoming, then it should get updated into the replica ring and should be 
notified and should correct itself. If the error does not correct itself in this case, contact 
a Novell support provider.

Possible Cause: An attempt was made to read information for an NDS object that does not exist on the 
NDS server that is replying to the request.

Possible Cause: If the error displays while running DSTRACE on the server or while viewing Partition 
Continuity in NDS Manager, it usually means that an entry is missing from the entry 
record table on the source server.

Action: Make sure the request has had enough time to be processed on the NDS server.

Identify which object is returning the -601 error. To do this, use the SET 
DSTRACE=+SYNC command on both the source and the target server and on any other 
servers in the replica list.

If the object with the error is not a server object, try deleting it.

If the object with the error is a server object, see if DSTRACE returns any other errors 
besides -601. Address those errors, if any.

You can use the Partition Continuity feature of NDS Manager to evaluate the partition 
for synchronization errors. NDS Manager has several repair functions that allow you to 
correct synchronization errors without having to run DSREPAIR from the server.

Note: Using the Send Updates option might create high levels of network traffic.

If Partition Continuity shows no errors besides -601, use NDS Manager to send updates 
from a replica that does not have the error, or receive updates on the replica with the 
error. 
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Note: Receive updates will create less traffic than send. Send Updates and Receive 
Updates are available from the Tree view, the list of Partitions and Servers, and the 
Partition Continuity view in NDS Manager.

Possible Cause: The replicas of an NDS partition might be inconsistent.

Action: If the problem is with the replica ring being inconsistent, see actions for error -672.

Warning: Using the Send All Objects option or the Receive All Objects option might 
create high levels of network traffic.B

If the problem is with inconsistencies inside the partition, such as objects on different 
replicas not being the same, use the Send All Objects option or Receive All Objects 
option in DSREPAIR to update replicas of a partition on the servers holding replicas.

-602 FFFFFDA6 NO SUCH VALUE

Source: NDSTM

Explanation: A value for the specified attribute does not exist on the specified object.

Applying all solutions mentioned in this topic could make the problem worse if the 
actual cause of the problem is not known. Before following a course of action, make sure 
that you understand the cause of the error and the consequences of the actions suggested.

Possible Cause: The requester does not have sufficient rights to the attribute for the specified object.

Action: If appropriate, assign the requester the necessary rights.

Possible Cause: An attempt was made to find the master replica, and the master replica was not found.

Action: Designate a master replica.

Possible Cause: This error might be a temporary condition that exists due to the loosely consistent nature 
of NDS.

Action: Wait and try the action again. If this error persists, contact a Novell support provider.

Possible Cause: If this error is encountered during the login or authentication process, this error usually 
means that the user's or the server's public keys could not be located. 

Action: If it is the user's public keys, regenerate the user's key pair by changing the password 
with the applicable utility. 

If it is the server's public keys and that server is a critical server, then contact a  Novell 
support provider for assistance in restoring the server's keys.
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Possible Cause: An occurrence of this error during the synchronization process between servers means 
one of the public keys cannot be located or the replica list of one of the servers contains 
inconsistent results. 

Action: Determine whether the value exists for the specified attribute using NLIST.

If either of these messages is displayed without an error code, do the following action 
that is applicable to the error displayed: Error unable to communicate, or Error sending 
updates.

Error unable to communicate

Check to see if a problem exists with the object. To do this, use DSTRACE and the SET 
DSTRACE=+SYNC command.

This problem might be related to the public key or the remote ID number. Verify that all 
remote server ID numbers are valid. 

Be aware, however, that a public key cannot be repaired unless there is at least one server 
in the tree authenticating to the target server. The server that is able to successfully 
authenticate to the target server must also have a real copy of the target server object.

This means that the server must have a replica (other than a subordinate reference 
replica) of the partition holding the target server object. If only two servers are in the 
tree, remove the target server from the tree and reinstall it.

Error sending updates

Check to see if a problem exists with the object. To do this, use DSTRACE and the SET 
DSTRACE=+SYNC command.

If an error exists, try deleting the object in question.

-603 FFFFFDA5 NO SUCH ATTRIBUTE

Source: NDSTM

Explanation: The requested attribute could not be found. In NDS, if an attribute does not contain a 
value, then the attribute does not exist for the specific object.

The request might be

◆ Read an NDS schema attribute definition

◆ Remove an NDS schema attribute definition
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◆ Update an NDS schema attribute definition

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: The definition for the specified schema attribute does not exist on the server replying to 
the request. 

Action: Look at what type of object the error is occurring on. 

If the object is a simple object, such as a single user that is not a critical user, delete and 
recreate the problem object.

If it is the source server that is missing the attribute, then use DSREPAIR to perform a 
Receive All Updates from the Master to This Replica operation on the source server.

Warning: The Receive All Updates from the Master to This Replica operation in 
DSREPAIR removes the replica and then places the replica back on the server. This 
operation cannot be performed on the server that holds the master replica. If this 
operation needs to be performed on the server holding the master replica, reassign the 
master replica to another replica ring using DSREPAIR before starting this operation.

Possible Cause: The specified object does not have the specified attribute.

Action: Perform a Send All Objects to Every Replica in the Ring operation from DSREPAIR.

Warning: When a Send All Objects to Every Replica in the Ring operation is performed 
on large partitions or partitions with numerous replicas, considerable traffic on the 
network can result.

Possible Cause: The ndscfg utility failed to configure User Account Management.

Action: Run the Windows setup programagain to extend the schema.
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-604 FFFFFDA4 NO SUCH CLASS

Source: NDSTM

Explanation: The specified NDS schema class definition does not exist on the NDS server that is 
replying to the request. 

The request might be

◆ Read an NDS schema attribute definition.

◆ Remove an NDS schema attribute definition.

◆ Add attribute to the NDS schema attribute definition's Optional Attribute list.

◆ Add Access Control Lists (ACLs) to the NDS schema class definition's Default 
ACL (template) list.

◆ Add classes to the NDS schema class definition's containment list where the class 
to modify, and not the classes referenced within the containment list, was not 
found.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: The timestamp on the attribute of an object is in the future by two days or more.

Action: Contact a Novell® support provider.

Possible Cause: An attempt was made to add a class to the containment list of another NDS schema class 
definition. In this case, the class to be added does not exist on the NDS server that is 
replying to the request.

Action: Contact a Novell support provider.

Possible Cause: An attempt was made to create an NDS object using an NDS schema class definition 
that does not exist.

Action: Contact a Novell support provider.

Possible Cause: An attempt was made to change an object to an NDS object with an NDS schema class 
definition that does not exist.

Action: Contact a Novell support provider.
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Possible Cause: Third-party schema is not synchronized.

Action: Remove and reinstall the third-party schema and re-create the extension.

Possible Cause: If this error occurs when grafting trees, the name of the tree might be greater than 22 
characters.

Action: Action

Action: Change the tree name to a name with 22 characters or less using the following steps:

1. Load DSMERGE on the server that contains the master replica.

2. Use the Rename this tree option.

3. Log in to the tree using the fully distinguished name of user Admin, along with 
the password.

4. Enter the new tree name. Press F10 to perform the rename.

5. Upon exiting DSMERGE, you can run the Limber process to expedite 
synchronizing the tree's name change.

To start the Limber process, type the following commands at the console prompt:

a. Type set dstrace = on

b. Type set dstrace = *h

c. Type set dstrace = *limber

6. Clean out any orphans or external references to the old tree by running 
DSREPAIR.

7. Edit any login scripts that refer to the old tree name.

-605 FFFFFDA3 NO SUCH PARTITION

Source: NDSTM

Explanation: The specified NDS partition does not exist on the NDS server that is replying to the 
request.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.



NDS Agent Error Codes

Product Overview and Setup Guide
104-000102-001

July 22, 1999
Novell Confidential

System Messages 185

D
R

A
F

T
 S

L
U

G
 V

A
R

IA
B

L
E

ch_sysms.enu Temp. Rev 95G.3.enu.3 15 Apr 97

Possible Cause: An attempt to locate the parent partition of the specified partition failed. A 
communication problem might exist between NDS servers within the NDS tree.

Action: Check for and resolve any communication issues between NDS servers within the NDS 
tree.

Possible Cause: Inconsistent data is being returned from the local database.

Action: Use DSREPAIR to resolve this issue.

Possible Cause: An internal auditing error occurred.

Action: Obtain additional information about the source and target servers by using DSTRACE 
with the Auditing flag set. See DSTRACE Commands.

Possible Cause: An error occurred in the application being used.

Action: If the error persists, contact the developer of the application.

-606 FFFFFDA2 ENTRY ALREADY EXISTS

Source: NDSTM

Explanation: An attempt was made to create, restore, or rename an NDS object when an object with 
the same distinguished name already exists within the NDS tree. 

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: This error can occur in response to an NDS or bindery API call during the normal 
handling of an NDS tree. If the error persists, a program fault in the application being 
used to create, restore, or rename objects might exist.

Action: Consider the error temporary unless it persists. 

If the error persists, contact the developer of the application.

Possible Cause: An attempt was made to add an object at the same level as a preexisting object of the 
same name but not necessarily the same class.

Action: Specify a different name for the object being added or rename the existing object.
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-607 FFFFFDA1 NOT EFFECTIVE CLASS

Source: NDSTM

Explanation: An attempt was made to create an object using an NDS schema class definition that is 
not flagged as a base class. Only an NDS schema class definition that has its Effective 
Class flag set can be used as the base class for a new object.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: An schema class definition that is flagged as an Effective Class was not used when 
creating an object.

Action: When creating an object, select an NDS schema class definition that is flagged as an 
Effective Class.

Possible Cause: If the error occurs when restoring an object, the NDS schema in use by the tree is 
probably different from the schema used by the original NDS tree.

Action: Before attempting to restore an NDS object, restore the NDS schema. This might require 
reinstalling any software that extended the NDS schema.

Possible Cause: If the error occurs when mutating a bindery object, an internal error within NDS could 
have occurred.

Action: Contact a Novell® support provider.

Possible Cause: NDS has two types of object classes: effective and noneffective. You can use only 
effective classes to create entries.

You can use noneffective classes as super classes. These noneffective classes define 
information associated with various effective classes.

Action: The standard NetWare® utilities that ship with NetWare only allow effective classes to 
be used when creating objects. Find out what utility is being used to create the object. 
This utility is not following the rules of the specified object. Contact the developer of 
the utility.
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-608 FFFFFDA0 ILLEGAL ATTRIBUTE

Source: NDSTM

Explanation: An attempt was made to add an attribute to an NDS object that is not listed as an optional 
or a mandatory attribute within the expanded NDS schema class definition of the 
object's base class.

The only attributes that are supported for an NDS object are listed within the expanded 
NDS schema class definition of the object's base class.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: If the error occurs during the background processes for NDS replica synchronization, 
two causes for this error might be

The NDS schema class definition used by the source server differs from the definition 
used by the target server. Additionally, the error indicates that the NDS schema on the 
source server contains additional information.

The database on the source server is damaged.

Action: If the error occurs during the background processes for NDS replica synchronization, 
and the NDS schema class definition used by the source server differs from the 
definition used by the target server, see Resolving NDS Schema Synchronization Issues.

If you suspect that the database on the source server is the problem, try repairing it using 
DSREPAIR with Rebuild Operational Schema selected.

Possible Cause: If this error occurs while attempting to add an attribute to an object, then an unsupported 
attributed might have been used.

Action: Only use attributes for an NDS object that are supported in the expanded NDS schema 
class definition of the object's base class.

Possible Cause: If this error occurs while adding an attribute to an NDS alias object, NDS will not accept 
this task because this task is not supported by NDS.

Action: NDS does not support adding attributes to alias objects. Therefore, this task cannot be 
performed.
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-609 FFFFFD9F MISSING MANDATORY

Source: NDSTM

Explanation: One or more of the mandatory attributes for the object being created or modified are 
missing.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: An attempt was made to modify an object without specifying values for all of the 
mandatory attributes listed within the expanded NDS schema class definition of the 
object's base class.

Action: To determine which attributes are mandatory for an operational NDS schema class 
definition, use NDS Schema Manager.

Possible Cause: If the error occurs during the background processes for NDS replica synchronization, 
two causes for this error might be

The NDS schema class definition used by the source server differs from the definition 
used by the target server. Additionally, the error indicates that the NDS schema on the 
source server contains additional information.

The database on the source server is damaged.

Action: If the error occurs during the background processes for NDS replica synchronization, 
and the NDS schema class definition used by the source server differs from the 
definition used by the target server, see Resolving NDS Schema Synchronization Issues.

If you suspect that the database on the source server is the problem, try repairing it using 
DSREPAIR with Rebuild Operational Schema selected.

-610 FFFFFD9E ILLEGAL DS NAME

Source: NDSTM

Explanation: The NDS relative distinguished name or distinguished name supplied for an NDS object 
is illegal.

Possible Cause: The NDS relative distinguished name or distinguished name that was supplied was not 
formatted properly or it exceeded the maximum length of 256 characters.

Action: Make sure the NDS relative distinguished name or distinguished name supplied for an 
NDS object follows the naming conventions for NDS objects. 
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-611 FFFFFD9D ILLEGAL CONTAINMENT

Source: NDSTM

Explanation: The containment rules of NDS specify where an object class can appear in relation to 
other objects in the NDS tree. An attempt was made to add an NDS object or NDS 
schema class definition that violates the NDS schema containment rules.

When creating an NDS object, the object can only be created as a child of an object 
whose base class is specified within the containment list of the new object's expanded 
NDS schema class definition.

For example, the object class Country can only be created at the top of the NDS tree. 
The object class User can only be created under Organization object containers and 
Organizational Unit object containers. The schema enforces the containment rules for 
NDS.

This error might appear in NDS Manager when moving a partition.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: The containment rules for moving a partition have been violated.

Action: If this error occurs when moving a partition, check the containment rules for the 
partition object.

Possible Cause: If this error occurs during the backlinker background process, then an attempt was made 
to backlink an external reference whose parent object (also an external reference) was 
unbacklinked.

Action: Wait for the backlinker process to complete. If the backlinker process will not complete, 
check for and resolve communication errors. Also, make sure the server where the 
object resides is working and can be accessed.

Possible Cause: If this error occurs during any background process other than the backlinker process, 
then the database on the source server is probably damaged.

Action: Repair the database using DSREPAIR.
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Possible Cause: If this error occurs when attempting to write a new schema class definition that contains 
itself, the container class flag is probably not set.

Action: Before attempting to create a new NDS schema class definition that contains itself or 
that is meant to be specified within the containment list of any other class definitions, 
make sure the container class flag is set.

Possible Cause: Before attempting to create a new NDS schema class definition that contains itself or 
that is meant to be specified within the containment list of any other class definitions, 
make sure the container class flag is set.

Action: Before attempting to create an NDS schema class definition with a noncontainer schema 
class specified within the definitions containment list, make sure the container class flag 
is set.

-612 FFFFFD9C CAN’T HAVE MULTIPLE VALUES

Source: NDSTM

Explanation: An attempt was made to add an attribute value to an object of an attribute whose NDS 
schema attribute definition is constrained as single valued, without overwriting or 
deleting the existing attribute value.

Possible Cause: A program fault occurred in the application being used to manipulate the attributes of 
the NDS object.

Action: Contact the developer of the application.

-613 FFFFFD9B SYNTAX VIOLATION

Source: NDSTM

Explanation: A request was made to modify an NDS attribute using data that does not conform to the 
syntax specified within the NDS schema attribute definition.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: This error occurs most often when an attribute value being added to an object is incorrect 
or when the value is pointing to an object that does not exist in the tree.

Action: Verify that the object name being added as a value is correct, and verify that the object 
exists in the tree.
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Possible Cause: An attempt was made to modify an NDS attribute whose syntax is a distinguished name. 
The following are possible causes of the error:

The source server was unable to locate the distinguished name for the NDS object 
provided.

The distinguished name for the NDS object provided refers to a deleted object. 
Additional information on this instance of the error can be obtained using DSTRACE 
on the source server with the Collisions flag set.

The distinguished name for the NDS object provided is an illegal NDS name.

Action: Make sure the object name does not contain illegal characters.

Possible Cause: A fault occurred in the application that is being used to manipulate the attribute values.

Action: Contact the developer of the application.

Possible Cause: The error might also occur when a bindery-type object (usually created by a third-party 
program) becomes corrupt. 

Action: If the -613 errors are on these types of objects, delete all objects created by the program, 
and then reinstall the program.

-614 FFFFFD9A DUPLICATE VALUE

Source: NDSTM

Explanation: An attempt was made to add an attribute value to an NDS object that already has an 
instance of that attribute with the same value, without overwriting or deleting the 
existing value.

Possible Cause: A program fault occurred in the application used to manipulate an attribute for an NDS 
object.

Action: Contact the developer of the application.
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-615 FFFFFD99 ATTRIBUTE ALREADY EXISTS

Source: NDSTM

Explanation: An attempt was made to create an NDS schema attribute definition within an NDS 
schema where an attribute definition with the same name already exists and without 
requesting that the existing definition be overwritten.

Action: If the attribute is multi-valued, add the specified value to the existing attribute. 

Action: If the attribute is single-valued, delete the attribute, and then create it again with the new 
value.

Possible Cause: A program fault occurred in the application used to create an NDS schema attribute 
definition.

Action: Contact the developer of the application.

-616 FFFFFD98 MAXIMUM ENTRIES EXIST

Source: NDSTM

Explanation: An attempt was made to add an NDS object to the NDS database while the maximum 
number of entries within the NDS object database already exists. The maximum number 
of objects that can be created within the NDS object database is 16,777,215 for each 
NDS server.

Possible Cause: The NDS object database on the source server is full.

Action: To free entries within the NDS object database, partition the NDS tree and remove any 
unneeded partitions from the source server.

-617 FFFFFD97 DATABASE FORMAT

Source: NDSTM

Explanation: The record structure of the NDS database does not match the structure expected by the 
version of NDS being used. Therefore, the local database cannot be used. 

The record structure of the NDS database is checked when loading NDS and during any 
attempts to abort an NDS activity.

Possible Cause: The local database is damaged.

Action: Run DSREPAIR once. If this error persists after running DSREPAIR the first time, 
contact a Novell® support provider. 
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Warning: If DSREPAIR is run a second time, the original.OLD database files will be 
overwritten and it might not be possible to restore the former Directory Information 
Base (DIB).

Note: The dsrepair.nlm requires a valid record structure. Resolving record structure 
problems requires the assistance of Novell technical services.

-618 FFFFFD96 INCONSISTENT DATABASE

Source: NDSTM

Explanation: An unexpected error condition has occurred on the  source server  due to one of the 
following conditions:

Problems with the local NDS database.

Unexpected data returned from the local NDS database.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: An attempt by an application to initialize (open) the local NDS database failed.

Action: For additional information on repairing an NDS database that will not open, see -633  
FFFFFD69  ERR_DS_LOCKED.

Possible Cause: An occurrence of this error during the NDS Limber background process can indicate 
replica ring discrepancies if the following conditions exist:

The source server does not have a replica attribute value for itself in one or more of the 
replica rings of the NDS partitions held by the source server.

The source server was unable to locate the replica attribute value identifying the NDS 
server holding the master replica of an NDS partition held by the source server.

Action: Run DSREPAIR > Advanced Options > Repair Local DS Database.

Possible Cause: An attempt was made to change the NDS tree name to a name longer than 128 
characters.

Action: Contact the developer of the application.
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Possible Cause: An attempt was made to restore an object as the [Root] of the NDS tree, when the 
existing object being overwritten is not the [Root] object or does not have a base class 
of Top.

Action: Contact the developer of the application.

Possible Cause: An attempt was made to access a record  that does not exist within the local NDS 
database.

Action: Run DSREPAIR.

-619 FFFFFD95 INVALID COMPARISON

Source: NDSTM

Explanation: An attempt was made to compare the values of two attributes whose syntaxes are not 
comparable.

Possible Cause: A program fault occurred in the application used to manipulate an object's attributes.

Action: Contact the developer of the application.

-620 FFFFFD94 COMPARISON FAILED

Source: NDSTM

Explanation: The values of two attributes submitted for comparison do not match based on the 
submitted comparison criteria.

Possible Cause: A program fault occurred in the application used to manipulate an object's attributes.

Action: Contact the developer of the application.

-622 FFFFFD92 INVALID TRANSPORT

Source: NDSTM

Explanation: An application attempted to use a non-IP referral. NDS for Solaris uses only IP address 
referrals. 

Possible Cause: An occurrence of this error during an attempt to establish communication indicates that 
the local server was unable to identify an IP address referral for the target server. 

1. Ensure that the referral is available.

2. In DSREPAIR, select the advanced menu option Server Known to This Database.
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3. Select the target NDS server.

4. Select the Repair Selected Server's Network Address option.

-623 FFFFFD91 SYNTAX INVALID IN NAME

Source: NDSTM

Explanation: An application attempted to create a schema class definition that specifies a naming 
attribute whose schema attribute definition is not constrained as a string.

Possible Cause: A program fault occurred in the application used to create a schema class definition.

Action: Contact the developer of the application.

-624 FFFFFD90 REPLICA ALREADY EXISTS

Source: NDSTM

Explanation: An attempt was made by an application to add a replica to an NDS server that already 
holds a nonsubordinate reference replica of the same partition.

Possible Cause: If this error occurs during the NDS background process, discrepancies might exist in the 
replica rings of the server holding replicas of the partition.

Possible Cause: Discrepancies might exist between the replica ring on the NDS server holding the 
master replica of the partition and the target server.

Action: Determine whether the target server already holds a replica. To do this, use the advanced 
menu option Replica and Partition Operations in DSREPAIR on the target server.

If the target server already holds a replica and it is not listed in the replica ring on the 
server holding the master replica, destroy the replica on the target server, and add it 
again using Partition Manager in NDS Manager.

Warning: When Send All Objects to Every Replica in the Ring operation is performed 
on large partitions or partitions with numerous replicas, considerable traffic on the 
network can result.

If the read/write replica does not have a target server but the master does, perform a Send 
All Objects to Every Replica in the Ring operation from DSREPAIR.
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-625 FFFFFD8F TRANSPORT FAILURE

Source: NDSTM

Explanation: The source server is unable to communicate with the target server. This error is almost 
always LAN-related.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: The status attribute on the server's object is Down.

Action: If this is the cause, no action is necessary. NDS will periodically check the status of a 
server. If the server is found to be unavailable because the server is down or because of 
a LAN/WAN issue, the status attribute on the objects representing the server will change 
to Down. When the server is available again, its status attribute will be set to Up.

Possible Cause: The source server has an incorrect address referral for the target server.

Action: Try to correct the internal IP number on the target server.

To do this from the server, run DSREPAIR and select the Repair Network Addresses 
option on the source server.

Possible Cause: If the error occurs when an attempt to use an existing NetWareTM  Core Protocol® (NCP) 
connection to the target server failed, the target server is down or an issue with the LAN/
WAN environment exists.

Possible Cause: If an application attempted and failed to create a connection to the target server, the 
target sever is probably down or an issue with the LAN/WAN environment exists.

Possible Cause: The server is down.

Possible Cause: The server cannot be found.

Possible Cause: The name of the server was changed.

Possible Cause: The server object was moved.

Possible Cause: A bridge or other physical connection is down between servers.

Possible Cause: A workstation is trying to communicate with a server that has a databases that is locked 
by a utility, such as NDS Manager, Install Maintenance Mode, or DSREPAIR.

Action: Ensure that the source server can communicate with the target server. To verify whether 
they are communicating, type DISPLAY SERVERS on the source server.
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Determine whether other servers are returning the -625 error for the same target server.

Ensure that the workstations can attach and log in to the target server from the same 
segment as the source server.

Flag all servers as Up by typing RESET ROUTERS, and then setting the SET 
DSTRACE=*U command at the source server. Then retry communicating with the 
target server.

At a client workstation, view the Partition Continuity screen in NDS Manager. If every 
source has an error on one target, and that target server is unable to connect as a source, 
check to see whether that server is down or whether its NDS database is locked.

Possible Cause: The internal IP number was changed on the target server.

Action: Try to correct the internal IP number on the target server.

To do this from the server, run DSREPAIR and select the Repair Network Addresses 
option on the source server.

-626 FFFFFD8E ALL REFERRALS FAILED

Source: NDSTM

Explanation: All attempts to connect to the available server while walking the NDS tree or resolving 
name requests have failed.

Possible Cause: An attempt to walk the NDS tree or resolve an object name failed because

The source server was unable to connect to any of the available referrals (NDS servers).

The referrals had no instance of the object in question while they held replicas of the 
target partition.

Possible Cause: An occurrence of this error during an attempt to connect to the target server could 
indicate LAN/WAN issues such as SAP/RIP filtering. It also could mean that 
discrepancies exist in the connectivity between partition boundaries.

Possible Cause: An occurrence of this error during an NDS background process could indicate that 
discrepancies exist in the connectivity between partition boundaries.

Action: Perform all or some of the following actions until the error disappears:

On the source and target server, verify all network addresses and remote server IDs 
using the advanced menu options in DSREPAIR.

Verify partition connectivity by doing the following:
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1. Start at the [Root] partition and ensure consistency between the replica rings of 
the servers that hold a replica of the partition.

2. Continue this process downward through the NDS tree, examining each partition 
root, until the targeted partition is reached.

3. Ensure that each replica ring has a master replica and that any required 
subordinate reference replicas are in place.

If you prefer to work from the server console, run the Repair Network Addresses option 
and Verify Remote Server ID Numbers option in DSREPAIR.

From the Partition Continuity screen in NDS Manager, verify that there is one master 
replica (in each row) for the partition in question.

Check the replica states and make sure they are all "ON."

Resolve whatever problems you find in the dsrepair.log file.

Run the DISPLAY SERVERS command and see whether the tree name is present. If not, 
check issues related to the -625 errors.

If creation time stamps are invalid, eliminate the problem by selecting the Advanced 
Option > Check External References in DSREPAIR.

-627 FFFFFD8D CAN’T REMOVE NAMING VALUE

Source: NDSTM

Explanation: An attempt was made to remove the attribute value flagged as the naming attribute.

Action: Determine the naming attribute for an operational NDS schema class. Additionally, use 
NDS Schema Manager to determine the naming attributes for an extended NDS schema 
class definition.

Possible Cause: A program fault occurred in the application used to manipulate an object name.

Action: Contact the developer of the application.
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-628 FFFFFD8C OBJECT CLASS VIOLATION

Source: NDSTM

Explanation: An attempt was made to add an object without specifying the NDS schema class 
definition used as the object's base class.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: A program fault occurred in the application used to create an object name.

Action: Contact the developer of the application.

Possible Cause: If this error occurs during an NDS background process, the base class specified for the 
object being processed could be different between the source and target servers.

Action: To identify which server has an invalid or unknown base class for the object, do the 
following:

1. Examine the debug screen in DSTRACE on the source server.

2. Repair the local database on the source and target servers using the advanced 
menu option, Repair Local Database, in DSREPAIR. Make sure the Check Local 
References and Rebuild Operation Schema options are set to be performed during 
this operation.

3. Save the changes made by DSREPAIR.

4. Examine the DSREPAIR log file.

5. Check the replica summary information for each replica name to determine 
whether any unknown objects are reported.

If DSTRACE indicates the object is using a proper base class on the source server and 
that there are one or more objects with a base class of Unknown, then use DSREPAIR 
to perform a Receive All Updates from the Master to This Replica option on the target 
server.

Warning: The Receive All Updates from the Master to This Replica operation in 
DSREPAIR removes the replica and then places the replica back on the server. This 
operation cannot be performed on the server that holds the master replica. If this 
operation needs to be performed on the server holding the master replica, reassign the 
master replica to another replica ring using DSREPAIR before starting this operation.
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If DSTRACE indicates the object has a base class of Unknown on the source server and 
no objects have a base class of Unknown, then use DSREPAIR to perform the Receive 
All Updates from the Master to This Replica option on the source server.

If DSTRACE indicates the object has a base class of Unknown on the source server and 
both the source and target servers have objects have a base class of Unknown, then use 
DSREPAIR to perform a Send All Objects to Every Replica in the Ring operation on the 
source and target server.

-629 FFFFFD8B ENTRY IS NOT LEAF

Source: NDSTM

Explanation: An attempt was made to remove an NDS object that has a subordinate count of nonzero.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: A container object that does not contain any objects is considered a leaf object, and 
therefore can be deleted. If you attempt to delete a container object that contains an 
object of any class, the following error will be returned: "The utility can't delete Object 

Class=Object_name because it is not a leaf object." A container object that is a partition 
root cannot be deleted.

Action: Delete all objects under the container object that is being deleted or modified. If the 
object is a partition root, merge the partition with the parent partition using NDS 
Manager, and then delete the object using NetWare® Administrator.

Possible Cause: A program fault occurred in the application used to remove the object.

Action: Contact the developer of the application.

Possible Cause: If this error occurs during an NDS background process, discrepancies might exist 
between the replicas of a partition.

Action: Perform a database repair on the target server using DSREPAIR.

If DSREPAIR can resolve the issue and the target server does not hold the master replica 
of the partition, use DSREPAIR to perform a Receive All Updates from the Master to 
This Replica operation on the source server.

Warning: The Receive All Updates from the Master to This Replica operation in 
DSREPAIR removes the replica and then places the replica back on the server. This 
operation cannot be performed on the server that holds the master replica. If this 
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operation needs to be performed on the server holding the master replica, reassign the 
master replica to another replica ring using DSREPAIR before starting this operation.

If DSREPAIR can resolve the issue and the target server holds the master replica of the 
partition, use DSREPAIR to perform a Send All Objects to Every Replica in the Ring 
operation on the target server.

Warning: When a Send All Objects to Every Replica in the Ring operation is performed 
on large partitions or partitions with numerous replicas, considerable traffic on the 
network can result.

If DSREPAIR cannot resolve the issue, you can remove the replica for the target server 
using the NDS Manager, provided the target server does not hold the master replica.

-630 FFFFFD8A DIFFERENT TREE

Source: NDSTM

Explanation: An attempt was made to perform an operation or submit a request to a server that exists 
in a different NDS tree.

Possible Cause: Occurrence of this error during an attempt to communicate with a server or during an 
NDS background process indicates the target server has an object that exists in the 
source server's NDS tree; however, the target server now exists in a different NDS tree.

Action: If a server has been lost and reinstalled into a NDS tree other than its original tree, the 
server's object must be removed from the original NDS tree.

To remove a server that has been installed into another NDS tree, do the following:

1. Confirm that the server claims to belong to a different tree.

This can be done by using the command, ndscfg -C nds -v tree_name

If the NDS tree name display is different, proceed to step 2. Otherwise, contact a 
Novell® support provider.

2. After confirming the NDS tree names, shut down the target server or temporarily 
disconnect it from the network.

This will allow the administration utilities to ping the server and not receive a 
ping reply. If the utility receives a ping reply when attempting to remove a server 
object from the tree, the utility will not allow the object to be removed. If the 
utility does not receive a ping reply, the object will be removed.

3. Remove the server object from the tree.
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-631 FFFFFD89 ILLEGAL REPLICA TYPE

Source: NDSTM

Explanation: The requested operation cannot be performed on a server because the replica type held 
by the server cannot be used to service the request. Specific NDS partition and object 
operations require varying replica types.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: A request to modify an object and/or its attributes was received by a server that does not 
hold a replica of the specified object's partition. In this instance, the error might indicate 
a fault in the application issuing the request.

Action: Contact the developer of the application.

Possible Cause: An attempt was made to initiate a partition operation using a server that does not hold 
the master replica.

Action: Ensure the partition being manipulated has a master replica and the replica rings of each 
of the servers holding a replica of the partition are consistent.

Possible Cause: An attempt was made to add a replica to a server and the replica type being added was 
not read/write or read-only. Only read/write and read-only replica types can be added to 
a server by an NDS client. Replica types of subordinate references are automatically 
placed by NDS. In this instance, the error indicates a program fault with the application 
being used to add the replica.

Action: Contact the developer of the application.

Possible Cause: An attempt was made to modify a replica ring of a partition by a server that does not 
hold the master replica. Only the server holding the master replica of the partition can 
modify the partition's replica ring. In this instance, the error indicates a program fault 
with the application being used to modify the replica.

Action: Contact the developer of the application.
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-632 FFFFFD88 SYSTEM FAILURE

Source: NDSTM

Explanation: An unexpected error occurred on the source server.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: Problems occurred with the local NDS database.

Possible Cause: Unexpected data was returned from the local NDS database.

Action: Repair the local database using DSREPAIR.

Possible Cause: Memory corruption occurred on the server.

Action: Restart the server. If the problem persists, check the RAM on the server. If needed, 
increase the memory available to the server.

Possible Cause: An attempt was made during the NDS Replica Synchronization background process to 
advance a replica whose replica state is Transition On to a replica state of On. However, 
the number of child partitions on the source server differs from the number of child 
partitions on a server in the replica ring.  If this error occurs while using DSTRACE on 
the source server with the Synchronization or Partition Operation flags set, the following 
message will display:

WARNING! Partition boundaries are different. local LocalChildPartitionCount, remote  
RemoteChildPartitionCount.

Action: Troubleshoot the errors seen on each of the child partitions.

Possible Cause: An attempt was made to abort an NDS Merge Partition operation. An error occurred 
while attempting to read the partition control values from the server holding the master 
replica of the parent partition.

Action: Contact a Novell Support Provider.

Possible Cause: An attempt was made to change the NDS tree name to a name longer than 128 
characters.

Action: Contact a Novell support provider.
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Possible Cause: An attempt was made to perform an NDS Move Subtree partition operation on an object 
that is not a partition root object on the receiving server. Occurrences of errors in this 
instance can indicate discrepancies between partition boundaries.

Action: See Troubleshooting Partition Boundary Issues.

Possible Cause: An attempt was made to add an object to the source server's remote ID list. However, 
the object has a base class other than NCP® server. If this error occurs while you are 
using DSTRACE on the target server, the following message will be displayed:

WARNING! Attempt to add (ObjectEntryID) (ObjectName) with base class 
(BaseClass) to server list.

Action: Contact a Novell® support provider.

Possible Cause: An internal error occurred in NDS.

Action: Contact a Novell support provider.

Possible Cause: One or more of the following NDS errors have occurred that generate this error:

-641 FFFFFD7F ERR_INVALID_REQUEST

-649 FFFFFD77 ERR_INSUFFICIENT BUFFER

Action: See the information documented for these errors -641 or -649.

Possible Cause: The cause cannot be determined.

Action: Additional information regarding the conditions leading to this error can be obtained 
using DSTRACE on the source server with the following flags set:

Synchronization

Miscellaneous

Collisions

Partition Operations

Schema Synchronization

Backlink
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-633 FFFFFD87 INVALID ENTRY FOR ROOT

Source: NDSTM

Explanation: An attempt was made to 

◆ Restore an object as the [Root] of the NDS tree; however, the object's base class 
was not Top.

◆ Assign an object as a partition root object; however, the object's base class was 
not flagged as a Container in the class's schema class definition.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: A program fault occurred in the application used to restore or manipulate the object.

Action: Contact the developer of the application.

Possible Cause: If this error occurs during an NDS background process, discrepancies might exist 
between the replicas of a partition.

Action: Perform a database repair on the target server using DSREPAIR.

If DSREPAIR can resolve the issue and the target server does not hold the master replica 
of the partition, use DSREPAIR to perform a Receive All Updates from the Master to 
This Replica operation on the source server.

Warning: The Receive All Updates from the Master to This Replica operation in 
DSREPAIR removes the replica and then places the replica back on the server. This 
operation cannot be performed on the server that holds the master replica. If this 
operation needs to be performed on the server holding the master replica, reassign the 
master replica to another replica ring using DSREPAIR before starting this operation.

If DSREPAIR can resolve the issue and the target server holds the master replica of the 
partition, use DSREPAIR to perform a Send All Objects to Every Replica in the Ring 
operation on the target server.

Warning: When a Send All Objects to Every Replica in the Ring operation is performed 
on large partitions or partitions with numerous replicas, considerable traffic on the 
network can result.

If DSREPAIR cannot resolve the issue, you can remove the replica for the target server 
using the NDS Manager, provided the target server does not hold the master replica.
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-634 FFFFFD86 NO REFERRALS

Source: NDSTM

Explanation: An attempt to walk the NDS tree or to resolve an object name failed because no referrals 
to servers holding replicas of the object were found.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: An attempt to walk the NDS tree or to resolve an object name failed because the source 
server was unable to locate any servers holding replicas of the object. 

Action: Verify that the replica rings are consistent. This can be accomplished by running the 
Continuity Check in NDS Manager.

Possible Cause: Occurrence of this error during an attempt to connect to the target server could indicate 
LAN/WAN issues, such as SAP/RIP filtering, or discrepancies in the connectivity 
between partition boundaries.

Possible Cause: Occurrence of this error during an NDS background process could indicate 
discrepancies in the connectivity between partition boundaries.

Action: Verify all network addresses as well as all remote server IDs on the source and target 
servers using the Advanced Menu options in DSREPAIR.

Verify the partition connectivity by using the following steps:

1. Start at the [Root] partition and ensure consistency between the replica rings of 
the servers holding a replica of the partition.

2. Continue this process downward through the NDS tree, examining each partition 
root, until the targeted partition is reached.

3. Ensure each replica ring has a master replica.

4. Ensure any required subordinate reference replicas are in place.
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-635 FFFFFD85 REMOTE FAILURE

Source: NDSTM

Explanation: An unexpected error occurred on the target server.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: Continuous occurrences of this error indicate the requester is using an invalid or 
unsupported request format. Packet corruption has occurred.

Action: Make sure that any LAN/WAN equipment, cards, and drivers that exist between the 
source and target server are functioning properly.

On every server in the replica list, run DSREPAIR with the option to Verify Remote 
Server IDs set.

Possible Cause: Continuous occurrences of this error can also indicate that a program fault occurred in 
the application used to issue the NDS request.

Action: Contact the developer of the application.

Possible Cause: The target server sent an invalid reply.

Action: Make sure there is a master replica of each partition.

Possible Cause: This error can also be a result of one or more of the following errors occurring.

-649  FFFFFD77  INSUFFICIENT BUFFER

-641  FFFFFD7F  INVALID REQUEST

-708  FFFFFD3C  INVALID RESPONSE

Action: For information to resolve each error, see the information provided for each error.

Possible Cause: The target server does not have the correct information about the source server. Not 
having the correct information is often caused by a problem with local to remote ID 
numbers or the Server object. 

Action: If you suspect that the target server does not have the correct information, do the 
following:

Verify that all remote server ID numbers are valid. To do this, run DSREPAIR (on the 
server).
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If the -602 or -603 error codes are returned, rerun the Verify Remote Server IDs option.

If error codes -602 or -603 are returned again, contact a Novell support provider.

Possible Cause: The source server is unable to contact another server needed to complete the operation. 

This could occur because a link or server is down.

For example, if you do a Receive Updates in DSREPAIR and the server with the master 
replica is down, this error will be returned.

Action: If you suspect that the source server is unable to contact another server needed to 
complete the operation, do the following:

Check for and resolve all  -625 errors first.

Make sure all servers needed to complete an operation are up and communicating with 
each other.

-636 FFFFFD84 UNREACHABLE SERVER

Source: NDSTM

Explanation: An attempt to perform a partition operation failed. The partition operation was flagged 
to ensure all of the NDS servers within the replica ring of the partition root object were 
available.

Possible Cause: One of the NDS servers in the replica ring was unavailable due to a transport failure, 
error -625.

Action: Resolve the communication error between the server responding to the client's request 
for a partition operation and the server in the replica ring that is unavailable.

Examine the Replica Synchronization status on the server holding the master replica and 
resolve any -625 (ERR_TRANSPORT_FAILURE) errors.

To ensure that each server in the replica ring is available, the following partition 
operations can be flagged when submitting the request:

◆ Add Replica

◆ Remove Replica

◆ Split Partition
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◆ Merge Partition

◆ Change Replica Type

◆ Repair Time stamps

-637 FFFFFD83 PREVIOUS MOVE IN PROGRESS

Source: NDSTM

Explanation: An Object Move operation is still in progress. 

Possible Cause: Before an object can be moved again or before a partition operation can be initiated on 
the partition that encompasses the moved object's destination location, all Object Move 
operations must be complete.

The length of time to complete all the updates will vary depending on the size of the 
replica, the number of replicas, and the condition of the communication links between 
all the servers holding the replicas.

This error can also be caused by a moved object that lost the original object (the primary 
obituary) or by a broken partition.

Action: Try one or more of the following actions:

Leave the object in its current context until it can be moved again. This might require 
that the object be left in its new context for several minutes or hours.

Check for obituaries that are not progressing. View the DSREPAIR.LOG file, which 
will display objects that have moved obituaries.

Or, display a detailed list of all obituaries by clicking the Check External References 
option from the Advanced Options menu.

If you suspect that the obituaries are not progressing, contact a Novell® support 
provider.

Verify that the purger ran successfully. To do this, use SET DSTRACE=+J and SET 
DSTRACE=*F commands.

Resolve any errors received by the NDS Janitor background process on the server that 
holds the master replica of the partition that encompasses the object's original location 
(while processing that partition).
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-638 FFFFFD82 NO CHARACTER MAPPING

Source: NDSTM

Explanation: NDS was unable to map a character (specified in a supplied Relative Distinguished 
Name) to its Unicode* representation. An occurrence of this error in NDS is returned to 
the client as -239 DSERR_ILLEGAL_NAME.

Action: Retry the operation, or contact a Novell® support provider.

-639 FFFFFD81 INCOMPLETE AUTHENTICATION

Source: NDSTM

Explanation: An error occurred during the final process of the NDS Authentication.

Possible Cause: Packet corruption is occurring, or an NDS client is using an undefined packet format. 
This might be due to faulty LAN drivers, LAN cards, or other LAN/WAN equipment 
existing between the source and target server.

Action: Make sure the LAN drivers and cards or LAN/WAN equipment is working, and then try 
the task again.

Additional information on this error can be obtained by using DSTRACE on the target 
server with the Authentication flag set.

-640 FFFFFD80 INVALID CERTIFICATE

Source: NDSTM

Explanation: This error is not currently used by NDS.

Action: Contact a Novell support provider.

-641 FFFFFD7F INVALID REQUEST

Source: NDSTM

Explanation: A request was received that is invalid or unsupported by the version of NDS being used. 

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.
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Possible Cause: This error can occur during the normal operation of NDS. In this case, the error is 
considered transitory.

Action: Try the action again.

Possible Cause: Continuous occurrences of this error in an NDS background process can indicate an 
internal fault in NDS.

Action: Contact a Novell® support provider.

Possible Cause: The server did not understand the request. For example, a client workstation could have 
sent an incorrect call. 

Action: If a response error is suspected, check for errors on the target server first, and resolve 
any errors you find.

Possible Cause: This error could be a response error or could be caused by a non-synchronized schema.

Action: If a non-synchronized schema is suspected, run the Global Schema Update option in 
DSREPAIR (NetWareTM  4.1 or later version) .

-642 FFFFFD7E INVALID ITERATION

Source: NDSTM

Explanation: The iteration handle in a message fragment of an NDS request was higher than the 
current maximum iterations in use on the server.

Possible Cause: Packet corruption is occurring, or an NDS client is using an undefined packet format. 
This might be due to faulty LAN drivers, LAN cards, or other LAN/WAN equipment 
existing between the source and target server.

Action: Make sure the LAN drivers and cards or LAN/WAN equipment is working, and then try 
the task again.

-643 FFFFFD7D SCHEMA IS NONREMOVABLE

Source: NDSTM

Explanation: An attempt was made to remove a schema class constrained as nonremovable or to 
remove a schema attribute definition flagged as Nonremovable.

Possible Cause: All operational schema class and attribute definitions are respectively constrained or 
flagged as Nonremovable.

Action: Contact a Novell support provider.



NDS Agent Error Codes

Product Overview and Setup Guide
104-000102-001

July 22, 1999
Novell Confidential

212 Product Overview and Setup Guide

D
R

A
F

T
 S

L
U

G
 V

A
R

IA
B

L
E

ch_sysms.enu Temp. Rev 95G.3.enu.3 15 Apr 97

-644 FFFFFD7C SCHEMA IS IN USE

Source: NDSTM

Explanation: An attempt was made to remove a schema class definition that is used in the expanded 
class definition of an object or that is specified in the containment list of another schema 
class definition.

Or, an attempt was made to remove a schema attribute definition specified in a naming, 
mandatory, or optional attribute list of a schema class definition.

Possible Cause: If this error occurs during schema synchronization, significant discrepancies can exist 
between the schema in the NDS databases on the servers.

Action: Handle this as a schema synchronization error.

-645 FFFFFD7B CLASS ALREADY EXISTS

Source: NDSTM

Explanation: An attempt was made to create a schema class definition in a schema where a class 
definition with the same name already exists. 

Possible Cause: A program fault occurred in the application used to create the schema class definition.

Action: Contact the developer of the application.

-646 FFFFFD7A BAD NAMING ATTRIBUTES

Source: NDSTM

Explanation: An attempt was made to create a schema class definition whose naming attribute list 
contains an attribute not specified as a mandatory or optional attribute in the base 
definition.

Or, an attempt was made to create a schema class definition whose naming attribute list 
contains an attribute that is inherited as mandatory or optional from any of the schema 
class definitions of the base class' super classes.

Possible Cause: A program fault occurred in the application used to create the schema class definition.

Action: Contact the developer of the application.
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-647 FFFFFD79 NOT ROOT PARTITION

Source: NDSTM

Explanation: An attempt was made to perform a partition operation on a nonpartition root object.

Possible Cause: The object specified in the client request is not a partition root object on the server 
receiving the request.

Possible Cause: A server received a request to assign a subordinate reference replica to another server; 
however, the partition root object specified in the request is not a partition root object on 
the server.

Possible Cause: A server received a request to begin NDS Replica Synchronization on the specified 
partition; however, the partition root object specified in the request is not a partition root 
object on the server.

Action: See Troubleshooting Partition Boundary Issues.

-648 FFFFFD78 INSUFFICIENT STACK

Source: NDSTM

Explanation: This error is not currently used by NDS. 

Action: Contact a Novell support provider.

-649 FFFFFD77 INSUFFICIENT BUFFER

Source: NDSTM

Explanation: A request was received, but the buffer provided with the request was not large enough 
for the requested data.

Action: Wait for NDS or the application issuing the request to resolve the error.

Possible Cause: Continuous occurrences of the error in an NDS background process might indicate that 
the server is out of available memory.

Action: Wait for the operating system to resolve the error.

Possible Cause: Continuous occurrences of the error in an NDS background process might indicate an 
internal fault in NDS.

Action: Contact a Novell support provider.
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-650 FFFFFD76 AMBIGUOUS CONTAINMENT

Source: NDSTM

Explanation: An attempt was made to create a schema class definition where

◆ The new class definition does not specify any class definitions in its containment 
list.

◆ The schema class definitions of the new definition's super classes do not specify 
any containment or conflicting containment.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: The schema is not synchronized.

Action: Check for errors on the target server first, and resolve any errors found. If the error still 
occurs, run the Global Schema Update option in DSREPAIR.

Possible Cause: A program fault occurred in the application used to create the schema class definition.

Action: Contact the developer of the application.

-651 FFFFFD75 AMBIGUOUS NAMING

Source: NDSTM

Explanation: An attempt was made to create a schema class definition where

The new class definition did not specify any attribute definitions in its naming list.

The schema class definitions of the new definition's super classes do not specify any 
naming or specify conflicting naming.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: The schema is not synchronized.

Action: Check for errors on the target server first, and resolve any errors found. If the error still 
occurs, run the Global Schema Update option in DSREPAIR.
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Possible Cause: A program fault occurred in the application used to create the schema class definition.

Action: Contact the developer of the application.

-652 FFFFFD74 DUPLICATE MANDATORY

Source: NDSTM

Explanation: An attempt was made to create a new schema class definition that specified a mandatory 
attribute in its own class definition. The mandatory attribute specified was also specified 
as a mandatory attribute in one of the new definitions' super class' schema-class 
definition.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: The schema is not synchronized.

Action: Check for errors on the target server first, and resolve any errors found. If the error still 
occurs, run the Global Schema Update option in DSREPAIR.

Possible Cause: A program fault occurred in the application used to create the schema class definition.

Action: Contact the developer of the application.

-653 FFFFFD73 DUPLICATE OPTIONAL

Source: NDSTM

Explanation: An attempt was made to create a new schema class definition that specified an optional 
attribute in its own class definition that was also specified as a mandatory or optional 
attribute in one of the new definitions' super class' schema-class definition. 

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: The schema is not synchronized.

Action: Check for errors on the target server first, and resolve any errors found. If the error still 
occurs, run the Global Schema Update option in DSREPAIR.
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Possible Cause: A program fault occurred in the application used to create the schema class definition.

Action: Contact the developer of the application.

-654 FFFFFD72 PARTITION BUSY

Source: NDSTM

Explanation: An attempt was made to create a replica on a server that already has

An existing replica of the same NDS partition, and its replica is in a replica state of 
Dying or New.

An existing replica of the same NDS partition and its replica is not in a Dying replica 
state.

A subordinate reference replica of the same NDS partition and its replica is in a New 
replica state.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: An attempt was made to transition a new replica on the source server to a replica state 
of On while the replica state of one of the child partitions is still in a new replica state. 

Action: Before setting a new replica to a replica state of On when creating an NDS partition, 
create and turn On a subordinate reference for each of the child partitions.

Possible Cause: An attempt was made to send schema updates to the target server while the target 
server's schema is locked due to a new schema epoch. A server that is receiving a new 
schema epoch cannot receive schema updates until the epoch has completed.

Action: Before sending schema updates to a server, make sure the schema is not is the process 
of being updated. If this error keeps occurring in this instance, handle this error as a 
schema synchronization issue.

Possible Cause: A request was received to begin replica synchronization with the specified server while 
the specified NDS partition on the target server was being synchronized by the replica 
synchronization background process. 

Action: If this error keeps occurring in this instance, handle this error as a partition operation 
issue.

Wait. This is a normal error immediately after a partition operation has been initiated.
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If this error persists, check to see whether this error indicates that the target server does 
not recognize a replica of the partition on the source server. 

Confirm this through the Partition Continuity screen of NDS Manager, or through the 
DSREPAIR.LOG, or by watching DSTRACE.

If the partition remains busy for more than a few hours, abort the partition operation on 
the source server by choosing the Abort Partition Operation option in NDS Manager. 

You can also remove the source server from the tree, or contact a Novell support 
provider.

-655 FFFFFD71 MULTIPLE REPLICAS

Source: NDSTM

Explanation: An attempt was made to add a new replica attribute value to a partition root object that 
already has a replica attribute of the same value. The existing value is not requested to 
be overwritten or removed.

Possible Cause: A program fault occurred in the application used to create the schema class definition.

Action: Contact the developer of the application.

-656 FFFFFD70 CRUCIAL REPLICA

Source: NDSTM

Explanation: An attempt was made to perform an illegal partition operation.

Possible Cause: The following partition operations are illegal:

Add a read/write or read-only replica to a server holding the master replica of the same 
partition.

Remove the replica from a server holding the master replica of the partition.

Change the replica type of the master replica without specifying a new server to hold the 
master replica of the partition.

Request a Receive All Updates from the Master Replica on the server holding the master 
replica of the partition.

Remove the replica from a server holding a subordinate reference replica of the 
partition.
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-657 FFFFFD6F SCHEMA SYNC IN PROGRESS

Source: NDSTM

Explanation: An attempt was made to perform a schema synchronization with a server whose schema 
is in a new epoch state.

Possible Cause: When a NDS server using NDS v5.95 or later begins receiving a new epoch on the 
schema, its schema is locked to prevent other servers from synchronizing any schema 
information until after the epoch has completed.

Action: Continuous occurrence of this error should be handled as a schema synchronization 
failure.

-658 FFFFFD6E SKULK IN PROGRESS

Source: NDSTM

Explanation: The NDS schema synchronization process tried to start synchronizing with the target 
server. However, another NDS server has already begun the schema synchronization 
process with the target server.

Possible Cause: A server can only receive inbound NDS schema synchronization from one server at a 
time. When two servers in the same replica ring try to synchronize to the NDS server 
before one of them completes the synchronization, this error occurs.

Action: Consider this error transitory. The NDS schema synchronization process will resolve the 
error.

-659 FFFFFD6D TIME NOT SYNCHRONIZED

Source: NDSTM

Explanation: The time synchronization used by NDS is not synchronized between the source and 
target servers.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: An attempt to modify an object through the NDS background processes failed because 
the modification timestamp of the attribute value on the target server was higher than the 
modification timestamp of the attribute value on the source server.

Action: Additional information regarding the objects and attributes involved can be obtained by 
using DSTRACE on the target server with the Collisions flag set.
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Possible Cause: Occurrence of this error during a Change Replica Type partition operation indicates the 
NDS server targeted to become the new master replica has modification timestamps in 
its replica that are higher than its current time provided by Time Synchronization.

If you are using DSTRACE on the NDS server targeted to become the new master and 
the Synchronization or Partition Operation flags are set, the following message is 
displayed:

*CNTL: SetNewMaster for [PartitionRootObjectEntryID] 
<PartitionRootObjectName>, old highest is Timestamp, current time is CurrentTime, 
ERR_TIME_NOT_SYNCHRONIZED

Action: Compare the time difference between Timestamp and CurrentTime on the server. You 
can determine the amount of time that must pass before the operation will process.

Warning: If the master copy was corrupt in any way, that corruption will be dispersed to 
the other replicas when a Repair Time Stamps or Receive Updates action is performed. 
Repair Time Stamps and Receive Updates can also cause considerable traffic on the 
network. You might have to do this one partition at a time.

If the time difference is significant, attempt to abort the partition operation and resolve 
the issue using Repair Time Stamps.

-660 FFFFFD6C RECORD IN USE

Source: NDSTM

Explanation: NDS attempted to purge a database record that was still in use.

Action: Repair the NDS database by using DSREPAIR.

-662 FFFFFD6A DSVOLUME IO FAILURE

Source: NDSTM

Explanation: This error is not currently used by NDS. 

Action: Contact a Novell support provider.
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-663 FFFFFD69 DS LOCKED

Source: NDSTM

Explanation: An attempt was made to perform an NDS operation or background process on a server 
whose NDS database was not open.

The following processes occur when NDS attempts to open an NDS database on a 
server:

The ndsd attempts to open the local database when the server is started or when the 
database is installed.

DSREPAIR requests NDS to open the local database after a database repair.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: If this error occurs during an NDS operation, the NDS database on the server 
responsible for handling the operation is probably not open.

Action: Repair the database using DSREPAIR.

Possible Cause: If this error occurs during an NDS background process, the database on the target server 
is not open.

Action: Repair the database using DSREPAIR.

Possible Cause: The target server's NDS tree name is null. A server will return a null NDS tree name if 
its local database is not open.

Action: Repair the database using DSREPAIR.

On the server with the locked database, no activity will be in the DSTRACE screen.

This error occurs when one of the following conditions exist:

DSREPAIR is loaded on the server that is performing an operation that has locked the 
NDS database.

The hard drive on the server is starting to fail.

Action: Repair the database using DSREPAIR.
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If the error persists after running DSREPAIR the first time, contact a Novell® support 
provider. 

Warning: If Repair Local Database is run a second time, the original.OLD database files 
will be overwritten and it might not be possible to restore their former Directory 
Information Base (DIB).

If running Repair Local Database does not fix the problem, try bringing down the server 
and bringing it back up again. If running Repair Local Database and bringing down the 
server do not fix this error, the server might need to be removed from the tree.

-664 FFFFFD68 OLD EPOCH

Source: NDSTM

Explanation: An attempt was made to manipulate objects on a server that is using an older epoch of 
the data.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: This error could occur during the inbound replica synchronization process. If the 
following message is displayed while using DSTRACE with the Synchronization flag 
set on the source server, then the target server has an older epoch than the source server.

UNMATCHED EPOCHS on <ReplicaRootEntryID>--> LOCAL EPOCH: 
EpochNumber <TargetServer EntryID> EPOCH: EpochNumberReplicRootEntryID 
TO BE UPDATED TO NEWER EPOCH.

Action: This error is transitory and will be handled by the NDS replica synchronization process.

Possible Cause: This error could occur during the NDS Schema synchronization background process. If 
the following DSTRACE message is displayed while using DSTRACE with the Schema 
Synchronization flag set on the target server, then the target server has a newer epoch on 
its NDS schema than the source server.

SCHEMA: Error -644 in DSAStartSchemaUpdate for <SourcServerEntryID>

Version: DSARequestVersion Epoch: Timestamp:ReplicaNumber

Action: This error is transitory and will be handled by the NDS Schema Synchronization 
process.
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-665 FFFFFD67 NEW EPOCH

Source: NDSTM

Explanation: An attempt was made to manipulate objects on a server that is using a newer epoch of 
the data.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: This error could occur during the replica synchronization process. If the following 
message is displayed while using DSTRACE with the Synchronization flag set on the 
source server, the target server has a newer epoch than the source server.

SYNC: <TargetServerName> has newer epoch. Delaying sync.

Action: Contact a Novell® support provider.

Possible Cause: This error could occur during the inbound replica synchronization process. If the 
following message is displayed while using DSTRACE with the Schema 
Synchronization flag set on the target server, the source server has an older epoch than 
the target server.

UNMATCHED EPOCHS on <ReplicaRootEntryID>--> LOCAL EPOCH: 
EpochNumber <TargetServer EntryID> EPOCH: EpochNumber

Action: This error is transitory and will be handled by the NDS replica synchronization process.

Possible Cause: This error could occur during the schema synchronization process. If the following 
message is displayed while using DSTRACE with the Schema Synchronization flag set 
on the target server, the source server has a newer epoch on its NDS schema than the 
target server.

*DSAStartUpdateSchema: Client <SourceServerEntryID>, New Epoch: 
Timestamp:Replica Number

Action: This error is transitory and will be handled by the NDS schema synchronization process.
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-666 FFFFFD66 INCOMPATIBLE DS VERSION

Source: NDSTM

Explanation: The version of NDS on the target server is incompatible with the version on the source 
server or is on the restricted version list of the source server.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: If this error occurs during communication with the server, the version on the target 
server is incompatible with the version on the source server or is on the restricted version 
list of the source server.

Action: Upgrade the server to a compatible version of NDS.

Possible Cause: If this error occurs during an NDS background process, the version on the target server 
is incompatible with the version on the source server or is on the restricted version list 
of the source server.

Action: Upgrade the server to a compatible version of NDS.

Possible Cause: The version of NDS running on the source server is v5.01 or later, and an attempt was 
made to add a replica to an NDS server running NDS v3.50 or earlier.

Action: Upgrade the server to a compatible version of NDS.

Possible Cause: The version of NDS running on the source server is v5.01 or later, and an attempt was 
made to assign the master replica to an NDS server running NDS v4.40 or earlier when 
the master is currently held by an NDS server is running NDS v4.63 or later.

Action: Upgrade the server to a compatible version of NDS.

Possible Cause: The version of NDS running on the source server is v5.01 or later, and an attempt was 
made to perform a Move Subtree NDS partition operation when one of the servers 
involved is running NDS v4.62 or earlier.

Action: Upgrade the server to a compatible version of NDS.

Possible Cause: The version of NDS running on the source server is v5.01 or later, and the NDS server 
that holds the master replica of the NDS partition that will become the new parent 
partition reports that one of the servers involved is running NDS v4.62 or earlier.

Action: Upgrade the server to a compatible version of NDS.
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Possible Cause: This error could occur if

◆ You are performing operations requiring the same schema and the servers 
involved have dissimilar schema. 

For example, when a partition operation is requested, NDS Manager returns this 
error if the server with the master replica is running NetWareTM  5TM  (or later 
versions) while other servers in the replica list are running NetWare 4.0x. Servers 
holding subordinate reference replicas with a dissimilar schema also generate this 
error.

Important: The version of NDS that shipped with NetWare 4.11 will not 
synchronize with NDS versions before v4.89.

◆ NDS synchronization has been restricted using the Set NDS Synchronization 
Restrictions parameter at the server.

◆ DSREPAIR for NetWare 4.1 (or later versions) is running and a remote to local 
ID check is being done.

Action: If the server holding the master replica is a NetWare 4.1 (or later version) server, most 
partition operations that involve updating replicas on NetWare 4.0x servers cannot be 
completed.

To be able to complete the partition operations, upgrade the NetWare 4.0x servers in the 
replica list to NetWare 4.1 (or later versions).

Note: If the master replica is on a NetWare 4.02 server, you will not have this problem.

If this error is seen in DSREPAIR during a remote to local ID check, perform the SET 
DSTRACE=!V command on the NetWare 4.1 (or later version) server. This resets a list 
that is maintained for restricting use of certain versions of NDS.

Make sure the SET NDS Synchronization Restrictions parameter has been used as 
explained in Utilities Reference, in SET under NDS Parameters.

-667 FFFFFD65 PARTITION ROOT

Source: NDSTM

Explanation: An attempt was made to perform an unsupported operation on an NDS partition.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
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make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: An attempt was made to delete the partition root object.

Action: Merge the object with the parent partition, and then delete the object.

Possible Cause: An attempt was made to delete a Subtree that contained a partition root object.

Action: Contact a Novell® support provider.

Possible Cause: If this error occurs during the NDS replica synchronization process, the target server 
could be missing from the replica ring of one of the child partitions of the partition root 
being synchronized on the database of the source server.

This triggers an attempt by the source server to instruct the target server to request a 
subordinate reference replica from the master replica of the child partition. However, the 
target server already holds a replica of the child partition.

Action: Handle this as discrepancy for an NDS partition replica-ring.

Possible Cause: If this error occurs as a reply to an Inspect Entry request or when the NDS Flat Cleaner 
background process is executing with DSTRACE active and the DSTRACE Inspector 
flag set, the non-partition root object claims to exist in a partition other than its parent 
partition. In this case, the following message will be displayed:

INSPECTOR: partitionID of entry ObjectEntryID is invalid

Action: Handle this as discrepancy for an NDS partition replica-ring.

-669 FFFFFD63 FAILED AUTHENTICATION

Source: NDSTM

Explanation: An attempt to authenticate an NDS client or to authenticate to an NDS server failed.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: An invalid password was received during the attempt to authenticate.

Action: Attempt to authenticate again. Make sure the password is entered correctly.
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Possible Cause: If this error occurs during an attempt to establish communication to a server, the remote 
IDs on the source and/or target servers are invalid.

Action: To resolve a suspected remote ID issue, use the DSREPAIR Advanced Menu option 
View Remote Server ID List. Select any NDS server listed and then select the option to 
repair all remote IDs. Perform this operation on both the target and source servers. 
Repeat this operation until neither the source or target server reports any error.

Possible Cause: The source or target servers could be using an invalid Rivest-Shamir-Adleman (RSA) 
public key.

Action: When the source server is using or looking at the wrong public key, the key is the right 
format, but is for the wrong object. If the problem is the public key, do one of the 
following:

If the source server has a master replica, read/write replica, or read-only replica of the 
target server object, ensure that all other servers in the replica list are able to authenticate 
to the target server.

Warning: Using the Send All Objects option generates a high level of network traffic.

If another server can authenticate, then do a Send All Objects from the correct server, or 
Receive All Objects on the target server (but only if the server with the correct copy has 
the master replica).

Make sure that you do not send copies containing incorrect public keys.

If no servers can authenticate to the target server, remove NDS from the target server 
and reinstall it into the tree, or contact a Novell® support provider.

If the source server has a subordinate reference replica, or if no replica of the partition 
containing the target server object exists, then the external reference to that object needs 
to be backlinked again. Contact a Novell support provider.

-670 FFFFFD62 INVALID CONTEXT

Source: NDSTM

Explanation: An internal error occurred in the NDS connection and task management handling.

Action: Try to reset the connection and task management tables. To do this, bring down ndsd by 
typing /etc/init.d/ndsd stop. Then bring it up by typing /etc/init.d/ndsd start.
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-671 FFFFFD61 NO SUCH PARENT

Source: NDSTM

Explanation: An attempt was made to create or modify an object whose parent object is no longer 
present, or the specified parent does not exist.

Possible Cause: A program fault occurred in the application used to create or modify an object.

Action: Contact the developer of the application.

-672 FFFFFD60 NO ACCESS

Source: NDSTM

Explanation: The requester does not have sufficient rights to the information specified in a request.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: A request was received by NDS to return an object or an object's attribute information 
when the requester does not have sufficient rights to the specified object or its attributes.

Action: Ensure that the user has the appropriate rights for that object.

Possible Cause: A request was received to perform an NDS partition operation when the requester does 
not have sufficient rights to the specified partition root objects.

Action: Ensure that the user performing the partition operation has the appropriate rights to each 
partition root object applicable.

Possible Cause: A request was received from a server to set its RSA (Rivest-Shamir-Adleman) keys 
when its NDS object already has a RSA public key.

Action: Contact a Novell® support provider.

Possible Cause: A request was received to start inbound replica synchronization on an NDS partition in 
a New replica state. However, the source server (requester) does not hold the master 
replica of the partition. This can be an indication of multiple master replicas being in a 
replica ring.

Action: Handle this as a Replica Ring Discrepancy issue.
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Possible Cause: A request was received to synchronize an NDS partition. However, the NDS object for 
the source server is not present in the local database of the target server.

Action: Handle this as a Replica Ring Discrepancy issue.

Possible Cause: A request was received to synchronize an NDS schema. However, the NDS object for 
the source server is not present in the local database of the target server.

Action: Handle this as a Replica Ring Discrepancy issue.

Possible Cause: An attempt was made by an NDS server to begin inbound replica synchronization. 
However, the source server does not exist in the replica ring of the specified NDS 
partition as held by the target server.

Action: Handle this as a Replica Ring Discrepancy issue.

Possible Cause: An attempt was made by an NDS server to update the NDS schema. One of the 
following conditions caused the error: 

The replica depth for the source server is higher than the target server.

The source server does not exist in the replica ring of the NDS partition closest to the 
[Root] on the target server.

Action: Updates to the schema for an NDS server can only be made by source servers that have 
a lower replica depth than the target server and, if the target server holds any NDS 
partitions, the source server exists in the replica ring of the NDS partition closest to the 
[Root] on the target server.

Possible Cause: An attempt was made by an NDS server to modify the replica type of an NDS partition 
held by the target server. However, the source server does not exist in the NDS database 
for the target server. If using DSTRACE on the target server with the Schema 
Synchronization flag set, the following message will be displayed:

LinkReplica: DSALinkReplica for partition [PartitionRootObjectEntryID] 
<PartitionRootObjectName> from [SourceServerEntryID] <SourceServerName> 
failed, error = -672

Action: Verify that both the source and target servers hold a replica of the partition returning the 
error and that the replica rings are consistent. If the target server does not actually hold 
a replica of the partition, then remove the server from the replica ring of the source 
server using DSREPAIR.
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-673 FFFFFD5F REPLICA NOT ON

Source: NDSTM

Explanation: An NDS partition operation or object operation was requested from a server whose 
replica of the targeted NDS partition is not in an On state.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: During NDS partition operations, the replicas of the affected partitions are disabled and 
not available for participation in other partition operations until the current operation has 
completed.

Action: Examine the replica state of the NDS replica and identify the corresponding NDS 
partition operation that involves that state. 

Handle this NDS partition operation issue.

Possible Cause: An attempt was made to initiate an NDS partition operation on a partition whose master 
replica state was not On.

Action: Examine the replica state of the NDS replica and identify the corresponding NDS 
partition operation that involves that state.

Handle this NDS partition operation issue.

Possible Cause: An attempt was made to remove a replica from a server while that server's replica state 
was not ON.

Action: Examine the replica state of the NDS replica and identify the corresponding NDS 
partition operation that involves that state.

Handle this NDS partition operation issue.

Possible Cause: An attempt was made to change the master replica to another NDS server while the 
replica state is not On for the current master replica.

Action: Examine the replica state of the NDS replica and identify the corresponding NDS 
partition operation that involves that state.

Handle this NDS partition operation issue.
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-675 FFFFFD5D INVALID TASK

Source: NDSTM

Explanation: An attempt was made to use TASK ID 0 of a NetWare Core Protocol® (NCP) 
connection.

Possible Cause: An internal error occurred in the NDS connection and task management handling.

Action: Bring down ndsd by typing /etc/init.d/ndsd stop. Then bring it up by typing /etc/init.d/
ndsd start.

-676 FFFFFD5C INVALID CONN HANDLE

Source: NDSTM

Explanation: An attempt was made to use an invalid NetWare Core Protocol® (NCP) connection 
handle or an invalid TASK ID of an NCP connection.

Possible Cause: An internal error occurred in the NDS connection and task management handling.

Action: Bring down ndsd by typing /etc/init.d/ndsd stop. Then bring it up by typing /etc/init.d/
ndsd start.

-677 FFFFFD5B INVALID IDENTITY

Source: NDSTM

Explanation: An attempt was made to use an invalid identity that is internal to NDS.

Possible Cause: An internal error occurred in NDS while attempting to identify management handling.

Action: Bring down ndsd by typing /etc/init.d/ndsd stop. Then bring it up by typing /etc/init.d/
ndsd start.

-678 FFFFFD5A DUPLICATE ACL

Source: NDSTM

Explanation: An attempt was made to add an Access Control List (ACL) attribute to an object that 
already has an ACL attribute value of the specified trustee and privilege without 
overwriting or deleting the existing attribute value.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
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make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: An ACL for the object already exists. This might happen while merging a tree. The error 
indicates that the context is invalid.

Action: Open and close the NDS database. To do this, bring down ndsd by typing /etc/init.d/ndsd 
stop. Then bring it up by typing /etc/init.d/ndsd start. The error should resolve itself.

Possible Cause: A program fault occurred in the application used to manipulate an object's attributes.

Action: Contact the developer of the application.

-679 FFFFFD59 PARSource

Source: NDSTM

Explanation: An attempt was made to create a new partition using the split partition operation on a 
server that already has the specified object as a partition root object.

Possible Cause: A discrepancy exists between the partition boundaries on two servers.

Action: Contact the developer of the application.

-680 FFFFFD58 TRANSPORT MODIFIED

Source: NDSTM

Explanation: An inconsistency occurred when attempting to connect to the target server.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: An attempt to establish a connection with the target server returned a Transport Failure 
error (-625). However, an auxiliary attempt succeeded by renegotiating the NetWare 
Core Protocol® (NCP) connection's Maximum Packet Size, Packet Signature, or Packet 
Checksumming.

Action: Make sure the transport components are working.

Possible Cause: Faulty LAN drivers, LAN cards, or other LAN/WAN equipment might exist between the 
source and target servers.

Action: Make sure that any LAN/WAN equipment, cards, and drivers that exist between the 
source and target server are functioning properly.
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-681 FFFFFD57 ALIAS OF AN ALIAS

Source: NDSTM

Explanation: An attempt was made to create or restore an object with a base class of Alias when the 
aliased object is also an object with a base class of Alias.

Possible Cause: A program fault occurred in the application used to create or restore an object.

Action: Contact the developer of the application.

-682 FFFFFD56 AUDITING FAILED

Source: NDSTM

Explanation: An error occurred during NDS auditing.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: An internal auditing error occurred.

Action: To obtain additional information about the error, use DSTRACE on the source and target 
servers. Make sure the Auditing flag is set for the target servers.

Possible Cause: An attempt to reset the NDS auditing file failed.

Action: Check the audit log for additional information.

Possible Cause: An attempt was made to audit an NDS activity that has not been flagged as audited by 
the auditor.

Action: Enable auditing on the container.

-683 INVALID API VERSION

Source: NDSTM

Explanation: NDS received a request from the NDS API that specified a version that was invalid or 
unsupported by the version of the NDS in use.

Action: Update the NDS API to conform with the latest API version.
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-684 FFFFFD54 SECURE NCP VIOLATION

Source: NDSTM

Explanation: An attempt to connect to a client or server failed.

Possible Cause: Packet corruption is occurring and that might be caused by faulty LAN drivers, LAN 
cards, or other LAN/WAN equipment existing between the source and target servers.

Action: Make sure that any LAN/WAN equipment, cards, and drivers that exist between the 
source and target server are functioning properly.

-685 FFFFFD53 MOVE IN PROGRESS

Source: NDSTM

Explanation: The specified object is involved in an NDS Move Object operation.

Possible Cause: If the specified object has a Move obituary or an Inhibit Move obituary, this error is 
returned to the NDS client or server that submitted a DSA control request inquiring 
about the move status of an object.

Action: Wait. If the Janitor process is not completing the move, identify and resolve the error 
that is preventing the process from being completed. Then this error will resolve itself.

-686 FFFFFD52 NOT LEAF PARTITION

Source: NDSTM

Explanation: An attempt to perform a Move Subtree partition operation was requested on a partition 
that has a child partition.

Action: The Move Subtree partition operation can only be performed on partitions that have no 
subordinate partition root objects and that are leaf partitions. Before performing a Move 
Subtree partition operation on a nonleaf partition root object, merge any subordinate 
partition root objects with the parent partitions.

-687 FFFFFD51 CANNOT ABORT

Source: NDSTM

Explanation: An attempt was made to abort a partition operation that has progress beyond a specific 
operation state.
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Possible Cause: An attempt was made to abort one of the following operations:

A Change Replica Type partition operation that has advanced a replica beyond the 
replica state CTR_0.

A Split partition operation that has advanced a readable, or better, replica beyond replica 
state SS_0.

A Merge partition operation that has advanced the partition control state beyond JS_0.

A Move Subtree partition operation that has advanced a Move Tree Obituraries to 
"Notified," "OK To Purge," or "Purgeable."

If a partition operation has advanced beyond the initial stages identified, it cannot be 
aborted.

Action: Wait for the operation to complete. If the operation is stuck, go to the server with the 
master of the partition and use SET DSTRACE=ON +PART *H. Find the error 
preventing the operation and resolve it.

-688 FFFFFD50 CACHE OVERFLOW

Source: NDSTM

Explanation: An internal error occurred in the cache used by the NDS replica synchronization 
process. 

Action: When using versions of NDS v5.95 or later, this error should not occur. If this error does 
occur, upgrade the NDS to the latest version.

-689 FFFFFD4F INVALID SUBORDINATE COUNT

Source: NDSTM

Explanation: Of the specified objects, the number of child objects present differs from the subordinate 
count specified on the object's database record.

Possible Cause: This error can occur as a reply to an Inspect Entry request. 

Possible Cause: This error can occur when the NDS Flat Cleaner background process is executing (with 
DSTRACE active and the DSTRACE Inspector flag set). If this is the case, the following 
message will be displayed:
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INSPECTOR: Bad subordinate count on entry ObjectEntryID, is EntryRecordCount, 
should be ActualCount

Action: Use DSREPAIR to repair the local database of the server reporting the error.

-690 FFFFFD4E INVALID RDN

Source: NDSTM

Explanation: This error indicates the following:

The Relative Distinguished Name (RDN) specified by the NDS object database record 
of the specified object differs from the name provided by the object naming attribute.

The specified object's parent object, as identified by the NDS object database record, is 
invalid.

Possible Cause: This error can occur as a reply to an Inspect Entry request.

Possible Cause: This error can occur when the NDS Flat Cleaner background process is executing (with 
DSTRACE active and the DSTRACE Inspector flag set). If this is the case, the following 
message will be displayed:

INSPECTOR: ObjectEntryID, RDN does not match values

Action: Use DSREPAIR to repair the local database of the server reporting the error.

-691FFFFFD4D MOD TIME NOT CURRENT

Source: NDSTM

Explanation: The modification timestamp of an attribute assigned to the specified object is higher 
than the modification timestamp on the object's NDS object database record.

Possible Cause: This error can occur as a reply to an Inspect Entry request.

Possible Cause: This error can occur when the NDS Flat Cleaner background process is executing (with 
DSTRACE active and the DSTRACE Inspector flag set). If this is the case, the following 
message will be displayed:

INSPECTOR: ObjectEntryID, RDN modification time is not current

Action: Use DSREPAIR to repair the local database of the server reporting the error.
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-692 FFFSource

Source: NDSTM

Explanation: The base class indicated by the specified object's NDS object database record is not the 
same as the base class listed on the specified object's Object Class attribute. 

Possible Cause: This error can occur as a reply to an Inspect Entry request.

Possible Cause: This error can occur when the NDS Flat Cleaner background process is executing (with 
DSTRACE active and the DSTRACE Inspector flag set). If this is the case, the following 
message will be displayed:

INSPECTOR: ObjectEntryID, RDN base class is incorrect 

Action: Use DSREPAIR to repair the local database of the server reporting the error:

FFD4C INCORRECT BASE CLASS

-693 FFFFFD4B MISSING REFERENCE

Source: NDSTM

Explanation: The specified object has an attribute value that references another NDS Object in the 
local database. However, the referenced object does not have a Reference attribute 
indicating the specified object references it.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: An attempt was made to manipulate an NDS objects whose creation timestamp is zero.

Action: Use DSREPAIR to repair the database of the server holding the master replica of the 
partition that encompasses the specified object.

Possible Cause: This error can occur as a reply to an Inspect Entry request.

Possible Cause: This error can occur when the NDS Flat Cleaner background process is executing (with 
DSTRACE active and the DSTRACE Inspector flag set). If this is the case, the following 
message will be displayed:

INSPECTOR: ObjectEntryID, ObjectName, missing reference opposite this value 

Action: Use DSREPAIR to repair the local database of the server reporting the error.
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-694 FFFFFD4A LOST ENTRY

Source: NDSTM

Explanation: The NDS object being updated using an NDS background process has not been 
received.

Possible Cause: This error can occur during the NDS replica synchronization process when the target 
server does not hold a copy of the object or when the object on the target server has its 
Reference Entry flag set.

When using DSTRACE on the source server with the Synchronization flag set, the 
following message is displayed:

SkulkEntry: LOST ENTRY (ObjectName) creationTime = ObjectCreationTimestamp 
with ReplicaNumber  and Event

Action: The NDS replica synchronization process handles this error by resending the lost entry.

-698 FFFFFD46 REPLICA IN SKULK

Source: NDSTM

Explanation: The NDS replica synchronization process tried to start synchronizing with the target 
server. However, another NDS server has already begun the replica synchronization 
process with the target server.

Possible Cause: A server can only receive inbound NDS replica synchronization from one server at a 
time. When two servers in the same replica ring try to synchronize to the NDS server 
before one of them completes the synchronization, this error occurs.

Action: Consider this error transitory. The NDS replica synchronization process will resolve the 
error.

-699 FFFFFD45 FATAL

Source: NDSTM

Explanation: An unrecoverable error has occurred and the operation cannot be completed.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.
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Possible Cause: Sometimes this error can occur during the normal operation of NDS. 

Action: These errors are handled during the normal operation of NDS and are considered 
transitory errors.

Possible Cause: This error could occur during the background process of NDS Schema Synchronization 
in response to the request to start schema synchronization. If it does, the source and 
target server are the same server or the target server is the special identity "Public."

When using DSTRACE on the source server with the Schema flag set, the following 
message will be displayed:

WARNING! rejecting DSStartUpdateSchema client <TargetServerName>

Action: Use DSREPAIR to run a database repair.

Possible Cause: An internal or unexpected error occurred in NDS.

Action: Contact a Novell support provider.

Possible Cause: This error could occur during the background process for NDS Replica Synchronization 
in response to the request to start replica synchronization. If it does, the source and the 
target server could be the same server. If this is the case, duplicate replica attribute 
values could exist in the replica ring for the partition root object.

Action: Use DSREPAIR to run a database repair.

Possible Cause: This error could occur during the background process for NDS Replica Synchronization 
in response to an update request. Check to see if DSTRACE is displaying the following 
message on the target server while the Schema Synchronization flag is set:

Possible Cause: SKULKER: invalid replica root

If that message is displayed, this can indicate the following about the specified root 
partition object:

It has a different parent object on the target server than the parent object on the source 
server.

It is an external reference on the target server.

Action: Run a database repair using DSREPAIR.

Possible Cause: If this error occurs during the background process for NDS Replica Synchronization in 
response to an update request, it can indicate that the source and target server are the 
same server. Occurrences in this case can indicate that there are duplicate replica 
attribute values in the replica ring for the partition root object.

Action: Use DSREPAIR to run a database repair.
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Possible Cause: If this error occurs during the NDS Janitor background process, while processing the 
NDS object obituaries, it can indicate the following:

An attempt was made to process an unidentified type 1 obituary. Standard type 
obituaries are Restored (0), Dead, Moved, New RDN.

The obituary received by the target server was a type 1 (Dead) obituary and specified a 
zero creation timestamp for the targeted NDS object.

If using DSTRACE on the target server with the Backlinker flag set, the following 
message will be displayed:

*Backlink: END DSASyncExternalReference request from [SourceServerEntryID] 
<SourceServerName> failed, error -699

Action: Contact a Novell support provider.

Possible Cause: This error could occur during the NDS partition operation Move Subtree. If it does, the 
server that holds the master replica of the parent partition of the partition being moved 
was not found in the replica ring of the master replica.

If DSTRACE is being used on the NDS server that holds the master replica of the 
partition being moved, the following message will be displayed:

CNTL: Partition <SourcePartitionRoot> entry not found on server 
<SourcePartitionRootParent'sMasterReplicaServerName>

Action: A server that holds a nonsubordinate reference replica of an NDS partition must have a 
subordinate reference replica of each of the child partitions. Handle this condition as a 
Replica Ring Discrepancy.

Possible Cause: This error could occur during the NDS Janitor background process, while purging the 
local NDS database and after successfully completing the NDS Replica 
Synchronization background process. If it does, an attempt was made to purge an invalid 
entry record.

Action: If this error occurs continuously in the circumstances described, use DSREPAIR to run 
a local database repair.

Possible Cause: This error could occur during the NDS Limber background process. If it does, the server 
could have been out of available memory when the Limber process was attempting to 
update the referral information of the source server on the master replica of each of the 
partitions held by the source server.

Action: Reinitialize NDS. Monitor NDS using SET DSTRACE=*.

Possible Cause: This error could occur when NDS is attempting to initiate an NDS partition merge 
operation. In this case, you would see this error as a response from the server holding 
the master replica of the parent partition of the partition being merged. If it does occur, 
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the child partition root object on the server holding the master replica of the parent 
partition is not a partition root object.

Action: Verify the replica ring consistency and the parent/child relationships of the partitions.

Possible Cause: If this error occurs under the following conditions, then the source server has not 
received a readable replica, or better, of the parent partition.

The NDS partition merge operation is in preparation to advance the replica state to Join 
State 1.

DSTRACE is being used on the source server with the Synchronization or the Partition 
Operation flags set.

The message displayed is "JOINING UP: <ChildPartition> Child's ring did not match 
parent's. Wait for parent replica."

Action: Check the replica ring consistency and fix the discrepancy.

Possible Cause: If this error occurs under the following conditions, then an unspecified error occurred 
during the initialization routines:

An attempt was made to initialize the NDS schema cache.

DSTRACE is being used on the source server with the Schema Synchronization flag set 
and the following message is displayed:

Unable to initialize schema cache. opSchema is now invalid.

Action: Use DSREPAIR with the Rebuild Operational Schema option selected to run a local 
database repair.

Possible Cause: Packet corruption is occurring, or an NDS server or client made an attempt to use an 
unknown packet format. This might be caused by faulty LAN drivers, LAN cards, or 
other LAN/WAN equipment existing between the source and target servers.

Action: Make sure that any LAN/WAN equipment, cards, and drivers that exist between the 
source and target server are functioning properly.

Possible Cause: An attempt was made to open the local database while it was already open.

Action: Contact the developer of the application that issued the request.

Possible Cause: An attempt was made during the NDS Merge Tree operation to assign a replica of the 
[Root] partition using replica number zero.

Action: Use DSREPAIR to run a local database repair on the server with the master of [Root].
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Possible Cause: An attempt was made to request a subordinate reference replica without being able to 
identify the server holding the master replica of the NDS partition being requested. 

The request to receive a subordinate reference replica can occur while processing a 
dying replica if the replica's parent partition exists on the server holding the dying 
replica or while receiving a replica if the new replica has child partitions.

When DSTRACE is being used on the source server with the Schema Synchronization 
flag set, the following message will be displayed:

SYNC: ProcessDyingReplica - <PartitionRootObjectName>. Master not found in local 
ring.

Action: Ensure that a master replica of the partition exists and that the servers are 
communicating.

Possible Cause: An attempt was made to assign a new master replica using the NDS Change Replica 
Type operation under the following conditions:

The source server does not hold a replica of the specified NDS partition.

The source server does not have a replica attribute value in its copy of the replica ring 
for the specified NDS partition that identifies the NDS server holding the master replica.

Action: Verify the consistency of the replica rings. Make sure that the server with the master of 
the partition exists.

Possible Cause: A request was received to synchronize an NDS partition under the following conditions:

The partition does not exist on the source server.

The partition came from an NDS server that does not exist in the replica ring on the 
source server for the specified NDS partition.

Action: Verify the consistency of the replica rings.

Possible Cause: A request was received to begin processing the NDS partition operation Move Subtree, 
and the source server was unable to locate the master replica in the replica ring for the 
specified NDS partition.

When DSTRACE is being used with the Schema Synchronization or the Partition 
Operation flags set, the following message will be displayed:

MoveTree: End Notify for [PartitionRootObjectEntryID] <PartitionRootObjectName> 
failed, error - 699

Action: Verify that a master replica exists.
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Possible Cause: A request was received to register a NetWare® Loadable Module® (NLM) program for 
an NDS event where the requester specified an invalid priority.

Action: Contact the developer of the application.

Possible Cause: If this error occurs during the initialization of NDS, an internal problem with the 
DSLoader could exist.

Action: Bring down ndsd by typing /etc/init.d/ndsd stop. Then bring it up by typing /etc/init.d/
ndsd start.

Possible Cause: If this error occurs during the initialization of NDS, the server could be corrupted.

Action: Uninstall the NDS Server and install again.

-700 FFFFFD44 OBSOLETE API

Source: NDSTM

Explanation: An NDS API request was received that is not supported by the version of NDS running 
on the server.

Possible Cause: A program fault occurred in the application.

Action: If the error persists, contact the developer of the application. Obtain an updated version 
of the program that is compatible with the current version of NDS.

-701FFFFFD43 SYNCHRONIZATION DISABLED

Source: NDSTM

Explanation: An attempt was made by the NDS Replica Synchronization process to start 
synchronization with the target server while the target server's inbound NDS Replica 
Synchronization is disabled.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.
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Possible Cause: This error could occur if an attempt is made to initiate inbound NDS Replica 
Synchronization while the process is disabled on the target server. The following 
message will appear if the target server is using DSTRACE with the Synchronization 
and Inbound flags set:

*SKULKER: SYNCHRONIZATION DISABLED

Action: Enable inbound replica synchronization using the command, SET DSTRACE = !S1.

Possible Cause: An attempt was made to audit NDS on a server whose auditing is not open.

Action: Disable or enable auditing from an appropriate container or server.

Possible Cause: This error could occur if an attempt is made to initiate an outbound NDS Replica 
Synchronization while the process is disabled on the source server.

This will result in the following DSTRACE message if the source server is using 
DSTRACE with the Minimum or Synchronization flags set:

SYNC: SYNCHRONIZATION DISABLED

Action: Enable outbound replica synchronization using the command, SET DSTRACE = !S1.

-702 FFFFFD42 INVALID PARAMETER

Source: NDSTM

Explanation: An attempt was made to register for an unsupported NDS event, or an unregistered NDS 
event was received by the server.

Possible Cause: A program fault occurred in the application.

Action: If the error persists, contact the developer of the application.

-703 FFFFFD41 DUPLICATE TEMPLATE

Source: NDSTM

Explanation: The default Access Control List (ACL) for the specified operational schema class 
definition exists and is correct.

Possible Cause: This is an internal error and is expected during the initialization of the schema. During 
the initialization of the schema, each operational schema class definition is examined; 
and, in this case, the default ACL list (or template) for the specified class already exists 
and is correct.
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If the default ACL for the specified class is nonexistent or incorrect, the initialization 
routines reassign it to the operational schema class definition.

Action: The error will resolve itself.

-704 FFFFFD40 NO MASTER REPLICA

Source: NDSTM

Explanation: This error is not currently used by NDS. 

Action: Contact a Novell support provider.

-705 FFFFFD3F DUPLICATE CONTAINMENT

Source: NDSTM

Explanation: The default containment list for the specified operational NDS schema class definition 
exists and is correct.

Possible Cause: This is an internal error and is expected during the initialization of the schema. During 
the initialization of the schema, each operational schema class definition is examined; 
and, in this case, the default containment list for the specified class already exists and is 
correct.

If the default containment list for the specified class is nonexistent or incorrect, the 
initialization routines reassign it to the operational schema class definition.

Action: The error will resolve itself.

-706 FFFFFD3E NOT SIBLING

Source: NDSTM

Explanation: The NDS objects specified in a Merge Entries request are not siblings to each other for 
one or more of the following reasons:

Creation timestamps of the specified objects are the same.

The objects do not have the same parent object.

The objects are the same because they have the same object entry ID in the server's NDS 
database.
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Possible Cause: A problem with the local NDS database occurred.

Action: Repair the local NDS database using DSREPAIR.

Possible Cause: A program fault occurred in the application being used.

Action: Contact the developer of the application.

-707 FFFFFD3D INVALID SIGNATURE

Source: NDSTM

Explanation: This error is not currently used by NDS. 

Action: Contact a Novell support provider.

-708 FFFFFD3C INVALID RESPONSE

Source: NDSTM

Explanation: The data retrieved by NDS from a packet was invalid or contained unexpected 
information.

Possible Cause: Packet corruption is occurring, or an NDS server or client made an attempt to use an 
unknown packet format. This might be caused by faulty LAN drivers, LAN cards, or 
other LAN/WAN equipment existing between the source and target servers.

Action: Make sure that any LAN/WAN equipment, cards, and drivers that exist between the 
source and target server are functioning properly.

-709 FFFFFD3B INSUFFICIENT SOCKETS

Source: NDSTM

Explanation: An attempt was made to identify any unnecessary NetWare Core Protocol® (NCP) 
sockets. All sockets were found to be in use.

Possible Cause: After successfully opening or closing an NCP connection with an NDS server or client, 
NDS attempts to identify and recycle any unnecessary NCP sockets. If all open sockets 
are in use, this error will be returned to indicate that no sockets are available for 
recycling.

Action: Occurrences of this error are transitory and will appear and disppear as NCP 
connections are opened and closed while all opened sockets are in use. However, if this 
error occurs continuously, consider increasing the maximum number of open sockets 
allowed by the operating system.
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-710 FFFFFD3A DATABASE READ FAIL

Source: NDSTM

Explanation: This error is not currently used by NDS. 

Action: Contact a Novell support provider.

-711 FFFFFD39 INVALID CODE PAGE

Source: NDSTM

Explanation: This error is not currently used by NDS. 

Action: Contact a Novell support provider.

-712 FFFFFD38 INVALID ESCAPE CHAR

Source: NDSTM

Explanation: This error is not currently used by NDS.

Action: Contact a Novell support provider.

-713 FFFFFD37 INVALID DELIMITERS

Source: NDSTM

Explanation: This error is not currently used by NDS. 

Action: Contact a Novell support provider.

-714 FFFFFD36 NOT IMPLEMENTED

Source: NDSTM

Explanation: The server received a request for a function or operation that is not implemented in the 
version of NDS used by the server.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.
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Possible Cause: The application making the request requires a newer version of NDS.

Action: Upgrade the NDS to the version required by the application.

Possible Cause: A program fault occurred in the application.

Action: If the error persists, contact the developer of the application.

-715 FFFFFD35 CHECKSUM FAILURE

Source: NDSTM

Explanation: A server sent a packet using NDS checksumming. However, the packet was identified 
as corrupt because the checksumming verification failed.

Warning: Applying all solutions mentioned in this topic could make the problem worse 
if the actual cause of the problem is not known. Before following a course of action, 
make sure that you understand the cause of the error and the consequences for the 
actions suggested.

Possible Cause: NDS does not, by default, use checksumming because checksumming is not supported 
by all frame types. However, the source and target server are using checksumming.

Action: Generally, it is not recommended that checksumming be used because most versions of 
NDS automatically provide transport-independent CRC checking on all NDS traffic 
between servers.

Possible Cause: Packet corruption is occurring. This might be caused by faulty LAN drivers, LAN cards, 
or other LAN/WAN equipment existing between the source and target servers.

Action: Make sure that any LAN/WAN equipment, cards, and drivers that exist between the 
source and target server are functioning properly.
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-716 FFFFFD34 CHECKSUMMING NOT SUPPORTED

Source: NDSTM

Explanation: An attempt was made to negotiate an NetWare Core Protocol® (NCP) connection with 
a target server that does not support checksumming even though the source server has 
checksumming enabled.

Possible Cause: NDS does not, by default, use checksumming because checksumming is not supported 
by all frame types. In this case, the source server is using checksumming and the target 
server is not.

Action: Generally, it is not recommended that checksumming be used because most versions of 
NDS automatically provide transport-independent Cyclical Redundancy Check (CRC) 
checking on all the NDS traffic between servers.

-717 FFFFFD33 CRC FAILURE

Source: NDSTM

Explanation: The server received a packet that was using Cyclical Redundancy Check (CRC) 
checking. The packet was identified as corrupted because the CRC verification failed.

A server running NDS for NetWareTM , by default, uses CRC checking for all data 
exchange. This is done to prevent database corruption due to packet corruption.

CRC checking is available only between servers running NDS on Solaris, NDS on NT, 
and NetWare NDS v5.01 or later.

Possible Cause: Packet corruption is occurring that might be caused by faulty LAN drivers, LAN cards, 
or other LAN/WAN equipment existing between the source and target servers.

Action: Make sure that any LAN/WAN equipment, cards, and drivers that exist between the 
source and target server are functioning properly.
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-718 FFFFFD32 

Source: NDSTM

Explanation: This error is not currently used by NDS.

-719 FFFFFD31

Source: NDSTM

Explanation: This error is not currently used by NDS.

-720 FFFFFD30 CONNECTION DENIED

Source: NDSTM

Explanation: An attempt was made to connect by NDS and the connection was denied.

Possible Cause: The WAN Traffic Manager, according to the policies, restricted an attempt to

◆ Begin running an NDS background process

◆ Open an NetWare Core Protocol® (NCP) connection to a server

Action: Occurrences of this error while using the WAN Traffic Manager are expected and should 
generally be disregarded. To review the restrictions placed on NDS and enforced by the 
WAN Traffic Manager, review the policies used on the source server or the LAN Area 
object to which the source server belongs.

-721 FFFFFD2F NO SUCH FEDERATION LINK

Source: NDSTM

Explanation: This error notifies the user or application that an attempt was made to remove a 
federation link and the link did not exist.

-722 FFFFFD2E OP SCHEMA MISMATCH

Source: NDSTM

Explanation: The inbound schema synchronization received a schema definition that did not match 
the mandatory components expected by NDS.

Action: Upgrade the schema.
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-723 FFFFFD2D STREAM NOT FOUND

Source: NDSTM

Explanation: An attempt was made to open the NDS database files, and one or more of the files is 
missing.

Action: Depending on which file is missing (it could be a stream file or one of the DIB files), 
you might be able to get a copy of the missing files from another replica through 
synchronization or restore them from a backup tape. If the missing file is one of the main 
NDS files or is missing because it was never installed, you might need to reinstall NDS.

-724 FFFFFD2C DCLIENT UNAVAILABLE

Source: NDSTM

Explanation: This error is not currently used by NDS.

-725 FFFFFD2B MASV NO ACCESS

Source: NDSTM

Explanation: An attempt was made to perform an operation such as reading or writing to a partition. 
Access to the partition has been denied because of the restrictions made through the 
Mandatory Access Control Service (MASV).

Possible Cause: The user logged in to or authenticated to the server and tried to perform an operation to 
a partition with a level of security that the Mandatory Access Control Service (MASV) 
restrictions did not allow.

Action: Log in again at an authorized security level and try the operation again. 

-726 FFFFFD2A MASV INVALID REQUEST

Source: NDSTM

Explanation: This is a general error associated with Mandatory Access Control Service (MASV) that 
indicates an invalid request has been made to MASV. 

For example, if NDS makes a request for a connection to a partition with an MASV label 
and if NDS passes a connection number that is not valid to the label, then this error code 
will be returned.

Possible Cause: When anything is wrong with the information that is sent to MASV from an NetWare 
Core Protocol® (NCP) call, this error will occur.
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Possible Cause: A programming error occurred in the application you are running.

Action: Contact the developer of the application.

Possible Cause: The NDS is corrupted.

Action: Reinstall NDS.

-727 FFFFFD29 MASV FAILURE

Source: NDSTM

Explanation: Mandatory Access Control Service (MASV) failed.

Possible Cause: An internal programming error occurred in Mandatory Access Control Service 
(MASV).

Action: Contact a Novell support provider.

Possible Cause: Labels stored in the NDS database or in the file system have been corrupted.

Action: Reassign labels to the volume or partition.

-728 FFFFFD28 MASV ALREADY EXISTS

Source: NDSTM

Explanation: This error notifies you that an attempt was made to do one of the following:

Label a partition with a Mandatory Access Control Service (MASV) label that has 
already been labeled.

Assign a security clearance to a user that has already been assigned to the user.

For example, you assign Bob a security clearance of Novell® for logging in to the 
partition. So you give all users a level of the security clearance of Novell. Dave comes 
along and you want to assign Dave an additional security clearance of SSL, so you 
assign Dave a security of SSL and Novell forgetting that Dave already has the Novell 
security clearance. This error would be returned because Dave already has a security 
clearance of Novell.
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-729 FFFFFD27 MASV NOT FOUND

Source: NDSTM

Explanation: The Mandatory Access Control Service (MASV) contains a set of strings (known as 
human readable labels or HRLs) that is used to identify a label for a partition, a label for 
a volume, or the security clearance for a user. If a string was entered that does not match 
a defined HRL, this error would be returned. 

For example, a valid HRL might be "Novell." If "Novel" was entered, this error would 
be returned.

Possible Cause: A programming error occurred in the application you are running.

Action: Contact the developer of the application.

Possible Cause: An string that was not defined as a valid HRL was entered, due to a typographical error.

Action: Enter a string that is an acceptable label.

-730 FFFFFD26 MASV BAD RANGE

Source: NDSTM

Explanation: During an attempt to assign a clearance, a range for Mandatory Access Control Service 
(MASV) was selected that was not compatible. Or, an attempt was made to perform an 
operation that is not allowed in the range of security that you authenticated to.

Possible Cause: You selected or chose a range that is incompatible or does not follow the order of 
dominance.

Action: Select a valid range.
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-731FFFFFD25

Source: NDSTM

Explanation: This error is not currently used by NDS.

-732 FFFFFD24

Source: NDSTM

Explanation: This error is not currently used by NDS.

-733 FFFFFD23

Source: NDSTM

Explanation: This error is not currently used by NDS.

-734 FFFFFD22

Source: NDSTM

Explanation: This error is not currently used by NDS.

-735 FFFFFD21 NOTHING TO ABORT

Source: NDSTM

Explanation: This informational error indicates that an attempt was made to abort a partition 
operation that was in progress, and nothing was found to abort.

-736 FFFFFD20 END OF STREAM

Source: NDSTM

Explanation: An attempt was made to read past the end of a file.

Possible Cause: The file is corrupted.

Action: Replace the file.
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-737 FFFFFD1F NO SUCH TEMPLATE

Source: NDSTM

Explanation: This informational error indicates that when NDS attempted to delete the Access 
Control List (ACL) template specified, the template could not be found in the class 
definition being modified.

-738 FFFFFD1E SAS LOCKED

Source: NDSTM

Explanation: This error is not currently used by NDS.

-739 FFFFFD1D INVALID SAS VERSION

Source: NDSTM

Explanation: This error is not currently used by NDS.

-740 FFFFFD1C SAS ALREADY REGISTERED

Source: NDSTM

Explanation: This error is not currently used by NDS.

-741 FFFFFD1B NAME TYPE NOT SUPPORTED

Source: NDSTM

Explanation: An application attempted to use a name type that was not supported by the NDS API.

Possible Cause: The application you are running encountered a programming error.

Action: Contact the developer of the application.
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-742 FFFFFD1A WRONG DS VERSION

Source: NDSTM

Explanation: This informational error indicates that an attempt was made by NDS to find a version of 
the NDS that supports certain features. If the feature is not available, the request will not 
be performed.

-743 FFFFFD19 INVALID CONTROL FUNCTION

Source: NDSTM

Explanation: During a partition operation, an attempt was made to perform a control action that was 
not recognized.

Possible Cause: An internal programming error occurred in NDS.

Action: Contact a Novell® support provider.

-744 FFFFFD18 INVALID CONTROL STATE

Source: NDSTM

Explanation: During a partition operation, an attempt was made to go to the next control state. The 
state is not the state expected, or the state is invalid.

Possible Cause: An internal programming error occurred in NDS.

Action: Contact a Novell® support provider.
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Trademarks

Novell Trademarks

Access Manager is a registered trademark of Novell, Inc. in the United States 
and other countries. 

Advanced NetWare is a trademark of Novell, Inc. 
AlarmPro is a registered trademark of Novell, Inc. in the United States and 

other countries. 
AppNotes is a trademark of Novell, Inc. 
AppTester is a trademark of Novell, Inc. in the United States. 
BrainShare is a registered service mark of Novell, Inc. in the United States and 

other countries. 
C-Worthy is a trademark of Novell, Inc. 
C3PO is a trademark of Novell, Inc. 
CBASIC is a registered trademark of Novell, Inc. in the United States and other 

countries. 
Certified NetWare Administrator in Japanese and CNA-J are service marks of 

Novell, Inc. 
Certified NetWare Engineer in Japanese and CNE-J are service marks of Novell, 

Inc. 
Certified NetWare Instructor in Japanese and CNI-J are service marks of Novell, 

Inc. 
Certified Novell Administrator and CNA are service marks of Novell, Inc. 
Certified Novell Engineer and CNE are service marks of Novell, Inc. 
Certified Novell Salesperson is a trademark of Novell, Inc. 
Client 32 is a trademark of Novell, Inc. 
ConnectView is a registered trademark of Novell, Inc. in the United States and 

other countries. 
Connectware is a trademark of Novell, Inc. 
Corsair is a registered trademark of Novell, Inc. in the United States and other 

countries. 
CP/Net is a registered trademark of Novell, Inc. in the United States and other 

countries. 
Custom 3rd-Party Object and C3PO are trademarks of Novell, Inc. 
DeveloperNet is a trademark of Novell, Inc. 
Documenter ’s Workbench is a registered trademark of Novell, Inc. in the United 

States and other countries. 
ElectroText is a trademark of Novell, Inc. 



258 Product Overview and Setup Guide

Product Overview and Setup Guide
104-000102-001

July 22, 1999
Novell Confidential

Tmarks-Gloss Temp. Rev 95G.3.enu.3 15 Apr 97

Enterprise Certified Novell Engineer and ECNE are service marks of Novell, 
Inc. 

Envoy is a registered trademark of Novell, Inc. in the United States and other 
countries. 

EtherPort is a registered trademark of Novell, Inc. in the United States and other 
countries. 

EXOS is a trademark of Novell, Inc. 
Global MHS is a trademark of Novell, Inc. 
Global Network Operations Center and GNOC are service marks of Novell, Inc. 
Grammatik is a registered trademark of Novell, Inc. in the United States and 

other countries. 
Graphics Environment Manager and GEM are registered trademarks of Novell, 

Inc. in the United States and other countries. 
GroupWise is a registered trademark of Novell, Inc. in the United States and 

other countries. 
GroupWise 5 is a trademark of Novell, Inc. 
GroupWise XTD is a trademark of Novell, Inc. 
Hardware Specific Module and HSM are trademarks of Novell, Inc. 
Hot Fix is a trademark of Novell, Inc. 
InForms is a trademark of Novell, Inc. 
Instructional Workbench is a registered trademark of Novell, Inc. in the United 

States and other countries. 
Internetwork Packet Exchange and IPX are trademarks of Novell, Inc. 
IPX/SPX is a trademark of Novell, Inc. 
IPXODI is a trademark of Novell, Inc. 
IPXWAN is a trademark of Novell, Inc. 
LAN WorkGroup is a trademark of Novell, Inc. 
LAN WorkPlace is a registered trademark of Novell, Inc. in the United States 

and other countries. 
LAN WorkShop is a trademark of Novell, Inc. 
LANalyzer is a registered trademark of Novell, Inc. in the United States and 

other countries. 
LANalyzer Agent is a trademark of Novell, Inc. 
Link Support Layer and LSL are trademarks of Novell, Inc. 
MacIPX is a registered trademark of Novell, Inc. in the United States and other 

countries. 
ManageWise is a registered trademark of Novell, Inc. in the United States and 

other countries. 
Media Support Module and MSM are trademarks of Novell, Inc. 
Mirrored Server Link and MSL are trademarks of Novell, Inc. 
Mobile IPX is a trademark of Novell, Inc. 
Multiple Link Interface and MLI are trademarks of Novell, Inc. 
Multiple Link Interface Driver and MLID are trademarks of Novell, Inc. 
My World is a registered trademark of Novell, Inc. in the United States and 

other countries. 
N-Design is a registered trademark of Novell, Inc. in the United States and other 

countries. 
Natural Language Interface for Help is a trademark of Novell, Inc. 
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NDS is a trademark of Novell, Inc. 
NDS Manager is a trademark of Novell, Inc. 
NE/2 is a trademark of Novell, Inc. 
NE/2-32 is a trademark of Novell, Inc. 
NE/2T is a trademark of Novell, Inc. 
NE1000 is a trademark of Novell, Inc. 
NE1500T is a trademark of Novell, Inc. 
NE2000 is a trademark of Novell, Inc. 
NE2000T is a trademark of Novell, Inc. 
NE2100 is a trademark of Novell, Inc. 
NE21500T is a trademark of Novell, Inc. 
NE3200 is a trademark of Novell, Inc. 
NE32HUB is a trademark of Novell, Inc. 
NEST is a trademark of Novell, Inc. 
NEST Autoroute is a trademark of Novell, Inc. 
NetExplorer is a trademark of Novell, Inc. 
NetNotes is a registered trademark of Novell, Inc. in the United States and other 

countries. 
NetSync is a trademark of Novell, Inc. 
NetWare is a registered trademark of Novell, Inc. in the United States and other 

countries. 
NetWare 3 is a trademark of Novell, Inc. 
NetWare 3270 CUT Workstation is a trademark of Novell, Inc. 
NetWare 3270 LAN Workstation is a trademark of Novell, Inc. 
NetWare 386 is a trademark of Novell, Inc. 
NetWare 4 is a trademark of Novell, Inc. 
NetWare 5 is a trademark of Novell, Inc. 
NetWare Access Server is a trademark of Novell, Inc. 
NetWare Access Services is a trademark of Novell, Inc. 
NetWare Application Manager is a trademark of Novell, Inc. 
NetWare Application Notes is a trademark of Novell, Inc. 
NetWare Asynchronous Communication Services and NACS are trademarks of 

Novell, Inc. 
NetWare Asynchronous Services Interface and NASI are trademarks of Novell, 

Inc. 
NetWare Aware is a trademark of Novell, Inc. 
NetWare Basic MHS is a trademark of Novell, Inc. 
NetWare BranchLink Router is a trademark of Novell, Inc. 
NetWare Care is a trademark of Novell, Inc. 
NetWare Communication Services Manager is a trademark of Novell, Inc. 
NetWare Connect is a registered trademark of Novell, Inc. in the United States. 
NetWare Core Protocol and NCP are trademarks of Novell, Inc. 
NetWare Distributed Management Services is a trademark of Novell, Inc. 
NetWare Document Management Services is a trademark of Novell, Inc. 
NetWare DOS Requester and NDR are trademarks of Novell, Inc. 
NetWare Enterprise Router is a trademark of Novell, Inc. 
NetWare Express is a registered service mark of Novell, Inc. in the United States 

and other countries. 
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NetWare Global Messaging and NGM are trademarks of Novell, Inc. 
NetWare Global MHS is a trademark of Novell, Inc. 
NetWare HostPrint is a registered trademark of Novell, Inc. in the United States. 
NetWare IPX Router is a trademark of Novell, Inc. 
NetWare LANalyzer Agent is a trademark of Novell, Inc. 
NetWare Link Services Protocol and NLSP are trademarks of Novell, Inc. 
NetWare Link/ATM is a trademark of Novell, Inc. 
NetWare Link/Frame Relay is a trademark of Novell, Inc. 
NetWare Link/PPP is a trademark of Novell, Inc. 
NetWare Link/X.25 is a trademark of Novell, Inc. 
NetWare Loadable Module and NLM are trademarks of Novell, Inc. 
NetWare LU6.2 is trademark of Novell, Inc. 
NetWare Management Agent is a trademark of Novell, Inc. 
NetWare Management System and NMS are trademarks of Novell, Inc. 
NetWare Message Handling Service and NetWare MHS are trademarks of 

Novell, Inc. 
NetWare MHS Mailslots is a registered trademark of Novell, Inc. in the United 

States and other countries. 
NetWare Mirrored Server Link and NMSL are trademarks of Novell, Inc. 
NetWare Mobile is a trademark of Novell, Inc. 
NetWare Mobile IPX is a trademark of Novell, Inc. 
NetWare MultiProtocol Router and NetWare MPR are trademarks of Novell, 

Inc. 
NetWare MultiProtocol Router Plus is a trademark of Novell, Inc. 
NetWare Name Service is a registered trademark of Novell, Inc. in the United 

States and other countries. 
NetWare Navigator is a trademark of Novell, Inc. 
NetWare Peripheral Architecture is a trademark of Novell, Inc. 
NetWare Print Server is a trademark of Novell, Inc. 
NetWare Ready is a trademark of Novell, Inc. 
NetWare Requester is a trademark of Novell, Inc. 
NetWare Runtime is a trademark of Novell, Inc. 
NetWare RX-Net is a trademark of Novell, Inc. 
NetWare SFT is a trademark of Novell, Inc. 
NetWare SFT III is a trademark of Novell, Inc. 
NetWare SNA Gateway is a trademark of Novell, Inc. 
NetWare SNA Links is a trademark of Novell, Inc. 
NetWare SQL is a trademark of Novell, Inc. 
NetWare Storage Management Services and NetWare SMS are trademarks of 

Novell, Inc. 
NetWare Telephony Services is a trademark of Novell, Inc. 
NetWare Tools is a trademark of Novell, Inc. 
NetWare UAM is a trademark of Novell, Inc. 
NetWare WAN Links is a trademark of Novell, Inc. 
NetWare/IP is a trademark of Novell, Inc. 
NetWire is a registered service mark of Novell, Inc. in the United States and 

other countries. 
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Network Navigator is a registered trademark of Novell, Inc. in the United 
States. 

Network Navigator - AutoPilot is a registered trademark of Novell, Inc. in the 
United States and other countries. 

Network Navigator - Dispatcher is a registered trademark of Novell, Inc. in the 
United States. 

Network Support Encyclopedia and NSE are trademarks of Novell, Inc. 
Network Support Encyclopedia Professional Volume and NSEPro are 

trademarks of Novell, Inc. 
NetWorld is a registered service mark of Novell, Inc. in the United States and 

other countries. 
Novell is a service mark of Novell, Inc. and a registered trademark of Novell, 

Inc. in the United States and other countries. 
Novell Academic Education Partner and NAEP are service marks of Novell, 

Inc. 
Novell Alliance Partners Program is a collective mark of Novell, Inc. 
Novell Application Launcher is a trademark of Novell, Inc. 
Novell Application Notes is a trademark of Novell, Inc. 
Novell Authorized CNE is a trademark and service mark of Novell, Inc. 
Novell Authorized Education Center and NAEC are service marks of Novell, 

Inc. 
Novell Authorized Partner is a service mark of Novell, Inc. 
Novell Authorized Reseller is a service mark of Novell, Inc. 
Novell Authorized Service Center and NASC are service marks of Novell, Inc. 
Novell BorderManager is a trademark of Novell, Inc. 
Novell BorderManager FastCache is a trademark of Novell, Inc. 
Novell Client is a trademark of Novell, Inc. 
Novell Corporate Symbol is a trademark of Novell, Inc. 
Novell Customer Connections is a registered trademark of Novell, Inc. in the 

United States. 
Novell Directory Services and NDS are trademarks of Novell, Inc. 
Novell Distributed Print Services and NDPS are trademarks of Novell, Inc. 
Novell ElectroText is a trademark of Novell, Inc. 
Novell Embedded Systems Technology is a registered trademark of Novell, Inc. 

in the United States and other countries.
NEST is a trademark of Novell, Inc. 
Novell Gold Authorized Reseller is a service mark of Novell, Inc. 
Novell Gold Partner is a service mark of Novell, Inc. 
Novell Labs is a trademark of Novell, Inc. 
Novell N-Design is a registered trademark of Novell, Inc. in the United States 

and other countries. 
Novell NE/2 is a trademark of Novell, Inc. 
Novell NE/2-32 is a trademark of Novell, Inc. 
Novell NE3200 is a trademark of Novell, Inc. 
Novell Network Registry is a service mark of Novell, Inc. 
Novell Platinum Partner is a service mark of Novell, Inc. 
Novell Press is a trademark of Novell, Inc. 
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Novell Press Logo (teeth logo) is a registered trademark of Novell, Inc. in the 
United States and other countries. 

Novell Replication Services is a trademark of Novell, Inc. 
Novell Research Reports is a trademark of Novell, Inc. 
Novell RX-Net/2 is a trademark of Novell, Inc. 
Novell Service Partner is a trademark of Novell, Inc. 
Novell Storage Services is a trademark of Novell, Inc. 
Novell Support Connection is a trademark of Novell, Inc. 
Novell Technical Services and NTS are service marks of Novell, Inc. 
Novell Technology Institute and NTI are registered service marks of Novell, Inc. 

in the United States and other countries. 
Novell Virtual Terminal and NVT are trademarks of Novell, Inc. 
Novell Web Server is a trademark of Novell, Inc. 
Novell World Wide is a trademark of Novell, Inc. 
NSE Online is a service mark of Novell, Inc. 
NTR2000 is a trademark of Novell, Inc. 
Nutcracker is a registered trademark of Novell, Inc. in the United States and 

other countries. 
OnLAN/LAP is a registered trademark of Novell, Inc. in the United States and 

other countries. 
OnLAN/PC is a registered trademark of Novell, Inc. in the United States and 

other countries. 
Open Data-Link Interface and ODI are trademarks of Novell, Inc. 
Open Look is a registered trademark of Novell, Inc. in the United States and 

other countries. 
Open Networking Platform is a registered trademark of Novell, Inc. in the 

United States and other countries. 
Open Socket is a registered trademark of Novell, Inc. in the United States. 
Packet Burst is a trademark of Novell, Inc. 
PartnerNet is a trademark and service mark of Novell, Inc. 
PC Navigator is a trademark of Novell, Inc. 
PCOX is a registered trademark of Novell, Inc. in the United States and other 

countries. 
Perform3 is a trademark of Novell, Inc. 
Personal NetWare is a trademark of Novell, Inc. 
Pervasive Computing from Novell is a registered trademark of Novell, Inc. in 

the United States and other countries. 
Portable NetWare is a trademark of Novell, Inc. 
Presentation Master is a registered trademark of Novell, Inc. in the United 

States and other countries. 
Print Managing Agent is a trademark of Novell, Inc. 
Printer Agent is a trademark of Novell, Inc. 
QuickFinder is a trademark of Novell, Inc. 
Red Box is a trademark of Novell, Inc. 
Reference Software is a registered trademark of Novell, Inc. in the United States 

and other countries. 
Remote Console is a trademark of Novell, Inc. 
Remote MHS is a trademark of Novell, Inc. 
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RX-Net is a trademark of Novell, Inc. 
RX-Net/2 is a trademark of Novell, Inc. 
ScanXpress is a registered trademark of Novell, Inc. in the United States and 

other countries. 
Script Director is a registered trademark of Novell, Inc. in the United States and 

other countries. 
Sequenced Packet Exchange and SPX are trademarks of Novell, Inc. 
Service Response System is a trademark of Novell, Inc. 
Serving FTP is a trademark of Novell, Inc. 
SFT is a trademark of Novell, Inc. 
SFT III is a trademark of Novell, Inc. 
SoftSolutions is a registered trademark of SoftSolutions Technology 

Corporation, a wholly owned subsidiary of Novell, Inc. 
Software Transformation, Inc. is a registered trademark of Software 

Transformation, Inc., a wholly owned subsidiary of Novell, Inc. 
SPX/IPX is a trademark of Novell, Inc. 
StarLink is a registered trademark of Novell, Inc. in the United States and other 

countries. 
Storage Management Services and SMS are trademarks of Novell, Inc. 
Technical Support Alliance and TSA are collective marks of Novell, Inc. 
The Fastest Way to Find the Right Word is a registered trademark of Novell, Inc. 

in the United States and other countries. 
The Novell Network Symbol is a trademark of Novell, Inc.
Topology Specific Module and TSM are trademarks of Novell, Inc. 
Transaction Tracking System and TTS are trademarks of Novell, Inc. 
Universal Component System is a registered trademark of Novell, Inc. in the 

United States and other countries. 
Virtual Loadable Module and VLM are trademarks of Novell, Inc. 
Writer’s Workbench is a registered trademark of Novell, Inc. in the United 

States and other countries. 
Yes, It Runs with NetWare (logo) is a trademark of Novell, Inc. 
Yes, NetWare Tested and Approved (logo) is a trademark of Novell, Inc. 
Yes, Tested and Approved is a trademark of Novell, Inc. 
Z.E.N.works is a trademark of Novell, Inc. 

Third-Party Trademarks

All third-party trademarks are the property of their respective owners.
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