
W H I T E  PA P E R

w w w. n o v e l l . c o m8.5 Directory Services

guide for UNIX* platforms

NDS¨ eDirectoryª

performance tuning



NDS eDirectory performance
tuning guide for UNIX platforms

8.5

2

2

2

6

6

7

8

T H E  B E S T  P E R F O R M A N C E  F R O M  
A N  e D I R E C TO RY  I N S TA L L AT I O N

P R E R E Q U I S I T E S

D ATA B A S E  T U N I N G

D ATA B A S E  I N D E X I N G

T U N I N G  F O R  B U L K L O A D I N G  D ATA

T U N I N G  e D I R E C TO RY  T H R E A D S

T U N I N G  T H E  O P E R AT I N G  S Y S T E M
F O R  e D I R E C TO RY

table
of

contents



NDS eDirectory
performance tuning
for UNIX platforms 8.52

NDS¨ eDirectoryª might require various levels of tuning for optimal performance. This

guide explains both eDirectory tuning as well as operating system (OS) specific tuning so

that you can derive the best performance from an eDirectory installation.

This guide provides

performance tuning

information for NDS

eDirectory on UNIX*. 

The specific focus is 

on NDS eDirectory 8.5 

or above for Solaris*, 

Linux* and Tru64* UNIX

operating systems.

best performance

installatioN

P R E R E Q U I S I T E S

Ensure that you are running NDS eDirectory 8.5 

or above. You can verify the eDirectory version 

by doing an ldapsearch on the dsversion attribute

of the server. The tuning specifications in this

document are applicable for dsversion 85.01. 

Also ensure that you have updated NDS eDirectory

8.5 with the latest patches or updates. Significant

bug fixes or performance enhancements might have

been provided with later releases of the product.

Similarly, update the OS to the latest patch level.

D ATA B A S E  T U N I N G

Sizing the Cache

NDS eDirectory requires an adequate amount 

of cache memory to give optimal performance.

Cache sizing is probably the most important factor

affecting the overall performance of eDirectory.

This section describes how eDirectory uses the

cache internally. Understanding this is important

for tuning the cache to your application needs. 

In earlier versions of NDS eDirectory, 

the administrator could regulate the amount of

memory eDirectory would use for the cache by

specifying a simple cache limit as the number of

bytes to use. If no limit was set, eDirectory used

a default limit of 8 MB. The current version of

NDS eDirectory (8.5 or later) has important

enhancements that affect how memory

consumption is regulated and how the allocated

memory is used to cache items in the directory. 

Earlier versions of NDS eDirectory employed only

a block cache, meaning that only physical blocks

from the database were cached. NDS eDirectory 

8.5 also provides an entry cache, in addition to a

block cache, to boost certain areas of eDirectory

performance. The entry cache contains logical

entries from the directory as opposed to physical

blocks. eDirectory normally has to instantiate

logical entries in memory by getting the data from

the block cache. The entry cache reduces the

processing time required to do this. This time

saving can be significant in some applications. 

There is some redundancy between the two

caches, but each cache is designed to boost

performance for different types of operations. 

In general, the block cache is more useful for

update operations, and the entry cache is more

useful for operations that tend to browse or

traverse the eDirectory tree by reading through

from an

the

eDirectoryª
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entries, such as the name-resolution operations.

Both the block cache and the entry cache are

useful in boosting query performance. The block

cache helps for searching indexes, and the entry

cache helps for retrieving the entries that are

referenced from an index. 

Having an entry cache and a block cache

means that the total memory available for 

caching is effectively split between the two

caches. By default, eDirectory splits the cache

equally by giving 50% of available cache to each

cache. With this default, to get the same amount

of block cache as before, you would need to

essentially double eDirectory cache usage.

This is an important factor if you depend on

the cache to boost the performance of update-

intensive operations (such as bulk loads). To get

the same level of performance for a bulk load

operation in NDS eDirectory 8.5, you might need 

to significantly increase the amount of cache for

eDirectory, because not all of the cache is assigned

to the block cache as it was in earlier versions. 

As an alternative, you can also opt to manually

alter the percentage split between the entry and

block cache. However, increasing the block cache

percentage at the expense of entry cache means

that the operations the entry cache is intended to

help will not be benefitted as much.

To size your cache, remember that the more

the number of items (blocks and entries) that can

be cached, the better the overall performance

will be. The ideal is to cache the entire database

in both the entry cache and the block cache. 

But this is not possible for large databases. 

The amount of memory required to cache the

entire database in the block cache is roughly the

size of the database on disk, a 1:1 ratio. On the

other hand, the amount of memory needed to

cache the entire database in the entry cache is

roughly two to four times the database size on

disk, a 1:2 or 1:4 ratio. 

NOTE: This is only a general rule and could vary

significantly from setup to setup.

Dynamic Sizing of the Cache

In order to address the wide range of needs and

different possible deployments and configurations,

two types of mechanisms for controlling the cache

memory consumption are provided in eDirectory,

each mutually exclusive of the other. You can use

either one at any time, but the last one used

always replaces any earlier settings. 

The first mechanism that is provided for

regulating memory consumption is a dynamically

adjusting limit. A dynamically adjusting limit

causes eDirectory to periodically adjust its

memory consumption in response to the increase

and decrease of memory consumption by other

processes. The user specifies the limit as a

percentage of available physical memory. 

Using this percentage, eDirectory recalculates a

new memory limit at fixed intervals. While this

works well in typical scenarios, because of 

large differences in memory usage patterns 

and memory allocators on UNIX platforms, this

mechanism is not recommended for optimal

performance of NDS eDirectory on UNIX platforms. 
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The second mechanism that is provided for

regulating memory consumption is a hard memory

limit. This is essentially the same mechanism that

exists in earlier versions of eDirectory. Once a

hard limit is set, it is not changed until the user

either sets a different hard limit or a dynamically

adjusting limit. The user is allowed to specify a

hard memory limit in one of three ways: 

¥ As a fixed number of bytes

¥ As a percentage of physical memory

¥ As a percentage of available physical memory

When a hard limit is specified using the second

and third methods, it is always translated to a fixed

number of bytes. Thus, for the second method, 

the number of bytes will be the percentage of

physical memory that is detected when eDirectory

is started. For the third method, the number of

bytes will be the percentage of available physical

memory that is detected when eDirectory queries

the OS at regular intervals of time.

NOTE: On Tru64 UNIX platforms you can only specify

the cache size as a fixed number of bytes.

The default mechanism for regulating memory

consumption is as follows (except on Tru64 UNIX

platforms): If the server contains a replica,

eDirectory will use a dynamically adjusting limit

of 51% of the available memory, with a minimum

of 8 MB, leaving a minimum of 24 MB for other

applications. Otherwise, eDirectory will use a 

hard limit setting of 16 MB.

Interaction of File System Buffer Cache

On UNIX platforms, the OS will try to cache 

file system blocks in its internal buffer cache.

Tune the OS to flush the internal buffer cache as

fast as possible; even bypass it completely if it is

feasible. If this is not possible, do not specify

more than 50-75% of the total physical memory 

for the eDirectory cache.

Releasing Older Versions of Cached Items

NDS eDirectory creates multiple versions of blocks

and entries in its cache for transaction integrity

purposes. Earlier versions of eDirectory did not

remove these from the cache when they were no

longer needed. In NDS eDirectory 8.5, a background

process periodically checks the cache and cleans

out older versions. This helps to keep cache

memory consumption minimal.

Database Tunable Parameter Settings

At startup, eDirectory looks for the database

options file, _ndsdb.ini, in the directory the DIB

files are stored in. This file is a text file that 

can be created or modified with any text editor.

The settings for controlling cache memory

consumption are given below.

NOTE: Although the _ndsdb.ini file can be

changed at any time, the changes do not 

take effect in eDirectory until the server 

is restarted.

Setting a Hard Memory Limit

Add the following line to the _ndsdb.ini file: 

cache=cache_bytes

This option sets the maximum amount of cache

that eDirectory will use, including both the entry

cache and the block cache.

NDS eDirectory
performance tuning
for UNIX platforms
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Setting the Cache Cleanup Interval

In addition to the cache setting for regulating

memory consumption, eDirectory also provides

settings for controlling the dynamic adjust

interval, and the interval for cleaning up older

versions of entries and blocks. These settings 

can be specified as follows: 

cacheadjustinterval=seconds

cachecleanupinterval=seconds

The default is 15 seconds if not set in the

.ini file. 

Setting the Cache Ratios

The following setting allows an administrator to

control the percentage split between the entry

and block cache:

blockcachepercent=percent

The variable percent should be between 0 and

100 (inclusive). A value of 70 means that 70% of

the cache memory will be used for the block

cache and 30% for the entry cache. The default 

is 50% , if not set in the .ini file. 

Setting the Database Block Size

NDS eDirectory uses a default database block size of

4096 bytes. On some platforms you will get better

update performance and better interaction with the

OS buffer cache if the block size is a multiple of the

file system block size. You can change the database

block size by adding the following:

blocksize=4096 or 8192 or 16384

The parameter is only effective when

configuring a new replica database. It has no effect

Setting a Dynamically Adjusting Limit

Add the following line to the _ndsdb.ini file: 

cache=cache_options

The cache options are described below.

Multiple options can be specified in any order,

separated by commas:

¥ Dyn or HardÑDynamically adjusting limit or

hard limit. (For optimal performance use only

Hard on UNIX platforms.)

¥ %: percentageÑPercentage of available or

physical memory to use. 

¥ Avail or TotalÑThe percentage specified is 

for available physical memory or total

physical memory. This option is ignored for 

a dynamically adjusting limit, because a

dynamically adjusting limit is always calculated

based on available physical memory.

¥ Min: bytesÑMinimum number of bytes.

¥ Max: bytesÑMaximum number of bytes.

¥ Leave: bytesÑMinimum number of bytes to

leave for the OS and other applications.

The examples given below show how to specify

the various options:

Example 1: To set cache to 75% of total memory

with a minimum of 16 MB, type the

following:

cache=HARD,%:75,MIN:16000000

Example 2: To set cache to 65% of total memory,

leaving at least 32 MB for the OS,

minimum of 32 MB, type the following:

cache=HARD,%:65,MIN:32000000,

LEAVE:32000000
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this is especially true for substring. The eDirectory

database is set up to select one optimal index per

complex search, and then apply the other filter

criteria to the results pulled from the index.

T U N I N G  F O R  B U L K L O A D I N G  D ATA

Novell¨ Import Convert and Export (ICE) utility uses

an optimized bulk update protocol called LBURP

to upload data into eDirectory. This protocol is

significantly faster than uploading using a simple

ldapmodify command. 

ICE loads multiple objects in a single

transaction to improve update performance. You

can increase the performance of ICE bulkload even

further by increasing the transaction size from the

default of 25. For example, you can set a

transaction size of 250 or even as high as 1000.

However, note that an increase in the transaction

size will increase the memory usage in eDirectory

because all the records must be buffered in

memory. The transactiona size can be modified by

setting the n4u.ldap.lburp.transize parameter

using the ndsconfig utility. 

The LBURP transaction size determines the

number of records that will be sent from the 

ICE utility to the LDAP server in a single LBURP

packet. However, even if a single error exists in

the transaction, (including cases where the object

to be added already exists in the directory), 

the LBURP optimization will be disabled and

objects will be added to eDirectory individually

for that transaction. In addition, the LBURP

optimization currently works only for leaf objects;

so the optimization is lost if the transaction

once the database has been created. It is also

important to understand the trade-off between

search times and update times. Larger blocks lead

to faster updates but will slow down search and

retrieval times.

Modifying Database Cache Settings 
at Runtime

You can set the amount of cache to be used while

eDirectory is running by using the ndstrace utility.

To set a simple hard limit, in the ndstrace window

enter the command:

set dstrace=!mb

amount_of_RAM_to_use_in_bytes

To set a dynamically adjusting limit, enter the

command:

set dstrace=!mb cache_options

The syntax to specify cache options is

described in the previous sections. The settings

are effective only as long as the current instance

of eDirectory is running. 

D ATA B A S E  I N D E X I N G

To improve the performance of LDAP searches,

index the attributes on which a search is done.

There are three types of indexes: presence, 

value and substring. You can add an index using

ConsoleOneª. Indexes can dramatically speed up

the performance of applications based on the

search expressions being used. Indexes need to 

be created judiciously because, while indexes

increase the search performance, each additional

index adds to the update time for a new object;

NDS eDirectory
performance tuning
for UNIX platforms
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contains both a container and its subordinate

objects. Therefore, we recommend that you add

the containers first using a separate LDIF file. 

NDS eDirectory will do an I/O flush operation

after every update transaction to the database for

maximum safety. This can significantly slow down

update performance in some operating systems

(for example, Linux 2.2.x kernels with databases

greater than 500 MB). You can disable this flush 

to the disk by adding a line, flushio=0, to the

_ndsdb.ini file. This can, however, cause database

reliability issues in rare situations, so this option 

is not preferable for normal eDirectory operations.

While bulkloading a large number of objects

(for example, greater than one million), you can

set the blockcache parameter to 99% or higher in

the _ndsdb.ini file. Change the parameter back to

the original value after you complete the bulkload.

While bulkloading a large amount of objects,

suspend the substring indexes to speed up the

bulkloading operation. You can enable them later

after the loading is complete; eDirectory will

automatically complete the indexing in the

background. However, note that the indexes 

will not be used for search operations till the

background indexing is complete and the indexes

are brought online. 

Bulkloading Users with Passwords

Bulkloading users with passwords is much slower

than adding users without passwords because

eDirectory has to create an RSA* Key Pair for each

password. This is a CPU-intensive cryptographic

operation and cannot be bypassed in the current

releases. Future updates will allow passwords to

be assigned quickly at the time of bulkload and

the keys to be generated at the time of first

authentication. Until then, we recommend that

you first start a bulkload of the users without

passwords and add the passwords in parallel.

T U N I N G  e D I R E C TO RY  T H R E A D S

NDS eDirectory uses an internal pool of threads 

to service client requests and internal operations.

This thread pool avoids the overhead of starting 

or stopping a new thread for every request.

Maximum performance is achieved by using the

minimum number of threads required to service

the requests. NDS eDirectory 8.5 automatically

tries to use fewer threads and starts or stops

threads as needed. This might need some tuning

under heavy client loads. 

The n4u.server.active-interval parameter

controls when a new thread is started. A thread

should be considered busy on another job if it

doesnÕt return to the thread pool within the 

time interval (in milliseconds) specified by the

parameter. This parameter is scaled based on the

number of processors available on the machine and

can be increased to its maximum value (25000) 

to get maximum performance. 

The number of threads in eDirectory also

influences the memory used by the process 

(in addition to the database cache). Each thread

uses approximately 200 KB of memory during

intensive search operations. As a general rule,

assume that eDirectory will need about 16 threads

for its internal operations. Add an additional



thread for every 255 clients that need to be

serviced simultaneously. Finally, add approximately

4 to 16 threads for each processor configured on

the machine to service client search requests 

(the actual number will depend on the time 

taken for each request). Use this value to set the

n4u.server.max-threads parameter. A value of 

128 works well in most cases and will not require

more tuning except when servicing a very large

number of clients. 

T U N I N G  T H E  O P E R AT I N G  S Y S T E M  

F O R  e D I R E C TO RY

The OS on which eDirectory is installed plays a

crucial part in its performance. This section gives

general guidelines on tuning your OS and then gives

tuning specifications based on your target platform. 

OS Version

The version of the OS that you are operating 

on may affect the performance of eDirectory

significantly. In particular, defects in Linux 

kernel and glibc runtime libraries have been

known to cause unexpected results or degrade

performance in large, heavily multi-threaded

operations. In general, you must update your OS

to the latest patch level and, in some instances,

upgrade to a newer version of your OS to get

optimal performance. 

Disk Performance

Update operations in eDirectory can be disk

intensive. Spread out the I/O bandwidth over

multiple disks with RAID striping. You can have a

stripe width of 16 KB, 32 KB, or 64 KB (based on

8.58

your disk or controller) for maximum performance.

The choice of the file system and the file system

block size also affects performance.

Tuning Solaris for eDirectory

Some of the following parameters may be

superseded or modified for newer versions of

Solaris. This information applies to Solaris 2.6. 

Set the following system parameters in the

/etc/system file. Back up your original file before

making these changes.

set priority_paging=1 

set maxphys=1048576

set ufs:ufs_LW=1/128 of available memory

set ufs:ufs_HW=1/64 of available memory

set tcp:tcp_conn_hash_size=8192

For optimizing search performance, set the

following networking parameters using ndd: 

ndd -set /dev/tcp tcp_conn_req_max_q 1024

ndd -set /dev/tcp tcp_close_wait_interval

60000

ndd -set /dev/tcp tcp_xmit_hiwat 32768

ndd -set /dev/tcp tcp_xmit_lowat 32768

ndd -set /dev/tcp tcp_slow_start_initial 2

NOTE: These ndd settings will not survive a

reboot. Add them in a script that will be

run at boot time. You might also need to

set these parameters on your LDAP client

machine to get the best results.

The choice of the file system can influence 

the bulk update performance significantly, though

search performance is less affected because of

aggressive caching in eDirectory. Using Veritas*

NDS eDirectory
performance tuning
for UNIX platforms
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File System, with a block size of 4 KB (eDirectory

default database block size), can give significantly

improved performance. If you are installing over

UFS, you can also set the blocksize parameter to

8192 in the _ndsdb.ini file. 

Since eDirectory manages its own block cache

you should disable the file system buffer caching

by Solaris when possible. eDirectory automatically

uses a feature called directio available on Solaris

to disable the OS from caching file system buffers.

For directio to be effective, it is again important

to match the file system block size with the

eDirectory block size. If you are installing over

UFS on Solaris 7 or above, you can use the UFS

mount option set the directioy to enable it for 

the whole file system that is used to store the 

DIB files. 

Current versions of NDS eDirectory run as 

32-bit applications on Solaris and can use only 

2 GB of available RAM for database caching. If the

memory available for caching exceeds 2 GB you

will get better performance by disabling directio.

You can do this by setting the directio parameter

to 0 in _ndsdb.ini. You must also remember not to

specify directio as a mount time option for UFS

volumes on Solaris 7 or later. 

Dynamic resizing of the eDirectory database

cache does not interoperate well with Solaris

internal caching and the user level memory

allocation algorithms. Therefore, we recommend

that you always use a hard limit for the cache to

get optimal performance. 

Finally, on Solaris 8 enterprise configurations

with more than 6 or 8 processors, eDirectory

performs better with the alternate POSIX threads

library in the /usr/lib/lwp directory. You can

configure eDirectory to use this alternate 

threads library by setting the environment

variable LD_LIBRARY_PATH to /usr/lib/lwp 

before starting eDirectory.

Tuning Linux for eDirectory

We strongly recommend that you upgrade to 

Linux kernel 2.4.0 or above for NDS eDirectory.

eDirectory performance is significantly better 

with 2.4.x kernel versions, especially in large

memory configurations. 

There are no virtual memory tuning settings

for eDirectory on Linux. The page cache in Linux

kernel 2.4 gives good performance for database

applications in comparison with 2.2 kernels. 

The default TCP/IP settings on Linux give

satisfactory LDAP search performance and do 

not require further tuning. 

If you use the ext2 file system storing the 

DIB files for eDirectory, the file system should 

be created with a block size of 4096 for optimum

performance. You can do this by entering the

command mke2fs -b 4096 <device> before

installing eDirectory. You can also disable updating

access times by running the command chattr -A

<filename> for all the DIB files. 

As mentioned earlier, dynamic resizing of the

eDirectory database cache does not interoperate

well with Linux internal caching and the glibc

memory allocation algorithms. Therefore, 

we recommend that you always use a hard limit

for the cache to get optimal performance. 
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Tuning Tru64 UNIX for eDirectory

The choice of the file system can influence 

the bulk update performance significantly, 

though search performance is less affected

because of aggressive caching in eDirectory. If you

are installing NDS eDirectory over UFS, you can

set the blocksize parameter to 8192 in _ndsdb.ini. 

For heavy I/O loads, the operating system 

UFS Smooth Sync and I/O throttling parameters

must be enabled. Smooth Sync allows each 

page to age longer before going to the disk,

which in turn decreases I/O load by allowing

more frequently modified pages to be found 

in the cache. Also, limiting the number of

concurrent delayed I/O requests on the I/O

device queues via I/O throttling makes pages 

and devices more readily available. The greater

the number of requests on an I/O device queue,

the longer the amount of time that is required 

to process those requests. The OS parameters

used to enable these are listed here:

vfs

smoothsync_age = 60

io_throttle_shift = 0

io_throttle_maxmzthruput = 0

These parameters also need to be enabled

when mounting the LSM volumes. For example,

you can specify the following in /etc/fstab:

/dev/vol/dg1/var1vol /var1 ufs

rw,smsync2,throttle 1 2

The following Tru64 UNIX operating system

parameters (in addition to the vfs parameters

above) can be included in the /etc/sysconfigtab

file. The parameters might need to be modified

based on the amount of system RAM, and the

suggestions made by the sys_check program.

proc

max_per_proc_data_size = 4294967296

per_proc_data_size = 4294967296

max_per_proc_stack_size = 4294967296

per_proc_stack_size = 2147483648

maxusers = 2048

max_threads_per_user = 4096

max_proc_per_user = 2048

round_robin_switch_rate = 40

vm

vm-swap-eager = 1

ubc-maxpercent = 80

vm_ubcseqstartpercent = 40

vm_ubcseqpercent = 20

ubc_borrowpercent = 20

vm-page-free-target = 1536

NDS eDirectory on Tru64 UNIX only supports

cache setting as a simple hard limit of the number

of bytes to use. Set an appropriate value in the

_ndsdb.ini file because the default value of 16 MB

is sub-optimal for most enterprise configurations.


