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Networks are rapidly increasing in size and complexity. Often, these networks are 
composed of hardware and software from many different vendors, thereby 
producing many compatibility and integration problems. Users demand faster 
performance and additional services from their networks, while the IT professional 
struggles to stay ahead of the evolutionary curve. Even a simple task like upgrading 
to the latest version of a particular application can be a mammoth undertaking if 
the IT staff must physically install the new software on each machine in a large 
network. Efficient management of today’s networks is sometimes a nightmarish 
juggling act in which network administrators must try to balance the wishes of users 
with the realities of their technology while simultaneously trying to improve 
performance, keep everything updated, and simplify their own tasks.

Novell’s family of management software puts an end to the nightmare. Whether 
your concern is managing heterogeneous networks from any workstation, 
establishing robust security and management features across any platform, or easily 
distributing vital information across the entire network from a centralized location, 
a Novell solution is available to help you.
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M A N A G E M E N T  S E R V I C E S

Novell’s intuitive and full-featured management services reduce the cost of owning 
and managing heterogeneous networks. Using Novell’s open standards-based 
management products, you can centralize, automate, and simplify every aspect of 
network management.

ZENworks for Desktops 3
Enhanced with imaging features, complete Windows 2000 support, and much more, 
ZENworks for Desktops 3 is a revolutionary network management solution. As a 
directory-enabled, policy-based application, it is the ideal tool for automatically 
installing software and efficiently managing your network’s Windows workstations.

With ZENworks for Desktops 3 you can swiftly reduce the cost and complexity of 
maintaining network PCs. Imaging features can be used to automatically install 
operating systems and rebuild workstations; your tedious installation trips to every 
company desktop will be eliminated. In addition, all applications delivered through 
ZENworks are linked to the user’s login ID. Users can access their applications from 
any workstation on the network, quickly reaching the tools they need to stay 
productive.

With ZENworks for Desktops 3 you can centrally create and manage policies and user 
profiles for Windows 2000, Windows NT, or Windows 95/98 workstations. These 
policies and profiles enable you to centrally distribute, manage, and update 
applications on Windows-based workstations across your network. 

Benefits
• Automatically install operating systems across your enterprise with imaging 

technology

• Create and administer Windows policies and profiles from a central location

• Rebuild remote and mobile workstations

• Control workstations remotely

• Create hardware and software inventories centrally and automatically

• Perform advanced inventory functions

• Combine with ZENworks for Servers for Tiered Electronic Distribution (TED) 
features

• Manage through the user-friendly ConsoleOne

• Configure printers from a central location

• Configure Novell Clients easily

• Simplify application distribution and management

• Run a Windows NT-only environment

• Automate workstation importation

• Simplify management with consolidated policy packages

• Provide remote help-desk utilities 
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• Easily uninstall applications that were installed by ZENworks

• Expand reporting capabilities

• Manage Windows 2000 without Active Directory

Automatically Install Operating Systems Across Your Enterprise with Imaging 
Technology

The ZENworks for Desktops imaging solution targets a different segment than 
traditional imaging software. Most imaging solutions are used by technicians to back 
up and restore a single system. Such solutions require hands-on interaction with the 
system being imaged.

The approach ZENworks takes to imaging is very different. ZENworks provides a 
centrally controlled imaging solution that allows administrators to selectively 
re-image any system throughout the enterprise from a single, central console. This 
makes the ZENworks imaging solution particularly adept at handling operating 
system migrations, restoring desktop workstations, and performing remote 
restoration of computer classrooms and laboratories. 

Create and Administer Windows Policies and Profiles from a Central Location

Using ZENworks for Desktops 3, you can create and administer Windows 2000, 
Windows NT, and Windows 95/98 policies, including user profiles. ZENworks for 
Desktops stores these policies and profiles in NDS and replicates them throughout 
your organization. Without ZENworks for Desktops you would need to manually copy 
the policies and profiles to the public directory of each server in your organization—a 
time-consuming process that is also prone to error.

Figure 1

Using policies, 
network 
administrators can 
easily manage 
multiple users and 
workstations.
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With user profiles you can select and administer preferences for Windows 2000, 
Windows NT, and Windows 95/98 desktops that are normally defined by the user, 
such as keyboard settings, wallpaper, and screen savers. These user profiles will 
provide your network users with a uniform interface and authorized application 
access, regardless of the workstation on which they log on.

By setting policies, you can selectively restrict user access to control panels and 
network settings. In addition, because you can create workstation objects in NDS 
through ZENworks for Desktops 3, you can establish workstation policies. For 
example, you can specify that some applications will run automatically on a 
particular PC, no matter who is using the workstation.

Rebuild Remote and Mobile Workstations

Using the disconnected imaging feature of ZENworks for Desktops 3 you can ship 
images via CD-ROM, Jaz disk, or any other removable storage medium. The images 
on the disks and CD-ROMs can then be used by mobile or remote users to quickly and 
accurately rebuild their workstations. A total imaging solution, ZENworks for 
Desktops 3 integrates applications stored in the directory with the individual 
workstation images. 

Control Workstations Remotely

ZENworks for Desktops 3 includes numerous enhancements to Remote Control 
Functionality. With ZENworks for Desktops 3 you can “wake up” a powered off 
workstation from a remote location. You can also hide certain administrative 
operations from the user. A final remote control feature enables you to lock a user’s 
mouse or keyboard while he or she is being controlled remotely. This ensures that 
accidental clicks or keystrokes will not interfere with workstation deployment or 
maintenance.

Create Hardware and Software Inventories Centrally and Automatically

With a few clicks of your mouse you can use ZENworks for Desktops 3 to perform 
hardware and software inventories of all your Windows 2000, Windows NT, and 
Windows 95/98 workstations. You can gather information on the amount of RAM a 
workstation has, the devices and services it is running, and the interrupts and I/O 
ports in use as well as which applications are installed. You can access it anytime 
from any workstation on the network. Furthermore, ZENworks for Desktops 3 is 
Desktop Management Interface (DMI) 2.0 compliant, and the inventory information 
can be made available to open database connectivity (ODBC)-compliant Structured 
Query Language (SQL) databases. The hardware and software inventories in 
ZENworks for Desktops are also designed to speed the troubleshooting process.

Perform Advanced Inventory Functions

In addition to traditional hardware and software inventory functions, ZENworks for 
Desktops 3 includes the following advanced inventory features:

• Site database roll-up into an enterprise database

• Support for a large number of workstations

• Simplified database management tools

• Software scanning using Microsoft Installer (MSI)
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• Compression of inventory data during roll-up

• Extract wizard for using inventory data in external databases and applications

• Predefined inventory reporting

• Migration tools for the reuse of ZENworks for Desktops 2 policies and databases

Many other features—including the ability to perform inventory operations on 
geographically separate sites and to define inventory roles for servers—are also 
available. For a detailed list of advanced inventory features and their functions, 
please see the Novell ZENworks for Desktops 3 white paper located on the ZENworks 
for Desktops home page at http://www.novell.com/products/ZENworks/desktops.

Combine With ZENworks for Servers for Tiered Electronic Distribution (TED) 
Features

ZENworks for Desktops 3 has been optimized for use with ZENworks for Servers and 
can make the most of its Tiered Electronic Distribution (TED) features. TED is a 
process by which you automatically deploy applications, patches, and workstation 
images from a central location to many servers at many sites. By adding ZENworks 
for Desktops to ZENworks for Servers you can create installation packages and 
distribute them to staging servers for automatic installation on client machines. 

You can also use this powerful ZENworks combination to automatically create 
application objects and files that can be used for fault tolerance purposes. Because 
they can be centrally created and deployed, you won’t have to manually copy the 
files to various server destinations and then recreate the objects by hand.

Manage Through the User-Friendly ConsoleOne

ConsoleOne™ 1.2c is a free, versatile Java utility that you can use to manage 
ZENworks for Desktops 3 and your other network resources. An essential component 
of many Novell® products, ConsoleOne has a user-friendly interface and can run on a 
Windows workstation or a NetWare server. 
Z E N W O R K S  F O R  D E S K T O P S  3  4
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ConsoleOne offers features not found in legacy NetWare and Novell Directory 
Services® (NDS) administrative utilities. You can use it to swiftly expand and browse 
vast NDS trees or to generate a variety of NDS reports. ConsoleOne will save you time 
and money because it reliably consolidates processes that would traditionally 
require multiple steps.

Configure Printers from a Central Location

With ZENworks for Desktops 3 you do not have to create printer objects and install 
printer drivers on each individual Windows 2000, Windows NT, and Windows 95/98 
workstation. Through ConsoleOne you can associate printers and printer drivers with 
individual users. When a user logs on to the network from any workstation, the 
appropriate printer objects are created and printer drivers installed on that 
workstation. Thus, users have access to the printers they prefer, no matter which 
workstation they use. If you need to change a user’s printer configuration (for 
example, if a user changes offices and wants access to a closer printer), you can 
make the necessary modifications through ConsoleOne without leaving your office. 

You can also associate a printer with an individual Windows 2000, Windows NT, and 
Windows 95/98 workstation. For example, you could associate a printer with a group 
of nearby workstations, and any person using one of the workstations could then 
access that printer.

Figure 2

ConsoleOne offers 
advanced 
management 
functions.
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Configure Novell Clients Easily

ZENworks for Desktops 3 makes it easy to configure Novell Client software. Through 
ConsoleOne you can change Novell Client properties, such as Preferred server, 
Packet Burst, and Name context for any group of selected workstations. After you 
make modifications they are implemented on the selected workstations the next 
time the workstations are used to authenticate to the network. This eliminates the 
need for you to physically visit every workstation in your organization to change the 
settings.

Simplify Application Distribution and Management

In addition to imaging, ZENworks for Desktops 3 offers the following features you can 
use to easily install and manage applications on Windows-based workstations across 
your network:

• Centralized application installation

• Application customization

• MSI Integration

• Self-healing applications 

• Simplified access to network-based applications

• Scheduled software updates

• Standardized desktop configuration

• Support for all Windows clients and servers

• Application fault tolerance and load balancing

• Closest application launching

• Software metering

Centralized Application Installation. With ZENworks for Desktops 3 you can install 
applications and upgrade software and operating systems easily and centrally. To 
install applications on workstations, you can push them to workstations 
automatically, or users can pull them to their workstations just by clicking on the 
appropriate icon. When you install an application on a server and give users rights to 
it, an icon automatically appears on their desktops; they simply click the icon to 
launch that application. Software can also be delivered to the workstation using the 
lights-out method, which allows software upgrades on a workstation where no user is 
logged on. In addition, ZENworks for Desktops 3 includes criteria-based distribution, 
which checks for predefined criteria before installing software, as well as pre- and 
post-distribution scripts, which you can use to invoke actions prior to software 
distribution. With prompted macros, you can also allow users to customize their 
applications settings and preferences.
Z E N W O R K S  F O R  D E S K T O P S  3  6
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Application Customization. When you distribute an application with ZENworks for 
Desktops 3, you can use macros to customize the application for each user. For 
example, you must enter a Post Office Protocol 3 (POP3) e-mail address in Netscape 
Communicator to use the program’s e-mail features; this address is unique to each 
user. With NDS, information about each user is stored in his or her user object. When 
ZENworks for Desktops delivers the application to the user, it can automatically pull 
information such as the e-mail address from NDS and insert it as part of the 
application configuration.

MSI Integration. ZENworks for Desktops 3 contains an Application Launcher that fully 
supports the installation of MSI-based applications on all Windows 95 and above 
workstations. Once installed, MSI-based applications can be managed by ZENworks 
for Desktops 3, responding to its imaging, uninstall, and disconnected mode 
features.

Self-Healing Applications. Once you have set up ZENworks for Desktops 3 to manage 
your applications, your users cannot permanently delete or destroy them. ZENworks 
can correct problems that cause applications not to run; it can restore accidentally 
deleted application files and corrupted files or settings automatically. ZENworks for 
Desktops 3 also fixes mistakes made in the Registry or system files. 

Simplified Access to Network-Based Applications. With ZENworks for Desktops 3 you 
can quickly and easily grant users access to network-based applications. Using 
ConsoleOne, you simply create NDS objects representing the applications. You can 
then assign application rights to groups or individuals, who can access these 
applications directly from their desktops. And because NDS governs access to files 
and directories, you can maintain network security. 

Figure 3

ZENworks for 
Desktops 3 can use 
MSI packages to 
create application 
objects.
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Scheduled Software Updates. With ZENworks for Desktops 3 you can schedule 
software installation or updates to occur on certain days at specific times, such as 
during off-peak hours. Or, you can schedule the update to take place when an event 
such as login, logout, or screen saver activation occurs. ZENworks for Desktops also 
includes a reporting feature you can use to review current inventories and the 
success or failure of software delivery across the network.

Standardized Desktop Configuration. With ZENworks for Desktops 3 you can easily 
create a standard customized desktop environment for some or all of your users. You 
can assign applications by user, group, or container, and have appropriate 
applications dynamically deployed to user workstations. You need to assign 
applications to a group only once: ZENworks for Desktops ensures that all current 
and future members of a group gain automatic access to their assigned applications 
and that group members who are removed lose access to group-specific applications. 

Support for All Windows Clients. With ZENworks for Desktops 3 you can centrally 
manage application usage on all Windows 2000, Windows NT, and Windows 95/98 
workstations and servers by modifying Windows Registries and .INI files. In addition, 
you can add or remove icons in the start menu, desktop folders, system tray, or 
Windows 95/98 Explorer. 

Application Fault Tolerance and Load Balancing. With ZENworks for Desktops 3 you 
can create two copies of an application and put each on a different server; if one 
copy is unavailable when users launch the application, ZENworks directs the user to 
an alternate copy automatically and transparently. If both copies are available when 
users launch the application, ZENworks for Desktops balances the workload across 
the two servers. 

Launch Closest Application. ZENworks for Desktops 3 can launch an application from 
the server that is nearest to the user requesting it. You can use this feature to 
ensure that users logging on from a different location than usual are able to access 
applications more quickly than they could from a remote server across a wide area 
link. This also keeps traffic on wide area links to a minimum, to ensure maximum 
speed for users who must work across those links.

Software Metering. Licensing and metering are available for all applications 
launched through ZENworks Application Launcher. Licensed certificate objects are 
associated with application objects (you can set a hard stop or soft stop on the 
license limitation). You can use the included trending tool for reporting the number 
of licenses used over time. Licensing services are available on NetWare 5 and 
NetWare 4.11 with Support Pack 6.

Run a Windows NT-Only Environment

Unlike previous versions of ZENworks for Desktops, ZENworks for Desktops 3 can run 
in an all-Windows NT environment. If you run an NT network, all you need to do is 
add NDS eDirectory to ZENworks for Desktops 3 for complete management 
functionality.
Z E N W O R K S  F O R  D E S K T O P S  3  8



 

6

S
EC

TI
O

N
 6

: 
M

A
N

A
G

EM
EN

T 
S

ER
V

IC
ES

          
Automate Workstation Importation

ZENworks for Desktops 3 includes an Auto Workstation Import feature that imports 
registered workstations into NDS eDirectory and integrates them automatically. It 
also removes obsolete workstation data from the directory and the inventory 
database. All object names and locations within the directory are managed entirely 
by policy. Administrators only have to set up the initial policies, then NDS eDirectory 
and ZENworks for Desktops do the rest.

Simplify Management With Consolidated Policy Packages

With ZENworks for Desktops 3 administrators can create policy packages that work 
across all Windows operating systems. This means that they have fewer policy 
packages to manage and that they only have to set up common features once for all 
operating systems. Consolidated policy packages provide a logical view of all 
common policy features, thus minimizing the chance that errors will be introduced 
or replicated.

Provide Remote Help-Desk Utilities

With the ZENworks for Desktops 3 help-desk utilities, users can send information 
about problems to a designated support person who can resolve their 
software-related problems from a remote location. 

The user describes the problem or cuts and pastes error messages and workstation 
hardware information into the help-request application interface and sends them to 
the appropriate support person. Because support personnel receive the correct error 
messages, they can investigate the problem quickly and accurately.

With the ZENworks for Desktops 3 remote-control capabilities, support personnel can 
easily take control of problem PCs and fix software-related problems. Because 
help-request messages include the user’s context and the context of the user’s 
workstation, support personnel can quickly navigate to the appropriate workstation 
object to fix the problem. Using Remote File Transfer, Remote Execute, and Remote 
View, administrators can transfer files, execute applications, or view errors on 
remote computers without initiating a full remote-control session. Only personnel 
who have been granted rights within NDS can access the workstation remotely. 

Easily Uninstall Applications That Were Installed By ZENworks

Using ZENworks for Desktops 3, you can automatically uninstall any application that 
was installed by either version of ZENworks for Desktops. When an application is 
uninstalled, all its associated files, .ini entries, and registry entries are deleted. 
Because the uninstall process is policy-based you can perform it from a remote 
location: there is no need to physically visit or modify the affected workstations.
Z E N W O R K S  F O R  D E S K T O P S  3 9



        
Expand Reporting Capabilities

ZENworks for Desktops 3 includes additional reporting features that you can use to 
produce reports on the following topics:

• Effective policy

• Policy package association

• Policy package migration preview

• Auto workstation import logging

Manage Windows 2000 Without Active Directory

Coupled with NDS eDirectory, ZENworks for Desktops 3 provides full support for 
Windows 2000: all management tasks can be completed without Active Directory, 
Microsoft’s fledgling directory product. 

Hardware Requirements
• 486 33MHz processor or higher

• 40MB of available memory

• 175MB of hard disk space

• 125MB of available disk space on the server

Figure 4

The Application 
Uninstall feature 
automatically 
removes 
applications from 
managed 
workstations.
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Software Requirements

Server

• NetWare 4.11 or above (NetWare 5.x contains ZENworks Starter Pack 2.0, which 
does not include the full functionality of ZENworks for Desktops 3)

• Windows 2000 or Windows NT 4 (both with NDS eDirectory)

Workstations

• Windows 2000, Windows NT 4.0, or Windows 95/98

• Novell Client for Windows NT/2000 or Novell Client for Windows 95/98

• ZENworks Client software on each participating workstation

Ordering Information
You can order ZENworks for Desktops 3 from any Novell Authorized, Gold, or 
Platinum Partner. For more information contact your local Novell office or call the 
Novell Customer Response Center at 1-801-861-4CRC (1-801-861-4272). In the United 
States and Canada call toll free 1-888-321-4CRC (1-888-321-4272).

ZENworks for Servers 2
ZENworks for Servers is a powerful, directory-integrated solution that automates 
server management and configuration. Leveraging the highly scalable NDS 
eDirectory, ZENworks for Servers simplifies administration across every server in 
your network through the following technologies and processes:

• Tiered Electronic Distribution (TED)

• Server Software Installation

• Server and Network Monitoring Services

• Policy-Based Management

Using ZENworks for Servers, you maximize user productivity, reduce IT burdens, and 
lower your total cost of ownership. You can even strengthen e-business ties by 
distributing data directly to your partners’ servers. ZENworks for Servers provides 
automatic file and software distribution as well as configuration and management of 
multiple NetWare and Windows NT/2000 servers using “set it and forget it” 
enforcement of network policies. 

ZENworks for Servers also offers an array of valuable management tools: Novell 
ManageWise functionality is coupled with sophisticated traffic monitoring and 
analysis software. An ideal management solution, ZENworks for Servers improves 
network efficiency and offers a convenient single point of administration.

Benefits
• Manage and configure network servers through centrally administered policies

• Automatically distribute software and data files across your enterprise

• Install applications automatically

• Automatically distribute and install support packs
Z E N W O R K S  F O R  S E R V E R S  2 11



       
• Administer ZENworks for Servers centrally through ConsoleOne

• Enjoy ManageWise functionality

• Prevent downtime with robust, traditional management services

• Perform network traffic analysis

• Inventory server hardware and software

• Proactively manage your network servers

Manage and Configure Network Servers through Centrally Administered 
Policies

Revolutionizing server management, ZENworks for Servers includes a Server Policy 
Packages component that you can use to automate the configuration and 
management of every server on your network. Administrators will no longer have to 
physically visit servers to perform routine management tasks. 

ZENworks for Servers leverages the NDS structure of your network to standardize the 
configuration of servers in your directory tree. Instead of leaving server 
configuration open to the possibility of human error, you can simply implement a 
policy with ZENworks for Servers and know that it will be automatically carried out 
across every network server. 

With the proactive use of ZENworks for Servers policies you can prevent inadvertent 
network disasters. For instance, if someone brought a server down for maintenance 
while payroll was generating monthly paychecks, there could be company-wide 
repercussions. Using ZENworks for Servers server policies, you can set a policy to 
cancel down commands if a particular user is logged on or if a designated process is 
running.

Through a single point of control, ZENworks for Servers lets you create policy 
packages that automatically configure and enforce the behavior of individual 
servers, groups of servers, or all of the servers spread throughout your enterprise. 
More information about policy features, scheduling, and associations is listed below.

Policy Features. Using ZENworks for Servers policies, you can increase administrative 
productivity and minimize network downtime. ZENworks for Servers offers you 
fifteen different policies, including the following time-saving options:

• Server Down—specifies what processes will be followed when servers are brought 
down and what conditions must be met before they will actually shut down 

• Scheduled Down—schedules when a server or set of servers should go down and 
whether they should automatically come back up

• Scheduled Load/Unload—schedules servers to automatically run a specific process 
at a specific time

• Set Parameter Configuration—allows you to configure and maintain standard sets 
of server parameters that help optimize network performance

• Server Scripts—extends policies and supports NCF files, NetBasic, and Perl scripts; 
enables automatic script execution on multiple servers according to 
predetermined criteria

• SNMP Trap Targets—enables you to globally configure your servers to send all 
SNMP traps to a specific address
Z E N W O R K S  F O R  S E R V E R S  2  12
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• Text File Changes—allows you to modify a specific text file on all servers and 
offers extensive search-and-replace functionality (e.g., changing the RConsole 
password on all servers simultaneously and maintaining autoexec.ncf consistency)

Policy Scheduling. With ZENworks for Servers you can schedule how and when 
specific policies should be implemented. You can either configure ZENworks for 
Servers to automatically perform routine server management tasks on a schedule or 
in response to an event such as server startup. Policies can be scheduled to run 
daily, weekly, monthly, yearly, at a specific time, at intervals of time, when certain 
events occur, or at a time relative to when the policy was last refreshed.

Policy Associations. Giving you significant flexibility in administration, ZENworks for 
Servers policies can be associated with individual servers, server groups, or 
organizational units (OUs), according to the needs of your organization. This enables 
you to have one set of policies for database servers, another set for Web servers, one 
for file and print servers, and so on.

Automatically Distribute Software and Data Files across Your Enterprise

ZENworks for Servers uses Tiered Electronic Distribution (TED) to automatically 
distribute software and data files to NetWare®, Windows 2000, and Windows NT 
servers throughout your network. Some of these servers host ZENworks for Servers 
distributor and subscriber components that you can use for more effective software 
distribution. Because ZENworks for Servers is designed for optimal management 
efficiency, you can schedule distributions for off-peak hours to minimize the impact 
on overall network performance. 

TED maintains a database of events and keeps you informed of errors, warnings, and 
successful distributions via e-mail, logging events, real-time messages, database 
reports, and SNMP traps. Also, since ZENworks for Servers integrates with ZENworks 
for Desktops, you can centrally manage the automatic deployment of applications to 
desktops geographically distributed throughout your organization.

ZENworks for Servers enables you to automatically deploy applications, software 
updates, system patches, and data files to your enterprise servers without leaving 
your desk. ZENworks for Servers and TED streamline deployment through the 
following features: 

HTTP/FTP Agent. With the NetWare 5.1 FTP agents, you can use any file server as a 
source for distributions. The HTTP/FTP agent typically maintains data consistency 
between the HTTP/FTP sources and all subscribers in the distribution channel. The 
distributor gathers data located at FTP or HTTP sources and can be configured to 
update only the data that has changed since the last download. Because large files 
do not have to be updated in their entirety, you will conserve significant amounts of 
bandwidth. 

ZENworks for Desktops Integration (TED/NAL Agent). The TED/NAL agent provides 
integration with ZENworks for Desktops 3, enabling you to distribute desktop 
applications through TED’s distributor, subscriber, and parent subscriber model. You 
control how the Novell Application Launcher (NAL) application objects are 
distributed, when they are distributed, and where they are distributed for your 
entire enterprise. 
Z E N W O R K S  F O R  S E R V E R S  2 13



                  
External Subscribers. ZENworks for Servers also enables you to send distributions to 
NetWare, Windows NT, or Windows 2000 servers that are not part of your NDS tree. 
You only need to know the external subscriber's IP address, while the external 
subscriber only needs to have the ZENworks for Servers Subscriber Agent software 
and the appropriate security certificate to receive the distributions. With this 
powerful feature you can directly distribute files, patches, and updates to your 
partners’ servers over an Internet connection: your data arrives quickly, securely, 
and efficiently.

Parent Subscribers. Parent subscribers receive transmissions from distributors (or 
other parent subscribers) and pass them along to subscribers (or other parent 
subscribers). Parent subscribers are architected to immediately redistribute packets 
upon arrival and are vital to economically deploying software to geographically 
dispersed sites.

Checkpoint Restart. If a distribution is interrupted, ZENworks for Servers can pick up 
where it left off when the link is restored. For example, if a subscriber goes down 
after 99MB of a 100MB distribution, only the last 1MB will be sent when the 
distribution to that subscriber recommences. 

Security Certificates. ZENworks for Servers uses security certificates to ensure that 
distributions originate from an authorized source, thereby preventing the 
distribution of fake or malicious data. Before a subscribing node will accept any 
distribution, a certificate is sent from the distributor to the subscriber. Once the 
subscriber verifies that the certificate is valid, a communication socket allows the 
distribution to proceed.

Web-Based Management. With ZENworks for Servers you can manage and configure 
all your server policies and software distribution services over the Internet. Your 
Web management options include using ConsoleOne's Remote Web Console or 
directly accessing the ZENworks for Servers console prompt from your Web browser.

Throttling. You can control the rate at which information is distributed through a 
process known as “throttling.” Throttling prevents distribution transmissions from 
dominating network traffic and using up others’ bandwidth.

Variables. Variables are used to distribute data to multiple servers that might be 
configured differently. For example, if you need to send a particular distribution to a 
specific volume on fifteen different servers, but some of the servers have different 
volume names, you can use variables to resolve the different volume names and 
ensure that the distribution travels to the correct volume on all fifteen servers.

Install Applications Automatically

The Server Software Packages (SSP) feature of ZENworks for Servers enables you to 
automatically distribute and install server applications on servers throughout your 
network. You assemble a software package—including installation instructions—to 
ensure uniform, customized installation. Software packages can be configured so 
that a server must meet certain minimum requirements before a package is installed 
on it. This feature makes it easy to standardize software versions across the entire 
network or on selected servers.
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Powerful rollback capabilities automatically uninstall server packages that do not 
complete successfully, and you always have access to manual rollback in the event 
of an emergency.

Automatically Distribute and Install Support Packs

Freeing administrators from mundane network management tasks, ZENworks for 
Servers automatically distributes and installs support packs on servers. This 
support-pack installation feature supports NetWare 4.11 and higher, and combines 
with ZENworks for Desktops 3 to provide customers with a policy-based management 
solution for their entire network.

This time-saving feature makes it easier to maintain support pack parity across all 
the servers in your organization. Network managers can also stay abreast of 
manufacturer’s recommendations to improve system supportability. 

The beta version of the support-pack installation feature can be downloaded free of 
charge from Novell’s Public Beta Web page located at 
http://support.novell.com/beta/public. The software will be released in mid-March 
and can be downloaded from the Novell Software Downloads Web page located at 
http://www.novell.com/download.

Administer ZENworks for Servers Centrally through ConsoleOne

You can manage ZENworks for Servers with Novell’s ConsoleOne administration tool, 
a freely downloadable, universal-management console. Using ConsoleOne, you have 
complete access to the functions of ZENworks for Servers through an easy-to-use 
graphical user interface (GUI). 

ZENworks for Servers also leverages the centralized management capabilities of 
ConsoleOne to let you monitor network events and performance from anywhere on 
the network. Your data can be viewed from virtually any Web browser or data 
management application. In addition, network administrators and corporate IT 
managers can easily view and monitor network statistics in detailed business views.

Enjoy ManageWise Functionality

The updated functionality of Novell ManageWise is built into ZENworks for Servers, 
offering you role-based services, alarm/event management, database 
administration, device discovery and inventory, reporting, and a host of tools for 
managing SNMP devices. 

With this integration, ZENworks for Servers provides a comprehensive management 
solution that lets you successfully manage and control your entire mixed network 
from a single point of administration. The management capabilities of ZENworks for 
Servers include monitoring NDS eDirectory, managing NetWare and Windows servers, 
and distributing software. You can even analyze network traffic and conduct 
network inventory and health reporting tasks, all without leaving your desk. 
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Prevent Downtime with Robust, Traditional Management Services

ZENworks for Servers includes numerous management services that provide you with 
a common set of tools for network administration. These services include the 
following: 

• Network Discovery 

• Database Administration 

• Alarm Management 

• Role-Based Services 

• Reporting 

• Topology Mapping 

• MIB Tools Administration 

• SNMP Services

For detailed information on the management services included in ZENworks for 
Servers, please see the ZENworks for Servers Fact Sheet located at 
http://www.novell.com/products/zenworks/servers/zfs2factsheet.html.

Perform Network Traffic Analysis

ZENworks for Servers includes a Traffic Management component that allows you to 
monitor and analyze all the traffic on a given network segment, whether that 
segment is Ethernet, Token Ring, or FDDI. A variety of tools automatically analyze 
traffic generated by network segments, nodes, switches, and protocols.

You can collect current and historical statistics on your network components and 
display that data in tables, graphs, charts, or reports. With these convenient visual 
references you can easily identify network aberrations and resolve performance 
problems. You can deploy some or all of the traffic analysis software components as you 
see fit, and thus customize your management solution to your unique network needs. 

Inventory Server Hardware and Software

ZENworks for Servers includes advanced auto-discovery and inventory capabilities 
that simplify the task of tracking network assets. Auto-discovery automatically finds 
all the devices on your network and stores information about them in a central 
inventory database. You can query the database for a variety of reports and access 
ConsoleOne for a visual map that illustrates your network’s structure and 
configuration. 

The auto-discovery feature can track devices in pure-IP, mixed IP and IPX, and 
IPX-only networks, as well as devices that support bridge Management Information 
Base (MIB) including switches, routers, and servers. End systems and services hosted 
on all network devices are also tracked. 
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Proactively Manage Your Network Servers

ZENworks for Servers continually monitors hundreds of objects and the status of 
various network components, including NDS, NetWare servers, Windows NT/2000 
servers, SNMP devices, desktops, and network traffic. ZENworks for Servers includes 
Novell’s award-winning LANalyzer software to allow you to analyze network traffic, 
pinpoint bottlenecks, and balance performance. In combination with ConsoleOne 
and the auto-discovery services detailed above, LANalyzer gives you the information 
you need to avoid problems with your current configuration and also to proactively 
plan for the future of your network.

System Requirements
ZENworks for Servers system requirements vary depending on which product 
components you choose to install. The following section includes hardware and 
software requirements for each ZENworks for Servers component.

Policy and TED servers

Hardware

• 200MHz Pentium processor

• 128MB of RAM

• 135MB of free disk space

• 32MB cache for the ZENworks database

Software

• NetWare 5.1 with Support Pack 1, NetWare 5 with Support Pack 5, or NetWare 4.x 
with Support Pack 8a or later 

Management Site Server

Hardware

• Pentium III processor (8GB or more is recommended for discovery, alarms, and 
inventory data)

• 256MB of RAM

• 165MB of free disk space

Software

• NetWare 5.1 with Support Pack 1 or NetWare 5 with Support Pack 5

Management Console

Hardware

• 200MHz Pentium processor

• 128MB of RAM

• 60MB of free disk space
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Software

• Windows 2000, Windows NT 4.0 with Support Pack 3 or later, Windows 98, or 
Windows 95

• Novell Client with Support Pack 2

Server Management Agent for NetWare

Hardware

• A processor that meets network operating system (NOS) requirements

• 600KB of RAM above NOS requirements

• 1MB of free disk space (additional space is required for trending information)

Software

• NetWare 5.x, NetWare 4.1x, SMP, SFT III, NetWare for Small Business 4.11, or 
NetWare/IP with the latest support packs

Server Management Agent for Windows NT/2000

Hardware

• 600KB of RAM 

• 2.5MB of free disk space (additional space is required for trending information)

Software

• Windows NT 4.0 server

• Novell Client with Support Pack 2

Traffic Analysis Agent for NetWare

Hardware

• A processor that meets NOS requirements

• 620KB of RAM above NOS requirements

• 1.5MB of free disk space (additional space is required for trending information)

Software

• NetWare 5.x, NetWare 4.1x, SMP, SFT III, NetWare for Small Business 4.11, or 
NetWare/IP with the latest support packs

Traffic Analysis Agent for Windows NT/2000

Hardware

• 620KB of RAM 

• 2.5MB of free disk space (additional space is required for trending information)

Software

• Windows NT 4.0 server

• Novell Client with Support Pack 2
Z E N W O R K S  F O R  S E R V E R S  2  18



 

6

S
EC

TI
O

N
 6

: 
M

A
N

A
G

EM
EN

T 
S

ER
V

IC
ES

      
Ordering Information
You can order ZENworks for Servers 2 from any Novell Authorized, Gold, or Platinum 
Partner. For more information contact your local Novell office or call the Novell 
Customer Response Center at 1-801-861-4CRC (1-801-861-4272). Or in the United 
States and Canada call toll free 1-888-321-4CRC (1-888-321-4272).

ManageWise 2.7
ManageWise 2.7 is software you can use to manage and remotely control your entire 
network and reduce your total cost of ownership (TCO). Because ManageWise is 
based on the Simple Network Management Protocol (SNMP) standard, you can 
accomplish all management tasks from a single point of administration. You can 
monitor Novell Directory Services (NDS), manage NetWare and Windows NT servers, 
analyze network traffic, and keep track of network inventory and health 
reporting—all from a single location. In addition, early-warning alarms help prevent 
downtime by alerting you to problems before they impact network performance.

With ManageWise 2.7 you can manage your network as a system rather than as a set 
of independent devices. You can monitor all devices on your network—regardless of 
the protocols they use—and display information about them in an easy-to-use 
interface on your workstation. Creating an automated inventory of all network 
software and hardware (including workstations)—which eliminates the 
time-consuming process of taking a physical inventory of the network—is as easy as 
double-clicking the appropriate icons. ManageWise also simplifies address 
management with a planning tool that assigns IP and IPX addresses and identifies any 
duplicate addresses.

ManageWise 2.7 provides integrated graphical maps of your network, enabling you to 
customize displays of networked devices that reflect the actual geographic 
organization of your company. The NetWare LANalyzer Agent™ enhances the 
ManageWise NetExplorer™ autodiscovery feature, with which you can locate every 
device on the network. The autodiscovery process has been significantly improved 
from earlier versions, running up to ten times faster. With the maps you can also 
access management details in a graphical form, and even large maps are quick and 
easy to navigate. 

ManageWise 2.7 is compatible with NetWare 5, including pure TCP/IP-based 
networks, and contains many reporting, analysis, and trending tools. It also builds on 
Novell’s directory-services management, with more than 130 alarm types to monitor 
various events in NDS.

ManageWise 2.7 can be integrated with ZENworks for Desktops, Novell’s 
directory-enabled desktop management solution, which allows ManageWise to 
manage and remotely control ZENworks clients and vice versa.
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ManageWise 2.7 provides LANalyzer Agent support for Fiber Distributed Data 
Interface (FDDI) networks. This new ManageWise feature, along with those 
mentioned above—full compatibility with NetWare 5, NDS monitoring, Windows NT 
console support, and ZENworks for Desktops integration—will increase your 
network’s reliability and your company’s productivity. In addition, the optimized 
mapping and autodiscovery process enable faster retrieval of management 
information and efficient inventorying of network assets.

Benefits
• Enjoy a comprehensive management solution 

• Support pure TCP/IP networks 

• Provide autodiscovery and custom network mapping 

• Enjoy remote, single-location management 

• Reduce network downtime through a proactive alarm system 

• Improve stability and performance through NDS monitoring 

• Manage mixed-server environments 

• Effectively manage desktops 

• Improve hardware and software inventorying 

• Decode protocols 

• Monitor network traffic through LANalyzer Agent 

• Protect desktops and servers from viruses 

• Use reporting and analysis tools 

• Extend easily with third-party snap-ins 

• Enjoy SNMP support, MIB Compiler, and MIB Browser 

• Support NetWare 5 

• Monitor common NDS events and conditions 

• Provide console support for Windows NT and Windows 95/98 

• Integrate ManageWise 2.7 and ZENworks for Desktops

• Provide LANalyzer Agent support for FDDI 

• Enjoy protocol decodes, SMTP, DHCP, SLP, and BOOTP 

• Enhance server management 

• Enjoy new maps and faster autodiscovery 

• Support industry standards 

• Deploy easily and cost-effectively 

• Enjoy easy installation 

Enjoy a Comprehensive Management Solution 

ManageWise 2.7 is a powerful management tool that includes a wide range of 
capabilities. You can use ManageWise to discover and map all network devices 
automatically. You can also inventory the current hardware and software on all 
networked workstations. 
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With ManageWise 2.7 you can unify NetWare administration and configuration 
functions into one user interface. You can analyze network traffic, identify trends 
through network usage statistics, and monitor performance with an extensive server 
performance summary. ManageWise can also alert you to more than 650 problems 
through alarms and threshold settings. 

Because it is based on industry standards, with ManageWise 2.7 you can manage local 
area network (LAN) environments from any SNMP-based console. It is also possible to 
control networks and workstations from a remote location.

In addition, the NetWare LANalyzer Agent provides a complete planning tool to 
manage growing networks. The NetWare LANalyzer Agent gathers and stores various 
network statistics you can use to plan and maintain your network. 

Support Pure TCP/IP Networks

ManageWise 2.7 is built on the TCP/IP protocol for greater compatibility with today’s 
standards-based networks. Native support for IP means ManageWise 2.7 runs cleanly 
on your NetWare 5 servers. It also supports mixed IP and IPX networks for better 
management of your NetWare 4 and NetWare 3 servers. 

Enjoy Remote, Single-Location Management

With ManageWise 2.7 you can view, manage, and control your entire network and 
networked PCs at a remote site from a single location. From your desktop computer 
and over standard telephone lines—which offer significant savings over high-cost 
networking alternatives—you can perform the following tasks:

• Analyze network traffic 

• Automate network inventory 

• Prevent virus infiltration 

• Take control of a workstation’s screen and keyboard 

• Gather detailed configuration and performance information 

• Transfer files 

• View problems 

• Change configurations 

• Demonstrate applications 

Large businesses with distributed, unconnected branch offices can manage their 
remote networks while eliminating the costs associated with dedicated lines. 
Smaller businesses can delegate their management tasks to a management service 
provider, who can access the network over telephone lines.
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Reduce Network Downtime through a Proactive Alarm System

There are more then 650 alarms (including more than 130 NDS alarms) available to 
warn you about potential network problems and their severity. The alarm system in 
ManageWise 2.7 is proactive: it will warn you when network problems are about to 
occur. Network users will experience fewer interruptions, because many such 
problems will be resolved before they actually take place. 

Improve Stability and Performance through NDS Monitoring

With ManageWise 2.7 you can decrease network downtime by monitoring events 
occurring within the directory. This directory service support employs SNMP 
monitoring to show you various NDS events and conditions. 

Manage Mixed-Server Environments

ManageWise 2.7 includes all the tools you need to effectively manage NetWare and 
NT servers. ManageWise now includes the Novell ManageWise Agent™ and the 
ManageWise Agent for Windows NT Server, so you can easily manage multiple 
NetWare, intraNetWare, and Windows NT servers concurrently and from one 
easy-to-use interface. You can monitor hundreds of conditions on each server, 
including directory structure, disk drive, volume, and memory. In addition, you can 
monitor each server’s performance trends, such as file activity, volume data, 
disk-drive configuration, and adapter card and CPU utilization.

Figure 1

ManageWise 2.7 
provides superior 
server management 
capabilities based on 
the SNMP standard.
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The ManageWise Agent for Windows NT Server 2.1 enables you to manage Windows 
NT servers transparently from the ManageWise interface on any network station. 
With ManageWise Agent for Windows NT Server 2.1 you can continuously monitor 
Windows NT servers and employ full configuration management; furthermore, its 
trending capabilities give you information to help you with future network planning.

You can configure ManageWise 2.7 to detect hundreds of server fault conditions and 
to notify you—24 hours a day, seven days a week—if they occur. The integration of 
NetWare Administrator (NWAdmin) enables you to fix server problems by remote 
control or by using the graphical NetWare SET commands. 

With ManageWise you can also manage multiple print queues centrally.

Effectively Manage Desktops

With ManageWise 2.7 you can quickly and efficiently monitor, diagnose, fix, and 
control Windows NT, Windows 95/98, Windows 3.x, OS/2 2.1, OS/2 Warp, and DOS 
workstations across your network. You can edit files or demonstrate to users how to 
navigate an application. You can also communicate with users in real time through 
their monitors and selectively transfer files to users’ local hard disks. In addition, 
with ManageWise you can expedite troubleshooting and user support by requesting 
notification of changes to common configuration files on remote workstations, such 
as AUTOEXEC.BAT, CONFIG.SYS, or NET.CFG.

Improve Hardware and Software Inventorying

With the advanced autodiscovery feature in ManageWise 2.7 you can scan your 
network, identify all network devices, and map the router/segment connections. 
You can integrate information gathered by the hardware and software inventory with 
other NDS inventory information to resolve end-user problems without delay. 
ManageWise also includes many versatile reporting capabilities that enable you to 
configure reports for problem-solving, proactive planning, or budgeting as you shape 
your network. 
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Decode Protocols 

ManageWise 2.7 provides packet capture and decodes common network protocols. It 
supports TCP/IP, IPX/SPX™ protocols; AppleTalk for the Ethernet, Fast Ethernet, 
token-ring, and FDDI topologies; and Dynamic Host Configuration Protocol (DHCP), 
Simple Mail Transfer Protocol (SMTP), and Bootstrap Protocol (BOOTP). 

NetWare LANalyzer® fully supports SNMP and all nine Ethernet remote monitoring 
(RMON) groups, which makes it compatible with a variety of network management 
consoles. Furthermore, the LANalyzer Agent has been enhanced by several new 
protocol decoders, including those for SMTP, DHCP, Service Location Protocol (SLP), 
and BOOTP. All ManageWise 2.7 customers can download LANalyzer with the FDDI 
network analysis upgrade free from the Novell World Wide™ Web site at 
http://www.novell.com/download.

Monitor Network Traffic through LANalyzer Agent

With ManageWise 2.7 you can monitor Ethernet, Fast Ethernet, token-ring, and FDDI 
network traffic from a central console to detect potential problems before they 
disrupt your network. The ManageWise 2.7 traffic analysis component, LANalyzer 
Agent, stores statistics and trend information about every workstation on the 
network; it also provides continuous, real-time information about the network 
status. LANalyzer Agent displays any network bottlenecks and identifies the users 
responsible for the overloads, what they are doing to cause overloading, and any 
resources available to resegment network traffic and achieve better load balancing. 
The trend statistics will also show you when the overloads occur.

Figure 2

ManageWise 2.7 
provides a detailed 
inventory of each PC 
on the network. 
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Because NetWare LANalyzer Agent immediately forwards error alerts to the 
ManageWise console, you can solve problems quickly with no interruption of network 
services. NetWare LANalyzer Agent can warn you of potential problems (such as 
duplicate IP addresses) before they cause costly network downtime. You can 
configure the NetWare LANalyzer Agent to notify you of excessive packets, 
utilization, broadcasts, and multicasts. When complex problems arise, NetWare 
LANalyzer Agent can capture decoded packets and display them on the ManageWise 
console.

Protect Desktops and Servers from Viruses

ManageWise 2.7 provides award-winning antivirus protection for your servers and 
workstations with McAfee NetShield and VirusScan from Network Associates, Inc. The 
National Computer Security Association has certified that McAfee software can 
detect and cure viruses, including macro viruses, in general distribution. It can also 
detect and isolate programs that display virus-like behavior. To ensure that your 
network remains protected from the latest viruses, you can configure the included 
SecureCast client to download the latest virus signature files from NAI’s World Wide 
Web site and distribute them to all servers and workstations protected by McAfee 
software. ManageWise includes a six-month update subscription to McAfee virus 
software and the virus signature file update.

Figure 3

The LANalyzer 
Agent is an RMON 
agent monitoring 
network traffic in 
Ethernet, Fast 
Ethernet, token- 
ring, and FDDI 
networks. 
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Use Reporting and Analysis Tools

ManageWise 2.7 includes many tools to help you perform an efficient analysis of 
network status and health. Its trending features also enable you to document the 
history of your network’s performance for analysis and planning. The network health 
report can even be automatically exported into an HTML file for viewing by any 
browser over your intranet or the Internet.

With the NetWare LANalyzer Agent you can store packets in server memory for 
future analysis and interpretation. You can analyze the whole network, a single 
workstation, or an individual conversation. 

Extend Easily with Third-Party Snap-Ins

Because it is an open system, you can enhance the extensive management 
capabilities of ManageWise 2.7 with a variety of third-party applications and services 
from many industry leaders. American Power Conversion, Compaq Computer, 
Geneva Software, and Seagate have all created third-party applications that can 
help you get the most from ManageWise 2.7. 

Enjoy SNMP Support, MIB Compiler, and MIB Browser

With ManageWise 2.7 you can compile the management information base (MIB) of 
any SNMP-manageable device—such as a hub, router, or switch—that provides an 
SNMP-level of management. As a result, you can receive the alarms from such 
devices and use the integrated MIB browser to retrieve their management 
information.

Support NetWare 5 

ManageWise 2.7 is the best management product to manage NetWare 5 servers. 
NetWare 5 support includes many alarms, trends, and monitored objects that have 
been developed specifically to manage your NetWare 5 servers, including the abend 
recovery alarms.

Provide Console Support for Windows NT and Windows 95/98

You can run the ManageWise 2.7 console on a Windows NT or a Windows 95/98 
workstation. Although ManageWise 2.7 is compatible with Windows 95/98, many 
network administrators use the Windows NT Workstation operating system to take 
advantage of its high stability, better performance, and full multitasking capability.

Integrate ManageWise 2.7 and ZENworks for Desktops

You can integrate ManageWise 2.7 with ZENworks for Desktops, Novell’s 
directory-enabled desktop management and software distribution solution; you can 
then use the powerful combination of both ManageWise 2.7 and ZENworks without 
having to choose one over the other for each desktop. 
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Support Industry Standards

Because ManageWise 2.7 is based on accepted industry standards, your investments 
in existing systems and employee expertise are preserved. ManageWise supports 
SNMP, TCP/IP, IPX, and RMON standards for easy integration with enterprise 
consoles such as Computer Associates’ Unicenter TNG, HP OpenView for UNIX, and 
Tivoli TME 10.

Deploy Easily and Cost-Effectively 

ManageWise 2.7 is priced based on the number of managed nodes. Only workstations 
and print servers count as nodes—file servers and printers do not. Novell provides 
special pricing for customers who upgrade from previous versions of ManageWise or 
from competing products.

ManageWise 2.7 is licensed on a per-user basis. Customers can purchase the 
ManageWise license for the number of users in their network, and the server 
software can be installed on any managed server. ManageWise requires that all users 
connecting to a managed server be covered by a ManageWise license.

Enjoy Easy Installation

ManageWise 2.7 is a set of NetWare Loadable Modules (NLMs). You can therefore 
install it easily on any existing NetWare 5 server: no dedicated systems or hardware 
are required. Installation is simple—requiring only one step—because all the software 
is contained on one CD-ROM. You can even install ManageWise on all your servers 
from your desktop, making deployment quick and easy. Similarly, all workstation 
agents can be installed automatically.

Hardware and Software Requirements

ManageWise Server

• NetWare 5 

- Compatibility mode only with IP and IPX 

- Pentium processor 

- 64MB of RAM (96MB recommended) 

- 27MB of disk space 

Managed NetWare Server

• NetWare 3.12 and above, intraNetWare, NetWare for SFTIII, NetWare SMP, 
NetWare for Small Business, or NetWare/IP™ 

• 27MB of hard disk space 

• 365KB of RAM on each managed NetWare Server 

• 6MB of RAM for Virus Protection on each server 

• 620KB of RAM for LANalyzer in each segment 

• 5MB of RAM for desktop management utilities 

• LANalyzer server also requires an Ethernet, Fast Ethernet, token-ring, or FDDI 
adapter supporting the promiscuous mode 
M A N A G E W I S E  2 . 7 27



Managed NT Server

• Windows NT 4.0 or NT 3.51 

• 600KB of additional RAM 

• ManageWise Agent for Windows NT servers 

Console

• Pentium-based PC or above 

• NetWare 5 Client (recommended) 

• ZENworks Client 1.0 or later 

• 32MB of RAM (64MB recommended) 

• 48MB of RAM (64MB recommended) for NT only 

• 9MB of disk space for executable programs 

• 18MB of disk space for SyncComplete and TrendComplete 

• 10–15MB for ManageWise database, depending on network size 

• CD-ROM drive 

• Windows NT or Windows 95/98 

Client

• Windows NT 3.51 or above, Windows 95/98, Windows for Workgroups 3.11, 
Windows 3.1, OS/2 Warp, OS/2 2 or above, Novell DOS 7, MS-DOS 3.3 or above, or 
Mac OS System 7 

Specifications

Network Statistics

Network segment utilization
Byte rate
Packet rate
Broadcast/multicast rate 
Error breakdown

Per-Workstation Statistics

Network segment utilization 
Packets in and out
Bytes in and out 
Errors
Broadcasts/multicasts 
Protocols used
Time of first and last transmit

Token-Ring-Specific Workstation Statistics

Workstation ring order
Workstation state/duration
Error breakdown
Time of last entry
Time of last exit
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Per-Conversation Statistics

Workstation loading
Packets in and out
Bytes in and out
Errors 
Protocols used 
Time of first and last transmit

Packet Capture

Multiple, simultaneous captures 
Capture filtering by address, protocol, and packet status 
Protocol decodes for native NetWare protocols, AppleTalk, TCP/IP, NFS, and SNA 

(other decodes available from third-party vendors) 
Filtering displayed by address, protocol, and data

Alerts

Packets 
Utilization 
Broadcasts 
Multicasts 
Duplicate IP

Ethernet-Specific Alerts

CRC errors 
Undersize packets 
Oversize packets 
Jabber packets 
Fragments

Token-Ring Alerts

Beaconing 
Receiver congestion 
Monitor congestion 
Line errors 
Burst errors 
Internal errors 
AC errors 
Abort errors 
Lost frame errors 
Frame-copied errors 
Frequency errors 
Token errors

Ordering Information
You can order ManageWise 2.7 from any Novell Authorized, Gold, or Platinum 
Partner. For more information contact your local Novell office or call the Novell 
Customer Response Center at 1-801-861-4CRC (1-801-861-4272). In the United States 
and Canada call toll free 1-888-321-4CRC (1-888-321-4272).
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LANalyzer for Windows 2.2
LANalyzer for Windows 2.2 is a complete monitoring, analyzing, and troubleshooting 
tool for both Ethernet and token-ring networks. It will help you quickly identify and 
diagnose network problems, reducing or eliminating costly downtime. It will also 
help you examine the performance trends of your growing network, enabling you to 
anticipate and prevent further problems.

With LANalyzer for Windows you can go beyond merely managing workstations, 
servers, and other network devices: you can tackle the more complex challenge of 
managing the way they interact.

LANalyzer for Windows monitors all network traffic and captures raw packets sent 
across the Ethernet or token-ring wire. It then analyzes the packets and makes 
specific recommendations for troubleshooting and fine-tuning the network. 
LANalyzer for Windows fully interprets all AppleTalk, NetWare, Network File System 
(NFS), Systems Network Architecture (SNA), and TCP/IP suites. It can help you 
answer many questions about your network, including the following:

• Do any workstations have faulty network adapters?

• When and how should I segment my network?

• Why can’t this workstation talk to the server?

• Why is the network slow?

• Who is using most of the network processing power?

• When is the best time to back up my server?

LANalyzer for Windows provides valuable management and diagnostic capabilities on 
any network. It runs on either Windows 95/98 or Windows 3.1 and supports the 
widest possible choice of network adapters and clients, including all current Novell 
Clients and Microsoft’s Network Device Interface Specification (NDIS). Many software 
developers also use LANalyzer for Windows to predict how their programs will 
behave on a production network. 

Benefits
• Enhance performance significantly

• Support NDS

• Provide multitasking

• View network conditions with an easy-to-use GUI

• Enjoy comprehensive monitoring

• Enjoy automated problem detection

• Enjoy automated analysis and problem resolution

• Simplify record keeping and growth planning

• Provide built-in training
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Enhance Performance Significantly

Powerful operating systems and 32-bit clients give LANalyzer for Windows users the 
same high performance found in hardware-based analysis systems while maintaining 
the low cost and ease of use associated with software analysis. When running on 
Windows 95/98 with 32-bit clients, LANalyzer for Windows obtains a 100 percent 
capture rate of traffic on 10 Mbps Ethernet and 16 Mbps token-ring segments. 

Support NDS

Novell Directory Services (NDS) enables LANalyzer for Windows to interpret all NDS 
frames, so you can gather station names from anywhere in an NDS tree. In addition, 
you can assign station addresses to user names systemwide.

Provide Multitasking

When running in the Windows 95/98 environment, LANalyzer for Windows runs 
simultaneously with other Windows 95/98 applications. This multitasking capability 
eliminates the need for terminate-and-stay resident programs (TSRs) and frees 
memory for other functions.

View Network Conditions with an Easy-to-Use GUI

LANalyzer for Windows includes a dashboard-like graphical user interface (GUI) that 
provides a clear view of network conditions using simple gauges. Menu-driven and 
mouse-based functions make even its most advanced capabilities quick and easy to 
use. Unique features, such as automatic workstation name gathering, point-and-click 
filtering, and context-sensitive help, further eliminate confusion. And to make 
viewing the network as easy as possible, LANalyzer for Windows identifies 
workstations, servers, and routers by familiar names rather than hardware 
addresses.

Enjoy Comprehensive Monitoring

LANalyzer for Windows 2.2 monitors and analyzes all traffic on the network segment 
or ring, displaying activity information for each workstation in real time.

Figure 1

LANalyzer for 
Windows 2.2 has an 
intuitive, 
dashboard-like 
interface.
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Enjoy Automated Problem Detection

LANalyzer for Windows automatically discovers and reports network problems, such 
as excessive errors or high utilization, displaying warning lights and alarm icons and 
logging problems to a file. You can also configure LANalyzer for Windows to 
automatically launch another application (for example, one that would dial your 
pager) when an alarm goes off.

Enjoy Automated Analysis and Problem Resolution

LANalyzer for Windows can automatically diagnose many network problems and offer 
likely solutions. The alarms and station monitor functions enable you to easily 
pinpoint the source of network errors. The NetWare Expert™ system detects network 
abnormalities and prescribes solutions to correct them.

LANalyzer for Windows 2.2 has the following analytical capabilities:

• Registers and captures all packets, regardless of protocol

• Identifies and captures error packets

• Summarizes details for each captured packet

• Enables quick and simple protocol decodes

• Fully interprets all NetWare versions (including Burst Mode and NetWare Lite)

• Fully interprets AppleTalk Phase I and Phase II protocols

• Fully interprets TCP/IP protocols, including SNMP, NFS, and FTP

• Fully interprets SNA packets

• Uses point-and-click filtering to focus on packets of interest

• Provides linked highlighting to associate hex data with corresponding listed 
interpretation (byte highlighting)

With LANalyzer for Windows, you can use point-and-click filtering to search for 
packets matching selected criteria. For example, clicking the NetWare Core 
Protocol™ (NCP) packets transmitted to a particular server causes LANalyzer for 
Windows to zoom in on that area. The software interprets the packet information 
and displays it in an easy-to-understand format. Packet summary, detail, and hex 
windows provide a clear view of what is happening on the network wire. You can 
then save the packet trace to a file for archiving, or send it to a service or support 
organization where it can be analyzed in greater detail.
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Simplify Record Keeping and Growth Planning

LANalyzer for Windows incorporates trend analysis of network activity for record 
keeping and growth planning. It continually saves network statistics to disk, so you 
can review trends graphically or export them to a spreadsheet.

Provide Built-In Training

LANalyzer for Windows does not merely provide information; it also provides the 
training you need to quickly interpret and act on the information you receive.

LANalyzer for Windows includes the unique NetWare Expert feature, which is much 
more than an online help system. NetWare Expert contains more than eight hours of 
on-demand, computer-based training prepared by Novell’s professional instructors. 
The tutorials incorporate three levels of network management training:

• Skills training teaches you how to troubleshoot and manage a network. 
Interactive screens explain networking technology in simple terms, using colorful 
illustrations and animation.

• Evaluation-based training tests your current knowledge and offers additional 
information to reinforce what you have learned and help you where you need 
improvement.

• Inquiry-based training offers ready information about more than 150 topics that 
you can call up by typing in key words or phrases. Approximately 80 topics relate 
to token-ring networks, with the rest devoted to Ethernet.

NetWare Expert is an infinitely patient private instructor. Users access information 
either in linear fashion or on demand, according to their needs.

Figure 2

The Packet 
Summary screen 
displays information 
in an 
easy-to-understandf
ormat.
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Hardware Requirements
• 386SX-based PC or above

• 4MB of RAM (recommended)

• 5MB of free disk space, plus 5MB for NetWare Expert Tutorial

• 3.5-inch diskette drive

• Standard VGA monitor or better (color recommended)

• Ethernet, Fast Ethernet (100 Base-T and 100 VG anyLAN), or token-ring network 
adapter with an ODI-compliant driver that supports promiscuous mode

Software Requirements
• Novell DOS 6.0, or MS-DOS 3.3 or above

• Windows 95/98 or Windows 3.1 (enhanced mode) 

• Novell Client for Windows 95/98 and NDIS driver

Implementation
You can install LANalyzer for Windows 2.2 on any standard Windows PC workstation. 
It uses a standard network adapter and requires no additional hardware.

Specifications

Basic Statistics

All basic statistics are available for both the network as a whole and for the packets 
that meet the filter criteria.

Packets: total, rate, average rate, peak rate
Broadcast packets: total, rate
Multicast packets: total, rate
Bandwidth utilization: instantaneous, peak
Bytes: total, rate
Errors: total, rate, peak rate
Ethernet

CRC/Alignment
Oversized
Undersized
Fragments
Jabbers
Token-Ring

Soft Errors
Congestion
Beaconing
Internal Errors
Abort Delimiter
Frequency Errors
A/C Errors
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Trend Statistics

Packets per second
Percentage of network utilization
Errors per second
Kilobytes per second
Trends can be exported in comma-separated variable format.

Station Monitor Statistics

Workstation name, workstation address
Workstation order (token ring)
Total packets transmitted, received
Total kilobytes transmitted, received
Total errors transmitted
Packet transmit rate, receive rate
Byte transmit rate, receive rate
Maximum number of workstations monitored: 1,000

Server Monitor and Router Monitor Statistics

Server name, router name
Server address, router address
Server type, router type
Server status, router status

Ring Monitor Statistics

Complete ring information for each workstation, including error types, ring order, 
and last entry/exit time

Available Decodes

LANalyzer for Windows provides decodes for NetWare, AppleTalk, TCP/IP, SNA, and 
data-link protocols as follows:

NetWare Protocols

All protocols through NetWare including Burst Mode
Internetwork Packet Exchange™ (IPX)
Sequenced Packet Exchange™ (SPX™)
Service Advertising Protocol (SAP)
Routing Information Protocol (RIP)
NetWare 2 Core Protocol
NetWare 3 Core Protocol 
NetWare 4 Core Protocol 
Packet Burst Protocol
NetWare Lite Protocol (NLP)
NetWare Link Services Protocol™ (NLSP™)
NetWare Lite Sideband Protocol
Novell Directory Services (NDS)
NetBIOS
Watchdog Protocol
Serialization Protocol
Broadcast Notification Protocol
IPX Diagnostic Support Protocol
NetWare/IP 2.2
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AppleTalk Protocols

All Phase I and Phase II protocols
Ethernet Link Access Protocol
Extended Datagram Delivery Protocol 
Routing Table Maintenance Protocol 
AppleTalk Echo Protocol 
AppleTalk Transaction Protocol 
Name Binding Protocol 
AppleTalk Data Stream Protocol 
Zone Information Protocol 
AppleTalk Session Protocol 
Printer Access Protocol 
AppleTalk Filing Protocol 
AppleTalk Address Resolution Protocol 
Short Datagram Delivery Protocol 
TCP/IP Protocols

All protocols contained in NetWare 4 or NetWare 3
Address Resolution Protocol (ARP)
Internet Control Message Protocol (ICMP)
Internet Protocol (IP)
Open Shortest Path First (OSPF) Routing Protocol
Reverse Address Resolution Protocol
Routing Information Protocol (RIP)
Simple Network Management Protocol (SNMP)
Transmission Control Protocol (TCP)
User Datagram Protocol (UDP)
NetWare/IP 2.2
Telnet
File Transfer Protocol (FTP)
Trivial File Transfer Protocol (TFTP)
Network File System (NFS)
Domain Name System (DNS)
Data-Link Protocols

IEEE 802.2 Logical Link Control (802.2)
IEEE 802.3 Data-Link Layer (802.3)
Ethernet Data-Link Layer (ether)
IEEE 802.5 Data-Link Layer (802.5)
IEEE 802.5 Logical Link Control (802.5)
Token-Ring media access control

Automatic Name Gathering

Macintosh computers on segment/ring
NetWare servers or routers on segment/ring
NetWare workstations logged in to servers on segment/ring
NetWare Lite nodes on segment/ring
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NetWare Expert Alerts

Network Alarms

Excessive packet rate
Excessive broadcast rate
Excessive utilization
Excessive error rate
Ethernet Alarms

Excessive CRC rate
Excessive fragment rate
Undersized packets
Oversized packets
Jabber packets
Token-Ring Alarms

Excessive soft error rate
Receiver congestion
Beaconing
Internal error
Abort delimiter
A/C
Frequency
Server Alarms

Dead server
Overloaded server
Router Alarm

Dead router

Ordering Information
You can order LANalyzer for Windows 2.2 from any Novell Authorized, Gold, or 
Platinum Partner. For more information contact your local Novell office or call the 
Novell Customer Response Center at 1-801-861-4CRC (1-801-861-4272). In the United 
States and Canada call toll free 1-888-321-4CRC (1-888-321-4272). 

The LANalyzer for Windows 2.2 installation kit includes the following items:

• LANalyzer for Windows 2.2 software on 3.5-inch diskettes (supports both Ethernet 
and token ring)

• LANalyzer for Windows documentation: User’s Guide 
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Novell BranchManager for NT
Novell BranchManager for NT simplifies administration and reduces the cost of 
managing mixed networks by leveraging Novell’s proven directory solutions. It 
provides a single point of control over your NT and NetWare environments located in 
branch offices and workgroup environments. You can reduce your IT staff workload 
by automating NT administration, minimizing travel, reducing support calls, and 
eliminating redundant support tasks. 

With Novell BranchManager for NT you can boost the security and availability of 
resources for end users and reduce administration complexity with best-in-class 
desktop management, directory services, device monitoring, and dial access.

Benefits
• Easily administer mixed networks

• Manage customized user desktops

• Prevent costly network downtime 

• Provide reliable network security for remote access

• Prepare for network growth and diversification

• Take advantage of best-in-class management services

Easily Administer Mixed Networks

With Novell BranchManager for NT you can provide a single point of administration 
for all your remote Windows NT servers and mixed network resources, using Novell 
Directory Services (NDS). Users can be added to one or more domains without having 
to delete and recreate them. Novell BranchManager for NT also eliminates the need 
to establish and maintain complicated trust relationships between domains. Users 
only need to log on once, from anywhere on the network, to reach all the resources 
they need on both your NetWare and Windows NT servers.

Manage Customized User Desktops

With Novell BranchManager for NT you can maintain a consistent end-user desktop 
interface providing access to information and resources. Desktop policies, profiles, 
printers, and applications based on the user’s specific needs and preferences are all 
stored in NDS, so users can log on from anywhere and view their own familiar 
desktop. You can also set up a standardized desktop configuration for workstations, 
independent of the user. Administrators can deliver applications promptly from the 
nearest server. And if a user accidentally deletes vital files, Novell BranchManager 
for NT repairs the damage automatically by reinstalling the files. 

Prevent Costly NetWork Downtime

Novell BranchManager for NT distributes intelligent agents to continuously monitor 
remote NT and NetWare servers. These simple network management protocol 
(SNMP)-based agents keep you informed about the status of your network and alert 
you to potential problems such as insufficient memory, limited storage, and 
excessive CPU utilization. Most corrective actions can be performed remotely, using 
tools such as ManageWise network management software on your enterprise 
management console.
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Provide Reliable Network Security for Remote Access

With the sophisticated authentication encryption and user callback features 
included in Novell BranchManager for NT, you can ensure that remote user 
connections to the network are secure. When combined with NDS, Novell 
BranchManager for NT allows you to manage your remote-access system as easily as 
your local or wide area network—from anywhere. You can also use an Internet 
service provider (ISP) to manage dial-in access while retaining control of remote user 
authentication through NDS.

Prepare for Network Growth and Diversification

With Novell BranchManager for NT you will be able to stay abreast of your 
organization’s continued growth, mergers, acquisitions, departmental 
reorganizations, software upgrades, hires, and transfers. Changes are made with 
simple drag-and-drop operations. Constant monitoring and trend analysis of your NT 
servers and applications allows you to plan for and manage change.

Take Advantage of Best-in-Class Management Services

Novell BranchManager for NT is a combination of the most sophisticated 
directory-enabled network management services. These services combine to provide 
you with comprehensive management capabilities for your distributed NT server 
platform. The services included with BranchManager are:

BorderManager Authentication Services. With BorderManager Authentication 
Services (BMAS) you can provide cost-effective remote-user administration, including 
single-password remote access (using NDS). BMAS also integrates with many 
third-party access server products and offers standards-based Remote 
Authentication Dial-In User Service (RADIUS) authentication and accounting. 

ManageWise Agent for Windows NT. With ManageWise Agent for Windows NT you can 
manage your NT environment from the easy-to-use ManageWise interface. You can 
configure ManageWise Agent for Windows NT to monitor CPU utilization, memory 
usage, network traffic, or historical network usage.

NDS for NT. Using NDS for NT you can provide a single point of administration for NDS 
and domain objects. Installing NDS for NT does not change the domain architecture, 
so it is completely compatible with existing Windows NT applications and network 
administration tools.

ZENworks for Desktops. ZENworks for Desktops uses NDS to remotely provide 
application management, software distribution, desktop management, and 
workstation maintenance. ZENworks minimizes the time users and administrators 
must devote to workstation management: administrators are free to concentrate on 
more critical issues, and end users can focus on business results.

Hardware Requirements
• 64MB of RAM

• 90MB of available hard disk space and 175MB for ZENworks for Desktops
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Software Requirements
• Windows NT Server 4.0 with Service Pack 1, 3, or 4

The NT server must be running on an NT file system (NTFS) in order to create a 
replica.

• Administrative rights to the NT server and to all portions of the NDS tree that will 
contain user objects that are domain enabled

For the first NDS for NT installation you need administrative rights to the root of 
the tree to extend the schema.

• Administrative rights to the container where you install ZENworks for Desktops

• The following NetWare versions are supported: NetWare 4.11 Server with Support 
Pack 6 or higher (the NDS version of NetWare 4.11 servers must be 5.99A or 
later); NetWare 4.2; and NetWare 5 with Support Pack 2, which is part of the 
consolidated Support Pack 1

• Microsoft Exchange 5.0 with Service Pack 1.0 or Exchange 5.5 to run Mail-Box 
Manager for Exchange

• Workstations running Novell clients need Novell Client for Windows NT 4.5 or 
above or Windows 95/98 or above for full functionality of forced password 
synchronization

Network Access Server Requirements

• TCP/IP

• RADIUS compliant

• RADIUS authentication enabled

• RADIUS server address set to the NT server on which the BorderManager 
Authentication Services software is installed

• RADIUS Shared Secret Established and Known SNMP Service installed

Ordering Information
You can order Novell BranchManager for NT from any Novell Authorized, Gold, or 
Platinum Partner. For more information contact your local Novell office or call the 
Novell Customer Response Center at 1-801-861-4CRC (1-801-861-4272). Or in the 
United States and Canada call toll free 1-888-321-4CRC (1-888-321-4272). 
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