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Novell’s Access Services solutions simplify access to network resources and 
securely centralize network management tools. These products also accelerate 
the deployment of powerful Web portals—allowing your users to rapidly share 
information across virtually any type of network. 

Novell’s Access Services include an integrated eBusiness infrastructure that 
links your multiple networks, operating platforms, applications, files, data, 
and collaboration tools into a single, secure system. You can also create custom 
portals for each user, giving employees, suppliers, and customers accelerated 
access to your network resources. 
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Providing organizations with innovative integration solutions, Novell’s Access 
Services products offer secure management and access capabilities across all types 
of networks—intranets, the Internet, and extranets; corporate and public; wired and 
wireless. These products simplify resource management and enable your company to 
provide customers, partners, suppliers, and employees with mission-critical 
eBusiness tools.

Novell iChain 1.5
Novell’s iChain 1.5 is an integrated solution of software and services designed to 
securely link all the disparate elements of your network into one secure 
infrastructure. iChain allows the merging of the world’s most scalable and 
widely-used directory service—Novell’s NDS eDirectory—with the world’s fastest 
caching system, Novell’s Internet Caching System (ICS). Add to this the convenience 
of Web Single Sign-On, the security of multi-factor authentication and fine-grain 
access control, and the flexibility of customer communities, and you begin to 
understand that iChain is really about bringing all aspects of your business together 
and moving them online. The iChain infrastructure is, in fact, a foundation for all 
your e-business solutions.

iChain encompasses the following core services:

• Installation Services

• Proxy Services

• Authentication Services

• Authorization Services

• Web Single Sign-On Services

• Management Services

• Community Services

iChain 1.5 includes all you need to establish these core services. The iChain Internet 
Caching Server provides the installation, proxy, authentication, and authorization 
services. Web Single Sign-On services are provided by pairing the iChain Internet 
Caching Server with the iChain Authorization Server. The iChain Authorization Server 
also handles management services. iChain Community Services can be downloaded 
free of charge from the iChain home page located at 
www.novell.com/products/ichain. Lastly, iChain requires NDS eDirectory 8.5, which 
is also included in the iChain package.
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Benefits
• Secure your data with fine-grain access control lists

• Protect your network with multiple authentication technologies

• Give your users the convenience of Web Single Sign-On

• Centralize your management and administrative duties

• Build customer loyalty with digital communities

• Integrate e-business applications from third-party vendors

Secure Your Data with Fine-Grain Access Control Lists

iChain’s formidable security infrastructure begins with access control lists (ACLs), 
which are the foundation of directory-based security. All network components are 
represented within a directory as “objects”; characteristics of those objects are 
known as “attributes.” An ACL is an attribute that contains a list of who has rights to 
do certain things to a particular object, providing extremely granular control over 
who can do what within the network. For instance, a network administrator can 
define an ACL that allows only people from a certain department to view a particular 
object on the NDS tree. That definition can be further refined so that only some 
people within that department can make changes to the object. ACLs are impossible 
to bypass: if access rights are not in the list, access is not granted. Period.

This type of control makes it possible to establish a unified network across the entire 
company while still maintaining control and security. For example, an insurance 
company could use iChain to configure its nationwide system, enabling claim 
representatives located throughout the country to change, update, and modify only 
the records that pertained to their regions. iChain allows this level of control to be 
extended to Web pages as well; a Web site can be configured so that anyone can 
view the home page, but only authorized users can view a page containing sensitive 
information. In other words, content is presented according to the user’s level of 
authorization. The end result is a highly personalized Web service for the user and 
maximum levels of security for the host.

Protect Your Network with Multiple Authentication Technologies

While iChain seeks to connect your business with the rest of the world 
(B-to-Everything), it would hardly be worth the effort if this connection resulted in a 
compromise in your company’s security policy. ACLs are a very secure method of 
protecting your data, but they must rely on some form of user recognition to ensure 
that the person attempting to access the protected resources is who he or she claims 
to be. To guard against unauthorized users, iChain supports a number of 
authentication methods, including user identifiers (name, e-mail address, LDAP 
attributes), passwords, and X.509 digital certificates.

iChain also supports multi-factor authentication, which combines several 
authentication methods to produce an even higher level of security. For instance, a 
company may require a username and password as well as a certificate before 
granting access to a user.
N O V E L L  I C H A I N  1 . 5  2
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In addition, iChain’s proxy services include the SSLizer, which offloads Secure 
Sockets Layer (SSL) encryption tasks from the Web server. Besides freeing the server 
from the processor-intensive task of encoding and decoding SSL protocols, the 
SSLizer also adds another layer of security between the Internet and your network. 
Before users authenticate themselves, iChain’s proxy services—a subset of the 
Internet Caching Server software—establish an SSL session with the users’ browsers 
so that passwords and other authentication credentials cannot be intercepted. An 
included certificate server lets you create and manage digital certificates of your 
own or import certificates from third parties.

Give Your Users the Convenience of Web Single Sign-On

Whether the user of your Web site is an employee or a potential customer, the 
experience that person has at your site is in large part determined by convenience. 
An innovative service made possible by the iChain package is Web Single Sign-On. 
Thanks to this service, a user needs to log in only once to gain access to multiple 
applications and platforms. Both internal and external users gain easy navigation 
with no threat to network security. 

Single Sign-On is possible because iChain authenticates the user from a centralized 
NDS profile. When the user requests access to a specific server, iChain acts on the 
user’s behalf by transparently submitting the username and password (or employee 
ID and password) to that server. The user sees no login request, only the end result: 
access is either granted or denied.

Such simple navigation strengthens customer loyalty and offers convenient access to 
employees. It also lowers the overhead costs associated with maintaining many 
different tables of usernames and passwords on numerous servers.

Centralize Your Management and Administrative Duties

Many companies today manage access to their internal Web-based material on a 
server-by-server basis. These servers often run on different platforms, especially in 
large enterprises that have many divisions spread across a wide geographic area. A 
good example is a government agency with many separate departments, each with 
its own set of servers and applications running independently from the others. 
Something as common as modifying a user’s access rights would require the IT staff 
to manually change all the involved systems, a time-consuming process that could 
necessitate a physical visit to each network server. If those servers are scattered 
across the entire country, the situation becomes absurdly expensive and impractical: 
either a single IT staff is constantly travelling, or it is necessary to maintain a 
separate IT staff for each part of the network.

iChain solves this problem by centralizing all administrative tasks. Changes can be 
made through ConsoleOne, a single utility that affects all of the servers involved, 
regardless of the platform any individual element of the network is running. 
Moreover, this utility can be run from any workstation in the network. Control is thus 
simplified without the costly upgrades and retrofits that would otherwise be needed 
to unify all the elements of the network.
N O V E L L  I C H A I N  1 . 5 3



      
Build Customer Loyalty with Digital Communities

The average user is an impatient creature. There is evidence that users will wait 
only eight seconds for a Web page to load before clicking away to another site. One 
strategy to combat this phenomenon is the concept of a personalized Web 
experience, adapting the content of a Web site to the individual user. iChain enables 
this personalization with digital communities.

A digital community is a group of users whose membership is defined by rules. Rights 
and content are customized for each specific community, creating a unique 
experience for the user who belongs to the community. An example would be a 
community called “Shareholders.” Members of this community would be granted 
access to documents, charts, and other materials that are of interest to a company’s 
shareholders. Members of the “Customers” community would see a product catalog, 
whereas members of the “Preferred Customers” community would see special offers 
not available to members of any other community.

The community object that iChain creates in eDirectory is a new, unique class of 
object. Membership in a conventional eDirectory group object is determined 
manually; the network administrator must set up the ACL for the group object to 
allow access for a particular user. Membership in a community object, however, is 
governed by the rules established for that community. 

The possible uses of digital communities are endless. Community membership can be 
the foundation of a customized Internet portal that sends users to information of 
particular interest to them, whether that user is a customer looking for a certain 
range of products, or an employee who only wants applications and files relevant to 
his or her job duties. A commercial community can be used to group similar products 
and services from various vendors on the same Web page. In this case, the 
community would consist of companies instead of individual users. This page could 
be further specialized by limiting access to this page to only members of particular 
community, such as those users who have paid a membership fee. Communities can 
even be used to control access to electronic bulletin boards and threaded discussion 
forums, ensuring that only the authorized can see those boards or forums.

iChain provides the underlying logic for all these possibilities by organizing, storing, 
and retrieving information from eDirectory.

Integrate E-Business Applications from Third-Party Vendors

Trying to run e-business applications from different vendors is usually an exercise in 
frustration. The applications keep their data to themselves instead of sharing across 
the enterprise and, as a result, your business infrastructure becomes fragmented. 
The concept behind iChain is integration, bringing together all the elements of your 
computing environment into One Net. iChain supports Novell’s DirXML, which is an 
Extensible Markup Language (XML) solution that synchronizes databases and 
directories from various applications and vendors. The iChain package also supports 
Lightweight Directory Access Protocol (LDAP) and includes a number of application 
programming interfaces (APIs) that allow you to customize applications as needed to 
ensure a smooth fit within your network.
N O V E L L  I C H A I N  1 . 5  4
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Hardware Requirements
• ICS-configured hardware from an approved vendor. See the ICS home page 

located at http://www.novell.com/products/ics/

Software Requirements
• NDS eDirectory 8.5, which requires an Intel Pentium PC or UNIX workstation with 

32MB RAM (64MB recommended). The system requirements for NDS eDirectory 8.5 
will depend on the design and size of your directory tree. For example, if you 
were to create one million objects in a directory you would need 1GB of 
hard-drive space.

Ordering Information
Novell iChain 1.5 is available for purchase through Novell's VLA, CLA, and MLA 
licensing programs, as well as through all standard fulfillment channels including 
Novell Authorized Channel Partners. Although iChain is ready to use out-of-the-box, 
Novell recommends that a trained iChain specialist be involved in its deployment. 
For information on implementing iChain, please visit the Novell Professional 
Education Programs Web page located at http://www.novell.com/education/pep. 
For additional details you can also contact your local Novell office or call the Novell 
Customer Response Center at 1-801-861-4CRC (1-801-861-4272). Or in the United 
States and Canada call toll free 1-888-321-4CRC (1-888-321-4272).

Novell Portal Services
Getting the right resources to the right people at any place and time, Novell Portal 
Services gives users a personalized “webtop” that enables them to access relevant 
information, tools, and applications through a standard Web browser. Novell Portal 
Services is a directory-enabled framework for creating custom portals for each 
user—giving employees, suppliers, and customers timesaving access to virtually all of 
your network resources. 

Novell Portal Services gives businesses a single point of access to user-specific 
information and offers users the flexibility of accessing its custom portals through a 
Web browser. Using open, industry standards—such as Lightweight Directory Access 
Protocol version 3 (LDAP v3)—enables Novell Portal Services to work across a variety 
of network platforms. Novell Portal Services is also compatible with wireless 
devices, including personal digital assistants (PDAs) and Internet-enabled wireless 
phones.

Novell Portal Services is a key component in Novell’s efforts to promote cooperation, 
communication, and commerce along global networks. To achieve this goal, Novell 
Portal Services gives employees, suppliers, and customers 24-hour, personal portal 
access to vital network information.
N O V E L L  P O R T A L  S E R V I C E S 5



      
Benefits
• Focus your business to meet specific user needs

• Provide administrators with portal management solutions

• Accelerate your eBusiness transformation with open, industry-standard protocols

Focus Your Business to Meet Specific User Needs

Novell Portal Services is directory-enabled, a feature that enables you to customize 
your portal to meet your company’s specific needs. Novell has focused its portal 
services on software that runs on your web server and enables you to control user 
access to company directories based on the organizational role of an employee, 
group of suppliers, or a single customer. 

Using directory technology, Novell Portal Services provides simple management and 
modification solutions that enable administrators to customize portal content to 
meet specific user needs. All access rights are stored in the directory, enabling users 
to access the Web and network resources that have been authorized by their 
individual user profiles. Also, depending on the content and resources you want to 
provide to each user or user group, you can configure multiple layouts by using the 
customization features provided by Novell Portal Services.

You can also customize and enhance your portal by installing gadgets. Gadgets are 
small, plug-in applications that provide services for Novell Portal Services, such as 
messaging, calendaring, and database options. Gadgets use the versatile Extensible 
Markup Language (XML) to interpret the information Novell Portal Services sends to 
users’ browsers and Extensible Stylesheet Language (XSL) to translate the data into a 
readable format for the user.

There are many gadgets that can be added to enhance the performance and 
streamline the functionality of your portal. In the Novell Portal Services framework, 
Novell has included components to manage the backend data sources and 
communicate between users’ browsers and Novell Portal Services. The components 
included in the framework are:

• Session Manager—Determines if information is to be communicated by Novell 
Portal Services as an XML thread or HTML Web page

• Gadget Manager—Interoperates with the Configuration Manager to manage 
communications between gadgets and the directory

• Configuration Manager—Manages the interface through which the gadgets read 
and write information to the directory

• Authentication Manager—Authenticates users to the portal and manages single 
login services

These key components provide you with the necessary framework to customize the 
portal to each user’s needs.
N O V E L L  P O R T A L  S E R V I C E S  6
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Provide Administrators with Portal Management Solutions

Flexibility and scalability are characteristic of Novell Portal Services. A single 
object—the portal configuration object—controls all of the customized layouts for a 
particular portal, thereby enabling you to run that single portal on many Web 
servers. Using the portal configuration object, you can manage all portals through a 
single object rather than on a server-by-server basis. 

Novell Portal Services also provides administrators with a solution tailored to help 
them build a complete portal environment for your company. This is accomplished 
through Novell Portal Services’ capability to leverage the following Novell Net 
services software:

• NDS eDirectory

• DirXML

• iChain

• OnDemand

• eGuide

• Novell Single Sign-on

Helping administrators create the right portal to meet your specific business 
objectives, Novell Portal Services utilizes the time and effort already invested in 
your network environment and brings those resources to an easily-accessible Web 
portal.

Accelerate Your eBusiness Transformation with Open, Industry-Standard 
Protocols

Because networks are larger and more complex than in the past, there is a greater 
need for a comprehensive directory service and a standard method for accessing 
directory information. In response to the rapid growth of Internet and intranet 
technologies, LDAP was created as a protocol for accessing directory information. 

LDAP v3 is an open standard that specifies how you access a directory. Novell Portal 
Services is accessible to all users whose directory is 100-percent LDAP v3 compliant. 
Using the LDAP v3 standard also enables Novell Portal Services to work across 
numerous network platforms.

Because of Novell’s adherence to the LDAP v3 standard, Novell Portal Services 
portals are more easily managed by using NDS eDirectory 8.5 than by any other LDAP 
v3-compliant directory. Management is simplified by the wizard that is included in 
Novell Portal Services. The wizard—when used with NDS eDirectory 8.5—facilitates 
convenient portal management and enables you to configure all user access rights 
from within the portal.
N O V E L L  P O R T A L  S E R V I C E S 7



     
In addition to the enhancement of LDAP v3 compliance, Novell Portal Services is 
extremely versatile and can run on a variety of network operating systems. Novell 
Portal Services owes its flexibility to the use of industry-standard Java, XML/XSL, 
and HyperText Transfer Protocol (HTTP). Because it adheres to open, industry 
standards, Novell Portal Services can interoperate with all other software that also 
complies with these standards. The Java-based Novell Portal Services framework 
communicates with standard Web browsers and typically sends portal information 
to the browser as an XML stream, or if your browser does not support XML, as an 
HTML page. 

Software Requirements
• Java Virtual Machine 1.2.2 or higher

• Windows 2000 or Windows NT 4.0, Red Hat Linux 6.2, or Solaris

• One of the following Web servers:

—Apache Software Foundation Apache Server 1.3.14

—Sun-Netscape iPlanet Application Server (which includes a servlet engine)

—Novell Enterprise Web Server 5.10

• Apache Software Foundation Jakarta Tomcat 3.1

• Directory that completely adheres to the LDAP v3 standard

• One of the following Web browsers:

—Microsoft Internet Explorer (IE) 4 or higher

—Netscape Communicator 4.5 or higher

—Macintosh IE 4 or higher
N O V E L L  P O R T A L  S E R V I C E S  8
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