
 

Section 1: Directory Services
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Networks are becoming larger, and as a consequence, more unwieldy. As networks 
extend to extranets and onto the Internet, the ability to manage a network 
determines whether your network will increase—or cut into—your productivity. 
Directories have proven to be the best way to keep track of a network's many 
components, and Novell offers solutions renowned for their robustness, scalability, 
and manageability, particularly Novell Directory Services (NDS).

The usefulness of directories is not limited to network management: many 
e-business applications use directories as data stores because of their flexibility and 
extensibility. In many ways, the directory is to the Internet and e-business what the 
network operating system is to the network: a stable infrastructure that supports 
complex interactions between applications, users, and devices. Using Directory 
Services solutions, you can create e-business communities that encompass every 
aspect of your supply chain. You also have access to a comprehensive set of tools 
for developing and hosting advanced e-business applications: individual companies 
and entire industries can profit from the directory-based transition to online 
commerce.
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D I R E C T O R Y  S E R V I C E S

Novell is universally recognized as the industry leader in directory services 
development and applications. Based on open Internet standards, Novell’s Directory 
Services solutions strengthen your relationships with customers, partners, and 
employees while protecting your hardware and software investments. 

NDS eDirectory 8.5
NDS® eDirectory™ 8.5 is a full-service, platform-independent directory that serves as 
the foundation for myriad directory-enabled services. The number of 
directory-based applications is rapidly increasing, many of which provide crucial 
e-business functionality such as automated business-relationship management, 
supply-chain management, and electronic store fronts. Other services that 
directory-enabled products can provide include automated provisioning, enhanced 
security, customer profiling, electronic wallets, automated notification systems, 
customized Web interfaces, and virtual private networks (VPNs). 

Application service providers (ASPs), Internet service providers (ISPs), software 
developers, and other companies that aggressively compete in the Internet economy 
have made eDirectory their directory of choice, including Business Layers, CNN, 
PeopleSoft, Red Hat, Sun Microsystems, and Xircom. eDirectory 8.5 is also the 
foundation for several Novell® solutions such as Certificate Server, DirXML™, eGuide, 
iChain™, Net Publisher, and Single Sign-on.

A recent report by the Aberdeen Group emphasizes that “today’s directory must at 
least be extensible (able to maintain in-depth, hierarchically linked information 
about a range of ‘objects’—people, devices, applications, resources, and services); 
portable (able to work with multiple operating systems and applications); and 
scalable (able to maintain information on thousands of objects in the same 
directory)” (“Directory-Guided IT: A Planning Manifesto,” Feb. 5, 1999). NDS 
eDirectory 8.5 meets the first two criteria exactly and it far exceeds the third. Its 
extensible schema and hierarchical tree structure allow you to include and manage 
nearly any type of object, its native Lightweight Directory Access Protocol (LDAP) 
support guarantees compatibility with other LDAP-based applications, and it scales 
to not only thousands of objects but to more than one billion.

This latest version of Novell Directory Services® (NDS) powers e-businesses running 
on NetWare®, Windows 2000, Windows NT, Solaris, Compaq Tru64 UNIX and Linux 
networks. New features in eDirectory 8.5—including DNS federation, filtered 
replication, and NDS iMonitor—give you additional tools for optimal directory 
operation and management. The advantages of providing your network with robust, 
scalable directory services, though already tremendous today, will only increase 
exponentially as demand for e-business functionality grows and vendors create 
solutions to fill it.
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Benefits
• Enjoy the most fully developed and powerful directory service available

• Lay the foundation for electronic commerce

• Deploy directory-enabled applications

• Access resources with a single login

• Scale to any size directory

• Keep your network resources secure

• Protect your current investment in hardware and software

• Reduce the cost of network computing

• Enjoy superior schema flexibility

• Support open standards

• Easily manage your directory

• Easily customize your directory to reflect your organization

• Reduce network downtime

• Use easy and fast application-development tools

Enjoy the Most Fully Developed and Powerful Directory Service Available

NDS has been in development for more than a decade, during more than half of 
which people have repeatedly proven its value. By far the most widely developed 
directory service in the world and employed by more than 80 million users to access 
the services on their networks, NDS eDirectory 8.5 is flexible, extensible, and 
powerful enough to be the directory for global networks. Many of the world’s most 
successful companies from every business sector use it as the backbone of their 
networking operations. National Public Radio, CNN, and British Telecommunications 
have all chosen to use NDS to directory-enable their networks.

Lay the Foundation for Electronic Commerce

eDirectory 8.5 is the only directory that eliminates the barrier between Internet, 
intranet, and extranet resources. You can gain control of critical e-business 
processes by extending the reach of your existing infrastructure to your employees, 
customers, and supply-chain partners. 

DNS Federation. With version 8.5 you have the option of installing your NDS trees as 
DNS trees; that is, the naming convention used for your NDS trees will be the DNS 
naming convention. When you and your partners install DNS-based NDS trees, you 
will be able to manage users in your partners’ trees as easily as you manage your 
own—and vice versa. For example, if you want to give a user in your supplier’s 
organization access rights to a database on your organization’s LAN, you can do so 
without creating a new user object for that user. Instead, you can directly grant the 
user rights to the database using the user object on your supplier’s tree.
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Unified Architecture. Other Novell technologies are built using eDirectory as the 
fundamental architecture, including Certificate Server, DirXML, eGuide, iChain, Net 
Publisher, and Single Sign-on. With DirXML, for example, you can synchronize the 
information in all of your network directories. This ensures that your employees, 
customers, and partners are accessing consistent information. In addition to being 
the core DirXML directory, NDS eDirectory 8.5 provides DirXML with new interfaces, a 
more reliable delivery mechanism for the event system, and the ability to use 
filtered replication. (See the DirXML product description online at 
http://www.novell.com/products/nds/dirxml/quicklook.html.)

Deploy Directory-Enabled Applications

With eDirectory 8.5 you can take advantage of directory-enabled applications that 
transform your traditional “brick and mortar” business into a thriving “click and 
mortar” e-business. The following are a few advantages available to 
directory-enabled e-businesses:

Customer Profiling. As customers browse through your Web site, directory-enabled 
applications can collect three important kinds of data: observed information—what 
users reveal through their patterns of movement through the site; stated 
information—gathered from surveys and profiles; and transactional 
information—purchase patterns, etc. With this information stored in eDirectory 8.5, 
you can tailor your offerings and services to each customer and supply-chain partner, 
thereby improving their business experience with you. 

Figure 1 shows how to apply profile information to customize how a customer sees 
your Web site. If a user named Leslie Hughes enters the Web site HousePlants.com 
and begins to browse, special applications record where she goes, what she does, 
and how long she stays on each page. This information is then stored in eDirectory 
8.5, where an application can retrieve it to create a personalized Web page. Next 
time Leslie calls up HousePlants.com, your Web page’s presentation emphasizes 
those elements in which she is most interested.

eDirectory eDirectory

InternetInternet
User

Username: Leslie Hughes
Links followed: hydroculture,
soil conditioning, rare and
unusual plants, indoor gardening
Longest browse: rare and 
unusual plants
Purchases: Dracaena marginata, 
Guide to Greenhouse Gardening

Welcome to HousePlants.com
New!  Links to hydroculture sites
Drought-Tolerant
  Adiantums
Trailing Dracaena
Epiphytic Roses

Subscribe to Terra Firma, a magazine
for those that want to create the best
soils for their plants

Take our virtual tour through a greenhouse.
More HousePlants.com

Figure 1

eDirectory 8.5 can 
store information 
used for customer 
profiling.
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Supply-Chain Management. Figure 2 shows how you can improve communication 
between your business, your customers, and your suppliers. If you manufacture 
fluorescent lights for construction wholesalers, you need to ship the right number of 
lights at the right time while at the same time maintain an adequate supply of glass 
tubing, gas, and electrical components for your own manufacturing processes. With 
eDirectory-enabled software you can grant your suppliers access to your materials 
inventory database so that they will know instantaneously when your supplies are 
low and how much you require. At the same time, you can link to your customers’ 
inventory databases to stay on top of their requirements. Because of eDirectory’s 
superior security protocols, you will not need to worry that your suppliers get access 
to more information than they need, nor will your customers need to grant you rights 
to more than what you require.

Automated Provisioning. When a new employee is hired at your company, that 
employee’s first few hours—or days—are occupied primarily with getting things set 
up: the office or cubicle, hardware and software, ID card, network passwords, 
network rights assignments, voice and e-mail accounts, payroll, etc. Getting this 
new employee’s provisions together can be complicated and time consuming, and it 
is not unusual for some of the provisioning to fall through the cracks. Figure 3 shows 
how you can automate the provisioning process using directory-enabled software: 
the employee’s data is entered in one central location and is then transmitted to the 
relevant departments. You can therefore have everything ready for that new 
employee when he or she walks in the door the first day. And when someone leaves 
the company, you can revoke all accounts, network rights, and passwords as easily as 
they were created.

Item     Qty     % of Target   Reorder at
Gas      40           10%              10%
Tubes   159         31%              20%
Plugs    233         67%              45%

Your Materials
Database

Server Server

eDirectory eDirectory

Your Supplier

InternetInternet

Item    Qty     % of Target   Qty to ship
Gas      40           10%              360

Reorder Alert

Figure 2

A notification 
system can 
automatically alert 
your supplier when 
you need another 
shipment.
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Accelerated Business Processes. One of the most significant properties of 
eDirectory 8.5 is that it can automatically update directories on other companies’ 
networks. Figure 4 shows how this feature can accelerate complex business 
processes. For example, Passenger Bryan Robinson is going to Chicago on business. 
He is scheduled to depart on Flight 736 out of Salt Lake City. He has a reservation at 
a hotel near downtown Chicago, and he will be renting a mid-sized car. Unbeknownst 
to him, Flight 736 has been cancelled due to foggy conditions at O’Hare—a fact he 
will not know until he arrives at the airport. A call to his travel agent sets the wheels 
in motion to change his itinerary, but given that everyone flying into O’Hare also 
needs a reassignment, his agent is likely to get more busy signals than results. Mr. 
Robinson resigns himself to a long wait and possibly a missed meeting.

Personnel

Felipe Sandoval
Full-time
Accounting Level 1 Access
NT Workstation
Low-clearance ID

Properties

Payroll

Network 
Administration

Security

Felipe Sandoval
Full-time Employee

Felipe Sandoval
NT Workstation Felipe Sandoval

Accounting Level 1 Access

Felipe Sandoval
Low-Clearance ID

Figure 3

Provisioning 
software relies on 
directory technology 
to send the right 
information to the 
right place.
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Now rewind the scenario and play it again, this time with directory-enabled 
networks in place. When flight status on Flight 736 is updated to “cancelled,” the 
reservation service automatically notifies Mr. Robinson’s travel agency’s computer, 
which immediately queries other airline directories for an alternative flight. Another 
airline reservation system indicates that Flight 1785, which goes to fog-free Midway 
airport, has seats available. Because the directory at the second airline lists Mr. 
Robinson as a platinum frequent-flyer passenger, he gets first-class seating. With the 
flight information updated, the travel agency service contacts the car rental 
agency’s computer, transfers Mr. Robinson’s reservation for a mid-sized car from 
O’Hare to Midway, and draws up new directions to the hotel with a reading from a 
global positioning satellite. The service at the travel agency simultaneously updates 
Mr. Robinson’s record in the hotel’s directory to show late arrival. As soon as Mr. 
Robinson’s new itinerary has been fully updated, the new information is sent to his 
pager while he is en route to the airport. Instead of frustration and inconvenience 
from the cancelled flight, there is no waiting, no hassle, and no missed meeting. 

Flight Destination  Status
736 Chicago O'Hare CANCELLED

Car Rental Agency

Change: Mid-sized car from 
O'Hare to Midway

Travel Agency

Hotel

Airline 2

Alt. fo
r Flight 736?

1785 Chicago Midway
First Class

New Reservation Number 
and Directions to Hotel

Brya
n Robinson

Fligh
t 1

785: Se
at 2

B

Hotel (l
ate arriv

al)

Car re
ntal ch

anged to
 Midway

Co
nf

ir
m

 la
te

 a
rr

iv
al

Pager

Airline 1

Figure 4

A passenger’s 
cancelled flight can 
be easily and quickly 
rescheduled with 
directory-
enabled software.
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Directory-Enabled Applications. The following is a brief list of products that leverage 
eDirectory:

• Automated Provisioning—Business Layers eProvision Employees

• Customized Web Sites—Bowstreet Web Automation Factory, enCommerce 
getAccess, Eprise Participant Server 

• Supply-Chain Management—Netfish XDI system, webMethods B2B Product Suite

• E-Commerce—TRADE’ex Distributor, Verix eSales 

• Dynamic Document Publication—Eprise Participant Server, JetForm product 
family, NetObjects Authoring Server Suite

• User Management Systems—SiteMinder by Netegrity

• Network Management Systems—Novell ZENworks™ for Desktops, Network 
Associates Zero Administration Client Suite

• Virtual Private Networks—Indus River Networks RiverWorks Enterprise VPN

• Sharable Address Books—Nexal NexCard

• Enterprise Work Management—Novell GroupWise, Metastorm e-work

Access Resources with a Single Login

Because of eDirectory’s powerful authentication services, your customers and 
partners will not need to log in more than once to access resources on your network. 
For example, when users at your supplier’s company log on to their own network via 
eDirectory 8.5, they will not need to log on again when accessing those parts of your 
directory to which they have rights.

Scale to Any Size Directory

In March 1999 Novell demonstrated eDirectory with one billion objects in the 
directory tree—a new bar for directory scalability. Even more impressive, Novell 
demonstrated eDirectory performing LDAP searches with subsecond speed. Therein 
lies the power of eDirectory 8.5: even at large capacities, it performs with great 
speed. Organizations that deploy eDirectory 8.5 can be confident the infrastructure 
will support growth with consistent performance. With virtually unlimited capacity, 
eDirectory 8.5 allows you to extend your directory infrastructure to the Internet, 
bringing your customers, partners, and suppliers online. In fact, eDirectory 8.5 can 
manage more than five times the number of users as there are on the Internet 
today. This unlimited scalability is invaluable to ISPs and Internet customers who 
are constantly capturing and managing enormous amounts of data in a central 
location. eDirectory 8.5 helps enterprise customers build the infrastructure 
required for e-business.
N D S  E D I R E C T O R Y  8 . 5 7



       
Keep Your Network Resources Secure

eDirectory 8.5 offers superior security features. It protects access to the network by 
requiring users to authenticate to it when they log on. eDirectory provides flexible 
user authentication support ranging from passwords encrypted over Secure Sockets 
Layer (SSL) to X.509v3 certificates and smart cards. The login authentication service 
is based on the public-key/private-key encryption technology developed by RSA Data 
Security, Inc., which relies on a private key and digital signature to verify the user’s 
identity. Once the user is authenticated to the network, further authentication 
(which is required when a user makes a request to a different server) is handled in 
the background by eDirectory and thus is transparent to the user.

With eDirectory 8.5 you can create a secure environment by providing the 
scalability, reliability, and universal access necessary to properly manage digital 
certificates, cryptography, authentication, and other security technologies. 
eDirectory has open-standard security services—establishing Novell as the leading 
provider of directory-based network security. eDirectory security components 
include: 

• Novell International Cryptographic Infrastructure (NICI)—The first international 
cryptographic infrastructure that developers can leverage to receive the 
appropriate level of encryption for their application (based on the region of the 
world where the application will be used) without embedding cryptography in the 
application.

• Secure Authentication Services (SAS)—A modular authentication framework that 
provides next-generation authentication services; SAS currently provides SSLv3 
support.

Protect Your Current Investment in Hardware and Software

NetWare Independence. eDirectory 8.5 is a truly cross-platform global directory that 
will operate on NetWare, Windows 2000, Windows NT, Sun Solaris, Compaq Tru64 
UNIX, and Linux, thus ensuring compatibility with your customers’ and partners’ 
current systems.

LDAP Support. eDirectory 8.5 features an improved native implementation of LDAPv3 
running over SSL, which provides fast searches, auxiliary classes, referrals, and 
controls. Such strong LDAP support provides an open structure for applications and 
developers and simple integration with applications that are written to this Internet 
standard. To this end, Novell has released the Novell LDAP Libraries for C, a software 
developer kit (SDK) that makes developing to LDAP and eDirectory easy and 
practical.
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Reduce the Cost of Network Computing

Significant Return on Investment. A recent white paper by International Data 
Corporation found that the three-year return on investment (ROI) for companies that 
use NDS averages 210 percent. By centralizing management and simplifying tasks 
such as password administration, adding and deleting users, changing user 
configuration and access rights, and handling application installation and upgrades, 
companies both large and small report gains of 20 to 30 percent in IT staff 
operational efficiency. Staff needed to administer servers, desktops, and 
applications was reduced by an average of 33 percent, and the need for system 
administrators to travel to remote locations was virtually eliminated.

Increased Network Efficiency using Standard and Filtered Replication. With the 
standard replication features in eDirectory 8.5 you can ensure optimum network 
performance. Figure 5 shows how you can divide the directory into partitions and 
distribute replicas of these partitions to distant servers, placing resources closer to 
users who need them. Because users will not have to access a central database each 
time they log in to the directory, authentication and access to data is almost 
immediate. 

Master copy 
of eDirectory Replica

Copy of PartitionCopy of Partition WAN Link

Figure 5

Users can 
authenticate to their 
local partition of 
eDirectory 8.5 
instead of 
authenticating 
across an expensive 
WAN connection.
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A replicated directory increases reliability: when a copy of the directory is placed on 
every server in the partition, directory services will be available when a server goes 
down or if a link is accidentally severed. eDirectory 8.5 enables you to construct a 
system where server failure, maintenance, or temporary loss of a communication 
link will not affect your users’ access to directory services and directory-enabled 
applications. 

New in eDirectory 8.5, filtered replication enables you selectively copy and 
distribute any part of a partition, including objects and their attributes. Filtered 
replicas are generated by a replication filter that you create in eDirectory 8.5. 
Creating the filter is an easy process: you simply select the object classes and 
attributes that you want the filter to accept. Once the filter is created, you select a 
partition or set of partitions to filter and determine whether you want either a 
read-write filtered replica or a read-only filtered replica. 

Benefits of filtered replication include reducing the amount of information stored in 
a particular NDS database and being able to tailor the information to a particular 
audience. For example, Credit Card Company XYZ’s customer service department 
has an application that manages customer information. The application runs on a 
server that receives both real replicas and updates to attributes that are not desired 
for the application. Because the customer service representatives only need access 
to account information—not individual credit ratings or credit application 
criteria—administrators can set up a filter to create a replica that holds only account 
information. This decreases the size of the local NDS database and improves the 
speed with which representatives access information.

Reduced Hardware Costs. It is not necessary to purchase a new server to store a 
backup copy of each partition; instead, you may store copies of several partitions on 
one server.

eDirectory 8.5 takes up little disk space and is equally conservative with regard to 
bandwidth usage across the network. Partitioning across wide area network (WAN) 
links and sending only directory changes to replicas are only a few of eDirectory’s 
features that help you economize on hardware resources.

Enjoy Superior Schema Flexibility

eDirectory 8.5 includes a robust default schema; nevertheless, you can extend the 
default schema to customize the database to fit your needs. For example, you can 
extend a user object by adding new attributes such as a Social Security Number or an 
emergency contact name and telephone number. Independent software vendors 
(ISVs) can also integrate new services into the network by extending the schema and 
creating new objects. For example, ISVs have added fax server functionality to the 
network by adding a fax server object to the directory tree. 

Support Open Standards

Novell is committed to the open standards movement, which seeks to achieve 
compatibility between vendors’ products through common, public-domain standards. 
The opposite paradigm, proprietary standards, would limit companies to one 
vendor’s offerings, thereby achieving compatibility within an organization’s network 
while jeopardizing compatibility with their customers, suppliers, and partners. 
N D S  E D I R E C T O R Y  8 . 5  10
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eDirectory 8.5, based on the X.500 international standard for directory hierarchy, 
supports more Internet protocols and de facto standards than any other directory: 
ActiveX, Bindery, DHCP/BOOTP, DNS, HTTP, IETF dial-in, Java, LDAPv3, NCP, NDAP, 
NT Domains, ODBC, PKI, PKCS10, RADIUS, SMB, SSLv3, X.509, XML, and others. 

Easily Manage Your Directory 

NDS eDirectory is the industry’s most easily managed directory. To enjoy this same 
ease in managing mixed-platform networks, use Novell Account Management 2.1. 
(See the Novell Account Management product description online at 
http://www.novell.com/products/nds.)

Easy Object Management. When Eva is transferred from Accounting to Human 
Resources, you can move her object from one organizational unit (OU) to another in 
one quick, drag-and-drop operation. No need to delete her object from one OU and 
recreate it in another, and no worry that her information will become lost in the 
transfer—her e-mail account and password will remain intact and she will still be 
able to access her personal network folder. Her object will also automatically 
acquire all the rights assigned to the new OU: whereas in the Accounting OU she had 
rights to the Funds database, upon moving her object to the Human Resources OU 
she will immediately acquire rights to the Employees database. Figure 6 shows how 
this is accomplished.

With eDirectory 8.5 you can easily and quickly accommodate changes to the 
organization and to personnel assignments without having to delete and recreate 
objects from scratch. This leaves you with time to attend to network 
improvement—time that is usually taken up by repetitive housekeeping tasks. 

Figure 6

The system 
administrator can 
grant Eva all the 
default rights of her 
new OU in one 
drag-and-drop 
operation.
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Dynamic Inheritance. With eDirectory 8.5, organizations can choose to centralize 
management and administration services across departmental boundaries or to 
delegate administration to the department or workgroup level. For example, one 
department may have more strict security requirements than the rest, so rights can 
be given to one user who would have exclusive administrative control over that 
department’s directory branch. Once those rights were granted at the highest level 
of the department’s directory, the rights would automatically “flow down” to the 
subordinate objects. This feature eliminates the need to add redundant information 
to the access control list (ACL) of each object in that container, which saves 
valuable disk space and bandwidth. 

Figure 7 shows how Ilsa is given administrative control over the entire New York OU: 
once her user icon has been dragged and dropped to the New York OU level, her 
rights extend downward to include the Albany and NYC OUs and all the servers and 
users in them.

Flexible Scope of Administration. The scope of administration in eDirectory 8.5 can 
be as broad as an entire enterprise or as specific as an object’s individual attributes. 
You can grant administrative rights down to the user level, such as the ability for a 
user to manage objects—users, printers, and servers—or attributes—e-mail addresses 
and phone numbers. 

Figure 7

Administrative 
rights granted at the 
OU level 
automatically “flow 
down” to all 
subordinate objects.
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Partitioning with Fine Degree of Granularity. Creating partitions not only provides 
increased fault tolerance, it also reduces traffic across unreliable or expensive WAN 
links, eases workload on servers, and maximizes server disk space. With 
eDirectory 8.5 you can partition down to a single OU, which can be any size you 
choose. This feature gives you the flexibility to partition according to what will best 
optimize network resources. And no matter how many partitions you create, the 
directory tree will appear as a unified whole so that you can manage it from a single 
point.

Flexible Directory Indexing. An indexing system in a directory is necessary to provide 
optimal search performance of the directory. With eDirectory 8.5 you can build an 
index from any object or attribute in the directory. 

Directory-Management Tools. With NDS management tools you have the flexibility to 
design and manage a directory infrastructure that suits your organization’s needs. 
eDirectory 8.5 includes the following tools:

• NDS Server—places replicas of eDirectory 8.5 locally on primary domain 
controllers and backup domain controllers (PDCs and BDCs)

• ConsoleOne and NDS iMonitor—manage all your network users and resources

• NDS Manager—manages partitions, replicas, servers, and the eDirectory 8.5 
schema

• Novell Client—provides users with access to all eDirectory 8.5 features

• LDAP—provides an open structure for integration with applications written to the 
Internet standard

• Novell Import Convert Export utility—imports and exports large amounts of LDIF 
and LDAP data

• A bulkload utility—adds millions of objects to the directory in one move using the 
LDIF data format

• A repair utility—repairs and corrects problems with the eDirectory 8.5 database, 
such as records, schema, bindery objects, and external references

• A backup utility—backs up and restores eDirectory 8.5 objects and schema

ConsoleOne. ConsoleOne™ is a Java utility that provides a cross-platform solution for 
easy extensibility to the Web. With management capabilities for billions of objects 
ConsoleOne easily “snaps in” to the Web. ConsoleOne is a client-side tool that has 
base parity with NWAdmin, improved performance, and added value.

ConsoleOne is designed to be a central console with capabilities and features that 
are snapped in as needed to manage and administer the diverse hardware, software, 
and data that compose modern computer networks. The particular set of features 
you see in ConsoleOne depends on the composition of your network. For example, if 
eDirectory 8.5 is installed on your network, you see features for browsing eDirectory 
8.5 trees and administering eDirectory 8.5 objects. If NetWare is installed, you see 
features for accessing NetWare server consoles and managing server resources. With 
ConsoleOne you can perform the following tasks:

• Browse large eDirectory 8.5 containers that contain thousands of objects
ConsoleOne retrieves and displays the contents one page at a time.

• Search or filter the contents based on object name and type
N D S  E D I R E C T O R Y  8 . 5 13



       
• Configure LDAPv3 services on individual NetWare servers and control how 
LDAP-based access to eDirectory 8.5 works for different groups of users 

• Create, move, rename, delete, and modify any type of eDirectory 8.5 object 
defined in the schema of your eDirectory 8.5 tree

Custom property pages are available on most object types, and a generic Other 
page lists any leftover properties. You can modify multiple objects of the same 
type simultaneously.

• Extend the eDirectory 8.5 schema to allow the addition of new types of objects 
and properties to your eDirectory 8.5 tree, including the ability to create 
auxiliary classes

• Create templates for setting up new user accounts

A template supplies initial values for most properties of the user object.

• Control whether eDirectory 8.5 rights assignments are inheritable to lower levels 
in the tree, even for specific properties such as login passwords

• Manage the file system on individual NetWare volumes

You can create, move, copy, and delete individual files and folders. You can 
modify file and folder attributes, including rights assignments and owners, or 
view and change volume statistics and control disk space allocations by user or by 
folder.

NDS iMonitor. New in eDirectory 8.5, NDS iMonitor is a Web-based management tool 
that you can use to assess the health of your NDS tree from any location, equipped 
with only a Web browser and Internet access. Using NDS iMonitor, you can quickly 
identify potential problems and troubleshoot them before they become noticeable 
to your users. NDS iMonitor runs on the same platforms as eDirectory 8.5 and 
supports the following versions of NDS:

• All NDS eDirectory versions on any platform (including Linux)

• All NDS versions running on NetWare 4.11 or above

• All versions of NDS for NT

• All versions of NDS for Solaris

Providing you with vital information, NDS iMonitor only has to be installed on a single 
server. From there, it can assess the health of the other network servers and return 
the results to your Web browser. Flexible and versatile, NDS iMonitor frees you from 
trips to the server room; it gives you the convenient web-based access you need to 
keep your network running smoothly, regardless of your location.

Novell Import Convert Export. Also new in NDS eDirectory 8.5, Novell Import Convert 
Export (ICE) is a powerful directory-management tool you can use to quickly import 
large amounts of LDIF-formatted data into NDS and other LDAP directories. Likewise, 
you can also use ICE to export data from LDAP directories—including NDS—into LDIF 
format.

What really distinguishes ICE from other vendors’ management utilities is its ability 
to use XML rules to process data. Using these rules, you can migrate data directly 
between two LDAP servers—no intermediate LDIF conversion is necessary.
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Easily Customize Your Directory to Reflect Your Organization

Merges and Divisions. When departments split or consolidate, you can reflect these 
changes in eDirectory’s tree structure. A single drag-and-drop operation painlessly 
rearranges the structure of the tree and enables new administrative rights to be 
assigned if needed. eDirectory 8.5 does not place many limitations on the degree of 
granularity you can use in merging or dividing, nor does it require that the entire 
network be reconstructed or rebooted every time you need to make major changes.

Strategically Placed Resources. The hierarchical structure of eDirectory 8.5 enables 
network supervisors to arrange network resources in the directory tree according to 
the way they are used. With resources placed near the users who access them, 
network traffic across WAN links decreases. 

Reduce Network Downtime

Unparalleled Fault Tolerance. With eDirectory 8.5 you can secure your directory 
against data loss and downtime by replicating partitions to strategic locations on the 
network. This protects your directory from problems caused by a single point of 
failure, such as a master server going down or the temporary loss of a 
communication link. If a primary partition is lost, the directory automatically 
reconfigures itself to use another copy, or replica, of the partition. In addition, 
you can restore a partition that has been lost from one server by using a replica on a 
different server.

When changes are made to any partition, eDirectory 8.5 automatically updates every 
replica of the partition, using time synchronization, thereby ensuring the reliability 
of the information within each partition. Furthermore, to ensure optimum 
performance, only the changes are sent across the network.

Dynamic Changes While Server Is Running. eDirectory 8.5 provides dynamic 
partitioning and replication “on-the-fly,” which means that the directory can be 
partitioned and replicated without rebooting servers or interrupting directory or user 
access. This allows network supervisors to change the structure of the directory 
whenever needed, thus maintaining a fluid network composition that can readily and 
easily change with the company. 

Use Easy and Fast Application Development Tools

To encourage and enable developers to write applications to open directory 
standards, Novell provides the Novell LDAP Libraries for C. Available for NetWare, 
Windows, Solaris, Compaq Tru64 UNIX, and Linux platforms, the Novell LDAP 
Libraries for C enable you to develop applications that are compatible with 
eDirectory 8.5 or any other LDAP directory. In addition, you can eliminate or greatly 
simplify the task of creating a directory for your network-enabled applications. The 
Novell LDAP Libraries for C can be downloaded free of charge from 
http://www.developer.novell.com/ndk/cldap.htm.
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Third parties have developed more than 400 applications that leverage eDirectory. In 
fact, the number of developers in Novell’s DeveloperNet program exceeds 50,000; 
more than 70 percent of them are developing applications that use eDirectory. There 
are more development tools for eDirectory than for all other directory services 
combined. Some of the most popular development interfaces used to develop these 
applications include ActiveX controls, ADSI, C/C++, Java, JavaBeans, JavaScript, 
JNDI, LDAP, NDS SDK, NetBasic, OCX, ODBC, Novell LDAP Libraries for C, Oracle NCA, 
Perl, REXX, Visual Café, and VisualBasic.

By using eDirectory 8.5, developers can be confident that they are adding 
tried-and-true directory functionality to their applications. They can use their choice 
of familiar developer tools without having to design and build access and 
management services of their own. Not only that, they can design, build, market, 
and support their applications while Novell supports (and markets) the directory 
services end. 

For a listing of Novell partners, applications they have developed that leverage 
eDirectory, eDirectory development tools and application programming interfaces 
(APIs), and developer-related documentation, visit 
http://developer.novell.com/nds.

Hardware and Software Requirements
• Intel Pentium PC or UNIX workstation 

• 32MB RAM, 64MB recommended

The system requirements for NDS eDirectory 8.5 will depend on the design and 
size of your directory tree. For example, if you were to create one million objects 
in a directory you would need 1GB of hard-drive space.

Ordering Information
You can order NDS eDirectory 8.5 from any Novell Authorized, Gold, or Platinum 
Partner. For more information contact your local Novell office or call the Novell 
Customer Response Center at 1-801-861-4CRC (1-801-861-4272). In the United States 
and Canada call toll free 1-888-321-4CRC (1-888-321-4272). You may also visit the 
eDirectory 8.5 page on the Novell World Wide Web site at 
http://www.novell.com/products/nds85.html.

Novell Account Management 2.1
Novell Account Management 2.1—formerly named NDS Corporate Edition—is a 
directory-enabled solution for creating a seamless, unified network from 
heterogeneous systems. Novell Account Management integrates NetWare, Windows 
NT, Sun Solaris, and Linux user management functions into NDS eDirectory so that 
you can easily and inexpensively manage a network comprised of multiple platforms 
and operating systems. 
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Because businesses perform diverse tasks of varying complexity, utilizing the 
strengths of a variety of hardware and software products can save both time and 
money. But having heterogeneous networks can often work against productivity: 
incompatibilities between computing platforms and operating systems can create an 
administrative nightmare for network supervisors, and employees may find needed 
resources unavailable when a server goes down or if needed applications run on 
operating systems incompatible with their workstations. You can solve many of these 
problems with Novell Account Management, which creates one unified directory that 
manages all the resources on your network, whether it be an all-NT or mixed 
NetWare/NT environment, or any combination of NetWare, Windows NT, Solaris, or 
Linux. Integration with Windows 2000 will be available during the first quarter of 
2001.

By leveraging the power of NDS eDirectory, Novell Account Management helps you 
lay the foundation for e-commerce. You can extend your infrastructure across 
intranets, extranets, and the Internet to manage processes between your customers, 
employees, and supply-chain partners. You can also cut the costs of running a 
network: single point of administration, reduced hardware costs, compatibility with 
most network operating systems (NOSs), and superior fault tolerance are just a few 
of the ways in which NDS eDirectory and Novell Account Management can ease the 
strain on your computing budget.

NDS eDirectory is based on open standards, which ensures current and future 
compatibility with most network protocols, devices, and applications. ActiveX, 
Bindery, DHCP/BOOTP, DNS, HTTP, IETF dial-in, Java, LDAP, NCP, NDAP, NT 
Domains, ODBC, PKI, PKCS10, RADIUS, SMB, SSLv3, X.509, and XML are some of the 
standards and Internet protocols supported by NDS eDirectory.

Benefits
• Enjoy all the benefits of NDS eDirectory

• Reduce the cost of network computing

• Protect your current investment in hardware and software

• Eliminate directory-management headaches

• Enhance Windows NT performance

• Enhance Solaris performance

• Enhance Linux performance

• Use NDS applications to consolidate administrative tasks

• Deploy software more quickly

Enjoy All the Benefits of NDS eDirectory

Novell Account Management ships with NDS eDirectory, thereby providing all the 
benefits enumerated in the NDS eDirectory product description located at 
http://www.novell.com/products/nds/details.html. 

Reduce the Cost of Network Computing

A recent Gartner Group study revealed that 73 percent of the cost of owning a 
network results from administrative costs. Novell Account Management greatly 
simplifies network administration, thereby reducing the cost of networking. 
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With Novell Account Management, network administration is consolidated. You can 
manage NetWare, NT, Solaris, and Linux user objects in the NDS eDirectory tree from 
a single workstation and with a single utility rather than having to run from one 
console to another. If some users are located in remote offices, you save both the 
time and money of traveling to perform on-site management tasks.

Protect Your Current Investment in Hardware and Software

Multiplatform Integration. Novell Account Management adds crucial integration 
capabilities to NDS eDirectory. Integration means that access-control calls and 
authentication from non-NDS eDirectory servers will be redirected to NDS 
eDirectory, which nearly eliminates the need for user management of those other 
servers. For example, if a Microsoft application such as User Manager sends requests 
to an NT Server to create a user in a domain, Novell Account Management redirects 
those requests to NDS eDirectory. Currently, integration capabilities for Windows 
NT, Solaris, and Linux are available. Integration with Windows 2000 will be available 
during the first quarter of 2001.

NetWare Independence. Novell Account Management is NetWare independent: you 
can use it with or without a NetWare server. This feature extends the flexibility and 
interoperability of Novell Account Management and eliminates the need to add 
another network operating system to your already complex network.

Integration with Other Network Components. Because Novell Account Management 
ships with NDS eDirectory, you also have the ability to extend the scope of what you 
manage through NDS eDirectory. NDS eDirectory is supported by more than 500 
devices and applications, which provides great savings of time and resources. A few 
examples are Cisco devices, Citrix (MetaFrame, NT Terminal Server, WinFrame), 
DNS/DHCP, firewalls, GroupWare (Exchange, GroupWise, Notes), Help Request 
System, Instant Messaging (AOL), Lucent switches, metadirectory products (Isocor, 
NetVision), Nortel Optivity, Oracle8i, PBX, PeopleSoft, PKI (Entrust, Netscape, 
Novell), proxy servers, QIP, RADIUS dial-in, Single Sign-on for virtually any 
application, smart cards (ActivCard, Security Dynamics), software distribution, 
WebSphere, Windows Desktops (2000, NT, 95/98, 3.x), and XML-based integration of 
any application data.

Eliminate Directory-Management Headaches

As businesses grow, so does the number of resources needed to keep them running 
efficiently. Because NDS eDirectory uses a hierarchical tree structure, you can easily 
modify the directory to accommodate growth and reorganization. Novell Account 
Management includes the following additional features over NDS eDirectory:

Single Point of Administration for Heterogeneous Networks. Using NDS eDirectory as 
the global directory, network supervisors can eliminate a number of redundant 
tasks. For example, to give a user access rights to all servers on a heterogeneous 
network, a network supervisor would normally have to create that user on each 
platform individually and assign separate rights to each server. With Novell Account 
Management, however, you only need to create one user object. That one object 
assigns the user the same user ID for every platform and server on the network.
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Additional Directory-Management Tools. Novell Account Management includes all 
the management tools offered by NDS eDirectory as well as the following redirection 
and migration tools: 

• Domain Object Wizard—moves NT domains to the NDS eDirectory tree

• A migration tool—moves Solaris and Linux user and group accounts to the NDS 
eDirectory tree

• NDS User Account Management—provides NDS eDirectory authentication and 
name service for NetWare, Solaris, Linux, and Windows NT applications

Enhance Windows NT Performance

Because Novell Account Management redirects NT domains into NDS eDirectory and 
does not change the domain architecture, it is completely compatible with existing 
Windows NT applications. You can still use familiar Windows NT tools such as 
Microsoft User Manager to manage your NT domains. Novell Account Management 
relocates Windows NT domains into NDS eDirectory by enhancing the NT SAMSRV.DLL 
program to redirect domain access calls to NDS eDirectory. NDS eDirectory stores the 
user, computer, and group objects that take the place of the objects previously used 
from the domain. Benefits of this redirection include the following:

Simplified NT Administration. In Novell Account Management, NT domains are held 
in NDS eDirectory special object containers, and NT users are represented as NDS 
eDirectory user objects. This eliminates the need to create and maintain separate 
NetWare and Windows NT user accounts. Users need to log on only once to access all 
the resources they need on both your NetWare and Windows NT servers. 

Novell Account Management also eliminates the need to establish and maintain 
complicated trust relationships. It converts domain trust relationships to NDS 
eDirectory object relationships. A single NT user represented as an NDS eDirectory 
user can exist in multiple domains and can be moved between domains without 
needing to be deleted and recreated. You can also manage your entire network using 
the ConsoleOne utility. 

Improved Scalability within Domains. With Novell Account Management you can 
support millions of users in a single domain, rather than the mere thousands imposed 
by current domain limits. This increased scalability is essential for those businesses 
planning to extend their reach across extranets and the Web.

Masters and Replicas on NT Servers. You can now store either a master or a 
read-write replica of NDS eDirectory on an NT server, which means you can better 
decrease network traffic across WAN links, provide fault tolerance, and increase 
efficiency. Placing a replica on a local server puts resources closer to the people who 
use them, thereby decreasing server response time. 

Improved Security for NT. You can eliminate security breaches from password attack 
utilities. Novell Account Management enforces intruder-detection lockout across all 
domains and also allows you to synchronize NDS eDirectory and NT passwords. 
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LDAP Capability for NT Applications. Novell Account Management supports a fully 
functional Lightweight Directory Access Protocol (LDAP)-capable directory for 
Windows NT. This enhances the compatibility of the NDS eDirectory and NT systems 
and increases network efficiency through such things as ready scalability, 
attribute-level indexes, and the ability to monitor and tune server performance. And 
because LDAP is an open standard, developers can easily write new applications to it. 

Reverse Migration to NT Groups and Domains. Novell Account Management can do a 
complete reverse migration that puts all the objects—with all the changes made in 
NDS eDirectory—back into a regular domain environment. If a Windows 2000 upgrade 
is performed the directory data will be correctly migrated.

Domain Cache Management. Domain cache management improves performance and 
lowers network utilization by updating the domain cache at specific times or time 
intervals. This feature is enabled from the PDC and BDC Workstation objects located 
in the Domain object in ConsoleOne. Cache updates can be updated all the time, at 
certain times, or at certain intervals.

Event Logging. Event logging logs user authentication and other critical events. 

Domain Administration. Allows and disallows user administration from NT User 
Manager. Using this feature, you can add users that do not have rights to your 
domain.

Dial In Information. The Dial In information associated with users in NT User Manager 
can be managed from ConsoleOne. You can grant users permission to use Dial-Up 
Networking when connecting to the network. User Dial In also lets you set 
domain-wide permissions or permissions for specific computers.

Anonymous Password Changes. Manages whether users must log in to their accounts 
to change their passwords.

Password Filter Support. Automatically allows the use of password restrictions for 
strong password functionality if Strong Password Encryption is enabled on the PDC. 
Strong Password Encryption provides enhanced security against password guessing or 
dictionary attacks by outside intruders by allowing you to enforce strong passwords. 
This means that passwords must be at least six characters long, be a mixture of 
uppercase and lowercase letters as well as numbers and special characters, and not 
contain any part of the username.

Enhance Solaris Performance

With Novell Account Management you can enjoy increased functionality on your 
Solaris network. Benefits include the following:

User, Group, and Database Migration. All existing Solaris users and groups can be 
migrated to NDS eDirectory after Novell Account Management is installed and 
configured on Solaris. Migration of existing databases to NDS eDirectory is simple, 
and NDS eDirectory co-exists with local accounts (root, sys, bin) that are used for 
local administration of users. 
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Application Support for UNIX. With Novell Account Management you can manage 
access to UNIX applications on Solaris. Novell Account Management is fully compliant 
with open standards for redirection, such as the Pluggable Authentication Module 
(PAM) and Name Service Switch (NSS) interfaces. 

LDAP Capability for Solaris Applications. Novell Account Management supports a 
fully functional LDAP-capable directory for Solaris. This enhances the compatibility 
of the NDS eDirectory and Solaris systems and increases network efficiency through 
such things as ready scalability, attribute-level indexes, and the ability to monitor 
and tune server performance. And because LDAP is an open standard, developers can 
easily write new applications to it. 

Masters and Replicas on Solaris Servers. Placing a replica on a local server puts 
resources closer to the people who use them, thereby decreasing server response 
time. Because you can store a master or read-write NDS eDirectory replica locally on 
a Solaris server, you can decrease network traffic across WAN links, provide fault 
tolerance, and increase network efficiency.

Enhance Linux Performance

With Novell Account Management you can enjoy increased functionality on your 
Linux network. Benefits include the following:

User, Group, and Database Migration. The migration tool allows existing users in the 
files, NIS, and NIS+ databases to easily migrate to NDS. You can configure NetWare 
semantics to accommodate Linux user accounts that are migrated to NDS. The 
password of the user account is also migrated.

Single Sign-on for Linux. Using Single Sign-on (SSO) for Linux, users authenticate to 
SSO-enabled Linux systems without being prompted for their usernames and 
passwords. PAM lets you configure applications (such as login, telnet, ftp, etc.) to 
use NDS for authentication. Users authenticate in the background through PAM, 
which works with the SSO daemon to provide SSO functionality. After users 
authenticate to NDS, they have the same privileges and rights as when they 
authenticate via NIS or files. Users see the Linux shell as usual, user profiles are set 
as before, and the access rights to file and print services are not altered.

Application Support for UNIX. With Novell Account Management you can manage 
access to UNIX applications on Linux. Novell Account Management is fully compliant 
with open standards for redirection, such as PAM and NSS interfaces.

LDAP Capability for Linux Applications. Novell Account Management supports a fully 
functional LDAP-capable directory for Linux. This enhances the compatibility of the 
NDS eDirectory and Linux systems and increases network efficiency through such 
things as ready scalability, attribute-level indexes, and the ability to monitor and 
tune server performance. And because LDAP is an open standard, developers can 
easily write new applications to it.

Masters and Replicas on Linux Servers. Placing a replica on a local server puts 
resources closer to the people who use them, thereby decreasing server response 
time. Because you can store a master or read-write NDS eDirectory replica locally on 
a Linux server, you can decrease network traffic across WAN links, provide fault 
tolerance, and increase network efficiency.
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Use NDS Applications to Consolidate Administrative Tasks

You can use NDS applications such as ZENworks for Desktops, ConsoleOne, and 
iMonitor to manage a mixed- or single-platform network. Such NDS applications 
provide single-point-of-administration interfaces that greatly simplify 
network-management tasks. You can browse large directory containers page by 
page, configure LDAPv3 services on individual NetWare servers, control how 
LDAP-based access to NDS eDirectory works for different groups of users, extend the 
schema, create templates for new user accounts, automate various redundant tasks, 
and create, move, rename, delete, and modify any type of NDS eDirectory object 
defined in the schema of your NDS eDirectory tree.

Deploy Software More Quickly

With Novell Account Management and NDS eDirectory you can easily deploy and 
manage NT applications throughout your network. Once the application is on the 
network you can use Novell Account Management to assign application rights by 
organization, user group, or individual user. With Novell Account Management you 
can deploy NT applications such as Microsoft Exchange, Microsoft SQL Server, 
Terminal Server, Citrix WinFrame and MetaFrame, and Lotus Domino.

Hardware and Software Requirements

NetWare

• NetWare 5.1 or NetWare 5 with Support Pack 2 or later

• Administrative rights to [Root] to modify the schema

• ConsoleOne administrator workstation with a 200MHz processor or faster 
and 64MB of RAM

The workstation must be running the NetWare 5 (or newer) Novell Client™ 
software before executing the ConsoleOne ESETUP.EXE.

• The Novell Cryptography Support Modules (NICI 1.3 or later) downloaded from 
http://www.novell.com/products/cryptography (if you need ephemeral key 
support for SSL connections)

Windows NT

eDirectory on Windows NT does not require a NetWare server to perform to full 
capacity.

• Windows NT server 4.0 with Service Pack 3 or higher and an assigned IP address

• Pentium 200 with 64MB RAM and a monitor color palette set to a number higher 
than 16

• Administrative rights to the NT server and to all portions of the eDirectory tree 
that contain domain-enabled User objects

For the first eDirectory installation, you need administrative rights to the root of 
the tree to extend the schema.
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• A supported version of NetWare, if used in a mixed NetWare/NT environment

—NetWare 5 with Support Pack 2

—NetWare 4.2

—NetWare 4.11 server with Support Pack 6 or higher

—The NDS version of NetWare 4.11 servers must be 5.99a or later.

• (Optional) Workstations running Novell Client for Windows NT 4.5 or higher or 
Novell Client for Windows 95/98 3.0 or higher

Solaris

• Solaris 8, Solaris 7 (SPARC platform edition) or Solaris 2.6

• 64MB of RAM

To run the eDirectory server and LDAP server 128MB RAM is recommended.

• 21MB of disk space to install the eDirectory server (including the LDAP Server and 
Novell PKCS) 

Add 35KB of disk space per 100 certificates and 3MB per 1000 eDirectory user 
objects in the replica.

• 3MB of disk space to install the eDirectory UAM component

• ConsoleOne 1.2d or later

• NDS eDirectory v8.35 or later

Linux

• Linux 2.2 and glibc 2.1.3 with PAM support. (Such as Red Hat Linux 5.2 or later 
and Caldera OpenLinux 2.3 or later.)

• Kernel 2.2.xx or later

• A Pentium 200 with a minimum of 64MB of RAM (128MB recommended)

To run the NDS server and LDAP server 128MB of RAM is recommended.

• 56MB of disk space to install the NDS server

Additional disk space requirements depend on the number of objects you have in 
NDS.

• 21MB of disk space to install the NDS server (including the LDAP server and Novell 
Public Key Cryptographic Services)

Add 35KB of disk space per 100 certificates and 3MB per 1000 NDS user objects in 
the replica.

• 3MB of disk space to install the NDS User Account Management (UAM) component

• ConsoleOne 1.2d or later

• NDS eDirectory v8.35 or later
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Ordering Information

You can order Novell Account Management 2.1 from any Novell Authorized, Gold, or 
Platinum Partner. For more information contact your local Novell office or call the 
Novell Customer Response Center at 1-801-861-4CRC (1-801-861-4272). In the United 
States and Canada call toll free 1-888-321-4CRC (1-888-321-4272). You may also visit 
the Novell Account Management page at 
http://www.novell.com/products/nds/accountmanagement.

DirXML 1.0
A vital tool in preparing your network for e-business, DirXML 1.0 is Novell’s 
innovative data-sharing and synchronization solution. DirXML works with your 
existing network infrastructure, automatically distributing new and updated 
information from any specified directory across all of your directories, applications, 
and databases. With DirXML the information in all of your data repositories can be 
simply updated and instantly synchronized. 

Why is synchronization important? It means that you only have to enter information 
once into any specified application or directory for it to be identically reflected 
across your entire network. For companies with multiple directories, DirXML 1.0 
synchronization significantly reduces manual labor, minimizes opportunities for 
human error, and saves money otherwise spent on redundant data management.

DirXML 1.0 is a cross-platform product that combines the power of NDS eDirectory 
with the flexibility of Extensible Markup Language (XML). Designed with e-business in 
mind, DirXML can even work beyond your firewall, updating information in databases 
shared with customers, partners, and suppliers.

Benefits
• Update every directory on your network with a single change to one directory, 

application, or database

• Enjoy dramatic savings in the amount of time and money spent updating 
information

• Resolve data ownership concerns with publisher and subscriber channels

• Ensure that e-business customers, partners, and suppliers have access to 
consistent directory information

• Eliminate expensive, outdated hard-copy directories

• Accelerate standard business processes

• Leverage NDS eDirectory to enjoy platform independence

• Use XML to communicate with every directory on your network.

• Use the included, application-specific drivers for some of the industry’s most 
popular directory applications
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Update Every Directory on Your Network with a Single Change to One 
Directory, Application, or Database

DirXML 1.0 connects all of the directories on your network to NDS eDirectory. Any 
information entered into a directory, application, or database can be sent through 
DirXML to eDirectory. After assessing the information and determining if it affects 
any other data, eDirectory sends the information back through DirXML to update all 
specified directories, applications, and databases. This helps you ensure that the 
same pieces of information are consistent across all your data repositories—even 
those that are legacy or customized. 

For example, with DirXML 1.0 you won’t have to wonder whether the data entry 
personnel in Customer Service, Billing, Shipping, Marketing, and Quality Assurance 
have accurately completed the 2,000 address changes they were each assigned last 
month. Once it receives an address change from the authoritative 
department—Customer Service, for example—DirXML can automatically update the 
information across your entire network. The other departments will not have to 
waste time entering the information, and can rest assured that customers’ 
merchandise, billing statements, catalogues, and questionnaires are sent to the most 
current mailing addresses.

Enjoy Dramatic Savings in the Amount of Time and Money Spent Updating 
Information

Because it automatically updates and synchronizes the information in all of your 
network directories, DirXML 1.0 eliminates thousands of hours of manual effort. The 
Burton Group provides an estimate of the management costs for a network with only 
seven directories and 25,000 users. Based on standard calculations, redundant 
management costs account for $312,600 of the total management cost. If the 
management of redundant information were automated, the total management cost 
would drop from $364,700 to $52,100. 

In addition, DirXML 1.0 works with your existing network infrastructure. An 
extraordinarily flexible solution, DirXML ensures that your directories, databases, 
and applications receive updated data in their native formats: you will not have to 
modify existing applications or purchase additional software to make DirXML 
compatible with your system.

Resolve Data Ownership Concerns with Publisher and Subscriber Channels

So what prevents one department from overwriting another’s information? If your 
company is like many organizations, then data ownership is a sensitive subject. 
Fortunately, certain departments are the authoritative resources for particular types 
of information. For instance, anything relating to personal information (e.g., phone 
numbers, addresses, social security numbers, and names) is typically in the Human 
Resources province. Anything related to salary changes or tax witholding might be 
best handled by Payroll. 
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DirXML 1.0 provides a way for you to make particular directories the authoritative 
resources for different types of information. Every directory, application, and 
database is connected through DirXML to NDS by either a publisher channel, a 
subscriber channel, or both types of channels. A subscriber channel carries 
information from NDS to the outlying directory, while a publisher channel transports 
information from the directory to NDS. If a directory or application is connected with 
both types of channels, it can receive changes from and send changes to NDS.

Each publisher and subscriber channel is equipped with a customized filter that 
specifies what types of information can be sent and received. Easily created, these 
filters can be customized so that only one directory, application, or database is 
authorized to change a particular type of information.

Ensure That E-Business Customers, Partners, and Suppliers Have Access to 
Consistent Directory Information

As agreements are reached, you may give your e-business customers, partners, and 
suppliers limited access to some of your company’s directories or databases. They 
can use that access to place and track orders, verify information, and assess 
inventory. This means that the information in all of your directories must be current 
and consistent. 

DirXML

Publisher channel

Subscriber channel

Name change: 
From E. Bennet 
to E. Bennet-Darcy

    It travels via 
the DirXML publisher 
channel through 
DirXML to NDS 
eDirectory.

    A name change is entered 
into the Human Resources 
database.

    NDS eDirectory sends the name change via the 
DirXML subscriber channel to every affected
directory, database, and application.

NDS 
eDirectory

Human 
Resources

SalesPayroll/
Accounting

Legacy
Database

Marketing

1

2

3

Figure 1

DirXML publisher 
and subscriber 
channels update 
information in all 
the databases on a 
network.
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Without an automatic synchronization tool, you are probably relying on manual 
synchronization to coordinate information across directories, applications, and 
databases. With each change you introduce the opportunity for human error and 
open your company to potential losses. For example, consider the following 
scenario:

Assume that your company’s customer service department has just moved into a new 
office suite. Because you lack a synchronization tool, an abundance of directory 
information—including addresses, phone numbers, and computer hardware and 
software assignments—will need to be manually revised. Imagine what would happen 
if one of your customer-accessible directories were updated with an incorrect phone 
number. Although the problem could be easily rectified, possibly hundreds of people 
would be affected before you were notified of the problem. Every telephone call 
made to that number would increase customer frustration.

With DirXML 1.0 the changes to directory information would only need to be made 
once, significantly reducing the probability of human error. If the directory changes 
were entered into the human resources directory, it would send the changes through 
DirXML—via publisher channel—to NDS eDirectory. eDirectory, in turn, would send 
those changes over DirXML subscriber channels to all of the other directories. 

Eliminate Expensive, Outdated Hard-Copy Directories

Do you keep a hard-copy list of employees’ names, titles, and telephone extensions? 
If so, the list is probably outdated by the time it’s printed. For large organizations 
with thousands of employees, maintaining such a list can be an expensive, 
time-consuming endeavor. You can easily eliminate the updating, printing, and 
distribution costs associated with an employee directory by making it an electronic 
directory that receives automatic updates from Human Resources through DirXML. 
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As individuals are hired, terminated, promoted, or transferred, the Human 
Resources database will automatically publish essential pieces of information to 
NDS. In turn, NDS will send the information on a subscriber channel to the online 
employee directory. Not only will this directory be more accurate than a hard copy, 
it will also be much cheaper: no printing or distribution costs will be incurred.

Seattle
BostonChicago

DirXML

Online
employee
directory

Online
employee
directory

Online
employee
directory

    Human Resources sends the 
information via a DirXML publisher 
channel to NDS eDirectory.

    Updated personnel information 
from each location is entered into
the Human Resources database.

    NDS eDirectory  
sends the information 
via DirXML subscriber
channels to the online 
employee directories at
every site.

NDS 
eDirectory

Human 
Resources 
database

1

2

3

Publisher 
channel

Subscriber 
channel

Figure 2

DirXML updates 
personnel 
information that 
would traditionally 
take weeks to 
synchronize.
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Accelerate Standard Business Processes

With DirXML 1.0 you can expedite everyday business processes such as provisioning a 
newly hired employee or removing a terminated employee’s access to company 
property and information. Traditionally, companies can sometimes take weeks to 
provide a new employee with all of the rights, accounts, and equipment that 
employee will ultimately need. DirXML enables you to set up your system so that the 
introduction of a new user object in one directory will cause that user object to 
immediately appear in other relevant directories, applications, and databases. Once 
that object appears, processes can be initiated to swiftly obtain the required access 
or item for the new employee. 

Similarly, if an employee is terminated, you will want to make sure that his or her 
access to sensitive information and valuable equipment is immediately blocked. You 
can set up DirXML so that once an employee’s status is changed to “Terminated” in 
the Human Resources directory, it appears that way in all of the directories, 
applications, and databases. You can configure your directories so that once the 
employee’s status changes, his or her access to the network, accounts, and physical 
facilities is promptly denied. 

Leverage NDS eDirectory to Enjoy Platform Independence

Because DirXML 1.0 runs on NDS eDirectory, you can install it on any of the major 
network operating systems. NetWare, Windows 2000, Windows NT, Sun Solaris, and 
Linux are all currently supported and UNIX Tru64 will be supported in the year 2001.

Use XML to Communicate with Every Directory on Your Network

DirXML 1.0 combines Novell’s cross-platform NDS eDirectory with Extensible Markup 
Language (XML), an open standards-based technology specification used to represent 
data. XML acts as a universal translator, generically describing your data in a way 
that bridges open and proprietary data formats. As data flows into DirXML, it is 
translated into XML. Depending on the data’s destination, rules and style sheets are 
automatically applied to convert the data into the target directory’s native data 
format.

Use the Included, Application-Specific Drivers for Some of the Industry’s 
Most Popular Directory Applications

DirXML 1.0 updates all directories on any application for which DirXML-compatible 
drivers have been created. Although part of the driver and DirXML must reside on the 
same host computer as NDS eDirectory, the actual application can be anywhere in 
your network. In other words, NDS and DirXML do not need to be on the same 
physical machine as the application or directory to which they connect. The shipping 
version of DirXML contains five drivers that you can use to connect each of the 
following products to NDS eDirectory:

• Lotus Notes

• Microsoft Active Directory

• Microsoft Exchange

• NDS

• Netscape LDAP

Additional drivers will be available in the first half of 2001.
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Hardware Requirements
• Intel Pentium PC-based server or a Sun Microsystems SPARC processor

• If an Intel processor, then 64MB of RAM (128MB recommended)

• If a Sun Microsystems SPARC processor, then 128MB

• If Linux running on any hardware, then 32MB of RAM (64MB recommended)

Software Requirements
• NDS eDirectory 8.5

• NetWare 5 with Support Pack 4 or above, Windows 2000, Windows NT, Solaris, 
Linux 

Compaq Tru64 will be supported in the year 2001.

Ordering Information
DirXML 1.0 is currently available to MLA, CLA, and ALA customers worldwide. 
Although a two-year maintenance agreement is no longer required, Novell strongly 
recommends that customers purchase Novell® technical support for this product. In 
addition, Novell recommends that DirXML deployment be completed with the 
assistance of a competent consulting systems integrator (e.g., Novell Consulting, Cap 
Gemini Ernst & Young, Deloitte & Touche LLP, Computer Sciences Corporation, 
marchFirst, or Perot Systems), or another partner that has received Novell-approved 
training.

For additional details you can contact Novell’s Net Directory Services group by 
calling 1-801-861-4944. You can also contact your local Novell office or call the 
Novell Customer Response Center at 1-801-861-4CRC (1-801-861-4272). Or in the 
United States and Canada call toll free 1-888-321-4CRC (1-888-321-4272).

Novell NDS Authentication Services 3.0
Novell NDS Authentication Services (NDS-AS) 3.0 is an authentication solution that 
can provide true single-password authentication across your entire network. With 
NDS-AS you can move toward or fully achieve the goal of a one-password-per- 
employee environment. NDS-AS has interfaces for many commonly used network 
platforms and applications to help make NDS passwords the only passwords on the 
network.

The current system of assigning a different password to each application or server 
usually means that either the employees choose easy-to-remember (and 
easy-to-crack) passwords, or they write them down in an insecure location, or they 
forget them outright. The subsequent help desk calls ensure that you waste a large 
part of your time—and the company’s money—resetting forgotten passwords. In fact, 
corporations can spend as much as $50–$80 per employee annually to reset 
passwords, which means that in a typical 10,000-person organization, up to $500,000 
per year may be spent on password management.
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NDS-AS helps solve this problem by providing the means to create authentication 
redirection for the following platforms:

• AIX 

• FreeBSD 

• HP-UX 

• Linux 

• OS/390 

• Solaris 

• Windows 

NDS-AS clients running on these platforms redirect authentication requests to NDS 
eDirectory so that only one password—the eDirectory password—is necessary. NDS-AS 
also makes it possible for some applications to access NDS user properties such as 
group membership and security equivalence.

To use NDS-AS you do not need to migrate your user accounts to eDirectory; you can 
keep the tools and methods you are accustomed to using. Additional NDS-AS benefits 
include the following:

• Single point of administration with ConsoleOne 

• Installation in standard OS exits such as UNIX Pluggable Authentication Module 

• Installation on servers instead of workstations for easier management 

• NDS password rules across all platforms 

• Standard authentication integration for Web, e-mail, and RADIUS applications 

• ActiveX control for Microsoft Internet Information Server (IIS) authentication of 
Web pages 

• Application programming interfaces (APIs) for applications that do not use OS 
authentication 

• DES encryption 

• Distributed authentication services with automatic fail-over 

• Multiple user ID assignment to a single password 

• Integration with other sign-on solutions to solve all your authentication needs 

NDS Authentication Services 3.0 consists of a core product (NDS Authentication 
Services for UNIX/Windows) and an optional feature (NDS Authentication Services for 
OS/390). Both run on a NetWare 5.x server. NDS-AS for UNIX/Windows includes 
clients for AIX 4.3, Caldera OpenLinux 1.3, FreeBSD 3.1, HP-UX 11.0, Red Hat Linux 
4.2, Solaris 2.6, Solaris x86 2.7, Windows 2000, Windows NT 4.0, and Windows 
95B/98. It also includes an Active X control for Microsoft IIS and examples of how to 
modify some common applications to use the NDS-AS Client (Apache Web Server, 
ISAPI filter, RADIUS, POPd, and SSH). The optional feature, NDS-AS for OS/390, 
includes clients for CA-ACF2 6.2 and RACF 1.9. The NetWare server requires a 
minimum 100MHz Pentium processor, 1MB of RAM per 2,000 users, 1MB of disk space 
per 10,000 users, and TCP/IP. The Admin Utility snap-in requires a Windows 
workstation with ConsoleOne 1.2c installed, 200 MHz or faster processor, 128MB of 
RAM, and display resolution of 800x600 with at least 256 colors.
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You can order NDS Authentication Services for UNIX/NT and NDS Authentication 
Services for OS/390 from any Novell Authorized, Gold, or Platinum Partner. For more 
information contact your local Novell office or call the Novell Customer Response 
Center at 1-801-861-4CRC (1-801-861-4272). Or in the United States and Canada call 
toll free 1-888-321-4CRC (1-888-321-4272).

Novell OnDemand Services 1.5
Novell OnDemand Services 1.5 is a Web-based solution that enables you—as an 
enterprise or service provider—to host, manage, track, and deliver electronic goods 
and services. As a dynamic application- and content-provisioning platform, its 
infrastructure is ideally suited to enterprises, application service providers (ASPs), 
hosting service providers (HSPs), Internet service providers (ISPs), managed service 
providers (MSPs), and network service providers (NSPs). Users—typically customers, 
employees, or partners—purchase, lease, or access applications and other electronic 
content from OnDemand via a standard Web browser.

Tightly integrated with the powerful NDS eDirectory, Novell OnDemand Services 
ensures that your users have secure access to personalized Web content while your 
administrators enjoy the simplicity afforded by a centralized management utility. 
Novell OnDemand Services supports various modes of application delivery, and also 
leverages thin-client computing, benefiting users whose bandwidth is limited or 
whose hardware cannot support the installation of additional applications. 

By implementing Novell OnDemand Services, you will be able to offer customers, 
employees, and partners a strategic technological advantage: they will have virtually 
immediate access to the latest versions of applications and other digital content. 
Novell OnDemand Services also includes the tools you need to manage critical 
back-end business processes such as application metering, credit card authorization, 
and audit-report generation.

Benefits
• Offer Web-based application and content provisioning

• Support thin-client computing and Web application delivery

• Provide application-based load balancing

• Control user access with digital rights management

• Simplify administration with a central point of management

• Save time and money with user self-registration

• Accelerate application deployment

• Supply the latest versions of applications

• Customize Web content to accommodate users’ needs and preferences

• Charge according to flexible pricing schemes

• Manage and customize auditing, billing, and reporting processes

• Establish an infrastructure that streamlines e-business

• Support multiple languages
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Offer Web-Based Application and Content Provisioning

The primary benefit of Novell OnDemand Services is that you can provide customers, 
employees, and partners with easy, Web-based access to applications and other 
electronic content. Any content that can be represented as a Novell Directory 
Services (NDS) object can be offered through OnDemand Services. Examples of this 
content include Windows 32-bit and Web applications, audio and video files, and 
documents. OnDemand Services also provides the technology and infrastructure for 
other important online services such as disk-space leasing, self-serve directory 
classified ads, and X.509 digital certificates. Flexible and convenient, OnDemand 
Services includes easy-to-use tools for creating customized directory objects that 
represent new types of content you may want to offer.

Support Thin-Client Computing and Web Application Delivery

Because you need to provision users who have divergent hardware configurations and 
bandwidth allotments, Novell OnDemand Services offers two options for accessing 
Windows 32-bit applications. These options, as well as support for Web-based 
applications, are discussed in greater detail below.

Accessing 32-Bit Applications with DeFrame. Novell OnDemand Services includes a 
component called DeFrame that enables OnDemand Services to deliver Windows 
32-bit applications via thin-client computing. In thin-client computing, all Windows 
32-bit applications are executed on the server—either a Citrix machine or Microsoft’s 
Windows Terminal Services—rather than on the workstation.

Figure 1

Customers can use 
Novell OnDemand 
Services to purchase 
or lease software 
from a company's 
Web site.
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Users view and manipulate applications through browser-based display sessions, also 
known as application sessions. OnDemand Services supports application sessions that 
use either Citrix's Independent Computing Architecture (ICA) or Microsoft's Remote 
Desktop Protocol (RDP). Because keystrokes, mouse clicks, and video bits are the 
only data that traverse the connection to the server, thin-client computing requires 
minimal processing power and is ideal for users with limited bandwidth. OnDemand 
Services also incorporates load-balancing utilities to ensure that processing is evenly 
distributed and applications are readily available.

Accessing 32-Bit Applications with ZENworks for Desktops 3. Using Novell OnDemand 
Services, you can also offer access to Windows 32-bit applications through ZENworks 
for Desktops 3. Novell's premier desktop-management solution, ZENworks for 
Desktops 3 differs from DeFrame by actually pushing the requested application to 
the workstation. Applications typically run in the memory of the local workstation, 
although some application components may remain on the server to simplify 
administration or to thwart attempts at software piracy.

Accessing Web-Based Applications. Users can access Web-based applications simply 
by using a browser—either Netscape or Internet Explorer will suffice. Applications 
are launched easily—typically by double-clicking an icon—and require less bandwidth 
than applications distributed by ZENworks for Desktops 3. For content that includes 
music, video, or documents, users must locally install the application required to 
access or view the content (e.g., RealPlayer for mp3 files).

Provide Application-Based Load Balancing

In order to provide your users with the fastest possible access, OnDemand Services 
incorporates DeFrame’s load-balancing features. Load-balancing utilities run on the 
Citrix server or Windows Terminal Services and distribute processing and 
communications across multiple servers and server farms so that no single server is 
overwhelmed. 

Internet

Firewall

ODS Server

WTS Servers
(server farm)

ODS Workstation

NDS 
eDirectory

• Web Browser
• OnDemand Plug-in

• ZENworks for Desktop 3 
Schema/Snap-ins

• ConsoleOne Snap-in for 
DeFrame

• OnDemand 
DirCommerce  

• Win32k.sys
• Novell Workstation 

Manager
• DeFrame Services

Figure 2

A typical Novell 
OnDemand Services 
implementation
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Extremely flexible, the load-balancing features enhance your ability to quickly serve 
users’ application requests. With OnDemand Services you can configure the 
load-balancing utilities to balance traffic loads based on a number of weighted 
criteria, including CPU utilization, memory utilization, virtual memory utilization, 
page file utilization, and the number of users. 

Load balancing ensures that applications and services are launched from the server 
with the most available resources. For example, if your server farm in Chicago is 
inundated with application requests, you can pre-configure OnDemand Services’ 
load-balancing tools to automatically shift some requests to the server farm in St. 
Louis, which encounters lower traffic volumes. 

Control User Access with Digital Rights Management

Novell OnDemand Services uses NDS eDirectory to provide digital rights management 
and thereby control every aspect of users’ access to applications or electronic 
content. This means that OnDemand Services will only deliver an application to a 
user if that user has been granted access rights in NDS eDirectory.

By default, everything in the directory (packages, volumes, files, servers, etc.) is off 
limits; only when you specify that a particular file or application is available to a 
customer, for example, does that customer get access to that file or application. 
This security measure prevents your visitors from becoming intruders—being granted 
access to certain content does not guarantee access to all content. 

To secure Internet connections and application sessions, eDirectory is fully 
integrated with Secure Sockets Layer (SSL) and supports Public Key Infrastructure 
(PKI) authentication and X.509 certificates. 

Workstation OnDemand
Server

Spreadsheet
Application

WTS Server 
with DeFrame

(200 users)

Spreadsheet
Application

WTS Server 
with DeFrame

(50 users)

Internet

Figure 3

Load-balancing 
features direct 
application requests 
to the most available 
server.
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Simplify Administration with a Central Point of Management

No organization can be successful if it cannot manage its own computer systems: 
poor system management can interrupt service, which frustrates customers and 
demoralizes employees. Centralized management simplifies the administration of 
your entire computer system as well as your Web services by allowing you to easily 
create content packages and user accounts.

NDS eDirectory, the networking industry's premier directory service, provides 
centralized management for OnDemand Services. Through the user-friendly 
ConsoleOne utility, eDirectory offers a unified view of all the elements in your 
network. These elements—including users, servers, workstations, printers, 
databases, and applications—can be easily accessed and managed from either a 
conventional console or from the Web. Because it is highly secure, NDS also serves as 
an object store and central repository for OnDemand's transaction information, 
including the rates and terms for each application. 

Save Time and Money with User Self-Registration

Novell OnDemand Services includes a timesaving user self-registration feature that 
eliminates the administrative overhead typically associated with new account 
creation. Visitors to your site can create their own accounts by completing a 
registration form designed by you. Once they submit their information, their 
accounts are automatically created in NDS eDirectory, where they can be easily 
managed. The ultimate benefit of self-registration is that you save hundreds of hours 
and thousands of dollars that would otherwise be spent on mundane administrative 
tasks, and your administrators are free to devote their time and talent to more 
important tasks.

Accelerate Application Deployment

With OnDemand Services and NDS eDirectory, you can eliminate the traditional lag 
time associated with deploying a new application. Once you install the new 
application, your customers, employees, or partners can access your Web site and 
start using the application immediately. Quick deployment satisfies customers, 
makes employees more productive, and helps your organization eclipse its 
competition.

Supply the Latest Versions of Applications

Both enterprises and service providers benefit from using Novell OnDemand Services 
to offer swift access to the latest versions of applications. With OnDemand Services 
applications are centrally hosted on the server or server farm, where they can be 
configured and maintained from a single point of administration. Anyone who 
authenticates to NDS eDirectory and has rights to the application can immediately 
access it. This means that your busy administrators and technicians will not spend 
countless hours installing, configuring, and cataloging new applications. By using and 
offering the latest applications, your organization can sustain a substantial 
technological and public relations advantage over slower competitors who adhere to 
traditional methods of application deployment.
N O V E L L  O N D E M A N D  S E R V I C E S  1 . 5  36



1

S
EC

TI
O

N
 1

: 
D

IR
EC

TO
R

Y
 S

ER
V

IC
ES
Customize Web Content to Accommodate Users’ Needs and Preferences

Because Novell OnDemand Services is integrated with NDS eDirectory, you can 
customize the content accessed by an individual user. In an enterprise setting, 
Novell OnDemand Services can provide employees with a customized browser 
interface. This personalized interface typically contains links to all of the 
applications, information, and services an employee uses to perform his or her job.

In a service provider setting, OnDemand Services can be configured to display 
products and services that a customer may be interested in purchasing. Once the 
customer authenticates to NDS eDirectory, OnDemand Services will display new 
products and services, sale items, or any other content that you assign to the 
customer’s user object: you could ultimately use purchasing information to target 
and accommodate specific buying patterns. Because OnDemand Services allows you 
to personalize your Web site content, your customers will be able to access the 
information, services, and applications they want, from wherever they want, thus 
ensuring a consistent, positive user experience.

Charge According to Flexible Pricing Schemes

If you are a service provider, Novell OnDemand Services allows you to perform 
application metering by assigning one of the following pricing schemes to the digital 
content you offer your customers:

Flat Fee. Customers pay a one-time fee for applications or services, download them 
to their local workstations, and use them whenever they wish.

Purchase of Time. Customers purchase a set amount of time to use the application. 
The time begins when they access the application the first time (or immediately, if 
you selected the Start Immediately option when creating the package), runs 
continuously, and expires after the set amount of time. Customers must be logged on 
to the OnDemand Services server to use the application.

Purchase of Actual Time. Again, customers purchase a set amount of time to use the 
application while logged on to the OnDemand Services server. The time begins, 
however, only after they use the application, and only their actual usage time is 
recorded. For example, if a customer purchases five hours, that customer can use 
one hour today, three hours tomorrow, and one hour next week.

Usage. Customers pay a set amount each time they use the application, which they 
must access through the OnDemand Services server.

Pay-As-You-Go. Customers pay by the minute for using the application. OnDemand 
Services creates a usage record and the total is not tallied until the session is 
terminated. Again, customers must be logged on to the OnDemand Services server 
for this pricing scheme.
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Manage and Customize Auditing, Billing, and Reporting Processes

Novell OnDemand Services gives you the tools needed to customize and integrate 
billing, reporting, tracking, and other back-end processes with your existing 
infrastructure. OnDemand Services includes DirCommerce, a Java-based commerce 
services engine that consists of Web-based reporting tools, integration with credit 
card and merchant services transaction networks, and application programming 
interfaces (APIs) to allow developers to connect to the commerce services engine. 

Track Product Usage. You can set up usage reports to determine which products 
were purchased most often and by whom. This valuable information can help you 
create customized Web pages and tightly focused advertising. 

Authorize Credit Cards. You can use a gateway to connect with the credit card 
authorization network of your choice. (Currently, OnDemand Services interfaces 
with the Authorize.Net transaction network.) 

Generate Audit Reports. OnDemand Services provides a auditing tool, or you can 
integrate auditing tools you already use. The auditing tool provides a count of the 
number of users who accessed OnDemand Services during a specified date range. You 
can also use the tool to run an audit report that sorts information by users, 
packages, or user groups.

Establish an Infrastructure that Streamlines E-Business

By implementing Novell OnDemand Services you can establish an infrastructure that 
greatly simplifies your e-business practices, but leaves them flexible enough to 
accommodate evolving markets and technologies. While OnDemand addresses your 
application- and content-provisioning needs, the other components that comprise its 
infrastructure—including NetWare 5.1, NDS eDirectory, and ZENworks for Desktops 
3—can address your storage, administration, security, and desktop-management 
needs. For more information about any of these products please see their respective 
product descriptions.

Support Multiple Languages

To accommodate the needs of users worldwide, Novell OnDemand Services supports 
the following languages: English, French, German, Japanese, Portuguese, and 
Spanish.

Hardware Requirements
The following are the minimum hardware requirements for Novell OnDemand 
Services 1.5:
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OnDemand Server

• Server-class PC with a Pentium or higher processor (Pentium-Pro 450MHz 
minimum recommended)

• VGA or higher resolution display adapter (SVGA recommended)

• DOS partition of at least 1GB

• 2GB of disk space for system files (SYS volume) with at least 50MB free disk space

• Additional disk space as needed for applications (separate physical disk 
recommended for optimal performance)

• 512MB RAM (1GB recommended)

• One or more network cards

• ISO-9000 compatible CD-ROM drive

• PS/2 or serial mouse recommended, but not required

DeFrame Server

• Same as for Windows Terminal Services or Citrix ICA

— 200MHz Pentium Pro or higher processor

— 128MB of RAM (add a minimum 16MB for each user session supported; 256MB 
recommended)

Software Requirements
• Novell NetWare 5.1 with Service Pack 2 

NetWare 5.1 contains other necessary software components, including NetWare 
Enterprise Web Server 3.6 and NDS eDirectory.

If you want to provide digital certificates, you also need Novell Certificate Server 
and NICI 1.5x. NetWare 5.1 includes Novell Certificate Server. You can download 
NICI 1.5x from the Novell Software Downloads site at 
http://www.novell.com/download.

• IBM WebSphere Application Server 3.5

IBM WebSphere Application Server 3.5 is available to NetWare 5.1 licensees free 
of charge. It can also be downloaded from the Novell Software Downloads site.

• Novell ConsoleOne 1.2d

• ConsoleOne Snap-in for Directory Commerce

• ConsoleOne Snap-in for DeFrame

• ZENworks for Desktops 3 with Service Pack 1 (optional)

• Novell Client 32 (optional)
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Novell eGuide 1.5
Connecting people to critical information, Novell eGuide 1.5 facilitates directory 
access and communication across the Internet. Because it supports the Lightweight 
Directory Access Protocol (LDAP) standard, you can use eGuide to access information 
stored in any Novell Directory Services (NDS) directory, as well as any other 
LDAP-compliant directory. Once you find the desired contact information, eGuide’s 
integrated communication features enable you to make one-click connections 
through e-mail, instant messaging, or other real-time collaboration tools. 

Benefits
• Access thousands of data sources

• Use a simple interface and enjoy versatile search options

• Customize configuration and export options

• Improve communication with integrated productivity tools

Access Thousands of Data Sources

As a protocol that defines how global directories are accessed, LDAP is used by 
eGuide to provide you with a single interface for conducting multiple, simultaneous 
Web searches. eGuide gives businesses a critical advantage over competitors 
because it enables users to access any directory that is LDAP compliant. Also, the 
LDAP standard provides eGuide with the flexibility to work across numerous network 
platforms, allowing any user with rights to your Web server to access it through a 
Web browser.

With the appropriate access rights you can use eGuide to conduct in-depth searches 
of NDS directories. NDS is highly extensible; it contains personalized profiles 
detailing everything from user identities to specialized company services. Using 
eGuide to access NDS information, your employees can enhance business 
relationships by communicating critical e-business information quickly and directly 
to customers and suppliers, thereby strengthening your company’s reputation for 
service and customer loyalty.

Use a Simple Interface and Enjoy Versatile Search Options

Because eGuide is 100—percent Web-based, you access its search capabilities 
through any Web browser. With eGuide you can look up information (e.g., names, 
telephone numbers, e-mail addresses) through an easy-to-use interface that allows 
you to pinpoint exactly what you need. For instance, you can either search for 
information by viewing a list of available data sources or by entering a user name. 
More advanced search options enable you to enter word-specific queries, perform 
“and/or” boolean searches, and search by title, telephone number, and e-mail 
address.
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Customize Configuration and Export Options

You can customize eGuide’s user interface settings, tailoring the presentation of the 
search parameters to best suit your needs. For example, you can configure eGuide’s 
settings to present search data from specific types of resources, display a particular 
background, use a preferred language, and show system information about eGuide, 
including company-specific information. eGuide also offers an HTML presentation of 
search data, allowing you to cut and paste the information into an application or 
publish it as a Web page.

Improve Communication with Integrated Productivity Tools

eGuide combines Web-based productivity tools and a user-friendly interface to 
provide you with directory access options that enhance your e-business capabilities. 
eGuide can be immediately integrated with various communication tools, including 
your preferred e-mail client, instant messaging applications, and other real-time 
collaboration tools to provide you with easily accessible communication options.

Because eGuide connects directly to your Web browser and selected data sources, 
you can access information and applications faster than with a typical Web server. 
Bringing people together quickly and easily, eGuide offers a user-centric approach to 
communication that enables you to find the contact information you need and make 
an immediate connection over the Internet.

System Requirements
One of the following platforms:

• Windows 2000 or Windows NT 4.0 with Sun Java 1.1.8 through 1.2.2 

• NetWare 5.1 with Novell Java 1.1.7b 

• Red Hat OpenLinux 6.2 with IBM Java 1.1.8 or 1.2.2 

• Solaris 8 with Sun Java 1.2.2 

• Solaris 7 with Sun Java 1.1.6 

Other requirements include:

• Web server with Java support 

• LDAP server installed on or accessible to the Web server 

• Novell eGuide server that is a JDK 1.1-compliant Java Virtual Machine

Ordering Information
For more information about Novell eGuide 1.5, please visit the Novell eGuide Web 
site located at http://www.novell.com/products/eguide. You can download eGuide 
free of charge from the Novell Software Downloads Web site located at 
http://www.novell.com/download.
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ScheMax
ScheMax is a Novell Directory Services (NDS) schema tool specifically designed to 
assist you in managing the NDS tree. Using ScheMax, you can administer your NDS 
schema more effectively, add new classes and attributes, create NetWare 
Administrator (NWAdmin) snap-ins, deliver NDS content to users, and set attribute 
entry policies. ScheMax incorporates a schema administrator, a schema viewer, and 
an NWAdmin snap-in creation wizard. 

Using the Schema Administrator, you can read the NDS schema and graphically 
display the entire class hierarchy. You will be able to access detailed information on 
NDS classes, attributes, syntaxes, and constraints. You can also create schema 
snapshots that can then be saved to disk or loaded. Using the ScheMax Viewer, you 
can create an unlimited number of different NDS layouts and deliver them to 
network users. When users access this data, they will be reading NDS directly, and 
normal NDS security will apply.

With ScheMax you can also modify the schema by creating new classes and adding or 
deleting attributes. Easy-to-use wizards are included for simplifying the process even 
further. You can model attribute additions offline without actually extending the 
schema, and test the changes before applying them to the live NDS tree.

You can also create NWAdmin snap-ins, using a drag-and-drop process with 
absolutely no programming. Existing snap-in attributes can be selected or new 
attributes can be created, using the included wizard. Created snap-ins are stored in 
NDS and made available to administrators on the basis of user, role, group, or 
container associations.

ScheMax also provides an easy way to delegate authority. If you want to offload NDS 
administration tasks such as changing telephone numbers, addresses, or passwords, 
you can use ScheMax to create a simple user interface for the task. The person to 
whom you delegate this authority would not need programming skills, and you would 
be able to limit the scope of that person’s authority to make changes.

ScheMax supports NetWare 4.x and intraNetWare platforms. It also supports 
NWADMIN 95/NT and NWADMIN 32. Future releases will provide support for Novell’s 
ConsoleOne. The user viewer supports Windows NT and Windows 95/98.

You can download ScheMax, free of charge, from 
http://www.novell.com/coolsolutions/freetools.html.

ConsoleOne 1.2d
ConsoleOne 1.2d is a free, versatile Java utility that you can use to manage your 
network and its resources. An essential component of many Novell 
products—including NDS eDirectory, NetWare 5.1, and ZENworks for 
Servers—ConsoleOne has a user-friendly interface and can run on a Windows 
workstation or a NetWare server. 
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Novell is positioning ConsoleOne as their single management tool. ConsoleOne also 
offers features not found in legacy NetWare and Novell Directory Services (NDS) 
administrative utilities. You can use it to swiftly expand and browse vast NDS trees 
or to generate a variety of NDS reports. ConsoleOne will save you time and money 
because it reliably consolidates processes that would traditionally require multiple 
steps. 

Benefits
• Manage the latest Novell products from either a Windows workstation or a 

NetWare server

• Modify properties of multiple files, folders, objects, and volumes simultaneously

• Quickly browse large NDS trees

• Manage user accounts and administer rights

• Extend the NDS schema

• Configure role-based administration

• Manage NDS partitions and replicas

• Generate NDS reports

• Salvage and purge deleted files on NetWare volumes

• Support multiple languages

• Create rights assignments and volume space restrictions through a template

• Extend objects with auxiliary classes

Manage the Latest Novell Products from Either a Windows Workstation or a 
NetWare Server

Easier than ever, ConsoleOne administration can now be performed for the latest 
Novell products from either a Windows workstation or a NetWare server. ConsoleOne 
is replacing legacy, Windows-only management tools such as NetWare Administrator 
(NWAdmin) and NDS Manager. For some of the newest products—including Novell 
Single Sign-On and Novell Certificate Server—ConsoleOne is the only viable 
administration tool. 

Modify Properties of Multiple Files, Folders, Objects, and Volumes 
Simultaneously

Have you ever wished for a way to streamline network administration? ConsoleOne 
1.2d contains property pages that you can use to edit many different files, folders, 
objects, and volumes simultaneously. Property pages list the attributes, or 
properties, that describe the characteristics of certain files. You can modify these 
properties en masse by selecting and deselecting attributes on the property pages 
and applying them to multiple files, folders, objects, and volumes. Because this 
feature enables you to make broad changes with a single step, it minimizes 
redundant administration, saving you significant amounts of time and money.
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Quickly Browse Large NDS Trees

As your company grows, so does your network. Legacy management tools cannot 
quickly and smoothly navigate the large directory trees characteristic of NDS 8 and 
NDS eDirectory. Some of these trees contain hundreds of thousands of objects. 
ConsoleOne is the only management utility that can swiftly expand a vast NDS tree 
and make it easily accessible. In a recent test, ConsoleOne took only two seconds to 
expand NDS containers that held 50,000 objects.

Manage User Accounts and Administer Rights

Setting up an NDS user account is traditionally a multi-step process: you create the 
user object and then set properties that control the user’s login procedure (e.g., 
where login can occur and what types of information are valid). Once login 
procedures are established, you set properties to control the user’s network 
computing environment. With ConsoleOne 1.2d you can use a template object to 
facilitate this process. A template object defines user object properties ahead of 
time and can be applied to a large number of users. 

Login scripts are another valuable management feature of ConsoleOne 1.2d. Used to 
speed user access to frequently used resources, a login script is a list of commands 
that executes when a user logs in. A user does not have to request individual access 
to every vital device or application: he or she is automatically connected to essential 
files, printers, and network applications. 

You can also use ConsoleOne to administer users’ rights. Rights are system flags 
assigned to network resources that control access to those resources. With 
ConsoleOne you can assign rights explicitly, grant equivalence, block inheritance, 
and view effective rights.

Extend the NDS Schema

ConsoleOne 1.2d extends the NDS schema by enabling you to add new attributes to 
existing NDS objects. These attributes increase your administrative flexibility by 
giving you additional categories for organization and storage purposes. For example, 
suppose that your organization has a series of management courses that employees 
are required to complete. In order to track employees’ completed courses, you can 
extend the NDS schema through ConsoleOne to add a multi-valued, “Completed 
Courses” attribute to each user object. 

Configure Role-Based Administration

With ConsoleOne 1.2d you can create roles in NDS that enable you to delegate 
administrative responsibilities. A role is a list of specific application functions—also 
known as tasks—that a user can perform. For an application function to be added to 
a role, it must already exist as a task object in your NDS tree. If, for example, you 
had an existing task object for reassigning user passwords, you could use ConsoleOne 
to create a role that would give specific password reassignment responsibilities to a 
non-administrator.
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Manage NDS Partitions and Replicas

Offering advanced management features, ConsoleOne 1.2d can be used to partition 
and replicate your NDS tree. This means that you can subdivide your NDS tree and 
then store and copy the divisions as independent units across multiple servers. 
Partitioning and replication are frequently used to improve network performance 
and fault tolerance. With ConsoleOne you can split, merge, and move partitions as 
well as add, delete, and modify replicas. 

Generate NDS Reports

ConsoleOne 1.2d is the only management tool that includes predefined report forms 
you can use to generate reports on the objects in your NDS tree. ConsoleOne reports, 
however, can only be generated from a Windows workstation: the reporting function 
is still under development for the NetWare server.

A variety of reports are available for the following categories: NDS general objects, 
NDS user security, and NDS users and groups. NDS general objects reports provide 
information about the NetWare servers, print servers, and printers in your NDS tree. 
With NDS user security reports you can view login and rights security information for 
the users in your NDS tree. And finally, using NDS user and group reports you can 
obtain information about the users, groups, and other organizational roles in your 
NDS tree.

Salvage and Purge Deleted Files on NetWare Volumes

Have you ever accidentally deleted an essential file or folder and then panicked 
about its recovery? With ConsoleOne 1.2d you can easily salvage files and folders 
that have been deleted from NetWare volumes, as long as they haven’t been purged. 
You can also use ConsoleOne to purge specific files and folders at any time. This 
feature would be useful if a particularly large, unnecessary file consumed too much 
space. By deleting and purging extraneous files with ConsoleOne, you can ensure 
adequate space for vital information.

Support Multiple Languages

ConsoleOne 1.2d is available in multiple languages. You can download it in Chinese 
Simplified, Chinese Traditional, English, French, German, Italian, Japanese, Korean, 
Portuguese, Russian, and Spanish.

Hardware Requirements
• 200MHz or faster processor

• 64MB of RAM (128 recommended)

ConsoleOne performance improves with the addition of a faster processor and 
more RAM.

• 37MB of disk space

• Screen resolution of at least 800 x 600
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Software Requirements
• One of the following operating systems or above: NetWare 5 with Support Pack 3, 

Windows NT with Novell Client 4.6 and Service Pack 2, or Windows 95/98 with 
Novell Client 3.1 and Service Pack 2.

Ordering Information
ConsoleOne 1.2d is available free of charge from the Novell Software Downloads Web 
page at http://www.novell.com/download. For more information contact your local 
Novell office or call the Novell Customer Response Center at 1-801-861-4CRC 
(1-801-861-4272). Or in the United States and Canada call toll free 1-888-321-4CRC 
(1-888-321-4272).
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