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Letter from the Editor

June  2003

Dear AppNotes Readers:

Here at Novell we recently completed a very successful BrainShare event in Salt Lake City, where a 
number of major announcements were made. Two of the announcements will have an impact on 
AppNotes, moreso than any of the others.

The first significant announcement was support for Novell Services on the Linux platform. The benefits 
for both Novell’s installed base and the millions of Linux installations are numerous. Novell users gain 
easier interoperability in their enterprises and the option of platform upon which to deploy future solutions. 
The Linux community gains a powerful set of services that are well-tested and will have the support of an 
industry leader.

As a step toward supporting the continued growth of open source development, Novell has launched the 
Novell Forge Web site (http://forge.novell.com). Novell Forge will allow developers to download, modify, 
exchange, and update open source code released by Novell; share projects and ideas with the broader 
Novell development community; and participate in vertical market and technology communities. Look for 
much more coverage of this exciting new resource in future issues of AppNotes.

Speaking of AppNotes, I’d better let you in on what is available in this issue. For ZENworks users, we 
have chapters from two new Novell Press books to whet your appetites. First off is a chapter dealing with 
deployment of ZENworks for Desktops 4 in a pure Windows environment from Novell’s ZENworks for 
Desktops 4 Administrator’s Handbook. Along with that we have a chapter from Novell’s ZENworks for 
Servers 3 Administrator’s Handbook that deals with various aspects of ZENworks for Servers 3 server 
management.

For developers, Cameron Mashayekhi delivers a great piece on the new features and capabilities in the 
SecretStore 3.2 APIs. If you currently develop to the SecretStore APIs or are considering doing so, this 
article will be invaluable to you. From two members of the exteNd Product Specialist Group we have 
“Error Processing in exteNd Composer: Simplifying Maintenance and Debugging.” Marcel Thibault and 
Bob Burgess explain how to capture errors generated by exteNd Composer components and sub-
components. If you are a developer or consultant involved in exteNd Composer development and 
deployment, you’ll find this article very valuable.

With all of the exciting new products and technologies coming from Novell in the future, make sure you 
don’t miss a single issue of AppNotes. Go to our home page at http://developer.novell.com/research/ and 
follow the links to either renew your subscription, or if you are reading a borrowed copy, get your very 
own copy delivered to you each month.

Until next time,

Richard L. Smith

Richard L. Smith
rlsmith@novell.com
Editor-in-Chief

http://forge.novell.com
http://developer.novell.com/research
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Feature Article
NOVELL APPNOTES

Deploying Novell ZENworks for 
Desktops 4 in a Pure Microsoft 
Windows Environment

Brad Dayley
Software Engineer
Novell, Inc.
bwdayley@novell.com

Ron Tanner
ZENworks Product Manager
Novell, Inc.
rtanner@novell.com

Thanks to DaNae Dayley for her assistance in preparing this material.

ZENworks for Desktops has traditionally been deployed in NetWare networking 
or mixed NetWare and Windows environments. This AppNote discusses how 
ZENworks for Desktops can be deployed in a pure Windows environment and 
walks through the installation steps to set up a trial configuration.

This AppNote is excerpted from the new book entitled Novell’s ZENworks for 
Desktops 4 Administrator’s Handbook (Novell Press, ISBN 0-7897-2985-7). To 
order this and other Novell Press books, visit http://www.novellpress.com.

Contents:

• Introduction
• ZENworks for Desktops Networking Setup and Requirements
• Installing ZENworks for Desktops 4 in a Pure Windows Environment
• Conclusion

Topics desktop management, network management

Products ZENworks for Desktops 4

Audience network administrators

Level beginning

Prerequisite Skills familiarity with ZENworks for Desktops 4

Operating System Windows 2000

Tools none

Sample Code no
w w w . n o v e l l . c o m / a p p n o t e s
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Introduction

ZENworks for Desktops 4 (ZfD4) can run on a Windows network without a 
NetWare server. It operates on Windows workstations regardless of the server 
environment in your network. ZENworks for Desktops 4 will function in any IP 
network running eDirectory, including Windows 2000/NT, NetWare 6 or 
NetWare 5.1 server based networks, and mixed environments.

ZENworks for Desktops has traditionally been deployed in NetWare networking 
or mixed NetWare and Windows environments. The initial versions of ZENworks 
for Desktops were dependent on many of the features and capabilities that existed 
only in a NetWare-based LAN. However, as the product has matured, features 
have evolved, allowing ZENworks for Desktops to provide significant 
functionality in a non-mixed, pure Windows environment. Everything that you 
require to run in a pure Windows environment, with the exception of eDirectory, 
is supplied in the ZENworks for Desktops 4 product.

As depicted in Figure 1, ZENworks can be deployed into an Active Directory 
Domain and provide all the services in the product through Windows 2000 servers 
and Internet Information Server (IIS). All administration of user accounts can 
continue through the domain, whereas administration of applications, desktops, 
and the like is done using eDirectory as the repository independent of Active 
Directory, for example.

Figure 1: ZENworks for Desktops operating in a pure Windows environment.

ZENworks ships with other Novell products so you can automatically synchronize 
your users and passwords between Active Directory (or NT Domains) and the 
eDirectory ZENworks repository. ZENworks is agent-based and requires no 
Novell client on the workstations or laptops. It will quietly authenticate in the 
background to eDirectory and retrieve applications and policies, delivering them 
to your desktop through a browser, Start menu, window, or desktop icons.

Domain

Windows 2000 Server

Active Directory

Domain Controller

Windows 2000 Server

ZENworks Server

ZENworks eDirectory Repository

ZENworks Inventory Database

IIS Server

ZENworks Middle-Tier
J u n e  2 0 0 3
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This AppNote discusses how ZENworks for Desktops can be deployed in a pure 
Windows environment and walks through the installation steps to set up a trial 
configuration.

ZENworks for Desktops Networking Setup and Requirements

Using Novell’s eDirectory and DirXML products enables you to install 
ZENworks for Desktops into a pure Windows network with minimal requirements 
on the network side. In fact, the only requirements are that you have a Windows 
2000 Server with IIS and SP2 installed in the domain.

In addition to having a Windows 2000 Server with IIS and SP2 installed in the 
domain, you need to set up the following:

• An Active Directory domain

• ZENworks for Desktops 4 Server installed on a Windows 2000 Server with 
eDirectory and DirXML 1.1a and Password Synchronization installed

This server must be in the same domain as the Active Directory Domain 
Controller, but it should not be the DC.

• ZENworks for Desktops 4 Middle Tier installed on a Windows 2000 Server 
where Microsoft IIS is installed

This server must also be in the same domain as the Active Directory DC. This 
can also be the same server as the eDirectory and ZfD4 server; however, you 
should consider keeping the IIS server independent to minimize performance 
issues.

ZENworks for Desktops 4 Configuration Options
ZENworks for Desktops 4 can run in three modes on the workstation: Application 
Browser View Agent mode, Full Agent mode, and NetWare client mode. It is 
assumed that in a pure Windows environment the NetWare client will not be used; 
therefore, you need to determine which features you need in your network.

Application Browser View Agent Mode. In this mode, a single Application 
Browser View agent is delivered when the user connects to IIS and opens an 
application page, provided by ZENworks for Desktops 4. The Web agent is 
automatically installed on the workstation, provided the user has rights to install 
local applications.

The Application Browser View agent will only deliver applications to the 
workstation when the users connect to their personalized application Web page. 
Dynamic local user account creation, hardware and software inventory, automated 
imaging services, and remote management capabilities are not included in this 
agent.
w w w . n o v e l l . c o m / a p p n o t e s
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Full Agent Mode. In this mode, the ZENworks for Desktop 4 agent is installed on 
the workstation. The installation can be done by an administrator, part of an 
image, or by the user. By installing the ZENworks for Desktop 4 agent, you 
provide your users with all the capabilities inherent in the product.

Should you need Dynamic Local User account creation on the workstation, you 
must configure ZENworks for Desktops 4 agent to prompt the user to log into 
eDirectory prior to the local windows login. When configured, the users are 
prompted for their eDirectory usernames and passwords (which should be the 
same as their Active Directory account because they are being synchronized by 
DirXML). ZENworks will then create a local account on the workstation if one is 
not present, and then log the user into Windows with the same username and 
password.

If you do not require Dynamic Local User account creation, ZENworks will 
silently retrieve the username and password from Windows when the user logs 
into his workstation. The agents will then connect to eDirectory using the given 
username and password in order to provide the applications administered to the 
user.

With the full agents installed on the workstation, you can still choose to only 
deliver applications through the browser view.

DirXML Engine and Drivers
The DirXML engine is an eDirectory module that enables you to synchronize 
eDirectory data with any outside data service. The DirXML engine is designed 
such that it can have several drivers running that describe how output and input is 
sent between data sources.

The DirXML Driver for Active Directory (included with ZENworks for Desktops 
4) is specifically designed to synchronize data between Novell eDirectory and the 
Microsoft Active Directory directory service. The synchronization is 
bi-directional; you determine whether information should flow to and from both 
directories, or whether information should flow only from one directory to the 
other.

There are many other DirXML Drivers available for other data sources, including 
PeopleSoft, JDBC, any LDAP directory, Lotus Notes, SAP HR, and WebSphere 
MQ. Check out http://www.novell.com/dirxml for new drivers.

DirXML’s architecture uses a publisher/subscriber model whereby the publisher’s 
responsibility is to place information into eDirectory, whereas the subscriber’s job 
is to reflect changes in eDirectory back into the external, synchronized data 
source. The behavior of the publisher and subscriber and the attribute mapping is 
determined by a set of rules that are housed in eDirectory as part of the DirXML 
driver. DirXML drivers can be customized through XML rules to deliver just 
about any data configuration desired. See http://www.novell.com/documentation 
for more details on how DirXML can be configured. Check out the DirXML 
Novell site (http://www.novell.com/dirxml) to determine how you can customize 
your installation.
J u n e  2 0 0 3
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Installing ZENworks for Desktops 4 in a Pure Windows 
Environment

The following sections walk you through a standard installation of ZENworks for 
Desktops 4 in a pure Windows environment with Active Directory.

Configuration
For the purposes of developing your own test environment, the configuration used 
in this AppNote is relatively small. Your systems can include, in fact, many 
servers for such needs as application execution, terminal services, and so on. This 
AppNote uses the following network layout:

• Windows 2000 server, which is the Active Directory DC

• Windows 2000 server, which is the ZENworks server and is where you’ll 
install eDirectory and the ZENworks Middle Tier server

• Windows XP Professional Workstation with the full ZENworks agents 
configured

• Windows XP Professional Workstation with the Application Browser View 
agent

In a more traditional system, you might want to put your ZENworks Middle Tier 
server onto another Windows 2000 server to provide maximum performance. This 
is not done here to minimize hardware requirements. Should you decide to put the 
Middle Tier server on another server, the only requirement for this server is a 
Windows 2000 Server running IIS with all of the appropriate support packs.

Installing ZENworks for Desktops 4
Now that you understand the network configuration required to install ZENworks 
for Desktops 4, you can begin the install process. The following sections discuss 
the pre-installation requirements to check before you begin the ZENworks for 
Desktops 4 install and how to install ZENworks for Desktops 4 into your pure 
Windows environment.

Pre-Installation Requirements. Prior to installing ZENworks for Desktops 4, 
you need to make certain that the required network components are installed and 
running. The following is a list of components that must already have been 
installed and functioning:

• DA-01—Windows 2000 Server with Active Directory (DA domain) and SP2 
installed

• DA-02—Windows 2000 Server with Support Pack 2 or greater, IIS, and a 
member of the DA domain

• WKS-01—Windows XP Professional Workstation

• WKS-02—Windows XP Professional Workstation
w w w . n o v e l l . c o m / a p p n o t e s
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Once you have verified the network components are installed and running, 
download the following updates and documentation and save them for use during 
the installation process:

• DirXML 1.1a for Windows NT/2000 from http://download.novell.com. 
Choose DirXML product.

• DirXML Password Synchronization for Windows from 
http://download.novell.com. Choose DirXML Password Synchronization for 
Windows product. This will download version 1.0.

• DirXML Password Synchronization update (PWDSNC1.EXE) from 
http://support.novell.com/filefinder. Enter “pwdsnc1.exe” in the search field. 

• Print TID# 2962702 from http://support.novell.com to learn how to apply the 
password synchronization update.

• eDirectory 8.7 or higher for Windows NT/2000 from 
http://download.novell.com. Choose the eDirectory product.

• The update DirXML Active Directory driver and utilities found in TID 
#2964748 at http://support.novell.com (through the Knowledge Base).

ZENworks for Desktops 4 Installation. Perform the following steps to install the 
ZENworks for Desktops 4 system into the identified environment.

Step One—Getting eDirectory. Download eDirectory and get a license from 
Novell for it. This is done by performing the following steps:

1. If you have not already done so, go to http://download.novell.com and 
choose to download the eDirectory product for the Windows 2000 platform.

2. Choose eDirectory 8.7 on Windows NT/2000 from the list and download the 
full installation.

3. Go to http://www.novell.com/products/edirectory/customer_license.html.

4. Click the I Accept button on the license agreement.

5. Select the appropriate eDirectory version from the list of licenses available.

6. Fill in the contact information. Make sure you put in your correct e-mail 
address, as your licenses will be sent to that address. Click the Submit 
button.

7. A license will be sent to your e-mail address. When received, open the e-mail 
and save the two files to a floppy disk. (ZENworks for Desktops 4 provides a 
one-for-one license of eDirectory for Windows.)

Step Two—Getting Updated DirXML Active Directory Drivers. Take the new 
AD drivers and support tools you downloaded from TID #2964748 and put them 
on the server in some directory you create (not in ConsoleOne) or onto a floppy 
disk. These files should include AD-DRIVER.XML, AD-DRIVER_EN.XLF, 
AD-DRIVER-SCHEMA.LDI, and READDOMAINGUID.EXE.
J u n e  2 0 0 3
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Step Three—Installing eDirectory. Install eDirectory onto DA-02 by following 
these steps:

1. Log onto the DA-02 Windows 2000 server as the administrator and launch 
the eDirectory execution program, which you downloaded in the 
pre-installation procedures.

2. Choose to install both eDirectory and ConsoleOne onto the server. Click 
Install.

3. The first step that eDirectory installation performs is the installation of the 
Novell client. Perform the following steps to install the client:

• Choose Yes on the license agreement.
• Choose custom installation and click Next.
• Verify that only the client is chosen on the modules list. Click Next.
• Choose IP only and Remove IPX if present. Click Next.
• Choose NDS to instruct the client to default to using NDS connections. 

Click Next.
• Choose Finish.

4. The eDirectory License Installation will begin automatically. Press Next.

5. Read the license agreement and click I Accept.

6. Insert the license disk you made in the previous step.

7. Select Install License Diskette, A:License and click Next.

8. Click Close on the licensing installation success dialog box.

The system will now install the NICI cryptography system. Once that is 
installed, the system will prompt you to reboot.

9. Remove the floppy disk and click OK on the dialog box requesting to reboot. 
Once the system is rebooted, eDirectory will complete its installation.

10. When the system next comes up, you see the client login dialog box. Press 
<Ctrl>+<Alt>+<Delete>.

11. Choose “Workstation only” and log in to the system as the administrator. 
Click OK.

The installation of eDirectory will automatically continue.

12. On the welcome screen for the installation, click Next.

13. View the license and click I Accept.

14. Select the desired languages and click Next.

15. Accept the default installation path and click Next.

16. Click Yes on the dialog box to create the new directory that does not exist.
w w w . n o v e l l . c o m / a p p n o t e s
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17. Choose to create a new eDirectory tree. Click Next.

18. Choose a tree name, context for the DA-02 server, and Admin User object 
along with the passwords. At the very minimum, you want the server and 
admin under a container, so append a <dot>containername (where <dot> is a 
period) after the server name. This AppNote uses “DA” for the container 
name. So, for example, the tree name would be “DA-TREE”. The Server 
object would be “DA-02-NDS.servers.da”, the Admin name would be 
“admin”, and the context would be “da”. Click Next.

19. Accept the HTTP Stack Ports as default, because there will be no conflicting 
Web ports on this server. Click Next.

20. Accept the defaults on the Certificate Server Objects wizard page and click 
Next.

21. Proceed and create a certificate authority for the tree, clicking OK on the 
warning dialog box.

22. Because eDirectory will need to not interfere with the Active Directory that 
is using the default 389/636 ports, you need to change them. Change the clear 
text port to 388 and the SSL port to 635, as shown in Figure 2. Uncheck the 
Require TLS for Simple Bind with Password option. This is necessary in 
order to allow password synchronization to function. Click Next.

Figure 2: LDAP Ports setting for eDirectory installation.

23. Accept the default NMAS Login Methods by clicking Next.

24. Complete the eDirectory installation by clicking Finish.

eDirectory will now perform its installation on the DA-02 server. When 
completed, click Close on the success dialog box.
J u n e  2 0 0 3
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Step Four—Creating DirXML Administrator Account in Active Directory. In 
order to isolate changes that occur with other administrator accounts, Novell 
recommends that you create a separate account for DirXML with Administrator 
privileges in Active Directory. To create this account, follow these steps:

1. Log onto the DA-01 server as administrator of the domain.

2. Launch the Active Directory Users and Computers MMC by launching Start, 
Programs, Administrative Tools, Active Directory Users and Computers.

3. From Active Directory Users and Computers, select the container where you 
want to add the DirXML administrator user, and then click Create a New 
User.

4. Enter the names for the user. For example, enter “Novell” as the first name, 
“Dirxml” as the last name, and “Novell Dirxml” as the full name. The user 
login name should be “novelldirxml@da.com”. Click Next.

5. Set the password for the new user. Mark “Password Never Expires” so that a 
password won’t disable the driver unexpectedly. Click Next.

6. Review the summary, and then click Finish.

7. In the Tree view, select Builtin, Administrator’s properties, Members, Add.

8. Select the full name of the user you created (Novell Dirxml). Click Add, 
click OK, and then click OK again.

9. Close the Active Directory Users and Computers window.

10. In the Administrative Tools window, select Domain Controller Security 
Policy.

11. In the tree view, expand Security Settings, Local Policies, User Rights 
Assignment.

12. Set Log On As a Service, Security, Add, Browse.

13. Select the user you created (Novell Dirxml). Click Add, OK, OK, and then 
OK again.

14. Close the Domain Controller Security Policy.

15. Reboot the system.

Step Five—Installing ConsoleOne. The installation of ConsoleOne will now 
automatically start. Proceed through the wizard to install ConsoleOne onto the 
DA-02 server:

1. Click Next on the welcome screen.

2. Read the licensing agreement and click I Accept.

3. Select any additional languages you want to install. Click Next.

4. Accept the default installation path and click Next.
w w w . n o v e l l . c o m / a p p n o t e s
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5. Accept the default set of components to install and click Next.

6. Accept the JInfoNet licensing agreement and click Next.

7. Click Finish on the summary page. ConsoleOne will now install on the 
server.

8. Click Close on the successful installation dialog box.

Step Six—Verifying that eDirectory Is Functioning. When ConsoleOne is 
completed, you need to verify that the tree is up and looks appropriate by 
performing the following steps:

1. Right-click the red N in the taskbar and select Login.

2. Enter user Admin and your password for eDirectory. Click Advanced and 
fill in the tree name, context of admin, and server, as shown in Figure 3.

Figure 3: Advanced options for the Novell client login window.

3. Click OK. This should log you into eDirectory.

4. Verify that you are logged into the tree as Admin by right-clicking the red N 
in the taskbar and selecting Connections. Verify that you have a resource for 
the tree and the server and the username of CN=Admin. The authentication 
state on the server should be Directory Services and the tree should be 
DA-TREE. Close the dialog box.

5. Now launch ConsoleOne and see whether the tree is visible and the Admin 
along with Server objects are present, as shown in Figure 4.
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Figure 4: Tree view with Admin user in ConsoleOne.

6. Create a shortcut on your server for c:\novell\nds\ndscons.exe. NDSConsole 
enables you to view the state of the eDirectory tree and the services running.

7. Launch NDSConsole and verify that at least ds.dlm and nldap.dlm are 
running. You now have an eDirectory tree running on your Windows 2000 
server.

Step Seven—Installing DirXML. Now that eDirectory is running, you need to 
install DirXML so that users can be synchronized between your Active Directory 
Domain and eDirectory. Install DirXML by performing the following steps:

1. Log onto the DA-02 Windows 2000 server as the Administrator and into 
eDirectory as the Admin.

2. Launch the DirXML 1.1a installation program, downloaded in the 
pre-installation procedures (nt\install.exe after extraction).

3. Click Next on the DirXML welcome screen.

4. Read the licensing agreement and click I Accept.

5. Choose to install DirXML Engine and Drivers and DirXML Management 
Utilities on the component installation page, shown in Figure 5. Click Next.
w w w . n o v e l l . c o m / a p p n o t e s
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Figure 5: Component options of the DirXML installation.

6. On the following component page, choose DirXML Engine and the 
appropriate core driver (DirXML Driver 2.0a for Active Directory). Proceed 
with the installation by clicking Next.

7. Verify that the tree is appropriate and enter, or browse to, the Admin user and 
password. Your Admin username is CN=admin.O=da. Click Next.

8. Choose ConsoleOne Snapins for DirXML, and DirXML Preconfigured 
Drivers for additional installation. Click Next.

9. Deselect all of the preconfigured drivers except the appropriate Active 
Directory driver. Click Next.

10. Click Finish on the summary dialog box.

The installation of DirXML will continue. First it will shut down eDirectory 
and then the installation will proceed. 

11. Click OK on the dialog box warning about the possible conflict with 
eDirectory and the LDAP system. (You fixed that when you installed 
eDirectory.)

When it is completed, eDirectory will be brought back up.

12. On the final dialog box, uncheck “Launch ConsoleOne DirXML 
Configuration Wizards” and click Close. You’ll be launching the 
configuration wizards at a different time.

You have now installed DirXML. The drivers need to be configured before 
synchronization will occur, so that’s the next step.
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Step Eight—Configuring DirXML Drivers. Now that eDirectory and DirXML 
have been installed on your DA-02 server, you need to configure your DirXML 
drivers and begin synchronization between your Active Directory Domain and 
eDirectory. Configure your DirXML drivers by doing the following:

1. Log in to the DA-02 server as the Administrator and eDirectory as the 
Admin.

2. Open a DOS box and execute the readDomainGUID.exe program. Make sure 
you run the tool from the c:\novell\nds directory. Cut and paste the GUID 
returned by the tool into a text file for later use.

3. Launch ConsoleOne.

4. You need to extend the eDirectory schema to accommodate the new Active 
Directory driver. This is accomplished by doing the following:

• Launch the schema import tool by selecting Wizards, NDS Import/Export 
from ConsoleOne.

• Select Import LDIF file; click Next.
• Browse to and select the AD-Driver-Schema.ldif file on your ZENworks 

floppy. Click Next.
• Enter “127.0.0.1” into the Server DNS Name/IP Address field and “388” 

into the Port field.
• Select Authenticated Login and enter your Admin User object and 

password in the fields. Remember to enter the LDAP version of the 
Admin username including the container (cn=admin,o=da). Click Next.

• Click Finish on the summary screen.
• You should get a scrolled output of the import. Verify that the total entries 

processed are three and that there were no errors.
• Click Close.

5. Create an Organizational Unit (OU) container in the directory under your da 
organizational container. Call this new OU DirXML. You’ll create all of the 
objects related to DirXML under this container.

6. If desired, create a user Organizational Unit container under DA.

7. Select the parent container (DA) of the new DirXML organizational unit, and 
then choose Wizards, Create a New Application Driver.

8. On the creation wizard, select “In a New Driver Set”. Click Next.

9. Enter a driver set name, such as ADDriverSet. Browse to and select the 
DirXML container for the context and the DA-02 server for the server field, 
as shown in Figure 6. Click Next.
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Figure 6: Application driver creation wizard for DirXML configuration.

10. The wizard will now create the objects for the driver set.

11. Select “Import Preconfigured Driver” and browse to and select 
AD-DRIVER.XML on your ZENworks floppy disk. Click Next.

Warning: The installation of DirXML places an ADDRIVER.XML file in the system. This 
will also come up on the list. Make sure you choose the new AD-DRIVER.XML 
file.

12. Now you must configure the driver parameters. They are all on the presented 
wizard page and are visible by using the scroll bar. See Table 1 for a list of 
fields and their description.
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Table 1: Application Driver Parameters for Configuring DirXML.

13. Click OK.

Field Description

Driver name Leave the name of the driver as the default.

Active Directory 
Account

Enter the domain administrator account you created (nov-
ellcirxml@da.com) and the passwords.

Authentication Pass-
word

Enter the password for the domain administrator account.

Retype the Password Re-enter the domain administrator account password.

DNS name of Domain 
Controller

Enter LDAP://<DNS name of DA-01> into the address of 
Active Directory Domain controller field. Do not enter an IP 
address. This would be “LDAP://da-01.da.com”.

Domain GUID Enter the GUID for the domain. You can cut and paste the 
GUID that you saved in a text file into this field.

Data Flow Leave this at the default of Bi-Directional.

Active Directory Base 
Container

Enter the base container in Active Directory. This is the 
container where you want users to be synchronized with 
eDirectory (for example, CN=Users,DC=da,DC=com).

eDirectory Base Con-
tainer

Enter the container where you want your users to be cre-
ated and synchronized with Active Directory (for example, 
users.da). You can browse for this container by clicking the 
Browse button. If you are going to mirror the Active Direc-
tory containers, this would be the top container in eDirec-
tory.

Publisher Placement Choose if you want flat or mirror. If you choose flat, all user 
objects coming from Active Directory are placed in the 
same container. If you choose mirror, the User objects and 
the containers are re-created in eDirectory.

Subscriber Placement Choose if you want flat or mirror. If you choose flat, all user 
objects coming from Active Directory are placed in the 
same container. If you choose mirror, the User objects and 
the containers are re-created in eDirectory.

Driver Polling Interval Enter the polling interval you desire. In the lab it should 
probably be around 1 minute, whereas in production you 
probably will want it around 15 minutes.

Use Secure Authentica-
tion

Leave this at the default of Yes.

Enable PasswordSync Leave this at the default of Yes.

Install Driver as 
Remote/Local

Set this to Local.

Remote Host Name and 
Port

Ignore and leave at the default setting.

Driver Password Ignore and leave blank.

Retype the password Ignore and leave blank.

Remote Password Ignore and leave blank.

Retype the password Ignore and leave blank.
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14. Click Yes to set the security equivalences of the driver.

15. Click the Add button. Browse to the admin.da user and add it to the list. 
Click OK.

16. Click Yes on the “Novell Recommends You Identify All Objects that 
Represent Administrative Roles” dialog box.

17. Click the Add button and browse to and select all users who are 
administrators of eDirectory. This will prevent them from being created in 
the Active Directory domain and synchronized. Click OK.

18. Click Finish on the summary page to complete the wizard.

Before you can get the DirXML driver running, you need to install the Password 
Synchronization software, as described next.

Step Nine—Installing Password Synchronization. Once you have installed 
eDirectory and DirXML, you need to install Password Synchronization. This 
enables the User objects that you create in Active Directory, which are 
automatically created in DirXML, to have the same password as their 
corresponding user in Active Directory. This is necessary to allow for single-login 
to both Active Directory and eDirectory when your users log in to their 
workstations.

You should be aware that password synchronization requires that the platform- 
specific password policies not be in conflict with each other. Password policies 
that are in conflict will prevent successful password synchronization. For 
example, if eDirectory passwords are required to be at least eight characters, 
whereas Windows passwords have no length requirements, users could create 
shorter Windows passwords that wouldn’t be accepted by eDirectory. In this case, 
the passwords will not be synchronized. Password synchronization does not 
override platform policies.

DirXML allows you to generate an initial password for an account based on the 
account’s attributes or other information available through Java services. For 
instance, you can generate a password based on a user’s surname plus a four-digit 
number. Generating an initial password requires driver customization, but is a 
great way to manage passwords when provisioning an account through your 
existing HR toolset.

ConsoleOne lets you set an initial password when creating a user account by 
marking the Assign NDS Password check box and then selecting the Prompt 
During Creation radio button. In this case, ConsoleOne sets the password before 
an account is associated in NT or Active Directory accounts, thus preventing the 
initial password from being synchronized. Passwords are synchronized only after 
the first password changes.
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To avoid this delay, you can use one of the following methods:

• Unmark “Assign NDS Password” during user creation and assign the 
password later. A brief delay will allow account associations to be completed.

• Select “Prompt User on First Login” so that password setting is delayed until 
the account is actually used.

Microsoft Management Console lets you set an initial password on a user account 
simply by typing the password at account creation. The password is set before 
password synchronization can associate an eDirectory account with the Active 
Directory account, so the password synchronization service cannot update the 
eDirectory account immediately. However, the service will retry the password 
update and the account will be properly updated within several minutes.

Install password synchronization on your servers by performing the following 
steps:

1. Log in to DA-02 as the Administrator and in to eDirectory as the Admin. 
Ensure that ConsoleOne is closed.

2. Launch the installation of password sync that you downloaded from the 
Novell Web site.

3. Click Next on the welcome screen.

4. Read the license and click Yes to accept.

5. Select both the Password Synchronization Service and PasswordSync 
Snap-in for ConsoleOne on the component menu. Click Next.

6. Click Next on the review settings page. The installation will now copy the 
files to your DA-02 server.

7. On the Setup dialog box, select the DA domain and browse to the ADDriver 
object (ADDriver.ADDriverSet.DirXML.da) in eDirectory. Click OK.

8. Leave the object name as the default. For the Context, verify that it is the 
DirXML container that you have created. Click OK.

9. When asked to give the password sync object rights, select the container 
where your User objects, synchronized from Active Directory, are expected 
to reside. Make sure you give these rights for every container of users that 
you are synchronizing. Click OK.

10. When prompted to put filters on each Domain Controller, click Yes.

11. You will be given a list of Domain Controllers. Select DA-01 and click Add 
(as shown in Figure 7).
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Figure 7: Password Synchronization Add Filters dialog box.

Note: Adding the DA-01 domain controller will cause DA-01 to be rebooted.

12. Wait until DA-01 has rebooted and the dialog box shows DA-01 status of 
Running.

13. Click Close.

14. Click Finish.

15. Follow the instructions in TID #2962702 that you downloaded. This will 
apply the update of password synchronization that you downloaded. Don’t 
forget to reboot both DA-01 and DA-02 after applying the update.

Step Ten—Finalizing Configuration for DirXML Drivers. Now that you have 
installed and configured both the DirXML drivers and the PasswordSync driver, 
you need to finalize the configuration to make these drivers start automatically 
and function properly. This can be achieved by following these steps:

1. Log in to DA-02 as the Administrator and to eDirectory as the Admin.

2. Launch ConsoleOne.

3. Select the ADDriverSet object under the DirXML container in ConsoleOne 
and right-click to select Properties.

4. Select the DirXML, Drivers tab.
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5. Select the ADDriver in the list and click the Start button. Verify that the 
driver has started by watching the status field change to Running.

6. Click the Properties button.

7. Select the Startup Option tab and change the startup to automatic.

8. Click Apply.

9. Click Close.

10. Open NDSCONS.EXE and verify that the dirxml.dlm is running.

Step Eleven—Verifying eDirectory, DirXML, and Password 
Synchronization. You now need to verify that your eDirectory, DirXML, and 
password synchroni- zation are working properly in your environment. One way 
to do this is to create a few users in Active Directory and see whether they are 
automatically created in eDirectory with the proper passwords.

1. Log in to DA-01 as the Administrator of the AD Domain.

2. Launch the Active Directory administration tool and create a test user in 
Active Directory (for example, TestUser1@da.com). 

3. Log in to DA-02 as the Administrator of the domain and as Admin in 
eDirectory.

4. Open ConsoleOne and verify that TestUser1 has been created in the 
administered container. Remember that you might have to wait for a 
synchronization cycle to complete before the user will appear in eDirectory.

5. Log in to eDirectory as that user and verify that the password is the same as 
was given in Active Directory and that you successfully authenticated to 
eDirectory. Remember that it might take another synchronization cycle 
before the password is updated.

6. For completeness, you can now create a user in eDirectory, using 
ConsoleOne as Admin, and verify that the user is now in the domain. Log in 
to the domain as that user with the password you specified in eDirectory. 
Don’t forget to log in to the directory as Admin.

Note: The default synchronization rules will not create an Active Directory user until 
the full name attribute field is populated in eDirectory. This can be done in the 
properties of the User object, under the General tab.

Now that eDirectory, DirXML, and password synchronization are working and 
users are being synchronized, you can proceed to activate your DirXML licenses 
and then install ZENworks.

Step Twelve—Getting a License for DirXML Drivers. Now that you have 
DirXML and password synchronization working, you need to receive an activator 
license to properly license DirXML and the drivers. This can be done with the 
following steps:
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1. Log in to DA-02 as the Administrator of the domain and as Admin in 
eDirectory.

2. Launch ConsoleOne. Browse to and select the DirXML container.

3. Select Wizards, Create a DirXML Activation Request.

4. On the welcome screen, browse to and select the DirXML driver set 
(ADDriverSet.DirXML.da).

5. Click Next.

6. Enter your Novell customer ID. Click Next.

7. Insert your ZENworks floppy disk and store the activator request onto the 
floppy disk.

8. Click Next.

9. Click Finish to exit the activator wizard.

10. On a machine that has Internet access, launch your browser and go to the 
Novell activator Web site (http://www.novell.com/activator).

11. Log in to the Web site with your Novell profile username and password.

12. Click the Browse button on the Web page and browse to and select the 
REQUEST.REQ file on the ZENworks floppy disk.

13. Click Submit at the bottom of the page.

14. On the Novell Product Activator page, select DirXML Password 
Synchronization and click Submit. This will generate an activator license for 
your DirXML 1.1a engine, the Active Directory driver, and the Password 
Synchronization driver.

15. You will receive an e-mail with an attached Activation Credential file 
(<bunch of numbers>.act). Save this file onto your ZENworks floppy disk.

16. Go back to DA-02 and log in as Administrator of the domain and as Admin 
in eDirectory.

17. Launch ConsoleOne. Browse to and select the DirXML container.

18. Select Wizards, Install a DirXML_Activation.

19. On the welcome screen, browse to and select the DirXML driver set 
(ADDriverSet.DirXML.da).

20. Click Next.

21. Insert the ZENworks floppy disk into DA-02.

22. In the “Specify a File ...” field, browse to and select the .ACT file that you 
saved on your ZENworks floppy disk. Click Open.

23. Click Next.
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24. On the conclusion page, click View to verify that the activation file installed 
is considered valid.

25. Click Cancel.

26. Click Finish.

You have now completed the installation and activation of eDirectory, DirXML, 
and password synchronization on your server. Now it is time to install ZENworks 
on the system.

Step Thirteen—Installing ZENworks for Desktops Server. You are now 
prepared to install ZENworks for Desktops into your pure Windows environment. 
This section describes how to install all components of ZENworks for Desktops, 
although only a small portion is needed based on your desires. ZENworks for 
Desktops can be broken into five main categories: Policy Management, 
Application Management, Imaging, Inventory, and Remote Control. 

You can also choose for your environment to have Workstation objects in your 
eDirectory tree. This can impact whether certain features are available. See the 
ZENworks for Desktop documentation for more information regarding these 
features (http://www.novell.com/documentation).

Now, you will install the ZENworks for Desktops server onto DA-02, where 
eDirectory is located. Follow these steps:

1. Log in to DA-02 as Administrator of the domain and Admin for eDirectory.

2. Insert the ZENworks for Desktops program CD.

3. Choose English.

4. Choose New Installation.

5. Choose Install ZfD Server. The installation wizard starts.

6. Read the welcome page. Click Next.

7. Read the license agreement. Choose Accept and then click Next.

8. Click Next on the information page.

9. Browse and select your eDirectory tree you installed on DA-02 (DA-TREE). 
Make sure the Extend Schema option is checked. Click Next.

10. Select all of the components of ZENworks for Desktops that you desire. 
Click Next.

11. Click Add Server and add DA-02-NDS to the server list. Select all of the 
appropriate components to install on this server, as shown in Figure 8.
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Figure 8: ZENworks for Desktops Server component installation options.

12. Click Next.

13. Click Next on the Database file installation path to accept the defaults.

14. Select Configure Standalone for Inventory. The container should be the same 
as where your server is located (servers.da). Click Next.

15. Click Next on the XML Proxy Configuration page to accept the defaults.

16. Click Next on the Remote Management File installation paths to accept the 
defaults.

17. Click Finish in the summary dialog box.

18. The schema will now be extended in eDirectory. Click OK on the Schema 
Extended Successfully dialog box.

19. A dialog box, similar to the one in Figure 9, pops up. It warns you about 
certain ZfD processes and services that cannot be running. Because this is the 
first time you have installed ZfD, none should be running. Make sure that 
you have closed ConsoleOne. Click OK.
J u n e  2 0 0 3

25



A
pp

N
ot

es
Figure 9: The Stop Services warning dialog box lists the services that must be shut down 
prior to completing the installation.

20. The ZENworks for Desktop software and services will now begin to install 
on DA-02.

21. Click OK on the Please Reboot dialog box.

22. Click No on the View Log Files dialog box.

23. Reboot server DA-02 to complete the installation. When DA-02 comes back 
up, additional installation processes will be activated and completed.

Step Fourteen: Installing ZENworks for Desktops Middle Tier. Now you need 
to install the ZENworks for Desktop Middle Tier, if you delivered your 
ZENworks for Desktop features through the browser and over the Internet. You 
will install ZENworks for Desktops middle-tier server on DA-01, where Internet 
Information Server (IIS) is present. You need to be aware that the installation of 
the Middle Tier requires the Novell client already be installed on the server that 
runs the installation; therefore, you will install the Middle Tier onto DA-01 from 
DA-02 where the client is already running with eDirectory.

Install the ZENworks Middle Tier by performing the following steps:

1. Log in to DA-02 as Admin of eDirectory and Administrator of the domain.

2. Insert the ZENworks for Desktop Program CD.

3. Choose English.

4. Choose New Installation.
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5. Choose Install ZfD Middle-Tier Server. The installation wizard launches.

6. On the welcome screen, click Next.

7. Read the licenses, and then choose to accept them. Click Next.

8. On the information screen, click Next.

9. On the Select Middle Tier Server screen, choose Add Server.

10. On the Add Server dialog box, choose DA-02. Then click OK.

11. Back on the Select Middle Tier Server screen, shown in Figure 10, enter the 
following into the sections devoted to ZfD Middle Tier Server on Windows 
2000:

• Administrator login name (administrator@da.com) in the Domain 
Username field.

• The Administrator password in the Password and Confirm Password 
fields.

Figure 10: Entering the primary eDirectory tree information during the Middle Tier Server Installation 
process.
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12. In the section on Primary eDirectory Tree Information, shown in Figure 10, 
enter the following:

• DNS/IP—Enter the address or DNS name of DA-02
• Users context—Enter the context of the eDirectory tree that contains the 

User objects that will use this Middle Tier
• Admin username—Enter the administrator’s User object (for example, 

admin.da) and password

13. Click Next.

14. Click Finish on the summary screen.

15. The ZENworks Middle Tier system will now install.

16. Click OK on the Please Reboot dialog box.

17. Click No to not view the log files of the installation.

18. Reboot DA-02 to complete the installation.

Step Fifteen: Installing ODBC Drivers. Now if you installed inventory onto the 
ZENworks for Desktops server, you need to be able to run reports and queries 
against this database. To do this, you must install the ODBC driver for the Sybase 
database. This can be accomplished by doing the following:

1. Log in to DA-02 as Admin of eDirectory and Administrator of the domain.

2. Insert the ZENworks for Desktop Companion CD.

3. Open the ODBC container on the CD.

4. Follow the instructions in the README.TXT file on the CD to set up the 
address of the Sybase and verify that you can make a connection.

Step Sixteen: Installing the ZENworks Management Agents. Now you have a 
ZENworks for Desktops system running in a Windows-only environment. The 
next step is to install the ZENworks management agents onto your workstations 
and begin to use the ZENworks features to manage those devices.

The full agents may be installed on a workstation by running the SETUP.EXE 
found in \\DA-02\novell\public\zenworks. The Application Viewer agent is 
automatically installed when the user first goes to the MYAPPS.HTML page on 
the ZENworks server (http://DA-02.da.com/myapps.html).

If you want to have the Web page install the full agents (approximately 8.5 MB), 
copy the SETUP.EXE file to the \\da-02\inetpub\wwwroot directory and replace 
this line in the MYAPPS.HTML:

document.write("codebase=\"http://da-02.da.com:80/ZfdWebSw.exe\"");

with the following line:

document.write("codebase=\"http://da-02.da.com:80/setup.exe\"");
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Conclusion

Now that you have completed the installation of ZENworks for Desktops in a pure 
Windows environment, you can configure and use the features of ZENworks for 
Desktops in your system. You can also install other ZENworks family products 
onto this same ZENworks server and have them work in your Windows-only 
environment. For more information, review the administrator guide found at 
http://www.novell.com/documentation/lg/zdpr/index.html.

For updates and additional information, refer to the following Web sites:

• http://www.novell.com/zenworks

• http://www.novell.com/coolsolutions/zenworks

• http://www.novell.com/dirxml

• http://www.novell.com/documentation

Copyright © 2003 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
their respective companies or distributors.
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One of the most difficult tasks enterprise network administrators must face is how 
to manage the numerous servers on their network. This AppNote discusses the 
powerful tools and services included with ZENworks for Servers 3 that help you 
manage your network servers.

This AppNote is excerpted from the new book entitled Novell’s ZENworks for 
Servers 3 Administrator’s Handbook (Novell Press, ISBN 0-7897-2986-5). To 
order this and other Novell Press books, visit http://www.novellpress.com.
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Introduction

One of the most difficult tasks enterprise network administrators must face is how 
to manage the numerous servers on their network. This AppNote discusses the 
powerful tools and services included with ZENworks for Servers 3 that help you 
manage your network servers.

Using ZENworks for Servers 3 SNMP Agents to Manage Servers

ZENworks for Servers 3 has several management agents that enable you to 
configure, monitor, and manage servers from a single console interface.

Understanding SNMP-based Server Management
One of the biggest advantages in using ZENworks for Servers 3 to manage your 
servers is that its server management agents support the industry standard Simple 
Network Management Protocol (SNMP). These ZENworks for Servers 3 server 
management agents also support the UDP/IP, IPX, and NCP implementations for 
packet sending. Therefore, any SNMP console or manager can request 
information from them.

The ZENworks for Servers 3 server management agents run on both NetWare and 
Windows NT/2000 Servers in your network. These agents continuously monitor 
the servers and collect dynamic data in response to requests from the management 
console.

ZENworks for Servers 3 uses several different management agents to manage 
servers.

• Monitoring. The server monitoring agents provide instant information about 
the current state of the monitored elements of the server, including CPU 
utilization, memory size, available cache buffers, connected users, volumes, 
disks, disk space usage per user, network adapters, available print queues, 
current print jobs, and NLMs loaded on the server.

• Trending. The server trend agents provide historical data about various server 
objects and can be displayed in a graphical diagram on the ZENworks for 
Servers 3 management console. The trend data is stored on the managed 
server, which eliminates the need for extra LAN traffic to poll the SNMP 
Agent Manager.

• Alarm notification. The server alarm notification agents monitor for 
predefined alarms or events and then notify the ZENworks for Servers 3 
management system (or any SNMP management console). Currently, 
ZENworks for Servers 3 agents monitor more than 580 different types of 

Tools none

Sample Code no
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alarms or events. Any Windows NT/2000 system, security, or application 
event is converted to an SNMP trap and sent to the management system as 
well.

• Configuration management. The server configuration management agents for 
NetWare servers enable you to remotely view and modify the NetWare 
server's configuration from the management console. The configuration 
management agent enables you to modify 187 SET parameters on the 
NetWare server to tune performance.

Note: The ZENworks for Servers 3 SNMP agents must be installed on every server you 
want to manage.

ZENworks for Servers 3 Management Views
The ZENworks for Servers 3 management agents provide information to the 
administrator’s management console through the use of server management 
views. You can access the following three main types of server management 
views by selecting a server or network node from the ZENworks for Servers 3 
namespace in ConsoleOne:

• Console view. Provides details about the selected server or node. You can 
also drill down into the server configuration to display information about the 
internal component of the server[md]for example, operating system version, 
installed devices, and memory.

• Summary view. Provides details about the server’s current performance—for 
example, alarms generated by the server, CPU utilization, and available disk 
space. Once again, you can drill down into the server configuration and view 
summary information about its components—for example, processor, running 
threads, memory, and NetWare volumes.

• Trend view. Provides a graphical representation of the trend parameters set 
up for the server. This enables you to monitor server’s state trends over 
specific periods of time. Then, using this trend data, you can track the server’s 
general health status and predict potential problems and needs for growth.

Planning Server Management

Now that you understand the ZENworks for Servers 3 management agents and the 
console interface used to monitor your server’s state, you need to do a little 
planning to get the most out of the data that ZENworks for Servers 3 provides.

This section discusses how to use the data you obtain from the ZENworks for 
Servers 3 console views to create a baseline document. You then find out how to 
use that baseline document to monitor, troubleshoot, and optimize your servers.

Creating a Server Baseline Document
You should create a baseline document that defines the normal activity and usage 
of your network servers. This document is later used to identify atypical 
performance or problems on your servers.
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You can create a baseline document either from data out of the Trend view or 
from a server health report. The following elements are vital for every baseline 
document:

• CPU utilization. The CPU utilization statistic indicates how busy the 
processor is on the server. High CPU utilization greatly impacts the server’s 
performance. CPU utilization rises and falls with user and network activity 
throughout each day. CPU utilization, for example, is usually high first thing 
in the morning when all the users are logging on to the server and reading 
email, or on Friday when large weekend reports are being run. You should 
create a daily, weekly, and monthly graph for your baseline document, if 
necessary, to map out an expected CPU utilization pattern.

• Cache buffers. Cache buffers represent the amount of server memory usable 
for processes. The availability of cache buffers greatly impacts the server’s 
performance. Once again, the available cache buffers rise and fall during the 
day based on users and application usage. You should typically have between 
65-70% of your cache buffers available to applications. Create a daily graph 
for your baseline document showing the typical trend of cache buffers on your 
server.

• File reads and writes. The file reads and writes by the server should also be 
graphed into a baseline document. This helps you determine whether a server 
is performing a high or low number of file I/Os.

• Volume utilization. You should also create a graph showing typical volume 
usage as users create and delete files. This is useful in determining when you 
must add storage space to a volume.

• Running software. Another useful parameter to add to a baseline document is 
the software running on the server. This helps you in network planning and 
troubleshooting software issues.

Using a Server Baseline Document
After you create a baseline document, you should keep it available and up to date. 
The following sections describe situations in which the baseline document can be 
useful.

Setting Alarm Thresholds. The most useful function of a baseline document is 
its capability to help you understand what thresholds to set for servers monitored 
by management agents. You can use the baseline document statistics to set alarm 
threshold values that alert you when normal server usage is being surpassed—for 
example, the server starts running out of memory or disk space.

Tracking Server Utilization. Another useful function of a baseline document is 
to help you track server utilization. You can use the current and past data to 
evaluate the server’s usage trends and understand needed configuration changes. 
You can, for example, use the baseline document to predict a volume running out 
of disk space, available cache buffers insufficient for running software, and so 
forth.
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Server Troubleshooting. The final function of a baseline document is to aid you 
in troubleshooting your servers. Using the typical data in the baseline document, 
you can recognize atypical behavior of your servers, which will help you isolate 
the problem. For example, suppose that a server is running out of memory. You 
compare the baseline document to the server’s current state and notice that the 
only difference is that a new application is running on the server. The first step in 
troubleshooting is to remove the application.

Displaying Server Configuration Information. Using the ZENworks for Servers 
3 namespace in ConsoleOne, you can display and view critical configuration 
information about your servers. You can then use this information to manage and 
control the servers on your managed network. The following is a list of the 
configuration information components and information that you can retrieve 
about your managed servers through the ZENworks for Servers 3 namespace:

• Processors. Processor number, type, speed, bus, and utilization

• LAN adapters. Driver name, adapter number, MAC address, and usage

• Disk adapters. Drive number and type

• Storage devices. Drive number, vendor name, partition types, size, ID, 
redirection information, and fault tolerance

• OS kernel threads. Thread name, parent NLM, execution time, state, stack 
size, and affinity

• OS kernel interrupts. Interrupt name, number, number of occurrences, 
execution time, type, processor, service routines, and spurious interrupts

• OS kernel memory. Memory type, size, maximum size, and usage

• OS kernel address spaces. Space name, number of NLMs loaded, mapped 
pages, restarted bits, memory, and block usage

• Network interfaces. Protocol name, board name, board number, packets out, 
packets in, address, and descriptions

• Network connections. Connection number, username, client address, state, 
privileges, connection time, bytes read/written, NCP requests, open files, and 
locked files

• Users. Username, disk usage, last login time, account and password status, 
real name, and bad logins

• Installed software. Application name, type, and date installed

• NetWare Loadable Modules (NLMs). Filename, version, release date, memory 
usage, description, copyright, and resource tag information

• File services. Volume name, segment number, segment index, logical ID, 
physical ID, size, fault tolerance, and disk name
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• RMON services. Agent name and version, IP and/or IPX address, number of 
interfaces, current status, agent type, resources, owners, and indexes

To access the server configuration from within the ZENworks for Servers 3 
namespace in ConsoleOne follow these steps:

1. Locate the Server object about which you want to display configuration 
information.

2. Click the + sign next to the Server object to expand the view. The view 
should expand to reveal the configuration devices, operating system, and 
services configuration data groups.

3. Click the + sign next to each of the data groups and data elements to reveal 
data about each configuration component, as shown in Figure 1.

Figure 1: Server configuration groups and components located in the ZENworks for 
Servers 3 namespace in ConsoleOne.

Showing Server Summary Data
Displaying the configuration data for each individual component gives you a lot 
of extremely detailed and useful information. At times, however, you may want to 
take only a quick look at a server's configuration information. For this reason, 
ZENworks for Servers 3 also enables you to display a quick summary view of the 
most vital information about the managed server.

ZENworks for Servers 3 uses a series of SNMP GET requests to the ZENworks 
for Servers 3 management agents to create a quick collection of summary data. 
That summary data is dynamically updated by ZENworks for Servers 3 as it 
continuously polls the server.
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To access the summary information about a server, right-click the Server object 
and then select Views > Summary from the pop-up menu. A screen similar to the 
one in Figure 2 appears.

Figure 2: Server summary of a NetWare server, located in the ZENworks for Servers 3 
namespace in ConsoleOne.

This summary screen shows the following information about the managed server:

• Server Type. Tells you whether it is a NetWare server or an NT/2000 Server

• Server Name. Lets you know for which server you are viewing the summary

• Server Tree. Useful when troubleshooting eDirectory/NDS issues

• Description. Tells you the server type, version, and revisions. This is useful in 
determining whether a support pack has been applied to the server

• Location. If a Location field is set up for the server in the management 
database, that location shows up here. This is essential if you have a WAN 
with numerous servers located in several different buildings, cities, or 
countries.

• Contact. Useful for finding the person responsible for the server, because 
most enterprise networks are partitioned and administered by several different 
people

• IP Address. Gives you the IP address and subnet mask for the server

• IPX Address. Gives you the IPX address and network number for the server
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• Total RAM. Indicates total RAM installed, which is useful in troubleshooting 
server problems

• Up Time. Knowing the server’s up time is very useful for things such as 
identifying when the server was last serviced, whether the server has been 
down recently, or whether the server has experienced critical problems and 
reset itself.

• Date/Time. The current time that the server thinks it is. This is helpful if you 
are having any issues involving time synchronization in eDirectory.

• Service Summary. Lists the services that are currently available on the server. 
This can be helpful if you are browsing servers to find a candidate to take on 
extra services.

• Logged in Users. Gives you the number of users currently logged in to the 
server

• Open Files. Gives you the number of files that are currently open on the server

• Server Status. If for any reason the server cannot be contacted, the most recent 
summary data is collected and the server shows up as being down.

• Managed Events. All events that are monitored by ZENworks for Servers 3 
and that occur on the server are listed. This list can be extremely useful in 
understanding the current state of a server, because alarms are also listed.

• CPU Utilization. Displays a speedometer of the current percentage of 
utilization of the server’s CPU.

• Volume Data. Displays the mount status and free and used space on the 
server’s volumes.

• Cache Activity. Displays a graph showing the history of the server’s cache 
memory in terms of cache hits and percentage of free cache buffers.

Note: ZENworks for Servers 3 also enables you to display similar summary data for 
processors, LAN adapters, disk adapters, storage devices, threads, interrupts, 
memory, address spaces, interfaces, connections, users, installed software, 
NLMs, and volumes.

Viewing Trend Data
Trend data is another important aspect of your servers that ZENworks for Servers 
3 enables you to view and monitor. ZENworks for Servers 3 is continuously 
gathering data about the trends in CPU usage, memory usage, and network traffic 
from the managed server as it is operating.

You can view the trend data from the management console in terms of current 
data or historically by day, week, month, or year. That trend data can be extremely 
useful in troubleshooting network and server issues, as well as understanding the 
current workload on the server.
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You should monitor the trend data to help with decisions on setting trend alarm 
thresholds, determining peak usage of the server, balancing server loads, and 
allocating new resources. To view the trend data from the management console, 
right-click the server you want to monitor and select Views > Trend from the 
pop-up menu; a screen similar to the one in Figure 3 should appear.

Figure 3: Trend Data view of a NetWare server, located in the ZENworks for Servers 3 
namespace in ConsoleOne.

ZENworks for Servers 3 enables you to customize the Trend Data view to give 
you the data’s maximum use. The following sections describe how to customize 
the Trend Data view by displaying the legend, modifying time spans, displaying 
grid lines, stacking/unstacking graphs, and modifying the Trend view profile.

Displaying the Legend. You must display a legend to understand the Trend Data 
view shown in Figure 3 and use it to understand the server’s current status. The 
legend is simply a window that relates the trend data parameters used in the Trend 
Data view with its color of line shown on the graph. Viewing the legend helps you 
understand what trends are being displayed on the server so that the graph makes 
sense.

To view the Trend Data view legend, click the Legend icon in the Trend Data 
view toolbar (refer to Figure 3). A pane similar to the one in Figure 4 appears.
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Figure 4: Legend window for the Trend Data view in ConsoleOne.

Modifying Time Spans. After you view the legend and understand what 
parameters the graph is showing you, you can modify the time spans for the trend 
data to best understand how the server is doing. You can modify the time span by 
clicking the down arrow on the toolbar of the Trend Data view and selecting one 
of the following time spans:

• 1 Hour. Use the 1 Hour time span to show you the server’s current status. At 
9:00 a.m., for example, you may want to view the 1 Hour span to see how the 
server is doing during the morning login.

• 1 Day. Use the 1 Day time span to see how the server did over the past 24 
hours. This can be useful to see how the server performed over a workday, or 
overnight while reports and backups were running.

• 1 Week. Use the 1 Week time span to monitor your servers week to week. 
This is the most commonly used time span to judge a server's overall usage 
and performance.

• 1 Month. Use the 1 Month time span to monitor the long-term performance of 
your server. This can be helpful in determining increased workload trends.

• 1 Year. Use the 1 Year time span to compare the usage of your servers over 
the past year. This can help you determine where more servers are needed or 
where you can reallocate users.

Displaying Grid Lines. Another task you can perform in the Trend Data view is 
to display horizontal and vertical grid lines. The grid lines make the graphs easier 
to read. You can turn on and off the horizontal grid lines by clicking the 
Horizontal Grid button on the Trend Data view toolbar. Conversely, you can turn 
on and off the vertical grid lines by clicking the Vertical Grid button on the Trend 
Data view toolbar.

Stacking and Unstaking Graphs. One of the most useful ways to customize your 
Trend Data view is to stack and unstack the graphs. Stacking the graphs means 
that they are all overlaid on top of each other on a single graph with several lines 
for all parameters. Unstacking the graphs makes several different graphs, each 
with its own line for a single parameter, as shown in Figure 5. (Figure 3 shows 
what a graph would look like stacked.)
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Figure 5: Unstacked Trend Data view of a NetWare server, located in the ZENworks for 
Servers 3 namespace in ConsoleOne.

To stack the graphs on top of each other, click the Stack Chart button on the Trend 
Data view toolbar. To unstack the graphs, click the Strip Chart button on the 
Trend Data view toolbar.

Modifying the Trend Data View Profile. The biggest way to modify the Trend 
Data view is to modify the Trend Data view profile. The Trend Data view profile 
is basically the set of parameters that are displayed on the Trend Data view graph. 
You should modify the Trend Data view profile to best fit your servers and your 
environment. Follow these steps to modify the Trend Data view profile:

1. Click the Profile button on the Trend Data view toolbar. A window similar to 
the one in Figure 6 appears.
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Figure 6: Trend Data view profile settings window for the Trend Data view in 
ConsoleOne.

2. Edit the profile by clicking the parameters to either select or deselect them. 
Use the <Shift>+click and <Ctrl>+click methods to select multiple 
parameters.

3. Click OK to apply the setting; the Trend Data view should be updated.

Managing Trend Samplings
Now that you understand how to view the trend data, you need to know how to 
manage the way that the data is collected. ZENworks for Servers 3 enables you to 
modify the trend data sampling rates and thresholds used to collect the data. The 
following sections discuss how to use the management console to customize trend 
sampling to fit your network.

Modifying Trend Samplings and Intervals. The first step in managing trend 
sampling is to set the sampling and interval rates for trend parameters. Setting the 
sampling rate effectively determines the duration for which data from a particular 
parameter is collected by specifying the number of samples to take. Setting the 
interval rate determines how often data is collected from a particular parameter. 
Follow these steps to set the sampling and intervals for trend data parameters:

1. Right-click the Server object and select Properties from the pop-up menu.

2. Select the Trend tab, as shown in Figure 7.
J u n e  2 0 0 3

41



A
pp

N
ot

es
Figure 7: Trend tab for a managed server object in ConsoleOne.

3. Select the trend parameter you want to modify and click the Edit button. An 
Edit Trend dialog box appears.

4. From the State drop-down list in the Edit Trend dialog box, shown in Figure 
8, select Enabled to enable trend sampling for the parameter.

Figure 8: Edit Trend dialog box for trend data parameters in ConsoleOne.
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5. Modify the time interval by selecting a value from the Frequency drop-down 
list. Values are from five minutes to one day.

6. Specify the duration of time for which to collect samples by entering a value 
in the Number of samples field.

7. Click the OK button and the parameter is modified.

Modifying Threshold Alarm Settings. After you set the sampling and interval 
rates for the trend data parameter, you need to set the threshold alarm settings for 
the parameter. Modifying the threshold alarm settings for a particular parameter 
controls the range at which the parameter can operate before triggering an alarm. 
It also controls the scope of the graph in the Trend Data view. Follow these steps 
to modify the threshold alarm setting for a trend data parameter:

1. Follow Steps 1-3 from the preceding section.

2. From the Edit Trend dialog box, shown in Figure 8, select Enabled in the 
Alarm section to enable trend sampling for the parameter.

3. Set the Rising Threshold to a value that reflects a safe amount for the 
parameter.

4. Set the Falling Threshold to a value that reflects an unhealthy state for the 
parameter.

5. Click the OK button and the parameter is modified.

Note: An alarm is sent the first time the rising threshold is surpassed, and if the 
parameter never dips back below the falling threshold, an alarm is not re-sent. In 
other words, for an alarm to be sent again after it has already been sent once, 
the parameter has to dip down below the falling threshold and then surpass the 
rising threshold again.

Configuring Server parameters
Another server management innovation that ZENworks for Servers 3 provides is 
the capability to modify server parameters without being at the server itself or 
having a remote management session open to it. ZENworks for Servers 3 enables 
you to modify the managed server’s eDirectory object to make changes to its 
parameters. Follow these steps to modify server parameters from within 
ConsoleOne:

1. Select the Operating System resource under the NetWare Server object in the 
atlas namespace.

2. Right-click the Operating System resource and select Properties from the 
pop-up menu.

3. Select the Set Parameters tab.

4. Click the down arrow and select the category of set parameters you want to 
change from the drop-down list, as shown in Figure 9.
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Figure 9: Set Parameters tab for Server objects in the atlas namespace in ConsoleOne.

5. Select the specific parameter you want to modify, and then click the Edit 
button.

6. From the Edit Parameters dialog box, shown in Figure 10, enter the new 
value for the parameter into the field. (The field type changes based on the 
parameter selected.)

Figure 10: Set Parameters tab for Server objects in the atlas namespace in ConsoleOne.
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7. Indicate when you want the change to occur by selecting one of the following 
times: “Now, Until Reboot” (the change disappears after the server is 
rebooted), “Only After Reboot” (the change does not take effect until the 
server is rebooted), or “Now, and After Reboot” (the change is made 
immediately and permanently).

8. Click the OK button and the change to the parameter is made according to 
the criteria you selected.

Note: The preceding steps are a way to manually change set parameters on a 
server-by-server basis. If you want to do this on more than one server at a time 
throughout your network, you would use the Server Policy Package—Set 
Parameters policy in the policies piece of ZENworks for Servers 3.

Executing Server Commands

Another server management innovation that ZENworks for Servers 3 provides is 
the capability to execute server commands without being at the server itself or 
having a remote management session open to it.

Earlier in this AppNote, you learned how to navigate the Server object portion of 
the ZENworks for Servers 3 namespace to view configuration data. You can also 
use the server level of the ZENworks for Servers 3 namespace to execute server 
commands at the server level or below.

ZENworks for Servers 3 enables you to execute the following server commands 
from the ZENworks for Servers 3 namespace area in ConsoleOne:

• Loading and unloading NLMs. You can load or unload an NLM by 
right-clicking the NLM object in the ZENworks for Servers 3 namespace and 
selecting Load or Unload from the Actions menu.

• Mounting and dismounting volumes. You can mount or dismount a volume by 
right-clicking the volume object in the ZENworks for Servers 3 namespace 
and selecting Mount or Dismount from the Actions menu.

• Clearing a server connection. You can clear a server connection by 
right-clicking the connection in the ZENworks for Servers namespace (Server 
> Operating System > Network > Connections) and selecting “Clear 
Connection” from the Actions menu.

• Restarting a server. You can restart a server by right-clicking the server 
object in the ZENworks for Servers 3 namespace and selecting Restart Server 
from the Actions menu.

• Shutting down a server. You can shut down a server by right-clicking the 
server object in the ZENworks for Servers 3 namespace and selecting “Down 
Server” from the Actions menu.
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Managing Remote Servers

Managing servers remotely has become an industry standard as companies have 
increased the number of servers, which requires large data centers. ZENworks for 
Servers 3 greatly enhances the capability to remotely manage servers through the 
addition of applications that enable you to remotely take control of the server. The 
following sections describe how to use the ZENworks for Servers 3 management 
console to remotely manage a server.

Managing Remote NetWare Servers
ZENworks for Servers 3 includes the capability to use the RCONSOLEJ utility 
provided with NetWare to remotely manage a server from the management 
console. This enables you to manage NetWare servers based on your role in the 
organization and tasks assigned to you.

You can use the ZENworks for Servers 3 remote management capability to 
perform the following role-based remote management tasks on a managed 
NetWare server:

• Console commands. Remotely execute console commands as if you were at 
the server. You may, for example, want to execute a command to start or stop 
an eDirectory trace.

• Scan directories. Scan directories looking for installed software, data files, or 
file locations.

• Edit text files. Edit text files on both NetWare and DOS partitions to modify 
scripts or other files.

• Transfer files. Send files to the server to update an application or data. You 
cannot transfer files from a server for security reasons.

• Install or upgrade. Perform an install or upgrade. You can, for example, 
remotely install the latest NetWare support pack to the server.

Follow these steps to begin a remote management session with a NetWare server 
from the ZENworks for Servers 3 management console on an IP-only server:

1. Load the RCONSOLEJ agent (RCONAG6.NLM) on the NetWare server.

2. Right-click the server object in ConsoleOne and select Actions > Remote 
Console from the pop-up menu.

3. Enter the RCONSOLEJ agent password.

4. Enter the TCP port number on which the agent will listen for requests from 
RCONSOLEJ. (The default value is 2034.)

5. Click the Connect button and an RCONSOLEJ session similar to the one 
shown in Figure 11 loads.
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Figure 11: RCONSOLEJ remote management session launched from ConsoleOne.

Follow these steps to begin a remote management session with a NetWare server 
from the ZENworks for Servers 3 management console on an IPX-only server:

1. Load the RCONSOLEJ agent (RCONAG6.NLM) on the NetWare Server.

2. Right-click the server object in ConsoleOne and select Actions > Remote 
Console from the pop-up menu.

3. Enter the RCONSOLEJ agent password.

4. Enter the TCP port number on which the agent will listen for requests from 
RCONSOLEJ. (The default value is 2036.)

5. Enter the IP address of the proxy server or choose a proxy server in the Proxy 
Server options section of the RCONSOLEJ window. The server acting as a 
proxy server for the RCONSOLEJ session needs to be running both IP and 
IPX so that it can communicate with both the workstation and the IPX server.

6. Enter the SPX port number on which the agent is to listen for requests from 
the proxy server. (The default value is 16801.)

7. Click the Connect button and an RCONSOLEJ session similar to the one 
already shown in Figure 11 loads.

Managing Remote NT/2000 Servers
ZENworks for Servers 3 adds the capability to remotely manage a Windows 
NT/2000 Server from the management console. This enables you to manage 
Windows NT/2000 Servers based on your role in the organization and tasks 
assigned to you.

You can use the ZENworks for Servers 3 remote management capability to 
perform the following role-based remote management tasks on a managed 
Windows NT/2000 Server:
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• Remote control. Enables you to remotely take control of a Windows NT/2000 
Server to resolve any software-related problems and perform any 
administraRemote view. Enables you to remotely view the desktop of the 
Windows NT/2000 Server. This enables you to monitor activity on the NT 
server and see when actions are performed.tive tasks.

• Remote view. Enables you to remotely view the desktop of the Windows 
NT/2000 Server. This enables you to monitor activity on the NT server and 
see when actions are performed.

Follow these steps to begin a remote management session with a Windows 
NT/2000 Server from the ZENworks for Servers 3 management console:

1. Verify that the remote management agent installed with the ZENworks for 
Servers 3 install is running on the Windows NT/2000 Server you want to 
manage.

2. Select the Server object from within ConsoleOne.

3. Select Tools > Remote Management > Windows.

4. Specify the Agent to use to initiate the remote management session.

5. Select Remote Control or Remote View from the drop-down menu.

6. Enter the password for the ZENworks for Servers 3 remote management 
agent. The remote management session should activate.

Note: During a remote management session, the user of the Windows NT/2000 Server 
receives an audible signal indicating that it is being accessed. Every five seconds 
the user receives a visible signal displaying the name of the user accessing the 
remote server. These settings can be changed by selecting Edit Security 
Parameters from the Remote Management icon's pop-up menu on the remote 
server’s taskbar.

Optimizing Server Management

Now that you understand how ZENworks for Servers 3 uses trend data and alarm 
thresholds to help you manage your servers, you need to know how to optimize 
the data that ZENworks for Servers 3 gathers for you. When a managed server is 
first started, agents for trend data, alarm thresholds, and alarm management are 
loaded and begin collecting data. The best way to optimize server management is 
to control the initial settings that are loaded on your servers.

The following sections describe how to modify the configuration files that 
initialize the server management agents to give you tight control over the 
information collected and presented at the management console.

Setting Initial Trend Values
The first configuration file you should know how to modify is the trend initiali- 
zation file. This file sets the initial trends for monitoring a device. Each time a 
new managed device is discovered on the server, a trend file is created for it.
w w w . n o v e l l . c o m / a p p n o t e s
48



A
pp

N
ot

es
The trend initialization file is named NTREND.INI on a NetWare server and 
N_NTREND.INI on a Windows NT/2000 Server. The following sections describe 
how to use a text editor to modify the initial trend file shown in Figure 12.

Figure 12: Trend initialization file for a NetWare server.

Setting the Sample Interval. The first column in the trend initialization file is 
the parameter name, and the second is the sample interval. The sample interval 
indicates the frequency that samples of the specified parameter are collected in 
terms of a time interval between five seconds and one day.

Evaluate each parameter to determine how often it should be sampled. If you 
sample too often, you run the risk of poor performance. But if you don’t sample 
enough, you run the risk of incomplete or inaccurate information. Use the codes 
listed in Table 1 to set the sample interval for each trend data parameter.

Table 1: Sample Interval Codes for Trend Initialization.

Trend Initialization Code Sample Interval Rate

1 5 seconds

2 10 seconds

3 15 seconds

4 30 seconds

5 1 minute

6 5 minutes

7 15 minutes

8 30 minutes
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Setting the Trend Buckets. After you set the sample interval for the trend data 
parameters, you need to set the number of trend buckets in the third column. 
Setting the number of trend buckets determines the duration of time for which 
samples will be collected for the parameter.

If, for example, you want to review the number of users logged in to a server for 
one day and you set the sample interval to be 30 minutes, you need to specify 48 
trend buckets. Each bucket contains one sample taken at a 30-minute interval.

After a particular time duration is exceeded for a file, the oldest trend buckets are 
emptied and replaced with the most recent samples. Therefore, after the duration 
has been reached, you will always have samples for that amount of time from the 
present backward.

Enabling and Disabling Trend Files. The fourth column in the trend initialization 
file is the Enable Trend Data option. This value can be set to either 0 or 1. 
Specifying 1 enables the gathering of trend data for this parameter. Specifying 0 
disables the gathering of trend data for the parameter.

Setting Initial Threshold Values
After setting up the initial trend values, you need to specify the threshold values 
for alarm generation. Alarm thresholds control the values at which alarms are 
generated.

Two values are associated with these thresholds: a rising limit and a falling limit. 
For rising thresholds, the rising limit is the value at which an alarm is generated 
for the parameter. The falling limit, for rising thresholds, is the value at which the 
alarm is reset. They work conversely for falling thresholds. This way, an alarm is 
generated only when a server goes from a good condition to a bad condition—not 
if it simply stays in a bad state.

If, for example, you have set a falling threshold on cache buffers and a falling 
limit of 30% and a rising limit of 50%, the server would send out an alarm if cache 
buffers got below 30%. If the cache buffers then wavered between 25-35%, only 
the one alarm would be sent. But if the servers' cache buffers climbed back up to 
60% and then back down to 30%, a second alarm would be sent.

Setting Rising and Falling Thresholds. The fifth and sixth columns in the trend 
initialization file are the rising and falling limits, respectively. They represent a 
value that indicates a problem for the trend parameter and a value that indicates 
the trend parameter is out of trouble.

9 1 hour

10 4 hours

11 8 hours

12 1 day

Trend Initialization Code Sample Interval Rate
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You need to evaluate each parameter to determine the appropriate threshold limits 
and specify them in their columns. You also need to specify which type of 
threshold the parameter has by putting “rising” or “falling” in the Type column of 
the trend initialization file.

Enabling and Disabling Threshold Traps. After you specify the limits, you can 
enable or disable the threshold trap by specifying 0 or 1 in the seventh column. 
Specifying 0 disables alarm generation for the parameter. Specifying 1 enables 
alarm generation for the parameter.

Configuring Alarm Generation
The next configuration file you should know how to modify is the trap 
configuration file, which controls alarm generation. The trap configuration file 
consists of keywords with associated information about alarm generation.

The trap configuration file is located in the following locations on the managed 
servers:

• NetWare: SYS:\ETC\NWTRAP.CFG

• Windows NT/2000: \MW\INI\NTTRAP.INI

The following sections describe how to modify the trap configuration file, shown 
in Figure 13, to modify the types of alarms forwarded to management consoles, 
community strings used for sending SNMP traps, traps to be disabled, and specific 
alarms that you want to prevent from being forwarded.

Figure 13: Trap configuration file, NWTRAP.CFG, for a NetWare server.

Setting the Community String. The first thing you can set in a trap configuration 
file is the community string. The community string is used to generate traps and is 
restricted to 32 characters. The default community string is “public”.
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Setting the Time Interval. After setting the community string, you need to 
specify the time interval that alarm generation waits before issuing the next alarm. 
This is to prevent the network and management console from being inundated 
with identical alarms. The time interval can be any value between 0 and 232.

If, for example, you want to set the amount of time between alarms for traps 5, 10, 
and 100 to 20 seconds, you would use the following command in the trap 
configuration file:

5 10 100 INTERVAL = 20

Configuring Alarm Security Levels. After you specify the time interval for 
alarms, you should set the severity levels for alarm generation. Each SNMP alarm 
has a severity level associated with it. You can specify at what severity level to 
generate alarms so that only those alarms are actually sent to the management 
console.

You can use the ENABLE and DISABLE commands, with a severity level code 
or number, in the alarm configuration file to control which severity levels to pass 
through. Table 2 shows the severity levels for alarm generation and the associated 
codes for the configuration file.

Table 2: Severity Levels and Codes for Alarms.

The following are examples of specifying severity levels in the configuration file:

ENABLE SEVERITY >= MINOR
DISABLE SEVERITY <= WARN

Defining Alarm Recipients. The final configuration file you should know how to 
modify to optimize server management is the TRAPTARG.CFG file. The 
TRAPTARG.CFG file is used to send traps to third-party management consoles. 
It defines recipients of SNMP traps that are detected on the server.

If you plan to use third-party management consoles or utilities to monitor SNMP 
traps, you need to add their IP addresses or IPX addresses to the 
TRAPTARG.CFG file for alarms to be sent to them.

NetWare Severity SNMP Severity ZfS Severity Severity Code

0—Informational Informational Informational INFORM

1—Warning Minor Minor WARN

2—Recoverable Major Major MINOR

3—Critical Critical Critical MAJOR

4—Fatal Fatal Critical CRITICAL

5—Operation Aborted Fatal Critical CRITICAL

Unrecoverable Fatal Critical CRITICAL
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Follow these steps to modify the TRAPTARG.CFG file:

1. Open the file in a text editor.

2. Add the IPX network number and MAC address of any management 
consoles to the IPX section of the TRAPTARG.CFG file—for example, 
FFFF1111:00001B123456.

3. Add the IP address or logical name of any management consoles, if you have 
DNS configured, to the UDP section of the TRAPTARG.CFG file—for 
example, 111.111.5.2. If DNS is configured in your network, you can use the 
logical name.

4. Save the file.

5. Unload and reload NWTRAP.NLM on the agent server.

Using ZENworks for Servers 3 Server Inventory

Another important component of ZENworks for Servers 3 server management is 
server inventory. ZENworks for Servers 3 uses inventory scan programs to scan 
and store hardware and software inventory of your managed servers. The 
following sections describe the inventory components and discuss how to scan 
server inventory and customize software scanning.

Understanding Server Inventory Components
To get the most out of ZENworks for Servers 3 server inventory, you need to 
understand the components that make up the inventory process and roles that 
inventory servers play in capturing and storing inventory data.

In a small network, one inventory server would be ample to collect, store, and 
provide access to the inventory data about servers. But in enterprise networks, the 
number of servers and the amount of inventory data that can be collected and 
managed becomes extremely complex. For that reason, ZENworks for Servers 3 
implements a tree design to allow several inventory servers to be involved in 
accumulating and distributing the inventory data. The following is a list of the 
types of inventory servers and their roles in the inventory process:

• Standalone server. The standalone server is used in small networks where 
only one server and database is needed for collecting and storing inventory 
data from the network. The standalone server collects the inventory data and 
stores it in a local database.

• Root server. In an enterprise network, you need to implement several 
inventory servers to collect and store inventory data. The first inventory 
server you create is a root server that acts as the top-most level for the 
inventory tree. The root server must have an inventory database stored on it to 
store data collected from the other inventory servers below it in the tree.
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• Intermediate server. If you have a large network, you also need to create 
intermediate servers. The intermediate server collects data from servers below 
and passes that data to either another intermediate server above, or to the root 
server. An intermediate server can have an inventory database attached to it to 
store inventory information locally, but that is not required.

• Leaf server. The leaf server is the bottom-most level of the tree. Leaf servers 
are responsible for collecting inventory data that has been scanned, and then 
passing that data up to the next level in the inventory tree. The leaf server can 
send data either to an intermediate server or the root server. It can also have an 
inventory database attached to it to store inventory information locally, but 
that is not required.

Now that you understand the types of inventory servers that are involved in the 
server inventory process, you need to understand the components that are 
involved. ZENworks for Servers 3 uses several different pieces to scan servers for 
inventory data, process that information, and then store it in the appropriate 
location. The following is a list of components that make up the inventory 
process:

• Inventory scanners. Inventory scanners are agents that run on managed 
servers that are responsible for scanning the server’s hardware and software. 
They collect the data each time they are run and store that data in a file.

• Selector. The selector processes the data scanned by the inventory scanners 
and selects new data that should be added to the inventory database. It then 
places those scanned files into appropriate directories.

• Sender and receiver. The sender and receiver are utilities that run on servers 
to transfer scanned files from an inventory server to the next level of server in 
the inventory tree.

• Inventory storer. The inventory storer is a utility that runs on an inventory 
server with an inventory database attached. It is responsible for taking the 
inventory scan files that the server receives and storing the inventory data in 
the database.

• Inventory database. The inventory database is an RDBMS maintained by 
Oracle or Sybase or a Microsoft SQL Server and acts as the repository for the 
hardware and software inventory data collected by the inventory scanners. 
You can access the data in the inventory database through management 
console reporting, as well as through user-customized database queries.

Understanding the Scanning Process
Now that you understand the types of inventory servers and the software 
components that are involved in ZENworks for Servers 3 server inventory, it is 
helpful for you to understand the actual process using ZENworks for Servers 3 to 
scan, collect, and store inventory data.
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The first thing that happens in the inventory process is that the inventory scanner 
agent is activated on a Windows or NetWare Server. The agent reads inventory 
policy settings (discussed later in this AppNote) and uses those settings to scan the 
server. As the scanning agent runs, it collects data about the server’s hardware and 
software and stores that data in .STR files on the server’s local file system. The 
scan collector then transfers those files to the scan directory (\SCANDIR\) of the 
inventory server defined in the inventory policy.

After the inventory scanner places data in the scan directory, the selector begins to 
process the .STR files. The selector filters out everything but new inventory data, 
and then stores the new data in the enterprise merge directory 
(\ENTMERGEDIR\) to be transferred to a higher level and/or to the database 
directory (\DBDIR\) to be stored in the inventory database, if one is running on 
the server.

After files are stored in the enterprise merge directory, the sender zips up all the 
scan data files and sends them to a receiver running on another inventory server, 
which is defined in the roll-up policy (discussed later in this AppNote).

The receiver opens the .ZIP files it receives from a sender and copies them to the 
enterprise merge directory (\ENTMERGEDIR\) to be transferred to a higher level 
and/or to the database directory (\DBDIR\) to be stored in the inventory database, 
if one is running on the server. On an intermediate server with an inventory 
database, for example, the files would be copied to both directories; however, on 
the root server the files would be copied to only the database directory.

After files are placed, the storer opens the .ZIP file, extracts the scan files to a 
temp directory (\DBDIR\TEMP\), and updates the inventory data with the data in 
the .STR files. After the database is updated, the administrator can view the new 
inventory data from the management console.

Setting Up Server Inventory
Now that you understand the components that are involved in the ZENworks 
Server Inventory process, you need to understand how to set up and configure the 
eDirectory objects that control inventory scanning. You use the management 
console to define the database types and locations in the inventory tree, as well as 
their synchronization and roll-up schedules. The following sections discuss the 
configuration changes you need to make at the management console to configure 
and customize server inventory.

Configuring the Inventory Service Object. The first object you need to 
configure for server inventory is the inventory service. You must create an 
inventory service object for each server on which you install ZENworks for 
Servers 3. The inventory service object defines which role that server plays during 
the server inventory process. (The inventory service object can be created 
automatically during the installation of ZENworks for Servers.)
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To configure the inventory service object for an inventory server, right-click the 
inventory service object in ConsoleOne and select Properties. Then select 
Inventory Service Object Properties from the drop-down list of the Inventory 
Server Object tab, as shown in Figure 14.

Figure 14: Inventory Service Object properties of an Inventory Service Object of a 
ZENworks for Servers 3 inventory server.

From the Inventory Service Object Properties panel, you can configure the 
following items of the inventory server:

• Inventory Server Role. Select the role of the server (Standalone, Root, 
Intermediate, or Leaf) from the drop-down list. Then you need to define 
whether it has a database connected by selecting the Connected to Database 
box (Intermediate and Leaf only). You also need to specify whether machines 
are connected to this service (Root and Intermediate only).

• Discard Scan Data Time. Defines a date and time to discard all scan data and 
start with a fresh copy.

• Scan Directory Path. Defines the location on the inventory server where the 
scan data files are to be stored when a scan is run.

• Enable Scan of Machines. Enables you to temporarily disable scanning of 
machines. This option is useful if you need to reduce server or network traffic 
for troubleshooting or performance reasons.
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ZENworks for Servers 3 enables you to configure the synchronization schedule to 
synchronize servers being inventoried with the inventory server with which they 
are associated. To configure the synchronization schedule for an inventory server, 
right-click the inventory service object in ConsoleOne and select Properties. Then 
select Inventory Server Sync Schedule from the drop-down list of the Inventory 
Server Object tab, as shown in Figure 15.

Figure 15: Inventory Service Sync Schedule panel of an Inventory Service object of a 
ZENworks for Servers 3 inventory server.

From the Inventory Service Sync Schedule panel, you can configure the following 
synchronization options for the inventory server:

• Schedule Type. Determines whether the synchronization is a daily, weekly, or 
monthly type, or whether it should use the policy package to determine its 
schedule.

• Days Active. Enables you to specify, by clicking the day's button, which days 
the schedule will be active. This is useful for performance reasons. If no 
changes occur over the weekend, for example, but you are performing 
network-intensive backups, then you would not select Saturday and Sunday.

• Start and End Time. Enables you to specify the start and stop time for 
inventory to occur. This enables you to control what times during the day 
inventory can run. By setting the stop time to 8:00 a.m., for example, you 
could have inventory stop at 8:00 a.m. before users begin logging on to the 
network.
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• Random Dispatch Time. Enables you to have ZENworks randomly start the 
synchronization between the start and end times.

• Repeat. Enables you to have ZENworks repeat the synchronization at the 
specified interval. This can be extremely useful if you are watching software 
inventory that changes frequently.

Configuring the Distributed Server Inventory Policy. After configuring the 
Inventory Service object, you need to configure server inventory policy for 
distributed server packages that you want to use to collect and distribute inventory 
data. The server inventory policy enables you to configure which inventory 
service the servers associated with this package are to use. It also allows you to 
enable and configure hardware and software scanning.

To configure the server inventory policy for a distributed server package, 
right-click the package and select Properties from the drop-down menu. Then 
select the Policies tab for the operating system you want to configure. ZENworks 
for Servers 3 enables you to select NetWare, Windows, Linux, Solaris, or General 
to configure for all those operating systems. Next, enable the server inventory 
policy by checking the box next to it. Finally, select the server inventory policy 
and click the Properties button to bring up the Server Inventory Policy Properties 
window. The following sections discuss how to configure the server inventory 
policy from this window.

Configuring the Inventory Service for the Server. The first step in configuring 
the server inventory policy is to configure which inventory service the servers 
associated with this policy are to use. Select the General tab in the Server 
Inventory Policy panel, as shown in Figure 16.
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Figure 16: General panel of the NetWare Server Inventory Policy for a distributed server 
package.

Configure the following settings:

• Inventory Server Object DN. Use the Browse button to navigate through the 
eDirectory tree and locate the inventory service policy, the correct roll-up 
schedules, and locations configured for servers associated with this 
distributed server package.

• Server IP Address/DNS Name. After selecting the inventory server object, 
you need to select the IP address or DNS name to use for connecting to the 
inventory database. Make certain that you select the correct name or address 
or the inventory servers will be unable to connect to the inventory service 
database.

• Proxy Server Configuration. Leave Proxy Server Configuration alone; you do 
not need to configure it for server inventory.

Configuring Hardware Scan. If you are configuring an inventory server policy 
for Windows, then you need to configure hardware scanning by selecting the 
Hardware Scan tab and setting the following options:

• Enable DMI Scan. Enables ZENworks to collect hardware inventory data 
from Windows NT/2000 workstations by using the Desktop Management 
Interface (DMI) 2.0 specification. (DMI drivers are usually available through 
the vendor of the hardware platform.)
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• Enable WMI Scan. Enables ZENworks for Servers 3 to collect hardware 
inventory data from Windows NT/2000 workstations by using the Web-based 
Management Interface (WMI) 1.5 specification. (WMI drivers are included in 
the Windows system.)

Configuring Software Scan. Next you need to configure software scanning. 
Enable software scanning by checking the box next to the Enable Software Scan 
option, and then clicking the Custom Scan Editor button to bring up the Custom 
Scan Editor window (see Figure 17).

Figure 17: Custom Scan Editor window for software scanning in the server inventory 
policy for a distributed server package.

If you are configuring a server inventory policy for Windows, then you also have 
the option to enable ZENworks to scan for product identification numbers of 
applications that are installed on inventoried Windows NT/2000 Servers. The 
product identification number can be extremely useful in sorting and organizing 
inventory software reports.

From the Custom Scan Editor window, you can create a list of software that 
ZENworks for Servers 3 will scan for on servers during the inventory process. 
The Custom Scan Editor provides you with a powerful tool to optimize software 
scanning for your network. Use the Custom Scan Editor to specify the vender, 
product name, product version, filename, and file size of the software for which 
you want to scan on servers. This enables you to selectively inventory only 
software that is important to track, reducing the size of inventory reports as well 
as network and server utilization.
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Configuring the Configuration Editor. After you enable and configure software 
scanning, you can modify the INI file that ZENworks for Servers 3 uses when 
reporting software inventory by selecting the Configuration Editor tab, as shown 
in Figure 18. From the Configuration Editor tab, you can edit the SWRules file by 
clicking the Set Default button to open the default file, and then modifying the 
entries. This enables you to modify what information ZENworks includes when 
you create inventory reports.

Figure 18: Configuration Editor panel of the server inventory policy for a distributed 
server package.

If you are modifying the server inventory policy for Windows, then the 
Configuration Editor tab will have a drop-down arrow enabling you to modify the 
entry’s INI files for Zipped Names. This modification enables you to specify the 
manufacturers of software that is being used to zip files, as well as the identifiers 
that they are using for the zipped files.

If you are modifying the server inventory policy for Windows, you can also 
modify the entries in the INI file for Asset Information. You can specify the DMI 
classnames and attributes for things such as a server model, model number, serial 
number, and computer type.

Configuring the Service Location Package
The next step in configuring server inventory is to define the inventory database 
for the service location package object and associate the database object with the 
inventory service object. This step tells ZENworks which inventory server to use 
for objects associated with the service location package. Follow these steps to 
configure the service location package from within ConsoleOne:
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1. Create and/or select the service location package.

2. Right-click the service location package object and select Properties from the 
pop-up menu; then select the NetWare or Windows Policies tab.

3. Enable the ZENworks database policy by checking the box next to it. Click 
the Properties button to open the Database Properties window.

4. Select the Inventory Management Tab; then click the Browse button to find 
the inventory database object you want to use for the service location. Click 
OK.

5. When you return to the Properties page for the service location package, 
select the Associations tab.

6. Click the Browse button and select the container that stores the inventory 
service object you want to associate with the inventory database you defined 
for the service location package. Click OK.

7. Click Apply to configure the service location package.

Configuring the Roll-Up Policy
After configuring the service location package, you need to configure the roll-up 
policy if this inventory server is a leaf or intermediate server. The roll-up policy 
controls the flow of scanned data through the inventory tree by determining the 
next inventory location and schedule-to-roll scan data collected by the current 
inventory server. Follow these steps to configure the roll-up policy for an 
inventory server in ConsoleOne:

1. Create and/or select the Server Package object that is associated with the 
inventory server.

2. Right-click the Server Package object and select Properties from the pop-up 
menu; then select the NetWare or Windows Policies tab.

3. Enable the roll-up policy by checking the box next to it. Click the Properties 
button to open the roll-up policies window, as shown in Figure 19.
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Figure 19: Inventory Server Sync Schedule panel of an inventory service object of a 
ZENworks for Servers 3 inventory server.

4. Click the Browse button and navigate to the inventory service object of the 
intermediate or root server to which you want this server to roll-up scan data. 
Click OK.

5. Select the IP address of the next level inventory server.

6. Select the Roll-Up Schedule tab and configure the schedule of when to roll 
scan data collected by this server up to the next level. You need to keep in 
mind the synchronization schedule defined for the inventory server when 
configuring the roll-up schedule so that there are no conflicts and there is 
minimal lag time. If the inventory synchronization, for example, runs only 
monthly, then you want the roll-up to occur after the synchronization is 
complete to avoid a one-month latency of information being rolled up in the 
tree. (See the “Configuring the Inventory Service Object” section and Figure 
15, earlier in this AppNote, for more information about the schedule page.)

7. Click the OK button to return to the Server Package Properties page.

8. Select the Associations tab and click the Add button.

9. Browse to the inventory server object you want to associate with this server 
package. Click OK twice to return to the Server Package Properties page.

10. Click the Apply button to configure the roll-up policy.
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Conclusion

This AppNote has shown you how to use the server management features of 
ZENworks for Servers in your system. You can also use other ZENworks for 
Servers features to enhance the manageability of your network. For more 
information, review the ZfS online documentation found at 
http://www.novell.com/documentation/lg/zfs302/index.html.

For updates and additional information, refer to the following Web sites:

• http://www.novell.com/zenworks

• http://www.novell.com/coolsolutions/zenworks

• http://www.novell.com/documentation

Copyright © 2003 by Novell, Inc. All rights reserved. 
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SecretStore 3.2 APIs
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Novell SecretStore has undergone a major upgrade in version 3.2, with numerous 
modifications to its client APIs, supported transport protocols, and client and 
server platforms. This AppNote presents an overview of the improvements and 
modifications made to these APIs. It is a follow-up to “A Technical Overview of 
Novell SecretStore 3.2” in the May 2003 issue of AppNotes (available online at 
http://developer.novell.com/research/appnotes/2003/may/04/).

Contents:

• Introduction
• Major Improvements to SecretStore APIs
• Understanding the SecretStore APIs
• Operational APIs for Connectors
• Management APIs for Utilities
• Understanding the Shared Secret APIs
• Shared Secret APIs
• Shared Secret APIs

Topics Secure Identity Management (SIM), SecretStore, single 
sign-on, authentication, network security

Products Novell SecretStore 3.2

Audience network application developers

Level intermediate

Prerequisite Skills familiarity with user authentication mechanisms

Operating System NetWare 5 and above

Tools NDK

Sample Code no
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Introduction

As an infrastructural component of the Secure Identity Management (SIM) 
provisioning architecture, Novell’s SecretStore service is designed to securely 
store sensitive data such as user IDs, passwords, biometrics, and other login 
credentials. This type of data is commonly called secrets. Once the data is safely 
stored in eDirectory, single sign-on services such as Novell SecureLogin, Novell 
iChain, and Novell Portal Services, as well as third-party applications, can access 
and use these credentials on behalf of the authenticated user. SecretStore also 
protects the methods of storing, accessing, and retrieving these secrets.

Novell SecretStore has undergone a major upgrade in version 3.2, with numerous 
modifications to its client APIs, client and server platforms, and supported 
transport protocols. Among other things, SecretStore 3.2 has been enhanced to 
support LDAP cross-platform access based on Secure Sockets Layer (SSL) to 
make the service available on all eDirectory-supported client and server 
platforms.

This AppNote presents an overview of the new SecretStore programming 
interfaces, or APIs, in version 3.2.

Major Improvements to SecretStore APIs

This section presents an overview of the major improvements made to the 
SecretStore APIs in version 3.2.

Improved Transport and OS Platform Access

The SecretStore NDK APIs now allow the applications to choose NCP or LDAP 
access to eDirectory without the need for transport-specific APIs. As before, the 
NCP protocol is only available on Windows clients and requires that Novell’s 
Client 32 be present on the workstation. However, the SecretStore LDAP client 
can be installed on either the server or the workstation without requiring Novell 
Client 32.

Improved API Performance

The performance of the new SecretStore interfaces has been improved to provide 
faster access to the data in the user’s SecretStore. Older versions of the 
SecretStore client APIs were designed to be stateless; each API had to set up and 
tear down the connection to the SecretStore server. This approach supported 
regular connectors and was based on connectors’ simple “per API” access to 
SecretStore.
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As the paradigm of accessing SecretStore shifted from regular connectors to 
universal connectors, it became necessary to support stateful sessions. The new 
SecretStore API architecture supports the establishment of a session by allowing 
for initialization of the session through a call to NSSSGetServiceInformation, and 
reusing the initialized state data in the context across other API calls. In the new 
APIs, every call is able to tear down the connection and end a session upon 
request after the work is done. (The new APIs still support stateless operations if 
no session is established ahead of time by the connector via the context.) The use 
of the initialized context across calls provides for better overall performance when 
using the new SecretStore APIs.

New Shared Secret Format

In previous implementations, both regular and universal connectors created 
overlapping secrets for the same applications over a period of time. The presence 
of multiple secrets for the common applications in the user’s SecretStore has led 
to the problem of synchronization between the applications. This problem can be 
summarized in the situation when one of these connectors modifies the user’s 
credential in the target application and, as a result, the other connectors lose their 
ability to perform single sign-on for the user when they are invoked, and 
subsequently go out of sync. This leads to the complicated circumstance in which 
the other connectors require user intervention to synchronize with the changes 
made to credentials in the target application. 

In addition to the need for solving the synchronization problem, creating multiple 
secrets for common applications in SecretStore causes an increase in the number 
of secrets in every store. This can affect performance and efficiency of access, in 
addition to causing an unnecessary increase in storage capacity requirements.

To solve these problems, a set of APIs based on the SecretStore APIs has been 
implemented as a shim layer to provide the ability for applications to process and 
interpret secret data that conforms to the SharedSecret specification originally 
used by Novell SecureLogin. Connectors conforming to this set of specifications 
in the SharedSecret APIs will be able to create secrets in the user’s SecretStore 
that can be shared between regular and universal connectors.

Understanding the SecretStore APIs

This section discusses the specifications of the new SecretStore APIs. To help 
developers use these tools more effectively, Novell provides sample code in the 
Novell Developer Kit (NDK). The SecretStore NDK, sample code, and 
documentation is available on the Novell Developer Web site at 
http://developer.novell.com/ndk.

http://developer.novell.com/ndk
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SecretStore Implementation

Novell SecretStore is a collection of hidden attributes on an object (User object by 
default) in eDirectory. These attributes are implemented through eDirectory 
schema extensions, and they are encrypted on the server via Novell International 
Cryptographic Infrastructure (NICI) services.

• The single-valued Key attribute holds the cryptographic data and is the 
repository for stores-related statistical information.

• The multi-valued Secrets attribute holds encrypted secrets identified by secret 
IDs and is the repository for the secrets’ statistical information (time stamps 
and so on).

Hidden attributes, by definition, are not accessible from client operating systems 
through eDirectory interfaces and utilities. These attributes can only be accessed 
by SecretStore interfaces that apply strict access control and security measures to 
their access, transport, and disclosure.

In addition to these hidden and encrypted attributes, which protect the data against 
attacks directed to the physical server, SecretStore provides an optional Enhanced 
Protection (EP) mode to defend against administrative attacks which cause the 
user’s SecretStore to be locked. Enhanced Protection also provides for secure 
unlocking of the EP locks either through owner control or via an action involving 
two separate administrators. In this two-administrator scheme, the eDirectory 
password is reset by a network administrator, but SecretStore can only be 
unlocked by a separate SecretStore Administrator. To provide full control over 
this high-security feature, audit information is recorded after each administrative 
unlocking of Novell SecretStore in EP mode.

SecretStore Management Utilities

The following utilities are provided for configuring and managing users’ 
SecretStores.

• SSManager is a Windows-based utility that allows users to manage their 
Novell SecretStores.

• SSStatus is a Windows-based “light” version of SSManager that allows users 
to turn on Enhanced Protection, set the Master Password, and unlock their 
SecretStore when necessary.

• ConsoleOne, with the appropriate snap-ins installed, is the all-purpose 
administrative utility for managing users’ SecretStores, in addition to 
configuring and deploying the service in an eDirectory environment.

SecretStore API Architecture

Here is a summary of the overall architecture of the new SecretStore APIs.

• They are cross-platform APIs that work on any platform supported by 
eDirectory (NetWare, Windows, Solaris, AIX, Linux).
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• They are cross-transport APIs that support either NCP (only on Windows 
clients) or LDAP (all eDirectory platforms).

• They are cross-language APIs that can be accessed through any Java or C++ 
compatible programming language.

• There are two categories of operational APIs for writing connectors:

• Raw Novell SecretStore APIs

• SharedSecret APIs

In addition, there is a set of Raw Management APIs for writing utilities.

Here are some points to remember about the raw operational APIs:

• They are available across different platforms and can transmit data to and 
from SecretStore over encrypted transports.

• They can start and end “stateless” SecretStore sessions that are based on a 
single operation.

• They can start and end “stateful” SecretStore sessions that expand over 
multiple operations, if necessary.

• They can find services for the users on administratively-designated servers 
across the eDirectory tree using the SecretStore client’s service location 
feature.

• They provide Enhanced Protection (EP) against possible administrative 
attacks.

• They provide two-administrator recovery from EP locking of the SecretStore.

Here is some general information about the SecretStore APIs:

• All of the Novell SecretStore APIs are capable of obtaining a context 
internally in NCP mode and operate by setting up a session and tearing it 
down at the end of that call.

• Each of the SecretStore APIs is capable of accepting a context (LDAP or 
NCP) from the caller that has been created outside the SecretStore client or 
inside it with a prior call to NSSSGetServiceInformation.

• All of the Novell SecretStore APIs default to set the target object’s 
SecretStore Distinguished Name (DN) to be the same as the caller DN, unless 
specified otherwise by the calling application.

• For a caller DN to be different than the SecretStore’s target object DN, it is 
required for the caller DN to have administrative rights over the SecretStore's 
target object DN or to be defined as SecretStore administrator through 
configuration.

• In LDAP mode, the caller DN and the SecretStore target object DN should 
comply with LDAP form.

• Each of the SecretStore C APIs is capable of unbinding or destroying the 
context upon request.
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Operational APIs for Connectors

The following is a list of sample code files that can be downloaded from the 
Novell Developer Web site referenced above as a demonstration and guidelines 
on the use of the SecretStore APIs:

• sstst.c is the source code for the SSTST.EXE sample program that 
demonstrates the use these APIs over the NCP transport.

• lstst.c is the source code for the LSTST.EXE sample program that 
demonstrates the use of these APIs over the LDAP transport.

• nbstst.c is the source code for the NBSTST.EXE sample program that 
demonstrates the use of these APIs over LDAP when the bind is made by the 
application outside SecretStore and the context passed by the application is 
used to access the store.

A complete collection of SecretStore-related sample code is available as part of 
the SecretStore component of the NDK. All of the API prototypes, flags, 
structures, and error codes are defined in the nsscl.h file.

Here is a brief explanation of each of the SecretStore operational APIs.

NSSSGetServiceInformation

This API allows for binding/unbinding over LDAP, or creating and destroying 
NDS contexts over NCP, to a target SecretStore server. It returns the following 
statistical information regarding a user’s SecretStore:

• Number of Secrets

• Cryptographic Algorithm ID

• Cryptographic Strength of the server

• Target server

• Caller’s DN

• Target SecretStore’s DN

• Master Password hint

• DN of the last SecretStore administrator that unlocked the SecretStore

In addition to the user (owner), the administrator is allowed to perform this 
operation on the user’s SecretStore (except for the return of the Master Password 
hint).



J u n e  2 0 0 3

71

D
ev

el
op

er
 N

ot
es

NSSSWriteSecret

This API allows for populating SecretStore with secrets identified by uniquely- 
supplied secret IDs. It also allows for creating new secrets (with the optional 
ability to overwrite existing secrets), checking for secret ID collision, and creating 
the secret for the first time by using special flags.

Creating the first secret in a user’s Novell SecretStore will cause the creation of 
the Key and Secret hidden attribute pair for that user.

In addition to the user (owner), the administrator is allowed to perform this 
operation on the user’s Novell SecretStore.

NSSSReadSecret

This API allows for reading a secret identified by the supplied secret ID. It also 
allows for repair and synchronization of the SecretStore upon request by using a 
special flag. The first read operation after a write will initiate a background 
synchronization and repair of the SecretStore.

This API returns secret-related statistical information such as creation time stamp, 
last modified time stamp, and last accessed time stamp, in addition to the secret 
value. If the SecretStore configuration allows for the Last Access Time Stamp 
option (which is optional due to the performance penalty involved), then that time 
stamp is returned on the read.

If Enhanced Protection is turned on, every read on an EP-flagged secret will cause 
a check to see if there has been an administrative eDirectory password change. If 
so, the user’s Novell SecretStore is locked.

Only the owner is allowed to perform this operation on his or her SecretStore.

NSSSRemoveSecret

This API allows for removing a secret identified by the supplied secret ID. 
Removing the last secret in the user’s SecretStore will result in complete removal 
of the SecretStore from the object (removal of the Key and Secrets attribute pair).

This API returns secret-related statistical information such as creation time stamp, 
last modified time stamp, and last accessed time stamp, in addition to the secret 
value. If the SecretStore configuration allows for the Last Access Time Stamp 
option (which is optional due to the performance penalty involved), then that time 
stamp is returned on the read.

In addition to the user (owner), the administrator is allowed to perform this 
operation on the user’s SecretStore.
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Management APIs for Utilities

Here is a brief explanation of each of the SecretStore management APIs used for 
writing utilities.

NSSSEnumerateSecretIDs

This API allows for getting a list of the secret IDs for secrets stored in the user’s 
SecretStore.

In addition to the administrator, the user is allowed to perform this operation on 
his or her Novell SecretStore.

NSSSSetMasterPassword

This API allows the owner to set a Master Password and related hint on his or her 
SecretStore for the first time, if setting of Master Passwords is allowed through 
configuration on the server. The Master Password is used for unlocking the 
SecretStore and should be set prior to Novell SecretStore getting locked.

Only the owner is allowed to perform this operation on his or her SecretStore.

NSSSUnlockSecrets

This API allows for the removal of the lock from a user’s locked Novell 
SecretStore using one of the following three methods:

• By deleting all of the locked secrets

• By providing the last eDirectory password set by the user

• By using the Master Password set prior to locking

In addition to the user (owner), a designated and configured SecretStore 
Administrator can unlock the user’s SecretStore. If the two-administrator 
password reset scheme is not being used, the owner must use one of the methods 
listed above to unlock his or her SecretStore.

NSSSRemoveSecretStore

This API allows for the complete removal of the Novell SecretStore from the 
target object.

In addition to the administrator, the user is allowed to perform this operation on 
his or her Novell SecretStore.
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Understanding the Shared Secret APIs

The Shared Secret APIs leverage the SecretStore APIs described earlier. They are 
used for storing secret data in a “shared secret” format. The intent of these APIs is 
to provide access to the SecretStore so that the single sign-on information in a 
user’s SecretStore can be shared between different connectors. To make this 
possible, the connectors (regular or universal) should conform to the Shared 
Secret specification, which defines the Shared Secret format as the means by 
which connectors may share login credentials.

Terminology

The following is a list of terms and their definitions with respect to the Shared 
Secret specification.

• Secret: An addressable data member of a user’s SecretStore that contains 
authentication data. Referenced by a SecretID, a secret may contain up to 60 
KB of data, though in practice most are much smaller. Secrets are securely 
encrypted using NICI and the tree and user keys. They are accessible only to 
the authenticated NDS/eDirectory user via secure calls to the SecretStore 
server.

• SecretID: An identifier or name by which a data member of SecretStore is 
referenced. These names are used when reading and writing secrets. They are 
limited in length to 255 displayable characters encoded in UNICODE.

• Application: A Windows program, Web application, or mainframe host 
application for which login information is being stored.

• Credential Set: Data used to authenticate a user to a desktop, Web, or host 
application. Typically comprised of a username and password, a credential set 
can also include a PIN, e-mail address, domain or database name, certificate, 
or other information as required by the application. A credential set is also 
referred to as Login Credentials or Details. 

• Login Details: The user-friendly name exposed in the user interface and 
documentation to represent one or more credential sets associated with a 
given application login.

Shared Secret Format

A shared secret is a regular secret that follows a set of rules that allow it to be read 
by all connectors that conform to this specification. A shared secret is made up of 
a type, a name, and a set of key/value pairs. The type and name of a shared secret 
combine to form the shared secret’s identifier (secretID); the set of key/value pairs 
make up the data.

Note: The Shared Secret specification identifies certain characters as being reserved. 
These characters must be escaped when used outside of their context. The 
reserved characters are listed later in this AppNote.
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SecretID Format. The following format should be used for the SecretIDs to 
comply with the Shared Secret format:

<type>:<name>

where <type> identifies the type of shared secret (either “SS_App” for 
Application secrets or “SS_CredSet” for Credential Set secrets), and <name> 
identifies the name of the shared secret. 

The colon ( : ) serves as a delimiter and should not be escaped. All reserved 
characters used in either the type or name must be escaped. When combined, the 
type, colon, and name string cannot exceed 255 displayable characters in length.

Data Format. Shared Secret data is made up of key/value pairs in the following 
format:

<key><delimiter><value><linefeed>...<key><delimiter><value><linefeed><null>

where <key> identifies a key, <delimiter> is the equals character (=) in most cases 
(otherwise the colon character), <value> identifies a value, <linefeed> is the 
linefeed character, and <null> is the null terminator that must always appear at the 
end of the data.

Linefeed characters separate the pairs from each other. All of the pairs combined 
cannot exceed 60 KB in size. Keys should be treated as case-ignore strings, 
whereas the values are case-sensitive. A null terminator must follow the last pair 
to signal the end of the sequence. The null terminator must be present even when 
no entry exists. Duplicate keys are not allowed; however, duplicate values are 
permitted and should be discarded by connectors if they are encountered during 
parsing operations. The data must be in 16-bit Little Endian Unicode, including 
the null terminator. All reserved characters used in the key or value must be 
escaped.

In processing, care must be taken to modify only those key/value pairs on which 
the connector is directly dependent. For example, suppose you have two 
connectors that are dependent on the same shared secret, but one uses a Password 
key whereas the other requires a PIN key. In such a case, each application should 
add its own key without modifying any of the other keys that may exist but are not 
required for its operations.

Reserved Characters. Here is the list of characters that are reserved in the 
Shared Secret specification:

• Backslash ( \ )

• Colon ( : )

• Equals sign ( = )

• Linefeed (0x0A(
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• Null terminator (0x00)

Reserved characters that are used outside of their context must be escaped by 
preceding them with a backslash ( \ ) character. Note that the linefeed and null 
characters cannot be used within a character string.

Shared Secret Types

Two types of shared secrets currently exist. They are:

• Application shared secrets, which contain information associating and linking 
applications with credentials, as well as application-specific data

• Credential Set shared secrets, which contain login credential informaiton 
used for one or more applications

When used together, these types of shared secrets can enable several applications 
to use the same set of credentials, or enable one application to have more than one 
set of credentials. This effectively means that, depending on the connector’s 
choosing, there can be a many-to-many relationship between the two types. As 
indicated in the example earlier, different connectors might, as allowed by the 
target application, require different credentials for authenticating the users 
(Password, smart card, PIN, and so on). This gives rise to the need for a 
many-to-many grouping of these secrets.

Application Shared Secrets. Application shared secrets are used to represent 
Windows applications, Web applications, or mainframe/host applications. 
Application SecretIDs follow the format outlined previously with a type value of 
“SS_App”. The application ID should be able to identify the application in a 
unique fashion. As a rule, it should use the appropriate format as shown in the 
following table:

Application data contains application-specific information that is necessary to 
authenticate the user to the application, but that is not considered a credential. 
Examples include the Control ID for a password field in a Windows application, 
or the name of a password field in a Web form. Users do not normally need to 
enter such information to authenticate; it is inherent in the application. This 
application-specific data is in the key/value pair format with an equals character 
as the delimiter. The choice of what keys to use is left up to the connector.

Windows application program_name.exe

Web application unique URL

Mainframe/host application host application name
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Application data also contains pointers to the credential sets with which the 
application is associated. These pointers follow the key/value pair format as 
follows:

SS_CredSet:<credsetname>

where <credsetname> is the name of the credential set that is associated with the 
application.

Note that the key must be “SS_CredSet” and that the colon character serves as the 
delimiter for credential set pointers. An exception to the data format for these 
pointers is that, when the key is “SS_CredSet”, duplicates are permitted so that 
applications may be associated with more than one credential set.

Credential Set Shared Secrets. Credential Set shared secrets are used to contain 
login credentials needed to authenticate a user to a Windows application, Web 
site, or mainframe/host application. They may be shared between multiple 
applications of the same or different type, primarily when the authentication 
database or mechanism behind such applications is the same. Examples include 
NDS authentication to the same object in a tree, or Windows and Web interfaces 
to the same application such as GroupWise. By sharing credential sets, a password 
saved or changed in one application automatically applies to other applications 
that share the same authentication database and secret data at the target.

Credential Set SecretIDs follow the format outlined previously with a type value 
of “SS_CredSet”. The administrator or user normally determines the name of a 
credential set. The name should be such that it helps to associate shared 
credentials with the appropriate applications. An example of a shared secret 
identifier is:

SS_CredSet:Groupwise

Credential data contains information that users provide to authenticate to an 
application. Examples include their username and their password. This data is in 
the key/value pair format, with an equals character ( = ) as the delimiter. The 
choice of what keys to use is left up to connector. However, connectors must 
agree with each other on this in order to share single sign-on information. Thus, 
where possible, the following known keys should be used:

• Username

• Password

• Other

An example of a shared secret value is:

Password=zuma<linefeed>Username=jdoe<null>
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Shared Secret APIs

These APIs are built on top of the raw SecretStore APIs so they inherently comply 
with the SecretStore specifications. Connectors can use these APIs to create 
Shared Secret (SHS) compliant secret IDs and secrets.

As with the SecretStore raw APIs, a complete collection of Shared Secret sample 
code files is available on Novell’s Developer Web site as a component of the 
Novell NDK. The following sample code files can be downloaded and used as a 
template that completely demonstrates the use of SecretStore APIs:

• sshtst.c is the source code for the SSHTST.EXE program that demonstrates 
the use of the shared Secret APIs over the NCP transport.

• lshtst.c is the source code for the LSHTXT.EXE program that demonstrates 
the use of the shared Secret APIs over LDAP.

All of the API prototypes, flags, structures, and error codes are defined in the 
ssshs.h file.

Operational APIs

The Shared Secret Operational APIs operate on SecretStore and require that the 
context to the SecretStore be set up using regular SecretStore APIs prior to the use 
of these APIs. These calls use SecretIDs that comply with SHS format.

• NSSSReadSharedSecret allows for a secret in the SHS format to be read out of 
the SecretStore and assigned to a handle previously created with a Create 
Handle call to be used by these calls.

• NSSSWriteSharedSecret allows for a secret in the SHS format that is 
previously assigned to a handle to be written to the SecretStore.

• NSSSRemoveSharedSecret allows for a secret in the SHS format to be 
removed from the SecretStore. The SecretID is assigned to a previously 
initialized handle.

These operational APIs are created and formed using the Processing APIs listed 
below.

Processing APIs

Here are the Processing APIs that operate on the secret buffers returned by the 
Shared Secret Operational APIs.

• NSSSCreateSHSHandle allows for the creation of a handle for an SHS buffer 
for the first time to populate and process an SHS format compliant secret that 
will be formed as a list of components.

• NSSSDestroySHSHandle allows for the destruction of an SHS secret buffer 
signified by a handle in memory after the completion of the target operations.
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• NSSSGetNextSHSEntry allows for moving through the SHS buffer 
components (key/value pairs) of the Shared Secret signified by the handle.

• NSSSAddSHSEntry allows for inserting a component (key/value pair) into the 
Shared Secret buffer signified by the handle at the current position of the 
Shared Secret.

• NSSSRemoveSHSEntry allows for removing a component (key/value pair) 
from the Shared Secret buffer signified by the handle passed in at the current 
position of the Shared Secret.

Note: As described earlier, Shared Secret components are on key/value paired 
structures formed as a list that are used by the Processing APIs. Operational APIs 
can consume SHS buffers (list of components) signified by a handle and convert 
them to and from raw secret format for raw read and write operations to and 
from SecretStore.

Sequence of Shared Application or Credential Set Secret Operations

To help you get an idea of what is involved in using the Shared Secret APIs, here 
is the sequence of events that occur when reading, writing, and removing a shared 
Application or Credential Set secret.

Keep in mind the following points about the connector:

• For each thread in a connector operating on shared secrets, a call to 
NSSSCreateSHSHandle is needed that returns a handle which is used for 
passing to subsequent calls.

• All of these calls require a SecretStore context handle that has previously 
been initialized through calls to NSSSGetServiceInformation.

• All of these calls require the handle as a well as a user-populated 
SS_SH_SECRET_ID_T structure containing the shared secret type, name, 
and length to be passed to them.

• All of these calls create a SecretID according to the SecretID format using 
either “SS_App” or “SS_CredSet” as the prefix.

Read Operation. Here are the steps involved in a read operation:

1. NSSSReadSharedSecret converts the shared SecretID to the SecretStore 
format and makes a call to NSSSReadSecret to retrieve secret data from 
SecretStore.

2. The secret data is parsed according to the Shared Secret format using the 
parsing library. This is done through internal sequential calls made to add 
entries of key/value pairs into the list associated with the handle. This call 
contains the handle as well as pointers to internally-allocated key and value 
buffers.
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Write Operation. Here are the steps involved in a write operation:

1. The connector makes sequential calls to NSSSAddSHSEntry to add entries of 
key or value data into the list associated with the handle. This call contains 
pointers to the user-allocated key and value buffers. 

2. A connector’s call to NSSSWriteSharedSecret requires a handle as well as a 
connector-populated SS_SH_SECRET_ID_T structure containing the shared 
secret type, name, and length. This call converts the shared SecretID to the 
SecretStore format and makes a call to NSSSWriteSecret to write secret data 
to SecretStore.

3. Internally, NSSSWriteSharedSecret makes sequential internal calls to retrieve 
data from the list associated with the handle and populates an internal buffer.

4. The internal buffer is parsed according to the Shared Secret format using the 
parsing library, and the resultant data is passed into the Secret buffer for 
passage to the SecretStore NSSSWriteSecret API. Then the API call is made.

5. Before concluding the write operation, the connector makes a call to 
NSSSDestroySHSHandle to free the list associated with the handle for each 
shared secret thread of execution.

Remove Operation. Here are the steps involved in a remove operation:

1. The connector makes a call to NSSSRemoveSharedSecret and passes it a 
pre-populated SS_SH_SECRET_ID_T structure containing the shared secret 
type, name, and length.

2. Internally, the Secret Identifier is parsed according to the Shared Secret 
format for handling of delimited characters.

3. Also internally, a call to NSSSRemoveSecret is made and the SecretID 
formed in SecretStore format is passed into the API to remove the target 
secret from SecretStore. 

Accessing and Modifying a Shared Secret. Here is the sequence involved when 
a connector accesses and modifies a shared Application buffer or Credential Set 
secret.

1. The connector makes sequential calls to NSSSGetNextSHSEntry to operate 
on the list associated with the handle.

2. The connector can then make calls to NSSSAddSHSEntry to add data to the 
list associated with the handle.

3. The connector can also make calls to NSSSRemoveSHSEntry to remove data 
from the list associated with the handle.

4. The connector can then utilize the data for application-specific purposes.
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Conclusion

Novell SecretStore provides a secure, eDirectory-based infrastructure for 
applications and services to store and access user authentication secrets. 
Applications and services are enabled to utilize this service either as regular 
connectors or through the use of universal connectors. SecretStore is designed to 
provide a secure solution for customers who want to take advantage its single 
sign-on capabilities.

For Additional Information

For the latest information on deploying Novell SecretStore on your network, refer 
to the installation and configuration manuals supplied on the product CD.

As of this writing, Novell SecretStore 3.2 code and documentation are available as 
an early access release at http://developer.novell.com/ndk.

The following AppNotes and Developer Notes may also be of interest:

• “A Technical Overview of Novell SecretStore 
3.2”http://developer.novell.com/research/appnotes/2003/may/03/

• “Understanding Novell’s Single 
Sign-On”http://developer.novell.com/research/appnotes/2000/february/02/

• “SecretStore: Novell Single Sign-on Version 
1.1”http://developer.novell.com/research/devnotes/2000/april/02/d000402.ht
m

• “SecretStore Single 
Sign-on”http://developer.novell.com/research/devnotes/1999/november/05/

For other AppNotes on security-related topics, refer to the Novell Research Web 
site at http://www.novell.com/appnotes.

Copyright © 2003 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.
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Error Processing in exteNd 
Composer: Simplifying 
Maintenance and Debugging

Marcel Thibault
Lead Consulting Engineer
Novell, Inc.
mthibault@novell.com

Bob Burgess
Lead Consulting Engineer
Novell, Inc.
bburgess@novell.com

This AppNote details a method of capturing errors while processing exteNd 
Composer components and subcomponents. This method also provides a 
convenient method to display the execution order of the components for easier 
debugging and maintenance of a system.

Contents:

• Introduction
• Methodology
• Running the Sample Project
• System Versus Application Errors
• Conclusion

Topics exteNd Composer, error handling, debugging, network 
application development

Products Novell exteNd Composer

Audience network application developers

Level intermediate

Prerequisite Skills familiarity with the exteNd Composer development envi-
ronment

Operating System n/a

Tools none

Sample Code yes
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Introduction

If you’ve built at least one component in exteNd Composer, you’ve probably 
realized how easy it is to capture a system error and send the results to a log file.  
Composer provides a number of methods to handle this situation with actions such 
as the Try/On Error or Raise Error and logging options. These actions make it 
very easy to capture an error condition and then send it to a log file.

However, a production situation often requires the use of multiple components. 
That is when a number of error processing questions arise; among them might be 
the following:

• How can I best manage the error processing of these related components?

• How do I propagate the error up to the calling component?

• How or where is it best to record or log the error?

• Which components completed processing before the error occurred?

• Should the execution process even continue after an error is encountered?

• Where in the process is the most time spent processing?

This AppNote presents an efficient method to address these process/error 
management issues. It is designed for consultants and developers familiar with the 
exteNd Composer development environment who want a flexible method of 
recording process errors and component execution paths.

The sample project referenced in this AppNote is available for download at 
http://developer.novell.com/research/downloads.htm.

Methodology

When managing the error processing of multiple components, there is a need for 
an error handling methodology, as opposed to just using the available exteNd 
Composer actions like Try/On Error and Raise Error. The base element of this 
suggested methodology is the XML template called ResultsOutput. Using this 
template as the output document for all of the components provides a mechanism 
to organize the error information. The XML template is shown in Figure 1.

http://developer.novell.com/research/downloads.htm
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Figure 1: ResultsOutput XML template used for component’s output documents.

Within each component are references to two XML Map components that first 
initialize the component’s output results (using the ResultsOutput template) and if 
an error occurs then a follow-up component is called to post the error. The 
initializing component is called InitializeErrorArea and is used to set up the XML 
document with default error codes. The follow-up LogError XML Map 
component is then called to capture the error information and, if desired, post it to 
a log file.

Within each component is at least one Try/On Error action that contains the 
subcomponent reference. Note that the subcomponents we are talking about here 
are the components that contain the business logic, as opposed to the 
InitializeErrorArea or LogError components. After the subcomponent’s call 
reference are a number of Map actions that propagate the subcomponent’s output 
results to the calling component’s output document.

Following the Map actions is a Raise Error action used to determine whether an 
error should be processed. If the condition is evaluated to TRUE in the Raise 
Error action, the processing jumps to the On Error section of the Try/On Error 
action.

Within the On Error section of the Try/On Error action are a few more Map 
actions to post the error information to the calling component’s output document.  
The last action within this section is the call to the LogError XML Map 
component, which is used to capture the error information to a log file.

Figure 2 shows a general schema of how this methodology is implemented within 
any calling business logic component.
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Figure 2: General schema of the process/error capture methodology.

Running the Sample Project

The sample project dsecribed in this section demonstrates this process/error 
capture methodology. Its initial component is a single Web Service called 
TopLevelComponent. It calls three subcomponents called Level2a, Level2b, and 
Level2c. Each of these components calls the next level, similarly named as 
Level3x, and finally these components call a fourth set of subcomponents. All of 
the components are nearly identical to each other, except for the subcomponents 
they reference.

Figure 3 shows a diagram of the component execution path.
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Figure 3: Component hierarchy in the sample project.

To quickly understand this sample project, it is probably easiest to just execute the 
TopLevelComponent Web Service and review the results in the component’s 
output document. If you accept the default input document information, a system 
error will occur within the business subcomponent called Level3b. A sample of 
this input document is shown in Figure 4.

Figure 4: Input document for the TopLevelComponent Web Service.

After executing the TopLevelComponent Web Service, you will notice the output 
document will contain information about this object that includes such items as 
component name and execution times, along with system and application error 
information. An added benefit of this output information is the start and stop 
execution times for each component. This information is very handy to have when 
looking for processing “hot spots” and resolving execution time issues.
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In the system error message field, you’ll see an execution path of the components 
called at the time of the system error. Of course, in this case it is a simulated error 
as a result of the input document. If you further expand the document, you’ll also 
see the subcomponents called and information for each. A sample output 
document is shown in Figure 5.

Figure 5: Sample output document showing an error in Level3b.

In this sample project, when an error occurs the results are also written to a log 
file. Of course, the results could also be sent to a database or any other location 
desired, but for simplicity the error is sent to a log file. An example of this log file 
entry is shown in Figure 6.
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Figure 6: Sample output of log file written by XML Map component LogError.

System Versus Application Errors

The sample project can handle two types of errors that might occur: system and 
application errors. It might be useful to first define the difference between system 
and application errors:

• A system error is a major failure of the exteNd Composer process and is 
caused by situations such as an incorrect XML request or an improperly- 
handled null value. The overall exteNd Composer process stops and error 
information is propagated to the calling component’s output document.

• An application error is a business rule-type failure, such as when the tax input 
value was less than 15%, but it is supposed to be over 20%. The process may 
continue, but that is a business rule decision. Whether the ExteNd Composer 
process continues or not is predetermined within the component’s logic. 

The sample project provides an easy demonstration of catching and processing a 
system type. An application-specific error can also be easily processed with this 
sample. This code will handle most of what you need with only a few minor 
modifications.



w w w . n o v e l l . c o m / a p p n o t e s
88

D
ev

el
op

er
 N

ot
es

To make the changes, one might add additional Try /On Error actions to catch 
application-specific errors. If the process is to stop immediately, one could cause 
system errors to occur using a Raise Error action. If the process is to continue, one 
might just map the appropriate application errors to the component’s output 
document as needed and allow the process to continue.

You might notice in the code that there are “For Each Loops” used to check for 
multiple occurrences of application errors. This might seem strange at first, but 
there are situations where this can occur such as in processing 3270 screens which 
sometimes return multiple errors. This allows a complete set of information to be 
captured.

Conclusion

On the surface, this error handling methodology seems to make the code more 
complicated. But through real life experiences, we have found it to be a most 
valuable strategy to include in all exteNd Composer projects. As a developer, you 
now have the necessary error codes and performance parameters to:

• Debug your code more rapidly

• Tune your code to achieve the desired performance results

• Identify back-end and/or network trouble areas

Copyright © 2003 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
their respective companies or distributors.
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The property essentially
keeps track of a list of
attributes that an adminis-
trative user can manage. 
Network Novice

iManager 1.5 Roles Defined

Jeff Fischer
Research Engineer
Novell AppNotes
jfischer@novell.com

Last month we discussed how to access iManager 1.5 
and navigating through iManager. This month, we will 
begin our discussion of the services you can administer 
using iManager and the pre-defined roles that allow 
you to administer those services. 

Adding Users to Roles
After iManager is installed, the tree admin will be the 
only user that will have access to the roles in iManager. 
In a new tree installation, this user is the admin user. 
By default, this user will own and be a member of all 
the roles that were created during the iManager instal-
lation. Since you shouldn’t use the admin user in a 
production environment (because of security risks), 
you need to understand how to add other members to 
existing roles in order to set up your distributed admin-
istration approach. 

It is good security practice to assign another user 
besides admin as a member of all the iManager roles. 
Follow these steps in order to assign a user as a 
member of a role. 

1. Log in as Admin into iManager. 

2. Click the Configure button and 
you will see a screen like 
Figure 1.

3. Click the Modify Members 
button next to the role where 
you want to add a member. 

4. Click the Browse button next to 
the name field. 

5. Browse to the user you are 
going to add as a member using 
the blue arrows. 

6. When all of the users you want 
to add as a member of the role 
appear in the selected objects 
field, select OK. 

7. Browse to and select a scope where the user will 
be able to perform the functions of the role. You 
can select to allow the user to perform the function 
at the top level of the tree or in one organizational 
unit. You can also select multiple containers to be 
the scope for the operation. 

8. Check or uncheck the Inheritable check box, 
depending if you want the user to perform this role 
in subcontainers of the specified scope. 

9. Click OK to accept the changes made to the role. 

10. Click OK to return to the main menu. 

Property Books
As an example, let’s say that you have assigned a user 
as a member of the Group Membership role. This role 
allows a member to modify all properties for that role, 
including contact information such as location, depart-
ment, and description other properties. A member of 
this group can also change the list of members for this 
group and all properties for this object. 

For some organizations that use a decentralized 
approach to administration, this level of responsibility 
assignment is not granular enough. You may want to 
assign a user to a role that can only change the group 
membership list, but not all the properties for this 
object. You may want to assign a user to administer a 
list of selective attributes, but not the entire list of 
attributes for that object. 

In this instance, you could use a property book. Prop-
erty books can help you more effectively view and 
manage a large number of attributes. The property 
essentially keeps track of a list of attributes that an 
administrative user can manage. A role can be created 
that holds a property book. The property book specifies 
the list of attributes that can be managed. The user who 
is made a member of the role would then only be able 

Figure 1: Configuring a Console Role.
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It may be necessary to
modify the owner for a
collection. 
to manage the properties specified within the property 
book. 

This finely grained approach could be more effective 
for large corporations where there is a need to 
distribute a large load of object administration. Help 
desk technicians, administrative assistants, or other 
personnel could manage attributes for objects in the 
tree. This would help offload day-to-day object admin-
istration from the network staff. 

Follow these steps to create a role with a property book 
that allows members to only edit the group member-
ship list for a group object. 

1. Create a role called “Group User Admin” but do 
not assign any tasks to the role when prompted. 

2. Assign members and scopes to the role. 

3. Select the Configure button on the top navigation 
bar. 

4. Expand Property Book Configuration. 

5. Click Create Property Book. 

6. Type “Group Users” for the name of the property 
book. 

7. Click the Browse button next to the Module text 
field. 

8. Click Search to search for all the modules in the 
tree. 

9. Select a module such as eDirectory Partition and 
replica Management. 

10. Click Next. 

11. Add the user and group objects from the available 
objects field and click Next. 

12. Add the manageGroupUsersPage. 

Note: The pages that appear are dependent upon the 
objects you select in the previous step.

13. Click Next. 

14. Assign the property book to the Group User 
Admin role you created previously. 

15. Click Next. 

16. Click Finish. 

17. Click OK. 

You can test this by performing the following steps:

1. Log in as the user you assigned to this role. 

2. Close the iManager configuration wizard by 
clicking the Close button. 

3. You will then see the role that has been assigned 
to this user, which is the Group User Admin role. 

4. Click on the Group Users task. 

5. Click the Browse button by the object name field. 

6. Select a group object from your tree and click OK. 

7. You will then see only the members tab for the 
group object. You can modify members of the 
group, but cannot modify any other properties. 

You have just completed all the steps necessary to 
create a role, to create a property book, and to assign a 
user to use the role. The member of this role will only 
have the rights to change the group membership for the 
groups in the context specified by the role. This can be 
done with many other properties and objects, which 
makes it a very powerful solution for distributing the 
network administration load. 

Collection Configuration
It may be necessary to modify the owner for a collec-
tion. This may be important as you don’t want to use 
the Admin user for all network administration, since 
each administrator will use their own user object. You 
will need to assign more users other than Admin as 
owners of the collection object, which will give them 
rights to all the roles within the collection. 

Perform the following steps in order to assign addi-
tional owners of the collection object. 

1. Log in to iManager as Admin.

2. Click the Configure button on the top navigation 
bar. You will see the roles that belong to the 
configure screen, as shown in the Figure 2.

Figure 2: All the roles that belong to
the configuration screen.

3. Expand the Collection Configuration. 

4. Select “Modify Collection Owners”.
n o v e l l . c o m / a p p n o t e s
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Novell iManager also
allows administrators to set
up user self-management so
that users in the network
can modify their own per-
sonal information when
they are authenticated to
the network as themselves. 
5. Click the Browse button to search for the 
collection object. 

6. Click Search to search the tree for collection 
objects and select the object to which you want to 
add owners.

7. Click OK. 

8. Click the plus button to add owners. 

9. Browse and select the users you want to be 
additional owners of the collection. You can 
repeat this step to add additional users. 

10. Click OK. 

11. Click OK. 

User Self-Management
Novell iManager also allows administrators to set up 
user self-management so that users in the network can 
modify their own personal information when they are 
authenticated to the network as themselves. 

User self-management is enabled with the [This] 
special trustee name in eDirectory. [This] is a special 
eDirectory trustee name that allows you to modify 
attributes on the authenticated object only. 

This also allows day-to-day user object administration 
to be distributed down to the user level, so that they 
can keep track of their object attributes. Perform the 
following steps to enable user self-management. 

In order to enable User Self Management, you must 
change a statement in the iManager config file. The file 
is named eMFrame.cfg and is found in the 
eMFrame/Web-INF directory. You can only add the 
[This] trustee assignment to containers, not to indi-
vidual users. Perform the following steps in order to set 
up User Self Management. 

1. Make sure you are using eDirectory 8.7. 

2. Open the eMFrame.cfg file on your iManager 
server. 

3. Find the line that reads 
Provider.eMFrame.This.enable=false 
and change “false” to “true”. 

4. Save the file. 

5. Stop and restart Tomcat. 

6. Install the eGuide Configuration plug-in, if you 
have not installed eGuide on your iManager server 
by going to the configure screen in iManager. 

7. Select Plug-in Setup and Install > Install Plug-in. 

8. Click on the Role Configuration > Modify eGuide 
Roles Task. 

9. On the Modify eGuide Roles page, find the 
eGuide Self-Management role. 

10. Click on the Modify Tasks button next to this role 
in order to add or remove tasks from the role. 

All User objects in the container will inherit the ability 
to modify attributes on their own objects, according to 
the tasks in the role. 

Creating a New Module
iManager also allows you to create a new module. 
Although the modules that are already installed are 
enough to manage the pre-defined tasks, you may want 
to create your own tasks and assign them to your own 
roles and a new module to organize your custom tasks 
in eDirectory. 

To illustrate this, let’s say that you have a custom-
created application that makes changes to custom or 
predefined attributes in the directory. You can create a 
new module object and new tasks for this module, and 
you can define a new role to perform the tasks of the 
module object. Then you can associate users with the 
new role object and the application can use a user 
within this role to perform its tasks. To create a new 
role and new tasks, perform the following steps. 

1. Expand Module configuration and click Create 
Module. 

2. Enter a name for the module and select its context, 
such as Role Based Service. 

3. Click OK twice. This creates a new module.

4. Expand Task Configuration and click Create 
iManager task.

5. Select a class for the task, such as user, browse to 
the destination, and task for the plug-in type. 

6. Select the attributes you want the task to modify 
and click Next. 

7. Click Next twice. 

8. Assign a name for the task, the collection, and the 
role it will belong to and click Finish. 

Conclusion
In this month’s article, we talked about the Configura-
tion screen in iManager. We learned how to set up 
property books and user self-management. Now that 
we have thoroughly talked about distributed adminis-
tration and roles in iManager, next month we’ll discuss 
how to administer the services on a network using 
iManager. 
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You can perform two
kinds of health checks for
your eDirectory tree. 
NDS Health Checks: Past and 
Future

Kevin Burnett
Senior Research Engineer
Novell AppNotes
kburnett@novell.com

I attended BrainShare last month. Granted that is not so 
original considering BrainShare’s appeal to over 5000 
programmers, IS engineers, marketing and sales folks, 
as well as executives. What was unique was that I had 
the opportunity to attend several of the 300-plus excel-
lent classes that were offered during the week-long 
event. In BrainShares past, I have always been too 
busy teaching an array of classes.

One class that I attended (a very popular one) was 
centered around NDS Health Check features in the 
NDS iMonitor utility. I scribbled notes furiously while 
sitting on the floor in the back of the capacity-
filled room. This class was taught by the eDirectory 
Architects who have been guest authors in this column 
in past months. Needless to say, their brand of humor, 
while funny and interjected with Novell technology, 
will give Leno and Letterman little to worry about! But 
here’s what I gleaned from this class.

eDirectory Health Checks
You can perform two kinds of health 
checks for your eDirectory tree. The 
first kind we will call the Basic Health 
Check. This would logically include 
the following:

 • Check NDS Versions for latest 
releases

 • Check time synchronization
 • Check eDirectory replication 

(synchronization)

Then you have the more inclusive 
health check that we will call 
Complete Health Check. This would 
logically include the following:

 • All items in the basic health check
 • Check for External References and Obituaries
 • Check for Schema anomalies
 • Check for tunable parameters
 • Check for Objects with UNKNOWN as their 

object class

Typically Novell would recommend what is stated in 
the eDirectory 8.7 documentation, located at 
http://www.novell.com/documentation/lg/edir87/
index.html. At this site, you can select the Administra-
tion Guide, then Maintaining Novell eDirectory, then 
Health Checks, and lastly Keeping eDirectory Healthy. 
This documentation recommends the following:

For the Basic Health Check:

• Run the Treewide Server Information Report with 
the Health Check option enabled

For the Complete Health Check:

• Run the Basic Health Check

• Against each server in the Directory Tree:

 • Run the Obituary Report
 • Run the Object Statistics Report to check for 

Unknown objects
 • Run the Schema Compare

Checking eDirectory’s Health: The 
Procedure
At this point, bring up NDS iMonitor. For review, you 
need a current Internet Browser. Type the following:

http://<server distinguished name or IP 
address><port 8009>/nds/

Once you have NDS iMonitor running, click the 
Reports icon, which will look like Figure 1.

Figure 1: Clicking on the Reports icon.
n o v e l l . c o m / a p p n o t e s
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In the Assis-
tant frame, 
click on the 
Report 
Config link. 
A Runable 
Report List 
appears in the 
Data frame, 
as shown in 
Figure 2.

Click on the 
Configure Report icon for your 
desired information. In this case, 
click on the Configure Report icon 
that is to the left of Treewide Server 
Information. This will bring up two 
panes in the Data Frame, Server 
Information Report and Schedule 
Report, as shown in Figure 3.

This particular report will walk the 
entire eDirectory tree, communi-
cating with every NCP-based server 
it can find. It will report any errors 
that it finds. You can use this report 
to diagnose time synchronization and 
limber problems, or to find out if the 
server you are running NDS iMon-

itor on is able to communicate with all other servers 
from this server’s perspective.

In addition to this type of server report, you can create 
a report to list all of the obituaries on the server or you 
can create a custom report which will launch any NDS 
iMonitor page as a report by entering the iMonitor 
URL in the URL to launch the field. You also have the 
option of specifying how many versions of the report 
you wish to keep.

Referring to Figure 3, in the Server Information Report 
section of the Data Field, you can select from several 
options, including those in the table below.

Option Function

Show Errors Capture and show all server errors in the report

Show only servers with Errors List only the servers in your directory tree that have errors

Show Replica Depth Info Show the actual depth of your replica information

Show TimeSync Information Display server TimeSync information in the report

Allowable Timesync Deviation Show the value of acceptable time difference between servers in your 
Directory tree

Number of versions of the Report 
to keep

Show the number of reports that you want to save (each report will be 
saved with a unique identifier)

Show OS info Save each server’s OS information (version numbers, etc.) in the 
report

Try TCP/IP connections Test TCP/IP connectivity between all of the servers in your Directory 
tree

Try IPX connections Test IPX connectivity between all of you servers in your Directory tree

Figure 2: Runable Report List.

Figure 3: Schedule and Run Report.
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Looking in the Data
Frame, note that the
report that we just created
is listed as the only entry
in the Report List. 
The default selections are shown in Figure 3, 
so for this column let’s stick with these. Click 
Run Report. 

Next the Completion of Running a Report is 
displayed, as shown in Figure 4.

You can see that I only have one server in my 
Directory tree. You can also see that there are 
no errors on that server. Under the Reports 

header in the Assistant Frame, click 
Reports. The Report List is displayed, as 
shown in Figure 5.

Looking in the Data Frame, note that the 
report that we just created is listed as the 
only entry in the Report List. Clicking the 
red “X” will delete the report. Clicking 
the icon with the magnifying glass will let 
you view the report. The information 
you’ll see from this page is listed in the 
table below.

 

Now let’s click on the icon with the magnifying glass, 
as seen in Figure 5. The screen shown in Figure 6 is 
displayed.

This is the actual report that we ran previously. Note 
the components of the report. The distinguished server 
name is a link to a page containing a wealth of infor-

mation about the server. The “Yes” 
under the “Time has Synched” entry 
indicates that time synchronization is 
good on the server. But since this is the 
only server in the Directory tree, this will 
always be the case.The TimeSync Delta 
is 0:00:00; there again, this is due to the 
fact that there only one server in this 
Directory tree. 

Item Explanation

Scope “Treewide” indicates that the entire Directory tree was scanned

Name Contains a link to the server(s) information including DN, version, etc.

Initiator In this case, the report was run as [Public] so it could run without you having to log in as 
Admin or equivalent

Started The time the report was started

Finished The time the report completed

Bytes The size of the report in bytes

Total Files The number of files in the report

Files Open The number of files open on each server

Figure 4: Completion of Running a Report.

Figure 5: Current Report Listing.

Figure 6: The actual report.
n o v e l l . c o m / a p p n o t e s
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Clicking on the Agent 
Summary link will allow 
you to view the health of 
your NDS servers, 
including synchroniza-
tion information, agent 
process status, and the 
total number of servers 
known to your database. 
Clicking on the Agent 
Configuration link will 
allow you to control and configure the DS Agent.The 
functionality available on the Agent Configuration 
page depends on the rights of the current identity and 
the version of NDS that you are looking at. Clicking on 
the Agent Health link allows you to view health infor-
mation about the specified NDS Agent and the parti-
tions and replica rings it participates in. Additional 
links are provided that give several layers of more 
detailed information.

So now you know how to create a health check report 
for your Directory tree using NDS iMonitor. But there 
is one more thing to cover before ending this article. 

Refer to Figure 3 again. Looking at the lower portion 
of the Data Frame, under the section called Schedule 
Report, you see the option to run reports automatically. 

This section of the form allows your report of choice to 
be configured to run on either a periodic basis, or at a 
later time. In this case, the report will run without 
authenticating as a user but will run as [Public]. Note 
the scheduling options in Figure 7, that allow you to set 
the parameters listed in the table below.

Summary
This month we have learned that NDS iMonitor has a 
very strong reporting tool to help diagnose the health 
of your Directory Tree. We have learned that there are 
several types of reports you can run. This column also 
showed you how to perform a health check against all 
of the servers in your Directory tree. 

Getting back to my experience at BrainShare, I must 
note that the information presented in the “Automated 
eDirectory Health Checks and Troubleshooting” class 
indicated that with upcoming versions of NDS iMon-
itor there will be a more robust selection of reports that 
you can run. But that can wait for another column. 
Until then, happy Directory-ing!

Scheduling Option Value

Frequency One time, Hourly, Daily, Weekly, or Monthly

Start Time The time of the day you want the report to start

Start Day The Day option only applies to Weekly Reports, and the Month and Date option only 
applies to One Time and Monthly reports

Figure 7: Scheduling Options.
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Integrating Novell Portal 
Services with a Directory

Kevin Burnett
Senior Research Engineer
Novell, Inc.
kburnett@novell.com

Note: This is a section from the DeveloperNet Univer-
sity course found at http://developer.novell.com/
education/tutorials/portal/.

Novell Portal Services (NPS) requires a directory to 
function properly. The directory is the underlying inte-
gration point for NPS. The directory maintains and 
stores most of the following:

• Configuration

• Access Control

• Relationships

• Layout Information

In addition to these items, user information (name, 
password, privileges, and preferences) are stored in the 
directory. NPS leverages the direc-
tory to authenticate and build a 
personalized “page” of data for 
the user.

Who you are in the directory 
matters! All assignments for what 
can be viewed in the portal are 
based on directory assignments:

• User

• Groups

• Containers

• Attributes

Gadgets
Gadgets are the basic building 
blocks of NPS. Gadgets are appli-
cations that reside within the portal 
framework and serve to interact 
with other (external) resources, 
such as directories, databases, and 

Web pages. Gadgets communicate to any back-end 
system to gather data for the user. NPS provides single 
sign-on functionality to these back-end systems. 

A gadget is represented in the LDAP directory as a 
Gadget object. NPS offers a wide variety of gadgets 
with the product, including the following:

NPS Gadgets can be easily viewed in ConsoleOne. 
Figure 1 illustrates this.

Novell provides an array of Gadget Development 
Tools. The exteNd Directory Gadget Developer Kit 
provides tools to develop, test, and deploy gadgets. 
Check out the offerings at Novell’s Developer site at 
http://developer.novell.com/ndk/npssdk.htm.

Collaboration System Application

• Exchange
• GroupWise 

Mail
• GroupWise 

Calendar
• POP3/IMAP
• NNTP

• Authentication
• HTML
• iFrame
• PortalStats
• Portal 

Administration
• Registration
• RSS
• Shortcut
• User Admin
• XML Remote

• Applet
• Citrix
• News
• Phonebook
• Stock
• NetworkFile

Gadget

Figure 1: NPS Gadgets displayed in ConsoleOne.
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Web services are increas-
ingly being used for busi-
ness-to-business trans-
actions, as well as for con-
sumer-focused web appli-
cations because of their
ease of creation and
non-proprietary structure. 
The exteNd Directory Gadget Developer Kit includes 
documentation, extensive sample code, and the SDK 
libraries. 

Creating a Client Web Service 
Using eXtend Workbench from 
a Web Services Description 
Language Document

Jeff Fischer
Research Engineer
Novell, Inc.
jfischer@novell.com

Note: This is a section from the DeveloperNet Univer-
sity course found at http://developer.novell.com/
education/tutorials/web/.

Web services are the newest category in software 
development. They combine the flexibility of loosely 
coupled systems with the robustness of open standards. 
Web services offer a great architecture and software 
platform to exchange data between remote applications 
and software modules. Web services are increasingly 
being used for business-to-business transactions, as 
well as for consumer-focused web applications 
because of their ease of creation and non-proprietary 
structure. 

Like good object-oriented programming, one main 
concept of a service-oriented architecture is that the 
particular service you need could already be developed 
and deployed on a server somewhere in the world. The 
advantage is that you can leverage the already devel-
oped code as part of your own application. 

A web service can act in two roles: producer and 
consumer. A producer application hosts web services 
for others. It has built into itself all the business rules it 
needs to produce the requested operations. It also has 
access to a datastore, such as a eDirectory or a database 
where it will retrieve the information it needs to fulfill 
the operations it needs. 

A consumer application is a client application to a 
producer. It will make requests of a producer applica-
tion and send them via SOAP. The producer applica-
tion will receive the requests from the consumer, 
process them, and reply back to the consumer applica-

tion. The consumer application will then present the 
data to the user.

Web Services Description Language
Web Services Description Language (WSDL) is a 
markup language used to describe the specific opera-
tions that a web service can perform. A WSDL docu-
ment is an XML document with defined elements that 
represent the operations of a web service. 

When a client application wants information about a 
web service that can perform the operations it wants, 
the client application will request a WSDL document 
that has the operations it needs. Also, if you want to 
build a client application for a specific web service, all 
you need is the WSDL document of the web service 
and you can build a simple consumer application for 
that web service. 

Novell eXtend is a Visual Integrated Services Devel-
opment Environment. Using Novell eXtend, you can 
develop you own web applications and integrate your 
applications with other applications. 

You can use Novell eXtend to build consumer applica-
tions. All you need to do is specify the WSDL docu-
ment and Novell eXtend will create all the methods 
you need to run the application. You can do this in a 
matter of minutes and in just a few easy steps. Follow 
the steps below to use a WSDL document on the 
Internet for a web service to create a simple consumer 
web service application.

Since we are only going to Consume a Web Service, 
we only need produce the Client and the Stubs that the 
client will use to connect jBroker Web to the Web 
Service. We will use eXtend Workbench to do this so 
eXtend Workbench and jBroker Web should be 
installed.

1. Create a new project in Workbench by selecting 
the File menu > New Project. 

2. Fill in the information necessary, such as the path 
to create the project.

3. From the File menu, select New.

4. From the New File window, select the Web 
Services tab. Select Existing WebService. Click 
OK.

5. In the Web Service Wizard window, type the 
following URL into WSDL file or URL to use:

http://www.xmethods.net/sd/TemperatureService.wsdl
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7. In the next window, supply 
the following information:

 • Use the default for the 
“Root directory for 
generated objects.” 

 • Leave Generate stubs 
checked and check the 
Verbose mode. 

 • Type temp in Specify 
the package for 
generated files. 

 • Click Finish.

8. The workbench creates 
stubs and a test client file. 
At this point, double-click 
on the test client file called 
Temperature_CLIENT.java 
in the WebServices\src
\temp directory.

9. Un-comment the println() 
method and replace the java.lang.String entry with 
args[0]. This will allow you to enter in any zip 
code on the command line, and have the service 
return the current temperature in that area.

System.out.println("Test Result = " + 
remote.getTemp(args[0]));

10. Save the project. Compile by running the Build 
and archive command.

To test your client, perform the following steps:

1. From the Project menu, select Run Web Service 
Client Class.

2. Select temp.Temperature_CLIENT as the Client 
Class to run.

3. Enter the a zip code, such as 01821, or any other 
zip code, into the Arguments field. Click Run.

The result should be similar to what you see in 
Figure 1.

Figure 1: The argument calls the temperature services through the WSDL and 
displays the information in a box.
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Upgrading to eDirectory 8.7

Taken from Technical Information
Document #10073858 

This procedure is what was used when upgrading to 
eDirectory 8.6.2; it should also work well for 
upgrading to eDirectory 8.7, with the appropriate 
changes, of course. Support Pack 5 doesn’t contain all 
of the recommended patches. You are best advised to 
make sure that you have the recommended versions 
installed before upgrading to eDirectory 8.7—that will 
save you from a lot of problems.

The DSREPAIR version in eDirectory 8.7 should take 
care of the schema modifications for you. Just make 
sure that the schema is correct in regards to the 
creatorsName and modifiersName attributes. Also, 
make sure that you’ve run the Post NetWare 5x and 
Optional Schema enhancements.

I also recommend that you make the server the Certifi-
cate Authority Server, the master of Root, and upgrade 
this server first. When this is done, you can upgrade the 
other one and then move the master replica of Root 
back to the original server.

Before You Upgrade

eDirectory has the following minimum synchroniza-
tion compatibility requirements:

NetWare versions:

• 4.11 or 4.2 SP8a/DS 6.09 

• 5 SP5/DS 7.47 

• 5 SP5/DS 8.51 

• 5.1 SP2a/DS 7.47/8.78/85.23 

Novell recommends at least SP9/DS 6.14 for 4.x and 
SP3/WSOCK4f for 5.x.

Certificate Server and NICI:

Novell recommends at least Certificate Server 2.2.3 
and NICI 1.5.7. The NICI patch can be downloaded 
from http://support.novell.com. Certificate Server 
2.2.3 is included in eDirectory 8.6.2, but it can’t be 
installed separately. Some reports state that Certificate 
Server 2.0.3 is sufficient. The Certificate Server only 
needs to be installed on the Certificate Authority 
Server.

Java Virtual Machine (JVM):

JVM 1.2.2 can be downloaded from http://download.
novell.com. The installation is workstation-based. 
After updating Java, be sure to execute STARTX.NCF 
to reconfigure the GUI. It is recommended that, where 
possible, you upgrade to JVM 1.4.1 as soon as it 
becomes available.

DSREPAIR.NLM:

DSREPAIR.NLM needs to be at the following 
minimum version level: 

• DS 6.x - DSREPAIR 4.72B 

• DS 7.x - DSREPAIR 5.28B 

• DS 8.x/85.xx - DSREPAIR 85.12B 

Note: These files are also in the 8.6.2 upgrade 
under PATCHES. You need to copy the appropriate 
DSREPAIR.NLM to all of your servers in order to pre-
serve the schema. If you have DSREPAIR versions lower 
than the versions outlined here, and run a local repair 
with Rebuild Operational Schema, you will corrupt that 
server’s schema and possibly corrupt Directory Services 
as well.

Memory:

Make sure the server is not low on memory. Because 
of the new caching feature implemented in eDirectory, 
later versions may consume more memory than did 
earlier versions. If you are running NetWare 6.x, make 
sure you have at least 500 MB (preferably 1 GB) of 
memory on the server.

JetDirect:

Check your HP printers. JetDirect firmware should be 
at 8.04 or greater. Refer to the following for more 
information: 

• HP JetDirect Print Servers - Novell NetWare 

• 80, 81, 82, 83, or 86 Service Errors

1.2 Schema Checks

For schema synchronization, bring up DSTRACE. 
From the Master of [Root], issue the following 
commands:

• SET DSTRACE=ON

• SET DSTRACE=NODEBUG

• SET DSTRACE=+SCHEMA

• SET DSTRACE=*SSD

• SET DSTRACE=*SSL

• SET DSTRACE=*SSA

Switch over to the DSTRACE Screen and verify that 
the “All Processed=Yes” message is displayed for the 
tree.
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Although not mandatory,
running PKIDIAG on
your server prior to
upgrading to eDirectory
is a good idea. 
CreatorsName and ModifiersName Attributes 

Check with the Schema Manager to see if these 
attributes exist, and if they do they both must have 
their Attribute Syntax set to Case Ignore String. If they 
do not exist, you need to run a repair from PREEDIRF. 
The repair needs to be run with the following parame-
ters:

LOAD DSREPAIR -A0 -RD

Post-NetWare 5 Schema Update and Optional 
Schema Enhancements

From the Master of [Root], issue the following 
commands:

DSREPAIR -A | ADVANCED OPTIONS MENU | 
GLOBAL SCHEMA OPERATIONS 

From there you will select Post NetWare 5 Schema 
Enhancements and then Optional Schema Enhance-
ments. 

Schema Synchronization after Extension 

From the Master of [Root], issue the following 
commands:

• SET DSTRACE=ON

• SET DSTRACE=NODEBUG

• SET DSTRACE=+SCHEMA

• SET DSTRACE=*SSD

• SET DSTRACE=*SSL

• SET DSTRACE=*SSA

Switch over to DSTRACE Screen and verify that you 
have an “All Processed=Yes” message.

NDS Health Check

Perform an NDS Health Check as per TID #10060600 
(this TID adequately explains the NDS Health Check 
procedure, thus it doesn’t need to be done here). Make 
sure everything is healthy.

Backups!

On every server you are upgrading to eDirectory, do a 
backup of the directory services and trustees. From the 
server console prompt, type:

Run DSREPAIR -RC

Copy the “DIB” files off the server. The DIB files will 
be in the following locations:

• DS 7.x SYS:SYSTEM\DSREPAIR.DIB

• DS 8.x SYS:SYSTEM\DSR_DIB\00000000.$DU 

If your DIB is over 100 MB on Directory Services 8, 
the files will increment in file extension, such as 
00000001.$DU. Be sure to get all files!

Run TRUSTBAR on every server’s volume and copy 
the files off the server. The file will be stored in the 
root of each volume, called TRUSTEES.XML.

Workstation Downloads

For proper management of eDirectory 8.6.2, you will 
need to download the following files from the 
http://www.novell.com\download\ URL:

• ConsoleOne 1.3.3 

• Client NICI 1.5.7 (if you have 1.5.7 on your 
server)

• Appropriate ConsoleOne snap-ins

• eDirectory 8.6.2

• Novell Certificate Server 2.21 

PKIDIAG.NLM

The PKIDIAG.NLM utility is designed to fix all of the 
SSL and SAS objects. If a server has been renamed or 
moved, PKIDIAG will rename or move the related 
objects so that they conform to the correct naming and 
containment schemes. If any of the required objects do 
not exist, it will create them. If any of the objects don’t 
have the necessary rights, PKI will grant the necessary 
rights. If any of the objects are not linked, PKIDIAG 
will link them. If either the SSL CertificateIP or the 
SSL CertificateDNS do not exist, if they have incorrect 
names, or are out of date (or close to out of date), 
PKIDIAG will fix these instances as well.

Although not mandatory, running PKIDIAG on your 
server prior to upgrading to eDirectory is a good idea. 
It not only tests the validity and links of your SSL 
objects (SSL CertificateIP and SSL CertificateDNS), it 
also confirms that the HOSTS and HOSTNAME files 
are in order. 

If PKIDIAG reports errors when it is run, you should 
verify that your SYS:\ETC\HOSTS and SYS:\ETC\ 
HOSTNAME files are correct. If you still have 
problems, you should check the entry in DNS. If you 
don’t have PKIDIAG.NLM, contact a Novell Support 
Representative.

The Upgrade

Download eDirectory 8.6.2 from http://download.
novell.com The file for eDirectory on NetWare is 
called edir_862_full_nw.exe and it is about 96 MB.

When upgrading to eDirectory, start with the server 
holding the Master of [Root]. Then work your way 
through the replica rings down the tree. If you are 
installing remotely, you may want to redirect the GUI. 
Check out the following TID for information on how to 
redirect the GUI: “Redirecting the NetWare 5 GUI — 
Feb. 18, 2002” on http://support.novell.com.
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Be aware that virus scan-
ners and other programs
might be embedded inside
other products, such as
ZENworks, ManageWise,
and BorderManager. 
Conditional But Recommended

In the AUTOEXEC.NCF file, comment out the lines 
that load NWCONFIG.NLM, virus scanners, database 
applications such as Sybase or Oracle, backup applica-
tions, and other programs that rely on files being 
continually open and volumes being mounted. During 
the eDirectory installation, the software must dismount 
volumes so that trustee assignments can be migrated. 
Be aware that virus scanners and other programs might 
be embedded inside other products, such as 
ZENworks, ManageWise, and BorderManager. 

Restart the server and verify that the programs and 
applications referred to above are not running.

If you uncompress the volume upon which you are 
installing eDirectory, the install program will finish 
quicker. Check the following TID for tips on speeding 
up the install: “Install of eDirectory 8.6.x is Slow on 
NetWare 5.” 

If you have an IP-only environment, load 
IPXSPX.NLM. NWCONFIG.NLM looks to Btrieve 
for the product list. Btrieve subsequently requires IPX. 
Loading IPXSPX.NLM allows Btrieve to load. When 
you reboot the server, IPXSPX.NLM does not reload, 
so you will have an IP-only environment again.

Depending on the server’s CPU, it could take over an 
hour for the JVM to copy all of the files that are 
included with the eDirectory upgrade. Fortunately, 
there is a way to dramatically increase the speed. The 
answer is in changing the server’s SET parameter to 
SET Dirty Disk Cache Delay Time=0.1. This can be 
done before or during the install. This change should 
only be made during the install. (After the install is 
done, be sure to return the Dirty Disk Cache Delay 
Time to the original value. If you forget the original 
value, the default is 3.3 seconds.)

The Installation Process

1. At the server console, load NWCONFIG.NLM 
and select Product Options> Install a Product Not 
Listed.

2. Press <F3> (<F4> if you’re using RCONSOLE). 
Then enter the path to the eDirectory files under 
the NW directory, for example, SYS:\NW. Follow 
the on-screen prompts concerning license 
agreements, the readme file, and tips. After these 
files are copied, the server automatically restarts 
and begins to install components for ConsoleOne 
and Novell Certificate Server.

3. Enter the administrator’s login name (for 
example, Admin.VMP). 

Note: This window might close before you enter this 
information. If it does, toggle (Alt+Esc) to the screen 
and enter the information. Otherwise, the installation 
will not be complete. 

4. Follow the online instructions concerning the 
Certificate Server, LDAP, languages, 
components, and products to install.

5. When the installation is almost complete, you will 
see an error message 1,442 when the install is 
trying to create the W0 object. This error is 
benign. The script of the installation is set up to 
create a W0 object, but it does not check to see if 
the object already exists, and thus produces the 
error. A defect has been entered with Engineering 
and this should be resolved shortly.

6. When the installation is completed, you will see a 
message telling you to remove all disks and CDs 
and it will allow you to select YES to restart the 
server. At this time, restore the lines that you 
commented out in AUTOEXEC.NCF and change 
back the SET Dirty Disk Cache Delay Time 
parameter to its original value. If you forgot the 
original value, the default is 3.3 seconds.

7. Restart the server by clicking Yes. Repeat this 
procedure for each NetWare server you want to 
upgrade to eDirectory 8.6 for NetWare.

Perform a Post-Upgrade Check

This includes the NDS Health Check. Perform another 
NDS Health Check as per TID #10060600 and make 
sure everything is healthy.

Trustees

Verify trustees. If you need to restore trustees from the 
files created with TRUSTBAR, look again at the infor-
mation found under “Backup!” heading.

Post Upgrade Patches

Download eDirectory 8.6.2 Support Pack 3 (The 
NetWare file is called edir862SP3.exe and it is about 7 
MB.) Be sure to read the readme file about 
SETPARM.NLM in order to speed up the installation.

NDS Health Check

Perform a third NDS Health Check as per TID 
#10060600. Make sure everything is healthy. You are 
now finished and life should be good!

For more information, see 
http://support.novell.com/cgi-bin/search/
searchtid.cgi?/10073858.htm.
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I have manually installed
the user license after the
NetWare 6 OS installation
process is finished. But I
can still only get two users
to log on. What am I
doing wrong?
What About SecureLogin?
Dear Ab-end: I attended BrainShare in April and was 
flooded with information about Novell’s Secure Iden-
tity Management (SIM) initiative. However, I was 
unable to get a full scope of understanding about 
SecureLogin. Can you shed some light on this for me?
—Securely Logged Out

Dear Securely: You asked for it and now you get it. 
As Novell works to launch this new Novell Secure-
Login solution, Novell’s Web site is filled with papers 
to explain more about this exciting new technology. 
One of the best and most concise documents to date is 
a short piece explaining the features and benefits of 
SecureLogin. Here’s an excerpt:

“Novell SecureLogin is a directory-based, single 
sign-on solution that enhances your organization’s 
security and efficiency. With SecureLogin, your 
employees only need to remember one password and 
log in one time to access all of their applications, Web 
pages and servers. In addition, SecureLogin enables 
your organization to provide employees worldwide 
with single sign-on access to network resources: even 
remote employees who are disconnected from the 
network can enjoy single sign-on functionality. These 
features provide increased employee productivity and 
reduce the time network administrators spend on pass-
word management.

“To protect your login information, SecureLogin 
encrypts and stores authentication credentials in any 
100-percent compliant Lightweight Directory Access 
Protocol version 3 (LDAP v3) directory, including 
Novell eDirectory. With eDirectory integration, 
SecureLogin stores your authentication information in 
SecretStore, a highly secure, patented repository 
located within eDirectory. Offering both convenience 
and security, SecureLogin provides authorized users 
with seamless access to network resources and protects 
those same resources against unauthorized access.”

You can read the full paper on the subject at: 
http://www.novell.com/products/securelogin/
features.html.

Also note that Novell’s DeveloperNet University 
currently has a SIM Overview course along with a 

full-blown coding-type course that should be available 
at the time of this printing.

Installing User Licenses After a NetWare 6 
OS Installation, Part 1
Dear Ab-end: I have manually installed the user 
license after the NetWare 6 OS installation process is 
finished. But I can still only get two users to log on. 
What am I doing wrong?
—Gilbert “Mr. Licenses” Bertelli

Dear Gil: User and server licenses must be installed in 
the tree where their respective objects can find them. 
Objects can only walk up the tree to search for their 
license, not down or across. Possibly you have 
installed your user license in a sibling container to 
where the user objects are.

NetWare 6 User Licenses, Part 2
Dear Ab-end: You are right. I have users in several 
Organization (O) objects directly under the [Root] 
object, and my single user license is in one of them that 
only holds my Admin User object. I have tried moving 
the license to be directly under [Root] but I cannot. 
What should I do now?
Dear Gil: Only Organization (O), Country (C) and 
Locality (L) objects can be directly under the [Root] 
object. This is defined by the X.500 standard that NDS 
follows. You will have to either move your users into 
the same Organization as the License object, get your 
monolithic user license changed for several smaller 
licenses, or redesign your tree. This would involve 
creating Organizational Units (OUs) under one of your 
existing Organizations and using those OUs to hold 
your user objects like you currently do with your Os.

NetWare 6 User Licenses, Part 3
Dear Ab-End: Now half of my users can log on, but I 
keep running out of licenses before I should. What’s 
going on now?

Dear Gil: Most likely you have NetWare 6 Service 
Pack 2 installed.You need to also install a subsequent 
patch nls502ft.exe that is available from the File Finder 
at http://support.novell.com to fix this problem.

NetWare 6 User Licenses, Part 4
Dear Ab-End: Finally, all my users can log on. Thank 
you! Now about my car, it makes this noise. . . .

Dear Gil: NEXT!
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Is there a free available IP
site to which we can just set
the Time Sync Reference,
or is it a paid service? 
Atomic Clock as the External Time Sync 
Reference for NetWare 6 Servers
Dear Ab-end: I have a question on how to configure 
my NetWare 6 servers to use an atomic clock as the 
Time Sync Reference. In particular, I am looking for 
answers to the following questions:

• Is there a free available IP site to which we can 
just set the Time Sync Reference, or is it a paid 
service? 

• Do we need to spend money and purchase a 
hardware/appliance? If so, how much does this 
run? 

I would appreciate any details on setting this up. 
—Syncing Up in Singapore

Dear Syncing: Here is a summary of the answers to 
your questions:

• The Reference server is set up to get its time 
source from an external NTP source through the 
TIMESYNC.CFG. An example of this would be:
Time Source = xxx.xxx.xxx.xxx:123

• You can use Public NTP sites by visiting the 
following Web sites:

http://www.eecis.udel.edu/~mills/ntp/clock1a.html
http://www.eecis.udel.edu/~mills/ntp/clock2a.html

• The URLs of time sync servers that can be used 
are:

http://boulder.nist.gov/timefreq/service/time-
servers.html 
http://www.eecis.udel.edu/~mills/ntp/servers.html

You will need to make sure that the NetWare 6 servers 
are able to connect to the Internet on UDP port 123; 
you also need to set Configured Sources to On.

Contextless Login
Dear Ab-end: I am having a bear of a time getting 
contextless logins to work at my shop. I can provide 
specific details, but thought I would ping you to see 
what general advice you can offer. I am using 
Windows NT and 2000. Any and all help would be 
appreciated!
—Contextless Carry in Chaldingville

Dear Contextless Carry: This is a solution for those 
of you who are trying to get contextless login to work 
without having to set up the catalog. Of course, the 
catalog that I speak of is Novell’s Catalog Services, 
which has been obsolete for several years.

To get contextless logins to work with Windows NT 4 
/2000, you can use the Contextless Login Free Tool 

(LgnCLW32). The Contextless Login Extension for 
Windows 9x and Windows NT allows for contextless 
login without requiring catalogs on the backend. This 
extension searches specified locations in the tree for all 
occurrences of the username. If one exists, LgnCLW32 
automatically updates the context field of the NDS tab.

If more than one occurrence exists, the user is 
presented a dialog where he may choose which context 
is to be used. You can download this utility at 
http://www.novell.com/coolsolutions/tools/1138.html.

However, you will need to make a shortcut to the 
executable, then change the switch from Windows 9x 
to Windows NT.

Notifying Users About Downed Servers
Dear Ab-end: Occasionally I have severe network 
issues that cause me to need to down one or more net-
work servers. Is there an easy way to get the word out 
to all logged-in users when an issue like this occurs?
—Wanda “The Word” Winchester

Dear Wanda: If you ever get the call that something 
terrible is going to happen (like bombing in war time) 
or that an emergency condition exists (like a fire in 
your building), your main duty as a system adminis-
trator is to tell everybody who is logged in to the server 
to save their data and evacuate. You won’t have time to 
call every user who is logged in and instruct them to 
log out, shut down the node, and run away.

In answer to your question, a quick and reliable way to 
get the word out to your NetWare server users is to use 
a broadcast message. From the Novell server, you type 
the command “broadcast everybody” after the message 
you want to send. It will flash on those nodes that are 
logged in to the server, so users will know to log out 
from the server to save their valuable data.

<Ctrl>+<Alt>+<Del> at Login
Dear Ab-end: Ever since the Novell client for Win-
dows NT was created, I have dreaded having to press 
the <Ctrl>+<Alt>+<Del> key combination to log in. Is 
there any way to get around this? On older versions of 
Windows (Windows 9x), I didn’t have to do this.
—Paul “Pressin’ The Keys” Paltry

Dear Paul: You know, I should get on your case for 
being such a pantywaist, but I am feeling nice today. 
So, you don’t like the “three finger salute” that later 
versions of Windows adorn you with. Well, I might be 
able to help. Go to the Windows 2000 Control Panel, 
Users and Passwords, Advanced tab, and uncheck the 
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We need to synchronize
the passwords in NDS
eDirectory to Active
Directory. What are the
best options for doing
this?
lower box that says “Require users to press 
CTRL+ATL+DEL before logging on.”

However, be warned that when you do this, you lower 
the overall security of Windows. The main reason for 
the Ctrl+Alt+Del screen is to try to stop any other 
program from impersonating the login box (therefore 
capturing typed-in passwords), because no other 
program besides Windows itself is supposed to be able 
to “map” or “capture” the Ctrl+Alt+Del keystrokes.

Synchronizing eDirectory and Active 
Directory Passwords
Dear Ab-end: We need to synchronize the passwords 
in NDS eDirectory to Active Directory. What are the 
best options for doing this?
—Syncing Sally Stutters

Dear Syncing Sally: Novell offers two great products 
that provide password synchronizing between eDirec-
tory and Active Directory. The first is DirXML. There 
is a specific Active Directory DirXML Driver, when 
loaded in the DirXML Engine, that will allow the 
synchronizing of passwords between the two directo-
ries. A second product, called Novell Account 
Management, allows you to accomplish this as well. 
For more information about Novell Account Manage-
ment, check out http://www.novell.com/products/
edirectory/accountmanagement/.

Intruder Detection for LDAP
Dear Ab-end: Does NDS/eDirectory have “intrusion 
detection” via LDAP; that is, will it block access to the 
account if someone tries more than three failed connec-
tions via LDAP? (This is a feature that I have taken for 
granted with the NetWare login for many years.)
—LDAP’n Lindsey Luftfoot

Dear LDAP’n: I know where you’re coming from on 
this question—LDAP is just not as robust as other 
Novell API solutions. You know, you used to be right. 
However, Novell’s work with bringing LDAP up to 
meet the enhanced functionality of NDS/eDirectory 
has been very successful.

So, to answer your question about Intruder Detection, 
if a user enters incorrect passwords, LDAP will return 
a -669 (incorrect login) error. If the user then tries to 
log in using the correct password (after intruder 
lockout has locked the account), LDAP will return 
error -197 (DSERR_LOGIN_LOCKOUT).

Threading of LDAP Connections
Dear Ab-end: The Novell NDS/eDirectory sizing 
guide for Solaris indicates that LDAP connections for 
eDirectory 8.5 are single threaded. Is this still true?
—Unix Ugandy Uccello

Dear Unix Ugandy: You are mixing apples with 
oranges here. Let me explain. The statement in the 
documentation means that only one thread listens on a 
socket and that the TCP stack could become a bottle-
neck in large configurations. You need to look out for 
‘ListenDrop’ in the network stack to detect any stack 
bottlenecks. Outside of this context, this statement is 
misleading because there is no point in having multiple 
threads listen on a socket. Only one of them can 
respond to this event and accept (establish a 
connection).

Since the first implementation, the actual servicing of 
incoming requests is handled by a pool of threads. 
Otherwise, we couldn’t service multiple concurrent 
LDAP connections.

DirXML Report Notification Service
Dear Ab-end: I’m setting up RNS (Report Notifica-
tion Service) on DirXML 1.1a and I’m using the 
August AppNotes for a guide (http://developer.
novell.com/research/appnotes/2002/august/01/
a0208013.htm). I’ve identified the server to perform 
the log file operation, and I am now attempting to 
configure the RNS. 
The step is to Modify the Server Object, which I’ve 
selected, but in the Modify Object view I do not have a 
Reporting and Notification tab, nor the view shown in 
Figure 2 of the AppNote. By the way, Figure 2 shows 
an OU being modified. Do I actually modify the Server 
object? Have I missed a step?
—DirXML Darren Doolittle

Dear DirXML Darren: For this one we contacted an 
expert on our Novell Engineering Staff, Brent Thur-
good. He advises as follows: The AppNote was written 
prior to the ship date and didn’t cover some required 
changes. To configure a server to use the Report and 
Notification Service follow these steps.

8. Launch iManager and authenticate to the tree 
where you want to set up the RNS. 

9. Select “eDirectory Maintenance Utilities” under 
the iManager Role and Task. 

10. Select “Create Report and Notification Service 
Configuration.” This should bring up the Report 
and Notification Service Configuration—Creator 
screen, as shown in Figure 1.
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The RNS configuration
data is stored in the Report
and Notification Service
Host object, not the NCP
Server object. 
11. Using the Browser button next to 
Report and Notification Service Server, 
select the eDirectory server you want to 
configure.

12. Using the Browser button next to 
Report and Notification Service Host, 
select the object that you wish to use as 
your RNS configuration object. The 
object can be any object in the tree, 
except an NCP Server object.

13. Leave the Define Additional Properties 
box checked and click OK. This will 
bring up the Report and Notification 
Service Configuration screen (which is 
shown in Figure 2 in the AppNote).

The RNS configuration data is stored in the 
Report and Notification Service Host object, not the 
NCP Server object. To change the RNS configuration, 
you would modify the host object and select the Report 
and 
Notification Service tab.

Additional information on setting up and configuring 
the RNS can be found in the DirXML 1.1a Admin 
Guide under Tracking DirXML Status 
(http://www.novell.com/documentation/lg/
dirxml11a/index.html?page=/documentation/lg/
dirxml11a/dirxml/data/afae8bz.html).

Hidden Passwords in SecureLogin
Dear Ab-end: I am using Novell’s SecureLogin prod-
uct. I make sure that I uncheck the “Display Pass-
words” checkbox, but I still see the passwords. What 
can I do to hide them?
—Password Patty Petulla

Dear Password Patty: SecureLogin defines a pass-
word variable as any variable that has “PASSWORD” 
as the first eight letters of its name. For example:

$Password will be hidden
$Password2 will be hidden
$Password_Hotmail will be hidden
$Pass will NOT be hidden
$2Password will NOT be hidden
$Hotmail_Password will NOT be hidden

To hide your passwords, ensure that all password vari-
ables start with “P A S S W O R D”. Otherwise they 
will not be hidden, as this is the default. Note that in 
the script you can dictate whether the passwords are 
hidden or not hidden.

Note: The forum for Single Sign-on has been closed and 
you can no longer find the correct forum for support. 
Instead, use the SecureLogin forum, under Directory 
Services > Other DS Related Products: novell.support.
ds.securelogin.

Figure 1: The Report and Notification Service Configuration screen.
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Novell Drives Open, Cross- 
Platform Computing at 
BrainShare 2003 

Delivering on its promise of a world without informa-
tion boundaries, Novell made a series of announce-
ments at BrainShare, Novell’s annual customer confer-
ence, around new solutions to help customers move to 
open, cross-platform computing quickly and cost 
effectively. Novell is incorporating key open source 
components and industry standards in the latest version 
of NetWare, making it a comprehensive new platform 
for deploying Web services applications while still 
providing the reliability and security customers expect 
from Novell.

In addition, Novell is launching a new initiative to 
engage more deeply with the open source community, 
while also contributing its work with a key Web 
services standard, UDDI, to that community. New 
offerings around managed computing, along with a 
Liberty Alliance-enabled identity management service 
and a new GroupWise client for Linux and Mac, will 
give Novell customers the ability to leverage existing 
technology investments while moving their environ-
ments forward on an open, standards-based path.

The rise of the Web has customers demanding 
open-platform environments. An open, 
services-oriented infrastructure requires Web develop-
ment capabilities, secure management of identities 
across the network, and the ability to integrate and 
centrally administer the multiple technology platforms 
that most organizations have today. 

“This year’s BrainShare conference marks another 
important step in achieving our one Net vision of a 
world without information boundaries,” said Jack 
Messman, chairman and CEO of Novell. “Open source 
and standards-based solutions have become increas-
ingly critical elements of many organizations’ IT envi-
ronments. The new solutions we’re announcing today - 
whether they leverage open source and industry stan-
dards or contribute to them—will give customers 
powerful new ways to not only take control of their 
increasingly complex networks, but leverage them to 
drive new business.”

Novell’s annual BrainShare conference brings together 
more than 5,000 customers, developers and partners to 

learn about new Novell solutions, get trained on the 
latest Novell offerings and hear about what’s coming. 
Reflecting market trends, this year’s conference 
revolves around a theme of openness: open source, 
open platforms and open standards-based computing. 
Novell’s one Net vision, launched in 2000, captured 
how the Internet was fundamentally changing the 
nature of enterprise computing, putting an increasing 
premium on the ability to manage the corporate 
network as part of the larger Web environment. 

Novell has moved quickly to leverage and integrate 
emerging Web services standards and critical open 
source technologies into Novell’s solutions.With 
Novell Nterprise for cross-platform network services, 
Novell Nsure for secure identity management, Novell 
exteNd for Web application development and integra-
tion, and Novell Ngage for professional services, 
support and training, Novell now provides customers 
powerful solutions to take advantage of open, 
cross-platform computing.

NetWare 6.5, the latest version of Novell’s flagship 
operating system, offers a compelling platform for 
developing and deploying Web-based applications. 
The integration of the Novell exteNd Application 
Server with NetWare gives customers a powerful envi-
ronment for deploying Java and Web services applica-
tions. 

In addition, NetWare 6.5 includes and integrates 
several key open source components, including the 
MySQL database and Apache Web server, so that 
many applications designed for these components will 
run seamlessly on NetWare. New features in NetWare 
6.5 also give end users the ability to access all key 
network resources, regardless of location or device, 
securely and reliably, making the office truly virtual. 
Finally, server consolidation, branch-office and storage 
features ensure that customers can keep their systems 
up and running cost-effectively.

Novell made several announcements at BrainShare that 
also reflect Novell’s commitment to giving customers 
solutions for developing open, cross-platform environ-
ments. These include:

Resource Management and Novell ZENworks: 
Novell has integrated its various ZENworks manage-
ment products into a single, comprehensive package to 
manage complex networks. The Novell Resource 
Management solution, powered by Novell ZENworks, 
will manage all elements of a network—desktops, 
servers and handheld devices—in a unified manner, 
reducing complexity and the high costs of network 
management.

Novell Forge Open Source Initiative: While Novell 
has contributed to open source projects for many years, 
Novell is creating a more direct path for the open 
n o v e l l . c o m / a p p n o t e s
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“Novell is listening to its
customers, who are wary of
being locked into propri-
etary environments, and
we’re responding to what
they’re asking,” said Chris
Stone, Novell vice chair-
man—Office of the CEO.
source community with the launch of the Novell Forge 
Web site (http://forge.novell.com), a developer 
resource. In addition, the company is releasing to the 
open source community the source code of the Novell 
Nsure UDDI Server, which makes Web services regis-
tries more secure and easier to manage by adding iden-
tity management capabilities to the UDDI standard.

Liberty Alliance-Enabled Secure Identity Manage-
ment: Businesses will be able to rapidly provide 
customers and employees with single sign-on to a 
multitude of Web sites and reach across the Internet to 
form secure, profitable relationships with business 
partners, thanks to two new services from Novell. 
These services, the Liberty identity provider for Novell 
eDirectory and the SAML extension for Novell iChain, 
enhance the company’s Nsure secure identity manage-
ment solutions to better address the demands of feder-
ated identity.

Collaboration Across Platforms: Novell is 
announcing a GroupWise client for Linux and Macin-
tosh desktops, expanding the reach of the most secure 
and trusted messaging platform on the market. 

Certified Linux Engineer: Reflecting the growth in 
services and solutions that Novell has developed to run 
on the Linux platform, Novell is also launching at 
BrainShare a new certification to recognize those IT 
professionals who have obtained a high level of under-
standing of both the Linux platform and how Novell 
technologies run on and integrate Linux in mixed 
network environments.

“Novell is listening to its customers, who are wary of 
being locked into proprietary environments, and we’re 
responding to what they’re asking,” said Chris Stone, 
Novell vice chairman—Office of the CEO. “Open 
source is gaining momentum in the market; customers 
want to leverage it. NetWare 6.5 is a great example of 
how we’re melding the best of Novell’s networking 
services with the power of open source and the benefits 
of key Web services standards. Novell helps customers 
leverage these new technologies with comprehensive 
solutions, while still getting a high level of comfort 
from the security and reliability they expect from 
Novell.” For all the news from Novell BrainShare 
2003, visit http://www.novell.com/news/press/press
room/presskit/brainshare2003.

Novell Outlines Two New 
Services for Managing Identities 
Across the Web 

Businesses will be able to rapidly provide customers 
and employees with single sign-on to a multitude of 

Web sites and reach across the Internet to form secure, 
profitable relationships with business partners, thanks 
to two new services from Novell. These services, the 
Liberty identity provider for Novell eDirectory and the 
SAML extension for Novell iChain, enhance the 
company’s Nsure secure identity management solu-
tions to better address the demands of federated iden-
tity.

An early access release of the Liberty identity provider 
for Novell eDirectory, previously code-named Saturn, 
is available as a free download to customers world-
wide. Using the Liberty Alliance version 1.1 specifica-
tions, Novell’s Liberty identity provider allows busi-
nesses to securely establish links among internal, 
external and partner Web sites, giving users single 
sign-on between those Web sites via open standards.

Equally important, the Liberty identity provider allows 
the users themselves to decide whether their identities 
will be federated from one Web site to another. 
Offering standards-based single sign-on helps compa-
nies drive more value from business relationships, 
build a more loyal customer base and help employees 
be more productive.

“Building Liberty Alliance support on top of eDirec-
tory is a logical step for Novell, and one that comple-
ments its stated direction around secure identity 
management and the Destiny roadmap,” said Michael 
Neuenschwander, senior analyst with the Burton 
Group. “Enterprises already have millions of identities 
managed by Novell eDirectory, so it is very compel-
ling to share identity information based on the Liberty 
specification.”

The SAML extension for Novell iChain will be avail-
able in June as a free download to iChain customers. It 
uses the Secure Assertions Markup Language standard 
to allow businesses to securely share authentication 
and user attribute information with partners and 
suppliers across the Web—enabling secure, 
Internet-based transactions plus the ability to provide 
customers a more complete set of personalized services 
that span offerings from a number of vendors. And 
thanks to iChain’s proxy-based architecture, customers 
can deploy these SAML-enabled services without 
having to modify their existing infrastructure.

Both the Liberty identity provider and the SAML 
extension address federated identity, but each offers 
unique benefits depending on customer requirements. 
Because of the broad industry agreement around the 
Liberty Alliance specifications, the Liberty identity 
provider can be almost immediately deployed to give 
users single sign-on across many Web sites; but that 
agreement also naturally limits the flexibility of the 
Liberty specs. The SAML extension on the other hand 
offers a more flexible federated identity service that 
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Novell exteNd, the Novell
J2EE certified applica-
tion server, won the Net-
work Computing Editor’s
Choice award for 2003. 
can be fine-tuned to the specific needs of individual 
business relationships.

“Secure, seamless access to information and applica-
tions across company boundaries is at the heart of 
Novell’s one Net vision; and that’s exactly what these 
new Liberty and SAML services make possible,” said 
Chris Stone, Novell vice chairman - Office of the CEO. 
“Adding those components to the Nsure brand—to 
address the unique challenges of managing identity 
outside the firewall—does nothing short of taking the 
best secure identity management solution on the 
market and making it better.”

An early access release of the Liberty identity provider 
for Novell eDirectory is available to allow customers 
to begin evaluating the use of the Liberty Alliance 
specifications in their own environments. It can be 
downloaded for free at http://www.novell.com/liberty. 
The SAML extension for Novell iChain will be avail-
able in June. For more information, go to 
http://www.novell.com/products/ichain.

Novell exteNd Director Webinar

Novell exteNd Director Product Manager, Tim Crabb, 
presented a web seminar focusing on the development 
of Web portals using Novell exteNd Director. The 
webinar covers the convergence of Novell Portal 
Services with Novell exteNd Director, and will help 
you understand how powerful these technologies are in 
creating Portals that deliver the right information and 
applications to the right people at the right time.

exteNd Director provides a comprehensive develop-
ment environment to help you create state-of-the-art 
interactive applications that users access through a 
portal. You have virtually unlimited options for 
creating applications that streamline business 
processes and deliver efficiencies that increase your 
organization’s bottom line. 

Learn how exteNd Director can quickly and easily 
enable you to:

• Create standards-based applications without 
sacrificing productivity 

• Organize information in a meaningful way 

• Manage interactions using services that provide 
personalization, user profiling, workflow, rules, 
security and wireless support

The webinar is archived at 
http://www.novell.com/seminars/archive.html

Novell exteNd Wins Editor’s 
Choice Award

Novell exteNd, the Novell J2EE certified application 
server, won the Network Computing Editor’s Choice 
award for 2003. Compared against BEA, Sun, Cape 
Clear, Iona, and others, Novell exteNd came out on 
top. “exteNd uses the standard J2EE deployment 
model, but the ease with which this is accomplished 
astounded us.”

Read the full article to see how the competition rates 
against Novell exteNd and why exteNd pulled down 
the Editor’s Choice award: 
http://www.nwc.com/1406/1406f22.html

Novell Forge: Open Source 
Development Site

You have probably already heard the announcements 
about Novell Forge. The Novell Forge web site is a 
collaboration tool that provides a place where devel-
opers can download, modify, exchange and update 
open source code released by Novell; share projects 
and ideas with the broader Novell development 
community; and participate in vertical market and 
technology communities.

Check out Novell Forge and start hammering out solu-
tions! To do this, go to http://forge.novell.com.

Check out these featured products on Novell Forge:

Nsure UDDI Server: The Novell Nsure UDDI Server 
is a UDDI 2.0 registry built on Directory Services tech-
nology. It offers a secure access to the registry contents 
(authentication and authorization), unified account 
management, and distribution of the registry by lever-
aging Directory Services. It works with any 
LDAP(V3) based directory backend. 
http://forge.novell.com/modules/xfmod/project/?uddi 

Bash for NetWare: Bash is the famous shell from the 
GNU Project. Bash is largely compatible with “sh” and 
incorporates useful features from the Korn shell “ksh” 
and the C shell “csh.” It offers functional improve-
ments over sh for both interactive and programming 
use. The NetWare port of the Bash shell is at 
http://forge.novell.com/modules/xfmod/project/?bash.
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I am integrating my Visual
Basic 6 workflow product
with Groupwise. I down-
loaded sample Visual Basic
code for sending mail and
that works well. I have been
searching for code that lets
me parse the Inbox, but I
can’t find any. Where I can
get some sample code?
Q. I am writing an NLM in which there are loops 
that perform time-consuming operations without 
calling any blocking APIs. I’ll need to call 
ThreadSwitchWithDelay() at certain points in order to 
relinquish control properly. The easiest thing to do 
would be to just call ThreadSwitchWithDelay() in the 
innermost loop.

However, I was also thinking that if my thread 
relinquishes control more often than is necessary, this 
would slow my application and would cause 
unnecessary context switches. I tried calling 
ThreadSwitchWithDelay() at 1 millisecond intervals, 
using GetHighResolutionTimer(). I chose the 1 
millisecond interval because the NDK documentation 
(in ndev_enu.pdf) says:

“In general, the NLM should run for about 1 
millisecond (from 3,000 to 10,000 machine 
instructions) and then relinquish control.”

However, the tests I did on my NetWare server 
(NetWare 6 on a Dell Pentium 4 1.6 GHz) seemed to 
show that my NLM slows down the server. I think the 
period of 1 millisecond didn’t appear to be proper. 
What should be the proper period of relinquishing 
control (or should I just stick to calling 
ThreadSwitchWithDelay() as often as possible)?

A. The excerpt you quoted from the NDK 
documentation is a very dated statement and relates 
back to NetWare 3 and the days of 20MHz 386 
processors. On a 1.6GHz processor, you are talking 
about at least 1.6 million instructions being executed in 
1 millisecond. At the same time, a powerful server 
could be trying to process thousands of network 
packets a second or disk I/Os. All in all, 1 millisecond 
is a long time to block.

When we developed NetWare 5, we looked at the 
disparity in performance of old processors versus 
modern ones and changed the underlying yield 
function in the system scheduler, such that not every 
yield explicitly coded would actually yield. Thus, you 
can code them more liberally as you see fit and all you 
miss will be the function call overhead. You may like 
to try .1 millisecond switching. This is not a big 
overhead for the server as the Ring 0 overhead was last 
documented at around 30 instructions.

You may also consider looking at the LIBC 
environment, as this can provide a pre-emptive 
operating environment, removing the issue. Note that 
in addition to ThreadSwitchWithDelay(), you can also 
call ThreadSwitch(), ThreadSwitchLowPriority(), or 
delay() to relinquish processor control.

Q. I am integrating my Visual Basic 6 workflow 
product with Groupwise. I downloaded sample Visual 
Basic code for sending mail and that works well. I have 
been searching for code that lets me parse the Inbox, 
but I can’t find any. Where I can get some sample 
code?

A. The code below uses the GroupWise Object API 
to read the inbox of the person logged on:

Dim GWRootAccount As Account
Dim GWApp As Application2
Dim oMessages As Messages
Dim oMessage As Message
Dim oFolder As Folder
Dim sBuff As String

Set GWApp = New Application2

Set GWRootAccount = 
GWApp.Login(txtUser.Text, , 
txtPass.Text, egwNeverPrompt)

Set oFolder = GWRootAccount.MailBox
Set oMessages = oFolder.Messages

sBuff = ""

For Each oMessage In oMessages
If oMessage.BoxType = egwIncoming Then
sBuff = sBuff & "From: " & 
oMessage.FromText & ",  Subject: " &
oMessage.Subject & ",  Body: " & 
oMessage.BodyText & vbCrLf

End If
Next

Text1.Text = sBuff

Documentation for GroupWise Developer Compo-
nents in the NDK contains information about how to 
program to the GroupWise Object API.

Q. What are some good environments for 
developing gadgets for Novell Portal Services?
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I have a Clib-based NLM
that exports some func-
tions. The NLM has been
made memory resident by
doing ExitThread(TSR_
THREAD,0). Now I want
to port the same function-
ality into a LibC NLM.
How would I do this?
A. You can really use any development 
environment you like, but I would recommend one that 
supports the Ant build tool. There’s an Ant build script 
you can you that will assist with compiling and 
packaging your gadgets for you. I would also 
recommend an environment that supports XML/XSL, 
as well as Java, as your gadgets will require all of these 
elements working together. The IDEs that are available 
that meet the above requirements that I’m aware of 
include the following:

•  Novell exteNd Workbench 4.1

• Eclipse 2.1 (www.eclipse.org)

• IDEA from IntelliJ (www.intellij.com)

• Jbuilder (www.borland.com)

• Visual Café

Why bother with Ant? It makes it easy to control your 
gadget build environment. While technically it’s not 
needed, once you use it you won’t look back!

Q. I have a Clib-based NLM that exports some 
functions. The NLM has been made memory resident 
by doing ExitThread(TSR_THREAD,0). Now I want to 
port the same functionality into a LibC NLM. How 
would I do this?

A. Use the following entry points for a library 
NLM:

entry: _LibCPrelude
exit: _LibCPostlude

And add the following piece of code to your NLM:

#include <library.h>
#include <windows.h>
int DllMain (void *hinstDLL, unsigned

long fdwReason, void *lvpReserved)
{
#pragma unused(lvpReserved)
switch (fdwReason)
{
default:
return FALSE;

case DLL_NLM_STARTUP:
register_destructor((int) hinstDLL,
(int (*)(void *)) NULL);

return TRUE;
case DLL_NLM_SHUTDOWN:
case DLL_PROCESS_ATTACH:
case DLL_PROCESS_DETACH:
case DLL_THREAD_ATTACH:
case DLL_THREAD_DETACH:

case DLL_ACTUAL_DLLMAIN:
return TRUE;

}
return FALSE;

}

That’s all you need for a library NLM. Now you can 
export every API you want from your NLM.

Q. I am running the Visual Basic 6 code below, 
using a filter on User of CN (Common Name), but it 
does not find any entries. However, searching with 
“surname” does and with no filter the maximum of 20 
entries are found. Why can’t I use CN, I thought 
common name was always available and it is shown in 
all examples.

With NWDirQuery
FullName = NDS_Tree
Fields = "Surname, Given Name, NGW: Post Office"
Filter = "user(Surname = Owen)"
Filter = "User(CN= SOwen )"
SearchScope = qrySearchSubtree
SearchMode = qrySearchSynchronous
MaximumResults = 20
Set objNWResults = .Search

End With

My setup includes the following: 

• Windows 2000 Server running Service Pack 3

• Novell NDS client 4.83 SP1_BETA_0711

• Novell eDirectory Services v8.6.2

• NwDirQ.dll ver 1.0.0.1

A. I think your problem lies in the fact that you need 
to include “CN” in your fields requirement. Here is 
some code that works:

NWDirQuery1.FullName = strNDSName
NWDirQuery1.Filter = "User( CN = " +

txtSearchFor.Text + "*)"
NWDirQuery1.SortKeys = "CN"
NWDirQuery1.Fields = "CN, Full Name,

Given Name, Surname"
NWDirQuery1.SearchScope =

qrySearchSubtree
NWDirQuery1.SearchMode =

qrySearchAsynchronous
NWDirQuery1.MaximumResults = 1000
Set results = NWDirQuery1.Search
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How can I install a module
into iManager program-
matically?
Q. I have developed an LDAP tool using eDirectory 
and VB.Net. The tool allows us to model users and 
change other attributes (add/remove users to groups, 
create users, etc.) If Novell releases a patch to 
eDirectory, will it break my application? What we 
want to know is if my application works with 
eDirectory v8.6.2 (10320.03), and Novell releases a 
patch, could it break my code to the point that it could 
corrupt the directory?

Example: I model a user in eDirectory v8.6.2 
(10320.03) using LDAP and it works fine. Novell 
releases a patch and I model again--what are the 
possibilities that the schema or something that would 
affect my application would be updated? Are updates 
backward compatible? Does it make any difference if I 
am using LDAP? 

I could do an eDirectory version compare to keep this 
from happening, and test my app on every update to 
eDirectory but that would be ongoing maintenance 
that will bog me down in red tape.

A. Your application needs to be schema-aware; that 
is, it will discover the schema for any relevant object 
and handle it accordingly (this depends on the 
application’s behavior). In general, the basic features 
of objects like users shouldn’t change, although new 
features may be added through schema extensions or 
auxiliary classes. Your application should be able to 
handle the latter case, but the guts of objects like users 
should stay very constant.

The only way your application could corrupt an object 
is if it actually modified the schema of an object in 
such a way as to change how other applications use the 
object. If the schema changed on the object and you 
were attempting to do something to an old attribute, 
your script will error out and the change will not occur 
on the object.

Most (but not all) eDirectory schema changes are 
backward compatible. Most changes now use auxiliary 
classes to update existing base classes, and thus the 
chance of corrupting an object is near zero.

Q. Using PHP, how would I check to see if an object 
class has an auxiliary class? If it doesn’t, I would like 
to add an auxiliary class to the object class and then 
populate it with a value.

A. To see if an object has an auxiliary class, you 
need to get the object and see if the objectclass 
attribute has the auxiliary class that you are interested 
in. There are good search examples on the PHP 
website at http://www.php.net/ldap.

Perform a normal search and make sure you have 
“objectclass” as one of the attributes to return. The 
objectclass attribute is multi-valued, so you will need 
to enumerate the list of them and see if your class is 
among them. If it is not, the following code shows how 
to add the posixaccount auxiliary class.

//add the posixaccount aux class and fill in its values
$entry['objectclass'][0] = "posixaccount";
$entry['gidnumber'] = 1000;
$entry['uidnumber'] = $uidNumber;
$entry['homedirectory'] = "/home/generalusers";
$entry['gecos'] = $userName;
$entry['loginshell'] = "/bin/bash";
$res = ldap_mod_add($conn, $userDN, $entry);

Q. How can I install a module into iManager 
programmatically?

A. Sample code is shown below. Here is what to do 
before running the code:

1. iManager must be installed and running.

2. The certificate from the web server must be 
imported into the jre/lib/security/cacerts file. (This 
is done automatically on Nakoma.)

3. The module to be installed must be placed on the 
server.

The following errors may occur:

HttpServletResponse.SC_PRECONDITION_FAILED 
(412): Couldn’t open PortalServlet.properties. Portal is 
probably not configured.

HttpServletResponse.SC_FORBIDDEN (403): 
Authentication failed. AdminDN or AdminPassword are 
probably wrong. 

HttpServletResponse.SC_BAD_REQUEST (400): 
Couldn’t find the Module specified. Make sure the 
module is on the server at the path specified.

HttpServletResponse.SC_INTERNAL_SERVER_ERRO
R (500): There was an error installing the module. 
Probably a corrupt module.

// Use this to test programmatically installing modules.
//  Portal must be running as specified in constants!!!
import java.io.InputStream;
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import java.io.IOException;
import java.net.URL;
import javax.net.ssl.HttpsURLConnection;
import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.SSLSession;

/*
import java.io.PrintWriter;
*/

public class Module
{

// constants
private static String WEB_APP_CONTEXT = "nps/";
private static String SERVLET_MODULE = "servlet/modulemanager";
private static String PARAMETER_MODULE_PATH = "MODULE_PATH";
private static String PARAMETER_ADMIN_DN = "DN";
private static String PARAMETER_ADMIN_PASSWORD = "PASSWORD";

// internal classes
private static class SSLHostNameVerifier implements HostnameVerifier
{

// HostnameVerifier methods
public boolean verify(String urlHostname, SSLSession session)
{
// Just accept everything.
return (true);

}
}

// main
public static void main(String[] args)
{
// Values to be gathered.
String sAddress = "127.0.0.1";
String sProtocol = "https";
int iPort = 443;
String sAdminDN = "cn=admin,o=servers";
String sAdminPassword = "admin";
String sModulePath = "C:\\Temp\\Zip\\Test.npm";

// API to install the module
installModule(sProtocol, sAddress, iPort, sModulePath, sAdminDN,

sAdminPassword);
}

// methods
public static void installModule(String sProtocol, String sWebServerAddress,

int iPort, String sModulePath, String sAdminDN, String sAdminPassword)
{
try
{
// Put together the values passed in.
String sURL = sProtocol + "://" + sWebServerAddress + ":" + 

iPort + "/" + WEB_APP_CONTEXT;
n o v e l l . c o m / a p p n o t e s



codebreak

Se
ct

io
ns
String sParamModulePath = PARAMETER_MODULE_PATH + "=" + sModulePath;
String sParamDN = PARAMETER_ADMIN_DN + "=" + sAdminDN; 
String sParamPassword = PARAMETER_ADMIN_PASSWORD + "=" + sAdminPassword;

// Now put all of those together into one large URL specification.
String sSpec = sURL + SERVLET_MODULE + "?" + sParamModulePath + "&" 

+ sParamDN + "&" + sParamPassword;

// This will cause the certificate to be accepted, even if it is the 
wrong host name.

HttpsURLConnection.setDefaultHostnameVerifier(new
Module.SSLHostNameVerifier());

// Create the URL and open it.
URL url = new URL(sSpec);
InputStream inputStream = url.openStream();
inputStream.close();

}
catch (IOException e)
{
e.printStackTrace();

}
}

}

Q. I’m using the Java code below to verify a user’s 
password against eDirectory (NetWare 6, LDAP v3 for 
Novell eDirectory 8.6.2 Version 10350.12 26 February 
2003). I have found out that certain characters (e.g. 
European characters such as a ring and also some 
more generic characters such as *) in the password 
are causing password verify failures, even though the 
password itself works correctly with other 
authentication methods. How should I handle these 
special characters?

public static synchronized boolean testPasswordLDAP(String LDAPusername, String 
password)
{
//Hashtable for environmental information
Hashtable env = new Hashtable();
DirContext ctx;

boolean returnValue = false;

env.put(Context.INITIAL_CONTEXT_FACTORY,"com.sun.jndi.ldap.LdapCtxFactory");
env.put(Context.PROVIDER_URL,"ldap://127.0.0.1");

try {
ctx = new InitialDirContext(env);

}
catch (Exception e) {
return false; 
//System.out.println(e.getExplanation());

}

String searchFilter ="(userPassword=" + password +")";

SearchControls constraints = new SearchControls();
J u n e  2 0 0 3
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constraints.setSearchScope(SearchControls.OBJECT_SCOPE );
constraints.setReturningAttributes(new String[0]);

try{
NamingEnumeration results = ctx.search(LDAPusername, search Filter,constraints);

if(results.hasMore())
{
// If the code gets here the authentication was successful returnValue = true;

}
results.close();

}
catch(Exception e){}
finally{
try{
ctx.close();

}
catch (Exception e) {}

}

return returnValue;
}

A. When I tested a password using “*” or “(“, I got 
an invalid filter exception, because while it ultimately 
performs a password compare, it’s starting out as a 
search filter, and you must conform to RFC 2254. So 
for a password that looks like “novell(“, I can use 
“novell\28” which is the escaped hex value of the “(“ 
character.

The international characters may be a bit different, 
depending on how you have created the passwords. If 
you created the passwords through an LDAP client, 
LDIF, etc., they were stored as UTF-8 characters and 
RFC2254 use of UTF-8 escaped characters should 
work for you. Some Novell tools, such as ConsoleOne, 
unfortunately use a local codepage when setting the 
characters. This will cause a problem when using 
UTF8 characters in the search. This is slated for resolu-
tion in the next release.

Q. I am trying to unload an NLM using 
UnloadModule(Null, NLMname). The NLM has been 
built with the screen option as console. The message I 
am getting is the NLM is not loaded. I tried passing 
“hello” as well as “hello.nlm,” such as:

UnloadModule(NULL,“hello”)  

or 

UnloadModule(NULL,“hello.nlm”)

But neither of these worked. I didn’t specify a path, but 
the NLM path was added as search path before 
performing the operation.

A. The string passed in NLMname (actually a 
command line) must be in uppercase. The following 
examples list command line parameter strings and 
explain what is unloaded when you use such a string.:

“MONITOR”
Unloads the NLM with the specified name. 

“ADDRESS SPACE=GROUPWISE”
Unloads all modules from the groupwise address 
space. 

“ADDRESS SPACE=GROUPWISE CLIB”
Unloads clib.nlm from the groupwise address space. 

“KILL ADDRESS SPACE=GROUPWISE”
Shuts down the groupwise address space. 

“\”MY LONG NAME MODULE.NLM“\”
Unloads the module named “my long name 
module.nlm” which contains spaces. 

“NE2000.LAN”
If multiple instances of NE2000.LAN were loaded, 
UnloadModule attempts to unload all instances of the 
NE2000.LAN module.
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I have heard that it is possi-
ble to schedule eDirectory
background processes such
as the skulker and janitor
processes. What API do I
use to do this, and how do I
use it?
Q. I am trying to create user specific home 
directories under the \\Server\SYS\Users volume. Can 
you tell me how to set permissions for a particular user 
using the NJCL? I also need to set file system space 
restrictions for the user.

A. Here is an example of how to set the appropriate 
user permissions to a newly created folder (such as the 
user’s home directory):

Object obj = dirContext.lookup
(sPathToHomeDirectory);

NetwareDirectory directory =
(NetwareDirectory)obj;

Trustee trust = new Trustee
("cn=joe,ou=sales,o=novell",

Trustee.TA_READ | Trustee.TA_WRITE |
Trustee.TA_CREATE |

Trustee.TA_DELETE|Trustee.TA_MODIFY
| Trustee.TA_SEARCH |

Trustee.TA_OWNERSHIP);

directory.setTrustee(trust,
DirContext.ADD_ATTRIBUTE);

The following sets space restrictions for a folder:

Object obj = dirContext.lookup
(sPathToHomeDirectory);

NetwareDirectory nwDir =
(NetwareDirectory)obj;

DirectorySpaceInformation dirInfo =
new DirectorySpaceInformation();

//Divided by 4 because file system is
divided in blocks of 4KBs.

dirInfo.setMaxAvailable
(iSpaceRestrictionKBs / 4);

nwDir.setDirectorySpaceInformation
(dirInfo,DirContext.REPLACE_ATTRIBUTE);

Q. I have heard that it is possible to schedule 
eDirectory background processes such as the skulker 
and janitor processes. What API do I use to do this, 
and how do I use it?

A. Obviously you missed the most excellent LDAP 
extensions for JNDI class at Novell’s recent Brain-
Share Conference. At any rate, you need to use the 
novbp.jar file, which is a part of the LDAP extensions 
for JNDI SDK available at http://developer.novell.
com.The API in question is the TriggerBackground
ProcessRequestclass. 

Sample code of how to use this class in your Java 
program follows:

import java.util.Hashtable;
import javax.naming.Context;
import javax.naming.NamingException;
import javax.naming.ldap.InitialLdapContext;
import javax.naming.ldap.LdapContext;
import com.novell.service.ndssdk.jndi.ldap.ext.TriggerBackgroundProcessRequest;

public class TriggerBackgroundProcess {
public static void main(String[] args) {
if( args.length != 4 ) {
usage();
}

String hostURL   = args[0];
String loginDN   = args[1];
String passWord  = args[2];
int    processID = Integer.parseInt(args[3]);

try {
String backgroundProcess;

// create a Hashtable object.
Hashtable env = new Hashtable(5, 0.75f);
J u n e  2 0 0 3
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env.put(Context.INITIAL_CONTEXT_FACTORY,"com.sun.jndi.ldap.LdapCtxFactory");
env.put(Context.PROVIDER_URL, hostURL);
env.put(Context.SECURITY_AUTHENTICATION, "simple" );
env.put(Context.SECURITY_PRINCIPAL, loginDN );
env.put(Context.SECURITY_CREDENTIALS, passWord );

// Construct a LdapContext object.
LdapContext ctx = new InitialLdapContext(env, null);

/* create extended operation request object to trigger
* one of the following NDS background processes.
*     The process IDs used are:
*     BACKGROUND_PROCESS_BKLINKER     = 1;
*     BACKGROUND_PROCESS_JANITOR      = 2;
*     BACKGROUND_PROCESS_LIMBER       = 3;
*     BACKGROUND_PROCESS_PART_PURGE   = 4;
*     BACKGROUND_PROCESS_SCHEMA_SYNC  = 5;
*     BACKGROUND_PROCESS_SKULKER      = 6;
*/

TriggerBackgroundProcessRequest  reqs =new TriggerBackgroundProcessRequest
( processID );

// call extended operation to trigger background process
ctx.extendedOperation(reqs);

System.out.println("Background process" + reqs.getBackgroundProcessName()
+ "is scheduled.");

}
catch(NamingException e) {
System.err.println("Background process could not be scheduled.");
e.printStackTrace();

}
finally{
System.exit(0);

}
}

public static void usage() {
System.out.println("Usage  : java TriggerBackgroundProcess" + " <host URL>

<login dn> <password>");
System.out.println("Example: java TriggerBackgroundProcess" + "

ldap://Acme.com:389 cn=admin,o=Acme secret");
System.exit(1);

}
}
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With Novell exteNd Appli-
cation Server and tools, the
agency is now able to pro-
vide access to data and
applications over the Net,
and in the process they
have been able to decom-
mission the agency’s
expensive dedicated frame-
relay network.
Successful Development in 
the Real Web Services World

Remember last year’s hype that Web services’ new 
interface standards such as SOAP, XML and UDDI 
would soon enjoy broad use in all kinds of money-
making applications, mainly for conducting unassisted 
business transactions over the Internet? That’s still the 
big picture and the direction Web services will inevi-
tably follow. But it isn’t the real Web services story 
now unfolding in companies large and small around 
the world.

Using Web services to generate revenue between busi-
ness partners and customers is a tantalizing vision for 
tomorrow. But it is mainly through targeted, incre-
mental deployments whose success is measured in 
terms of cost reduction and efficiency increases where 
organizations are gaining traction. And Novell 
customer networks are where these benefits are 
surfacing first, in large part because business and IT 
professionals who know Novell generally have a 
keener understanding of the power of Directory 
Services and security policy management principles 
and practices. Developers in these organizations are 
often better prepared from a business perspective to 
implement Web services in a meaningful way.

Web services is about saving money and not spending 
more budget than is necessary to get the job of imple-
menting Web services done. Networked organizations 
(our mutual customers) get the “rip-and-replace” 
presentation from Microsoft with .NET, but Novell 
doesn’t pitch it that way. With Novell it’s about your 
customers keeping their current platforms and helping 
them take the components they already have and 
expose them via a Web interface.

Rather than rewrite a lot of code whenever your busi-
ness needs change, why not wrap those processes into 
Web services interfaces that are stored in a UDDI 
repository and then served up when needed to access 
core data from any application? Why rip and replace 
useful legacy applications when you could update them 
with Web services interfaces to tie them easily into 
new application layers and therefore deliver them via 
the ‘Net to any internal or external audience? 

South Carolina Department of Health and 
Human Services
Web services is simply the most efficient manner to 
implement Web-based applications. For example, the 
South Carolina Department of Health and Human 
Services is currently integrating Novell exteNd in an 
infrastructure project designed to provide its 1,300 
mobile workers, telecommuters and Medicaid 
providers with browser-based access to back-end 
systems, services and data. It’s an ongoing, incre-
mental process, with support from BravePoint 
Consulting on business process and development 
plans, and Novell on technology.

The state agency formerly had 15 branch offices; 
however, the number of locations increased in recent 
years to 140 sites in addition to dozens of “deskless” 
employees who work in a different hospital every day. 
“It was a like an ocean flowing, with people constantly 
on the move,” says Pat Ellis, bureau chief for the 
agency’s Bureau of Information Technology. “We 
couldn’t support, cost-wise, a dedicated network.”

With Novell exteNd Application Server and tools, the 
agency is now able to provide access to data and appli-
cations over the Net, and in the process they have been 
able to decommission the agency’s expensive dedi-
cated frame-relay network. Next year, they are plan-
ning to expose several new Java applications devel-
oped in house as Web services. “It’s a natural fit. If 
you build this as a Web service, then everyone can use 
it,” Ellis says. “I think the light bulbs are finally begin-
ning to realize that.”

Identitech, Inc.
Identitech is a leading provider of business process 
management solutions, recently launched FYI Visual - 
a strategic product offering that is based on the Novell 
exteNd Web application development suite. Ident-
itech’s FYI Visual solution extracts massive amounts 
of data from disparate systems and provides a unique 
global view of data relationships to improve operating 
efficiencies and decision-making. As a result, Ident-
itech expects to deliver customer solutions more 
quickly and more cost effectively, with projections of 
generating an estimated 25 percent more revenue in 
this year alone.

After initially looking to build the entire solution itself, 
Identitech opted to take advantage of an existing Web 
application development infrastructure as the founda-
tion for FYI Visual. After evaluating application plat-
form suites from Novell, IBM, BEA and Oracle, the 
company selected Novell’s award-winning Web appli-
cation development suite, Novell exteNd. 

Identitech chose Novell exteNd because it enables 
Identitech to deploy customer solutions on J2EE appli-
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By streamlining access to
information contained in
back-end systems, Novell
exteNd has reduced the
development time for cre-
ating customized imple-
mentations using the FYI
suite. 
cation servers from IBM and BEA as well as from 
Novell. It was also chosen for its comprehensive 
data-integration capabilities, as well as for its exten-
sible, open standards-based architecture.

“The goal of this project was to allow our developers to 
focus on their core strengths of creating unique visual 
representations of data without worrying about the 
infrastructure underneath,” said Mike Gilger, CTO, 
Identitech. “Through comprehensive support of stan-
dards such as XML, Web services and J2EE, Novell 
exteNd makes it easy to rapidly develop applications in 
most any existing IT environments.”

Novell exteNd enables Identitech to Web 
service-enable ERP packages, proprietary applications 
and other information systems without disrupting the 
applications themselves. Identitech uses the 
drag-and-drop functionality provided by the visual 
development environment in exteNd to quickly inte-
grate these applications. exteNd also enables Identitech 
to create sophisticated views of information in a 
personalized portal for each user.

By streamlining access to information contained in 
back-end systems, Novell exteNd has reduced the 
development time for creating customized implemen-
tations using the FYI suite. Identitech estimates that 
the faster time to market will result in a 25 percent 
boost in revenue for 2003. “In some cases, we can 
design and deliver a customized solution in a matter of 
weeks,” said Kerry Gilger, chairman and CEO, Ident-
itech. “The ability for our developers to concentrate on 
the specific business needs of our customers, rather 
than coding and connectivity, is critical in creating the 
most unique solutions possible.”

With exteNd, Novell is meeting three basic needs of 
most enterprise customers seeking an application 
development platform today: comprehensive integra-
tion and interaction capabilities, ease and speed of 
development and support for multiple application 
servers. The demand for innovative business and 
data-management solutions delivered in a timely 
fashion increases each day, and Identitech has given 
itself a significant competitive advantage by stream-
lining its application development process with Novell. 

For more information, visit 
http://www.novell.com/products/extend

Securing Web Services

Novell’s focus on solutions instead of individual prod-
ucts is easy to understand, especially when the average 
enterprise network “solution” can have many separate 
products and underlying technologies from multiple 

vendors. Web services-based applications are exciting, 
but not practical unless they are secure across all the 
platforms they run on. Novell’s proven approach to 
Secure Identity Management, which controls users, 
devices, and network resources as corporate assets, 
helps to ensure the right people have secure access to 
the right information when they need it. This capability 
becomes even more powerful when combined with the 
flexibility of Web services.

Novell recognizes that identity management is at the 
heart of many business challenges today, and with 
Nsure, companies now have the solution to provide 
role-based or identity-based access to personalized 
information while protecting a company’s most valu-
able assets. Novell Nsure is an identity management 
solution set that contains Novell eDirectory, DirXML, 
iChain and BorderManager. 

It’s a growing part of Novell’s business, and with some 
huge customer wins recently: TransUnion, Star Alli-
ance, the city of New York, Lufthansa, the city of Los 
Angeles, Daimler Chrysler, Swedish Tax Authority 
and many more. If you notice that these are all sizeable 
organizations, it’s a sign that larger organizations are 
usually among the first to recognize value in the tech-
nology solutions they’re choosing to deploy. Cost 
cutting is a big reason to implement Novell’s Nsure 
solution, but not the only reason.

TransUnion 
Novell Nsure has recently replaced TransUnion’s 
homegrown security solution, offering a more simpli-
fied user administration and providing customers and 
employees with identity-based access to TransUnion’s 
services over the Web.

“Our business requires that we provide only the right 
people with secure access to our enormous volumes of 
highly sensitive, regulated information,” said Doug 
Lionberger, senior director of communications and 
security services at TransUnion, one of the world’s 
largest credit reporting agencies. “So secure identity 
management is a huge deal for us, and we simply 
couldn’t have grown our business this fast without the 
scalability and flexibility of the Novell Nsure solu-
tion.”

Novell’s NetWare Platform to 
Ship In Two Great OS Flavors

At BrainShare, Novell executives made a lot of devel-
opers and customers very happy. The company 
announced that all major NetWare services will soon 
support the Linux kernel in addition to the NetWare 
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Novell Forge is designed to
help users and developers
of Novell-related technol-
ogy quickly develop valu-
able business information
solutions by providing a
wealth of useful applica-
tions, programs, sample
code, development tips and
pointers.
operating system kernel, including file and print, 
messaging, storage, and collaboration services. File, 
print and storage services of NetWare 7.0, due to ship 
in 2005, will be uncoupled from the underlying system 
services of the NetWare operating system. With the 7.0 
version, the file, print and storage services will run 
natively on both NetWare and Linux. 

Adding Novell services to the Linux kernel will help 
give the open source platform maturity, and it effec-
tively doubles the potential server market for key 
Novell services previously only available on the 
NetWare platform. Just think, all of Novell’s killer 
network services, such as iFolder and iPrint, will soon 
be available on Linux. 

In addition to making NetWare 7.0 run natively on the 
Linux kernel, Novell also plans to offer a GroupWise 
client for Linux and Macintosh platforms for the first 
time. Novell will have GroupWise, ZENworks and 
other Novell products ready for the Linux platform in 
the coming months.

Need more reasons to consider your future as a Novell 
developer? Slated for release in October, the 
full-fledged Novell exteNd 5 Web services develop-
ment environment will include enhanced exteNd 
Composer and tools components. Novell also plans to 
integrate the exteNd Web application server into 
NetWare 6.5, due out this summer. Integration of the 
exteNd Web application server into NetWare 6.5 will 
allow users to run J2EE-based Web applications and 
Web services on NetWare out of the box! 

What’s more, the integration will enable those applica-
tions and services to be tightly integrated with Novell 
eDirectory. For more information, please visit 
http://www.novell.com/products/netware.

Novell Forge: Open Site for 
Novell Development

Novell Forge is designed to help users and developers 
of Novell-related technology quickly develop valuable 
business information solutions by providing a wealth 
of useful applications, programs, sample code, devel-
opment tips and pointers. The site provides a central 
support forum, a place where related resources are 
aggregated, and where developers can find answers 
online, either through FAQs or through numerous 
online communities:

• Web Development

• Directory/Provisioning

• Security

• NOS

• Collaboration

• Small Business

• Education

• Finance

• Health Care

• Government

Novell development partners and customers can take 
advantage of forums, mailing lists, FAQs and more, 
including a place to post and manage projects with or 
without a CVS repository. This feature makes it easy 
and secure for others to use or to help with the project, 
with the Forge site simply administering the interac-
tion. Novell partners can post projects for others to use 
and/or contribute to through a CVS repository. 

You can participate by uploading your projects and 
participating in the communities that are being 
provided. We invite you to “take ownership” of the site 
by submitting suggestions for how to make it look and 
act they way you want. To get started, simply open an 
account and add your project to Forge. You may 
submit defect reports or enhancement requests by 
entering them on the Forge project, or by contacting us 
at forge@novell.com.

For more information, visit: http://forge.novell.com.

Join Novell’s Developer 
Program and Get Cranking!

Remember this year isn’t a boom year like 1999. 
You’ve got real business problems to solve in 2003, 
namely staying profitable, informed, and abreast of 
your competitors. Those are three solid reasons why 
you should take another look at developing to Novell 
solutions, such as: 

Web application development - exteNd

• Build Web Services, portals, and Java/J2EE 
applications with Novell exteNd

• Java, J2EE, JSP, Servlet, EJB

• NetWare AMP (Apache, MySQL, PHP, Perl)

• JavaScript, CSS, HTML

• XML, XSLT, XPATH

Secure identity management development - Nsure

• Build Secure Identity Management solutions that 
use Novell eDirectory, DirXML, and iChain

• Novell Nsure UDDI Server
J u n e  2 0 0 3
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What’s changing in your
business that would have
you seriously consider
developing to Novell?
• LDAP

Cross-platform, network, and collaboration develop-
ment—Nterprise

• Build cross-platform applications for NetWare, 
Linux, Solaris, and Windows

• Build network, storage, and print applications

• Build messaging products that leverage 
GroupWise and NetMail

• Build content management applications that use 
ZENworks for Servers

• Build drivers for LAN, WAN, CIOS, storage, 
device, and print gateways for NetWare

• Build systems and prepare them for Novell YES 
certification

What’s changing in your business that would have you 
seriously consider developing to Novell? Design meth-
odologies for building manageable enterprise solutions 
are increasingly based on securing application user 
identities, along with freedom of interface choice, and 
freedom from platform lock-in. 

Not surprisingly, that’s the value of leveraging 
Novell’s proven cross-platform directory, products, 
solutions, and standards-based Web application devel-
opment environment. If you’re serious about being 
successful in developing to Novell and Open Source 
technologies, membership in Novell DeveloperNet is 
where it all starts. 

Sign Up for Novell Development Success
Novell’s DeveloperNet program helps corporate, ISV 
and IHV developers alike build solutions and advance 
their business efforts with leading-edge tools, 
programming resources, testing and engineering 
support. For Novell, DeveloperNet memberships 
provide a proven approach to assisting any type of 
application programmer in building sophisticated 
applications and services and deploying them on any 
leading server.

For developers, membership in DeveloperNet provides 
everything needed to be successful with Novell, 
whether you need to solve in-house development prob-
lems or to deliver packaged network or Web 
services-based solutions to customers worldwide.

With Novell you can develop directory-aware client 
applications for Windows and/or Linux desktops, or 
large scale Web applications for millions of Internet 
customers. You can develop LDAP-enabled J2EE 
solutions and run them on any leading server with 
Novell exteNd or other standards-based Web applica-
tion server. You can use Open Source technologies 

such as Apache Web server and MySQL to quickly 
automate your system management tasks. 

You can build enterprise-ready solutions for the 
NetWare platform, Linux, or any other leading servers. 
What’s more, Novell eDirectory and many other 
Novell products run on all leading platforms, giving 
any developer a serious technical advantage when it 
comes to choosing the right applications, interfaces, 
tools and platforms that support high-priority develop-
ment projects.

For one example, Novell Nsure UDDI Server (recently 
released to developers for free and hosted on Novell 
Forge) allows businesses to register Web services and 
make them available to internal or external users, while 
leveraging the security and management that is 
inherent in eDirectory. Users, whether publishing or 
consuming Web services, can be required to first 
authenticate to the directory and verify their identity. 
Equally important, those users, their access rights, and 
the registered Web services can be easily managed 
with eDirectory tools such as Novell iManager, which 
are familiar to most network administrators. 

Businesses that want to move forward with technology 
initiatives don’t need to sacrifice the cost savings and 
simplicity of Web services in order to maintain tight 
control over access to company resources. With 
Novell, secure management of Web services is a 
reality today, and a boost to any developer’s toolset. 

Who Benefits from Novell Development?
ISVs: Leverage your current software investments and 
increase your customer base by supporting all key plat-
forms. Access, integrate and bundle Novell eDirectory 
and other Novell services that add purchase value to 
network solutions for provisioning, collaboration, 
secure identity management and other types of enter-
prise software running on all leading platforms. 

IHV/OEM/Device Makers: Capture market share 
with Novell’s award-winning solutions and technolo-
gies running on Linux, Solaris, NetWare, Windows 
NT/2000 and IBM AIX platforms. Foster new growth 
opportunities with Novell eDirectory and Novell solu-
tions that can easily be integrated, resold, bundled or 
embedded to form complete server, storage, and Net 
device solutions. 

Novell solution components, such as Novell eDirec-
tory, NMAS (Novell Modular Authentication Service), 
eGuide, iFolder, DirXML, GroupWise, NetMail and 
iChain help you bring your business-critical applica-
tions together for ready packaging, configuration and 
deployment on your choice of OS platforms. 

CSIs/VARs: Integrate Novell products and technolo-
gies to form complete services and technology solu-
n o v e l l . c o m / a p p n o t e s
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Nothing beats satisfied cus-
tomer testimonials when it
comes to influencing future
customer purchase deci-
sions.
tions for your customer. Implement business model 
transformations, increase performance of customer IT 
investments through directory and database integra-
tion. And leverage Novell eDirectory, DirXML, 
iChain, etc., to support new access and security, provi-
sioning, collaboration, and identity management solu-
tions, which reduce network overhead. 

Enterprises: Implement a secure and complete portal, 
identity, application and integration strategy at the 
lowest possible outlay. Lower the cost of network 
ownership and increase the value of current IT invest-
ments. Secure identity management for the enterprise 
begins with Nsure solutions, including eDirectory, and 
extends across all leading operating systems, applica-
tions, client desktops, handheld devices—wired or 
wireless. 

Corporate Developers: The core value of Novell’s 
directory-based technology is that businesses are able 
to quickly leverage it to become more efficient, more 
productive, and more successful. For example, 
in-house developers and system administrators can 
write cross-platform management utilities, perform 
server consolidations, and save their company money 
through application directory and database integration. 

Companies can greatly increase the performance of 
current IT investments using eDirectory to support 
metadirectory solutions via DirXML, as well as inte-
grate access and security, provisioning, database, and 
collaboration solutions. Writing utilities and solutions 
for eDirectory has never been easier. For example, 
using Visual Basic and the Novell Controls for 
ActiveX, you can become an eDirectory developer in 
an afternoon and reap the benefits forever. 

Novell development success has a Web address at 
http://developer.novell.com. DeveloperNet’s exten-
sive Web site is the single source for programmers, 
administrators and other technical persons that need to 
to learn how to create manageable Novell-based solu-
tions for the enterprise. 

Four levels of program membership, including a free 
online subscription, provide access to the Novell 
Developer Kit and support resources. And for paid 
subscriptions, Novell products for testing and develop-
ment purposes. With a full array of education and 
training offerings, including hands-on training and 
instructor-led training, it’s easy for you or your entire 

development team to get up to speed fast with any type 
of Novell-based development on your platforms of 
choice.

You need to get cranking, right? With the leading 
Directory Services, a competitive Web services devel-
opment environment, and a full complement of related 
solutions to leverage, Novell makes development to 
any leading platform easier, faster, and more valuable. 
DeveloperNet provides four membership levels, 
including an online subscription for free! For more 
information about developing solutions with Novell 
and for information about membership in Develop-
erNet, visit http://developer.novell.com.

Recent Novell Developer and 
Customer Success Stories 

Nothing beats satisfied customer testimonials when it 
comes to influencing future customer purchase deci-
sions. And nothing beats DeveloperNet’s online 
submittal tool for getting your Novell customer 
successes exposed to potential customers around the 
world, fast! Visit http://developer.novell.com/success/
submit to get started. 

AdRem Server Manager Eases Administration 
Tasks at Warsaw University. A great story which 
you can read about at http://developer.novell.com/
success/adrem3.html

Consilient Enables Wireless GroupWise Access for 
the Fire Department of New York. Interested in a 
very successful deployment of wireless GroupWise 
access? Take a look at http://developer.novell.com/
success/consilient.html

NetVision Locks Down Security Policy Manage-
ment for UC Davis Health System. For those needing 
to look into security policy management, see 
http://developer.novell.com/success/netvision2.html

Novell Nsure Solution Helps TransUnion Expand 
B2B Operations. For this story, take a look at 
http://www.novell.com/news/press/archive/2003/05/pr
03025.html
J u n e  2 0 0 3
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NET has well-recognized
development interfaces, a
broad variety of program-
ming interfaces and a
foundation in many web
services standards.
Web Services and the Real 
World: .NET

Richard Smith
Editor-in-Chief
Novell AppNotes
rlsmith@novell.com

Last time I focused on J2EE and how it fits into the 
Web Services picture. This month I’ll highlight 
Microsoft’s .NET. While it’s not the only “standard” 
along with J2EE, .NET has the Redmond powerhouse 
behind it, so any discussion of Web Services must 
include this offering. Next month I’ll bring the whole 
story together and try to make sense of how Web 
services fit in the real world.

DOT NET (or More Properly, .NET)
Microsoft has taken from the many standards that are 
being widely adopted as portions of its Web Services 
deployment strategy and has packaged them as part of 
its Windows roadmap. The foundation of .NET is what 
Microsoft calls the .NET Framework, which works in 
much the same way as the Java runtime in a J2EE 
implementation. This framework contains hundreds of 
services that simplify an application’s access to the 
underlying operating system.

With the .NET Framework in place, deploying solu-
tions is significantly simplified. In response to the 
many concerns regarding application security, the 
.NET Framework determines how much access an 
application has to the system. This access is dependant 
upon how the code is written and deployed. Code 
written for and deployed in the .NET environment may 
be “managed” by the .NET Framework, thus ensuring 
that the code should not perform any malicious actions. 
Code may be written and used from “un-managed” 
sources, but that code’s access is also controlled by the 
Framework.

Microsoft has designed a part of the Framework to 
directly benefit developers who are building solutions 
on the .NET Framework. By placing a “Common 
Language Runtime” (CLR) in the Framework that 
provides standard interfaces for programming 
languages and tools, Microsoft has created a way to 

build code in a variety of development languages and 
have them work within the Framework. 

Microsoft currently provides development environ-
ments for Visual Basic, C++, Java and the new C#. It is 
expected that many other programming languages will 
provide .NET development interfaces in the future. As 
large amounts of the CLR consist of COM objects 
encapsulated with the Runtime, Microsoft plans to 
migrate older COM objects to native .NET objects in 
the future, while maintaining the current interfaces 
which enable upgrades in the Runtime without 
affecting written code.

By running .NET on updated Windows installations 
and leveraging existing development strengths, 
Microsoft enables development of Web Services with a 
shorter learning curve than that of J2EE. Also, the 
Windows User Interfaces are well recognized and 
Microsoft provides developers with many tools to 
shorten development cycles when building 
Windows-based solutions. These strengths in the area 
of client-side development make .NET a very good 
choice for building applications. Many common client 
interface components are standard parts of the .NET 
development environment and require little coding to 
make them work.

This statement also highlights one of the negatives 
about .NET. While Microsoft has made some efforts 
toward making .NET available on other platforms, it 
will be some time before that endeavor becomes a 
reality. For web developers, ASP.NET is a big move 
forward. Development and deployment is simple and 
robust and Microsoft has addressed many of the limita-
tions of ASP in its implementation.

Now one thing I haven’t mentioned is all of the 
standards that my first column on this subject talked 
about, such as XML, SOAP, WSDL, and so on. The 
good news is that .NET is built with these standards as 
the foundation for how it creates, uses and passes data. 
Basing communications on these Web services stan-
dards is what enables .NET to participate in a heteroge-
neous environment and interact with Web services 
built on other standards or platforms.

To Recap .NET
Strong Points: .NET has well-recognized development 
interfaces, a broad variety of programming interfaces 
and a foundation in many web services standards.

Weak Points: Security, stability and adherence to stan-
dards top the list of concerns one might have about 
using .NET. Single platform deployment (Windows) is 
also a negative.

So how does all this affect you? We’ll look at that next 
month. Until then, I’ll just keep on rambling. . . .
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At a Danish airline: We
take your bags and send
them in all directions.
Lost in the Translation
English is widely used on signs at hotels and busi-
nesses around the world. Unfortunately, the intended 
meaning does not always survive the translation.

In a Tokyo hotel: Is forbidden to steal hotel towels 
please. If you are not a person to do such thing please 
not to read notis.

In a Romanian hotel: The lift is being fixed for the 
next day. During that time we regret that you will be 
unbearable.

In a German elevator: Do not enter the lift backwards, 
and only when lit up.

In a Yugoslavian elevator: To move the cabin, push 
button for wishing floor. If the cabin should enter more 
persons, each one should press a number of wishing 
floor. Driving then going alphabetically by national 
order.

In a French hotel lobby: Please leave your values at 
the front desk.

In a Hong Kong ad: Teeth extracted by the latest 
methodists.

In a Greek hotel: Visitors are expected to complain at 
the office between the hours of 9 and 11 a.m. daily.

In a Yugoslavian hotel: The flattening of underwear 
with pleasure is the job of the chambermaid.

In a Japanese hotel: You are invited to take advantage 
of the chambermaid.

In a Moscow hotel: You are welcome to visit the 
cemetery where famous Russian and Soviet 
composers, artists and writers are buried daily except 
Thursday.

On a Swiss menu: Our wines leave you nothing to 
hope for.

In an Austrian ski lodge: Not to perambulate the corri-
dors in the hours of repose in the boots of ascension.

At a Hong Kong tailor shop: Ladies may have a fit 
upstairs.

At a Bangkok dry cleaners: Drop your trousers here 
for best results.

At a Paris dress shop:  Dresses for street walking.

In a Moscow newspaper: There will be an exhibition 
of arts by 15,000 Soviet Republic painters and sculp-
tors. These were executed over the past two years.

At a German camping site: It is strictly forbidden on 
our Black Forest camping site that people of different 
sex, for instance, men and women, live together in one 
tent unless they are married with each other for that 
purpose.

In a Rome laundry: Ladies, leave your clothes here 
and spend the afternoon having a good time.

At a Czech tourist agency: Take one of our 
horse-driven city tours. We guarantee no miscarriages.

At a Danish airline: We take your bags and send them 
in all directions.

In a Moscow hotel: If this is your first visit to the 
U.S.S.R., you are welcome to it.

In a Norwegian lounge: Ladies are requested not to 
have children in the bar.

At a Hungarian zoo: Please do not feed the animals. If 
you have any suitable food, give it to the guard on 
duty.

At a Roman doctor’s office: Specialist in women and 
other diseases.

In an Acapulco hotel: The manager has personally 
passed all the water served here.

In a Tokyo shop: Our nylons cost more than common, 
but you’ll find they are best in the long run.

In a Japanese hotel room: If you want just condition 
of warm in your room, please control yourself.

At a Tokyo car rental firm: When passenger of foot 
heave in sight, tootle the horn. Trumpet him melodi-
ously at first, but if he still obstacles your passage then 
tootle him with vigor.

Error Message of the Month

Disclaimer: Lightweight Access brings you humorous 
observations and refreshing diversions to give you a 
break from the daily grind. Any opinions expressed 
do not reflect Novell’s official position on anything.
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June 03 464-000064-005 Deploying Novell ZENworks for Desktops 4 in a Pure Microsoft Windows Environ-
ment
Using ZENworks for Server 3 Server Management
Understanding the Novell SecretStore 3.2 APIs
Error Processing in exteNd Composer: Simplifying Maintenance and Debugging

May 03 464-000064-005 An Introduction to Novell Nsure Secure Identity Management
Sending Secure and Encrypted Messages with GroupWise 6.5
A Technical Overview of Novell SecretStore 3.2
How to Use Perl, Python, and PHP to Access eDirectory 8.7 via LDAP
How to Write NetWare Loadable Modules (NLMs) as Dynamic Libraries

Apr 03 464-000064-004 Accessing Network Files with the Novell Native File Access Pack (NFAP)
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Apache 2.0: All New and Engineered for the NetWare Environment
Administering MySQL on NetWare
Novell exteNd Directory Pluggable Security Realm for eDirectory/WebSphere

Mar 03 464-000064-003 What’s New in GroupWise 6.5
Using WebSpy Analyzer and WebSpy Live on Novell BorderManager Proxy Log Files
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How to Use Novell Nsure UDDI Command Beans in Building Web Service Enabled 
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A Competitive Upgrade: LANDesk Management Suite to ZENworks for Desktops 4
Distributing the Mozilla 1.x Web Browser Using Novell ZENworks for Desktops
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Dec 02 464-000063-012 What’s New in Novell iFolder Professional Edition 2.0
Implementing a High Availability Web Access Solution with GroupWise 6
Enhancing TCP Performance Through the Large Window and SACK Options
Convergence of Technology: Integrating CollabraSpace Collaboration Server with 
Novell exteNd
Installing and Configuring NetWare AMP (NetWare 6, Apache, MySQL, and 
PHP/Perl)
How to Build J2EE Application Using Novell Technologies, Part 7
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How to Build J2EE Applications Using Novell Technologies: Part 4
How to Write Start-up Code for NLMs

Jul 02 464-000063-007 Novell Storage Services (NSS) Performance Monitoring and Tuning
Tuning the NetWare 6 TCP/IP Stack via SET Parameters
How to Build J2EE Applications Using Novell Technologies: Part 2
Advanced Features of DirXML, Part 1: Queries
Leveraging the System Management BIOS Information in NetWare-Based 
Applications

Jun 02 464-000063-006 Technical Considerations for Choosing the Best Directory
Authenticating Users to UNIX Systems with Novell eDirectory and LDAP
Accessing Data on Multiple eDirectory Trees with a Single Login Using Novell 
NetStorage
Novell BorderManager Filter Configuration through iManager
Update on the Centralis AXE Utility: What’s New in Feature Release 1?
How to Build J2EE Applications Using Novell Technologies: Part 2

May 02 464-000063-005 Understanding and Troubleshooting Novell's Security Infrastructure
Using Novell SecureLogin to Enable Web Applications for Single Sign-on
Interoperability of Novell BorderManager with Other Novell Services
How to Build a Personalized, Secure Web Portal Using eDirectory, iChain, and Cor-
porate Yahoo! Enterprise Portal
How to Build J2EE Applications Using Novell Technologies: Part 1

Apr 02 464-000063-004 A Technical Overview of Novell TCP/IP in NetWare 6
Managing Browser Configuration for Novell BorderManager Proxy Clients 
Upgrading from iChain 1.5 to 2.0
One eGovernment: Bringing Governments to the Net
How to Manage and Use Dynamic Groups in Novell eDirectory
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http://developer.novell.com/research/appnotes/2002/april/01/a020401.htm
http://developer.novell.com/research/appnotes/2002/april/02/a020402.htm
http://developer.novell.com/research/appnotes/2002/april/03/a020403.htm
http://developer.novell.com/research/appnotes/2002/april/04/a020404.htm
http://developer.novell.com/research/appnotes/2002/april/05/a020405.htm
http://developer.novell.com/research/appnotes/2002/may/01/a020501.htm
http://developer.novell.com/research/appnotes/2002/may/02/a020502.htm
http://developer.novell.com/research/appnotes/2002/may/03/a020503.htm
http://developer.novell.com/research/appnotes/2002/may/04/a020504.htm
http://developer.novell.com/research/appnotes/2002/may/05/a020505.htm
http://developer.novell.com/research/appnotes/2002/june/01/a020601.htm
http://developer.novell.com/research/appnotes/2002/june/02/a020602.htm
http://developer.novell.com/research/appnotes/2002/june/03/a020603.htm
http://developer.novell.com/research/appnotes/2002/june/04/a020604.htm
http://developer.novell.com/research/appnotes/2002/june/05/a020605.htm
http://developer.novell.com/research/appnotes/2002/june/06/a020606.htm
http://developer.novell.com/research/appnotes/2002/july/01/a020701.htm
http://developer.novell.com/research/appnotes/2002/july/02/a020702.htm
http://developer.novell.com/research/appnotes/2002/july/03/a020703.htm
http://developer.novell.com/research/appnotes/2002/july/04/a020704.htm
http://developer.novell.com/research/appnotes/2002/july/05/a020705.htm
http://developer.novell.com/research/appnotes/2002/august/01/a020801.htm
http://developer.novell.com/research/appnotes/2002/august/02/a020802.htm
http://developer.novell.com/research/appnotes/2002/august/03/a020803.htm
http://developer.novell.com/research/appnotes/2002/august/04/a020804.htm
http://developer.novell.com/research/appnotes/2002/august/05/a020805.htm
http://developer.novell.com/research/appnotes/2002/august/06/a020806.htm
http://developer.novell.com/research/appnotes/2002/septembe/01/a020901.htm
http://developer.novell.com/research/appnotes/2002/septembe/02/a020902.htm
http://developer.novell.com/research/appnotes/2002/septembe/03/a020903.htm
http://developer.novell.com/research/appnotes/2002/septembe/04/a020904.htm
http://developer.novell.com/research/appnotes/2002/septembe/05/a020905.htm
http://developer.novell.com/research/appnotes/2002/septembe/06/a020906.htm
http://developer.novell.com/research/appnotes/2002/october/01/a021001.htm
http://developer.novell.com/research/appnotes/2002/october/02/a021002.htm
http://developer.novell.com/research/appnotes/2002/october/03/a021003.htm
http://developer.novell.com/research/appnotes/2002/october/04/a021004.htm
http://developer.novell.com/research/appnotes/2002/october/05/a021005.htm
http://developer.novell.com/research/appnotes/2002/october/06/a021006.htm
http://developer.novell.com/research/appnotes/2002/november/01/a021101.htm
http://developer.novell.com/research/appnotes/2002/november/02/a021102.htm
http://developer.novell.com/research/appnotes/2002/november/03/a021103.htm
http://developer.novell.com/research/appnotes/2002/november/04/a021104.htm
http://developer.novell.com/research/appnotes/2002/november/05/a021105.htm
http://developer.novell.com/research/appnotes/2002/november/06/a021106.htm


Novell Research Publications
Mar 02 464-000063-003 Novell iChain 2.0 Installation and Configuration Quick Start
What's New in Novell BorderManager 3.7?
Link Level Load Balancing and Fault Tolerance in NetWare 6
Creating Applets for Novell GroupWise with Advansys Formativ
How to Uninstall Novell Account Management 2.1 for Windows NT
How to Extend the NetWare Scripting Environment by Creating UCX Components

Feb 02 464-000063-002 ZENworks for Desktops Preboot Services: A Technical Overview
Blocking Virus Requests in Novell BorderManager’s HTTP Accelerator
Building eDirectory-Enabled Applications Using Delphi: Low-Level
How to Use the Security Features in Novell Portal Services
How to Audit DirXML Events Using Stylesheets, Java, and JDBC

Jan 02 464-000063-001 Cluster-Enabling a ZENworks for Servers 2 Development
Understanding Novell BorderManager’s HTTP Proxy Logs
How to Implement Complex Business Rules Using DirXML Stylesheets and Java
How to Write a ConsoleOne NDS Management Snap-In Using the eCommerce Bean 
for LDAP
How to Manage Internet Directories Using Beans for Novell Services

Dec 01 464-000062-012 Ensuring High Performance and Availability from NetWare 4.x and 5.x Servers
Building eDirectory-Enabled Applications Using Delphi: ActiveX
How to Use the Novell Kernel Services Programming Environment and Standard 
Run-Time Library: NetWare 6 Update
How to Access Remote ActiveX Controls from NetWare
How to Define a Corporate Naming Policy Using DirXML Stylesheets
How to Certify an NLM Application on NetWare 6

Nov 01 464-000062-011 Should I Use a Directory, a Database, or Both?
Preparing a Disaster Recovery Plan for NetWare and eDirectory
Building eDirectory-Enabled Applications using Delphi: Overview
How to Use the eCommerce Beans for LDAP in Servlets, Java Server Pages, and 
Enterprise JavaBeans
How to Install and Configure NetWare Enterprise Web Server or Apache Web Server 
with Tomcat

Oct 01 464-000062-010 What’s New in NetWare 6? A Features Overview
Upgrading or Migrating to NetWare 6
iFolder: Data Accessibility, Where and When You Need It
Novell iPrint: A Best-of-Breed Print Solution for Business
High Availability Networking with NetWare 6: NSS 3.0 and Cluster Services 1.6
Multiprocessing Support in NetWare 6

Sep 01 464-000062-009 Troubleshooting the Novell BorderManager 3.6 VPN Client
Moving Novell’s Legacy Print Services Between Volumes and Servers 
Implementing SecuGen’s Fingerprint Recognition Technology with NMAS 2.0
Ten Guidelines for Designing Effective Schema Extensions
How to Install ZENworks for Desktops 3
How to Use eDirectory-Based Home Directories with the Apache Web Server
How to Access NDS from HTML or ASP, Part 6 (online article)

Aug 01 464-000062-008 Getting to Know LDAP and Directories: What to Consider
Enhancing ZENworks for Desktops 3 Imaging with ENGL Zim
How to Showcase Your Web Content Using Novell Portal Services
How to Use Novell Directory Control (NWDir), Part 3
How to Use Perl, Python, and PHP to Access NDS eDirectory 8.5 via LDAP
How to Access NDS from HTML or ASP, Part 5 (online article)
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http://developer.novell.com/research/appnotes/2002/a0201.htm
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http://developer.novell.com/research/appnotes/2002/january/02/a020102.htm
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http://developer.novell.com/research/appnotes/2002/february/04/a020204.htm
http://developer.novell.com/research/appnotes/2002/february/05/a020205.htm
http://developer.novell.com/research/appnotes/2002/march/01/a020301.htm
http://developer.novell.com/research/appnotes/2002/march/02/a020302.htm
http://developer.novell.com/research/appnotes/2002/march/03/a020303.htm
http://developer.novell.com/research/appnotes/2002/march/04/a020304.htm
http://developer.novell.com/research/appnotes/2002/march/05/a020305.htm
http://developer.novell.com/research/appnotes/2002/march/06/a020306.htm
http://developer.novell.com/research/appnotes/2001/december/01/a011201.htm
http://developer.novell.com/research/appnotes/2001/december/02/a011202.htm
http://developer.novell.com/research/appnotes/2001/december/03/a011203.htm
http://developer.novell.com/research/appnotes/2001/december/04/a011204.htm
http://developer.novell.com/research/appnotes/2001/december/05/a011205.htm
http://developer.novell.com/research/appnotes/2001/december/06/a011206.htm
http://developer.novell.com/research/appnotes/2001/november/01/a011101.htm
http://developer.novell.com/research/appnotes/2001/november/02/a011102.htm
http://developer.novell.com/research/appnotes/2001/november/03/a011103.htm
http://developer.novell.com/research/appnotes/2001/november/04/a011104.htm
http://developer.novell.com/research/appnotes/2001/november/05/a011105.htm
http://developer.novell.com/research/appnotes/2001/october/01/a011001.htm
http://developer.novell.com/research/appnotes/2001/october/02/a011002.htm
http://developer.novell.com/research/appnotes/2001/october/03/a011003.htm
http://developer.novell.com/research/appnotes/2001/october/04/a011004.htm
http://developer.novell.com/research/appnotes/2001/october/05/a011005.htm
http://developer.novell.com/research/appnotes/2001/october/06/a011006.htm
http://developer.novell.com/research/appnotes/2001/septembe/01/a010901.htm
http://developer.novell.com/research/appnotes/2001/septembe/02/a010902.htm
http://developer.novell.com/research/appnotes/2001/septembe/03/a010903.htm
http://developer.novell.com/research/appnotes/2001/septembe/04/a010904.htm
http://developer.novell.com/research/appnotes/2001/septembe/05/a010905.htm
http://developer.novell.com/research/appnotes/2001/septembe/06/a010906.htm
http://developer.novell.com/research/appnotes/2001/septembe/07/a010907.htm
http://developer.novell.com/research/appnotes/2001/august/01/a010801.htm
http://developer.novell.com/research/appnotes/2001/august/02/a010802.htm
http://developer.novell.com/research/appnotes/2001/august/03/a010803.htm
http://developer.novell.com/research/appnotes/2001/august/04/a010804.htm
http://developer.novell.com/research/appnotes/2001/august/05/a010805.htm
http://developer.novell.com/research/appnotes/2001/august/06/a010806.htm


Novell Research Publications
Jul 01 464-000062-007 An Overview of Biometrics Support in NetWare Through NMAS
Quick Guide to Installing and Configuring Novell iChain 1.5 Community 
Services
Printing from a Macintosh on an IP-Only NetWare Network with NDPS
How to Integrate NDS eDirectory with Your Web Application Using the 
eCommerce Bean for LDAP
How to Access NDS from HTML or ASP, Part 4 (online article)

Jun 01 464-000062-006 Configuring a Fault-Tolerant Messaging System Using GroupWise 5.5 and Novell 
Cluster Services
Quick Guide to Installing and Configuring Novell iChain 1.5 Authorization Services
How to Use the ODBC Driver with XML
How to Clear a User’s Connection Using a Perl Script
Centralis Contex: The ConsoleOne Extensions for Thin Client Server Solutions 
(online article)

May 01 464-000062-005 Performing an Unattended Installation of ZENworks for Desktops 3 on Remote Serv-
ers
Centralis AXE: The Power Utility for ZENworks for Desktops
Health Check Procedures for NDS eDirectory on Supported Platforms
Quick Guide to Installing and Configuring Novell ICS and iChain 1.5
How to Use Novell Directory Control (NWDir), Part 2
How to Access NDS from HTML or ASP, Part 3
How to Integrate NDS eDirectory, JDBC, and EJB (online article)

Apr 01 464-000062-004 How to Maintain Caching in eDirectory 8 and eDirectory 8.5
Creating the “Digital Airlines” Novell Technology Demo
Custom Development with Novell iChain 1.5
Process Foundations for Successful Solution Deployment
How to Use the ODBC Driver with NDS, Part 3: Understanding XML
How to Access NDS from HTML or ASP, Part 2

Mar 01 464-000062-003 How to Monitor NetWare Servers Using a Wireless Device
Policy-Based Management of Mobile Phones
How to Use Novell Directory Controls (NWDir), Part 1
How to Write a Simple DirXML Stylesheet
How to Access NDS from HTML or ASP, Part 1 (online article)
How to Analyze NDS.DTD to Construct XDS Documents for DirXML

Feb 01 464-000062-002 Understanding Novell’s iChain: A Technical Overview
How to Use NDS eDirectory to Secure Apache Web Server for NetWare
How to Program to NDS eDirectory on NetWare Using Perl
How to Analyze NDS.DTD to Construct XDS Documents for DirXML
How to Build an NDS-Enabled Application Using Visual Basic and the Novell Con-
trols for ActiveX, Part 2

Jan 01 464-000062-001 Novell OnDemand Services: Architecture and Customization
How to Optimize Novell Licensing Services
How to Use a Perl Script to Reboot a NetWare Server Using a UPS
How to Write a Simple NLM Using Novell Script for NetWare

Dec 00 464-000060-012 How to Manage Active Directory with Novell’s eDirectory
How to Use MVC Beans for eBusiness to Administer eDirectory Using Your Browser
How to Use the ODBC Driver with NDS, Part 2
How to Use the GroupWise Filter and Query
How to Use GroupWise Tokens
New Features of the Novell Kernel Services Programming Environment for NetWare 
6 Programming
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http://developer.novell.com/research/appnotes/2001/july/02/a010702.htm
http://developer.novell.com/research/appnotes/2001/july/03/a010703.htm
http://developer.novell.com/research/appnotes/2001/july/04/a010704.htm
http://developer.novell.com/research/appnotes/2001/july/05/a010705.htm
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http://developer.novell.com/research/appnotes/2001/may/06/a010506.htm
http://developer.novell.com/research/appnotes/2001/april/01/a010401.htm
http://developer.novell.com/research/appnotes/2001/april/02/a010402.htm
http://developer.novell.com/research/appnotes/2001/april/03/a010403.htm
http://developer.novell.com/research/appnotes/2001/april/04/a010404.htm
http://developer.novell.com/research/appnotes/2001/april/05/a010405.htm
http://developer.novell.com/research/appnotes/2001/april/05/a010405.htm
http://developer.novell.com/research/appnotes/2001/march/01/a010301.htm
http://developer.novell.com/research/appnotes/2001/march/02/a010302.htm
http://developer.novell.com/research/appnotes/2001/march/03/a010303.htm
http://developer.novell.com/research/appnotes/2001/march/04/a010304.htm
http://developer.novell.com/research/appnotes/2001/march/05/a010305.htm
http://developer.novell.com/research/appnotes/2001/march/06/a010306.htm
http://developer.novell.com/research/appnotes/2001/february/01/a010201.htm
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Novell Research Publications
Nov 00 464-000060-011 NDS eDirectory 8.5: A Detailed Overview
Personalizing and Customizing Web Content Using NDS eDirectory at CNN
How to Configure WebSphere, Oracle, NetWare Enterprise Web Server, and eGuide 
on a NetWare Server
How to Use the ODBC Driver with NDS: Part 1
Overview of the Universal Component System (UCS)

Oct 00 464-000060-010 Using NDS Corporate Edition to Manage Windows NT and Windows 2000
Using the Novell Import Convert Export Utility
NDS Tree Walking Issues and Recommendations
How to Update Applications, ZENworks Application Objects, and snAppShots Resid-
ing on Multiple Servers
KLib: A Kernel Runtime Library
GroupWise Object API in Visual Basic and C++
Accessing Novell Services from Perl on NetWare

Sep 00 464-000060-009 Using Novell Net Publisher to Publish, Share, and Store Files on the Web
Protecting Your Network from Hackers with Advanced BorderManger Packet Filter-
ing
Migrating from NT to NetWare with the NetWare Migrating Wizard
How to Configure and Optimize eDirectory LDAP Servers
Time Functionality in the Standard C Library
How to Add C3PO Custom Buttons with GroupWise Object APIs in Visual Basic

Aug 00 464-000060-008 Multimedia Streaming with NetWare 5.1
Implementing Strong Passwords in an NDS Environment
Troubleshooting BorderManager Licensing Issues
Choosing a Scripting Language on NetWare
How to Develop Web Applications for WebSphere Using MVC Beans
NetWare Installation Guide for Non-NetWare Users
Novell Controls for ActiveX and Microsoft Excel

Jul 00 464-000060-007 An Introduction to Novell’s DirXML
What It Really Means to be Integrated with NDS eDirectory
System Requirements for NDS eDirectory
Novell eGuide: One-Click Connection to Directory-Based Information
How to Supercharge LDAP Searches with NDS eDirectory Indexes
How to Use Metrowerks CodeWarrior
Building an NDS-Enabled Application Using Visual Basic and Novell Controls for 
Active X, Part 1

June 00 464-000060-006 Implementing an Enterprise-Wide White Pages/Yellow Pages Lookup Service with 
NDS eDirectory
Troubleshooting TCP/IP Communication Issues in the NetWare 5 Environment
NetWare Security: Closing the Doors to Hackers

May 00 464-000060-005 Standardizing Network Server Configurations with Server Policies in ZENworks for 
Servers
NDS eDirectory Design, Implementation, and Maintenance Guidelines
Enabling Roaming Lotus Notes Users with ZENworks for Desktops
Configuring BorderManager Authentication Services for Use with ActivCard Tokens

Apr 00 464-000060-004 An Introduction to NDS Corporate Edition
Understanding and Configuring SLP Directory Agents (DAs) and Scopes
Troubleshooting and Diagnosing NetWare 5.1 Server Problems Through the Net-
Ware Portal Utility
Implementing Software Metering with ZENworks

Date Part Number Titles
A p r i l  2 0 0 3 125



Novell Research Publications
Mar 00 464-000060-003 Providing Web Services on the Internet: Why I Chose NetWare 5 Over Windows NT 
and Linux
An Introduction to ZENworks for Servers
Novell Internet Messaging Service (NIMS) Configuration Tips
What’s New in ManageWise 2.7
Protecting NDS from Malicious Internal Attacks with NetVision’s DirectoryAlert

Feb 00 464-000060-002 Novell’s Support for Windows NT, Windows 2000, and Active Directory
Understanding Novell’s Single Sign-On
How to Set Up and Use Remote Control with ZENworks 1.1 and 2.0
A Strategy for Migrating to Novell Distributed Print Services in a Pure IP Environ-
ment

Jan 00 464-000060-001 What’s New in NetWare 5.1: The Complete Solution for Web-Based Networking
Rolling Out NetWare 5.1 with the NetWare Deployment Manager
Upgrading Novell Client Software Across the Network Using ACU.EXE
An Overview of NetWare 5.1’s Management Portal Utility
Taking Advantage of NetWare’s Public Key Infrastructure with Novell Certificate 
Server 2.0
An Introduction to WebSphere: The Next-Generation Web Application Server

Dec 99 464-000057-012 The Novell Controls for ActiveX and Visual Basic: Writing NDS Field Values
Features of the Novell Kernel Services Programming Environment for NLMs: Part 
Four
WebSphere Components
Introduction to NetWare 5 Memory Enhancements
Novell, Java, and Voyager
Novell to Ship NetWare 5.1 Beta
Novell Year 2000 Testing

Nov 99 464-000057-011 Configuring Your Client Application for LDAP Secure Binds
ASN.1, OIDs, and NDS—The Common Fit
Features of the Novell Kernel Services Programming Environment for NLMs: Part 
Three
Novell SSL for Java
SecretStore Single Sign-on
Programming on NetWare Made Easy with Perl Scripting
Developer Tools: Contest Winners Use NDS and NetWare to Create Prize-
Winning Apps

Oct 99 464-000057-010 The Novell Controls for ActiveX and Visual Basic: Searching NDS Field Values
Using JNDI and Novell’s NJCL to Access NDS
Using the NetWare Deployment Kit to Upgrade to NetWare 5 
Features of the Novell Kernel Services Programming Environment for NLMs: Part 
Two
Features of the Novell Kernel Services Programming Environment for NLMs: Part 
Two
Overview of New Features in BorderManager Enterprise Edition 3.5
Novell Developer Workshop Tour ‘99

Sep 99 464-000057-009 The Novell Controls for ActiveX and Visual Basic: Reading Field Values
NDS Glossary
The Future of Application Development on NetWare with NLMs
SCHMAP: NDS Schema Extension and LDAP-to-NDS Mapping Utility
Features of the Novell Kernel Services Programming Environment for NLMs: Part 
One
SCHMIG: Schema Migration Utility
Developer Tools: Credentia ViaNet/NDS
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Novell Research Publications
Aug 99 464-000057-008 White Pages Application NDS Programming Tutorial: Directory Concepts
White Pages Application NDS Programming Tutorial: The Demo Application
Building Web Database Applications Using Novell Script for NetWare
The Business Case for Directory-Enabling Your Application with NDS
Benefits of NDS 

July 99 464-000057-007 Designing NDS Schema Extensions 
The Novell Controls for ActiveX and Visual Basic: Logging In 
Extending the NDS Schema with DSAPIs
NDS 8 Update 
Novell Delivers High-Availability Solution for NetWare 5 

June 99 464-000057-006 Programming with the Novell Controls for Active X and Visual Basic: Getting 
Started
Configuring JavaBeans for Novell Services
Schema Enhancements for NDS 8
Runtime Programming in Java; A Technology Primer
Using BulletProof’s JDesignerPro 3.0 to Build Java Applications on NetWare 5

May 99 464-000057-005 Introduction to NDS for Developers 
Applications for NetWare 5, Part 4 
Overview of NDS for NT 2.0 
BorderManager Authentication Services 3 
EPC C/C++ Enterprise Edition for Novell NetWare 
Novell SuperLab 
NDS for Solaris: An Overview 
Active Server Pages (ASP) on NetWare 

Apr 99 464-000057-004 Understanding and Using Novell’s Universal Component System
The Novell Developer Kit
NDS for NT Q & A
Applications for NetWare 5, Part 3
Using Novell’s Year 2000 Information Ferret to Determine Your Y2K Status
Developer News
Minimum Patch List

Mar 99 464-000057-003 Introduction to NDS v8
DeveloperNet University’s NDS 102 Using C and LDAP
Stick a Fork in it: 1998 Novell Developer Workshop Tour Series Well Done
Applications for NetWare 5, Part 2
The Winners’ Circle
Novell Java Q & A 

Feb 99 464-000057-002 The Winners’ Circle
NDS102: Authenticating to NDS Using C (NDAP) APIs
Why Develop to NetWare 5? Part 2
Whats New in NetWare 4.2?
NetWare 5 Tested and Approved Applications

Jan 99 464-000057-001 Developing NLMs with Metrowerks CodeWarrior
NetWare 5 Overview, Part 2
Writing Java Applications on NetWare Using Legacy NLMs
Why Develop to NetWare 5?
Cisco and Novell to Provide NDS with Interoperability with Cisco Routers and 
Switches 
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Dec 98 464-000055-012 CodeWarrior’s Architectural Advantage 
DeveloperNet University’s NDS101 Using C and LDAP
Novell’s Controlled Cryptographic Services
Developing Target Service Agents Using CCSCL 
AnyInfo Example 7: Using JDBC to Access an Oracle8 Database

Nov 98 464-000055-011 Configuring LDAP Services for NDS
DeveloperNet University’s NDS101 Using C
Using Java Naming and Directory Interface (JNDI) to Develop NDS-Enabled Applica-
tions

Oct 98 464-000054-010 Enhancements to Novell Directory Services in NetWare 5
Using Z.E.N.works to Distribute and Manage Applications on a Network
A Z.E.N.works-Friendly Location Independence Strategy for NetWare Networks
Assessing the Business and Technical Aspects of Public Key Infrastructure Deploy-
ment
ManageWise 2.6: New Features and Enhancements

Sep 98 464-000054-009 What’s New in the NetWare 5 Operating System?
Installing NetWare 5: Tips and Tricks
Migrating to Pure IP with NetWare 5
Compatibility Mode Installation and Configuration
Printing in NetWare 5 with NDPS 2.0
New Security Features in NetWare 5

Aug 98 464-000054-008 Quoi de Neuf: What’s New in NetWare 5?
Troubleshooting Synchronization with NDS Manager
Implementing NDS-Enabled Solutions at Clemson University, Part 2
GroupWise 5.2 Performance Tuning and Capacity Planning
Collecting and Interpreting NetWare 3.x and 4.x Server Statistics with STAT.NLM
Break the Web Server Speed Limit with a Web Server Accelerator
Using BorderManager to Improve the Quality of Service for International Access to 
WWW.NOVELL.COM

Jul 98 464-000054-007 Implementing NDS-Enabled Solutions at Clemson University
Using NDS Manager’s Graphical Schema Manager Tool in NetWare 4.11
ManageWise 2.5 Configuration and Usage Tips
Charlotte: An Automated Tool for Measuring Internet Response Time

Jun 98 464-000054-006 An Introduction to NetWare for Small Business 4.11
Using NDS Manager for Partition and Replica Administration
Using Z.E.N.works to Manage Users’ Desktops
Novell GroupWise Performance Management on Compaq Servers

May 98 464-000054-005 Novonyx Product Overview: Netscape Enterprise, FastTrack, and Messaging Servers 
for NetWare
An Introduction to Z.E.N.works: Zero Effort Networking for Users
Using DSREPAIR to Maintain the Novell Directory Services Database
SQL Integrator: A Data Request Broker for Heterogeneous Data Access

Apr 98 464-000054-004 An Introduction to Novell Distributed Print Services (NDPS)
Easing TCP/IP Network Management with Novell’s DNS/DHCP Services
Using the Graphical SYSCON Utility in NetWare 3.2
Using the Novell Internet Access Server (NIAS) and a Modem to Connect Your Net-
Ware Server to an ISP
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Mar 98 464-000054-003 Managing Mixed intraNetWare and Windows NT Networks with NDS for NT
Maintaining IPX Compatibility During a Migration to TCP/IP on a NetWare Network
Using the Novell Upgrade Wizard
Network Address Translator (NAT) Theory and Troubleshooting
Supporting PCI Hot Plug Technology in the Novell Architecture
DeveloperNet: The Source of Opportunity for Application Developers

Feb 98 464-000054-002 What’s New in NetWare 3.2
Accessing the Novell Support Connection Web Forums on the Internet
Using the SAPMON Utility to Monitor SAP Traffic and Troubleshoot Network Prob-
lems
Novell SuperLab Hosts the SuperLab Challenge
Networking Case Study: The Novell Connecting Points Network at COMDEX/Fall ‘97
BorderManager FastCache: Single Proxy Server Supports 67,000-Seat Network for 
Utah Schools

Jan 98 464-000054-001 The New Face of Networking
Consumer Gas Company, Ltd. Migration to IntranetWare from NetWare 3.12: A 
Case Study
A Practical Guide to Using Novell Application Launcher (NAL) 2.01
Improving Novell BorderManager Scalability with Intelligent Server Adapters
Improving Sun Web Server Performance and Scalability with BorderManager Web 
Server Acceleration

Nov/
Dec 97

464-000052-011 Achieving Class C2 Security in a Network EnvironmentNetwork Security for the 21st 
Century: Concepts and Issues
Devising an Information Security Policy: Environment, Risk, and Assurance
Overview of the NetWare Enhanced Security Architecture and Configuration
Implementing Class C2 Security with NetWare 4.11
Protecting Your Network Against Known Security Threats
Security Issues for International Commerce

Oct 97 464-000052-010 A Quick Guide to Web Server Acceleration
Maintaining a Healthy NDS Tree: Part 2
Troubleshooting Server Problems Using the ABEND.LOG File and Memory Images 
(Core Dumps)
Electronic Commerce: The Quest for a Global, Secure Infrastructure

Sep 97 464-000052-009 Three Ways to Deliver Cached Performance to Your Intranet and Internet Users
Novell Storage Services (NSS): Pushing IntranetWare to New Heights
Setting Up a “Change Password Administrator” in NetWare 4
Accessing the Internet with Eicon’s SCOM for IntranetWare Kit

Aug 97 464-000052-008 Web Server Acceleration with Novell’s BorderManager: A Case Study of WWW.NOV-
ELL.COM

Learning and Applying the Rules of NDS Security
Maintaining a Healthy NDS Tree: Part 1
Using Novell Application Launcher 2.0 and snAppShot for Application DeliveryJul 
97
Novell’s Project 2000: Meeting the Challenge of Century Compliance
Installing the “First” NetWare/IP Server
An Overview of Novell’s GroupWise Document Management Strategy
Novell’s Class C2 Level Security Evaluation “For a Network”

Jun 97 464-000052-006 Controlling Access to Open Systems with IntranetWare BorderManager
An Introduction to Novell Replication Services
Implementing Novell’s NT Workstation Manager
Migrating to GroupWise from Message Handling Services
From Paper to Electrons: Initiating Safer Electronic Commerce

Date Part Number Titles
A p r i l  2 0 0 3 129



Novell Research Publications
May 97 464-000052-005 Overview of Novell’s IntranetWare Client for Windows NT
Installing the IntranetWare Client for Windows NT
Configuring the IntranetWare Client for Windows NT
Accessing IntranetWare Resources Using the NWGINA Logon Interface and the Net-
Ware Provider
Setting Up Network Printing with IntranetWare Client for Windows NT Workstation

Apr 97 464-000052-004 Overview of Novell / Windows NT Integration Products
Installing the NWAdmin Plug-Ins for Windows NT Workstations and Servers
Integrating Windows NT Users and Groups into IntranetWare Using Novell Adminis-
trator for Windows NT
Managing NT and NDS Account Information Using the Novell Workstation Manager
Using the Novell Application Launcher with Windows NT
Migrating to IntranetWare from LAN Server, LAN Manager, or NT Server

Mar 97 464-000052-003 Optimizing IntranetWare 1 and 2 Server Memory
IntranetWare Server Automated Abend Recovery
NetWare Over TCP/IP: Integrating NetWare Services into the TCP/IP Environment
GroupWise 5 Architecture Overview

Feb 97 464-000052-002 Effectively Networking Windows NT with Novell’s IntranetWare
Using the Directory Services Trace (DSTRACE) Screen
Disconnecting NetWare Clients that Have Automatic Reconnection Enabled
The Role of the Physical Network in Network Installation and Optimization

Jan 97 464-000052-001 Design Rules for NDS Replica Placement
ManageWise 2.1 Configuration and Optimization Tips
Branch Office Deployment, Part 2: An Imaginary Branch Installation Project
Managing the Physical Network: A Beginner’s Guide

Dec 96 164-000050-012 Architecting a Full-Service Intranet with Novell’s IntranetWare
Connecting to the Internet from a Novell NetworkNovell AppNotes (cont.)
How to Select WAN Hardware for Your Novell Product
Capacity Planning for the IntranetWare IPX/IP Gateway

Nov 96 164-000050-011 Overview of NetWare Client 32 for Windows 95
Installing NetWare Client 32 for Windows 95
Upgrading Windows 95 Workstations with Automatic Client Update (ACU)
Configuring NetWare Client 32 for Windows 95
Accessing Network Resources with the GUI Login Utility and the NetWare Provider
Using the Novell Application Launcher (NAL) with Client 32 for Windows 95
Setting Up Network Printing with Client 32 for Windows 95
Troubleshooting and Optimizing NetWare Client 32 for Windows 95

Oct 96 164-000050-010 What’s New in NetWare 4.11
Migrating to NetWare 4.11 Using the Across-the-Wire Method
Backing Up and Restoring Novell Directory Services in NetWare 4.11
Server Maintenance: Maintaining NDS Information for a NetWare 4.11 Server During 
a Brief Shutdown

Sep 96 164-000050-009 Exploring the NetWare Web Server, Part 3: A Complete Innerweb Solution
An Introduction to Novell’s IntranetWare IPX/IP Gateway
Branch Office Deployment, Part 1: A Product Development Approach

Aug 96 164-000050-008 NetWare/IP 2.2 Implementation and Troubleshooting Guidelines
Network Security: Determining Your Risk Index
Choosing a LAN-based Imaging System for the Small Office Environment
Lessons Learned While Upgrading to NetWare 4.1
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Jul 96 164-000050-007 Extending ManageWise for the Challenges of the Enterprise
Licensing and Serialization in NetWare 4.1
A Study of Novell Directory Services Performance and Benefits
Shaping the Infrastructure for Information Security in the 21st Century

Jun 96 164-000050-006 NetWare on One CPU Outperforms Windows NT Server on Four CPUs
Managing Novell Directory Services Traffic Across a WAN: Part 1
NetWare Connect Services: Your Pathway to the Global Business Village
Business Process Re-engineering: A Turning Point in Novell’s Imaging Studies

May 96 164-000050-005 NetWare Client 32 for DOS/Windows: Overview of Architecture and Features
Installing NetWare Client 32 for DOS/Windows
Upgrading Network Client Software with Automatic Client Update (ACU)
Using the Client 32 GUI Login Utility and the NetWare Application Manager (NAM)
Using Novell’s NetWare User Tools (NWUSER.EXE) for Client 32 Workstations
Setting NET.CFG Parameters with the NWSETUP Utility and Accessing Online Help

Apr 96 164-000050-004 Ten Proven Techniques to Increase NDS Performance and Reliability
Universal Guidelines for NDS Tree Design
Overview of NetWare Link/ATM Technology
GroupWise Remote for the Road Warrior
Auditing NDS Objects with AuditWare for NDS
NDS Expert: Using NDS Checksumming to Eliminate Packet Corruption Problems

Mar 96 164-000050-003 Roaming a NetWare Network with NetWare Mobile IPX
Interconnecting NetWare Networks with ISDN
Exploring the NetWare Web Server: Part 2
New Bottlenecks in LAN-based Imaging Systems
Large NetWare Networks: Results of Compaq’s 1000-User Server Benchmark Tests
Understanding SCANTREE.EXE’s Statistics
Net2000: Enhancing the NetWare Platform

Feb 96 164-000050-002 Exploring the NetWare Web Server
Inside the NetWare Server’s Packet Burst Statistics Screen
Installing and Configuring GroupWise Remote 
Using DS Standard to Migrate Networks to NetWare 4.1Novell AppNotes (cont.)

Jan 96 164-000050-001 Applying X.500 Naming Conventions to NDS
Basic GroupWise Concepts for Support Professionals
Using Packet Size Distributions to Uncover Hidden Network Utilization Bottlenecks 
Performance Analysis: Isolating the Real Bottleneck in a System
Net2000: Interface and Implementation

Dec 95 164-000047-012 Global Network Services: Novell’s Strategy for Enabling a Smart Global Network
A Look into the Future: Distributed Services and Novell’s Advanced File System
An Inside Look at SPX Communications between RPRINTER/NPRINTER and the Net-
Ware Print Server
LAN-based Imaging Revisited

Nov 95 164-000047-011 NetWare Link Services Protocol: An Advanced Theory of Operations
Guidelines for Implementing NetWare/IP
Tuning the Server Memory Calculation WorksheetOct 95
Using TRACK and Other Console Utilities in a Mixed NetWare Environment
MHS Services’ Role in Novell’s Messaging Strategy
Using AppWare to Automate PerfectOffice Applications
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Sep 95 164-000047-009 An Introduction to Novell’s NetWare Client32 for Windows 95
Overview and Benefits of Novell Embedded Systems Technology (NEST)
Using UnixWare 2 to Set Up a Web Server: A Case Study
Comparing Novell’s IPX-to-IP Connectivity Solutions: IP Tunneling, NetWare/IP, and 
IP Relay

Aug 95 164-000047-008 Backing Up and Restoring NetWare Directory Services in NetWare 4
SBACKUP Configuration and Usage Notes
Troubleshooting Tips for NetWare Directory Services

Jul 95 164-000047-007 Installing and Configuring UnixWare 2.0
Understanding the NetWare UNIX Client (NUC) NLM 2.0
Configuring Asynchronous Connections with the NetWare MultiProtocol Router 3.0 
Software

Jun 95 164-000047-006 Centralized Multiserver Backup over 100VG-AnyLAN Networks
Using Novell’s NetWare User Tools (NWUSER.EXE) for MS Windows Clients
Anatomy of a Voice Processing NLM
ABEND Recovery Techniques for NetWare 3 and 4

May 95 164-000047-005 The Benefits of Using Intelligent LAN Adapters in NetWare Servers
Using the NTSWD Utility to Diagnose MS Windows Workstation Problems
Upgrading to NetWare 4.1 Across a LAN/WAN Using RCONSOLE
Using NDS User Object Properties in NetWare 4.1 Login Scripts

Apr 95 164-000047-004 Integrating the NetWare DOS Requester (VLMs) with Windows for Workgroups
Importing User Information into NetWare Directory Services Using UIMPORT
Unified Messaging: Paving the Road to Pervasive Computing
Using NetWare/IP Over Satellite Networks
Understanding NetWare HostPrint 1.1x
The NetWare 4 Memory Architecture / Understanding Memory Fragmentation in 
NetWare Servers
Using MONITOR to Track NetWare 4 Memory Allocation

Mar 95 164-000047-003 Using the DSMERGE Utility in NetWare 4.1
Support Issues for the NetWare DOS Requester (VLM) 1.2
Black Screen of Death Explained
NetWare Workstation Security Architecture
What’s New in UnixWare 2
NetWare for SAA 2.0: An Overview of Novell’s Next Generation SNA Connectivity 
Product
Tuning Cache with the NetWare 4 LRU Sitting Time Statistic

Feb 95 164-000047-002 Inside Novell’s High Capacity Storage System (HCSS)
Resolving Critical Server Issues
Computer Telephone Integration: Call Control vs. Voice Processing
Wide Area Networking with Frame Relay and NetWare MultiProtocol RouterNovell 
AppNotes (cont.)

Jan 95 164-000047-001 What’s New in NetWare 4.1
NetWare 4.1 CIT Interoperability Testing Overview
NetWare 4.1 Interoperability Test Configurations and Troubleshooting
Planning an NDS Tree
Understanding and Using NDS Objects
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Dec 94 164-000036-012 NetWare IPX Routing Enhancements
Customizing Your NetWare Link Services Protocol Routing Configuration
Managing Basic MHS 
Printing to Network Printers in Windows 3.1
Configuring UnixWare’s Point-to-Point Protocol (PPP)

Nov 94 164-000036-011 Characteristics of TCP/IP, IPX/SPX, and NCP Protocols Over VSAT
NetWare Management System (NMS) Components and Functionality
Upgrading to NetWare 4.01: A Case Study of Canadian Tire Corporation, Ltd.

Oct 94 164-000036-010 Migrating from NetWare Name Services to NetWare Directory Services
Understanding the Role of Identification and Authentication in NetWare 4
Managing and Using FirstMail
Configuring NetWare Connect with TCP/IP Remote Clients
Installing and Configuring UnixWare 1.1

Sep 94 164-000036-009 Using Novell’s CDROM.NLM to Run CD-ROM Drives as NetWare Volumes
What’s New in NetWare 4.02
Effectively Managing RIP and SAP Traffic with Filtering
UnixWare 1.1 as a NetWare Client
Troubleshooting Printing in a NetWare for Macintosh Environment

Aug 94 164-000036-008 An Introduction to Novell’s Open Security Architecture
Using DOS Batch Files with NetWare 4 to Ease the Transition from NetWare 3
Installing Basic MHS and FirstMail
TUXEDO System Release 4.2.2: The Path to Reliable Client/Server Computing
Unattended OS/2 CID Installation Using NetWare Navigator

Jul 94 164-000036-007 Configuring NetWare 4 for the Mobile User
Key Issues Surrounding Enterprise E-Mail
Testing Performance of NetWare SNA Remote Host Connectivity Products
Customizing Autodiscovery Using NMS
Records Management: Document Storage and Retrieval Challenges in an Enterprise 
Network
Application of Networked Multimedia in Business and Education

Jun 94 164-000036-006 NET.CFG Parameters for the NetWare DOS Requester 1.1
Using Network-Direct Print Devices in NetWare 4
Compression and Suballocation in NetWare 4
Managing the Branch Office: Part 2
Implementing NetWare MultiProtocol Router Products in an IBM Source-Route 
Bridged Environment

May 94 164-000036-005 The Functions and Operations of the NetWare DOS Requester v1.1
Managing the Branch Office: Part 1
Performance Tuning NetWare Connect 1.0
Optimizing NetWare Wide Area Networks
NetWare Link Services Protocol: Link-State Routing in a NetWare Environment

Apr 94 164-000036-004 SPECIAL EDITION: Building and Auditing a Trusted Network Environment with 
NetWare 4

Mar 94 164-000036-003 An Introduction to AppWare and Visual AppBuilder
Management Procedures for Directory Services in NetWare 4.01
Optimizing NetWare as a Database Platform
Providing DOS and MS Windows User Access to UNIX/NFS Files
Ghardenstone: A Novell Methodology for Network Performance Evaluation
A Review of Bridging and Routing Techniques
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Feb 94 164-000036-002 Implementing Naming Standards for NetWare Directory Services
Implementing and Configuring Novell/AT&T Telephony Services
NetWare Distributed Management Services: An Integrated Approach for Managing 
Network Computing Environments
Certification Programs for Networking Professionals

Jan 94 164-000036-001 Novell’s Corporate-Wide Upgrade to NetWare 4
Upgrading to NetWare 4: The Chase Manhattan Bank’s CC and FMI Groups
Time in the NetWare Environment
Computer-Telephone Integration with Novell’s Telephony Services
An Overview of Multimedia Technologies

Dec 93 164-000032-012 Installing NetWare 3.12 from CD-ROM
Wide Area Networking with VSAT: A Customer Installation
Workstation Memory Management: Using QEMM386 7.01, 386 To THe Max 7.0, and 
MS-DOS 6
IBM AS/400 Connectivity Using NetWare for SAA 1.3 in an Ethernet Environment

Nov 93 164-000032-011 Time Synchronization in NetWare 4.x
Designing NetWare 4.x Security
Packet Burst Update: BNETX vs. VLM Implementations
Multi-Segment LAN Imaging: Departmental Configuration Guidelines

Oct 93 164-000032-010 NetWare 4.x Performance Tuning and Optimization: Part 3
What’s New in NetWare 4.01
NetWare 3.12 Enhancements
Using NetWare HostPrint for AS/400 Host Printing
Managing Memory in a DOS Workstation: Using Novell DOS 7

Sep 93 164-000032-009 Optimizing Printing with NetWare 4.x and 3.1x
Understanding and Using NDS Alias Objects
NetWare Migration Utilities Part 2: The Across-the-Wire Migration Utility
An Introduction to Network Workflow
Migrating Ethernet Frame Types from 802.3 Raw to IEEE 802.2
Multilingual PC Setup with DR DOS

Aug 93 164-000032-008 NetWare for Macintosh 3.xx Print Services: A Configuration Tutorial
Exploring Hard Disk Compression
NACS 3.0 and NetWare Access Server 1.3 Integration

Jul 93 164-000032-007 Using NETADMIN to Create and Administer NDS Objects
A Test Workload Analysis of LANQuest Lab’s Application Benchmark (LAB) Test 
Suite
Multi-Segment LAN Imaging Implementations: Four Segment Ethernet
A NetWare Interface for Visual Basic
Understanding Relational Theory

Jun 93 164-000032-006 NetWare 4.0 Performance Tuning and Optimization: Part 2
NetWare 4.0 Bindery Emulation: An Overview
Bindery Emulation and NetWare for Macintosh
NetWare Migration Utilities Part 1: The In-Place Upgrade NLM
Administering DOS Paradox and Paradox for Windows on NetWare
Virtual Server Technology and DataClub File Sharing

May 93 164-000032-005 NetWare 4.0 Performance Tuning and Optimization: Part 1
Tips and Techniques for Troubleshooting Drive Deactivation in NetWare 3.1x
Imaging Test Results: Retrieval Rates on Single- and Multiple-Segment LANs
An Introduction to Videomedia and NetWare
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Apr 93 164-000032-004 NetWare 4.0 Special Edition
Overview of NetWare 4.0 New Features
An Introduciton to NetWare Directory Services
Planning a NetWare 4.0 Directory Tree
Understanding NetWare Directory Services Rights
Planning for NetWare 4.0 Installation, Server Migration, and Coexistence
Using the DOS Requester with NetWare 4.0
Migrating to NetWare 4.0: An Example

Mar 93 164-000032-003 An Introduction to Developing Cross-Platform Client/Server GUI Applications
Installing and Configuring NetWare TCP/IP on a NetWare 3.11 Server
NetView LAN Management: RUNCMDs Made Easy
NetWare and Windows for Workgroups Integration
Using Production Workload Characteristics to Validate Performance Evaluation 
Studies

Feb 93 164-000032-002 Mapping Between UNIX Permissions and NetWare Rights in NetWare NFS
ODINSUP Interoperability Configurations for DOS Workstations
Imaging Configuration Performance Test Results

Jan 93 164-000032-001 The State of the Infrastructure for Distributed Computing
IBM AS/400 Connectivity Using NetWare for SAA v1.3
Imaging Configurations and Process Testing
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