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Letter from the Editor

May 2003

Dear AppNotes Readers:

As we rapidly approach the mid-point of 2003, the AppNotes staff continues to strive to make 
improvements to the publication. During the next few months you can expect some subtle changes in 
AppNotes, most just dealing with organization of the content, but a few adding additional material for your 
reading pleasure. Stay tuned. . . .

In this issue we have some great articles on keeping your network secure and accessible only by those who 
are authorized to do so. Our focus this month is on Novell’s Nsure Secure Identity Management (SIM) 
initiative, with articles for both system managers and developers who need to add security capabilities to 
their applications.

First off is “An Introduction to Novell Nsure Secure Identity Management”—a nice overview of the topic, 
adapted from one of our new DeveloperNet University courses. Then, for those who find themselves in an 
environment where confidential or sensitive information is exchanged via e-mail, Tay Kratzer’s “Sending 
Secure and Encrypted Messages with GroupWise 6.5” will be of real interest to you. Tay provides 
information for administrators and users about taking advantage of GroupWise’s ability to use eDirectory 
and Novell Certificate Server to ensure that only the intended recipient will be able to view an e-mail.

For developers, Novell senior software engineer Cameron Mashayekhi provides a detailed technical 
overview of Novell’s SecretStore 3.2. SecretStore is an important part of Novell’s SIM provisioning 
architecture, and this AppNote helps you understand how to use SecretStore as part of your overall security 
strategy. “How to use Perl, Python, and PHP to Access eDirectory 8.7 via LDAP” from Mike Richichi will 
be of interest to both developers and system administrators alike. In this update to his popular AppNote 
from August 2001, Mike shows how to use a variety of scripting options with eDirectory. This AppNote is 
a good example of how to utilize the directory in a heterogeneous environment. To wrap up, we have the 
ever-popular Russ Bateman showing us “How to Write NetWare Loadable Modules (NLMs) as Dynamic 
Libraries.” Russ includes examples of how and why to build NLMs as libraries. If you are one of Mr. 
Bateman’s many fans, you’ll want to be sure to check out this AppNote.

As always, there is loads of great information to be found in our Sections, from tips for administrators to 
helpful hints for software developers. I’m sure you’ll find yourself marking many of the pages within the 
Sections for later use.

Speaking of later use, don't forget that you can access back issues of AppNotes online by visiting our Web 
site at http://www.novell.com/appnotes. You'll find a link to subscribe or renew your subscription on our 
home page, or you can go directly to https://secure-support.novell.com/subscriptions/order.jsp to ensure 
that you continue to receive hard copy AppNotes every month.

Until next time,

Richard L. Smith
Richard L. Smith
rlsmith@novell.com
Editor-in-Chief

http://www.novell.com/appnotes
https://secure-support.novell.com/subscriptions/order.jsp
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CORRECTION NOTICE

In the April 2003 issue, two editorial comments were inadvertently left in the printed version of the AppNote 
entitled, “Novell exteNd Director Pluggable Security Realm for eDirectory/WebSphere.” Please note the following 
corrections, which have already been made in the online HTML version and in the downloadable PDF, Palm, and 
Windows CE versions of the AppNote:

On page 61, the section “How to Uninstall the Novell Client” should be deleted.

On page 63, the last bullet item under “eDirectory Installation and Configuration Tips” should read as follows:

• For more information about eDirectory installation and configuration, see the Installation Notes that come 
with the Novell Application Server.
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Feature Article
NOVELL APPNOTES

An Introduction to Novell Nsure 
Secure Identity Management 
(SIM)

Excerpted from the “Secure Identity Management Overview” Course
from DeveloperNet University
http://developer.novell.com/education

This AppNote provides an introduction to Novell Nsure, Novell’s family of 
Secure Identity Management (SIM) solutions. It provides an overview of Nsure 
and its solution components, describes the use of Novell Nsure Resources to build 
a workable employee provisioning scenario, and recommends a phased approach 
to the deployment of a such a system in your organization.

This AppNote is excerpted from a DeveloperNet University (DNU) online course 
entitled, “Secure Identity Management Overview.” If you are interested in 
learning more by taking this course and others offered through DNU, visit 
http://developer.novell.com/education.

Contents:

• Introduction
• Nsure Overview
• Employee Provisioning Example
• Setting Up the Lab Environment
• From the Laboratory to Production
• Conclusion

Topics Nsure, secure identity management (SIM), employee pro-
visioning, network security

Products Novell Nsure

Audience network administrators, designers, developers

Level beginning

Prerequisite Skills familiarity with network security concepts

Operating System n/a

Tools none

Sample Code no
w w w . n o v e l l . c o m / a p p n o t e s
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Introduction

Novell recently introduced four new business units called Nterprise, Nsure, 
exteNd, and Ngage. (If you would like more information on these solution areas, 
see http://www.novell.com/solutions). This AppNote focuses on Nsure, which is 
highlighted by secure identity management or “SIM” for short.

SIM solves a key business problem CIOs of organizations face today: How do you 
cost-effectively deliver real-time, role-based resources to your distributed 
workforce, partners, and customers from any location—wired or wireless—yet 
keep your systems safe? Developing solutions with Novell Nsure gives you the 
flexibility and agility your organization need to keep pace with tomorrow’s 
dynamic, service-oriented system environment.

Novell provides several Nsure solution components which are aimed at fulfilling 
the mission of SIM. They are described briefly below:

• eDirectory provides new business growth by building and maintaining secure 
and highly customized e-business relationships, while leveraging your 
existing technology.

• DirXML is a bidirectional data sharing service that leverages eDirectory to 
distribute new and updated information across directories, databases, and 
critical applications on the network and across firewalls to partner systems.

• iChain provides identity-based Web security services that control access to 
application and network resources across technical and organizational 
boundaries.

• Nsure UDDI Server provides visibility of Web Services for enterprise 
developers and contains Web Service description metadata published by 
departments or groups within the organization.

• Novell Nsure Resources is a platform-independent, packaged solution that 
helps you automate the process of granting or revoking employee access to 
business resources. Once installed, tested, and customized, this solution 
dramatically reduces administrative costs, tightens security, and increases 
user productivity.

• SecureLogin is a directory-integrated authentication solution that delivers 
reliable, single sign-on access across your multi-platform network.

• Novell Account Management is a powerful, directory-enabled solution that 
you can use to manage your mixed-platform network as a unified whole.

• Novell Modular Authentication Service (NMAS) Enterprise Edition provides a 
single point of administration for managing, grading, and accessing all 
biometric and non-biometric authentication methods to your enterprise.

• Secure Access Suite includes access and security products that simplify, 
secure, and accelerate user-identity management and extend those capabilities 
to applications, platforms, databases, and network resources.

• BorderManager is a directory-integrated access and security solution that 
enables you to control, accelerate, and monitor your users’ Internet activities.
M a y  2 0 0 3
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In addition to these products, SIM leverages industry standards and technologies, 
including the following:

• Lightweight Directory Access Protocol (LDAP) enjoys broad industry 
acceptance as the protocol for deploying directory-based applications and 
solutions.

• Extensible Markup Language (XML) is a universal syntax for describing and 
structuring data. XML can be used to define unlimited languages for specific 
industries and applications.

Nsure Overview

Novell Nsure is all about getting the right information to the right people. Every 
decision you make about giving people access to your business, and every effort 
you make to deliver services or content to people, is based on identity. You can’t 
deliver resources to people or effectively control access to those resources unless 
you know who they are, how they relate to your business, and what they need 
from you.

Novell Nsure places a robust identity and access management foundation at the 
heart of your IT infrastructure. This foundation unifies identity information and 
policies across all the different systems in your organization. It safeguards your 
resources from intruders. And it allows you to present your customers, partners, 
and employees with a dynamic combination of information, resources, and 
processes—all based on their relationship with your business.

With Nsure, you can give new employees fast, automatic access to everything 
they need to be totally productive on their first day. You can grant people inside 
and outside of your organization safe, controlled access to your corporate 
resources—and build more productive, personalized relationships with everyone 
who matters to your business. You can allow customers and partners to create and 
change their own profiles and preferences. And you can develop password 
management solutions that allow people to access all the information they 
need—across many different systems—using a single username and password.

Novell Nsure delivers all these capabilities without disrupting your existing 
systems or forcing you to change the way you do business. Every Nsure 
component is designed to plug into and work flawlessly with the technology you 
already have in place.

This flexible, modular approach means you can add new capabilities that match 
your business requirements and meet your most pressing identity management 
needs. But no matter where you start, you’ll always be creating a flexible, secure 
foundation that makes it easy to add new capabilities later.

Novell Nsure solutions can combine a number of Novell and partner technologies 
and services to address the business challenges that your organization is facing.
w w w . n o v e l l . c o m / a p p n o t e s
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Putting Nsure Together for Your Company

Managing user identity information on information technology (IT) systems 
consumes substantial staff time and costs a lot of money. Whenever a new 
employee is hired, or when a current employee changes jobs or terminates 
employment, the IT staff has to grant, modify, or revoke that person’s access 
privileges to IT resources. This task usually involves entering, modifying, or 
deleting user information separately in multiple systems—e-mail systems, 
business applications, databases, directories, and more. That takes time. Yet, time 
is of the essence because delays in adding accounts for new employees cause 
productivity lags, while delays in deleting accounts of terminated employees can 
create serious security issues. Moreover, delays can result in inconsistent, 
obsolete, and even inaccurate information.

What’s required is a user identity management solution that minimizes the delays 
by automating the processes of managing user identities and controlling access to 
resources across the network. Such a solution should automatically grant, modify 
or revoke access to IT resources immediately, whenever employees are added, 
change job status or terminate their employment. The solution should also 
automatically propagate any changes in user information made anywhere in the 
network to all other systems that share that information, ensuring accuracy and 
consistency across all systems.

Deploying such a system is not a trivial task. It involves interfacing with many 
disparate systems, from human resources (HR) and messaging systems to account 
and directory systems. It requires ensuring that a change made in any one system 
is immediately propagated to all other affected systems. For example, if an 
employee promotion is entered into the HR system, the user identity management 
system should not only propagate the new job level information but also modify 
the user’s access privileges accordingly in messaging systems, network 
directories, account systems, and all other affected systems.

Deploying an identity management solution requires obtaining the buy-in of 
different departments, many of which want to maintain their autonomy and 
authority. That’s why the solution should maintain authoritative data sources. The 
HR system, for example, may be the authoritative source for all employee 
additions, modifications, and deletions, while the e-mail system is the 
authoritative source for all e-mail addresses. That means employee additions, 
modifications, and deletions can be made only in the HR system, and e-mail 
addresses can be created and changed only in the e-mail system.

Novell Nsure Resources

Novell Nsure Resources provides an effective first step in the deployment of just 
such an identity management solution. Nsure Resources is a preconfigured 
packaging of Novell DirXML technology intended for organizations that want to 
implement an identity management infrastructure. With Nsure Resources, an 
organization can quickly create a laboratory system that can be used to 
demonstrate and study user identity management concepts.
M a y  2 0 0 3
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The Nsure Resources package includes preconfigured DirXML drivers that tie 
together popular HR, messaging, account, and directory systems to provide basic 
employee provisioning functionality as well as synchronization of user identity 
information across the systems.

Three major characteristics distinguish Novell Nsure Resources from other user 
identity management systems:

• Standards based. Nsure Resources is based on extended markup language 
(XML), which facilitates data sharing with other systems.

• Attribute level distributed authority. Nsure Resources permits the 
organization to maintain authoritative data sources for user identity 
information in different systems. For example, most additions and 
modifications to employee information must be initiated by HR system. 
E-mail address additions and modifications must be initiated in the messaging 
system. Employees can modify some personal information such as cell phone 
and home phone numbers.

• Real-time bidirectional information sharing. Nsure Resources propagates, in 
real time, changes made to user identity data in one system to all other 
systems that share that data. When an employee e-mail address is changed in 
the messaging system, for example, the address is immediately changed in the 
HR system and account systems or directories.

Architecture Overview
Nsure Resources consists of the following major infrastructure components:

• Workforce Tree. A tree created in Novell eDirectory that can be installed on a 
Novell NetWare, Windows NT/2000, Linux, or Solaris server.

• Novell DirXML Engine. Installed on the same server as the Workforce Tree. 

• Novell DirXML Drivers. Installed on the HR client system, messaging system, 
and account and directory systems included in the lab setup.

• Novell DirXML Remote Loader Service. Installed on the HR client system, 
messaging system, and account and directory services machines included in 
the lab setup.

Other components include:

• Novell iManager installed on the Web server

• Novell eGuide installed on the Web server

Figure 1 shows how these components of Novell Nsure Resources are deployed in 
a typical setup.
w w w . n o v e l l . c o m / a p p n o t e s
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Figure 1: The deployment of Nsure Resources components in a typical setup.

Nsure Resources Components
The Nsure Resources components are described individually in the following 
sections.

Workforce Tree. The Workforce Tree, created in Novell eDirectory, is the heart 
of the system. It is also the reference point for Novell iManager and Novell 
eGuide. The Workforce Tree is created during installation and setup of Nsure 
Resources. Nsure Resources maintains a user identity repository in the Workforce 
Tree that can be used by all participating systems. All other systems included in 
the laboratory environment either publish information to or receive information 
from the Workforce Tree via the DirXML Engine.

The Workforce Tree is built on a flat structure consisting primarily of two 
containers, a Services container and a Users container. Both containers are created 
during installation and setup. The Services container contains a DirXML Driver 
object that is also created during Nsure Resources setup. The Users container 
contains an Active container that represents users whose accounts are active, and 
an Inactive container that represents users whose accounts have been disabled.
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DirXML Engine. The DirXML engine is the data-sharing service that controls the 
synchronization of information between Novell eDirectory and the connected 
applications according to the policies specified in the DirXML driver 
configurations. By extension, the DirXML engine also controls the 
synchronization of information between the connected applications, with Novell 
eDirectory acting as a hub between these applications. The DirXML engine and 
DirXML drivers share data bi-directionally over two channels: a Publisher 
Channel that publishes changes to the Workforce Tree, and a Subscriber Channel 
that subscribes to changes from the Workforce Tree.

DirXML Drivers. Nsure Resources includes DirXML drivers for popular HR 
systems, messaging systems, and directories and account systems. Nsure 
Resources also includes prebuilt configuration files for the drivers that specify a 
set of default policies and processes for data sharing and provisioning through 
each driver's Publisher Channel and Subscriber Channel. The drivers 
communicate with the DirXML Engine installed on the Workforce Tree through 
the DirXML Remote Loader Service.

DirXML Remote Loader Service. The DirXML Remote Loader Service enables 
communication between the DirXML Engine running on one computer and a 
DirXML driver running on another computer on which the DirXML Remote 
Loader Service is installed. In the Nsure Resources laboratory configuration, the 
DirXML Engine and Workforce Tree run on the same server. The HR, messaging, 
directory, and account services applications and their respective DirXML drivers 
and DirXML Remote Loader Service run on other servers.

Novell iManager. Novell iManager is a browser-based tool for managing Novell 
eDirectory. Novell Nsure Resources includes a set of DirXML tasks for iManager 
that are used to set up and manage all aspects of Nsure Resources.

Novell eGuide. Novell eGuide is a Web application that enables users to conduct 
browser-based searches for user information—including e-mail addresses, fax 
numbers, telephone numbers, and names—from the Workforce Tree. Users can 
also use Novell eGuide to update the details of their own accounts depending on 
which user identity attributes have been configured to permit user update.

System Environment
The Nsure Resources environment can include:

• One HR system, either PeopleSoft or SAP

• One messaging system, either Microsoft Exchange, Lotus Notes, or Novell 
GroupWise 

• One or more account systems and directories, including Windows NT, 
Microsoft Active Directory, and Novell eDirectory 
w w w . n o v e l l . c o m / a p p n o t e s
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Nsure Resources includes a set of preconfigured DirXML drivers for each of these 
systems to facilitate setup. To develop the configurations, Novell engineers 
examined the configurations of a number of customers who had already 
successfully implemented provisioning systems. Using this information, they 
configured the drivers to create a sample environment that ties together the HR, 
messaging, and account and directory systems to provide basic employee 
provisioning functionality as well as synchronization of user identity information 
across the systems.

Nsure Resources automates the propagation of data additions and modifications 
from the authoritative identity information sources to the other systems in the 
environment. All systems included in the laboratory environment either publish 
identity data to or receive data from the Workforce Tree repository via the 
DirXML Engine. DirXML brokers the exchange of data held in the Workforce 
Tree through preconfigured rules and style sheets that support the default business 
policies and processes.

Default Configuration

The HR system is the default authoritative source for most identity information. 
As a result, the HR system drives most data exchanges, that is, most of the identity 
data is created or modified in the HR system and is published to the Workforce 
Tree repository where other systems can subscribe to it.

For some identity data, systems other than the HR system are the default 
authoritative sources. E-mail address attribute changes, for example, are generated 
and owned by the messaging system, and some data, such as the home phone and 
pager number attribute, may be updated by the users themselves through Novell 
eGuide. The data that is created or modified in these other systems is also 
published to the Workforce Tree where it can be consumed by other applications. 

The Nsure Resources default configuration includes a basic provisioning process 
in which Nsure Resources automatically creates, modifies, and disables user 
accounts in all required systems immediately, in response to a single action in the 
HR system. Data modification in the HR system sets processes in motion that 
trigger the automatic creation or modification of the digital identity of an 
individual in all appropriate systems in the lab environment. The processes that 
are initiated, the tasks that are performed in each process and the order in which 
the processes are performed are specified by the preconfigured design of Nsure 
Resources.

Employee Provisioning Example

The following example illustrates the default automatic employee provisioning 
process for a specific setup that includes PeopleSoft, NT, and Exchange 5.5. 
(Setups that use the other supported HR, messaging, and account and directory 
systems could also be created and would operate in a similar manner.)
M a y  2 0 0 3
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1. When an employee is hired, an HR specialist enters the new employee data in 
the PeopleSoft system.

2. The PeopleSoft system records this event in its transaction table.

3. The PeopleSoft DirXML driver’s Publisher Channel periodically accesses 
the transaction table by way of Component Interface (CI) objects, which are 
part of the PeopleSoft Service Agent (PSA). (The PSA is a collection of 
software processes and components that run on the PeopleSoft database 
server and define what data and how data will be available from PeopleSoft 
for synchronization with the Workforce Tree. The PSA is included with 
Nsure Resources and installed along with the PeopleSoft DirXML driver.) 

4. Based on the information it finds in the transaction table, the PeopleSoft 
DirXML driver publishes the new data to the Workforce Tree as follows: 

a. It constructs an XML document and passes it to the DirXML engine for 
processing.

b. It derives additional data from the PeopleSoft database, such as the 
employee’s manager and direct reports, and adds it to the user object’s 
attributes to be published in the Workforce Tree.

5. To process the newly received XML document, the DirXML Engine consults 
the Matching and Create rules as well as other defined policies associated 
with the PeopleSoft DirXML driver’s Publisher Channel.

a. The Matching rule determines whether this user already exists in the 
Workforce Tree. 

b. The Create rule dictates the attributes for which the engine needs 
information before it can create a User object, and specifies the naming 
policy the engine should use to name this User object. Other defined 
policies provide guidelines for transforming data or object names between 
PeopleSoft and the eDirectory Workforce Tree.

c. The Placement rule dictates that this new User object be placed in the 
Active container within the Users container.

6. The DirXML Engine notifies the NT Domain DirXML driver via the 
subscriber channel of the addition. In response, the NT Domain DirXML 
Driver creates an NT Domain account.

7. When the NT account is created, the NT Domain DirXML Driver updates the 
Preferred Name attribute for the user in the Workforce Tree with the NT 
Account Name via its publisher channel.

8. This update triggers the Exchange DirXML driver to initiate the creation of 
an e-mail account in Exchange.

9. Exchange creates an e-mail account and e-mail ID.

10. The Exchange DirXML driver then publishes the e-mail ID back to the 
Workforce Tree.

11. The PeopleSoft DirXML driver subscribes to the Workforce Tree attribute 
for e-mail and updates this field in the PeopleSoft database.
w w w . n o v e l l . c o m / a p p n o t e s
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Data Synchronization Examples
The following examples illustrate how Novell Nsure Resources synchronizes user 
identity information.

First is the case of an e-mail address change:

1. The administrator changes a user’s e-mail address in Exchange.

2. The Exchange DirXML driver publishes the new e-mail address back to the 
Workforce Tree.

3. The PeopleSoft DirXML driver subscribes to the Workforce Tree attribute 
for e-mail address and updates this field in the PeopleSoft database.

The second is the case of an employee-initiated change:

1. Using Novell eGuide, an employee changes her home telephone number in 
the Workforce Tree.

2. The PeopleSoft DirXML driver subscribes to the Workforce Tree attribute 
for home telephone number and updates this field in the PeopleSoft database.

Novell DirXML: The Heart of It All

Novell DirXML provides the foundation for Novell Nsure Resources. DirXML is 
Novell’s data-sharing software that enables bidirectional real-time information 
exchange between network applications, directories, and databases. DirXML 
leverages the XML standard to enable integration among multiple systems.

Nsure Resources includes a set of configuration files containing default policies 
that can be imported into the Nsure Resources environment. These include 
DirXML drivers for the popular HR systems, messaging systems, account 
systems, and directories listed below:

• PeopleSoft (PeopleTools 7.5x and 8.1x) 
• SAP HR 4.6c or later
• Microsoft Exchange 5.5
• Active Directory with Exchange 2000
• Novell GroupWise versions 5.5, 6.0, and 6.1
• Lotus Notes R5
• Novell eDirectory 8.62 and 8.7
• Microsoft Active Directory
• Microsoft Windows NT 4

The Driver objects representing these preconfigured DirXML drivers store 
additional objects that represent DirXML Rules and Filters that together comprise 
the business logic underlying the Nsure Resources default policies and processes 
for managing user identities. The rules are written in either XML or XSLT 
(Extensible Stylesheet Language Transformations) format.
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Novell DirXML consults the Filters and Rules objects associated with a DirXML 
driver’s Publisher Channel and Subscriber Channel to determine such things as 
which modified user information is allowed to synchronize across which systems, 
how and when to create and disable user accounts, and how to format information 
to suit the system receiving the information.

Filters dictate what information can pass between the Workforce Tree and the 
other systems over a DirXML driver’s Publisher or Subscriber Channel. Filters 
are used to establish which systems are the authoritative sources for various 
identity data attributes. For example, default filters on the PeopleSoft (or SAP) 
DirXML driver’s Publisher Channel ensure that changes to most user account 
attributes (including Last Name, First Name, Middle Name, Manager, and 
Address) flow only from PeopleSoft (or SAP) to the Workforce Tree. This 
establishes the HR application as the authoritative source for most user identity 
information. Filters on the PeopleSoft (or SAP) DirXML driver’s Subscriber 
Channel allow information for other attributes (far fewer) to flow from the 
Workforce Tree to PeopleSoft (or SAP).

Nsure Resources also permits shared authoritative sources. For example, an 
employee's home telephone number may be added or modified in either the HR 
system or in the Workforce Tree using eGuide.

Rules may include:

• Schema-mapping rules that map eDirectory object classes and attributes to the 
object classes and attributes of other systems

• Matching rules that specify criteria for identifying matches between specific 
objects in eDirectory and other systems.

• Create rules that specify requirements that must be met before a new object 
can be created.

• Placement rules that define the criteria for placing new objects in the target 
application.

• Event Transform rules that define how the DirXML Engine is to transform 
particular events before passing the information along to receiving systems. 
For example, a rule might dictate that the DirXML Engine convert a “move to 
the Inactive container” event in the Workforce Tree to a “disable” event in 
Active Directory.

• Data Transform rules that define how the DirXML engine must transform 
particular data elements before passing the data along to receiving systems. 
For example, a rule might specify that a birth date in the format month, day, 
year (for example 062173) in Novell eDirectory should be converted to the 
format day, month, year (210673) before passing it to a system that uses the 
latter format.
w w w . n o v e l l . c o m / a p p n o t e s
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Default Policies

Novell Nsure Resources actions are governed by its default policies for managing 
user identity information. The logic is stored in the Filters and Rules objects 
contained in the DirXML driver objects which use Novell eDirectory as their 
policy repository. Specific policies vary depending on which systems are used.

In general, Nsure Resources default policies are configured as listed below.

Authoritative Sources. The PeopleSoft or SAP HR system is the authoritative 
source for most user identity information, including employee name, department, 
location, and title. Adding users or modifying a user’s job status must be done in 
the HR system.

The Lotus Notes, Microsoft Exchange, or Novell GroupWise messaging system is 
the authoritative source for messaging-related information such as e-mail 
addresses and post office domains. When the messaging system creates an e-mail 
account for a new user, the messaging system DirXML driver immediately 
publishes the relevant information to the Workforce Tree where other systems can 
subscribe to it.

The Workforce Tree is a shared authoritative source for cell phone, home phone, 
and pager numbers, sharing authority with the HR system. Consequently, these 
attributes can be updated either within the HR system or by users through 
Novell eGuide.

User Object Names. A User object name is created by concatenating the first 
letter of the person's first name with that person’s last name. John Brown’s User 
object name, for example, would be jbrown. If another jbrown user object already 
exists, the new John Brown would be named jbrown1. This policy is defined in 
one of the HR DirXML driver’s Create Rules.

Passwords. Each user object is assigned an initial password according the 
password policy as defined in the HR system DirXML driver’s Create Style 
Sheet. The default password policy defines the password, in each system in which 
a user is created, as the individual’s surname.

Placement. By default, Novell Nsure Resources creates new User objects in the 
Active container in the Workforce Tree. Also by default, Nsure Resources places 
User objects in the Inactive User container to represent users whose accounts have 
been disabled.

E-Mail Addresses. The messaging system creates the e-mail address. As a result, 
Novell Nsure Resources does not specify the rules for its creation. Nsure 
Resources does map the e-mail address created by the messaging system into the 
Internet e-mail address attribute in the Workforce Tree.

E-Mail Distribution Lists. The HR DirXML driver's Event Transform rule adds a 
new employee to the appropriate group object, manager or employee, depending 
on whether the individual is designated as a manager or employee from within the 
HR system. The Messaging DirXML driver also uses this information to assign 
the new employee to the appropriate e-mail distribution lists within the messaging 
system.
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Terminated Employees’ Accounts. Novell Nsure Resources inactivates 
terminated employee accounts in the Workforce Tree rather than deleting them 
entirely. When an employee’s record in the HR system is terminated or 
inactivated, Nsure Resources moves the User object representing that employee 
from the Active container to the Inactive container in the Workforce Tree. Nsure 
Resources then triggers the disabling of corresponding accounts in the other 
affected systems such as Exchange, GroupWise, and Active Directory. Nsure 
Resources also removes the user from any previously assigned groups.

Data Update. Whenever data is updated in an authoritative system, Novell Nsure 
Resources immediately propagates the update to the other systems that have been 
configured to subscribe to that piece of information.

Setting Up the Lab Environment

The Nsure Resources laboratory environment can include the following systems:

• One PeopleSoft or SAP HR application

• One GroupWise, Lotus Notes, or Exchange messaging application

• Any combination of account systems and directories, including eDirectory, 
Active Directory, or NT 4

Figure 2 illustrates a typical laboratory environment.

Figure 2: A typical laboratory environment.
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The installation process varies somewhat depending which systems are included 
in the laboratory environment. In general, setting up the laboratory environment 
involves the following steps:

1. Install the HR application, messaging application, and account systems and 
directories or make the necessary preparations to access such systems in a 
development environment. When installing these systems, certain specific 
information must be gathered about these applications. This information is 
used later when setting up the DirXML drivers. The DirXML drivers use this 
information to access the applications.

2. Install Novell eDirectory and create the Workforce Tree on a separate server.

3. Install the DirXML Engine on the same server as the Workforce Tree.

4. Install Novell iManager and Novell eGuide on a Web server.

5. Install the DirXML plug-ins and preconfigured DirXML drivers on the Web 
server.

6. Install the DirXML Remote Loader service and install the driver shims to the 
HR system, messaging system, and account systems and directories that are 
included in the laboratory setup.

7. Install the preconfigured files for deployment of the default configured Nsure 
Resources into the Workforce Tree. In the set-up process (when importing 
the driver configuration files to create the preconfigured DirXML drivers), 
the Import Drivers task prompts for the system information gathered earlier.

8. Install and run a sample project on the HR system for PeopleSoft or 
configure ALE for an SAP HR system.

From the Laboratory to Production

To get the most from Nsure Resources, Novell recommends taking a phased 
approach to its deployment and its transition from a laboratory system to a full 
production secure identity management solution. Novell consultants and Novell 
partners are available to provide expert assistance for any or all of the phases.

The recommended phases are discussed individually in the remainder of this 
section.

Determine How Novell Nsure Resources Fits
Once the organization has successfully implemented the Novell Nsure Resources 
in a laboratory environment, Novell recommends consulting with an Nsure 
Resources expert (Novell consultant or Novell Consulting Systems Integration 
partner) to help in determining how Nsure Resources can best be employed in the 
organization’s business and technology environments. (Novell is in the process of 
extending Nsure Resources support to a variety of disparate systems, applications, 
and platforms.)
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Conduct a Formal Kick-off Meeting
Conduct a kick-off meeting to engage all impacted departments, decision makers, 
managers, and executives to bring them into alignment for implementing Novell 
Nsure Resources. This is a critical step in that it is essential to have everyone in 
the company completely aligned before continuing. Appropriate signatures should 
be obtained from representatives from each affected organization, department or 
system. A signature page helps reduce potential problems in the event of changes 
in regime or systems.

Assess Requirements
Assess business requirements to identify policies, processes and technical 
requirements, then map the Novell Nsure Resources functionality to these 
business needs. The assessment process may include the following tasks:

• Define the organization’s business requirements

• Analyze the organization’s business processes

• Create a data flow diagram

Once the requirements have been determined, evaluate the readiness of the 
technical environment to support the rollout to the production environment and 
determine what is required to bring the staff up to speed. Based on these findings, 
establish the scope and create a project plan for implementation. Be sure to 
include any prerequisite activities.

Prepare a Design Plan
When designing the Novell Nsure Resources environment, consider such issues as 
account systems, authoritative sources, messaging systems, and licensing and 
activation issues. It may help to include various test scenarios in the design plan to 
test for desired outcomes for both data and events.

It may be of value to document the design of the planned deployment to provide 
the organization with a clear picture of the business processes, the requirements 
for implementing provisioning to support these processes, and ownership of the 
common data to be synchronized across the system. Signatures on all documents 
by representatives from all affected systems are helpful during this phase. 
Signatures help to ensure that all parties have a chance to review the design and 
commit to the deployment.

Build and Test a Real-World Production Pilot

A proof of concept is performed during this phase. The pilot environment enables 
the organization to test the production candidate with minimum impact on the 
production environment. The organization can test the business procedures 
outlined in the requirements assessment and design plan, and can correct any 
problems identified during testing. The design document should be updated to 
reflect any changes made during final system testing.
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The experience gained through the production pilot may indicate that the 
requirements assessment document and the design plan need refinement. This 
may necessitate extra time and effort to update the impacted documents and 
processes. By employing an iterative process, however, the organization can 
improve efficiencies and realize additional economies. 

Deploy the Nsure Resources Solution
Roll out the identity management system to the entire enterprise or to a particular 
segment of the enterprise. Documentation that was developed and fine-tuned 
during the production pilot laboratory phase may be useful in this step.

Conclusion

Novell Nsure solutions take secure identity management to a whole new level. 
Combining award-winning products, customer-driven services and committed 
business partnerships, Novell Nsure gives you the power to control access so you 
can confidently deliver the right resources to the right people—securely, 
efficiently and, best of all, affordably.

For more information on Nsure secure identity management solutions and 
supporting technologies, see the following resources:

• Novell Nsure Web site: http://www.novell.com/solutions/nsure

• Novell Nsure Resources Deployment Guide: 
http://www.novell.com/documentation/lg/eprov10

• DirXML Drivers Documentation: 
http://www.novell.com/documentation/lg/dirxmldrivers/index.html

• Novell DirXML 1.1a Administration Guide: 
http://www.novell.com/documentation/lg/dirxml11a

• eDirectory 8.7 Documentation: 
http://www.novell.com/documentation/lg/edir87

Copyright © 2003 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
their respective companies or distributors.
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Feature Article
NOVELL APPNOTES

Sending Secure and Encrypted 
Messages with GroupWise 6.5

Tay Kratzer
Primary Support Engineer
Novell, Inc.
tkratzer@novell.com

This AppNote explains how to send secure and encrypted e-mail messages, which 
can only be received and read by the stated recipient. It details the preparatory 
steps that must be taken by the GroupWise administrator, and then presents a 
User’s Guide for instructing users how to proceed.

Note: The User’s Guide portion of this AppNote is available as a separate Adobe 
Acrobat (PDF) file that you can download and print out for your users. To 
download the file, go to http://developer.novell.com/research/downloads.htm.

Contents:

• Introduction
• System Requirements
• Administrator Actions
• Overview of End-User Actions
• Sending Secure/Encrypted Messages with GroupWise 6.5: User’s Guide
• Conclusion

Topics GroupWise, e-mail, security, encryption, digital certifi-
cates

Products GroupWise 6.5, NetWare 5.1 and 6, Novell Certificate 
Server 2.0, Novell eDirectory 8.6 or later

Audience network administrators

Level intermediate

Prerequisite Skills familiarity with GroupWise, NetWare, and eDirectory

Operating System NetWare 5.1, NetWare 6

Tools none

Sample Code no
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Introduction

Some e-mail users are required to send secure and encrypted messages. A 
“secure” message is one that only the stated recipient can receive. An “encrypted” 
message is one that can only be read by the stated recipient. Examples of 
messages that you may want to send secure and encrypted include:

• Contract information

• Trade secrets

• Purchase requisitions

• SEC-restricted information

• HIPAA-restricted information

When you send a secure and encrypted message, the entire message body and the 
attachments are encrypted. The recipient addresses and the subject of the message 
are not encrypted.

This AppNote explains how you can capitalize on the value already built into the 
Novell NetWare environment by leveraging eDirectory and Novell Certificate 
Server. Novell Certificate Server is used to create X.509 certificates, which are a 
key component of the S/MIME standard. Novell Certificate Server is compatible 
with NetWare 5.1/6 and eDirectory. 

The information and procedures outlined herein are based on an actual customer 
engagement in which the author was a participant. The software versions used 
when creating this documentation and procedure were eDirectory 8.6.2 on 
NetWare 6 Support Pack 2, with the Novell Certificate Server software installed 
from the NetWare 6 installation CD.

System Requirements

S/MIME (Secure Multipurpose Internet Mail Extensions) is a protocol for 
exchanging digitally signed and/or encrypted e-mail. Originally developed by 
RSA Data Security, Inc., S/MIME is now a widely-adopted industry standard 
based on the PKCS #7 data format for messages, and the X.509 v3 format for 
certificates. It relies on the multipart/signed MIME type described in RFC 1847 
for moving signed messages over the Internet. If you would like to learn more 
about S/MIME, the Internet Mail Consortium Web site (http://www.imc.org) is a 
good starting point.

The information in this AppNote is centered around the S/MIME standard, 
because NetWare and the Novell Certificate Server, along with GroupWise 6.5, 
provide all the elements needed to support S/MIME out of the box.

PGP (Pretty Good Privacy) is another popular standard for sending secure and 
encrypted e-mail messages. PGP has been around longer than S/MIME. The 
message and certificate formats for PGP were created from scratch and use simple 
binary encoding. This means that users of one protocol cannot communicate with 
the users of the other, nor can they share authentication certificates.
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Due to the popularity of PGP, it is likely that when you seek to communicate 
securely with others across the Internet, many sites will have a PGP solution 
already in place. If that is the case, you may want to consider a PGP solution. 
Novell GroupWise can work with PGP with the help of a well-integrated PGP 
solution from The Messaging Architects. You can learn more about this solution 
at http://www.gwtools.com.

S/MIME System Configuration Requirements
The system requirements for the NetWare server, administrator’s workstation, and 
user’s workstation are outlined below.

NetWare Server Software. Here are the software requirements for the NetWare 
server:

• NetWare 5.1 or NetWare 6 with the latest Support Pack applied

• Novell eDirectory 8.6.2 or later on the Organizational Certificate Authority 
(CA) server

• Novell Certificate Server 2.0 or later on the Organizational CA server

To determine which server is the Organizational Certificate Authority (CA) for 
your eDirectory tree, and to verify the NetWare, eDirectory, and Certificate 
Server versions, follow these steps:

1. Start the Novell ConsoleOne utility and go to the root of your eDirectory 
tree. Highlight the Security container in the eDirectory browser view in the 
left-hand pane.

2. In the eDirectory object view (right-hand pane), highlight the object with the 
name of “<Tree_Name> Organizational CA”. For example, for a tree named 
ACME_TREE, the name of the object you would be looking for is 
“ACMETREE Organizational CA”.

3. Edit the Organizational CA object and go to the General tab and the 
Identification property page. Identify the server in the “Host server:” field. 
This is the Organizational CA’s Host Server.

4. At the console prompt of the NetWare server you have determined is the 
Organizational CA’s Host Server, type the following command:

VERSION

This command reports the NetWare version, including the Support Pack.
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5. To find the version of the Novell Certificate Server running on this server, 
type the following command:

MODULES PKI

Verify that the Certificate Server version is 2.0 or above. For example, on a 
server runing NetWare 6 Support Pack 2, the Certificate Server version is 
2.23.01.

If you have not yet installed the Novell Certificate Server, do so now. If you 
have a NetWare 6 SP2 overlay CD, install it from that CD rather than 
downloading the Certificate Server from http://download.novell.com. When 
you install eDirectory 8.6.2 or later, the Certificate Server is typically 
installed automatically.

6. To find the eDirectory (DS.NLM) version on the Organizational CA’s Host 
Server, type the following command at the console prompt:

MODULES DS

The screen should display something like “Novell eDirectory Version 8.6.2 
SMP”. Confirm that the eDirectory version is 8.6.2 or later.

Administrator’s Workstation Software Requirements. The software required at 
the administrator’s workstation includes:

• Novell International Cryptographic Infrastructure (NICI) version 2.4.2 or later

• Novell Certificate Server ConsoleOne Snap-ins version 2.21 or later

When you perform the steps mentioned throughout this AppNote, you must be at 
the workstation where you have installed NICI support and the Certificate Server 
ConsoleOne Snap-ins. Here are the steps for obtaining this software:

1. Go to http://download.novell.com.

2. Start with the NICI software, which will be installed directly on the machine 
on which you are going to run the ConsoleOne utility. To obtain the latest 
NICI software for Windows, select to search by “Product” and choose 
“Novell International Cryptographic Infrastructure” from the pull-down list. 
Select the appropriate platform (such as “Windows 2000”), date posted 
(leave it set to “<All Dates>”), and language (such as “English”), and then 
click on “submit search”. At the time this AppNote was written, the latest 
software was named “2.4.2 on Windows 95/98/NT/2000”, dated 11 Nov 
2002. Click on “download”—if you haven’t already done so, you’ll need to 
create a user profile to proceed. Save the .EXE file in a directory where you 
can easily find it.

3. Locate the .EXE file that you downloaded, double-click on it, and follow the 
installation wizard to install the NICI software.
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4. To obtain the latest Certificate Server Snap-ins for ConsoleOne, select to 
search by “Product” and choose “Certificate Server” from the pull-down list. 
Select the appropriate platform (such as “Windows 2000”), date posted 
(leave it set to “<All Dates>”), and language (such as “English”), and then 
click on “submit search”. At the time this AppNote was written, the latest 
software was named “2.21 Snap-in on Windows 95/98/NT/2000”, dated 07 
Sep 2001. Click on “download” and save the zipped file into a directory 
where you can easily find it.

5. The Snap-in software does not have an install routine or a readme file; you’ll 
need an archive utility such as WinZip (available at http://www.winzip.com). 
Run the utility to expand the zipped file.

6. When prompted for a path in which to expand the software, indicate the full 
path to the ConsoleOne directory, such as C:\NOVELL\CONSOLEONE\1.2 
(this may be “1.2” or “1.3” or something similar, depending on your 
ConsoleOne version). Figure 1 shows an example of specifying the correct 
extract path.

Figure 1: Specifying the ConsoleOne path to extract the Certificate Server Snap-ins.

7. Proceed with the ZIP file extraction to copy the snap-in files into the 
ConsoleOne directory.

User Workstation Software Requirements. In order for users to be able to send 
secure and encrypted messages, the following software must be made available to 
the users:

• GroupWise 6.5 Windows client 

• Novell Certificate Console 2.0

The Novell Certificate Console Setup program is typically located in the 
SYS:PUBLIC\MGMT\CERTCONSOLE directory and is usually installed at the 
same time as the Novell Certificate Server software. However, I have seen 
occasions when the Certificate Server was installed but the Certificate Console 
software was not. If this is the case for you, do the following:
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1. Go to http://download.novell.com and in the “choose a product” field select 
“Certificate Server”. Keep all other defaults. Click on “submit search”.

2. When the search is completed, you should see a download link labelled 
something like “2.0 on NetWare” (this was the latest version at the time this 
AppNote was written). Click “download” and save the self-extracting 
CERTSERV.EXE file to a directory where you can easily find it.

3. After the download has completed, locate and run CERTSERV.EXE, which 
is a self-extracting zipped file.

4. Locate the ...\FILES\PKIPUBLICFILES\CERTCONSOLE directory that 
was created during the extraction of CERTSERV.EXE. There should be a 
SETUP.EXE file is this directory.

5. Rather than having each user run the SETUP.EXE program to install this 
utility locally, run SETUP.EXE and install the Certificate Console utility to a 
network location where users have access to run the utility.

6. Test the Certificate Console utility, for which the executable is named 
CERTCNSL.EXE located in the \CERTCONSOLE\BIN directory under the 
directory where you installed the Certificate Console.

Note: In rare cases with specific hardware, the Certificate Console utility will not run. 
Fortunately, the workaround is simple. All you have to do is go to the . . . 
\CERTCONSOLE\BIN directory and rename the SYMCJIT.DLL file to SYMCJIT.OLD. 
This DLL is not needed by the Certificate Console.

Remember that the GroupWise 6.5 Client must be installed on the users’ 
workstations in order for them to be able to follow the directions in the User’s 
Guide portion of this AppNote.

Administrator Actions

This sections outlines the remaining actions the administrator must take to prepare 
the system for sending secure and encrypted e-mail.

Validate the Certificate Authority’s Public Key Certificate
Follow these steps to validate the CA’s public key certificate:

1. In ConsoleOne, go to the root of the tree and highlight the Security container 
on the eDirectory browser view in the left-hand pane.

2. In the eDirectory object view (on the right-hand) highlight the object with the 
name of <The TREE Name><Organizational CA>. For example if my tree 
was called ACME_TREE the name of the object I would be looking for is 
"ACMETREE Organizational CA".

3. Edit the Organizational CA object and go to the "Certificates" tab and the 
"Public Key Certificate" property page. Click the Validate button, and make 
sure the certificate comes back as valid. 

Note: When you go to this page again, the Validate button will always be available.
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Generate User Certificates in eDirectory
Follow these steps to generate certificates in eDirectory for your users:

1. In ConsoleOne’s browser view, highlight a full eDirectory User object (one 
for which the icon has a red shirt).

Note: You must highlight the User object in the eDirectory browser view, not the 
GroupWise view.

2. Edit the properties of the user.

3. Click on the Security tab to see the Certificates property page, as shown in 
Figure 2.

Figure 2: The Security > Certificates property page for a User object.

4. Click the Create button to access the “Create User Certificate” dialog.

5. In the drop-down field next to “Server:”, specify the Organizational CA’s 
Host Server (or another server that you know has the same Certificate Server 
and eDirectory versions as the Organizational CA’s Host Server).

6. Fill in the “Certificate nickname” field. This user and other users will see the 
nickname you assign here, so you should make it something intelligible; for 
example, the user’s full name. There is no need for you to keep a record of 
the nicknames you assign.

7. Keep the “Standard” setting for the certificate creation method. You can 
choose Custom if you want to configure either of these two settings:

• Specify a certificate validity period other than the default of two years.
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• Specify an e-mail address other than the one stored in eDirectory (if any) 
for the user. E-mail programs require the sender’s e-mail address in any 
certificate that is to be used for securing e-mail.

8. If you are prompted for an e-mail address, fill in the user’s Internet E-mail 
address as it would appear in the mailbox of an individual who received an 
e-mail from this user. Click OK to save the e-mail address.

9. Click Finish to create the user’s certificate.

10. Click the Validate button to ensure that the certificate is valid. It may take a 
couple of minutes until you receive a message stating that the certificate is 
valid.

Overview of End-User Actions

The following is an overview of the steps that must be performed by GroupWise 
users who intend to send secure and encrypted e-mail messages to one another:

1. Each user must run the Certificate Console utility and export their Private 
Secure/Encryption Key.

2. Each user must then import his or her Private Secure/Encryption Key into 
GroupWise.

3. Each user must send each other a digitally-signed message, in order to 
exchange their Private Secure/Encryption Keys.

4. Users should then test sending secure/encrypted messages back and forth to 
ensure functionality.

Important Notes
Here are some final notes to be aware of:

• Users must be logged in to an eDirectory tree in order for the Certificate 
Console utility to launch.

• If you are logged into two or more eDirectory trees and you run Certficate 
Console, the interface may look garbled, in that the “Subject Name”, 
“Effective Date”, and “Expiration Date” fields do not appear.

• As mentioned above, in certain hardware configurations the Certificate 
Console utility will not load at all. The workaround is to rename the 
SYMCJIT.DLL file in the . . . \CERTCONSOLE\BIN directory to 
SYMCJIT.OLD. This DLL is not needed by the Certificate Console.

• You may delete a user’s certificate with no problem; however, if you re-create 
the certificate, the user will need to re-import the certificate and distribute it 
again.
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• Neither encrypted messages nor the attachments contained in those messages 
can be scanned by virus scanning software. For virus protection, you are 
completely dependent upon virus scanning happening at the sender’s or 
recipient’s workstation.

• For simplicity’s sake, the User’s Guide portion of this AppNote instructs 
users not to choose “Set strong private key protection”. However, you may 
allow them to choose this higher level of protection if you so desire.

• Encrypted messages can only be viewed in the GroupWise 32-bit Windows 
client; the GroupWise WebAccess client cannot read encrypted messages.

• If a user is running Microsoft Outlook Express as a POP3 or IMAP client on 
the same machine where the private keys are imported for the sender and 
recipient, then the Outlook Express client can read the encrypted messages. 
This has been tested with Outlook Express v6.

• Although this AppNote focuses on GroupWise, it is quite likely you will have 
the need to communicate securely with non-GroupWise systems across the 
Internet. In my testing with Microsoft Outlook Express, I found that the 
processes of  exchanging certificates and sending encrypted messages in 
Outlook Express are almost identical to those in GroupWise. The particular 
advantage that Novell customers have is that they can mint X.509 certificates 
for free, whereas non-Novell customers must purchase X.509 certificates for 
their users.
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Sending Secure/Encrypted Messages with GroupWise 6.5: User’s 
Guide

The following are step-by-step instructions for sending secure and encrypted 
messages that will comply with the security and encryption standards your 
organization has adopted.

When you send messages normally within GroupWise, they are encrypted. 
However, the recipient can forward your messages to other people with ease. 
Also, when you send messages across the Internet, they are often not secure or 
encrypted. The procedures outlined in this AppNote are designed to fill in these 
gaps in information security.

By sending secure and encrypted e-mails, you can ensure that only the stated 
recipient is able to read the messages you send. Examples of e-mails that you’d 
want to send secure and encrypted are messages that contain:

• Contract information

• Trade secrets

• Purchase requisitions

• SEC-restricted information

• HIPAA-restricted information

While the process described here may seem foreign and arcane, you will need to 
perform most of these steps only once. You must execute the technical steps 
personally, because that is the only way to assure recipients that messages you 
compose and send encrypted are done with your authorization.

Step 1: Export Your Encryption Key/Certificate
You only need to perform this procedure once.

1. Start up the Novell Certificate Console utility. Your network administrator 
will tell you where this utility is located.

2. You will see a screen similar to the one shown in Figure 3; however, the 
username and other information displayed will be specific to you.
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Figure 3: Initial screen of the Novell Certificate Console utility.

3. Click the Export button.

4. In the next dialog (see Figure 4), you are asked if you want to export the 
private (encryption) key with the certificate. Answer “Yes” to this prompt 
and then click the Next button.

Figure 4: The “Export A User Certificate” prompt.
w w w . n o v e l l . c o m / a p p n o t e s
30



A
pp

N
ot

es
5. In the next screen (shown in Figure 5), do the following:

Figure 5: The “Export A User Certificate” dialog.

• Make sure the checkbox for “Include available certificates in certification 
path” is checked.

• Keep the default filename and path specified. Note the name of the *.PFX 
file that is being created.

• Enter and re-enter a password of 6 characters or longer. This does not 
have to be the same as your login password. In fact, you won’t have to 
remember this password beyond the initial setup period explained in this 
AppNote. You will need to provide this password later on in these 
procedures, but that’s it—you will not need it beyond that.

When you are ready, click Next to continue.

6. The last screen (see Figure 6) shows a summary of your selections.

Figure 6: The “Export A User Certificate” summary screen.
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Review the information and then click the Finish button. You will not see a 
screen confirming the success of the operation, but it’s generally safe to 
assume the export went just fine. You can now close the Novell Certificate 
Console utility.

Step 2: Import the Encryption Key/Certificate into GroupWise
You will only need to perform this procedure once.

1. From the GroupWise 6.5 32-bit Windows client (not the GroupWise 
WebAccess browser-based client), access your GroupWise Mailbox.

2. Select Tools > Options > Certificates. You will see the screen shown in 
Figure 7.

Figure 7: The “My Certificates” screen in GroupWise 6.5.

3. Click on the Import button. Follow the instructions below while referring to 
Figure 8.

Figure 8: The “Import My Certificate” dialog.
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• To fill in the “Certificate file to import” field, click the Browse button 
and navigate to the *.PFX file you exported in the previous procedure.

• Type the password that you were prompted to enter earlier when 
exporting your certificate and private key.

• Make sure the checkbox for “Allow export of  private key in the future” is 
checked.

• Do not check the checkbox for “Set strong private key protection” (unless 
your network administrator tells you otherwise).

Click the OK button to continue.

Note: If you are prompted to add the “Root Store Certificate,” answer “Yes”.

4. Highlight the certificate you just created and click the Set As Default button. 
You should then see a green checkmark next to the certificate, as shown in 
Figure 9.

Figure 9: The imported certificate set as default.

5. Click OK and then Close to return to the GroupWise 6.5 mailbox.

You have now configured GroupWise 6.5 so that, when you choose to do so, you 
can send secure and encrypted e-mail. However, you must first exchange your 
encryption key/certificate with those users who you intend to communicate with 
in a secure and encrypted manner. The following are step-by-step instructions that 
both you and another user must follow in order to send and receive your 
encryption keys.

Step 3: Exchange Encryption Keys
Sending the Encryption Key. Both users must complete the following steps to 
exchange their encryption keys:
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1. From the GroupWise Windows client (not a browser), select File > New > 
Mail.

2. Address the e-mail to the desired recipient.

3. Click the Send Options tab, and then click on the Security icon in the 
left-hand side of the window.

4. Under “Secure item options,” place a check in the checkbox for “Sign 
digitally”, as shown in Figure 10.

Figure 10: Selecting the option to “Sign digitally”.

5. Send the message to the recipient.

Receiving the Encryption Keys. Both users must perform these steps to accept 
and import the sender’s certificate/ private key that was just sent.

1. In the GroupWise Windows client, open the e-mail message that was signed 
digitally.

2. When the “Security Warning” dialog appears, select the Signing/Encryption 
Certificate tab.

3. Click on the Modify Trust button and select the choice “I trust this 
certificate.” A message box should appear confirming the successful import, 
as shown in Figure 11.
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Figure 11: Message indicating successful import of the certificate.

Click on OK and then Continue.

Step 4: Test Sending an Encrypted Message
Once the above procedures have been successfully completed, you are ready to 
test the sending of an encrypted message.

Note: Both users must have performed all of the steps outlined above before 
proceeding with the test.

1. From the GroupWise Windows client (not a browser), select File > New > 
Mail.

2. Click the Send Options tab, and then click on the Security icon at the 
left-hand side of the window.

3. Place a check in the checkbox next to “Encrypt for recipients”, as shown in 
Figure 12.
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Figure 12: Selecting the option to “Encrypt for recipients”.

4. Compose a test message and send it to the recipient with whom you 
previously exchanged encryption keys.

5. Verify that the intended recipient, who has received your encryption key, is 
the only one able to read the encrypted message. You may want to send the 
e-mail to other recipients to verify that they cannot read the message.

From this time forward, you will be able to send secure/encrypted messages to the 
user with whom you exchanged encryption keys.

Conclusion

This AppNote has shown how to send secure and encrypted e-mail message in 
GroupWise 6.5. For more information about Novell GroupWise 6.5, visit the 
product Web page at http://www.novell.com/products/groupwise.

Copyright © 2003 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
their respective companies or distributors.
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SecretStore 3.2
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This AppNote presents a technical overview of Novell SecretStore, covering the 
architecture of both client and server platforms, a discussion of how SecretStore is 
used in single sign-on scenarios, and some of the new features in this latest release 
of SecretStore.

Contents:

• Introduction
• SecretStore Architecture
• SecretStore at Work: Single Sign-on
• New Features in Novell SecretStore
• Conclusion

Topics Secure Identity Management (SIM), SecretStore, single 
sign-on, authentication, network security

Products Novell SecretStore 3.2

Audience network application developers

Level beginning

Prerequisite Skills familiarity with user authentication mechanisms

Operating System NetWare 5 and above

Tools NDK

Sample Code no
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Introduction

Because networks are an integral part of today’s computing environments, it has 
become crucial to solve the complex problems of access, storage, and retrieval of 
sensitive data from a secure storage from any point on the network. As an 
infrastructural component of the Secure Identity Management (SIM) provisioning 
architecture, Novell’s SecretStore service is designed to address these issues.

The inherent function of this kind of storage is to protect the confidentiality and 
integrity of the data stored in it against unwanted modification and disclosure. 
This type of data, commonly called secrets, are stored so that the owner—or a 
security system on behalf of the owner—can use them. Consequently, the 
methods of access, storage, and retrieval of the secrets should also be protected.

SecretStore is designed to place login credentials in eDirectory and securely store 
them there. Single sign-on services such as Novell SecureLogin, Novell iChain, 
and Novell Portal Services, as well as third-party applications, can then access and 
use these credentials (secrets) on behalf of the authenticated user.

This AppNote presents a technical overview of Novell SecretStore, covering the 
architecture of both client and server platforms, a discussion of how SecretStore is 
used in single sign-on scenarios, and some of the new features in the latest release 
of SecretStore. A follow-up AppNote will cover the new SecretStore 
programming interfaces.

SecretStore Architecture

The implementation of SecretStore is based on a hidden set of attributes added to 
eDirectory objects. These objects represent entities that must utilize the 
SecretStore service. By default, these attributes are added to the User object as 
extensions to the eDirectory schema. However, the same extensions can be added 
to any desired type of object.

This obviously implies that a SecretStore is created for each object, and each user 
can have his or her own SecretStore. Secrets in SecretStore are encrypted using 
keys generated per user by FIPS-140 (Federal Information Processing Standard) 
certified NICI (Novell International Cryptographic Infrastructure) when the user’s 
SecretStore is created. The algorithm and key size selection are guided by 
requiring the strongest algorithm with the largest key size available through NICI 
on the server.

Hidden Attributes

By definition, hidden attributes in eDirectory are not accessible from client 
workstations or other servers through commonly available means such as Novell 
administrative utilities or other applications built on Novell’s published 
eDirectory interfaces. 
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The only ways to access SecretStore are through the following:

• SecretStore administrative utilities (for example, SecretStore Manager, 
SecretStore Status, or snap-ins to ConsoleOne)

• Different types of SecretStore connectors that are built on the SecretStore 
Service APIs and interfaces

As a result, the SecretStore service controls and regulates the proper access to and 
disclosure of the protected data.

Interfaces

The interfaces for the administrative utilities and SecretStore connectors are based 
on SecretStore NCP-92 and/or LDAP extensions on Windows workstations. 
Client applications running on NetWare and UNIX platforms (Linux, Solaris, and 
AIX) are only LDAP-based extensions. NCP-92 is SecretStore’s encrypted 
transport for secure transmission of data between a client and a server.

The NCP-92 transport utilizes NICI for encrypting inbound and outbound data to 
and from SecretStore. This strong encryption is based on the common algorithm 
and strongest session key that is negotiated between NICI running on the client 
and server. The key and algorithm are negotiated at the end of the user’s 
successful Client32 authentication to eDirectory. At the end of each session the 
keys are destroyed. Each session with a different server has its own keys.

An LDAP extensions-based connection can be established through an SSL LDAP 
bind with the server. The bind can be done by the application prior to calling 
SecretStore, or by SecretStore if the application provides the appropriate 
credentials when calling the SecretStore interface. If a connection over LDAP is 
not SSL based, SecretStore rejects it. The strength of encryption on the wire is 
dependent on the SSL-negotiated algorithm for the session.

Architectural Diagrams

Figure 1 illustrates the client NCP and LDAP protocol stacks on a client 
workstation.

Figure 1: Novell SecretStore C client architecture.
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Note: The NCP-92 stack is available only on clients running Microsoft Windows 
operating systems, when Novell Client 32 is installed.

Figure 2 illustrates the server NCP and LDAP protocol stacks on a server 
platform.

Figure 2: Novell SecretStore C server architecture.

Note: The NCP-92 stack is available only on NetWare server operating systems.
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Rationale Behind Single Sign-on

Due to the distributed nature of network-based applications and services, there is a 
constant need to authenticate clients of these applications and services before 
granting the clients access to the resources they need. Currently, there is no 
standard set of universally-known services that can authenticate users and grant 
them universally-accepted identities, credentials, and clearances. Consequently, 
each distributed application or service must authenticate its users independently.

To begin using network services, users typically authenticate to some access 
portal. These access portals can be network servers, Internet portals, or Internet 
Service Providers. After the initial authentication, the network users must 
authenticate again and again when they access different systems, Web sites, 
e-mail servers, and so on.

Research shows that users often forget their passwords, which results in extra 
costs and lost productivity associated with administrative password resets, not to 
mention the security risks and vulnerabilities involved in this process. Also, the 
process of starting a session with the network can become cumbersome when a 
user has to authenticate a number of times to the different applications and 
services commonly used during that session.

To simplify having to remember passwords for signing on to most or all of the 
applications and services they access, users commonly select the same password 
for multiple applications. This is called password synchronization. As a result, the 
would-be attacker has only to target the weakest link in the chain of applications 
that the user uses. Once the attacker cracks that weakest link and finds the 
password, he can gain access to all of the user’s applications by masquerading as 
the user, no matter how intricate the security systems on those applications are.

Single sign-on can help solve this problem by allowing users to authenticate once 
to eDirectory and thereby obtain access to SecretStore services. For authenticated 
users, SecretStore-enabled applications known as connectors can securely capture 
and store authentication credentials for these network services. On users’ 
subsequent requests for access, these enabled applications can authenticate the 
users to these services by securely replaying these credentials back to the target 
service, thereby eliminating the need for user interaction with those applications.

With SecretStore, users do not have to remember multiple passwords and the 
problem of password synchronization is eliminated. Users can go ahead and set a 
different password for each application or service, knowing that single sign-on 
will take care of all the authentication. Authenticated users can use SecretStore’s 
secure management applications to access and manage these secrets for a task as 
simple as a database look-up or update.
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Administrators of eDirectory or SecretStore can be the same person, or they can 
be designated separately. These administrators manage users’ SecretStores for 
common operations, such as populating the store ahead of time for the users for 
the first time. The highly secure design of the SecretStore service allows for the 
designated administrators to access users’ SecretStores for administrative 
operations, such as adding, removing, or unlocking these stores, without allowing 
the administrators to actually read the users’ secrets.

Benefits of Single Sign-On

The implementation of a single sign-on solution can reduce the costs associated 
with the following issues:

• Compromised security as a result of weak and synchronized passwords

• Administrative password resets due to forgotten passwords for applications

• The time and effort required for users to sign on to a multitude of services and 
applications during their workday

• Keeping track of the credentials used for authenticating to these services to 
maintain a secure environment

As a foundation for single sign-on implementations, SecretStore is designed to 
provide a secure solution for Novell customers facing these issues.

Two Methods of Single Sign-on

There are two basic methods to single sign-on using the SecretStore service:

• Application Connectors

• Universal Connectors

These methods should use the new Shared SecretStore, which allows applications 
to share secrets stored by different services.

Application Connectors. The use of application connectors was the original and 
older method of enabling individual applications to access SecretStore. One 
popular example of an application connector is the “Connector for Lotus Notes” 
that was part of the now-obsolete Novell Single Sign-on product line. While 
SecretStore has survived as an enabling technology, application connectors have 
not proven as successful. Unless the application to be enabled by this technology 
accommodated an authentication API, implementation of single sign-on without 
the application developer’s assistance could be difficult or impossible.

However, there have been some very successful custom application connector 
implementations that are still in use today. For example, Novell GroupWise and 
the Novell Client for Windows have built-in connectors that can provide single 
sign-on when SecretStore is available.
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Universal Connectors. Universal connectors are currently the most efficient, 
cost effective, and common way of utilizing SecretStore for applications to single 
sign-on to target services. Universal Connectors can automatically intercept any 
prompt for authentication and then interact with the user to collect credentials and 
store them in SecretStore. These stored credentials are then passed to the 
application on subsequent invocations. The passed credentials authenticate the 
user without active interaction. This also allows for populating SecretStore for 
known applications beforehand. The greatest benefit of universal connectors is 
that they can often provide single sign-on to an application without requiring 
modifications to the application code itself.

Novell SecureLogin (NSL) is an advanced example of a universal connector. NSL 
relies on the architecture and methods of operation in the Windows operating 
system, browsers, and terminal emulators to recognize the prompts for 
authentication. The user or the administrator uses the built-in wizards or scripting 
language capability of the product to enable NSL to recognize the target 
applications, browsers, and service authentication dialogs.

Upon recognizing the authentication dialog, NSL can read secrets (for example, 
user IDs and passwords) from SecretStore and fill in the proper fields in those 
dialogs to complete the authentication process. By default, NSL ships with many 
scripts that recognize popular applications, thereby helping users get a head start 
in the process.

Universal connectors such as NSL enhance their performance and roaming 
capabilities by synchronizing with SecretStore during the user’s login session 
with eDirectory. During this period (known as connected mode), NSL uses the 
SecretStore client to download the user’s relevant secrets to a secure and 
encrypted cache on the client. This process allows NSL to minimize wire access 
and results in a better performance.

Periodically, the cache and SecretStore are synchronized in the background. As a 
result, the user can use NSL from different workstations to single sign-on to 
desired applications and services. If the security policy and configurations in the 
customer’s environment so allow, the secrets cache can be saved to a securely 
encrypted file when the user’s session is terminated. Otherwise, the cache is 
destroyed upon session completion.

A local copy of SecretStore allows NSL to provide roaming capability for the 
users in an eDirectory disconnected mode. NSL also provides the capability to 
access applications and single sign-on by using other directory systems which do 
not have the enhanced security provided by the patented SecretStore technology. 
As a universal connector, NSL allows synchronization between these other 
directories and SecretStore as needed.

Upon termination of a roaming period and the start of a new user session with 
eDirectory, NSL synchronizes its offline cache with SecretStore to bring 
SecretStore and the local cache up to date.
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Proxy portals are another category of universal connectors. Using these, a trusted, 
secure service can do the following:

• Act as a connector to authenticate the user to the applications and services

• Allow for populating users’ SecretStores ahead of time so that the users can 
subsequently access applications

SecretStore’s Single Sign-On Process

SecretStore’s single sign-on process requires the universal connectors or the 
regular connectors to acquire the authentication credentials before or after a user 
successfully authenticates to the target application or service. These credentials 
are then stored as secrets in SecretStore.

Clearly, the user must be authenticated to eDirectory before any access to 
SecretStore is possible. Upon subsequent invocations of applications or requests 
for services, the universal connectors can read the secrets from SecretStore, pass 
them to the targets, and bypass any need for user interaction with the application 
or service.

Figures 3, 4, and 5 describe the process of single sign-on authentication and show 
how an enabled application can interface with SecretStore, read and write secrets, 
and authenticate the user.

For purposes of comparison, Figure 3 illustrates how a user might authenticate to 
a network application that isn’t enabled for single sign-on.

Figure 3: An application’s successful authentication before single sign-on.

Figure 4 illustrates the first-time authentication to an application that has been 
enabled for single sign-on.
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Figure 4: First-time successful authentication to a single sign-on enabled application.

Figure 5 illustrates the processes involved in subsequent user authentication to a 
single sign-on enabled application.

Figure 5: Subsequent user authentication to a single sign-on enabled application.
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implemented in eDirectory and their utilization by SecretStore.
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New Features in Novell SecretStore

This section highlights two new features in the latest release of Novell 
SecretStore: enhanced password protection and shared secret format.

Enhanced Protection

In the current eDirectory authentication scheme based on passwords, it is possible 
for the eDirectory administrator to launch an attack on a user’s secrets. The 
administrator can do this by changing the user’s eDirectory password through the 
available administrative means, logging in as the user with the new password, and 
attempting to read the secrets in the user’s SecretStore.

To prevent such an attack, SecretStore’s enhanced protection feature can be 
enabled. Then, using the SecretStore administrative utilities, users can set a 
user-specific Master Password for SecretStore.

With enhanced protection enabled, a user’s SecretStore is locked whenever the 
eDirectory password is reset. This action protects users from an administrative 
attack. Once a user’s SecretStore is locked, a valid owner can unlock it in one of 
two ways:

• Provide the previous valid eDirectory password.
In the case of forgotten passwords, this method will not work—which brings 
us to the second option.

• Use SecretStore’s Master Password.

Note: The Master Password for the user’s SecretStore should be set before the user 
starts using SecretStore in enhanced protection mode or before SecretStore is 
locked.

As an example scenario, consider a password reset. Suppose user Markus forgets 
his eDirectory password. He contacts the network administrator, who resets the 
forgotten password. Upon the first login with the new eDirectory password, 
Markus encounters SecretStore’s Master Password feature. Once he provides the 
master password, he regains regular access to network and Web services.

Configuring Enhanced Protection. An administrator can configure 
SecretStore’s enhanced protection feature by using the SecretStore snap-in to 
ConsoleOne. Using this snap-in, the administrator can define one or more 
SecretStore Administrators. A SecretStore Administrator is different from the 
regular administrator of the system.

This extended feature of enhanced protection is designed to further improve 
security in highly-secure environments. With a two-administrator scheme, the 
eDirectory password is reset by a network administrator, but SecretStore can only 
be unlocked by a separate SecretStore Administrator. SecretStore configuration 
allows for defining administrators for different parts of the eDirectory tree.
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Through configuration, it is also possible to define security policies such as 
Graded Authentication labels for applications under the SecretStore Policy 
container or related policy override hierarchies. The SecretStore Policy container 
is located within the Security container of the eDirectory tree. SecretStore 
periodically caches these policies to be applied to the user’s access in addition to 
eDirectory access controls. The SecretStore snap-in to ConsoleOne provides the 
means for configuring SecretStore policies and behavior in detail.

You may be wondering what would happen if SecretStore is locked due to a 
forgotten password, but no MasterPasswords were set and no SecretStore 
administrators were designated ahead of time. In this case, the user can use 
ConsoleOne or SecretStore Manager to remove the locked secrets, thereby 
unlocking the SecretStore.

The SecretStore Master Password, providing the previous eDirectory password, 
and defining SecretStore administrators are various ways to unlock the secrets in a 
secure way without losing the data.

Shared Secret Format

Because SecretStore is the common security infrastructure used by products such 
as Novell iChain, Novell Portal Services, and Novell SecureLogin, the need for 
these secure applications to share user secrets has become crucial.

In the past, it was possible for all of the above applications and services to create 
similar sets of credentials in SecretStore to authenticate the user to the Novell 
GroupWise e-mail system. In addition, the GroupWise client running in connector 
mode could store its own credentials for the user in SecretStore. As a result, the 
user ended up with four secrets for GroupWise in SecretStore. These secrets, 
while similar, had different Secret IDs. When using one of these applications, the 
user could make changes to the credentials in GroupWise (a password change, for 
instance), and the application would store the updated credentials in SecretStore. 
This would have caused the secrets for the other three applications to go out of 
synchronization.

To solve this problem and provide the ability for applications and services to share 
common data, the Shared Secret format has been introduced in the latest releases 
of SecretStore. The related interfaces have also been introduced and published to 
the developer community. Currently, applications that comply with the Shared 
Secret format using the new SecretStore interfaces can create Shared Secret IDs 
that other applications can read and write to.

Coupled with the Shared Secret ID, the same interfaces are used to write secrets in 
the Shared Secret format. This allows applications to share the actual secrets 
instead of having multiple copies of similar secrets in the store. Shared Secret 
provides for all of these applications to use and modify the same Shared Secret for 
the target application. Applications will no longer go out of synchronization, and 
redundant secrets will not need to be stored in SecretStore.
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Conclusion

Novell SecretStore provides a secure, eDirectory-based infrastructure for 
applications and services to store user authentication secrets. Applications and 
services are enabled to utilize this service either as connectors or through the use 
of universal connectors. The most common use of SecretStore is single sign-on. 
As a key component of Novell’s Secure Identity Management provisioning 
architecture, SecretStore is designed to provide a secure solution for customers 
who want to take advantage its single sign-on capabilities.

For Additional Information

For the latest information on deploying Novell SecretStore on your network, refer 
to the installation and configuration manuals supplied on the product CD.

The Novell Developer Kit (NDK) downloads and documentation for SecretStore 
3.0.2 are available at the following URLs:

• For C: http://developer.novell.com/ndk/ssocomp.htm
• For Java: http://developer.novell.com/ndk/nssoj.htm

As of this writing, SecretStore 3.2 code and documentation are available as an 
early access release.

The following AppNotes and Developer Notes may also be of interest:

• “Understanding Novell’s Single Sign-On” 
http://developer.novell.com/research/appnotes/2000/february/02/

• “SecretStore: Novell Single Sign-on Version 1.1” 
http://developer.novell.com/research/devnotes/2000/april/02/d000402.htm

• “SecretStore Single Sign-on” 
http://developer.novell.com/research/devnotes/1999/november/05/

For other AppNotes on security-related topics, refer to the Novell Research Web 
site at http://www.novell.com/appnotes.

Copyright © 2003 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
their respective companies or distributors.
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How to Use Perl, Python, and 
PHP to Access eDirectory 8.7 via 
LDAP

Mike Richichi
Assistant Director of Academic Technology
Drew University
mrichich@drew.edu

This AppNote gives an overview of configuring and using the scripting languages 
Perl, Python, and PHP to access Novell eDirectory 8.7 via LDAP. It shows how to 
authenticate to LDAP, perform queries, and do meaningful things with the results 
in both command-line and CGI programs.

This is an update of an AppNote originally published in the August 2001 issue 
(http://developer.novell.com/research/appnotes/2001/august/05/a010805.htm).

Contents:

• Introduction
• Why Use a Scripting Language?
• What You Need to Know About LDAP
• New eDirectory 8.7 Features Available via LDAP
• LDAP SDKs and You
• Implementations of LDAP in Perl, Python, and PHP
• Conclusion

Topics eDirectory, Perl, Python, PHP, LDAP, scripting languages

Products Novell eDirectory 8.7

Audience network application developers

Level intermediate

Prerequisite Skills familiarity with LDAP and eDirectory

Operating System NetWare, Linux, Win32 systems configured to run Perl, 
Python, and PHP scripts

Tools none

Sample Code yes

http://developer.novell.com/research/appnotes/2001/august/05/a010805.htm
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Introduction

This AppNote provides an overview of configuring and using Perl, PHP, and 
Python to access eDirectory 8.7 via LDAP. It shows how to authenticate to 
LDAP, perform queries, and do meaningful things with the results in both 
command-line and CGI programs. Although Linux is the reference platform in 
this AppNote, the concepts are extensible to other Unix systems, to Cygwin on 
Win32 systems, and to NetWare AMP (Apache, MySQL, PHP/Perl) which will 
be available with NetWare 6.5.

You may have Web servers running on non-NetWare platforms that require 
access to the directory for Web-based applications. Also, your environment may 
include administrators or users who are used to programming with scripting 
languages on Unix- or Linux-based systems. The popularity of Novell eDirectory 
means that many organizations now have a flexible, scalable, replicated, and 
secure directory service at their disposal, to be used to provide a common 
information store across the enterprise. eDirectory 8.7’s support of LDAP is 
well-integrated and exposes nearly all eDirectory functionality via the LDAP v3 
specification, thus allowing any LDAP-enabled program to utilize eDirectory. 
This allows unprecedented flexibility in using eDirectory in your environment.

A perfect example is the university where I work. We have multiple servers 
running eDirectory 8.7, with all faculty, staff, and students having an eDirectory 
account. As befits the university environment, we have multiple platforms for 
servers (NetWare, Linux, Solaris, Tru64, OpenVMS, Windows NT/2000) to 
provide a comprehensive set of network services for all people on campus. 
eDirectory not only stores objects for all the people on campus, but has objects for 
every course offered in a term, and students and faculty have assignments to these 
objects. We provide many services based on that information, some of it through 
Web-based interfaces. In addition, we are required to create hundreds of new 
accounts every year by interfacing with a legacy administrative interface that 
provides flat files for this purpose. We have found that using LDAP-based 
solutions through common scripting languages is an ideal solution.

This AppNote outlines the considerations for developing directory-enabled 
applications with a scripting language. It also considers the concepts of LDAP 
that are important to working with any API, but with relevance to the 
methodology of accessing LDAP via a script language. Furthermore, it provides a 
brief overview of the installation and configuration of LDAP libraries in Perl, 
Python, and PHP, along with sample code in each of these languages for doing 
simple directory operations. Finally, it includes one additional Perl program that 
can be used to send e-mail warnings of upcoming password expirations to your 
users.
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Why Use a Scripting Language?

There are distinct advantages and disadvantages to scripting versus compiled 
programs. These are described in the following sections.

Rapid Development

Scripting languages are popular because there’s no compilation overhead in the 
development cycle, and because they usually have simple interfaces that would 
require many lines of code in a compiled language. For instance, PHP builds its 
LDAP support on a C SDK, and its LDAP calls abstract much of the buffer and 
connection handle management that you would have to do yourself if you were 
programming to the C SDK directly. Perl and Python behave similarly—the 
access methods to LDAP are closer to the native data access methods of the 
language, although understanding of the LDAP structures is important.

Web Integration

Perl, Python, and PHP are all very popular CGI scripting languages. There are 
other available modules in these languages for many common CGI operations— 
most notably, database access. The combination of LDAP access to eDirectory 
and database access to an enterprise database for dynamic Web content is an 
extremely powerful one. It can provide rich dynamic content backed up by the 
directory, and allow for things like restricting access to database data by 
LDAP/eDirectory authentication, as well as even some data interchange and 
synchronization between LDAP and the database. And of course, designing Web 
interfaces to eDirectory data means that data is available across operating system 
platforms from anywhere in the world.

Language Acceptance

Perl, Python, and PHP are well-understood, widely-accepted languages with large 
and loyal followings. There is a broad talent pool of programmers who are 
well-versed in one or even all of these scripting languages. Many of these 
programmers may not be familiar with the NetWare environment. Allowing these 
programmers to work in an environment in which they are comfortable (say, a 
Perl programmer on a Linux system), using LDAP (which they may have 
experience with, say, using OpenLDAP) means they can be utilizing eDirectory 
without having to learn eDirectory programming on a NetWare server or in the 
Win32 environment. This may mean more efficient development of applications 
that leverage the power of the directory—and that is the important part.
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Platform Independence

You may be running eDirectory in a pure Unix environment, with no NetWare 
whatsoever. Thus, using standard NetWare development solutions for CGI 
programming, such as Novell Script or Java Server Pages, may not be possible. 
You may decide that you want to devote the resources of your NetWare servers to 
file, print, and eDirectory, and not implement application programs on them. You 
can use Unix or Linux systems, for instance, to do that work, but there is limited 
availability of native eDirectory APIs on these platforms. LDAP provides an 
access method into the Directory that is easily available on these systems. Again, 
you get the advantages of eDirectory with the benefit of working on the platforms 
you already have.

Of course, it’s not all wine and roses with scripting languages. You will have to 
deal with performance and compatibility concerns, as well as the dynamic state of 
the codebase.

Performance

In general, scripting languages may not be as fast at runtime as compiled 
languages. Since you will have some overhead due to LDAP communications 
itself and execution time of LDAP searches and other work on the eDirectory 
server, the overhead of scripting may be small compared to the work LDAP itself 
is doing. Fortunately, the performance of scripting languages is increasing all the 
time (most are now precompiling into an intermediate bytecode that is actually 
quite fast). However, if your application requires the fastest performance, you will 
need to consider a compiled language such as C or C++.

SDK Issues and LDAP v2 vs. v3

You will possibly have issues with SDKs and levels of LDAP compatibility. It’s 
possible that the API you’re using in a script language won’t support all the 
features of LDAP v3. Therefore, it may not be able to work with the LDAP 
extensions that eDirectory uses to expose certain features of eDirectory. Likewise, 
it may not be able to support SSL binds (more on that later) nor follow LDAP 
referrals (which could have implications in a distributed tree design).

It’s important to note that although eDirectory 8.7 is fully LDAP v3 compliant, it 
also supports full LDAP v2 functionality as a subset of that and interoperates fully 
with any LDAP v2 client. All the implementations in this AppNote allow 
complete ability to modify, search, update, and delete all attributes and values 
exposed by LDAP on any eDirectory object in your directory tree, via 
authenticated access controlled by eDirectory access rights. However, you may 
not be able to do things like schema manipulation, partitioning, or other 
eDirectory-specific operations from your selected scripting language. I will point 
out these limitations where they apply. Since the first version of this AppNote, the 
LDAP APIs in scripting languages have taken on more LDAP v3 functionality.



M a y  2 0 0 3

53

D
ev

el
op

er
 N

ot
es

Dynamic Nature of the Codebase

One last consideration about the LDAP APIs available to scripting languages is 
that they are open source projects developed by programmers who are 
contributing their time and resources to the project. These APIs may be 
considered by their authors to be alpha or beta quality. In practice, I have found 
them to be as reliable as many commercial packages, but a bit more sensitive to 
changing specifications as the products mature and develop. It’s possible that 
some of the code presented here may not work as written in the near future—but 
that’s true with commercial APIs from many vendors as well. Also, remember 
there is no official Novell DeveloperNet support for these products. However, the 
volunteer SysOps in the Developer Forums may be able to answer questions. You 
can also look to the many resources available on the Web for help, but opening a 
developer support incident is not an available option at this time.

With all that said, I hope I haven’t scared you away and that you actually want to 
develop applications utilizing one of these languages. In this AppNote I treat Perl, 
Python, and PHP as different dialects of LDAP itself, so let’s start with some 
LDAP fundamentals.

What You Need to Know About LDAP

This section does not provide a complete technical introduction to LDAP—for 
that, you really need to read the LDAP Developer’s Guide published by Novell 
Press (Novell Press, ISBN 0-7645-4720-9—see http://www.novellpress.com for 
ordering information). It would be folly to try to redo what the authors of that 
book have already accomplished. So seriously, go read the whole book right now. 
I’ll wait.

There . . . good book, wasn’t it? Okay, since you’ve already read the book and are 
now just reviewing for the exam, I’ll let you read my crib notes of it.

LDAP is about objects, attributes, values, and schema. An object is the 
fundamental unit of storage in an LDAP tree. Some objects are “container” 
objects—these contain other objects, possibly even other container objects. The 
hierarchy of container objects and their layout defines the structure of the 
directory tree. All objects have attributes, which are fields that store information 
about the objects. Attributes can have one or more values, which are data about 
the object. What attributes go with what objects, what classes of objects there are, 
what structure the values can take in an attribute, what objects can contain other 
objects—basically, all characteristics of the directory itself—are controlled by the 
schema. My friend Gary Porter likes to refer to the schema as a big cookbook— 
it’s the reference for creating any eDirectory object, and it will tell you exactly 
how to do it. (He would also say, “How cool is that?”, but I digress.)

http://www.novellpress.com
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While schema is important, it’s also important to consider the sociopolitical and 
geographic implications of your directory tree design—considerations that are far 
beyond the scope of this AppNote, but which will make a tremendous difference 
in the usability of your tree and its data. However you do your eDirectory tree 
design, try to do it so that you can leverage the hierarchical structure to maximize 
the efficiency of searching for specific things.

Consistency in data entry is also important. For instance, we try to make sure all 
User objects have values in the attributes givenName, surname, and fullName, as 
well as a valid address in the Mail attribute. It’s also important to us that the 
names be properly capitalized (no ALL CAPS) so that software doesn’t have to 
waste time making sure the values are pretty when displayed. In addition, we need 
to ensure that e-mail addresses are in a valid format so you know that you can 
always e-mail a user by reading the value from the Mail attribute of the User 
object. Such consistency will make your life easier in the long run—and it is easy 
to enforce at the data entry level with scripting languages.

The current version of the LDAP protocol that eDirectory supports is LDAP v3, 
which is defined in RFC 2251 and also RFCs 2252-2256, which detail definitions 
for data types and for filters. Now, reading RFCs may not be your idea of a fun 
thing to do on a Friday night, but they are really worth reading, because you’ll 
come to understand the fundamentals of what you’re doing, and everything else 
builds from that foundation. Anyway, a juicy paragraph from RFC 2251 states:

“The general model adopted by this protocol is one of clients performing 
protocol operations against servers. In this model, a client transmits a protocol 
request describing the operation to be performed to a server. The server is then 
responsible for performing the necessary operation(s) in the directory. Upon 
completion of the operation(s), the server returns a response containing any 
results or errors to the requesting client.”

This is what you’ll be doing the whole time you’re using LDAP. You’ll send a 
request to a server (say, a search request, or an object change request), and then 
get the response. The server will take that request, do things with it, and return a 
response, which will either be a confirmation of an action, the data you requested, 
or an error because something went wrong. Your program will take that result and 
do things with it, possibly using the response to formulate more requests, and so 
on, until you’ve accomplished whatever it is you’re trying to do.



M a y  2 0 0 3

55

D
ev

el
op

er
 N

ot
es

Before you talk to an LDAP server, you should introduce yourself. Actually, as of 
LDAP v3, you can just start making requests. The server won’t get offended, but 
it will treat you like it doesn’t know you. In technical terms, a session with an 
LDAP server is started with a bind operation, where you present credentials 
(usually a username and password, but LDAP v3 allows for other credentials) to 
the server, and it authenticates you as that user with appropriate access rights. If 
you don’t bind first, LDAP v3 will automatically perform an anonymous bind, 
which means the LDAP server will treat you as an unprivileged user with 
whatever public access has been granted to the directory. Actually, eDirectory 
allows anonymous binds to occur as an LDAP Proxy user in eDirectory, which 
can have more or fewer rights than [Root] or [Public] as appropriate.

I suggest you do anonymous binds to your tree and see what kinds of data are 
being exposed. You may have confidential items like Employee ID numbers, 
Social Security Numbers, home addresses, and the like, that should not be public 
information. Universities have to comply with FERPA, which limits what student 
information can be public and allows students to opt out of sharing directory 
information. Luckily, once such things are discovered, eDirectory 8.7 makes it 
easy to limit access with careful application of Access Control Lists (ACLs), 
especially inherited ACLs on specific attributes, while allowing users who need 
the data access to it. Again, these are considerations you must think through for 
any information system, and which have policy and legal implications beyond 
what I’m prepared to write about here.

So, you’ve bound to an LDAP server and now want to do “stuff.” LDAP v3 
defines nine operations: bind and unbind, search, modify, add, delete, modify DN, 
compare, and abandon. It also defines an extended operation that can let you do 
additional things (in the case of eDirectory, things like partitioning) in a 
standards-based, extensible fashion. In this AppNote, we’ll mostly do searches, 
modifies, adds, and deletes (besides binding and unbinding). However, the other 
operations are important as well.

When a request is made to an LDAP server, data is formatted in a way defined by 
the LDAP v3 RFCs, then sent to the server where it is parsed. Data is then 
returned in RFC-defined formats. All LDAP APIs and script language 
implementations do most of this dirty work for you, so you don’t have to worry 
about things like allocating memory to create request and result structures and 
parsing them. Still, being aware of how it works will help you understand LDAP 
in any language you use to access it. 
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For instance, here’s the RFC 2251 definition of an LDAP v3 search operation (in 
ASN1 notation), which you will be using frequently to perform operations on the 
tree:

SearchRequest ::= [APPLICATION 3] SEQUENCE {
baseObject      LDAPDN,
scope           ENUMERATED {

baseObject              (0),
singleLevel             (1),
wholeSubtree            (2) },

derefAliases    ENUMERATED {
neverDerefAliases       (0),
derefInSearching        (1),
derefFindingBaseObj     (2),
derefAlways             (3) },

sizeLimit       INTEGER (0 .. maxInt),
timeLimit       INTEGER (0 .. maxInt),
typesOnly       BOOLEAN,
filter          Filter,
attributes      AttributeDescriptionList }

Filter ::= CHOICE {
and             [0] SET OF Filter,
or              [1] SET OF Filter,
not             [2] Filter,
equalityMatch   [3] AttributeValueAssertion,
substrings      [4] SubstringFilter,
greaterOrEqual  [5] AttributeValueAssertion,
lessOrEqual     [6] AttributeValueAssertion,
present         [7] AttributeDescription,
approxMatch     [8] AttributeValueAssertion,
extensibleMatch [9] MatchingRuleAssertion }

SubstringFilter ::= SEQUENCE {
type            AttributeDescription,
-- at least one must be present
substrings      SEQUENCE OF CHOICE {

initial [0] LDAPString,
any     [1] LDAPString,
final   [2] LDAPString } }

MatchingRuleAssertion ::= SEQUENCE {
matchingRule    [1] MatchingRuleId OPTIONAL,
type            [2] AttributeDescription OPTIONAL,
matchValue      [3] AssertionValue,
dnAttributes    [4] BOOLEAN DEFAULT FALSE }

What this code is telling you is that a search operation is defined by several things:

• A base object, which defines the starting level of the search (this is usually a 
container object like “o=yoyodyne” or  “ou=propulsion,o=yoyodyne”). 

• A scope (base means the object itself, onelevel means everything at the level 
of the object, and subtree means the level of the object and every level below 
it)

• Whether and/or how you should dereference aliases
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• Limits on the number of objects returned and the amount of time a search can 
take

• Whether you actually want the values of attributes or just a list of attributes 
the object(s) have

• A list of attributes you want returned from the object(s)

The reason I point this out here is that you’ll see that each language will call its 
LDAP search operation with parameters that reflect the RFCs structure for an 
LDAP search object. So, while part of an API’s job is to abstract the dirty work of 
the protocol, it’s impossible to separate working in LDAP from some 
understanding of the protocol. Therefore, it helps to understand these definitions 
at the protocol level.

Another important consideration is security. Novell’s LDAP implementation, as a 
v3 standard, allows SSL/TLS encryption of bind requests over a normal TCP 
connection. However, the scripting platforms involved have various states of 
readiness for SSL-enabled LDAP, and often take multiple steps to get the code 
and tools for TLS encryption. You also may be able to use the publicly available 
stunnel package to create an SSL/TLS tunnel to the eDirectory server, and do a 
normal unauthenticated bind to a LDAP port on the host where you’re running the 
script. If you are not able to TLS-enable connections, you will have to disable the 
“Require TLS for all operations” checkbox in ConsoleOne and accept the risk of 
unencrypted passwords and data.

You can also use the SASL authentication features to allow for certificate-based 
or MD5-based authentication, which avoids cleartext passwords but leave data 
unencrypted. This risk can be minimized, but not eliminated, by having an LDAP 
server on the same host as the Web server. However, that may create other risks as 
well.

At the very least, if you’re doing CGI programming that requires users to supply a 
username and password over the Web, that dialog should be secured by an 
SSL-enabled Web page. The rest you may have to deal with by having links 
between the CGI server and LDAP server that you can secure physically and 
logically by limiting user access to machines, keeping up on security patches, and 
following good system administration practices. In a high-security environment, 
any risk of plaintext communication may be unacceptable, and thus such solutions 
may not be available to you.
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New eDirectory 8.7 Features Available via LDAP

eDirectory 8.7 has several enhancements and new features, many of which affect 
LDAP. Some of these are:

• SASL authentication. This allows you to use external certificates, MD5 
passwords (known in eDirectory as simple passwords) or other NMAS 
methods to authenticate to eDirectory.

• Extensible matching. This allows you to use different matching rules on 
search filters. eDirectory 8.7 in particular allows DN matching, which means 
you can do searches based on the content of a DN itself.

• Persistent Search. This allows you to initiate an LDAP search with a special 
control that keeps the connection open and returns results for the search when 
new objects match the search filter. This can be used to do things when a 
person is added to a group, for instance.

• Event Publishing. LDAP can be used to track directory events like object adds 
and partition operations.

Many of these features depend on the LDAP SDK supporting controls and 
extensions. I’ll show the cases where these might be relevant.

LDAP SDKs and You

Even though we’re dealing with scripting languages, both Python’s and PHP’s 
LDAP implementations are built against a C SDK. So, a brief discussion of the 
available SDKs is relevant here.

OpenLDAP

OpenLDAP is a reference implementation of an LDAP server, clients, and 
libraries. When you go to their Web site at http://www.openldap.org, you will see 
a “stable” version and the latest version (as of this writing, 2.1.16 is the stable 
version and 2.1.17 is the latest release). All versions since OpenLDAP 2.0 are 
fully LDAP v3 compliant and can be built with SSL support. When you do this 
(assuming you have already built and installed OpenSSL), you’ll need to run the 
configure with the following options:

env CPPFLAGS="-I/usr/local/ssl/include" LDFLAGS="-L/usr/local/ 
ssl/lib" ./configure --with-tls --enable-crypt

This will ensure that OpenLDAP will build with SSL support and find the correct 
libraries. You’ll need OpenLDAP to build LDAP support in Python.

http://www.openldap.org
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Mozilla

Mozilla’s (formerly Netscape’s) directory SDK supports LDAP v3 as well. It uses 
Mozilla’s Network Security Services (NSS) component for SSL support. PHP 
supports either the OpenLDAP or Mozilla libraries. Mozilla’s directory SDK is 
located at http://www.mozilla.org/directory. I personally do not use this SDK on a 
regular basis and won’t be focusing on it here.

Novell

Novell provides a C SDK for LDAP for NetWare, Windows, Linux, Solaris, and 
AIX. These libraries come prebuilt with SSL support and, in fact, are based on the 
OpenLDAP libraries. Novell’s libraries include source code and also come with 
API routines for all of the Novell extensions and Novell-supported controls such 
as persistent search. It may someday be possible to build PHP’s and Python’s 
LDAP support with the Novell libraries, but there won’t be any more functionality 
than the routines already available in those languages. Therefore, while the 
libraries are useful for developing your own C programs to access the directory, 
there’s no significant advantage to using them over OpenLDAP to build LDAP 
support in Python or PHP.

Implementations of LDAP in Perl, Python, and PHP

Now that we’ve seen what SDKs are out there, let’s look at implementations of 
the LDAP protocol available in Perl, Python, and PHP.

LDAP Implementations for Perl

Of the many LDAP implementations for Perl, the one that is being actively 
developed—and the one I use—is perl-ldap, which is available at 
http://perl-ldap.sourceforge.net. Unlike the Python and PHP LDAP 
implementations, perl-ldap is not based on a C SDK but is written entirely in Perl. 
Thus it’s portable to any systems with a current Perl implementation that is 
version 5.004 or later. Perl-ldap is a full-featured LDAP v3  implementation, 
although not all interfaces are fully documented.

Here’s some sample code showing a bind with perl-ldap and a simple search filter.

#!/usr/bin/perl

use NET::LDAP;

$ldap->Net::LDAP->new('ldap`);
#$ldap defines an LDAP connection handle, and 'ldap' is the name
# of your LDAP server

$ldap->bind(dn=>'cn=admin,o=yoyodyne', password=>'plaintext');
# By the way, did I mention that you may have scripts where the password is
# hardcoded in them?  Sure, you can prompt as well, but if you’re doing
# batch processing, you'll need to be aware of this.
$result=$ldap->search(basedn=>'o=yoyodyne',

http://www.mozilla.org/directory
http://perl-ldap.sourceforge.net
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scope=>'one',filter=>'cn=admin',
attrs=>['surname','mail','groupMembership']);

$result->code && warn $result->error;
foreach $entry ($result->all_entries) {

@surname=$entry->get('surname');
@mail=$entry->get('mail');
@groupMembership=$entry->get('groupMembership');
$dn=$entry->dn;
print ("Info for $dn:\n");
print ("Surname: ");
foreach $surnamevalue (@surname) {print "\"$surnamevalue\" ");}
print ("\n");
print ("email: ");
foreach $mailvalue (@mail) {print "\"$mailvalue\" ");}
print ("\n");
foreach $groupmembershipvalue (@groupmembership) {print

"\"$groupmembershipvalue\" ");}
print ("\n\n");
}

$ldap->unbind;

This uses standard Perl object-oriented syntax. You start an LDAP connection by 
creating an $ldap variable to act as a connection handle by invoking the new 
method of Net::LDAP, with a parameter of the server name (there are other 
parameters you can throw at it, but you can get it started just with that). You then 
bind to the LDAP server with the bind method, passing a DN of the User object 
and a password. Be aware that if you don’t prompt for the password, it will just be 
there in your file.

You then perform a search by invoking the search method and assigning the result 
to another variable; I called it $result. By the way, you can also get the result 
codes of the new and bind operations—it may, in fact, be a good idea because you 
can then test the error codes and do some error handling if something goes wrong. 
For instance, after the search, I look at $result->code, and if it’s non-zero, I print 
the error result. It’s pretty useful.

Anyway, you perform a search, and the $result->all_entries array has 
LDAP::Entry objects for each DN found. You then iterate over each entry object 
with the get method, which returns arrays for each returned attribute containing all 
the values of an object. If you access these arrays in a scalar context, you will get 
the first attribute value; however, since many LDAP fields are multivalued, you 
may want to access it as an array, and then iterate over the array for all of its 
values. Here, I just print the values, but you may want to do more useful things 
with them.
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Installing perl-ldap. There are a few ways to install perl-ldap. On a Unix or 
Linux system, you can go to http://perl-ldap.sourceforge.net and download the 
latest gzipped tar file, unpack it, do a “perl Makefile.PL” then a “make” and a 
“make install.” Also, if you have CPAN.pm installed, you can do a “perl 
-MCPAN -eshell” and then an “install Bundle::Net::LDAP” and it will do it 
automatically, including installing SSL support. However, to install the 
IO::Socket::SSL that Bundle::Net::LDAP needs, you will also need the latest 
version of OpenSSL available at http://www.openssl.org. 

Since I assume you want to be secure, I’ll outline the steps using CPAN:

1. Download and install Open SSL. 

This involves exploding the newest .tar.gz file, changing to that directory, 
running “./Configure”, then a “make” and “make install” as root. Then do 
“perl -MCPAN -eshell” again and enter “install IO::Socket::SSL.” If 
anything goes wrong, you’ll have to dig a little deeper, but this should work.

2. Do an SSL bind to a server.

To do this, replace “use Net::LDAP” with “use Net::LDAPS” in your script. 
Optionally, if you’ve exported the server certificate and have it in a local file, 
you can verify it with optional parameters to the bind: “verify=>'require'” 
and “capath='/usr/local/certs'.” This will verify that the server is who it says 
it is (or at least who you think you say it is.)

Sample Perl Script. So, what do you do with all this cool stuff? Well, I decided 
to solve a problem, which was this: We have setups where people can use their 
eDirectory password to authenticate without being notified that their grace logins 
are being used, resulting in potential password problems. I have written a simple 
Perl script that scans the tree for users whose passwords are less than one week 
from expiring and sends them an e-mail. I run this script as a cron job on one of 
our Linux servers, and thus users are notified before their passwords expire and 
are encouraged to change them. We also have ways for them to change their 
password over the Web, and the e-mail has links to all of that. Here’s the script:

#!/usr/bin/perl

use Net::LDAP;
use Time::Local;
use Net::SMTP;

#set up some constants we'll use, and be able to configure

$ldapuser="cn=admin,o=drew";
$ldappassword="thisisabadpassword";
$advance_warning=86400*7;

$ldap_filter="(\&(!(networkAddressRestriction=\\0A\\00\\15\\55\\33\\66))(cn=*)
(objectclass=inetOrgPerson))"

@attribs=["passwordExpirationTime","mail"];

http://perl-ldap.sourceforge.net
http://www.openssl.org
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$baseDN="o=yoyodyne";
$passadmin="changeyourpassword@yoyodyne.not";

#create an object

$ldap=Net::LDAP->new('ldap');

#bind

$ldap->bind(dn=>$ldapuser, password=>$ldappassword);

$smtp=Net::SMTP->new('email');

print scalar localtime, "\n";
$result=$ldap->search(base=>$basedn,

filter=>$ldapfilter,
attrs=> @attribs);

foreach $entry ($result->all_entries) {
$userentry = $result->pop_entry;
@passexp = $userentry->get('passwordExpirationTime');
@email = $userentry->get('mail');
$mail = $email[0];
$dn= $userentry->dn;
$dn =~ s/,?(cn|ou|o)=/\./g;
foreach $pwexp (@passexp) {
($yr,$mo,$dt,$hr,$min,$sec) = ($pwexp =~ /(\d{4})(\d{2})(\d{2})(\d{2})

(\d{2})(\d{2})/);
$mo2=$mo-1; $yr2=$yr-1900;
$exptime=timegm($sec,$min,$hr,$dt,$mo2,$yr2) || warn "timegm: $!\n";
if ($exptime < time + $advance_warning) {
if ($exptime > time) {

$secsleft = $exptime -time;
$daysleft = int($secsleft/86400) + 1;
$smtp->mail("$passadmin");
$smtp->to("$mail");

$smtp->data();
$smtp->datasend("Subject:  $dn: Your eDirectory password expires

within $daysleft days");
$smtp->datasend("\n");

$smtp->datasend("The network password for account $dn expires on\n
$mo/$dt/$yr at $hr:$min:$sec.\n");

$smtp->datasend(`cat passinfo.txt`);
$smtp->dataend();

print "$dn $dt/$mo/$yr $hr:$min:$sec -- $daysleft days\n";
}
else {print STDERR "dn: $dn, password expired ", time- $exptime, " seconds

ago\n";}
}

}
}
print "\n\n";
$ldap->unbind;
$smtp->quit;
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Keep in mind that this code wants a few things—namely, that every User object 
should have a fullName and Mail attribute, with the latter being a valid e-mail 
address. (By the way, in LDAP you identify User objects by objects that have the 
objectClass of inetOrgPerson.) Also, note my search filter. LDAP search filters 
are incredibly powerful. Here’s a fairly complicated one:

(&(!(networkAddressRestriction=\\0A\\00\\15\\55\\33\\66))
(objectclass=inetOrgPerson))

This filter basically says, “Give me all the objects of class inetOrgPerson that do 
not have a Network Address Restriction of  \\0A\\00\\15\\55\\33\\66 set.” This is 
necessary in our environment to exclude certain utility accounts that aren’t really 
users. The following would actually be a binary value, which is how address 
restrictions are stored. You may have all kinds of other restrictions: for example, 
you may want to run different scripts to find users whose last names start with A 
(surname=A*) or who have “outie” belly buttons (bellybuttonType=“outie”, if 
you’ve extended your schema appropriately). Search filters can be constructed 
with multiple AND, OR, and NOT statements as well.

What if you want to modify objects in the directory? Well, here’s an add 
statement:

$result=$ldap->add (
dn => $dn,
attr => [  'sn' => $lname,

'cn' => $user,
'objectClass' => ['top','person','inetOrgPerson',

'organizationalPerson'],
'givenName' => $fname,
'fullname' => "$fname $lname",
'mail' => "$user\@drew.edu",
'description' => $description,
'messageServer' => $ms,
'ou' => [$department, "STU"],
'telephoneNumber' => $ext,
'LoginScript' => "write \"Hello.\"",

'passwordAllowChange' => 'TRUE',
'passwordRequired' => 'TRUE',
'passwordMinimumLength' => '8',
'passwordExpirationInterval' => '10368000',
'passwordUniqueRequired' => 'TRUE',
'loginGraceLimit' => '12',
'loginGraceRemaining' => '12',
'ndsHomeDirectory' => "$home$user",
'userPassword' => $pass
]

);
$result->code && warn "Create failed: ", $result->code, $result->error;
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Notice that you use the attribute names as field names in the add statement, and 
you must explicitly define the relevant objectClass values for the User object. 
Also note the special userPassword attribute. This is an attribute that can only be 
written to or deleted, never read from. You can change a password with LDAP by 
first doing a delete on the userPassword with a value of the old password, and then 
an add with the new password—something like this:

$result=$ldap->modify($dn
changes => [

delete => [ userPassword => "$oldpass"],
add => [userPassword => "$newpass"],

]
);

These must occur as one operation to work correctly and ensure the user changing 
the password knows it, unless the bound user has supervisory rights to $dn.

Persistent Search with perl-ldap. You can pass controls to many LDAP 
operations with perl-ldap, so you can take advantage of things like persistent 
search. Here’s a script that implements persistent search:

#!/usr/bin/perl
#
#persist.pl -- Persistent search with Net::LDAP
#

use Net::LDAP;
use Net::LDAP::Control;
use Convert::ASN1;

$ldap=Net::LDAP->new("localhost");

$ldap->bind("cn=admin,o=novell",password=>"novell");

$asn=Convert::ASN1->new;

$asn->prepare(q<
PersistentSearch ::= SEQUENCE {

changeTypes INTEGER,
changesOnly BOOLEAN,
returnECs BOOLEAN

}

>);

$params=$asn->encode( changeTypes=>15, 
changesOnly=>0, 
returnECs=>0);

$persistctl=Net::LDAP::Control->new(
critical=>true,
type=>"2.16.840.1.113730.3.4.3",
value=>$params);

$result=$ldap>search(
base=>"o=novell",
filter=>"(&(groupMembership=cn=users,o=novell)(ou:dn:=appnotes))",
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control=>$persistctl,
callback=>\&get_result);

if ($result->code) {
$error = $result->code;
$errstr = $result->error;
print "Error: $error ($errstr)\n";
}

sub get_result {
my ($message,$entry) = @_;
if ( !defined($entry)) {

print "No records found.\n";
return;

}
my $dn=$entry->dn;

my $surname=$entry->get_value('surname');
print "added to group:  $dn, $surname\n";
}

$result->pop_entry;

A few things are different here. First, you need to import Net::LDAP::Control and 
Convert::ASN1; the former is part of perl-ldap, and the latter is required by it, so 
they should both be there. You then have to build the control by using 
Convert::ASN to encode the value parameter to the control. You can do this by 
using the ASN1 definition of the PersistentSearch control’s data fields, and then 
calling the encode method to set the values. (These are defined in 
draft-smith-ldap-psearch; for the latest revision of this IETF draft, do a search at 
http://search.ietf.org.) 

The values I’ve set say to return values on object adds, deletes, modifies, and 
modDN operations (changeTypes=15), to return all values currently matched 
when I initialize and then all changes (changesOnly=0), and to not return entry 
controls with the results, which would tell me what operation caused a result to be 
returned.

You then need to build the control structure with NET::LDAP::Control. I’m 
setting critical to True, which means the search will fail if persistent search is 
unavailable. I then pass the OID of persistent search (which is documented in the 
draft referenced above), and the parameters I encoded with the ASN1 module.

Finally, note that I’m using search with a callback function.This makes the search 
function call a subroutine each time an entry is returned. If you don’t do this, 
you’ll never get any results, because the server will not finish the search operation 
because it is persistent. I also included another eDirectory 8.7 feature in the search 
filter: extensible matching. The filter term “ou:dn:=appnotes” means “Match 
when the DN of the object has an OU of ‘appnotes’.” You could also do 
“:dn:=appnotes” which means match when any attribute of the DN is “appnotes”.

http://search.ietf.org
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When you run the script, it first returns all the current members of the group in 
question. As you add people to the group, it will print out the DN and the surname 
of the persons added. However, it will not tell you if a person is removed—you’d 
have to write a different persistent search for that operation.

Perl-ldap also supports SASL authentication with the Authen::SASL module, but 
modules for the Novell-supported SASL methods (DIGEST-MD5, EXTERNAL, 
and NMAS_LOGIN) have not been written.

LDAP Implementations for Python

In stark contrast to Perl’s laissez-faire style of program design, Python is a 
language that enforces structure and readability. Python has become very popular 
both as a CGI provider and a command-line interpreted language. 

The currently available LDAP interface for is python-ldap 2.0.0pre06. Version 2.x 
now has full LDAP v3 support and can be built with SSL support, as well as 
supporting more controls and extensions (although this support is not well 
documented). Python-ldap also has SASL support and should work with 
DIGEST-MD5 authentication. For current updates and the latest code, check the 
project Web site at http://python-ldap.sourceforge.net.

Here’s the first example from the Perl section, now written in Python:

#!/usr/bin/env python

import ldap

l=ldap.open('ldap')
l.simple_bind_s('cn=admin,o=yoyodyne','plaintext')
res = l.search_s('o=yoyodyne', ldap.SCOPE_ONELEVEL, "cn=admin", ["sn", "mail", 
"groupMembership"])
for entry in res:

attrs=entry[1]
surname=attrs["sn"]
mail=attrs["mail"]
groupmembership=attrs["groupMembership"]
dn=entry[0]

print "Info for %s:\n" % (dn,)
for surnamevalue in surname:

print "\"%s\" " % (surnamevalue,)
print "\n"
for mailvalue in mail:

print "\"%s\" " % (mailvalue,)
print "\n"
for groupmembershipvalue in groupmembership:

print "\"%s\" " % (groupmembershipvalue,)
print "\n"

l.unbind()

http://python-ldap.sourceforge.net
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Notice the similarities and differences. The scripts are similar because you open a 
connection, bind to it, perform a search operation, and then iterate over the results. 
The parameters passed to the search are identical to the Perl case (base DN, scope, 
search filter, attribute list), and the results are a list of values. Each of these values 
contains a DN and then a dictionary (similar to a Perl hash) of the attributes, 
which are themselves lists (Python-ese for array) which you can iterate over to get 
individual attribute values. Notice that if you look beyond the language-specific 
syntax issues, the Perl and Python versions of this script are nearly identical.

Installing python-ldap. Python-ldap is located on the SourceForge Web site at 
http://python-ldap.sourceforge.net. As of this writing, the current version is 
2.00pre6 and is available both as source and as a RPM package for Linux. It 
supports Python version 1.5.2 and later, but is recommended for Python 2.0 or 
newer. The source requires OpenLDAP 2.x. You use the module by doing an 
“import ldap” at the beginning of your program, along with whatever other LDAP 
modules you want to use.

For more information on python-ldap, refer to the documentation and other 
resources available at the above-referenced Web site.

LDAP Implementations for PHP

PHP was designed to be a simple, embedded, CGI scripting language with 
features of Perl, ASP, and Basic. Its syntax has elements of all of these. Unlike 
Perl and Python, PHP is rarely used from the command line. In fact, PHP will 
generate its own HTTP headers, unlike Perl or Python which require headers to be 
generated manually.

The current version of PHP is 4.3.1, and its LDAP support is built on the Netscape 
or OpenLDAP libraries. As is the case with Python and Perl, PHP supports more 
LDAP v3 functionality, based on the OpenLDAP 2.x support for LDAP v3. Refer 
to the PHP Web site at http://www.php.net for details on the LDAP calls 
themselves. 

Since PHP has been working well for me, I'll give you the same code as in the Perl 
and Python sections, now in PHP:

<?php

$ldap = ldap_connect("ldap");

ldap_bind($ldap, "cn=admin,o=yoyodyne", "plaintext");

$result = ldap_search($ldap, "o=yoyodyne", "cn=admin", array( "surname", 
"mail" ,"groupMembership"));

foreach (ldap_get_values($ldap) as $entry) {
$dn=$entry["dn"];
$surname=$entry["surname"];
$mail=$entry["mail"];
$groupmembership=$entry["groupmembership"];

http://python-ldap.sourceforge.net
http://www.php.net
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print "Info for $dn\n";
foreach ($surname as $surnamevalue) {

print "\"$surnamevalue\" ";
}

print "\n";
foreach ($mail as $mailvalue) {

print "\"$mailvalue\" ";
}

print "\n";
foreach ($groupmembership as $groupmembershipvalue {

print "\"$groupmembershipvalue\" ";
}

print "\n";
}

ldap_unbind($ldap);

?>

This code will only work with PHP 4. Some Linux systems may still have PHP 3 
on them. If you have such a system, I strongly recommend upgrading to PHP 4. 
The language has much more functionality and is significantly faster.

Installing PHP 4. PHP 4 can be found at http://www.php.net. Download the latest 
.tar.gz file, unpack it, do a configure, and make. When you configure, make sure 
you add the “-with-ldap” parameter to supply LDAP support. This should work 
with installed OpenLDAP as is. With another LDAP library, you may need to 
specify the directory like “-with-ldap=/usr/local/ldapcsdk/sdk/usr/lib” or 
something similar to get it installed. Also, it’s likely you’ll have other configure 
options for PHP—check the INSTALL doc in the PHP build directory.

Additionally, many Linux distribution vendors (Red Hat, for instance) provide 
precompiled PHP modules with support for LDAP built in. Check their 
distribution or update sites. You may find these packages easier to configure and 
support in your environment. It’s your call as to what you’re comfortable with.

Conclusion

This AppNote has introduced the concepts of LDAP in scripting languages and 
provided information about how to obtain and build these languages with LDAP 
support to get you started in your own explorations. With a little practice, you’ll 
find that working with LDAP in your favorite scripting language is easy, flexible, 
and fun. Keep in mind, though, that we’ve really just scratched the surface here— 
there’s a lot more to learn about LDAP and the scripting platforms discussed in 
this AppNote.

http://www.php.net
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Here are links to additional help for using LDAP with each of these languages, 
along with other some useful references:

• Perl: http://perl-ldap.sourceforge.net

• Python: http://python-ldap.sourceforge.net/doc/lib/

• PHP: http://www.php.net/manual/en/ref.ldap.php

• OpenLDAP: http://www.openldap.org

• LDAP v3 RFCs: search for RFCs 2251-2256 at http://www.ietf.org

• OpenSSL: http://www.openssl.org

• Novell C SDK for Linux: http://developer.novell.com/ndk/doc_cldaplin.htm

• Novell eDirectory/LDAP page: 
http://developer.novell.com/edirectory/ndsldap.htm (lists various eDirectory 
and LDAP references, with some good links to packages and open source 
tools)

• LDAP Zone: http://www.ldapzone.com (Novell-sponsored LDAP information 
site, designed to be vendor-neutral; full of links and resources, as well as an 
open forum for discussion of all LDAP issues)

Copyright © 2003 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.
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Introduction

There are three traditional veins of NetWare Loadable Module (NLM) writing: (1) 
low-level kernel extensions such as drivers, protocol stacks, namespaces, and so 
on; (2) applications; and (3) libraries. Of the three, libraries have been the most 
vague and contradicted topic of discussion over the 14-year history of NLM 
writing. This is the topic addressed by this AppNote.

What differentiates a library from another sort of code on NetWare? First and 
foremost, a library is any NLM that exports entry points for use by others. Second, 
a library is an NLM that has no active threads. Many NLM libraries on NetWare 
are actually a hybrid of an application or service and a library, because they have 
active threads in addition to exporting entry points. This “unfortunate” 
circumstance can arise due to necessity, bad architecture, or naivety on the part of 
the programmer. I can do nothing about the first reason, but I hope to help you do 
something about the second and overcome the third.

History of NLM Library Writing

NLMs have been around for about 14 years—long enough to have established a 
solid base of traditional practices regarding how to write them. Any discussion of 
NLM technology should be prefixed with a nod to history and tradition. This 
provides a basis for communicating any deviation from existing practice to make 
the discussion clearer.

How Libraries Were Written

In the early days of writing application NLMs, there were two approaches that 
were loosely determined by whether or not one wrote to CLib (and linked CLib’s 
prelude object). Applications that wrote directly to the NetWare operating system 
could not practically have a main and therefore had to handle all their own 
start-up, shut-down, and other problems solved by linking CLib’s prelude object.

Writing to CLib was easier and more closely resembled the coding process on 
other platforms, so it quickly became the officially-approved way of writing an 
application NLM. However, because developers and support personnel alike 
better understood writing to CLib, it also became the way to write NLM 
libraries—which, in retrospect, may not have been the best thing. As a result, 
today there are multitudes of CLib-based libraries that are obsolete in the modern 
world of mulithreading, multiprocessing, and LibC.
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Writing a library outside of the CLib world was a fairly simple task—after all, 
CLib itself was not a CLib NLM. One might initially reject this as an absurd 
statement, but note that by contrast, LibC is a LibC NLM, for a number of 
reasons. Since all a basic library has to do is start itself up and get some 
initializations, resorting to CLib for help in doing that was a little like cracking a 
walnut with a sledgehammer when a simple nutcracker would have sufficed. True, 
if the NLM’s command line was to be complicated, CLib simplified it into argc 
and argv. However, initialization of resources (including allocation of memory) 
could be easily done without CLib’s help, for calling AllocSleepOK is scarcely 
more difficult than malloc.

It is not my intent here to criticize the use of CLib historically for writing libraries. 
It follows that these remarks must lead to something useful. So, let’s see what a 
non-CLib library would look like.

A Simple Non-CLib Library.  The sample library NLM code shown below, which 
makes use of memset, assumes that CLib is loaded. I could have chosen to use 
some of the functions available to driver writers (for drivers that loaded without 
ensuring that CLib was loaded) such as CMovW and CSetB, but I’m choosing to 
use standard functions so I don’t have to explain the others. (It was a mistake not 
to support string.h interfaces at the lowest levels of the operating system in the 
first place.) I’m also choosing to use modern LibC headers, like netware.h, though 
equivalents existed or could have been easily manufactured back in those days.

#include <string.h>
#include <netware.h>

struct
{

int this;
long that;
void *theotherthing;

} gLibGlobals;

void *gNLMHandle; // module handle
rtag_t gAllocRTag; // for calling AllocSleepOK later on

int _StartProcedure // called by NetWare Loader
(

void *handle,
const char *commandline,
...

)
{

gNLMHandle = handle
gAllocRTag = AllocateResourceTag(handle, "Foolib's own memory",

AllocSignature);

if (!gAllocRTag)// (very unlikely error)
return -1;

memset(gLibGlobals, 0, sizeof(gLibGlobals));
return 0;

}
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By returning 0, this code tells the NetWare Loader that everything was successful 
and that it should remain loaded. Since no new thread is started, everything else in 
the NLM—whether it calls into CLib or just into the OS—is “dead” code.

And this is precisely my point. A library NLM is primarily “dead” code offered to 
other NLMs for their use, just as if that code were their own. Of course, this 
example is an extremely primitive library, but it helps illustrate the core of what a 
library is. It will also serve to demonstrate my next point about the excess 
initialization and code baggage that is introduced when one tries to write a 
CLib-based library.

A CLib Library.  When using CLib to write a library, you end up creating a great 
deal of superfluous initializations and resource baggage incidental to linking 
CLib’s prelude object just to set up the call to main. Most of what is done— 
creating screens, setting up standard consoles (such as stdin, stdout, and stderr) 
and much else—is entirely or mostly wasted effort in the case of a library. In 
addition, main runs on a new thread that will bring the library down as soon as it 
runs off main’s right brace. Thus attention must be paid to keeping the library 
NLM up and running.

Here is the previous simple NLM code in CLib terms:

#include <string.h>
#include <nwadv.h>
#include <nwthread.h>

struct
{

int this;
long that;
void *theotherthing;

} gLibGlobals;

rtag_t gAllocRTag; // for calling AllocSleepOK later on

int main
(

int argc,
char *argv[]

)
{

memset(gLibGlobals, 0, sizeof(gLibGlobals));

gAllocRTag = AllocateResourceTag(GetNLMHandle(),
"foolib's own memory", AllocSignature);

if (!gAllocRTag)
return -1;

ExitThread(TSR_THREAD, 0);
return 0;

}
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While this code accomplishes the same thing as the previous example, there are 
problems with it. As already discussed, there is a lot of useless baggage set up for 
the library that it will never use and that may get it (or the developer) confused 
and/or into trouble. Second, the reason for using CLib in the first place was to gain 
access to “CLib-isms” that would help me write using standard functions in place 
of NetWare-isms. But in the end, I still have to use AllocSleepOK instead of 
malloc if I want the library to own that memory. So linking with CLib’s prelude 
object doesn’t really get me very far.

Even though this example is somewhat simplistic, it is nevertheless an accurate 
microcosm of the world of problems facing library NLMs which will be discussed 
at length in this AppNote.

The Problem of Resource Ownership.  One of the most challenging phenomena 
in library writing is sorting out the problem of resource ownership. What a library 
developer must keep foremost in mind is that when the library references, for 
example, malloc in its code, it isn’t the library calling it, but the library’s client. 
The memory resource coming back is debited against the client and doesn’t 
belong to the library itself. To make its own memory allocation (except from main 
when it is starting up), the library has no other recourse than to call AllocSleepOK 
(exactly what my non-CLib example has to do).

Probably the single most frequent mistake among library developers is failing to 
understand this distinction. When I discuss a problem with a library developer, I 
make a personal point of not saying that the library calls CLib for this or that, but 
insist on saying that the “calling thread” makes a call to this or that interface in 
CLib or LibC. That way, the developer gets a clearer idea of what is going on and 
often immediately understands the problem that led to the consultation in the first 
place. So, let’s make this a sort of maxim:

It is not the library calling the interfaces referenced in its code, but the 
library’s client. And it is that client, not the library itself, that owns any 
resources allocated as a result of calling into the library.

Modern Library Writing

Modern NLM library writing divides into three broad classes, including the first 
two already discussed:

• System library NLMs that don’t link CLib’s prelude

• Library NLMs that do link CLib’s prelude

• A new type of library NLM that links LibC’s prelude
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As discussed in a previous AppNote (see “How to Write Start-up Code for 
NLMs” at http://developer.novell.com/research/appnotes/2002/august/06/ 
a020806.htm), LibC’s prelude isn’t as primitive as CLib’s. It supports a broad 
spectrum of NLM writing including all possible library types. And because 
LibC’s prelude can load earlier even than system volume mount, it works well for 
almost all NLMs.

Linking LibC’s prelude results in support for a new classification of three 
different approaches to library writing:

• Coding a main. LibC can discover at run-time whether an NLM has a main 
function and, if so, creates a new thread to run it. Like the CLib-based method 
already described, it is possible to perform initialization from main and then 
park the main thread on a semaphore so that it doesn’t run off of main and 
drop the NLM. (LibC doesn’t have an equivalent to ExitThread with its 
TSR_THREAD flag.) While this still isn’t the right way to write a library 
NLM, it could be a backward-compatibility solution for a quick port to LibC 
of an existing CLib-based library.

• Coding a _NonAppStart. This is the preferable method (unless DllMain is 
coded). For primitive (simple) libraries, this is the easiest, most versatile, and 
most NetWare-like method and is thus perfect for auto-loaded libraries. 
However, it suffers from an inability to manage the phenomenon of thread 
attach and detach, and it falls down in the area of process detach. (These 
problems are discussed in more detail later.)

• Coding a DllMain. This most modern method is possible starting with the 
installation of or upgrade to NetWare 5 Service Pack 6, NetWare 6 Service 
Pack 3, or NetWare 6.5 (code-named Nakoma). The jury is still out on how 
well this method works, because few have used it beyond Novell’s internal 
testing. It was created to help ports from Windows and solve certain problems 
whose solution, on other platforms, is arrived at through a more rigid library 
architecture—problems of process and thread attach/detach that 
_NonAppStart cannot solve.

How Libraries Are Consumed

Traditionally, auto-loading and linked-symbol dependence form the method by 
which application NLMs consume entry points (and, on rare occasion, data) from 
a library. An application NLM is linked with an auto-load dependency against a 
library, foolib.nlm, thus:

MODULE foolib.nlm # module to load to resolve symbols
IMPORT @foolib.imp # list of imported interfaces

This assumes the standard practice of a library developer publishing an import file 
containing a list of symbols exported by the library for use in other NLMs. 
Typically, the name is identical to the library’s filename, but with the extension 
IMP for “import file” in place of NLM.

http://developer.novell.com/research/appnotes/2002/august/06/a020806.htm
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Upon loading the application, the NetWare Loader “auto-loads” the library NLM 
because of the MODULE directive to the linker. This means that, before the 
application’s start-up code is executed (which may depend on symbols supplied 
by the library), the library NLM is loaded. If the library NLM isn’t there or it fails 
to initialize successfully and cannot stay up, the Loader drops the application 
NLM with an appropriate error message on the system console—usually it says 
something about missing symbols.

An auto-load library can also be linked with the auto-unload flag such that, as 
soon as both the auto-loading application and any subsequent consumer NLMs are 
gone, it unloads quietly to save precious system resources. This flag is linked into 
a library NLM thus:

FLAG_ON 0x00000040 # unload me if I'm not needed

(For Watcom’s wlink.exe, this directive is NLMFlags.)

This is also important for unloading protected address spaces with libraries in 
them: they won’t come down all the way down unless the libraries and other 
NLMs are gone. It is the NetWare Loader that senses this optimization and enacts 
it as a policy without conscious effort on the part of the library other than the link 
flag.

Lately, LibC has offered new interfaces to aid in the porting of applications and 
libraries from other platforms. These are summed up by the header dlfcn.h and, 
more recently, windows.h. The functionality is simple:

• Call dlopen with the path to the desired library.

• Call dlsym for each symbol to be consumed.

• Call dlclose once finished.

While this is not optimal functionality, Open Source porting has imposed the 
existence of such interfaces on Novell, which ever seeks to make NetWare a 
better target for applications. The reason is simple and has to do with Pentium 
processor optimizations. Calling functions through pointers can have a 
devastating effect on the branch prediction table, causing at least a 40 clock loss in 
some cases. However, offering this mechanism greatly facilitates porting. (For 
more details, see “Scheme for Optimizing Calls to Functions through Pointers on 
Pentium Processors” at 
http://developer.novell.com/research/devnotes/1998/august/04/.)

The windows.h solution is similar, using LoadLibrary and FreeLibrary. In fact, 
these two functions are little more than calls to dlopen and dlclose in LibC. There 
is no equivalent to dlsym.

Note: Although it has little to do with library writing, it is useful to keep in mind that 
most interfaces offered by LibC discussed here (such as dlopen) are perfectly 
consumable by CLib applications.

http://developer.novell.com/research/devnotes/1998/august/04/
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Using the Watcom Compiler to Build a Library

Here’s a quick section on using the Watcom 386 C/C++ 11.0x environment for 
building a library. There are still a few programmers inside Novell who use this 
environment. While it is impossible to write C++ code to LibC in this 
environment, it is possible to write C code as long as the statically linked library 
(libc3s.lib) isn’t included. Note that these remarks apply only to Watcom 11. 
OpenWatcom does not suffer from these problems.

If you use the older Watcom, prefixing becomes a concern. LibC has solved the 
backward-compatibility problem by providing libc.wmp and libc.ali, which get 
around wlink.exe’s inability to handle prefixing. wlink.exe’s ability to alias 
symbols makes this possible. If you want to support Watcom-built clients (as 
LibC does), you must take care of this problem for your library by providing 
similar files. With the existence of OpenWatcom, there is scarely any need to do 
so.

If you are building a library yourself using old Watcom instead of CodeWarrior, 
you will not be able to prefix your symbols. Yet Novell recommends that 
everyone prefix their symbols, which leads to a problem of orthogonality. 
However, if your library is proprietary (in the sense that your symbols are 
consumed internally to your applications and not generally available to third 
parties), and you auto-load and consume these symbols via the linker rather than 
the dlfcn.h interfaces, then there is no problem here.

You should avoid exporting symbols from your library that clash with 
industry-standard names like strcpy, getopt, mmap, iconv_open, and so on, 
without prefixing them. LibC reserves the right to export these symbols either 
naked or prefixed with LIBC@). If you want to find out more about producing 
compatible .WMP and .ALI files for use in place of the normal import file by your 
Watcom down-streamers, contact Novell Developer Support by way of the LibC 
newsgroup.

The Elements of a Well-Written NLM Library

Outside its actual utility, the elements of a well-written NLM library are:

• Initialization

• Interface signatures and prefixing

• Insulation against cross-contamination of client instance data

• Data instancing

• Attach and detach mechanisms and safeguards

• Kernel and protected address space support
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The last three are actually the same thing—ways of guarding data integrity in the 
rough and tumble world of multi-client and multithread support. The best 
safeguard against the challenge of data instancing and problems of 
cross-contamination is to code a library that makes no use of per-process or 
per-thread data such as a library full of interfaces like strcpy. However, the vast 
majority of NLM libraries must rely on per-process (application) data and many 
also need to distinguish between calls from different threads of a same client.

Initialization

Initialization is simple enough as long as required data and other resources are not 
extensive. In _NonAppStart or DllMain, calls to zero out data, read in tables, and 
allocate and initialize blocks of memory can be done in an ordered fashion. Any 
necessary reversal of this process is done in _NonAppStop or DllMain. When such 
data is complicated, very extensive, or telescopic in that it isn’t allocated, set up, 
or initialized except as needed, that presents a problem. Unless the library has its 
own threads (which it normally should avoid), you must take special care to 
ensure library ownership of the resource thus allocated, set up, or initialized.

A library cannot allow itself to be called by an application, realize that a table is 
needed that hasn't been allocated and initialized, allocate it, and then set it up if 
that table isn't to belong to the calling application—unless all resource allocation 
entailed by the operation is done using functions to which the library can pass its 
own resource tag. Since malloc doesn’t have a resource tag argument, a call to it 
will result in the memory allocated belonging to the caller instead of the library. 
Remember, the client application is the caller, not the library itself.

There are no easy solutions to this problem. For memory allocations, you can use 
library_malloc instead or a call directly to AllocSleepOK. But for synchronization 
primitives, there are no calls that will ensure that a mutex, for instance, gets 
attributed to the library instead of the NLM of the calling thread.

The best solution can be found in library design. Make certain you know of all 
such resources. Allocate them up front (in _NonAppStart or DllMain) while you 
have context to do so. The term “context” refers to the fact that when a module 
calls into CLib or LibC, these runtime libraries know just who that module is, so, 
if at start-up it runs on its own context, as it does from _NonAppStart, anything it 
does will belong to your library. However, if the code later makes calls (to malloc 
or to NXMutexAlloc), then any resources consumed will belong to the NLM that 
owns the thread that makes the call (which is not your library).

Another way around this problem, when design cannot solve it, is to create 
wrappered call-backs for use by the library itself. Wrappering a call-back using 
NXWRAP_INTERFACE as part of the start-up sequence for later calling in the 
library itself (but executing on a client’s thread) will ensure proper resource 
attribution.
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An issue that goes hand-in-hand with initialization is clean-up. As all NetWare 
developers know, NetWare complains bitterly about missing resources, especially 
allocated memory.

Interface Signatures and Prefixing

When designing your library’s exported consumables, whether functions or data, 
choose appropriate names that help make what your library offers an intact set of 
interfaces. Often, the names are imposed on you, such as the myriad standard calls 
in LibC. Whatever you choose to name them, ensure that you prefix them with the 
name of your library in uppercase. This is the only way to ensure against symbol 
collision in the flat NetWare symbol namespace and ensure that they can be found 
by consuming NLM applications calling dlsym.

The export list your library is linked with should look like this (incidentally, so 
should the import file you distribute to others who consume your symbols):

EXPORT (FOOLIB) foo, bar, foobar, morefoo

This results in symbols FOOLIB@foo, FOOLIB@bar, and so on. When other 
NLMs call foo (in their code, for example), of course they don’t add the prefix to 
their C code. Linking with your import file will cause the linker to generate a call 
to FOOLIB@foo and so on, instead of merely foo. This means two libraries 
could export the same symbol without colliding in the flat NetWare symbol 
namespace.

If you dynamically export symbols at run-time, you should also prefix them as 
follows:

ExportPublicObject(gNLMHandle, "FOOLIB@foo");

The reason to do all of this exactly as described here—which may be different 
from how you have done it in the past—is that dlsym cannot magically find the 
string symbols it is looking for (that is, devoid of their prefix) unless it can 
calculate the prefix. This calculation is done by dlopen for symbols got on the 
handle it passes back.

Insulation Against Data Contamination

In your design, take care that resources obtained for one thread are not consumed 
by or made available to any other thread—at least any other thread that does not 
belong to the application owning the thread on which they were set up. 
Stack-sharing would be the most egregious example of this catastrophic practice. 
You should already understand why this is bad, even if you are new to NLM 
library writing.

Data Instancing

Data instancing is probably the most difficult aspect in NLM programming. It is 
in writing NLM libraries that all data instancing problems are encountered in their 
worst forms.



w w w . n o v e l l . c o m / a p p n o t e s
80

D
ev

el
op

er
 N

ot
es

Application Data.  LibC exports a number of interfaces specially set up to help 
you handle problems of data instancing at the NLM or process level. The most 
important of these interfaces are get_app_data and set_app_data. As will be 
shown in my examples, these functions permit you to do the following:

• Determine, in the context of any calling thread, whether that thread’s 
application has ever called your module before (get_app_data)

• Get the block of allocated data for it if it has already been set up (ibid)

• Set up a block of data, initialize it and establish it (set_app_data) for the 
application

Once established, the data will be there the next time any thread from that NLM 
calls your library. The destructor for this data is established when you call 
register_library, or register_destructor from DllMain.

If what I’ve described were really that simple, the application level would be 
simply and effectively handled. The problem that arises on NetWare is that, by 
reason of registered call-backs, a calling thread doesn’t always have enough 
contextual identification to ensure that get_app_data can accurately identify the 
caller. It may decide that the caller has never called before. The solution to this is 
for your clients to wrapper their call-backs, as discussed in NKS. This is a 
problem not only for third-party libraries, but for LibC as well. Correctly 
wrappering all call-backs using the interfaces in nks/netware.h solves the 
remaining problem of application data instancing.

While this is not something library code need concern itself with, it is useful to 
describe call-back wrappering because it occurs in application code. Call-back 
wrappering is accomplished using macros in nks/netware.h. Here is an example:

#include <nks/netware.h>

void  *gCBFRef = (void *) NULL;

static int  CallBackFunc( int arg1, double arg2 );

static int CallBackFunc( int arg1, double arg2 )
{

// do stuff here after getting called back by whatever service
// you've registered with including a library
// ...
return 0;

}

void InitializeFunction( void )
{

int   err;

// wrap the call-back...
err = NX_WRAP_INTERFACE(CallBackFunc, 3, &gCBFRef);

// ...
}
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void CleanUpFunction( void )
{

// free up the call-back wrapper
if (gCBFRef)

NX_UNWRAP_INTERFACE(gCBFRef);
}

CallBackFunc is made static here to emphasize the fact that it isn’t its address, but 
the wrapper’s, that will be communicated to the service, library, etc. for the 
purpose of calling. Do not be confused by this example and discussion. Your 
library client does not need to do this in order to call your interfaces. It is only 
when the address of a function inside the application is going to be communicated 
to, say RegisterForEventNotification or other services, that this needs to be done. 
It must be done because the actual thread that will execute the call-back will not 
be one that belongs to the client application. In the course of the call-back, the 
executing thread makes use of LibC interfaces that need context like open which 
uses the application’s open file descriptor table.

There is no way to find the application data without having put a context wrapper 
around the call-back. The wrapper contains code to save the application identity— 
a pointer to the NKS virtual machine (VM) structure—and set it as the thread’s 
owner for the duration of call-back execution. After the call-back is through, the 
original VM identity is restored by the wrapper. (This is a different and slightly 
less intrustive way of doing what was done by CLib applications using 
SetThreadGroupID.)

Thread Data.  Thread data takes a bit more work to handle because it cascades 
from application data. It is not possible to identify the thread-specific data without 
accurately knowing the application data. In combination with get_app_data, 
which gets the instance data for the application, your library can also discover 
whether per-thread data has been allocated, allocate it if it has not, or get a pointer 
to it if it has. This is done by creating a key with NXKeyCreate at the time that the 
application instance data is allocated and set (using set_app_data) for the calling 
application.

Thereafter, upon getting application data, you can use the stored-away key index 
to call NXKeyGetValue. At the time that the key is originally created, a destructor 
for the data associated with the key is registered if necessary. In my library sample 
code, I illustrate this point trivially by inventing a sort of errno in a structure that 
must be kept per-thread. Of course, what is kept per-thread by a library could be 
very much more complex, but in this example, only free is necessary as a 
destructor. There could also be no suballocation of per-thread data at all, only a 
scalar value kept for error reporting, but that would have been too simple for an 
adequate example.
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Attach and Detach Mechanisms and Safeguards

In Windows, which has the most formal specification of dynamically loaded 
libraries (or DLLs), DllMain is a function coded by the library developer to 
handle several messages, including:

• DLL_PROCESS_ATTACH

• DLL_PROCESS_DETACH

• DLL_THREAD_ATTACH

• DLL_THREAD_DETACH

DllMain is called by client applications (a client application is one that calls 
LoadLibrary to connect to the dynamically linked library whose pathname is 
specified in the argument) at opportune times and asked to perform these essential 
tasks.

In process attach, the library has the opportunity to allocate a block of memory 
associated with the calling application. (I’ve already discussed doing this under 
“Application Data” above.) On Windows, this association is handled transparently 
because Windows libraries are not written in the kernel, but in a protected address 
space (also referred to as user address space). All memory allocated belongs 
transparently to the calling application because the Windows operating system 
instances the DLL for each of its clients. NetWare could do this too, if it were 
possible to force developers to accept to run only in the protected address space 
and only one NLM application in that address space. Unfortunately, this is not 
possible for many reasons. Consequently, writing libraries for use in a protected 
address space does not make the problem of managing data instancing disappear.

So, DllMain is called with DLL_PROCESS_ATTACH when LibC detects that a 
client application is attempting to connect with the library. LibC is able to do this 
if:

• The consumed library has registered itself as a library. This is done 
automatically for every library that codes a DllMain.

• The client explicitly requests the attachment, in the Windows way, by calling 
LoadLibrary or it may call dlopen which is identical.

Calling DllMain with DLL_PROCESS_DETACH is what happens when the 
consuming application calls FreeLibrary, dlclose, or unloads. It is an opportunity 
for the library to deallocate any process or NLM instance data created for its 
client. This may include memory, synchronization objects like mutexes, and 
per-thread keys.
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DllMain is called with DLL_THREAD_ATTACH and DLL_THREAD_DETACH 
only under specific circumstances that can be easily gotten around. These 
messages are delivered if and only if the client application creates new threads and 
terminates them normally through either NKS mechanisms such as 
NXThreadCreate or the industry-standard thread packages built upon them, such 
as pthreads (pthread_create) or UNIX International (thr_create).

The ability to handle the thread and process messages in DllMain is a delicate one 
only recently made available by the creation of the DllMain mechanism. Libraries 
built around _NonAppStart, and consuming applications that auto-load libraries in 
the traditional way, cannot make use of these mechanisms. This is still the 
majority of NLMs; indeed, at the time this AppNote was written, there were no 
shipping libraries based on DllMain. Therefore, in addition to coding the DllMain 
messages, it is best to handle attach and detach in the old way rather than to rely 
purely on the Windows way. (This will be demonstrated later in this AppNote.) 
The reason is that you likely cannot force other NLMs to consume your entry 
points via dlopen (LoadLibrary), but if the library isn’t going to be consumed by 
any applications outside your own, you could dispense with this complexity.

Kernel and Protected Address Space Support

If your library consumes kernel-only services, you cannot load it in a protected 
address space where it will not have access to those services. If the library is 
loaded in the kernel, then consuming applications cannot themselves be loaded 
into a protected address space without special modification of your library.

LibC overcomes this problem by loading both in the kernel and in a protected 
address space. In cases where the service being interfaced by LibC is a 
kernel-only one (such as managing System V semaphores and other IPC 
mechanisms like FIFOs that must be shared across all address spaces), it is the 
instance of LibC loaded in the kernel that handles all of these issues—either 
directly with the consuming applications, or indirectly by fronting interfaces to 
the instances of itself that are loaded in a protected address space.

The coding to do this is rather tricky and involved. To attempt to cover it here 
would greatly lengthen and confuse the subject at hand. A future AppNote will 
cover the issues of basic marshalling and illustrate how to write interfaces in 
kernel code that can be consumed from an application in the protected address 
space.
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Tricks in Writing Dual-Mode NLMs

Dual-mode NLMs are those written to LibC that also support CLib-based clients 
thinking they are calling into a CLib-based library NLM. Depending on what 
services an NLM library wants to consume in its pursuit of purveying more 
sophisticated services to its down-streamers, it may be necessary to check to see 
what sort of NLM is calling using the get_app_type function. This function 
returns a bit field that contains information about what sort of NLM owns the 
calling thread.

Today, the possible types are:

• LIBRARY_CLIB - the calling thread was created by a CLib application via 
BeginThread or BeginThreadGroup

• LIBRARY_JAVA - the calling thread is obviously one created by the Java 
Virtual Machine

• LIBRARY_UNKNOWN - no obvious context can be identified

Using this information, it is possible to make calls into CLib instead of LibC. It is 
hoped that this undesirable phenomenon will not occur very often, especially 
since a CLib application can also consume interfaces from LibC.

As an illustration, imagine that due to inescapably poor library and client design 
(perhaps because a library is being ported from CLib dependence to LibC, but the 
application already running on it cannot be ported yet), a library must allocate a 
CLib semaphore and pass it back for consumption in its caller. The following 
code illustrates the decision to do this.

#include <library.h>

extern LONG OpenLocalSemaphore( LONG initialValue );

int dosomething( LONG *sema )
{

if (get_app_type() & LIBRARY_CLIB)
*sema = OpenLocalSemaphore(1);

return 0;
}

Writing a dual-mode library can be tricky when it comes to header file inclusion. 
It is best to use the LibC headers and, as I have done here for 
OpenLocalSema-phore, not include the CLib ones, in this case, nwsemaph.h. This 
is because many LibC and CLib headers have the same names, their types and 
data structures aren’t compatible and, in the case of stdarg.h, they are totally 
incompatible. Functions such as vprintf in CLib cannot be consumed when LibC’s 
stdarg.h is used to compile the call, and vice versa. Fortunately, the number of 
such functions is very small and the need to use them is smaller still.

The function foo in the sample code demonstrates coding a dual-mode situation 
and uses printf (and not vprintf!) from both libraries as its illustration.
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Versioning—A Solution

It is conceivable that you could use prefixing to create a sort of interface 
“versioning.” Versioning interfaces is desirable when their parameter lists, 
structure size, and so on change, creating a situation in which the version is being 
used cannot be divined from the call, or an inevitable page fault would result no 
matter how carefully the investigation is done.

One method is to use a different or numbered prefix for the new function. Existing 
callers are already using the basic prefix in their NLMs. If they recompile and 
relink, they would get new sizes, or at least compilation errors, forcing them to 
move up to the new version. Relinking using your import file gets them linked to 
the new version.

Assume a function, foobar, is getting a facelift for whatever reason in your library 
foolib. In your library code, when you create a new version of a function, use the 
old name, but export it as FOOLIB2@foobar.

Next, rename the old function in the code to foobar_old or whatever suits your 
fancy. When your library loads, you will use ExportPublicObject to export it 
dynamically under the old name which is remains FOOLIB@foobar.

ExportPublicObject(NLMHandle, "FOOLIB@foobar", foobar_old);

This is because (except for using aliasing in the Watcom linker) there is no way to 
export a symbol of one name (foobar_old, for example) under a different name, 
prefixed or not.

When your NLM loads, it will statically export the new function and, quickly 
upon start-up, begin exporting the old function, though renamed, under its 
expected name.

Your export/import file will appear thus:

EXPORT (FOOLIB) foo, bar, morefoo, (FOOLIB2) foobar

Note that this versioning solution removes the possibility of discovery via dlsym 
version even if the rest of your library follows the guidelines in this AppNote for 
conformance to dlfcn.h use.

Walk-Through of an NLM Library

This section will step you through the elements of a well-written NLM library. 
Then it will delve into the particular aspects of process and thread attach/detach, 
where the methods deviate from each other. I’ll point out how a DllMain-based 
library can be coded in such a way as to prefer that method of consumption, but 
still be consumable by other, more traditional methods.
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Startup and Initialization

To link my library, I need the following statements in a makefile.

START _LibCPrelude
EXIT _LibCPostlude

You see, creating a library isn’t different with respect to start and exit functions 
from an application. It is the existence of a DllMain that makes the difference. 
Even if I use the _NonAppStart method of writing a library, I still use the same 
link statements to get LibC’s help. Allowing LibC to start me up gives me full 
LibC context for the purposes of initialization. I can call printf or any other 
reasonable function from my DllMain code if I do this.

I’ll show both types of start-up code to demonstrate how this is done.

_NonAppStart. The code for the _NonAppStart version of my library is listed 
after the DllMain sample code for purposes of comparison.

DllMain. The DllMain method is almost identical to how it would be done on 
Windows, but with a few differences in that there are three additional messages to 
handle beyond the usual ones:

• DLL_DLLMAIN_STUB. You must return TRUE for this message. This is 
called by LibC when it starts up your library (only if you link libcpre.o, of 
course) and is how LibC detects that the DllMain present is a real one and not 
the stub that applications or other NLMs that don’t code a DllMain get from 
LibC itself. In other words, this is a crutch I’ve used to get around certain 
problems in the NetWare Loader. If you do not do this, your DllMain will 
never get called. You could use this as a trick to embed a dormant DllMain 
inside your library that is only used when you load it with a special switch 
which you would get using getcmdline, but that’s left to your imagination.

• DLL_NLM_STARTUP. This is the rough equivalent to _NonAppStart. 
Anything you would do there, you can do here instead of coding that function 
separately, though it doesn’t matter if you have both DllMain and 
_NonAppStart.

• DLL_NLM_SHUTDOWN. Similarly, this is the same thing as _NonAppStop.

DllMain Sample Code and Commentary

In this section I make specific comments on code segments and partial or 
incomplete code segments from the DllMain sample code. But for space reasons, I 
won’t reproduce all of the code here.

Let’s start by examining some definitions. First, here’s the header that my library, 
foolib, will distribute to its down-stream clients.
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foolib.h:

#ifndef __foolib_h__
#define __foolib_h__

#ifdef __cplusplus
extern "C" {
#endif

int foo    ( const char * );
int foobar ( void );
int foobad ( void );
int morefoo( void );

int *__foo_errno( void );

#ifdef __cplusplus
}
#endif

#define foo_errno *foo_errno()

#endif

All the interfaces surfaced by foolib are prototyped here, plus a prototype for its 
errno. Reporting errors in this way is an outdated method, but here it serves to 
demonstrate how a library can support per-thread data.

Here are the private, internal definitions to remember.

private.h:

#ifndef __private_h__
#define __private_h__

typedef struct // instance data for clients down-stream
{

NXKey_t appThrKey;
char appOtherdata[1];

} appdata_t;

typedef struct // thread-specific data managed for clients
{

int thrX; // (thrX: just so errno isn't the only...
int thrErrno; // ...per-thread data in this example)

} thrdata_t;

// library-private data...
extern int gLibId;
extern void *gModuleHandle;
extern NXMutex_t *gLibLock;

// internal library function prototypes...
int   GetOrSetInstanceData ( int id, appdata_t **data, thrdata_t **thrdata );
int   DisposeAppData ( appdata_t *data );
int   DisposeThrData ( thrdata_t *data );

#endif
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Using these, I’ll be able to manage instance data no matter whether it is consumed 
in modern fashion, via LoadLibrary and DllMain, or in the traditional NetWare 
way.

Now, here is the DllMain. Ignoring the complexity of handling instance data, it 
looks like this.

dllmain.c:

#include <windows.h>
#include "private.h"

int DllMain
(

void           *hinstDLL,
unsigned long  fdwReason,
void           *lvpReserved

)
{

switch (fdwReason)
{

case DLL_PROCESS_ATTACH :
case DLL_PROCESS_DETACH :
case DLL_THREAD_ATTACH :
case DLL_THREAD_DETACH :
case DLL_ACTUAL_DLLMAIN :

return TRUE;

case DLL_NLM_STARTUP :
gModuleHandle = lvpReserved;
gLibId = (int) hinstDLL;
register_destructor((int) hinstDLL, (int (*)(void *))

DisposeAppData);
return TRUE;

case DLL_NLM_SHUTDOWN :
return TRUE;

}

return FALSE;
}

But this code has to do a lot more, including process and thread attach and 
detach—hence the code as it appeared in the _NonAppStart example presented 
earlier. Consumers of foolib that load/use it via LoadLibrary will get their thread 
attach and detach using DllMain. Those that consume it in the more traditional 
NetWare way will not. Support for the latter is provided by 
GetOrSetInstance-Data. This merits some comment, mostly to point out that this 
function is to be called from each exported function that needs to handle instance 
data. Otherwise, a thread calling in will fail to do what it is supposed to do.
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The remaining detail to discuss was just alluded to. I’m not proposing to create an 
useful library here, but if I have a function that’s going to consume instance data, 
I must, as I have already said, set up pointers to the data appropriate to the calling 
thread (which also implies an NLM or application). In this case, I’m going to use 
an errno-type, per-thread variable—even though hardly anyone creates interfaces 
in this way anymore, it’s a good illustration of per-thread data use. Be sure to read 
the additional comments in the source code on how to protect yourself in case of 
failure to get instance data.

int foobar( void )
{

int         err;
appdata_t   *data;

if (err = GetOrSetInstanceData(gLibId, &data, (thrdata_t **) NULL))
{

foo_errno = err;
return -1;

}

// do stuff that foobar must do as a library function...
return 0;

}

int *__foo_errno( void )
{

thrdata_t   *data;
static int  MINUS_ONE = (-1);

/*
** This library errno is implemented here only to show how a library might
** make use of one key in the calling application to use to store any thread-
** specific data that might be needed, like an errno.
*/

return (GetOrSetInstanceData(gLibId, (appdata_t **) NULL, &data))
? &MINUS_ONE
: &data->thrErrno;

}

_NonAppStart Sample Code

Here is the _NonAppStart version of the above code. Note the comments about 
not managing instance data. If you want to have a check-unload procedure (one 
that is called by the NetWare Loader before your NLM is to be brought 
down—something you can prevent using this procedure), be sure to add the 
following line to your linker directives:

CHECK _LibCCheckUnload

and your check-unload function is called _NonAppCheckUnload.
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For more information about check-unload procedures, refer to “How to Write 
Start-up Code for NLMs” in the August 2002 issue of AppNotes at 
http://developer.novell.com/research/appnotes/2002/August/06/a020806.htm. 
The relevant section starts on page 89 in the hard copy.

nonapp.c:

/*
** This is only an example of how to do library start-up and shut-down
** without DllMain().
*/
#include <screen.h>
#include <stdlib.h>
#include <string.h>
#include <library.h>
#include <netware.h>
#include <nks/synch.h>

#include "private.h"

/*
** This lock protects me from attempting to allocate application data on
** more than one thread at once for the same NLM. I don’t need it to govern
** per-thread allocations since they are only done for the calling thread
** by the calling thread. This lock will tend to convoy application instance 
** data creation, so if performance takes a hit because of lots of client 
** applications hitting it, I'll need to think up a better solution.
*/
NXMutex_t   *gLibLock = (NXMutex_t *) NULL;

int         gLibId = -1;
void        *gModuleHandle = (void *) NULL;

NX_LOCK_INFO_ALLOC(gLibLockInfo, "Per-application Data Lock", 0);

int  _NonAppStart
(

void        *NLMHandle,
void        *errorScreen,
const char  *commandLine,
const char  *loadDirPath,
size_t      uninitializedDataLength,
void        *NLMFileHandle,
int         (*readRoutineP)( int conn, void *fileHandle,

size_t offset, size_t nbytes,
size_t *bytesRead, void *buffer ),

size_t      customDataOffset,
size_t      customDataSize,
int         messageCount,
const char  **messages

)
{

int   err;
#pragma unused(commandLine,loadDirPath,uninitializedDataLength)
#pragma unused(NLMFileHandle,readRoutineP)
#pragma unused(customDataOffset,customDataSize)
#pragma unused(messageCount,messages)

SetAutoUnloadFlag(NLMHandle);

http://developer.novell.com/research/appnotes/2002/August/06/a020806.htm
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/* F R O M   N L M   S T A R T - U P . . .
** This is not the right environment to allocate application-specific instance
** data because the module is not being called by either the auto-loading
** consumer or by the one calling LoadLibrary() or dlopen(). Even if one of those
** two is the reason it's loading, this particular call is from the NetWare
** Loader putting it in memory and allowing it a chance to initialize.
*/

gLibLock = NXMutexAlloc(0, 0, &gLibLockInfo);

if (!gLibLock)// this will rightly keep it from loading!
{

OutputToScreen(errorScreen, "Unable to allocate library data lock.\n");
return -1;

}

gLibId = register_library((int (*)(void *)) DisposeAppData);

gModuleHandle = NLMHandle;

return 0;
}

void _NonAppStop( void )
{
/* F R O M   N L M   S H U T - D O W N . . .
** This case occurs at extreme shut-down (under the control of the NetWare
** Loader) because the module is autounloading, is no longer needed, and has its
** autounload flag set either with the linker or by calling SetAutoUnloadFlag(), 
** or being hard-unloaded.
**
** If this is a case of being unloaded after traditional NLM use, this module
** isn't able to clean up its consumer's instance data now because it doesn't
** have any relationship to it. That's not a problem: the consumer cleaned it up
** by reason of the module having registered its destructor in the first place.
*/

NXMutexFree(gLibLock);
}

int _NonAppCheckUnload( void )
{

// it's okay with being unloaded...
return 0;

}



w w w . n o v e l l . c o m / a p p n o t e s
92

D
ev

el
op

er
 N

ot
es

Conclusion

This AppNote has provided some discussion and recommendations for writing 
NLMs as dynamic libraries. You are encouraged to download the source code and 
study it in its entirety. It is available to download from 
http://developer.novell.com/research/appnotes/download.htm. Feel free to 
consume this code in any way you see fit for writing your own NLM library.

The following links are to newsgroups where you can get suggestions and help for 
problems you encounter:

• LibC: news://developer-forums.novell.com/novell.devsup.libc

• CLib: news://developer-forums.novell.com/novell.devsup.clib.clib

Copyright © 2003 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
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In last month’s article, we installed iManager 1.5 on a 
NetWare 6 server, a Windows 2000 server, and a 
Linux server. We also talked about the new role-based 
administration paradigm that iManager follows, and 
defined roles and tasks. In this 
month’s article, we’ll continue our 
discussion of iManager 1.5 by 
talking about how to access iMan-
ager 1.5, how to create roles and 
assign tasks and users to the roles, 
and define Role Based Services 
(RBS) objects.

Accessing iManager
Once you have successfully 
installed iManager, you can begin 
administering your tree with the 
utility. In order to access iMan-
ager, you need to have a browser 
(Internet Explorer 5.5 or later, or 
Netscape 6.2 or later). To access 
iManager 1.5 on a NetWare server, 
open your browser and type the 
following address in the address 
bar:

https://ip_address:2200/eMFrame/iManager.html

To access iManager on a Windows 2000 Server, type 
in the following address in the browser address bar: 

http://ip_address/eMFrame/iManager.html

To access iManager running on a Linux server, type in 
the following address in the browser address bar: 

http://ip_address:2200/eMFrame/iManager.html

When you access iManager, you will see the home 
page, which should look similar to the one shown in 
Figure 1.

Navigating In iManager
The navigation of iManager 1.5 is considerably 
different from previous NetWare administration tools. 
First of all, it is completely browser-based instead of a 
client application like NWAdmin32 and ConsoleOne. 
You navigate in iManager by using the navigation bar 
at the top and by using the content pane on the left-
hand side of the window. The content you want to see 
is displayed to the right of the content pane. The 
display is done using HTML, so you can follow the 
links provided in the browser interface. 

One important point that must be mentioned is that you 
should only use the navigation links provided to you 
by iManager. You should not use the back and forward 
navigation buttons on your browser. The content on 
iManager is generated dynamically using scripts and 
programs that query the Directory and display the data 
inside the browser. If you use the browser’s navigation 

buttons, you may not see accurate information and you 
will mostly experience errors from the inaccurate 
content as you update and change information in the 
Directory. 

Secondly, iManager uses pop-up windows in many 
locations so you may need to disable any ad or pop-up 
filtering software you are using. Or, if the software 
supports it, you can add the domain name to your list 
of addresses to not filter pop-up windows.

Figure 1: iMonitor’s Home Page.
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The content pane displays
the available operations
that you can perform
within an area on the nav-
igation bar. 
Navigation Bar
Figure 2 shows the navigation bar of iManager. 

Figure 2: Using the navigation bar to access the 
functions in iMonitor 1.5.

As shown in Figure 2, you navigate through the func-
tions of iManager by using the navigation bar. At the 
left edge of the navigation bar, you will see the user-
name and context of the user that is currently logged in 
to iManager.

You will need to know to where each of the buttons on 
the navigation bar is linked. The following table shows 
the names of the buttons and gives an explanation of 
what each one does.

Content Pane
The content pane displays the available operations that 
you can perform within an area on the navigation bar. 
The pane also displays the roles that are defined for 
that area. For example, if you choose the Roles and 
Tasks button, you will see several predefined roles in 
iManager. You can then navigate through these roles 
and perform the network administration tasks you need 
to perform. 

Figure 3 shows the content pane for the Roles and 
Tasks button.

Set Up Roles and Tasks
One of the main benefits of iManager over other 
administration tools is the Role Based Services (RBS) 

administration 
paradigm that is 
used. This 
allows you to 
easily, quickly, 
and effectively 
distribute the 
administration 
of your network 
to other users. It 
also allows the 
administrative 
users to more 
easily perform 
their assigned 
tasks without 
being confused 
by other 
network func-
tions.

The network-
assigned admin-
istrative user 
will only see the 
administrative 
functions they 
have access to 
and won’t even 

have to browse through the entire tree to find their 
location, as is the case with both ConsoleOne and 
NetWare Administrator. A user can be assigned as 
many roles as necessary in the tree. It’s always a good 
idea to have a tree-wide administrative user that has 
access to all roles and functions within the tree. 

Installing iManager 1.5 extends the schema of the tree 
and adds the following RBS objects to the tree.

Button Name Explanation

Home Returns to the home screen of 
the currently selected button

Exit Exits from iManager

Roles and 
Tasks

Displays the roles associated 
with the logged in user

Configure Option to manage RBS such as 
create/edit roles, and tasks

Developer Allows you to create custom 
tasks

eGuide Launches eGuide Administration

Help Launches the help window that 
links to the Novell Document 
web site. 

Object Description

rbsCollection Container object that holds all RBS 
role and module objects

rbsRole Specifies the tasks that users are 
authorized to perform

rbsTask Represents a specific function, 
such as resetting login passwords

rbsScope Represents the context in the tree 
where a role will be performed. 
This object is associated with the 
rbsRole objects

rbsModule Holds the rbsTask objects

Figure 3: The content page for the 
Roles and Tasks button.
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The iManager installation
includes several rbsMod-
ules for your use to define
roles, even though several
roles have already been
defined for you.
These objects are created once you install iManager 
and log in to it for the first time. They organize Role 
Based Services in the eDirectory tree. The collection 
object is the top-level container for all other RBS 
objects and holds rbsModule and rbsRole objects. 

An rbsModule object holds a specific task, while an 
rbsRole holds an rbsScope object. It is the rbsModule 
that actually defines the administrative tasks that can 
be performed in the tree. Once a role is created, it uses 
the capabilities that are defined by a module.

The iManager installation includes several rbsModules 
for your use to define roles, even though several roles 
have already been defined for you. As each new 
product or service is added to the tree, the service can 
add a new module with predefined administrative 
tasks. For example, when you install ZENworks, it will 
add new rbsModules into the tree. Roles can then be 
created from these new administrative tasks that are 
available. 

A scope object is used to limit the scope of where a 
user can perform the tasks granted to them in their role. 
For example, if you only want a user to be able to 
create other users in the context edu.prv.nnovice, then 
you would specify a scope object when you associate a 
user with the role.

rbsTasks are the actual administrative functions that 
can be performed in the tree, such as creating user 
objects in the tree. A role will give an administrative 
user access to perform the specified tasks. 

iManager Roles
iManager 1.5 creates over a dozen new roles in the tree 
for you. These are general roles, but they can be used 
to help distribute the administrative functions within 
the network.

For example, one role is called DHCP Management. 
Granting a user as a member of this role would give the 
user the right to perform tasks such as IP address 
management, subnet management, DHCP server 
management and others. A member of this role would 
be able to administer all aspects of DHCP for your 
network. Members of roles can be users, groups, or 
even containers. Next month we will begin a discus-
sion of each predefined role that comes in iManager.

Creating a New Role
Even with all the predefined roles in iManager, it may 
be necessary to define your own roles with tasks to fit 

the needs of your network. This is easy with iManager. 
When you create a new role, you will see a new 
rbsRole object appear in the tree underneath the 
rbsCollection object. This role will also be added to the 
content pane for the members of this role. 

To create a new role, perform the following steps:

1. Log in as the owner of the rbsCollection where 
you will create the role object.

2. Click the Configure button.

3. Click Role Configuration > Create iManager 
Role.

4. Enter a name for the role in the Role Name field.

5. Specify an rbsCollection to hold the object in the 
Collection field. You can enter a description for 
the role in the Description field if you choose to.

6. Click Next.

7. Select the tasks you want assigned to this role. 
Click Next.

8. Select the name and context of the members you 
want associated with this role.

9. Define the scope where you want the member of 
this role to perform these tasks. Each member can 
have their own scope or they can all have the same 
scope.

10. Check the Inheritable check box if you want the 
members to be able to perform these tasks inside 
this container and in other containers underneath 
it. Uncheck the box if they should only be able to 
perform the scope inside the selected container.

11. Click Add.

12. Repeat steps nine and 10 for each object you 
added as a member of this role.

13. Click Next.

14. Click Finish.

Conclusion
You have now learned how to access the iManager 
utility and how navigate from within it as well. We 
also discussed how Role Based Services is set up and 
detailed the steps to create a new role.

In next month’s article, we’ll begin a discussion about 
the predefined roles in iManager and how to create 
new tasks, modules, collections, and property books. 
We’ll also discuss User Self Management.

it 
M a y  2 0 0 3

95



net
management

w w w .
96

Se
ct

io
ns

Many resellers may not be
aware that there are hun-
dreds of applications that
support the Novell Small
Business Suite. 
Sampling of Line-of-Business 
Applications that Support the 
Novell Small Business Suite

Buck Gashler
Product Manager
Novell, Inc.
bgashler@novell.com

Novell resellers don’t have to be convinced of the 
advanced feature set included in the applications that 
comprise the Novell Small Business Suite, not to 
mention the inherently superior dependability, reli-
ability, and security of Novell software. They’ve 
learned all of this over time. 

The challenge often facing the reseller is convincing 
the customer to choose the Novell Small Business 
Suite when the customer is most concerned with the 
line of business application that powers his business. In 
other words, will the line-of-business application 
support the Novell Small Business Suite that the 
reseller is recommending?

Line-of-business application examples might include 
the law practice software that enables a law firm to 
track its cases and bill accordingly. Or construction 
software that handles bids and subcontractor payments, 
and medical practice software that handles every-
thing—from appointments to billing, to HIPAA 
compliance.

Many resellers may not be aware that there are 
hundreds of applications that support the Novell Small 
Business Suite. They do this through a shared storage 
drive, NetWare printing support, an application down-
load from the NetWare server, or a full application 
execution as a NetWare Loadable Module (NLM) from 
the NetWare server.

At the request of many Novell resellers looking for 
industry-specific software applications that support the 
Novell Small Business Suite, the Novell Small Busi-
ness Suite team has recently begun working with the 
Novell Cool Solutions group to notify resellers of some 
exceptional line-of-business applications. Resellers 
can view this through an ever-expanding Web page at 
http://www.novell.com/coolsolutions/smallbiz/
partner_solutions.html that lists some of these applica-
tions, along with the means for resellers and vendors to 

notify Novell of other applications that support the 
Novell Small Business Suite.

Below is just a sampling of some of the applications 
currently listed.

AbacusLaw
AbacusLaw practice management software has helped 
over 100,001 attorneys and their staff to simplify, orga-
nize, and control their practices since 1988. 
AbacusLaw gives attorneys complete control of cases, 
contacts, calendars, dockets, ticklers, documents and 
conflicts through three product offerings: 

• AbacusLaw Professional

• AbacusLaw Advanced

• AbacusLaw Enterprise

While all versions support Novell NetWare, 
AbacusLaw Enterprise uniquely leverages NetWare’s 
strengths by providing secure access, data protection, 
and increased speed in a true client/server database 
environment via the Advantage Database Server which 
runs as an NLM on the NetWare server. To find out 
more about AbacusLaw software, see 
http://www.abacuslaw.com

Agency Systems
Agency Systems is time-centered insurance agency 
management at its best. With all the features you 
should demand from a first-line system, including the 
first real-time, true insurance accounting, Agency 
Systems fulfills the promise of total insurance automa-
tion. With no end of day, month or year, your system is 
never down and you have access to all of your data and 
reports at any time. Other features include imaging, 
rating interface, company interface, ACORD forms, 
custom forms, detail coverage database, word 
processing, diary, suspense, marketing, quotes, 
submissions, and more.

Agency Systems supports the Novell Small Business 
Suite by enabling the application to be shared on the 
NetWare server, and leveraging NetWare’s networking 
strengths including security, storage, printing, and 
management. To learn more about Agency Systems 
software, see http://www.agencysystems.com 

AltaPoint Medical
AltaPoint Medical, with its comprehensive practice 
management features, is “everything you need in one 
easy, integrated program.” AltaPoint combines the 
mandatory patient and insurance billing, electronic 
claims processing, inventory, scheduling, reminders, 
and clinical record storage, and more. AltaPoint adds 
impressive advanced features, such as speech recogni-
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Novell continues to be noti-
fied by resellers of the
line-of-business applica-
tions they use with the Nov-
ell Small Business Suite to
provide a complete net-
work-based vertical mar-
ket solution.
tion for narrative dictation, picture and radiograph 
storage, and Palm Organizer support—all in one 
friendly and intuitive system. 

AltaPoint Medical also includes practice-specific 
components for ophthalmologic, optometric, and 
chiropractic practice management. When running on a 
Novell Small Business Suite NetWare server, 
AltaPoint Medical provides an efficient, dependable, 
and secure, NLM-based, HIPAA-compliant 
client/server environment. 

You can find AltaPoint Medical at 
http://www.altapoint.com/altamed.htm 

Everest Integrated Business
Everest Integrated Business from Icode provides a 
fully integrated, client/server based business and 
accounting suite of products. These products are 
designed to offer unsurpassed features, power, versa-
tility, and affordability to a remarkable variety of 
industries.

Its 32-bit database NLM upgrades a NetWare server 
into a powerful business database server designed to 
manage the comprehensive business tools for 
accounting, order entry, perpetual inventory control, 
and business administration all at an affordable price 
for small- to mid-sized businesses. To find out more 
about Icode’s Everest product line, see 
www.icode.com/products/everest 

Lytec Medical XE 
Lytec Medical XE helps medical practices running the 
Novell Small Business Suite to easily and efficiently 
manage all aspects of their businesses through reliable, 
efficient, and streamlined task management. From 
insurance and patient billing transactions, appointment 
scheduling, submitting claims, authorizing referrals, 
and much more, Lytec Medical XE is the choice of 
thousands of medical practice professionals throughout 
the world.

When running in a Novell Small Business Suite 
client/server environment, Lytec Medical XE features 
are extended to an expanded set of users, while 
offering advanced storage and security capabilities. 
For more information, see http://www.lytec.com/
index.asp?PageType=Section&SectionID=
107&VersionID=9 

MediSoft Advanced Client/Server
MediSoft, the leading provider of software solutions 
for healthcare practices and billing services nation-
wide, leverages the power of the Novell Small Busi-

ness Suite through the MediSoft Advanced 
Client/Server.

The NLM-based database (Advantage Database Server 
from Extended Systems) is the means of securely 
storing, processing, and transacting the product’s 
advanced medical practice features. With the 
NLM-based database running natively on NetWare, 
network traffic is decreased, which in turn improves 
multi-user performance, while reducing the chance of 
data loss or corruption. To read up on these products, 
see http://www.medisoft.com 

shopLink
shopLink, from TIW Technology, is an inexpensive 
entry-level manufacturing system that combines essen-
tial and advanced manufacturing capabilities with an 
easy-to-use interface. Using shopLink, you can create 
complex bills of material, run costed BOM’s, process 
material orders, and print Pick Tickets. When linked 
with a compatible accounting system, you can even do 
materials requirements planning (MRP). 

shopLink, like all TIW software, supports the Novell 
Small Business Suite by utilizing the NetWare server 
as the means of providing secure and reliable applica-
tion sharing, network printing, and data storage to 
shopLink users. You can find out more information 
about shopLink at http://www.tiwcorp.com/shoplink/
shoplink.html 

And the List Continues to Grow
Novell continues to be notified by resellers of the 
line-of-business applications they use with the Novell 
Small Business Suite to provide a complete 
network-based vertical market solution. As we’re noti-
fied of these applications, and with the cooperation of 
the application vendors who develop these applica-
tions, we hope to continue to add to this list so that 
other resellers will also be made aware of these appli-
cations.

If you would like to notify us of an exceptional line of 
business application that supports the Novell Small 
Business Suite, let us know at the following link: 
http://www.novell.com/coolsolutions/smallbiz/
partner_submit.html

Conclusion
If you are a proud owner of the Novell Small Business 
Suite, take some time to look into the many possibili-
ties of vertical markets and their products that can help 
you be more successful. Whatever market you are in, 
chances are there is a product that can help you on 
your way.
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NDS iMonitor is a slick
tool for looking at your
eDirectory Schema.
Using NDS iMonitor to Look at 
the eDirectory Schema

Kevin Burnett
Senior Research Engineer
Novell AppNotes
kburnett@novell.com

During the past several months, we have been 
discussing NDS iMonitor’s inner workings as 
described by the three NDS Architects who designed 
it. This issue we will take a break from the inner work-
ings to look at an actual usage example of NDS iMon-
itor.

NDS iMonitor is a slick tool for looking at your 
eDirectory Schema. If you need more information 
about the eDirectory Schema, visit http://developer.
novell.com/ndk/doc_ndslib.htm for the Schema Refer-
ence document.

Remember that there are two ways to start up NDS 
iMonitor. The first is to type the URL of the server 
running NDS iMonitor, followed by /nds. For example:

http://<server name or IP address>/nds

(Depending on the way you have your server set up, 
you may need to add the port number, which is 8009.)

The second way is to launch NDS iMonitor through the 
NetWare Management Portal. You can do this by 
going to the Portal screen and selecting NDS iMonitor 
from the NDS Management menu in the left column.

Starting Up NDS iMonitor
Start up NDS iMonitor by using the option of your 
choice as described above. You should see the screen 
shown in Figure 1, or one that looks very similar to it.

Figure 1: NDS iMonitor opening screen.

Look at the left column of NDS iMonitor. Under the 
Links column, select Schema. This will bring up the 
Scema screen, as shown in Figure 2.

Figure 2: The NDS iMonitor Schema screen.

As you look under the Synchronization column on the 
left-hand side of the screen, you should see two main 
options: Attribute Definitions and Class Definitions. 
These two links allow you to look at your tree’s 
schema. You can see the current Schema plus any 
extensions that have been added.

On the Class Definitions option there are two 
sub-options listed: Base and Inherited. The Class Defi-
nitions lists the name of each class, its rules and its 
attributes. You can use the navigation on the left to 
browse for and access individual attributes. The Base 
sub-option lists class hierarchy, flag information, and 
attribute options for the selected class. The attributes 
listed in Base are those that are defined directly for the 
object. 

This list does not, however, include any inherited 
attributes.The Inherited sub-option lists class hier-
archy, flag information and attribute options for the 
selected class. The attributes listed in Inherited include 
both base attributes and attributes inherited from 
higher-level objects.
n o v e l l . c o m / a p p n o t e s
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When you click on the Base sub-option, you will see a 
screen like the one shown in Figure 3, only with infor-
mation about your server.

Figure 3: The Base Class definitions.

Looking at Your Schema Class Definitions
We are looking at the schema on server DNU.Novell in 
DNU_TREE. Note that the column on the left is split 
into two scrollable boxes.

The top box lists all of the class definitions in your 
schema. You have the ability to scroll down this list 
and select any class definition you would like to 
examine. In my case, I have selected the class Alias, as 
is shown in Figure 4.

Note that the class’s Flags are set for this definition. 
Also shown is the Modification Time, which is the last 
time the object was modified. If the modification time 
is not what you expect, it is usually because the object 
is still waiting to be synchronized. The OID listed on 
the page is the object identifier. OID is the X.500 term 
for the ASN.1 ID given to uniquely identify the object. 

You can also see the Class Rules for the class. For 
example, the Alias Definition page in Figure 4 shows 
that its Super Class is Top and the associated Attribute 
Rules are shown. 

The bottom left box in Figure 4 shows all of the 
Schema Replicas in your directory tree. As you can 
see, my tree only has one replica. If you peruse the 
Schema Document mentioned previously in this 
article, you will note that the Schema information the 
iMonitor displays is very similar to the Schema docu-
ment. In addition, iMonitor shows you information 

specific to your particular schema, such as any changes 
or extensions you have made to the schema.

Figure 4: Class Definition Expanded.

You can also look at the class rules for the class you 
have chosen. For my example, the Alias Class Rules 
show that its Super Class is Top and that the Alias 
object does not have to be contained by any other 
object. Also the Attribute rules indicate that the Alias 
object has a Required attribute, that being the name of 
the attribute.

Examining Your Schema Attribute 
Definitions
You can click on the “Aliased Object Name” Required 
attribute. Doing so reveals something like what you see 
in Figure 5.

This is the attribute definition for our Alias object’s 
Required Name attribute. The attribute definition 
contains the attribute name, the last date in which the 

Figure 5: The Required attribute definition.
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iMonitor is an
extremely powerful
diagnostic tool. 
attribute was modified, the flags associated with this 
attribute, the syntax of the attribute, the upper and 
lower limits of values for the attribute and the 
attribute’s OID.

You can also access an attribute definition page by 
clicking on Attribute Definitions in the left column. 
This will display a scrollable page that contains all of 
the attribute definitions in your schema in alphabetic 
order.

Agent Synchronization
Let’s switch gears now and look at a second real-world 
example of the power and flexibility of NDS iMon-
itor—Agent Synchronization. Agent Synchronization 
allows you to view the synchronization status of your 
directory’s partitions. You can filter the information on 
this page by selecting from the options listed in the 
Assistant frame on the left side of the page, as shown 
in Figure 6.

Click the Agent Synchronization link under the Links: 
heading on the left side of the NDS iMonitor screen. 
This will take you to the Agent Synchronization 

screen. You will note that the main heading is the 
Partition Synchronization Status header with a bold 
brown background. This table lists the partition, 
number of errors, last successful synchronization, and 
maximum ring delta. Let’s look at each of these in 
greater detail.

Partition. For each partition, this lists the type and 
links to object information for the partition. In my case, 
the link is to DNU_TREE. Clicking this link takes you 
to the Browse page, which lets you browse your direc-
tory tree.

Errors. This lists the number of replicas with errors 
since the last synchronization. In my example, there 
are no errors. However, NDS iMonitor has a very flex-
ible error definition database. If you did have an error, 
say -605, you can click on the Error Index link under 
the Links: heading to go to the error index. There you 
can find the -605 error and click on it to discover that 
you have a “no such partition” error.

Last Successful Sync. This lists the amount of time 
since all replicas of an individual partition were 
successfully able to synchronize from this server. In 
our case, it has been 59 minutes and 1 second since the 
last successful synchronization.

Maximum Ring Delta. This lists the amount of data 
which might not be successfully synchronized to all the 
replicas in the ring. For example, if a users have 
changed their login scripts in the past 30 minutes, and 
the maximum ring delta has a 45-minute allocation, the 
users logging in might not be successfully synchro-
nized, and they might get the previous login script 
when they login in. However, if users change their 
login script more than 45 minutes ago, they should get 
the new login script consistently from all replicas.

If unknown is listed under the Maximum Ring Delta, 
then the trasitive synchronized vector is inconsistent 
and the maximum ring delta cannot be calculated 
because of a problem, such as replica/partition opera-
tions in progress. In our case, the time is 0:00:00; 
hence there is no wait time and it is immediate.

Replica’s Perishable Data Delta. This lists the 
amount of data on the partition which has not been 
successfully replicated yet and which would be lost if 
the server went down immediately. In our example this 
is 291332:14:28. Now you may wonder what the 
291332 is and I will explain. 

Since server DNU and hence DNU_TREE is a one 
partition system, there is no secondary partition to 
replicate the data to in case of failure of the primary 
partition. So this is saying that there has been 291332 
hours since the beginning of computing time (1970) in 
which this data has not been replicated. Or in other 
words, if the primary partition fails, the data is gone.

Lastly, note the information in the upper left hand 
panel is entitled Filter By. You have several options to 
filter you data by replica type that include All, Master, 
Read/Write, Read Only, Subordinate Reference, 
Filtered Write and Filtered Read. If you don’t have a 
replica of Read/Write for example, you will get an 
error: 

No replica found of type: Read/Write.

Conclusion
iMonitor is an extremely powerful diagnostic tool. One 
of its many uses is to help you examine the schema for 
your directory tree. iMonitor will give you not only the 
same basic schema information as the schema refer-
ence document (refer to: http://developer.novell.com/
ndk/doc/ndslib/index.html?page=/ndk/doc/ndslib/
schm_enu/data/h4q1mn1i.html), but it will show you 
any changes in real-time that you have made for your 
particular directory tree.

Figure 6: The information you see in the Partition 
Synchronization page.
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The Novell Gadget Devel-
oper Kit (GDK) is available
on Novell’s Developer Web
Page.
How a Gadget Works

Kevin Burnett
Senior Research Engineer
Novell, Inc.
kburnett@novell.com

The following is from the new Novell Portal Services 
Overview and Gadget Development course.All Devel-
operNet University (DNU) courses are available at 
http://developer.novell.com/education/

When a user first brings up a portal page in a browser, 
the portal creates a new instance of each gadget on that 
page and assigns it a unique ID. The gadget instance 
maintains state information about that user’s session, 
which continues to exist until the servlet engine drops 
the session. The portal then calls the init(String[] args) 
method of each gadget.

Gadgets that Use XSLT Style Sheets
For gadgets that use XSLT style sheets to generate 
their interface, after the portal initializes the gadget, the 
portal calls the getData and getStylesheetAn-
dResourceSets methods of the gadget instance to get 
the XML data and the XSLT style sheet URL. The 
portal renders the gadget display by using the style 
sheet to transform the XML data into HTML or some 
other format. Whenever the portal needs to regenerate 
the display, it again calls these two methods of this 
same gadget instance.

To see an example of how this works lets look at a 
section of the HelloWorld.java file download from the 
course at http://www.developer.novell.com/education/.

If you look at the getData method, you will notice that 
the method returns the following three lines to the 
portal (using convenience methods of the 
com.novell.nps.gadgetManager.XmlUtil class):

<HelloWorld>
<HELLODATA>Hello World!</HELLODATA>
</HelloWorld>

The portal receives this XML data, then applies the 
HelloWorld style sheet. Since HelloWorld does not 
override getStylesheetAndResourceSets, the portal 
loads the default style sheet specified in 
com.novell.nps.gadgetManager.BaseGadgetInstance, 

which is main.xsl. This XSL style sheet uses only three 
lines to format the data:

<xsl:template match="HelloWorld">
<xsl:value-of select='HELLODATA'/>
</xsl:template>

The portal replaces <xsl:value-of select=‘HELLO-
DATA’/> with the data in the HELLODATA tags, 
Hello World!, according to XSLT rules, and displays 
the data in the portal.

Gadgets that Use JSPs
For gadgets that use JSPs (Java Server Pages), the 
portal calls the execute(HttpServletRequest req) 
method of the gadget, which sets the initial JSP by 
calling setModuleStylesheet(String moduleStylesheet). 
The gadget also stores data in a java.util.Properties 
object called m_JSPDataObject. 

The portal uses this initial JSP and the data stored in 
m_JSPDataObject to render the initial user interface 
for the gadget. If the user interface must change, such 
as in response to user interaction, other JSPs are 
required for each UI change.

The JSP is a file on the iManager server that operates 
as a template for the gadget user interface. It contains 
dynamic code enclosed in special tags interspersed 
with static HTML markup. The dynamic portions can 
cause variable data to be inserted, such as data from 
m_JSPDataObject. They can also insert the results of 
other processing. 

Installing the Gadget Runner
The Novell Gadget Developer Kit (GDK) is available 
on Novell’s Developer Web Page (http://www.devel-
oper.novell.com) and contains a tool called the Gadget 
Runner. This tool is optional for this course, but may 
make your life easier in completing the labs at the end 
of this course. If you opt to use the Gadget Runner, 
make sure you have downloaded the GDK, and follow 
the instructions.

Using the Gadget Runner
This section shows you how to use the Gadget Runner 
that is bundled with the GDK. The Gadget Runner is a 
customized version of the Tomcat 4.x servlet container 
that runs a developer version of Novell exteNd 
Director, Standard Edition. 

The Gadget Runner displays a single gadget at a time 
on your development workstation, allowing you to 
easily develop and test gadgets before loading them on 
a Novell exteNd Director server. The Gadget Runner is 
compatible with the dynamic class loading feature of 
Tomcat 4, which allows you to change your gadget 
M a y  2 0 0 3
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Novell exteNd Work-
bench allows you to cre-
ate profiles to compile
your web application for
different application
server platforms. 
code, recompile, and test your changes without 
restarting the Gadget Runner.

The Gadget Runner is installed with the Gadget Devel-
opment Kit (GDK). To run your gadgets in the Gadget 
Runner:

1. Copy your style sheets to the GDK_HOME\
tomcat\webapps\nps\portal\gadgets\gadgetclassna
me\skins\default\devices\default folder, where 
GDK_HOME represents the directory where you 
installed the GDK files and gadgetclassname 
represents the fully-qualified name the main class 
of your gadget.

2. Copy the compiled class files of the gadget to the 
directory GDK_HOME\tomcat\webapps\nps\
WEB-INF\classes. If you have archived your 
gadget in a JAR file, copy it to the GDK_HOME\
tomcat\webapps\nps\WEB-INF\lib directory.

3. Run GDK_HOME\gadgetRunner.bat to start the 
Gadget Runner.

4. The Gadget Runner executes in a separate 
window, where a number of status messages 
appear during initialization. When the Gadget 
Runner is running, open your Web browser and 
browse to http://localhost:8080/nps/index.html. 
You know the Gadget Runner is running when 
you see a message similar to the following:

INFO: Jk running ID=0 time=16/78 
config=C:\gdk\.\tomcat\conf\jk2.properties

5. Select the gadget you want to run from the 
drop-down list and click the Run button.

6. To stop the Gadget Runner, execute 
GDK_HOME\tomcat\bin\shutdown.bat.

You might also be able to start the Gadget Runner 
from within your IDE (integrated development envi-
ronment), but this depends on the type of IDE you are 
using. See Setting Up a Development Environment, in 
the GDK in the actual course for more information.

Configuring Profiles on 
exteNd Application Server

Jeff Fischer
Research Engineer
Novell Appnotes
jfischer@novell.com

The following is from the new “Web Services” Devel-
operNet Univeristy course available on the Web at 
http://developer.novell.com/education/tutorials/web/. 

One of the main objectives of Java is to be completely 
portable. While there are a few issues to overcoming 
100% portability, great strides have been made to help 
achieve this. In the Web Application arena, not only do 
you have to be concerned with the portability of your 
application for clients, but for servers as well.

While most companies standardize on Java application 
servers, it is still common to find more than one type of 
application server used in the production environment. 
As a developer, you want to be sure that you can 
compile and build your program so that you are sure it 
will run on multiple application servers, such as 
exteNd Application Server, Tomcat, BEA, and others. 

Novell exteNd Workbench allows you to create 
profiles to compile your web application for different 
application server platforms. The profile will contain 
the type of server, deployment directory, and URL to 
access the application. You can also create a separate 
profile to manage the database you are using and the 
UDDI registry information. The JDBC driver, URL 
and DataSource Name is contained within the database 
profile. The inquiry and publisher API is stored within 
the Registry profile.

Creating a Server, Database, or Registry 
Profile
To create a Server, Database, or Registry profile in 
exteNd Workbench, follow the steps below: 

1. Open exteNd Workbench.

2. Open the project you want to deploy.

3. From the Edit > Profiles.

4. Click the Servers tab.

5. Click the New button.

6. In the Profile Name box, type a name for the 
profile. For example, if the profile will deploy 
web applications to an exteNd application server, 
then you could call the profile exteNd.

7. Select the type of application server you are going 
to publish to from the drop down menu.

8. In the Deployment Tools Directory box, browse to 
the location in the file system of the application 
server where the deployed files should go to 
deploy the application.

9. If the server you are using supports Rapid 
Deployment, you can browse to the location 
where Workbench should copy the rapid 
deployment files.

10. In the Server Name box, type in the URL and port 
number if necessary to access this server. For 
example, you could type in http://localhost if the 
application is deployed on the local server.
n o v e l l . c o m / a p p n o t e s
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The Nsure Cool Solutions
home page contains links to
enhancements and fixes for
all of the products that fall
under the Nsure umbrella.
Creating a Database Profile
To create the Database profile in exteNd Workbench, 
follow the steps below:

1. Open exteNd Workbench.

2. Open the project you are going to deploy.

3. Select Edit > Profiles.

4. Select the Database tab.

5. Click the New button. 

6. Enter a name for the profile.

7. Enter the JDBC driver. For example, if you are 
using the JDBC-ODBC driver developed by Sun, 
type in sun.jdbc.odbc.JdbcOdbcDriver.

8. Enter the JDBC URL. For example, if you are 
using the JDBC-ODBC driver developed by Sun, 
type in jdbc:odbc:name_of_db driver name.

9. Type in the name of the SQL catalog if you are 
using catalogs.

10. Type in the name of the DataSource.

11. Click the Test button to make sure the connection 
can be established successfully. 

Creating a Registry Profile
To create the Registry profile in exteNd Workbench, 
follow the steps below: 

1. Open exteNd Workbench

2. Open the project you are going to 
deploy. 

3. Select Edit > Profiles.

4. Select the Registry tab.

5. Click the New button.

6. Enter a name for the profile.

7. Enter an inquiry API URL.

8. Enter a publisher API URL. 

9. Enter a username and credential if 
necessary. 

Changing a Profile
To change a profile, follow the steps below: 

1. Open exteNd Workbench.

2. Open the project you are going to deploy.

3. Select Edit > Profiles.

4. Select the Server, Databases, or Registry tab.

5. Select the profile name you already created in the 
drop down menu. 

6. Click OK. 

New Nsure Community in
Cool Solutions

With our focus on Nsure this month, we’d like to make 
you aware of a new community on the Cool Solutions 
Web site at http://www.novell.com/coolsolutions/. In 
addition to communities for NetWare, GroupWise, and 
other Novell solutions, this site now has a collection of 
information about Novell Nsure.

To go directly to the Nsure community, click on the 
following URL: http://www.novell.com/coolsolutions/
nsure/.

The Nsure Cool Solutions home page contains links to 
enhancements and fixes for all of the products that fall 
under the Nsure umbrella. For example, at the time of 
this writing, it featured Novell Account Management 
(NAM) 3.0 Support Pack 1. In addition, the home page 
gives you access to articles, resources and cool tools. 
So get out there and play!

Figure 1: The Nsure Cool Community home page on Cool Solutions.

it 
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TCP/IP Troubleshooting SET 
Parameters

Taken from Technical Information
Document (TID) #2928543
http://support.novell.com/cgi-bin/search
/searchtid.cgi?/2928543.htm

Use the following SET command parameters only at 
the request of Novell Technical Support engineers. 
Some of these SET parameters perform a large number 
of disk I/Os and will effect server performance when 
they are enabled or changed from their defaults. 

SET TCP IP Maximum Small ECBS = 512 - 
65534 (Default is 1024)
This parameter allows the setting of the small ECB 
(Event Control Block) pool. By default, 1024 buffers 
are pre-allocated for IP applications to use. Each small 
ECB buffer is 256 bytes in size, as opposed to the main 
ECBs that are the size of the maximum physical 
receive packet buffer, which defaults to 4224 bytes. 
Small ECBs are most common used when performing 
IP Fragmentation, when sending out an ICMP ECHO 
request, or when using the Border Manager/ICS DNS 
resolver code.

The default should normally be enough, but if IP 
appears to hang on the system, try allocating more 
small ECBs using this SET command. At the same 
time, verify that the “receive discarded, no available 
buffers” count that you can see through the MONITOR 
utility (MONITOR -> LAN/WAN DRIVERS) is at or 
is very close to Zero (0). Non-zero values may point to 
the following:

• There are not enough pre-allocated packet receive 
buffers (increase the minimum number of packet 
receive buffers by a factor of 2), or

• There may be a problem with the LAN card or 
driver—try exchanging this as a test. 

SET TCP Minimum Retransmission Timeout = 
2 - 6 (Default is 2)

If, for performance reasons, you detect a large number 
of retransmissions being sent at the TCP level (to 
check, go to TCPCON -> STATISTICS -> TCP -> 
Retransmissions), you may want to use this SET 
parameter to change the retransmission timeout from 

the default of 2 TCP ticks to 4 ticks (1 TCP Tick = 
224ms). 

Under normal conditions on a LAN, there should be no 
reason to change the default value. On a slow WAN 
link where latency is known to be an issue, there may 
be a need to increase this value (refer to the number of 
TCP retransmissions through the TCPCON utility 
before doing anything).

Note: Unnecessarily setting this parameter (for exam-
ple, when trying to work around network problems) 
may decrease performance, depending on the type of 
application you are running. This is because TCP will 
wait longer before retransmitting any lost packets. 

SET TCP Maximum Packet Retransmission 
= 5-12 (Default is 12) 
In some cases where TCP-based fault tolerant applica-
tions need to switch over when a problem occurs, it 
may be useful to reduce the number of retransmissions 
so that the connection times out earlier. Once the 
fault-tolerant application detects that the initial connec-
tion has gone away through a reset, the application 
may then try to contact another host and proceed with 
what it has to do.

There is no specific SET parameter to reduce a TCP 
connection’s timeout, so you will need to do this by 
reducing the number of retransmissions. Currently the 
stack retransmits requests 12 times, at which point it 
resets the connection of no ACK arrives from the other 
side. This can often take up to 10 minutes, based on the 
following facts:

• Retransmissions take place exponentially (the first 
retransmission may take place after 1 second, the 
second after 2, the third after 4 and so on), and

• There’s a cap on the maximum timeout of 2 
minutes (even if the exponential retransmission 
timeouts exceed 2 minutes, the stack will 
retransmit 2 minutes later) 

Note: This retransmission SET parameter must be used 
with great care. Reducing the value too low could 
reset TCP connections unnecessarily when routing or 
network problems occur. 

SET TCP Maximum Initial Window = 2-4 
(Default is 4)
This is the maximum number of packets to use for the 
initial TCP window. Although this SET parameter 
defaults to 4 (as per the RFC2414 reference), it can be 
reduced to 2 or 3 if needed for performance reasons. 

SET TCP Connection Establishment 
Timeout = 0-335 Ticks (75 Seconds)
If a customer is experiencing problems trying to estab-
lish TCP connections to a Novell server, it may be 
because the application has reached the maximum 
number of connections it can have in the half-open (or 
n o v e l l . c o m / a p p n o t e s
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The SET Maximum Pend-
ing TCP Connection
Requests allows applica-
tion developers to increase
the backlog queue size
beyond the default of 128 if
it needs to.
syn_received) state. You should first check the 
TCPCON utility under the PROTOCOLS-> TCP -> 
Connections field to verify if connections are stuck.

Use this SET parameter to change the TCP connection 
establishment timeout in ticks. By default, Novell’s 
TCPIP stack can have five half-open TCP connections 
in the backlog queue. The backlog queue may be 
increased by the application when issuing a TCP listen 
request. Any new TCP connections coming in at this 
point will get dropped until one of the half-open 
connections is serviced.

Note: The SET Maximum Pending TCP Connection 
Requests allows application developers to increase the 
backlog queue size beyond the default of 128 if it 
needs to.

TCP connections can stay in the half-open state for up 
to 75 seconds. The above SET parameter allows you to 
drop the time the TCP connection stays in the 
half-open state. This SET command is to be used only 
for troubleshooting possible connection errors, and 
should NOT be used in a production environment. 

Note: The “SET TCP DEFEND SYN ATTACKS=” parame-
ter also effects the state of the half-open connections. 
When this parameter is enabled and the server OS hits 
the maximum number of allowed connections in the 
half-open state, the stack will clean up those connec-
tions (delete them) and issue a warning to the server 
console explaining that you may be experiencing a 
denial of service attack. 

SET Allow Non Local Broadcasts
This SET parameter will enable the stack to allow 
processing of IP broadcast packets from a host with a 
non-local source IP address. When the stack processes 
an incoming broadcast, it will first check to see if the 
source IP address associated with the sender of the 
broadcast lies on the same IP subnet as our node. If it 
does not, it will drop the packet by default. By setting 
this parameter, it will force the stack to process the 
packet, even though the subnet check condition fails. 

SET RIP2 Route Aggregation = ON/OFF 
(default is ON) 
This SET parameter allows RIP2 to handle discontig-
uous subnet advertisements in a RIP2 packet. An 
example of where this parameter may be appropriate is 
in the following network design. Site A, with a 
network address 10.0.0.0/255.255.0.0 is connected to 
network 10.1.0.0/255.255.00 via the 137.65.0.0/
255.255.0.0 network. 

With the default TCPIP stack configuration, RIP2 will 
not advertise the 10.0.0.0/255.255.0.0 and 10.1.0/
255.255.0.0 network addresses, but just the 10.0.0.0/
255.0.0. Setting the above SET command to ON will 
make sure both networks get advertised.

SET Allow IP Address Duplicates=ON/OFF 
(Default is OFF)
By default, the TCPIP.NLM will not allow to bind IP 
Addresses that conflict with other nodes in the 
network. If you want to bind the IP Address, even if 
that address conflicts with another node on the 
network, set this variable to ON. 

Note: This SET parameter should never be changed to 
ON in a production environment, but it may be useful 
in a test environment to help troubleshoot problems. 

SET Maximum Pending TCP Connection 
Requests = 0-4096 (Default is 128)
Applications that currently increase the size of the 
backlog queue from the default 128 will need to corre-
spondingly set the Maximum Number of Pending TCP 
Connections to beyond 128. This parameter will rarely 
need to be changed, although heavy LDAP traffic has 
created the necessity for this in the past. 

SET TCP Defend SYN Attacks = ON/OFF 
(Default=OFF)
Enabling this SET parameter will clear all half-open 
connections when a the 32nd connection request is 
received (assuming the backlog queue set by the appli-
cation is at 32). Then the 32nd request will be dropped, 
but the 33rd through n will be processed. 

When these half-open connections are cleared, a 
message will be displayed at the server console 
explaining that you may be experiencing a “denial of 
service” attack. This message should be investigated to 
see if the system is actually being attacked, or whether 
the application (such as NetWare/IP, GroupWise) 
needs to increase the size of the backlog queue. 

Disabling this SET parameter will not clear the 
half-opened connections. Then the 33rd connection 
request and beyond will be discarded until such time as 
one of the 32 connection request in the backlog queue 
moves to the fully-open (established) state, thereby 
freeing a connection slot in the backlog queue for 
processing. 

Note: There is a timeout associated with connection 
requests. After 75 seconds by default, half-open con-
nections with be cleared. This timeout can be changed 
using the SET TCP Connection Establishment Timeout 
as explained earlier in this article. 

SET Always Allow IP Fragmentation = 
ON/OFF (Default = OFF)
This parameter’s default makes sure that the DF (Don’t 
fragment) bit is enabled/disabled in the FLAG field of 
the IP header. However, you may want to use this 
parameter in cases where large IP packets that require 
fragmentation fail. 
M a y  2 0 0 3
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This SET parameter
dumps to a separate con-
sole screen all incoming
and outgoing packets that
are processed by the
TCPIP.NLM. 
Some intermediate routers may not support the Path 
MTU algorithm correctly and resulting ICMP destina-
tion unreachable packets may not contain correct infor-
mation, or it may not be generated at all. These prob-
lems only occur with old style router operating 
systems. When such problems do occur, turn this SET 
parameter to ON. 

SET TCP IP DEBUG = 0/1 (Default = 0, OFF)
This SET parameter dumps to a separate console 
screen all incoming and outgoing packets that are 
processed by the TCPIP.NLM. This information is 
useful in debugging problems with packet translation, 
filtering or connection issues. 

When set to 1, the displayed information scrolls down 
very quickly on the system console screen and admin-
istrators may not be able to get all the information they 
require. The best way to capture the information is to 
run the CONLOG.NLM, set the Debug parameter to 1, 
capture the IP information, and lastly unload the 
CONLOG.NLM. The CONSOLE.LOG file located in 
the SYS:\ETC directory will contain all of the informa-
tion that is written to the system console screen. 

SET TCP Socket Debug = 0-4 (Default = 0)
This SET parameter dumps information regarding 
RAW sockets to a separate server console screen. 
Currently TCPIP.NLM does not support many raw 
sockets, hence this parameter cannot provide too much 
useful information. The settings are as follows:

• Mode 1 shows basic information at the server 
console 

• Mode 2 shows basic information at both server 
console and SYS:ETC\TCPIP.LOG 

• Mode 3 shows advanced information at the server 
console

• Mode 4 shows advanced information at both 
server console and SYS:ETC\TCPIP.LOG 

SET TCP TRACE = 0-4 (Default = 0)
This parameter dumps information about the current 
state of the TCP connection table to a separate server 
console screen. The settings are as follows:

• Mode 1 shows basic information at the server 
console screen.

• Mode 2 shows basic information at both the server 
console screen and to the 
SYS:ETC\TCPxxxx.LOG file (where xxxx begins 
with 0000).

• Mode 3 shows advanced information at the server 
console screen.

• Mode 4 shows advanced information at both the 
server console screen and to the SYS:ETC\
TCPxxxx.LOG file (where xxxx begins with 0000).

SET TCP ARP Debug = ON/OFF (Default = 
OFF)
This SET parameter is rarely required for support. 
When set to ON, this parameter dumps ECB informa-
tion that is associated with every ARP packet that is 
generated or is processed. The parameter may be 
useful to use in cases where an abend occurs with an 
ARP packet process.

SET TCP ECB Debug = 0-4 (Default = 0)
This SET parameter prints Event Control Blocks that 
are given to IP_Send before sending the data. This 
information is useful for troubleshooting TCPIP 
abends or fragmentation issues with IP.

SET TCP IPCP DEBUG = 0-4 (Default = 0)
This SET parameter displays negotiated IPCP options 
when it is establishing a call over PPP with MPR. 
Mode 1 gives the calls. As you increment the mode 
number, the advancing modes dump information from 
within each call made to a server console screen.

For example, when an MPR router tries to establish a 
PPP call with an ISP (where the router requests the ISP 
to assign the MPR an IP address automatically), the 
following output will be sent to the system console 
when the IPCP SET command is enabled:

TCPIP:IPCP: RECEIVE ACK ADDRESS=0x1010103 /* 
our interface is 3.1.1.1! */ 

SET TCP RIP DEBUG = 0-4 (Default = 0)
This SET parameter is used to verify the sending of 
RIP requests on a server console screen. The mode 
settings are as follows:

• Mode 1 shows RIP send information at the server 
console.

• Mode 2 shows RIP send information at the server 
console (unload and load conlog to capture to a 
file).

• Mode 3 shows RIP send/receive information at the 
server console.

• Mode 4 shows RIP send/receive information at the 
server console (unload and load conlog to capture 
to a file).

SET TCP WAN DEBUG = 0-4 (Default = 0)
This SET parameter dumps IP (not CSL!) debug infor-
mation to the server console screen when a WAN call 
is being made with the MPR. Mode 1 gives the calls. 
As you increment the mode number, the advancing 
modes dump information from within each call made 
to a server console screen.

To see other TCP/IP troubleshooting SET parameters, 
see TID #2928543, found at http://support.novell.com/
cgi-bin/search/searchtid.cgi?/2928543.htm
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There’s a beta Support
Pack 3 for NetWare 6 that
also applies to the Novell
Small Business Suite 6.
The Technical Information Documents (TIDs) are 
brought to you by Novell’s Support Connection site, 
which you can find at http://support.novell.com. We’ll 
be looking at a selection of TIDs from several catego-
ries, giving you a brief summary of the issue the TID 
addresses, along with the TID number and its corre-
sponding URL for your quick perusal.

The categories for this month include Novell Directory 
Services (NDS) or eDirectory, Novell Small Business 
Suite 6, NetWare 5, NetWare 6, Novell iChain, 
ZENworks for Servers, Novell Client for Windows 
2000/XP, GroupWise 6.5, and Novell BorderManager 
3.7.

Note: For some reason, this month’s TIDbits column 
has a slug of Support Pack updates. As with all beta 
releases of Support Packs, these links may have 
changed by the time this issue of the AppNotes is pub-
lished. If you cannot find a TID as stated in the column, 
perform a Knowledge Base search on the Support Pack 
you want to download at http://support.novell.com/
search/kb_index.htm.

Novell Directory Services (NDS) or 
eDirectory
TID #2965230 contains the new Support Pack 4 for 
eDirectory 8.6.2. The TID is entitled “eDirectory 8.6.2 
SP4 for NW\NT” and according to the TID:

“This Support Pack is intended for a server currently 
running eDirectory 8.6.2. This Support Pack requires 
that eDirectory 8.6.2 already be installed on the server. 

“If the server is running an earlier version of eDirec-
tory you must upgrade that server’s version of eDirec-
tory to 8.6.2 before applying this patch. The full 8.6.2 
product can be found at http://downloads.novell.com 
(edir_862_full_xx.exe). Then this patch may be 
applied. 

“If the server is running an earlier version of 8.6.x (i.e., 
8.6.1) then the full 8.6.2 product can be applied or the 
update to 8.6.2 can be applied instead. This can be 
found at http://support.novell.com - product updates 
(edir862.exe). Then this patch may be applied.”

To go directly to TID #2965230 to get the file 
edir862fp3sp4.exe, see: http://support.novell.com/
cgi-bin/search/searchtid.cgi?/2965230.htm

Novell Small Business Suite 6
There’s a beta Support Pack 3 for NetWare 6 that also 
applies to the Novell Small Business Suite 6. However, 
by the time you read this TIDbit, it will be in public 
release. According to TID #2965112:

“This Support Pack contains updates for components 
contained in the NetWare 6 Product. If the file was 
downloaded, the Support Pack file must be extracted at 
the root of the drive, as it contains directory paths that 
could exceed DOS limits.

“The purpose of this Support Pack is to provide a 
bundle of fixes that have all been tested together. 
These files have undergone component testing, core 
OS testing, internationalization testing, and integration 
testing with other Novell products. This Support Pack 
includes all fixes from previous Support Packs. Do not 
install individual files from the Support Pack.

“Install the NetWare Support Pack before installing 
other Novell product support packs like GroupWise 
and BorderManager. These Support Packs are included 
with the Consolidated Support Pack or they can be 
downloaded individually from the Consolidated 
Support Pack Web site at http://support.novell.com/
tools/csp/index.html.”

To get your latest Support Pack for your Small Busi-
ness 6 server, take a look at http://support.novell.com/
cgi-bin/search/searchtid.cgi?/2965112.htm

NetWare 5
There has been a number of changes to the NSS 
(Novell Storage Systems) NLM since the last NetWare 
5.1 Support Pack 5 release. This file is called nss5p.exe 
and is a part of TID #2965238. 

This TID is simply entitled “NSS NLMs Post SP5” and 
contains the following files:

• NSS5P.TXT 

• CD9660.NSS

• CDHFS.NSS

• DOSFAT.NSS

• GSEG.NSS 

• MAL.NSS

• MALHLP.NLM

• MALHLP9.NLM 

• MBCOMN.NSS

• MBMMPRV.NSS 

• MBNWSA.NSS

• MENUCFG.NSS 

• MENUNSS.NSS
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If you are an administra-
tor of NetWare 5.1 or Net-
Ware 6 networks and you
want to migrate your
NDPS to the new Novell
Gateway (NDPS), the file
you are looking for is
called PACVRT.EXE.
• NSS.IPS 

• NSS.NLM 

• NSSWIN.NLM

• NWPRV.NSS

• SCAN.NLM 

• VCU.NLM 

• ZLSS.NSS 

The fixes placed in the nss5p.exe file are quite 
numerous and you should read up on them in TID 
#2965238. To get to TID #2965238 and download the 
nss5p.exe file, go to http://support.novell.com/cgi-bin/
search/searchtid.cgi?/2965238.htm

NetWare 6
If you are an administrator of NetWare 5.1 or NetWare 
6 networks and you want to migrate your NDPS 
(Novell Directory Print Services) to the new Novell 
Gateway (NDPS), the file you are looking for is called 
PACVRT.EXE. This file contains Novell NDPS 
Printer Agent conversion utility (version 2.0.0.4 
Release Date March 13, 2003) and can be found in TID 
#2965194.

Entitled “NDPS Printer Agent Conversion Utility v2”, 
this TID contains an NDPS printer agent utility that 
you can use to convert your printer agents from 
running the Novell Port Handler Gateway to the new 
Novell Gateway (SNMP). The specific requirements 
are if you are running NetWare 5.1 to have installed 
NW51SP5.EXE, or if you are running NetWare 6, to 
have NW6SP2 installed (highly recommended). The 
Novell client must also be installed on the workstation 
that is running the utility and you must also have 
Admin rights to the file server. 

According to the documentation, “the PACVRT.EXE 
file is a Windows utility that enables the migration of 
all NDPS printer agents on the selected NDPS 
Manager using the selected target gateway(s) to the 
selected Novell gateway. In addition, this tool can be 
used to enable iPrint on all Printer agents on the 
selected NDPS Manager and to configure the iPrint 
security options.”

To find out more about TID #2965194 and to down-
load the PACVRT.EXE file, see 
http://support.novell.com/cgi-bin/search/searchtid.cgi
?/2965194.htm

Novell iChain
There’s been a lot of Support Packs that have been 
updated this month, and Novell iChain has one as well. 

Entitled “iChain 2.1 Support Pack 2,” TID #2965111 
also contains the file ic21sp2.exe as part of the TID. 
According to the TID, 

“This file contains updates for services contained in the 
iChain 2.1 product. The purpose of the patch is to 
provide a bundle of fixes for issues that have surfaced 
since iChain 2.1 shipped. It is not recommended to 
install individual files from the patch.”

The TID further recommends that:

“Prior to placing IC21SP2.EXE in a production envi-
ronment, test in an environment that mirrors the 
production environment. IC21SP2.EXE is a 
self-extracting file that will extract into three files: 
ichain21sp2.zip, ichain21sp2.txt, and ic21sp2.txt. 

“ichain21sp2.zip is the OTWUG 
(Over-The-Wire-Upgrade). ichain21sp2.txt is the 
installation file for the OTWUG. ic21sp2.txt is the 
Readme for the patch.”

To quickly access TID #2965111 and download the 
iChain 2.1 Support Pack 2 file ic21sp2.exe, go to 
http://support.novell.com/cgi-bin/search/searchtid.cgi
?/2965111.htm

ZENworks for Servers 3
There’s also a beta 3 version of Support Pack 2 for 
ZENworks for Servers 3. According to TID #2965214 
(entitled with no irony “BETA 3 ZENworks for 
Servers 3 Support Pack 2”):

“The purpose of this Support Pack is to provide a 
bundle of fixes for earlier versions of ZfS 3 that have 
all been tested together. These files have undergone 
component testing, core OS testing, and integration 
testing with other Novell products. 

“This Support Pack includes all fixes from previous 
Support Packs; therefore, you do not need to install 
earlier Support Packs before installing this Support 
Pack. Do not install individual files from the Support 
Pack, except as outlined in this Readme. 

“ZENworks for Servers 3 Support Pack 2 is also avail-
able on the “Novell Consolidated Support Pack 9” CD. 
To obtain this CD, go to the Novell Support Web site 
at http://support.novell.com/tools/csp/orderinfo.html. 
For information on the latest Consolidated Support 
Pack issues, see TID #10077724 at the Support 
Connection Web site at http://support.novell.com/
search/kb_index.htm.”

To go directly to TID #2965214, peruse to 
http://support.novell.com/cgi-bin/search/searchtid.cgi
?/2965214.htm
n o v e l l . c o m / a p p n o t e s
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GroupWise 6.5 has an
available field test fix
(FTF) that addresses a
delayed response issue on
the client side of things.
Novell Client for Windows 2000/XP
For the client-side of the updates, the Novell Client for 
Windows NT/2000/XP has a post-Support Pack 1 
update available. TID #2965032 contains the file 
NT483PT6.EXE, which is a collection of post-Novell 
Client 4.83 Support Pack 1 client and printing fixes. To 
install the update properly, TID #2965032 suggests the 
following steps:

1. Apply NC483SP1.EXE before applying this 
patch.

2. If you are installing on a ZfD4 managed 
workstation, do not install the NWGINA from this 
patch kit! Instead, delete NWGINA.DLL from the 
temporary folder where this patch is unzipped 
before installing. See TID #10079069 for more 
information.

3. If you are using DHCP to populate the entries for 
Server Name, Tree Name, and User Context 
(DHCP options 85, 86, and 87), refer to “DHCP 
SERVICE” in this TID.

4. For environments running NetWare 5.1 SP4 or 
SP5, we recommend that you install the 
Opportunistic Locking patches on the server(s) 
before applying this patch to the workstations.

If you are in need of the file nt483pt6.exe, check out 
TID #2965032 at http://support.novell.com/
cgi-bin/search/searchtid.cgi?/2965032.htm

GroupWise 6.5
GroupWise 6.5 has an available field test fix (FTF) that 
addresses a delayed response issue on the client side of 
things. TID #2965156 puts it this way:

“This FTF will fix a delayed response issue in the ship-
ping GroupWise 6.5 client that could occur if the client 
was idle for a 20 minute (or so) and then when the user 
opens a message item (mail, appointment, note, etc.) 
the client takes 30 to 60 seconds to display the item 
(subsequent items open quickly again). 

“This fix does not include the entire client and there-
fore should not be treated as a full client install. It 
should be used with the GroupWise 6.5 Shipping 

client. The fix included in this FTF is being considered 
for the GroupWise 6.5 Support Pack 1.”

TID #2965156 is called “GroupWise 6.5 Support Pack 
1 Client Delay Fix” and contains the file f32651p1.exe. 
To read up more on this TID and to download the 
f32651p1.exe file, go to http://support.novell.com/
cgi-bin/search/searchtid.cgi?/2965156.htm

Novell BorderManager 3.7
For BorderManager 3.7, there’s been a PROXY.NLM 
update to enable SSL Authentication on MAC 
browsers. According to TID #2965091, you need to:

1. Rename or backup the existing 
SYS:SYSTEM/PROXY.NLM.

2. Replace with the PROXY.NLM contained in this 
patch.

3. Modify PROXY.CFG as detailed below.

To read up on TID #2965091 and download the 
bmmacssl1.exe file containing the PROXY.NLM 
update, go to http://support.novell.com/cgi-bin/
search/searchtid.cgi?/2965091.htm

You Want Some More?
If you want to find more TIDs in these several catego-
ries or on any other Novell products, perform the 
following steps from your browser at 
http://support.novell.com.

In the list of Support Links that appear either along the 
left-hand side or in the middle of the screen, click on 
the “Product-Specific Support” link. From the 
resulting list of Novell products, select the product of 
your choice.

Under the “What’s New” category, click on “Last 7 
days” to see the technical documents that were created 
or have been updated in the last 7 days for the product 
you selected. You can also look at documents that have 
been created in the last 14 or 30 days.

Choose the TIDs that apply to your circumstances.
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Can you tell me what the
difference between a
CaseIgnoreMatch and
CaseIgnorIA5Match is
when creating attributes
via LDIF in the schema?
Creating Attributes via LDIF
Dear Ab-end: Can you tell me what the difference 
between a CaseIgnoreMatch and CaseIgnorIA5Match 
is when creating attributes via LDIF in the schema? 
I did some digging and found out the following about 
the two cases:

• caseIgnoreMatch
• equality
• case insensitive, space insensitive
• directoryString:
• 1.3.6.1.4.1.1466.115.121.1.15 UTF-8 string

This is compared to:

• caseIgnoreIA5Match
• equality
• case insensitive, space insensitive
• IA5String: 1.3.6.1.4.1.1466.115.121.1.26 ASCII 

string
What I can interpret is they are similar in matching 
syntaxes, but are for different types of data: 
caseIgnoreIA5Match is for ASCII String data types 
and caseIgnoreMatch is for UTF-8 string data types. 
So I searched on ASCII and UTF-8 and the differences 
did not get any clearer. It appears that these strings are 
also similar, as I found from this description on the 
Linux Man Page:

UTF-8 - an ASCII-compatible multibyte Unicode 
encoding

I cannot find the documentation I am looking for—one 
that explains the differences between these two strings 
and when you would use one over the other. If I get 
that information, I may be able to answer the client’s 
questions.
—Chancy All Charactered-out

Dear Chancy: ASCII is a character encoding that uses 
a single byte to store characters. To be able to include 
all kind of characters used in different parts of the 
world, many different “code pages” exist. But this 
gives troubles when storing multilingual information. 
Hence a new character encoding was required to over-
come that problem.

Most Western European languages require less than 
two bytes per character. For example, characters from 

Latin-based scripts require only 1.1 bytes on average. 
Greek, Arabic, Hebrew, and Russian require an 
average of 1.7 bytes. Japanese, Korean, and Chinese 
typically require three bytes per character.

The big idea of Unicode (and how it got its name) was 
to store and manipulate characters as 32-bit integers 
and to have one set instead of multiple sets. That is 
what UTF is all about. But convincing the world to 
suddenly use a 32-bit wide character encoding struc-
ture is not that easy because of all of the legacy issues. 
So you need a compromise: enter UTF-8.

UTF-8 is a multi-byte encoding scheme in which each 
character can be encoded in as little as one byte and as 
many as four bytes. Characters in the range U+0000 - 
U+007F can be encoded as a single byte. This means 
that the ASCII character set can be represented 
unchanged with a single byte of storage space. The 
characters in the range U+0800 - U+FFFF are Chinese, 
Korean, and Japanese.

Here’s a table showing UTF-8 Bit encoding of a 
Unicode code point: 

So the power of UTF-8 is that is bridges between 
32-bit Unicode and 8-bit ASCII. Other UTF versions 
are UTF-16 and UTF-32, which store characters as 16- 
or 32-bit values and hence are not compatible with 
ASCII. So I guess that the matching rules would be the 
same if the data matched is ASCII. But when the data 
would be UTF-8 encoded and some characters would 
be multi-byte, the ASCII matching would not work 
any more.

Reinstalling Novell Certificate Server
Dear Ab-end: I am attempting to reinstall the Novell 
Certificate Server that comes with NetWare 6. I get a 
real good error:

Error: "Can't generate the certificate signing request. 
Error Code: -603"

Any help in resolving this problem would be 
appreciated.
—Cherry in Cetificatesville

Character Range  Bit Encoding

U+0000 - U+007F  0xxxxxxx

U+0080 - U+07FF 110xxxxx 10xxxxxx

U+0800 - U+FFFF 1110xxxx 10xxxxxx 
10xxxxxx

U+10000 - U+10FFFF 11110xxx 10xxxxxx 
10xxxxxx 10xxxxxx
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How can I configure LDAP
for SSL connections on Net-
Ware? 
Dear Cherry: Such a simple question has a horribly 
complex answer.You will need to do a lot of work to 
fix this problem. If the server is the Certificate 
Authority (CA), use SYS:\PUBLIC\MGMT\
CONSOLEONE\BIN\CONSOLEONE.EXE to delete 
the Organizational CA, KAP (Key Access Partition) 
and W0 (key list) objects from the Security container at 
the root of the tree. Also delete SAS SERVICE-Server-
Name and SSL-ServerName objects from the server’s 
container.

Note: If you delete the Certificate Server from the 
Certificate Authority server, you must reinstall the 
Certificate Server on all NetWare 5.x and later servers 
in your tree.

If the server is not the Certificate Authority, simply 
delete the SAS SERVICE-ServerName and SSL-
ServerName objects from the server’s container.

At the server console prompt, type UINSTALL PKIS 
and UINSTALL SAS to remove the product from 
the PRODUCTS.DAT file (which is read by 
NWCONFIG.NLM). This is necessary so you can 
reinstall the Certificate Server. Also, delete the 
SYS:SYSTEM\NICI\NICISDI.KEY file from each 
server.

Let these changes to the tree be synchronized out to all 
applicable replicas in the tree. To speed up the process, 
these changes can be pushed through by running the 
following SET DSTRACE commands at the server 
console prompt:

Set dstrace=*f
Set dstrace=*h

The progress of the deletions can be monitored by 
running DSRepair | Advanced Options | Check 
External References and by looking for obituaries of 
the objects just deleted, namely the SAS service, the 
SSL objects, and in the case of the Certificate 
Authority, the organizational CA object. Once these 
objects no longer appear as obituaries, you can proceed 
to the installation of Certificate server.

Reinstall the Certificate server by mounting the 
NetWare CD-ROM | NWCONFIG.NLM | Products | 
Products Not Listed screen and point to the install IPS 
file, which will take you to the GUI and select Certifi-
cate Server, Web Server, and PKI or SAS if it’s avail-
able. This should re-create the SAS, CA, KAP and 
KMO objects. Then reboot the server.

Note: In some cases after the “Reinstall” procedure, 
you may have to manually perform the following:

• Make SAS Service a trustee of <servername>

• Assign each SSL certificate as a trustee of SAS 
Service-servername

• Edit properties of SAS Service-servername 
object and create an attribute of “NDSPKI:Key 

Material DN” with values SSL CertificateIP-serv-
ername and SSL CertificateDNS-servername.

To create a KMO for BorderManager you may need to 
LOAD SASI on the BorderManager server.You may 
also need to promote the NetWare 5.1 server as master 
replica. To do this, pull up the DSRepair utility and 
select Advanced | Replica Partition Operations | select 
the Root | Enter | then select the Designate this server 
as the new master replica option.

The LDAP Server object is also linked to the certifi-
cate. This object needs to be cleared out of the proper-
ties then relinked after the new one is created. This 
should correctly install and create the objects needed 
for Certificate Server

Note: During the reinstallation of Certificate Server 
you may get a “SetTreeName” Java error and be told 
to check the NI.LOG file. In the SYS:NI\DATA\NI.LOG 
file, you’ll see the following fatal errors:

• Fatal: Unrecoverable error in driver.mainHall-
way(). 

• Fatal: SetTreeName 

• Fatal: java.lang.UnsatisfiedLinkError: Set-
TreeName 

In the first line of the SYS:NI\DATA\
NIOUTPUT.TXT file, you will see the following:

?UnsatisfiedLinkError - unable to load PKIWrap.nlm? 

This is the source of the problem: the PKIWRAP.NLM 
never loaded successfully. When PKIWRAP.NLM 
tried to load, it would get public symbol error 
messages. PKIAPI.NLM has conflicting symbols with 
PKIWRAP.NLM and this prevents it from loading. To 
get around this, unload PKIAPI.NLM and then run the 
install for Certificate Server.

Now, that wasn’t so bad, was it?

Configuring LDAP to Use SSL
Dear Ab-end: How can I configure LDAP for SSL 
(Secure Sockets Layer) connections on NetWare? To 
put it another way, how can I set up LDAP to use the 
Secure Sockets Layer?
—Lucy Doin’ That LDAP Thin’

Dear Lucy: Once again, a simple question with a long, 
drawn-out answer. But with SSL this is necessary, as 
encrypted connections are not trivial. The following 
solution assumes the use of eDirectory-based certifi-
cates, not third-party certificates. This solution also 
assumes that LDAP is correctly installed on the server 
and is working without SSL. 

This solution covers the configuration of LDAP for 
SSL on NetWare only. The configuration for other 
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Novell Certificate Server
provides public key cryp-
tography services that are
natively integrated into
Novell eDirectory and
allow you to mint, issue,
and manage both user and
server certificates. 
platforms will be similar in process, although the steps 
might be slightly different. Also, this solution uses 
Netscape Communicator as the example application 
for the LDAPS client.

Secure connections through an NDS LDAP (LDAPS) 
server are provided through the Novell Certificate 
Server and the Organizational Certificate Authority. 
An NDS tree must first be configured properly for 
security before SSL will work with LDAP, HTTP, or 
other applications. This includes installing an Organi-
zational Certificate Authority (CA), which will issue 
and validate all certificates for the tree.

Novell Certificate Server provides public key cryptog-
raphy services that are natively integrated into Novell 
eDirectory and allow you to mint, issue, and manage 
both user and server certificates. These services allow 
you to protect confidential data transmissions over 
public communications channels such as the Internet. 
For more information about installing Novell Certifi-
cate Server, see the Novell Product Documentation at 
http://www.novell.com/documentation/
lg/crt203ad/index.html. 

However, be aware that Novell Certificate Server must 
be installed on any server that is going to provide SSL 
LDAP services. It must also be installed on the server 
functioning as the Organizational CA (this may be the 
same as the LDAP server or it may be a different 
server.) Novell Certificate Server is installed by default 
on all NetWare 5.1 installations. For NetWare 5.0 or 
for reinstallation, the product can be downloaded at 
http://www.novell.com/download/ under the NDS 
section. Choose the server that will function as the 
Organizational CA carefully; it cannot be changed and 
if it goes down, it is possible that all certificates issued 
by that CA will be rendered invalid.

Once these products have been correctly installed, an 
Organizational CA object should be present inside the 
Security container at the top of the NDS tree. Next, a 
Key Material Object (KMO) needs to be created for the 
LDAP server so that a Public/Private certificate set can 
be generated. The KMO will hold the certificates that 
will be used for SSL connections. A single KMO can 
be used for multiple applications (for the same server) 
or for a single application. This is done by the 
following:

1. Launch ConsoleOne (the latest versions will work 
the best, and should be run locally from a 
workstation for best performance. The latest 
versions of ConsoleOne can be downloaded from 
http://www.novell.com/download/

2. Open the container where the LDAP and NDS 
server objects exist. Create a new object of the 
type “NDSPKI: Key Material.” Name it for the 
function that it will provide, such as “LDAP 

SSL.” A server needs to be chosen as the owner of 
this certificate; choose the same server as the 
LDAP server. The server name will automatically 
be appended to the end of the name.

Complete the installation wizard with the appro-
priate information to create the object. The default 
configuration should work fine, but custom setup 
is possible. Once created, the new object should 
show up with a key for its icon.

3. Connect the KMO to the LDAP server. Open the 
LDAP server properties and click on the “SSL 
Configuration” tab. Click on the browse button 
next to the “SSL Certificate” field. You will see a 
list of all certificate pairs for this NDS server. 
Choose the appropriate certificate pair to associate 
with the LDAP server.

Note: Take note of the port number for SSL connec-
tions; the default port is 636.

4. Close the object.

Next, when you normally make an SSL connection 
using a web browser, the connection is made transpar-
ently in the background. This is because the web 
browsers already have the major Public Certificate 
Authorities imported as trusted roots. 

This tells the browser to trust those authorities for veri-
fying certificates. Since the Organizational CA for 
your NDS tree is not publicly known, you need to 
import it into your web browser (or whatever applica-
tion will be used for making the LDAPS connection). 
To import the trusted root, it must first be exported 
from your NDS tree.

There are two ways to do this using the ConsoleOne 
utility. First, you can open the properties of the Organi-
zational CA inside the Security container. There is a 
tab called “Public Key Certificate.” Choose the Export 
button at the bottom of that tab to export the CA as a 
trusted root. 

Alternatively, this can be done from the KMO object, 
but instead of exporting the Public Key Certificate, you 
would then export the Trusted Root Certificate. This is 
the exact same thing as the Public Key Certificate of 
the Organizational CA. Either way, the certificate 
should be exported in binary DER format. Once 
imported into a web browser, this certificate tells the 
application to trust all material verified by your Orga-
nizational CA, and therefore, an SSL connection 
(LDAPS or HTTPS) would be allowed. Without this, 
there is no way to make an SSL connection to that 
server using Netscape.

Importing the trusted root certificate into Netscape is 
somewhat difficult because the default application 
extension for certificates is owned by Microsoft 
Internet Explorer. Therefore, even if you try to open 
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the certificate with Netscape, the Microsoft Certificate 
Import Wizard will launch to import that certificate. 

To get around this, Netscape owns an alternative certif-
icate extension, X509. Once the certificate has been 
exported with a DER extension, it should be renamed 
with a X509 extension. Then, the workstation that is 
going to use the certificate needs to have the X509 
extension introduced and associated. 

To do this, run a registry file that will automatically 
add the necessary settings to the Windows registry. 
This file is located at SYS:\PUBLIC\MGMT\
X509.REG. If Netscape was open, close and reopen it 
so that it sees the new application extension. Then use 
the File | Open Page... menu option to browse to and 
open the exported certificate. 

Netscape’s Certificate Import Wizard should then 
launch and guide you through importing the trusted 
root. Once installed, the imported trusted root can be 
edited, verified, and deleted using the big Security 
button in the Netscape Browser window, inside of the 
Signers section.

Now that the Organizational CA has been imported, all 
certificates from your NDS tree should work with 
Netscape if so configured. To test this, try an 
“ldaps://myserver.novell.com/??sub”query. The 
“ldaps://” is similar to the “https://” query, although the 
padlock in the browser will not light up. If the query 
returns results, then SSL is working successfully with 
LDAP. To be sure, you can watch the DSTrace screen. 
Now you should be in business!

Simplifying LDAP Logins
Dear Ab-end: iChain is a winning tool for Novell and 
for my company. We use it to provide our users access 
to their GroupWise webmail, our Intranet and a num-
ber of other business systems. We’ve never installed a 
single product that has solved so many problems all at 
once. Dial-up is dead—long live iChain! 
However, it comes with one big problem. As we were 
installing, configuring and testing it, the feedback we 
were getting was that typing your login in LDAP for-
mat was going to be just too hard. We needed the name 
to be fully qualified, but with all those ou=’s and com-
mas it is just way too difficult. Help!
—Larry LDAPing with Logins

Dear Larry: A Novell supporter, Rob Bennett has 
provided the following solution. If you have questions 
or kudos for Rob, you can email him at 
rob_bennett@mcga.gov.uk.

I wrote the following javascript which converts a 
user-supplied “traditional” username.context format 
login to the LDAP cn=username,ou=depart-

ment,o=company format in the background. The “user-
name” field which iChain reads is then set to hidden.

The code is activated by onChange=“keypress()” in the 
login id field, which provides a rather nice 
side-benefit: the onChange action isn’t triggered when 
the browser form-fills the fields for the user. Using, 
onChange, keeps the users from getting get the error 
“missing some fields” when the page loads. This solu-
tion has also helped us train our users to not leave their 
login credentials where others may find them!

<SCRIPT LANGUAGE = "JavaScript">

function keypress()
{
var loginstr=document.form1.loginid.

value
var loginarray=loginstr.split(".")
newstring = new String("")

for (var i=0; i < loginarray.length;
i++)

{
if(i==0)

{newstring += "cn=" +
loginarray[i]}

else
{
if(i==loginarray.length-1)

{newstring += ",o=" +
loginarray[i] }

else
{newstring += ",ou=" +
loginarray[i] }

}
}

document.form1.username.value =
newstring

}
</SCRIPT>

This script assumes that you’ve dropped the 
Novell-supplied html files and have composed your 
own, but I’m sure there would be nothing to stop you 
putting this script into the standard one.

RMS Revisited
Dear Ab-end: I’m setting up RNS (Report Notifica-
tion Service) on DirXML 1.1a and, as a guide, I am 
using the August AppNote that is found at http://devel-
oper.novell.com/research/appnotes/2002/august/01/
a0208013.htm.
I’ve identified the server to perform the log file opera-
tion, and am now attempting to configure the RNS. 
The step is to Modify the Server Object, which I’ve 
selected. But in the Modify Object view, I do not have 
a Reporting & Notification tab—nor the view shown in 
Figure 2 of the AppNote. (By the way, Figure 2 shows 
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113

http://developer.novell.com/research/appnotes/2002/august/01/


net
support

w w w .
114

Se
ct

io
ns

I have ZENworks for
Desktops installed but I
am having difficulty get-
ting the applications to
show up for my users in
the NAL Explorer. How
do I start troubleshooting
this problem?
an OU being modified.) Do I actually modify the 
Server object? Have I missed a step?
—RNS Randy

Dear Randy: The AppNote was written prior to the 
product ship date and thus didn’t include some 
required changes. To configure a server to use the 
Report and Notification Service, follow these steps.

1. Launch iManager and authenticate to the tree 
where you wish to set up the RMS. 

2. Select “eDirectory Maintenance Utilities” under 
the iManager Role and Task. 

3. Then select “Create Report and Notification 
Service Configuration.” This should bring up the 
Report and Notification Service Configuration - 
Creator screen (see Figure 1).

4. Using the browser button next to Report and 
Notification Service Server, select the eDirectory 
server you want to configure. 

5. Using the browser button next to Report and 
Notification Service Host, select the object that 
you want to use as you RNS configuration object. 
The object can be any object in the tree except an 
NCP Server object.

6. Leave the define additional properties box 
checked and select OK. This will bring up the 
Report and Notification Service Configuration 
screen which is shown in Figure 2 in the AppNote.

The RNS configuration data is stored on the Report 
and Notification Service Host object, not the NCP 
Server object. To change the RNS configuration you 
would modify the host object and select the Report and 
Notification Service tab.

Additional information on setting up and configuring 
the RNS may also be found in the DirXML 1.1a 
Administration Guide under “Tracking DirXML 
Status.”

Note: This problem/solution with accompanying figure 
can also be found at http://www.novell.com/cool
solutions/dirxml/features/tips/t_rns_dirxml.html

Applications Not Appearing in the 
ZENworks NAL Explorer
Dear Ab-end: I have ZENworks for Desktops 
installed but I am having difficulty getting the applica-
tions to show up for my users in the NAL Explorer. 
How do I start troubleshooting this problem?
—Edward “Exploring Possibilities” Ellison

Dear Ed: After logging in as a user and with the NAL 
Explorer running, right-click on the NAL Explorer 
icon that is on the desktop and select Properties. After 
the window opens, hold down the <F2> key while 

clicking the More button.

This will open up a window that lists the 
applications the user object can see in the 
tree, as well as the logic that allows or hides 
these applications. While this solution is not 
supported by Novell, it is a good place to 
start your troubleshooting activities.

SP2 Updates
Dear Ab-end: I have previously installed 
Support Pack 2 (SP2) on NetWare 6, and I 
have also installed some post SP2 patches. 
If I have to reinstall SP2 after having 

installed some additional products, are there any things 
that I should pay particular attention to?
—Spencer “Supporting NetWare” Warren

Dear Spence: The Support Pack 2 installation proce-
dure seems to ignore the versions of many products 
that are installed. Because of this, SP2 may “down-
grade” a couple of things for which you have installed 
post-SP2 updates. For example, this could include:

• ConsoleOne 1.3.4a will be downgraded to 1.3.3

• JVM 1.3.1SP4 will be downgraded to JVM 1.3.1

• NDS iMonitor 1.5.5 will be downgraded to 1.5.1

So after reinstalling Support Pack 2, it’s safest to rein-
stall the post-SP2 updates that you used before.

Correction: In the “Communication Problems with 
NW51SP5 and NW6SP2 Broadcom LAN Cards” Q&A in 
April’s Dear Ab-end, we stated there was no new Q57.LAN 
driver yet. Since that time, Compaq has released a new Q57 
driver, which you can find at http://h18007.www1.hp.com/
support/files/server/us/download/17267.html.

Figure 1: Report and Notification Service Configuration Creator 
n o v e l l . c o m / a p p n o t e s

http://www.novell.com/cool
http://h18007.www1.hp.com/support/files/server/us/download/17267.html


Se
ct

io
ns

Why would you be inter-
ested in AMP?
New Open Source Forum for 
NetWare AMP

A new Web resource, osNamp, provides administrators 
and developers with tips, information, and discussion 
forums for NetWare AMP. NetWare AMP is a 
powerful development platform, based on NetWare 6, 
Apache Web Server, MySQL relational database, and 
PHP/Perl scripting (see http://www.osnamp.com).

AMP: Novell Pumps up the Volume on 
Open Source
Linux developers have long enjoyed powerful Open 
Source Web development tools. With the AMP Devel-
oper Suite—Apache, MySQL, and PHP (or Perl)— 
Novell finally delivers full support for these popular 
tools and shows the Open Source community it is 
serious about its commitment to open source.

Although the final versions are expected to be included 
in the “Nakoma” distribution (the upcoming new 
release of NetWare), there is no need to wait until then 
to try AMP. Beta versions are available now for 
Netware 6 Support Pack 2 in the separate “Leading 
Edge” package.

Why would you be interested in AMP? If you are 
already a Novell shop and you need to develop 
powerful network and e-business tools, then you’ll 
likely be interested in some of the unique AMP 
features, such as the following:

• With Nakoma, Apache Farm administration can 
be centralized for one server, a group of servers, 
or all servers using eDirectory. 

• Of particular use to MySQL application vendors, 
Nakoma will include a commercial license of 
MySQL.

• Nakoma will include PHPMyAdmin for MySQL 
management. 

• Nakoma will likely include disk/hardware features 
such as MySQL cluster fail-over, dramatically 
improved performance, and the ability to 
implement cluster architecture to eliminate single 
points of failure. 

• PHP support for third-party PHP and Perl scripts, 
including PHProjekt, PHPNuke, XOOPS, and 
Incyte Project Manager. 

Sample scripts in the Perl distribution to perform 
NetWare volume and file operations. 

If you’d like to delve into some details of the AMP 
beta release so you can see the benefits for yourself, 
the complete text for this article, by Beth Cohen and 
Hallett German, can be found at the EarthWeb IT 
Management and Development forum at 
http://networking.earthweb.com/netos/article.php/
10951_1575641_1

“Introduction to NetWare 
Web Services” Sample 
Chapter from NetWare 6 Book

Author James Gaskin, who has written many books on 
NetWare, has released a free sample chapter called 
“NetWare Web Services” from his book Mastering 
NetWare 6. The chapter introduces several 
NetWare-based Web servers, including:

• NetWare Web Manager

• Netscape Enterprise Server

• Apache Web Server

• Tomcat Servlet Engine for NetWare

• NetWare Web Search Server

• WebAccess for Clients

The chapter (in PDF format) can be downloaded from 
the osNamp web page at http://www.osnamp.com/
pn/downloads/netwarewebservices.pdf 

NetWare 6 Web Infrastructure 
Online Articles

Joe Harmon from Novell’s Web Services Support team 
has adapted some excellent training sessions he 
recently presented at Novell to produce a series of 
articles on the NetWare 6 Web infrastructure.

The articles introduce basic Web infrastructure prod-
ucts—these are usually individual products that 
perform a specific function:

• Novell Portal Services 

• NetWare WebAccess 

• Apache 
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The Novell SecretStore
Command Beans provide
easy to use Java compo-
nents to integrate web
applications with the Nov-
ell SecretStore. 
• Tomcat 

• NetWare Enterprise Web Server 

• iManager 

• NetStorage

The articles give additional information on Extended 
Web Infrastructure—basic web infrastructure services 
working together to provide a solution:

• File Access 

• Application Access

The articles are geared towards understanding the 
complexity of Web Infrastructure on NetWare 6. In 
essence, they show how to integrate Basic Web Infra-
structure (Web products) into Extended Web Infra-
structure (solutions).

The articles are available on Novell’s Cool Solutions 
Web site at http://www.novell.com/coolsolutions/
netware/features/a_web_infrastructure_training
_nw.html.

Novell’s Director of Standards 
Discusses Web Services 
Management at the XML Web 
Services One Conference 

As the number of Web services deployed within and 
across enterprise boundaries increases, so too does the 
need to find an industry standard approach to effec-
tively managing these services. On March 4, 2003, 
Novell’s Winston Bumpus addressed the need for Web 
services management standards as part of the Organi-
zation for the Advancement of Structured Information 
Standards (OASIS) Forum on the Direction of Web 
Services. This address was held in conjunction with the 
XML Web Services One Conference in Santa Clara, 
California.

The OASIS consortium is the source of a variety of 
Web services specifications and the OASIS Forum on 
the Direction of Web Services provided an interchange 
with the experts that participate in the development of 
these specifications. Mr. Bumpus participated in a 
panel discussion entitled “Web Services and eBusi-
ness,” during which he discussed the steps that OASIS 
and other industry groups are taking to address the 
need for Web Services Management standards.

Winston Bumpus’s presentation at the conference can 
be downloaded from http://www.oasis-open.org/
presentations/wsdm-20030304.ppt (in PowerPoint 
format).

New Java Command Beans for 
eDirectory Partition and 
Replica Management and 
Novell SecretStore

NDK Leading Edge #197 contains the following 
Command Beans: Novell PartitionReplica Command 
Beans. The Novell PartitionReplica Command Beans 
provide easy-to-use Java components to integrate web 
applications with Novell eDirectory. These compo-
nents enable management of partitions and replicas. 
The partition and replica concept is specific to eDirec-
tory. These command Beans use the LDAP extensions 
to perform any operation.

Novell provides the following set of PartitionReplica 
beans:

• AbortPartitionOperation

• AddReplica

• ChangeReplicaType

• CreatePartition

• GetPartitionEntryCount

• GetReplicaInfo

• GetReplicationFilter

• ListReplicas

• MergePartitions

• ReceiveAllUpdates

• RemoveReplica

• SendAllUpdates

• SetReplicationFilter

• SyncPartition

• TriggerBackProcess

Novell SecretStore Command Beans
The Novell SecretStore Command Beans provide easy 
to use Java components to integrate web applications 
with the Novell SecretStore. These components enable 
management and usage of the SecretStore over the 
Web with features such as creating enhanced protected 
Secrets, repairing, and unlocking the SecretStore.

Novell provides the following set of SecretStore beans:

• CreateSecret

• CreateSecretStoreInstance
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• EnumerateSecrets

• GetSecretInstance

• GetServiceInfo

• ModifyMasterPassword

• ReadSecret

• RemoveSecret

• RemoveSecretStore

• RepairSecretStore

• SyncSecret.java

• SyncSecretStore

• UnlockSecretStore

• UpdateSecret

• UpdateSecretStore

These PartitionReplica beans and the SecretStore 
beans are mainly meant for the application developers 
to create custom applications and tools for partition 
and replica management and SecretStore management, 
respectively.

You can download Leading Edge #197 from 
http://developer.novell.com/ndk/leadedge.htm.

Q. I have an SMP-related issue that I am trying to 
track down. I need to know which CPU is executing my 
NLM code. The code might be a CLIB thread, or an 
ESR or ISR routine which may be called directly from 
a hardware interrupt-driven event, so something that is 
low-level/low impact, like inspecting hardware or 
processor registers, would be preferable.

A. Here are three functions that give processor 
information:

typedef void * THREAD;
typedef unsigned long PROCESSOR;

/* read only variable */
extern PROCESSOR CpuCurrentProcessor;

extern THREAD kCurrentThread(void);
extern PROCESSOR kCurrentThreadBinding(

THREAD ThreadHandle );
extern PROCESSOR kReturnCurrentProces

sorID(void);

int main(int argc, char *argv[])
{

(void)argc;
(void)argv;

printf("Running on processor %d\n",
CpuCurrentProcessor);

printf("Running on processor %d\n",
kCurrentThreadBinding(kCurrentThread()));
printf("Running on processor %d\n",
kReturnCurrentProcessorID());

}

The kCurrentThreadBinding function probably doesn’t 
do what you’re looking for, since it actually returns the 
thread’s processor binding rather than the processor it 
is active on and the thread may not be bound to a 
specific processor.

These are not CLib APIs, they are part of the MPK 
library. These interfaces aren’t exposed, so an NLM 
that uses them can’t be certified. It would also be 
possible to get this information by calling 
netware_cpu_info iteratively. Inside the structure, 
there is a Boolean that tells whether, for the given 
CPU, it is the one executing the call.
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I recently upgraded to the
latest version of the Nov-
ell ActiveX controls. Can
you explain why one of my
Jscript pages now pro-
duces the following error?
Q. I recently upgraded to the latest version of the 
Novell ActiveX controls. Can you explain why one of 
my Jscript pages now produces the following error?

Cannot reference or create entries under another tree
Code 800ACED8
Source NWUsrGrp

Here’s my code:

var NWSession = new ActiveXObject("NWSessLib.NWSessCtrl.1");
var NWUser = new ActiveXObject("NWUsrGrpLib.NWUsrGrpCtrl.1");

WScript.Echo(is_authorised
('NDS:\\\\POLICE\\KENT\\HQ\\fCC\\MULTIDBSEARCH'));

function is_authorised(str_group) {
str_group = str_group.toUpperCase();
var usertree = NWSession.DefaultFullNameFromTreeName

(NWSession.ConnectedTrees.item(0).FullName);
WScript.Echo("usertree = " + usertree);
var userid = NWSession.LoginName(NWSession.ConnectedTrees.item(0).FullName);
WScript.Echo ("userid = " + userid);
var user = NWUser.FindUser(usertree + "\\" + userid);
WScript.Echo ("user = " + user.Shortname);
var boo_authorised = false;

var str_groups = '';
WScript.Echo(user.Lastname);
for (var i = 0; i < user.GroupMembership.count; i++) {
str_groups += user.GroupMembership.item(i).FullName + "\n";
if (user.GroupMembership.item(i).FullName == str_group) boo_authorised = true;

}
WScript.Echo (str_groups);
return boo_authorised;

}

function get_force_number() {
var userid = NWSession.LoginName(NWSession.ConnectedTrees.item(0).FullName);
return userid;

}

function getArea(strFullName) {
var i = strFullName.indexOf("KENT", 0);

if (i != 0) {
return strFullName.substring(i + 5, i + 7);

}
else {
return "UNKNOWN";

}
}

A. You now need to explicitly set theFullName 
value of the NWUsrGrp object:

NWUser.Fullname = usertree;
var user = NWUser.FindUser(usertree +

"\\" + userid);

Q. I’m looking for a quick way to list all file system 
trustees on a volume using Visual Basic 6 and Active X 
controls. I’ve written an application that parses the file 
system, checking the trustee assignments on every 
directory by using the NWVoladm control. However, 
it’s taking forever to run, even on one server, and some 
of the servers have over 100 GB of data.
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Is there a way I can make
Novell Client function calls
from a Perl script?
A. It’s faster to ask the server for all trustee 
assignments by user instead. Use the NWUsrGrp 
control to look up a user, then use the 
NWFileSysRights collection to list their trustee 
assignments.

See the following as an example:

Private Sub Command1_Click()

Dim Entry As NWUsrGrpLib.NWUser
Dim Rights As NWUsrGrpLib.NWFileSysRights
Dim i As Integer

Set Entry =NWUsrGrp1.FindUser("nds:\\ctree\users\jimg")

Set Rights = Entry.Rights("nds:\\ctree\servers\data_vol")

For i = 0 To Rights.Count - 1
List1.AddItem Rights.Item(i).Path
DoEvents

Next

End Sub

You can automate the feeding of usernames and 
volume names.

Q. I’m having trouble getting SQL_CALC_
FOUND_ROWS from PHP. When I run the following 
code, the result (in $count_result) is “Resource id #4,” 
not the number of rows.

$sql = “Select SQL_CALC_FOUND_ROWS ‘field1’,
‘field2’ FROM ‘table’ WHERE

‘this’=’that’ LIMIT 50”;
$result = mysql_query($strSQL);

$sql = "Select FOUND_ROWS()";
$count_result = mysql_query($strSQL);

A. Try it like this:

$sql = “Select SQL_CALC_FOUND_ROWS ‘field1’,
‘field2’ FROM ‘table’ WHERE 

‘this’=’that’ LIMIT 50";
$result = mysql_query($strSQL);

$count_result = mysql_query("Select
FOUND_ROWS()");

$total_rows = ($count_result > 0) ?
mysql_result($count_result, 0, 0) : 0;

Q. Is there a way I can make Novell Client function 
calls from a Perl script?

A. There are modules called Win32::API and 
Win32::API::Prototype that allow you to call Windows 
APIs, including Novell Client APIs from Perl. DevNet 
Sysop Guenter Knauf has put together documentation 
for the Win32::API module and some sample Perl 
scripts that show how to call Novell Client APIs. 
They’re available at http://www.gknw.de/nwperl/
win32api/.

Q. When my DirXML driver migrates an associated 
object from NDS, does the DirXML engine apply the 
Event Transformation Rule on the object? I need to 
export objects from eDirectory that have been lost by 
the application driver so I can get the correct data to 
apply the Event Transformation Rule on the objects.

A. The Event Transformation Rule sees a sync 
element for the object, which is turned into commands 
by the engine after the Event Transformation. Your 
best bet is to move your logic from the Event 
Transformation to the Command Transformation. 
Then the same logic will apply to normal adds or 
modifies, as well as those synthesized by the engine.
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I am integrating my
Visual Basic 6 workflow
product with GroupWise.
I downloaded sample
Visual Basic code for
sending mail and that
works well. I have been
searching for code that
lets me parse the Inbox,
but I can’t find any. Is
there any such sample
code available?
Q. I am writing an NLM in which there are loops 
that perform time-consuming operations without 
calling any blocking APIs. I’ll need to call 
ThreadSwitchWithDelay() at certain points in order to 
relinquish control properly. The easiest thing to do 
would be to just call ThreadSwitchWithDelay() in the 
innermost loop.

However, I was also thinking that if my thread 
relinquishes control more often than is necessary, this 
would slow my application and would cause 
unnecessary context switches. I tried calling 
ThreadSwitchWithDelay() at 1 millisecond intervals, 
using GetHighResolutionTimer(). I chose the 1 
millisecond interval because the NDK documentation 
(in ndev_enu.pdf) says:

“In general, the NLM should run for about 1 
millisecond (from 3,000 to 10,000 machine 
instructions) and then relinquish control.”

However, the tests I did on my NetWare server 
(NetWare 6 on a Dell Pentium 4 1.6 GHz) seemed to 
show that my NLM slows down the server. I think the 
period of 1 millisecond didn’t appear to be proper. 
What should be the proper period of relinquishing 
control (or should I just stick to calling 
ThreadSwitchWithDelay() as often as possible)?

A. The excerpt you quoted from the NDK 
documentation is a very dated statement and relates 
back to NetWare 3 and the days of 20MHz 386 
processors. On a 1.6GHz processor, you are talking 
about at least 1.6 million instructions being executed in 
1 millisecond. At the same time, a powerful server 
could be trying to process thousands of network 
packets a second or disk I/Os. All in all, 1 millisecond 
is a long time to block.

When we developed NetWare 5, we looked at the 
disparity in performance of old processors versus 
modern ones and changed the underlying yield 
function in the system scheduler, such that not every 
yield explicitly coded would actually yield. Thus, you 
can code them more liberally as you see fit and all you 
miss will be the function call overhead. You may like 
to try .1 millisecond switching. This is not a big 
overhead for the server as the Ring 0 overhead was last 
documented at around 30 instructions.

You may also consider looking at the LIBC 
environment, as this can provide a pre-emptive 
operating environment, removing the issue. Note that 
in addition to ThreadSwitchWithDelay(), you can also 
call ThreadSwitch(), ThreadSwitchLowPriority(), or 
delay() to relinquish processor control.

Q. I am integrating my Visual Basic 6 workflow 
product with GroupWise. I downloaded sample Visual 
Basic code for sending mail and that works well. I have 
been searching for code that lets me parse the Inbox, 
but I can’t find any. Is there any such sample code 
available?

A. The code below uses the GroupWise Object API 
to read the inbox of the person logged on:

Dim GWRootAccount As Account
Dim GWApp As Application2
Dim oMessages As Messages
Dim oMessage As Message
Dim oFolder As Folder
Dim sBuff As String

Set GWApp = New Application2

Set GWRootAccount = 
GWApp.Login(txtUser.Text, , 
txtPass.Text, egwNeverPrompt)

Set oFolder = GWRootAccount.MailBox
Set oMessages = oFolder.Messages

sBuff = ""

For Each oMessage In oMessages
If oMessage.BoxType = egwIncoming Then
sBuff = sBuff & "From: " & 
oMessage.FromText & ",  Subject: " &
oMessage.Subject & ",  Body: " & 
oMessage.BodyText & vbCrLf

End If
Next

Text1.Text = sBuff

Documentation for GroupWise Developer Compo-
nents in the NDK contains information about how to 
program to the GroupWise Object API.
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Novell introduced a debug-
ging portal interface that
gives developers the ability
to access their application
code and data symbolically
from a web interface as
well as from the internal
NetWare debugger. 
Novell exteNd Application 
Server 4.0 Wins Network 
Computing Editor’s Choice 
Award

To implement Web services, you need a standards-
based, intuitive development environment, as well as a 
secure, robust and scalable platform to deploy them 
across an enterprise environment that spans portal, 
identity, application and integration functionality. It’s a 
new development paradigm with great promise, and 
there is lots of super-heated competition for your Web 
services business. But which IT vendor speaks your 
language? Who’s full of hot air? 

As a developer, you already know it’s more compli-
cated than deciding between J2EE (Java 2, Enterprise 
Edition) and Microsoft .Net technologies. But the 
power and flexibility of using best-of-breed Web 
services technologies from multiple providers is too 
valuable for most businesses to pass up.

For instance, there are extensions to application servers 
from Novell, Apache, BEA Systems, IBM, and Sun. 
There are products from Cape Clear and other vendors 
designed to stand on their own or reside on existing 
J2EE-compliant application servers. And there’s 
Microsoft with its flavor of Web services built into 
Windows Server 2003, which offers little flexibility 
but has developer acceptance and familiarity on 
its side.

But what are IT industry analysts saying about Novell? 
Novell’s exteNd Application Server 4.0 was recently 
selected as Network Computing Editor’s Choice 
Award winner, chosen for its appearance, 
easy-to-follow Web services development and 
management, and broad range of features. Novell 
exteNd uses the standard J2EE deployment model, but 
the ease with which this is accomplished astounded the 
Network Computing reviewers, who noted:

“The ability to deploy from an IDE to an application 
server is standard in most development environments 
that complement an application server, but configura-
tion can be challenging, and getting it to work right the 
first time is always a chore. Not so with exteNd. A 
seamless integration between its IDE, Extend Work-

bench and the application server is evident from the 
moment you hit the deploy button. 

“Not only does [Novell exteNd] Workbench support 
Ant (ant.apache.org), it supports deployment to other 
popular application servers. Developers can quickly 
create an echoInt Web service from an existing WSDL 
file, as well as from an existing Java class. Novell 
exteNd Application Server offers the corporate-class 
functionality required of an enterprise application and 
the features you expect for successful deployment of 
Web services.”

For more information about the Network Computing 
Editor’s Choice Awards, visit 
http://www.nwc.com/1406/1406f2.html.

Novell Delivers Source-Level 
Debugger Portal for 
NetWare 6.5

At BrainShare 2003, Novell introduced a debugging 
portal interface that gives developers the ability to 
access their application code and data symbolically 
from a web interface as well as from the internal 
NetWare debugger. The NetWare Debugger Portal 
provides the following capabilities:

1. Direct access to NLM symbolic data from a web 
browser. For example, a developer can use a 
remote web browser to monitor and debug an 
application running on a remote server.

2. Ability to manipulate the values of NLM data 
symbolically. For example, a developer can force 
a certain value to test and debug NLMs.

3. Ability to use logic to control application behavior 
based on symbolic data. For example, a developer 
can make a small configuration script that will test 
functionality and scalability.

4. Ability to intelligently collect debug data from a 
NetWare server. For example, a developer can use 
small configuration file, and that file will control 
obtaining of data for certain variables based on the 
logic provided.

5. Ability to debug procedure execution that includes 
when, from where and with what parameters the 
procedure is being called.

For more information about the NetWare Debugger 
Portal, visit the Leading Edge section of the Novell 
Developer Kit at http://developer.novell.com/ndk/lead-
edge.htm.
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Novell exteNd makes the
process of developing
Web-based applications
fast, simple and
cost-effective on any plat-
form.
Take a Closer Look at Novell 
exteNd

Knock, knock—opportunity here: Novell exteNd 
opens the door to standards-based Web services 
without locking your organization into anything. 
Novell provides a suite of business solutions, products, 
and consulting services that gives you the power to 
unify your Web services technology environment 
and the freedom to create more effective business 
solutions. 

Novell exteNd makes the process of developing 
Web-based applications fast, simple and cost-effective 
on any platform. Novell’s Web services strategy 
includes the ability to package Web services within a 
J2EE standard archive for a complete solution that can 
be deployed to BEA WebLogic, IBM WebSphere, 
Apache Tomcat and, of course, Novell exteNd 4.0. 
Here’s just some of what’s included.

Novell exteNd Application Server. Implement a 
standards-based architecture and maintain the freedom 
to choose the hardware and software that works best 
for your organization. Novell exteNd Application 
Server provides the most complete foundation for 
building and deploying cross-platform, standards-
based applications. exteNd Workbench, jBroker Web, 
jBroker MQ, and jBroker ORB are included with the 
application server to provide you with the tools and the 
infrastructure you need to build enterprise applications. 
Novell’s commitment to J2EE and Web Services starts 
with our involvement in the development of standards 
and results in your flexible, portable, future-proof 
applications.

exteNd Composer. Integrate different business 
systems and move your organization toward a more 
flexible, standards-based architecture—without having 
integration costs spiral out of control or abandoning 
existing investments. Novell exteNd Composer is a 
visual XML integration server that enables connec-
tivity to backend legacy systems and business process 
automation. With a simple drag and drop visual inter-
face, it enables rapid data mapping and transformation.

exteNd Director. Create cost-effective, customized 
portal solutions that give employees, partners and 
customers instant Web-based access to real-time infor-
mation. Novell exteNd Director is an interaction and 
portal server that enables IT organizations to deliver 
web based applications. IT developers can define inter-
action between systems, users and applications.

exteNd WorkBench. Move toward a standards-based 
architecture without hiring an army of Java developers 
or forcing existing developers to learn new skills? 

Novell exteNd Workbench 4.0 is a powerful and 
productive environment that simplifies and accelerates 
the development of your applications and brings 
one-button deployment to J2EE and Web Services.

exteNd jBroker. jBroker consists of tools and an 
infrastructure to support XML RPC for building, 
running, and invoking Web Services, as well as 
support for CORBA ORB services for enterprise appli-
cations. exteNd jBroker technologies (jBroker Web, 
jBroker ORB, jBroker MQ, jBroker, and jBroker 
Console) are included with the application server to 
provide you with the tools and infrastructure you need 
to build enterprise applications. 

Need to stretch your business boundaries? Simplify 
your Web development and lay a solid foundation for 
growth. Novell exteNd solutions—and the open, 
services-oriented architecture they make 
possible—offer a clear competitive advantage by 
providing an open, flexible foundation that can help 
you adapt more quickly to new and fast-changing busi-
ness requirements. exteNd makes it easy to orchestrate 
processes across your whole organization--and have 
them appear as a single, integrated business solution.

Novell exteNd solutions protect the technology invest-
ments you’ve already made and offer an easier, more 
consistent way to integrate your business systems. In 
addition, exteNd solutions allow you to capitalize on 
all the advantages of standards-based Web services 
today, despite aggressive schedules and shrinking 
budgets.

For more information about developing to Novell 
exteNd, visit http://developer.novell.com/solutions/
extend.

Novell Forge: Open Site for 
Novell Development

At BrainShare 2003 in Salt Lake City, Novell 
announced a useful new portal site for developers 
of all types to collaborate on Novell-related projects 
and products. Novell Forge is a new site designed to 
foster developer collaboration via technology and 
vertical market communities. It is also for hosting and 
managing software development projects that enable 
IT professionals to solve business problems in a secure 
collaborative development environment.

Novell Forge is designed to help users and developers 
of Novell-related technology hammer out business 
information solutions by providing a wealth of useful 
applications and programs, sample code, and develop-
ment tips and pointers. The site provides a central 
support forum—a place where related resources like 
n o v e l l . c o m / a p p n o t e s
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For developers, member-
ship in DeveloperNet pro-
vides everything needed to
be successful with Novell,
whether you need to solve
in-house development
problems or deliver pack-
aged network or Web solu-
tions to customers
worldwide.
FAQs are aggregated, and where developers can find 
answers online, either through FAQs or through 
numerous online communities: 

• Web Development

• Directory / Provisioning

• Security

• NOS Collaboration

• Small Business 

• Education

• Finance

• Health Care

• Government

Better Development, By Design
Novell Forge helps Novell stay informed about active 
development to its products, which helps the company 
better understand what is important to its partners and 
customers. In addition, Novell Forge provides an outlet 
for internal projects at Novell to be shared outside the 
company. They can be individual projects or group 
projects that may have been intended to be brought to 
market, but which Novell opts to open source, i.e., 
share source code under an “Open Source” license, or 
to simply enable open development by posting APIs to 
an otherwise closed product, thereby facilitating 
external development. 

Likewise, Novell Forge is an ideal place to share 
external projects and ideas about development to the 
broader Novell development community. Novell 
development partners and customers can take advan-
tage of forums, mailing lists, FAQs and more. This 
includes a place to post and manage projects with or 
without a CVS repository, thereby making it easy and 
secure for others to use or help with the project, with 
the Forge site simply administering the interaction. 
Novell partners can also post projects for others to use 
and/or contribute to with a CVS repository. 

We invite you to participate by uploading your projects 
and participating in the communities being provided. 
We also invite you to “take ownership” of the site by 
submitting suggestions for how it should look and act 
the way you would like. To get started, simply open an 
account and add your project to Forge. You may 
submit defect reports or enhancement requests by 
entering them on the Forge project, or by contacting us 
at forge@novell.com. For more information, visit 
http://forge.novell.com.

Develop Real-World Success 
with Novell’s Developer 
Program

Design methodologies for building manageable enter-
prise solutions are increasingly based on securing 
application user identities, along with freedom of 
interface choice and freedom from platform lock-in. 
Not surprisingly, that’s the value of leveraging 
Novell’s proven cross-platform directory, products, 
solutions, and standards-based Web application devel-
opment environment. If you’re serious about being 
successful with development to Novell and Open 
Source technologies, membership in Novell Develop-
erNet is where it all starts. 

Sign up for Novell development success. Novell’s 
DeveloperNet program helps corporate, ISV and IHV 
developers alike so they can build solutions and 
advance their business efforts with leading-edge tools, 
programming resources, testing and engineering 
support. For Novell, DeveloperNet memberships 
provide a proven approach to assisting any type of 
application programmer in building sophisticated 
applications and services and deploying them on any 
leading server. 

For developers, membership in DeveloperNet provides 
everything needed to be successful with Novell, 
whether you need to solve in-house development prob-
lems or deliver packaged network or Web solutions to 
customers worldwide. With Novell you can develop 
directory-aware client applications for Windows and 
Linux desktops, or large scale Web applications for 
millions of Internet customers. 

You can develop LDAP-enabled J2EE solutions and 
run them on any leading server with Novell exteNd or 
other standards-based Web application server. You can 
use Open Source technologies such as Apache Web 
server and MySQL to quickly automate your system 
management tasks. You can build enterprise-ready 
solutions for the NetWare platform, Linux, or any 
other leading server. 

What’s more, Novell eDirectory and many other 
Novell products run on all the leading platforms. This 
gives any developer a serious technical advantage 
when it comes to choosing the right applications, inter-
faces, tools and platforms to support high-priority 
development projects.

As one example, Novell Nsure UDDI Server allows 
businesses to register Web services and make them 
available to internal or external users, while leveraging 
the security and management inherent in eDirectory. 
Users, whether publishing or consuming Web services, 
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At DeveloperNet, we know
you’re busy writing code
and keeping the network
healthy. 
can be required to first authenticate to the directory and 
verify their identity. Equally important, those users, 
their access rights, and the registered Web services can 
be easily managed with eDirectory tools, such as 
Novell iManager, which are familiar to most network 
administrators. 

Businesses that want to move forward with technology 
initiatives don’t need to sacrifice the cost savings and 
simplicity of Web services in order to maintain tight 
control over access to company resources. With 
Novell, secure management of Web services is a 
reality today, and a boost to any developer’s toolset. 

Who Benefits from Novell Development?
ISVs. Leverage your current software investments and 
increase your customer base by supporting all key plat-
forms.

IHV/OEM/Device Makers. Capture market share with 
Novell’s award-winning solutions and technologies 
running on Linux, Solaris, NetWare, Windows NT/
2000 and IBM AIX platforms.

Novell solution components such as eDirectory, 
NMAS (Novell Modular Authentication Service), 
eGuide, iFolder, DirXML, GroupWise, NetMail and 
iChain help you bring your business-critical applica-
tions together for ready packaging, configuration and 
deployment on your choice of OS platforms.

CSIs/VARs. Integrate Novell products and technolo-
gies to form complete services and technology solu-
tions for your customer.

Enterprises. Implement a secure and complete portal, 
identity, application, and integration strategy at the 
lowest possible outlay. Secure identity management 
for the enterprise begins with eDirectory and extends 
across all leading operating systems, applications, 
client desktops, handheld devices.

Corporate Developers. The core value of Novell’s 
directory-based technology is that businesses are able 
to quickly leverage it to become more efficient, more 
productive, and more successful. You can greatly 
increase the performance of current IT investments by 
using eDirectory to support metadirectory solutions via 
DirXML, as well as integrate access and security, 
provisioning, database, and collaboration solutions. 

DeveloperNet’s extensive and newly redesigned Web 
site is the online source for programmers, administra-
tors and other technical persons to learn how to create 
manageable Novell-based solutions for the enterprise. 
Program membership provides access to the Novell 
Developer Kit, support resources, and Novell products 
for testing and development purposes. 

And with a full array of education and training offer-
ings, including hands-on training and instructor-led 
training, it’s easy for you or your entire development 
team to get up to speed fast with any type of 
Novell-based development on your platforms of 
choice.DeveloperNet provides four membership levels, 
including an online subscription for free! For more 
information about developing solutions with Novell, 
and information about membership in DeveloperNet, 
visit http://developer.novell.com.

Wanted: Real World Development 
Success Stories
At DeveloperNet, we know you’re busy writing code 
and keeping the network healthy. But what a great 
story could you tell about the benefits of developing to 
Novell eDirectory and other Novell technologies if you 
were unconcerned with time or internal politics or 
prohibited by business policy about non-disclosures? 
How would your positive story about developing to 
Novell technologies affect you, and by extension, your 
organization? How would it affect Novell in the 
broader marketplace?

Nothing is more powerful for building market aware-
ness or advancing an internal development agenda than 
a Novell developer customer success story. For 
example, telling your development success story is a 
great way to compete with other vendors who may 
have more marketing resources. 

Or perhaps you are a corporate developer who appreci-
ates the value of Novell technologies enough to take 
the time to relate a specific example of how you solved 
a problem or delivered a solution with Novell develop-
ment. In any case, if Novell is important to your busi-
ness, we encourage you to share your Novell develop-
ment success story, large or small! Make your story 
happen by visiting http://developer.novell.com/
success/submit.

Recent Novell Developer and Customer 
Success Stories
“Messaging Architects Protect Virginia Employment 
Commission’s GroupWise System.” To read up on this 
deployment, see http://developer.novell.com/success/
messagingarchitects.html.

“Beginfinite Secures GroupWise for Carilion Health 
System.” You can see this addition at http://developer.
novell.com/success/beginfinite2.html.

“Condrey Consulting Solves End-User Storage Prob-
lems at the University of Kentucky.” To find out more, 
see http://developer.novell.com/success/condrey
consulting.html.
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The J2EE APIs have been
developed with the Model-
View-Controller develop-
ment paradigm in mind
and thus fit that develop-
ment style very well. 
Web Services and the Real 
World: J2EE

Richard Smith
Editor-in-Chief
Novell AppNotes
rlsmith@novell.com

My last Ramblings installment was centered around 
how—from a business and technical standpoint—Web 
services can benefit organizations. This month, I want 
to go into a bit more detail on the two “standards” that 
have emerged to lead the Web services charge. I really 
want to emphasize the quotation marks around the 
word “standards.” For while many companies profess 
being standards-based, the value of this statement can 
only be measured by how well an organization can take 
advantage of those standards.

As I have stated before, the most likely scenario in an 
organization is the deployment of both of these stan-
dards in some way. In the real world, you don’t just 
replace existing infrastructure without a very compel-
ling reason. More often than not, you’ll want to 
leverage the advantages of the different standards to 
your benefit. This month I’ll highlight the strengths 
and weaknesses of J2EE, and next month I’ll do the 
same for .NET.

J2EE and Your Plumbing
If you like a broad spectrum of interfaces, then J2EE is 
for you. With everything from messaging services to 
Java Server Pages to Enterprise Java Beans, there are 
J2EE Java APIs to fill almost any need. In fact, this 
may be one of J2EE’s biggest negatives: learning, 
understanding, and implementing solutions from such 
an extensive API base can be overwhelming for many 
developers.

But that complexity is offset by the power of the APIs. 
J2EE’s strength is that it allows a developer to create 
very feature-rich server-side applications. You might 
say that J2EE is a great way to build the plumbing that 
handles the flow of your Web services. Just as with 
most of the plumbing in your home, you don’t see 
much of what it does, but having it there is a real 
benefit.

J2EE is designed with n-tier development in mind. In 
its purest implementation the data, the business logic, 
and the presentation would all be separate aspects of 
development and deployment. At the center of all of 
this is an application server.

You might look at the application server as you would 
a telephone switching station. Just as the telephone 
switching station routes calls to the appropriate loca-
tion, the application server sends requests for Web 
services to the correct application, handles the returned 
data from the other party, and presents it to the caller 
(client).

J2EE works great when the client is using a Web 
browser for its presentation of the data and all logic is 
located elsewhere. The current lack of strong UI and 
other client-side components for developers to use 
limits the number of client-server applications that are 
developed in Java using J2EE.

The J2EE APIs have been developed with the Model-
View-Controller development paradigm in mind and 
thus fit that development style very well. J2EE’s robust 
components also make it a very logical choice for orga-
nizations wanting to integrate existing systems with 
newer technologies without the need to discard their 
current infrastructure.

Using the JDBC APIs to access data stored in any 
supported datastore and the use of the XML data 
format make J2EE a good choice for integrating 
disparate systems, while allowing an organization to 
systematically plan for system upgrades. The same 
code developed for legacy system integrations often 
may be used as a part of new and updated systems.

Additionally, J2EE is available to be deployed on a 
number of different platforms, from Windows to Unix. 
In most cases, this flexibility allows an organization to 
use their existing infrastructure as a basis to implement 
their Web services. This savings in cost and resources 
can be substantial and should be considered in the 
overall cost of Web services. Platform flexibility also 
can have a significant impact on Web services security 
(a topic which I’ll address in another Ramblings).

To Recap
So to recap the pros and cons of J2EE:

Strong Point—large number of interfaces for creating 
robust server-side solutions, as well as deployment 
platform flexibility.

Weak Point—very complex API set with high learning 
curve and not well suited for client-server architecture.

Next time, I’ll take a look at .NET offerings and how 
they fit into your development strategies. Until then, 
I’ll just keep rambling. . . .
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Networking Crossword Puzzle

This month we offer a crossword puzzle of general 
computer- and network-related terms for your amuse-
ment. For the online version and answers, see 
http://developer.novell.com/research/sections/
viewpoints/lwaccess/2003/may/l030501.htm.

Across
2. computer file/directory pointer

7. object with access rights

9. Boolean logic operation

11. computer OS core

12. Java archive file

13. “Sell it on ____ .”

15. nickname for NetWare Remote Manager utility

16. fixed-length 16-bit character code

19. Transmission Control Protocol (abbr.)

22. Internet border cop (hardware or software)

24. serious sever software failure

25. maker of BeOS

26. 9th letter of the Greek alphabet

28. common login credential

29. print job waiting place

30. connectionless transmission packet

Down 
1. Value Added Reseller (abbr.)

2. active or passive connector

3. addressable entity on the network

4. high-speed LAN hardware standard

5. Information Technology (abbr.)

6. latency

8. defining rules for the Directory

9. item in the Directory

10. Novell’s workgroup collaboration software

11. kilobyte (abbr.)

14. commonly-used delimiter

17. ______ rights mask

18. carrying capacity of cable

20. follows month and day

21. start up again

23. protocol for reading and 
writing directory information

25. modem bits per second

27. graphical ___ interface

Disclaimer: Lightweight Access 
brings you humorous observa-
tions and refreshing diversions 
to give you a break from the 
daily grind. Any opinions 
expressed do not reflect 
Novell’s official position on 
anything.

1 2 3 4 5 6

7 8

9

10 11

12 13

14 15

16 17 18

19 20

21

22 23 24

25 26 27

28

29

30
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Libraries
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Date Part Number Titles

May 03 464-000064-005 An Introduction to Novell Nsure Secure Identity Management
Sending Secure and Encrypted Messages with GroupWise 6.5
A Technical Overview of Novell SecretStore 3.2
How to Use Perl, Python, and PHP to Access eDirectory 8.7 via LDAP
How to Write NetWare Loadable Modules (NLMs) as Dynamic Libraries

Apr 03 464-000064-004 Accessing Network Files with the Novell Native File Access Pack (NFAP)
Creating and Enforcing an Internet Acceptable Use Policy
Apache 2.0: All New and Engineered for the NetWare Environment
Administering MySQL on NetWare
Novell exteNd Directory Pluggable Security Realm for eDirectory/WebSphere

Mar 03 464-000064-003 What’s New in GroupWise 6.5
Using WebSpy Analyzer and WebSpy Live on Novell BorderManager Proxy Log Files
How to BuildJ2EE Applications Using Novell Technologies
How to Use Novell Nsure UDDI Command Beans in Building Web Service Enabled 
Applications
Integrating Log4j and the Novell exteNd Application Server

Feb 03 464-000064-002 IP Address Configurations and Usage for the NetWare 6.5 TCP/IP Protocol Stack
NetWare 6 Trustee Rights: How They Work and What to Do When It All Goes Wrong
Using Public-Domain Site Blocking Lists with Novell BorderManager
Understanding and Using Persistent Search in Novell eDirectory
An Asynchronous Transaction-Enabled J2EE Application: A Message Driven Bean 
Example

Jan 03 464-000064-001 A "Quick Start" Guide to Novell NetMail 3.1
Blocking Browser Ads with Novell BorderManager
A Competitive Upgrade: LANDesk Management Suite to ZENworks for Desktops 4
Distributing the Mozilla 1.x Web Browser Using Novell ZENworks for Desktops
How to Replicate User and Group Information Between exteNd Application Servers

Dec 02 464-000063-012 What’s New in Novell iFolder Professional Edition 2.0
Implementing a High Availability Web Access Solution with GroupWise 6
Enhancing TCP Performance Through the Large Window and SACK Options
Convergence of Technology: Integrating CollabraSpace Collaboration Server with 
Novell exteNd
Installing and Configuring NetWare AMP (NetWare 6, Apache, MySQL, and 
PHP/Perl)
How to Build J2EE Application Using Novell Technologies, Part 7

Nov 02 464-000063-011 Novell Nterprise Branch Office: Remote Office Management Made Easy
Understanding the Atlas Feature in ZENworks for Servers 3
Implementing Protocom’s SecureConsole in a Large Network
How You Can Help Improve the Quality of Novell’s Software
How to Build J2EE Applications Using Novell Technology: Part 6
How to Port an ANSI C/POSIX Application to NKS/LibC
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Oct 02 464-000063-010 Getting the Most Out of the NetWare Server Consolidation Utility
Troubleshooting Novell iChain 2.1 Authorization Issues
How to Configure NIC Teacming Drivers Using INETCFG
How to Configure and Customize the Discovery System in ZENworks for Servers 3
An Introduction to MySQL for NetWare
Effectively Reading a DirXML Trace File

Sep 02 464-000063-009 Troubleshooting Novell iChain 2.1 Authentication Issues
Managing Windows 2000 Group Policies with ZENworks for Desktops 3
How to Use the Alarm Management System of ZENworks for Servers 3
A Methodology for Troubleshooting DirXML
Implementing a Utility for Searching Windows Executable Files on NetWare
How to Build J2EE Applications Using Novell Technologies: Part 5

Aug 02 464-000063-008 DirXML and the Reporting & Notification Service (RNS)
How to Perform a Health Check of Novell Account Managment 2.1 for Windows NT
Monitoring Proxy Information on Novell BorderManager
Advanced Features of DirXML, Part 2: Channel Write-Back
How to Build J2EE Applications Using Novell Technologies: Part 4
How to Write Start-up Code for NLMs

Jul 02 464-000063-007 Novell Storage Services (NSS) Performance Monitoring and Tuning
Tuning the NetWare 6 TCP/IP Stack via SET Parameters
How to Build J2EE Applications Using Novell Technologies: Part 2
Advanced Features of DirXML, Part 1: Queries
Leveraging the System Management BIOS Information in NetWare-Based 
Applications

Jun 02 464-000063-006 Technical Considerations for Choosing the Best Directory
Authenticating Users to UNIX Systems with Novell eDirectory and LDAP
Accessing Data on Multiple eDirectory Trees with a Single Login Using Novell 
NetStorage
Novell BorderManager Filter Configuration through iManager
Update on the Centralis AXE Utility: What’s New in Feature Release 1?
How to Build J2EE Applications Using Novell Technologies: Part 2

May 02 464-000063-005 Understanding and Troubleshooting Novell's Security Infrastructure
Using Novell SecureLogin to Enable Web Applications for Single Sign-on
Interoperability of Novell BorderManager with Other Novell Services
How to Build a Personalized, Secure Web Portal Using eDirectory, iChain, and Cor-
porate Yahoo! Enterprise Portal
How to Build J2EE Applications Using Novell Technologies: Part 1

Apr 02 464-000063-004 A Technical Overview of Novell TCP/IP in NetWare 6
Managing Browser Configuration for Novell BorderManager Proxy Clients 
Upgrading from iChain 1.5 to 2.0
One eGovernment: Bringing Governments to the Net
How to Manage and Use Dynamic Groups in Novell eDirectory

Mar 02 464-000063-003 Novell iChain 2.0 Installation and Configuration Quick Start
What's New in Novell BorderManager 3.7?
Link Level Load Balancing and Fault Tolerance in NetWare 6
Creating Applets for Novell GroupWise with Advansys Formativ
How to Uninstall Novell Account Management 2.1 for Windows NT
How to Extend the NetWare Scripting Environment by Creating UCX Components
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