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Letter from the Editor

1

Dear AppNotes Readers:

Welcome to the January 2003 issue of Novell AppNotes! As we start this new year, I wish you all the best 
and hope this year will be very rewarding for each and every one of you. I know this will be an exciting 
year here at Novell, and we will continue to bring you the technical information you need.

To start this issue off, our own Kevin Burnett contributes an article on our much-touted browser-based 
NetMail product with “A ‘Quick Start’ Guide to Novell NetMail 3.1.” Next, Martin Zinaich provides some 
information I think most of you will find useful and interesting in “Blocking Browser Ads with Novell 
BorderManager.”

Erica Royer and Martin Buckley provide information for you management gurus out there with “A 
Competitive Upgrade: LANDesk Management Suite to ZENworks for Desktops.” This is followed by 
another interesting ZENworks article, “Distributing the Mozilla 1.x Web Browser Using Novell 
ZENworks for Desktops,” by contributor Anders Gustafsson.

For developers this month, Bob Burgess provides our first article on the exteNd product line with “How to 
Replicate User and Group Information Between exteNd Application Servers.” We are already working on 
providing many more articles on this product line in the upcoming months. This also is a good time to 
introduce a new section we are starting this month that is focused entirely on the exteNd product line, 
appropriately called “exteNded Horizons.” We’d appreciate your feedback on this new feature!

I am also excited to announce that our team has been given responsibility for Novell Press, and we look 
forward to bringing you new books this year to provide you with even more information!

Please be aware that we will be doing another readership survey soon, and many of you will be invited to 
provide us with feedback. I encourage you to take the opportunity to provide us with your thoughts. If you 
don’t get an invitation to participate this year, please don’t feel slighted. Know that I appreciate your 
comments and feedback all of the time.

Again, I want to remind you of the rapidly approaching BrainShare 2003 in Salt Lake City, April 13-18, 
2003. For more information, see the ad in the back of this month’s issue. Better yet, visit the BrainShare 
Web site directly at http://www.novell.com/brainshare. Be sure to register early to receive the “early bird” 
discount, and tell them the AppNotes sent you to the site! This promises to be another exciting event, with 
many new things for you to see and learn about. I hope to see you there!

Finally, I want you all to know that you can once again order (or renew) your AppNotes subscriptions 
online at https://secure-support.novell.com/subscriptions/order.jsp in an easy process.

Until next time,

Gamal B. Herbon
Editor-in-Chief

January 2003
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Kevin Burnett
Provides a product overview of NetMail 3.1, followed by basic installation and configuration 
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29 Blocking Browser Ads with Novell BorderManager
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Feature Article
NOVELL APPNOTES

A “Quick Start” Guide to 
Novell NetMail 3.1

Kevin Burnett
Senior Research Engineer
Novell, Inc.
kburnett@novell.com

This AppNote is a “quick start” guide to implementing Novell NetMail 3.1, the 
latest release of the Novell Internet Messaging System (NIMS). It provides a 
product overview of NetMail, followed by basic installation and configuration 
procedures.

Contents:

• Introduction
• Overview of Novell NetMail
• Preparing to Deploy NetMail 3.1
• Installing NetMail 3.1
• Loading and Unloading NetMail
• Configuring the NetMail System
• MyRealBox: A Real-World Demonstration of NetMail
• Conclusion

Topics e-mail, Novell NetMail, Novell Internet Messaging System 
(NIMS), Web services

Products Novell NetMail 3.1

Audience network administrators, installers, designers

Level beginning

Prerequisite Skills familiarity with e-mail systems

Operating System NetWare 4.x-6.x, Windows NT/2000/XP, Linux, Solaris

Tools none

Sample Code no
w w w . n o v e l l . c o m / a p p n o t e s
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Introduction

Many IT professionals are under pressure to provide e-mail and calendaring 
services to a rapidly expanding number of users. In the past, supporting a large 
user base and a growing message volume required a lot of time, effort, and 
money. Customers began looking for a scalable, high-performance e-mail and 
calendaring system based on Internet-standard messaging and security protocols. 
To meet this need, Novell developed the Novell Internet Messaging System 
(NIMS) as a standards-based messaging solution that provided, e-mail, 
calendaring, and scheduling across the Internet. This solution was designed to 
meet the needs of organizations such as schools, universities, government 
agencies, small businesses, large corporations, and application service providers 
(ASPs).

NIMS has recently been updated and renamed Novell NetMail. With its 
directory-based foundation and advanced architecture, NetMail can support 
hundreds of thousands of users on a single server without sacrificing performance. 
Also, NetMail can be distributed across multiple servers to ensure continuous 
availability and a high level of security. In addition to supporting the leading 
e-mail, calendaring, Internet, and security standards, NetMail runs on multiple 
platforms, which adds to its flexibility and makes it very attractive to customers 
who don't want to be locked into a single-vendor configuration.

This AppNote is a “quick start” guide to installing and configuring NetMail 3.1 on 
any size network. It begins with a brief architectural overview of NetMail to give 
you a conceptual understanding of the messaging system. It then outlines the 
installation and configuration steps necessary to get the product up and running. 

Overview of Novell NetMail

Novell NetMail (or simply “NetMail,” as it will be referred to in this AppNote) is 
currently at version 3.1. The product is available in two flavors: NetMail 3.1 and 
NetMail 3.1 XE. The main difference between the two is that NetMail 3.1 XE is 
designed for small businesses. It runs only on Windows NT/2000/XP, does not 
need a directory, requires only one server, and supports up to 250 users. 

NetMail 3.1 is the full-featured product designed to support large numbers of 
users. It has been tested successfully with up to 210,000 users on a single server. 
If necessary, the workload can be spread across multiple servers to increase 
scalability and performance. If you start out small with NetMail XE and 
eventually find that you need to expand your user base beyond 250, upgrading to 
NetMail 3.1 is a straightforward process. The focus of discussion in this AppNote 
is on NetMail 3.1.
J a n u a r y  2 0 0 3
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Key Features
Of the many features NetMail has to offer, this section will highlight the 
following:

• Support for popular industry standards 

• Platform independence

• Support for a variety of access devices

• Support for multiple languages and time zones

• Virus and spam protection

• Tight integration with eDirectory

• Single-point administration

Support for Popular Industry Standards.  NetMail fully supports Internet open 
standards to provide seamless messaging between NetMail and other e-mail 
clients that use these standards. This eliminates the need for gateways and reduces 
the likelihood of file translation errors. Here are some of the major standard 
protocols that NetMail supports.

• POP 3 and IMAP 4.  NetMail supports the Post Office Protocol 3 (POP3) and 
Internet Mail Access Protocol 4 (IMAP4) standards. By doing so, it is 
compatible with any client e-mail application that adheres to these protocols, 
including Novell GroupWise 5.x and 6.x, Microsoft Outlook Express, 
Netscape Messenger, Lotus Notes R5, Eudora, Pegasus, Mulberry, PINE, and 
numerous other integrated or standalone e-mail clients.

• SMTP.  NetMail supports Simple Mail Transfer Protocol (SMTP), which is 
used to transfer messages from server to server. This makes NetMail 
compatible with e-mail servers on the Internet and most TCP/IP systems, 
thereby providing native SMTP/IP routing.

• NMAP.  Networked Messaging Application Protocol (NMAP) is used to 
access user mailboxes and message queues in the NetMail messaging system. 
Additional functions such as fax, voice mail, and list servers can be integrated 
with NetMail through NMAP-compliant applications.

• MIME and S/MIME.  NetMail supports Multipurpose Internet Mail 
Extensions (MIME) for sending and receiving messages with rich content. It 
also supports S/MIME v3 for messages that are signed or encrypted with 
X.509 keys and certificates. However, for security reasons, the Modular Web 
Agent does not support S/MIME v3.
w w w . n o v e l l . c o m / a p p n o t e s
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• iCal.  NetMail 3.1 supports iCalendar RFS 2445 and 2447. The iCalendar 
protocol (or iCal, for short) provides a common format for openly exchanging 
calendaring and scheduling information across the Internet. Since applications 
that support iCal provide interoperable calendaring and scheduling services 
for the Internet, NetMail’s calendaring functions such as calendar events, 
tasks, notes, and even busy searches, can be used in conjunction with any 
iCalendar-compliant application.

• HTTP.  NetMail's support of HyperText Transport Protocol (HTTP) allows 
users to access their mailboxes from any standard Web browser. It also 
enables system administrators to manage NetMail from a browser.

• LDAP.  NetMail is compatible with the Lightweight Directory Access 
Protocol (LDAP), an address book protocol that enables applications to access 
a directory service, such as Novell eDirectory, Microsoft Active Directory, or 
one of the many Web-based address books, in order to locate organizations, 
individuals, or other resources within the directory. NetMail can be integrated 
with any LDAP-compliant mail client to give the user address book access to 
information in eDirectory. NetMail also enables users to access any 
LDAP-compliant address book within WebMail or WebAccess.

• SSL.  To protect system integrity, NetMail supports the Secure Sockets Layer 
(SSL) 3.1 protocol. Using SSL 3.1, NetMail secures e-mail transmissions, 
remote administration, and user authentication over the Internet. NetMail 
supports SSL on all protocols including POP3, IMAP4, SMTP, and HTTP.

Platform Independence.  NetMail 3.1 operates on all leading server platforms, 
including the following:

• NetWare
• Windows NT/2000/XP
• Linux
• Solaris

NetMail ships with versions for all supported operating systems in the same 
package. Thus when you purchase NetMail, there is no need to buy a version for a 
specific operating system. In fact, you could run some of the NetMail components 
on NetWare, some on Windows, some on Linux, and some on Solaris.

Through testing, NetMail has been shown to handle at more than 1.1 million 
messages a day on low-end hardware, with no delivery failures or errors. Because 
of NetMail’s highly efficient, distributed architecture, you can minimize the 
number of servers you need to run your e-mail and calendaring system. This 
increases the efficiency of your e-mail system while reducing hardware 
expenditures.
J a n u a r y  2 0 0 3
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Support for a Variety of Access Devices.  Novell recognizes that more and more 
users are outside of the traditional “office with desktop PC” model. To support 
today’s highly mobile workforce, NetMail lets users synchronize e-mail, calendar 
and address book data to Palm OS and Pocket PC PDA devices from any client 
workstation on their network.

Support for Multiple Languages and Time Zones.  To simplify the exchange of 
messaging and scheduling information among users worldwide, NetMail currently 
supports 25 languages and can operate across multiple time zones. The supported 
languages include Arabic, Brazilian, Portuguese, Chinese Simplified, Chinese 
Traditional, Czech, Canadian French, Danish, Dutch, English/US, Finnish, 
French, German, Greek, Hebrew, Hungarian, Italian, Japanese, Latin Spanish, 
Norwegian, Polish, Portuguese, Russian, Spanish, Swedish, and Thai.

Virus and Spam Protection.  Two of the biggest headaches for e-mail users today 
are viruses spread via e-mail messages and the ever-increasing volume of “spam” 
messages, those unwanted junk e-mails that clutter up their inboxes. NetMail 
includes an AntiVirus Agent that integrates with McAfee NetShield, Computer 
Associates InoculateIT, and Symantec CarrierScan virus engines to provide virus 
scanning on messages handled by NetMail. It also features an AntiSpam Agent 
that automatically allows the system administrator to build a blackout list of 
undesirable e-mail domains and addresses. Messages sent from those domains and 
e-mail addresses are not accepted into the NetMail system.

Tight Integration with eDirectory.  NetMail integrates tightly with Novell 
eDirectory. It uses eDirectory exclusively to store and look up information and 
system configuration parameters; the only items not stored in the directory are the 
e-mail messages themselves. Also, NetMail uses the User object ID in eDirectory 
as the user’s e-mail ID. So rather than having to create new accounts in a separate 
e-mail system for every existing and new user, you create only one account in 
eDirectory and those users are able to use NetMail.

Single-Point Administration.  Because it is built on eDirectory, the entire 
NetMail system can be administered from one central location. You no longer 
have to wander from e-mail server to e-mail server to manage your messaging 
system.
w w w . n o v e l l . c o m / a p p n o t e s
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NetMail Components
NetMail has a modular architecture that divides the product functions strategically 
among several different components so you only have to install the components 
you need. Based on usage and system resources, you can locate those components 
on a single server or distribute them across multiple servers. 

The NetMail system consists of the following software components:

• NetMail Agents are a series of executables that provide specific e-mail 
services

• A Messaging Server is any server on the network that hosts one or more 
NetMail agents

• NetMail takes advantage of existing eDirectory objects and also adds a 
number of NetMail-specific objects to the tree

NetMail Agents.  NetMail agents are a series of executables that perform specific 
product functions. The agents have plug-and-play functionality. Following is a list 
of the available NetMail agents, along with a brief description of what they do.

• NMAP Agent.  The NMAP Agent is the heart of the NetMail system. It is 
responsible for the message processing and delivery, as well as for the 
physical mailboxes and message queues.

• Proxy Agent.  The Proxy Agent permits users to configure their accounts to 
consolidate messages from up to three external POP3 or IMAP4 messaging 
systems into their NetMail mailbox. Either the administrator or the user can 
set user preferences to configure which hosts/accounts the Mail Proxy Agent 
accesses.

• SMTP Agent.  The SMTP Agent is responsible for receiving mail and sending 
mail to remote mail systems over the Internet. This agent can also be used by 
standards-based clients to drop off messages. 

• POP and IMAP Agents.  The POP and IMAP Agents provide support for POP 
or IMAP compliant e-mail client applications, such as Novell GroupWise, 
Microsoft Outlook and Outlook Express, Microsoft Exchange, Netscape 
Communicator, Eudora, and others. This gives people the flexibility to use 
any e-mail clients they choose, even keeping their own current e-mail clients 
if they want.

• Modular Web Agent.  The Modular Web Agent provides the browser-based 
interface to the NetMail mailbox and calendar. Two HTML client interfaces 
are included with NetMail: WebMail and WebAccess. 
J a n u a r y  2 0 0 3
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• Calendar Agent.  The Calendar Agent provides automatic status tracking 
information for scheduled appointments, tasks, and notes. 

• Address Book Agent.  The Address Book Agent provides an LDAP server for 
resolving address lookups against eDirectory. The agent runs lookups against 
eDirectory, searching for users matching the LDAP search criteria. 
Information returned about each user depends on the user's privacy level that 
is set in Preferences/Options. 

• AutoReply Agent.  The AutoReply Agent permits automatic reply to all 
incoming e-mail. It also permits e-mail to be forwarded automatically to other 
e-mail addresses. A user may specify a custom auto-reply message that is 
returned to senders of all incoming e-mail, and one or more addresses to 
which messages are to be automatically forwarded.

• Rule Agent.  The Rule Agent executes rules defined in the Modular Web 
Agent. Rules can be defined for moving, copying, deleting or forwarding mail 
based on From, To, CC, Subject, or Body.

• Alias Agent.  The Alias Agent allows a network administrator to configure 
one or more user aliases for a single eDirectory object. If configured to do so, 
NetMail pulls the user account information directly from eDirectory and 
generates the aliases automatically. For example, when setting up the system, 
the administrator can use the Alias Agent to generate names in the form of 
FirstName.LastName. To the outside world, e-mail addresses for users within 
the organization appear as FirstName.LastName@YourDomain.com. 

• AntiVirus Agent.  The AntiVirus Agent integrates with McAfee NetShield, 
Computer Associates InoculateIT/eTrust, and Symantec CarrierScan (also 
know as Symantec Scan Engine 3.0) virus engines to provide virus scanning 
on all messages handled by NetMail. All messages are scanned regardless of 
whether they originate from external addresses or are internal messages that 
never leave the NetMail system. 

• AntiSpam Agent.  The AntiSpam Agent allows the NetMail administrator to 
create a blackout list of undesirable e-mail domains and addresses. NetMail 
does not accept messages sent from domains and e-mail addresses contained 
in the blackout list. 
w w w . n o v e l l . c o m / a p p n o t e s
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• List Server Agent.  The List Server Agent provides list server functionality in 
a NetMail environment. It supports a range of functions, from two-way, fully 
interactive discussions to one-way lists that deliver announcements, 
newsletters, and advertising without allowing responses. Typically, users 
subscribe to the list server mailing lists via e-mail. 

• Connection Manager.  The Connection Manager keeps track of authenticated 
users. When a user logs in via POP3 or IMAP4, the POP or IMAP agent grabs 
the client's IP address and sends it to the Connection Manager Agent. The 
Connection Manager Agent then keeps track of the IP address for a 
designated time period (the default is 15 minutes). NetMail considers a user to 
be authenticated for as long as the Connection Manager maintains his or her 
IP address.

Of these NetMail agents, the Calendar Agent, Address Book Agent, AutoReply 
Agent, Rule Agent, Alias Agent, AntiVirus Agent, AntiSpam Agent, and List 
Server Agent are optional. In order for users to access their mailboxes, the 
NetMail system must include at least one POP, IMAP, or Modular Web Agent. 
The NMAP Agent, Proxy Agent, SMTP Agent, and Connection Manager Agent 
are required.

Messaging Server.  A messaging server is any server on the network that hosts 
one or more of the above NetMail agents. Because of NetMail’s modular 
architecture, you can implement your entire messaging system on a single server 
or you can distribute NetMail services across multiple messaging servers. In 
multiple-server environments, you can configure the servers to work together as a 
single, integrated messaging system (distributed environment) or as independent 
subsystems (standalone environment).

eDirectory Objects.  NetMail adds NetMail-specific attributes to existing 
eDirectory components such as containers, Server objects, and User objects. It 
also creates a number of NetMail-specific components, which include the 
following:

• Internet Services Container. During the initial NetMail installation, the 
program extends the eDirectory schema and creates an Internet Services 
container object at the root of the eDirectory tree. Because it is part of 
NetMail, the Internet Services container differs from other eDirectory 
container objects. There can only be one Internet Services container per tree 
and, as the messaging system container, it contains only NetMail component 
objects.
J a n u a r y  2 0 0 3
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• Messaging Server Object.  When NetMail is first installed, a Messaging 
Server object is automatically created in the Internet Services container to 
represent the physical server on which the NetMail software is installed. The 
Messaging Server object is represented as a container with server attributes. It 
sets the messaging server properties and contains all NetMail agents running 
on that server.

You can configure the Messaging Server objects to enable servers to use SSL 
2 or 3. This provides secure communication between NetMail servers and 
clients. If you want to encrypt messages that leave the NetMail system, you can 
use a variety of third-party applications to do that.

• Parent Objects.  Parent objects allow administrators to manage agent services 
and user settings for a specific set of users. They can also be used to distribute 
administrative tasks, giving certain individuals the right to create, delete, 
modify or import user accounts into specific Internet domains. NetMail 
permits the administrator to create Parent objects as needed.

The NetMail installation program automatically creates a Parent container in 
the Internet Services container to provide a centralized location for Parent 
objects.

• Templates.  Templates provide an HTML interface to the message store for 
users who access their NetMail account from a Web browser via the Modular 
Web Agent. NetMail 3.1 ships with two standard templates: one for the 
WebAccess interface and one for the WebMail interface (these will be 
explained in more detail later). These template files contain everything 
needed to present their respective client interfaces, including images, Web 
pages, localized text, and so on. 

A Template container is created in the Internet Services container during 
installation as a centralized location for Template objects.

• Mailing Lists.  Mailing Lists allow users to subscribe to an automated e-mail 
account that can send any kind of information to them on a regular basis. 
Typically a company will use mailing lists to disseminate information about 
benefits or upcoming events such as company-wide meetings. NetMail 
provides two kinds of mailing lists: list server Mailing Lists and NDS Mailing 
Lists. The former allows you to send the same message to every person in a 
list of user e-mail addresses; the latter allows you to broadcast messages to 
eDirectory users.

A Mailing List container is created in the Internet Services container during 
installation as a centralized location for Mailing List objects.
w w w . n o v e l l . c o m / a p p n o t e s
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Modifications to Existing eDirectory Objects.  In addition to creating the 
eDirectory objects mentioned above, the NetMail installation process exptends 
the eDirectory schema to add properties (attributes) to existing Container, User, 
and Server objects. NetMail properties for Container objects include the option to 
define a custom message store for users within the current container and a 
container-specific domain name. The NetMail properties for User objects are used 
to configure such options as privacy level, forward and autoreply messages, and 
proxy configuration. (These can also be configured in the Modular Web client to 
allow users to self-manage these options.) Server objects take on properties that 
are specific to NetMail system log files.

Overview of Message Processing
To give you an idea of how the NetMail system processes mail messages, here is a 
brief overview of NetMail's message processing functions. Every message that 
enters the messaging system must be processed by NetMail agents. Depending on 
which agents you have configured for your system, messages may be filtered, 
checked against a blacklist, forwarded to another e-mail address, or simply stored 
so users can read them.

The directory structure that supports message processing is made up of three basic 
components:

• The Message Store holds users’ mailboxes and messages. All other NetMail 
information is stored in eDirectory. Every server running an NMAP Agent 
has a message store. On a NetWare server, the default location for the 
message store is SYS:\NOVONYX\MAIL.

• The Single-Copy Message Store (SCMS) is used in cases where a 5 KB or 
larger message is sent to multiple recipients (by default, five or more). Instead 
of replicating such messages in every user’s mailbox (which takes up needless 
disk space), NetMail stores them in the SCMS directory and sends a pointer 
message to each recipient. When the last user downloads or deletes the 
message, NetMail deletes it from the SCMS directory. On a NetWare server, 
the default location for the SCMS directory is SYS:\NOVONYX\MAIL\ 
SCMS.

• The Message Queue is the directory where messages are processed as they 
enter or leave the NetMail system. Each message store has an associated 
message queue. On a NetWare server, the default location for the message 
queue is SYS:\NOVONYX\MAIL\SPOOL.
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The NMAP Agent is reponsible for managing the message queue. As it 
downloads a message to the message queue directory, the NMAP Agent creates a 
control file containing To and From information along with any message flags, 
and a data file that contains the message header and the message text. These files 
are moved through various queues, where they are handled by the agents 
registered on each queue. This is where agents such as the AntiVirus Agent, the 
AntiSpam Agent, the List Agent, the AutoReply Agent, and others check the 
control file and take appropriate action. If the message passes all initial checks, 
the NMAP Agent delivers it to the designated user mailboxes.

While this might seem to be a lot of up-front processing, it happens very quickly 
in the NetMail system. The NMAP Agent is multi-threaded so it can 
simultaneously process as many messages as memory will allow. Splitting 
messages into control and data files also helps optimize performance, as the larger 
data file rarely has to be opened.

Preparing to Deploy NetMail 3.1

Let’s say you are the technical guru for a small company called Acme that 
manufactures fruitcakes. You have recently decided to give up your “old school” 
messaging system (the pegboard in the lunch room) for a real live e-mail system. 
Upon investigation, you find that many of the available e-mail/collaboration 
packages are too expensive for your company’s budget and too complicated for 
you to implement without outside help. Then you stumble upon Novell NetMail 
and determine that is ideal for your needs. This section gives you a high-level 
view of what is involved in preparing to deploy NetMail in your company.

Product Requirements
First of all, you should ensure that the machine on which you plan to install 
NetMail meets the minimum requirements listed below for each supported 
platform.

• NetWare
• NetWare 4.2 with the latest support pack installed, NetWare 5.1 with SP3 

or later (NetWare 5.0 is not supported) , NetWare 6 with SP2 or later
• 7 MB of hard disk space for installation
• 10 MB of hard disk space (average) for system operation
• An additional 3 KB of disk space on the SYS volume (or wherever your 

eDirectory partitions are located) for every eDirectory User object in the 
NMAP Agent’s context

• 32 MB of available RAM beyond the normal NetWare requirements, for 
up to 50 simultaneous NetMail connections

• Additional memory required for greater than 50 connections is 
approxemently 200 KB per POP connection and 300 KB per IMAP and 
Web-based connection
w w w . n o v e l l . c o m / a p p n o t e s
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• Windows
• Windows NT4 with SP6 or later, Windows 2000 with SP3 or later, or 

Windows XP (all versions of Windows should have the latest security 
fixes applied)

• Novell eDirectory for Windows 8.6.2 or later, installed locally on the 
Windows server

• 20 MB of disk space for installation, plus 10 MB per user
• 128 MB of available RAM beyond the normal Windows requirements for 

up to 250 concurrent connections

• Solaris
• Sun Solaris 8 or greater
• Novell eDirectory for Solaris 8.6.2 or later installed on the local server
• 20 MB of disk space for installation, plus 10 MB per user
• 32 MB of available RAM beyond normal Solaris requirements for up to 

50 concurrent connections (add more RAM for more concurrent 
connections)

• Linux
• Red Hat Linux 7.0 or later (which is basically any version of Red Hat 

Linux supported by eDirectory)
• Novell eDirectory for Linux 8.6.2 or later installed on the same server
• 20 MB of disk space for installation, plus 10 MB per user
• 32 MB of available RAM beyond normal Linux requirements for a 

NetMail system of up to 50 concurrent connections (add more RAM for 
more concurrent connections)

Plan Your System Configuration
Before you deploy NetMail, you need to decide how you want to configure your 
e-mail system. Unlike traditional e-mail systems, NetMail is not limited to an 
environment in which all messaging system services need to run on the same 
server or same type of server. NetMail agents can operate across several servers, 
communicating via the NMAP protocol.

Pairing NetMail with eDirectory allows NetMail agents running on different 
servers—which can even be on different platforms—to operate as if they are the 
same server. Thus NetMail gives you the flexibility to best suit your company. 
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You can choose from several configurations:

• Single server.  This is the simplest NetMail configuration because the 
NetMail messaging server is the only server in the eDirectory tree. This 
configuration is typically used by small- to medium-sized organizations in 
which eDirectory is not used for other network services.

• Single messaging server LAN.  This is a system in which more than one server 
exists in the tree, but only one server is needed to provide messaging services. 
This configuration is typically used by small- to medium-sized organizations 
in which eDirectory is used for other network services.

• Multiple standalone messaging server LAN.  This is a network in which 
multiple messaging servers are in use, but each one has its own Internet 
domain name-that is, the users serviced by each messaging server receive 
messages at a unique domain. This configuration is typically used by 
medium-sized to large organizations that have several separately-managed IS 
departments and Internet domains or subdomains.

• Multiple distributed messaging server LAN.  This is a messaging system in 
which message traffic exceeds the resources of a single server, but all 
messaging servers can share the same high-speed network. This configuration 
is typically used by ISPs, ASPs, or in medium-sized to large LAN 
environments.

• Multiple messaging server WAN.  This is a network in which the messaging 
system connects different geographical locations, but users still receive 
messages at the same Internet domain. This configuration is typical to 
government and enterprise organizations that have one or more remote 
locations.

The NetMail Administration Guide provides more details and sample 
configurations for each of these types of networks. It is available online at 
http://www.novell.com/documentation/lg/netmail31/pdfdoc/netmail31.pdf.
w w w . n o v e l l . c o m / a p p n o t e s
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Another important consideration you should think about is fault tolerance. Since 
e-mail and calendaring are mission-critical functions in most organizations, you’ll 
want to create the most reliable system you can. In NetMail, redundancy and 
failover support can be implemented at two levels: the application level and the 
hardware level.

• Application-level redundancy is simple and inexpensive to achieve in a 
NetMail implementation. All you have to do is duplicate the NetMail services 
on multiple servers. With NetMail 3.1, the servers do not have to be running 
the same operating system. As an added benefit, NetMail automatically 
provides load balancing between the servers. This form of “built-in” fault 
tolerance for NetMail should be used whenever possible.

• Hardware-level reduncancy for NetMail can be achieved through a clustering 
solution that provides shared storage and hardware failover. While typically 
very expensive, clustering is the only way to protect against the failure of the 
server that houses the message store. This is the only NetMail component that 
cannot be duplicated at the application level. Novell also recommends a 
redundant power supply and the use of RAID level 1 disks for NetWare 
servers runing NetMail.

Other Prerequisites
Before you start the actual NetMail installation, here are a few suggestions to 
ensure your network is ready to support a NetMail system.

1. Make sure that your eDirectory tree is synchronized and error free. For 
details on NDS/eDirectory health check procedures, see Appendix H, “NDS 
Maintenance,” in the NetMail Administration Guide.

2. Make sure you have Admin rights to the eDirectory tree where you plan to 
install NetMail. The NetMail installation program will require you to enter 
the administrator name and password so NetMail can extend the schema.

3. If you are running NetMail on a NetWare server, review Appendix G, 
“Optimizing a NetWare server for NetMail,” in the NetMail Administration 
Guide.

4. Decide what you want to name the Messaging Server object. The default is 
“<Server_Name> Messaging Server”.

5. Make sure you know the primary Internet domain that your NetMail system 
will service, as well as the IP address of the primary and secondary DNS 
servers.

6. Write down the path to the server’s Single-Copy Message Store (SCMS) 
directories. This path is required when installing NetMail on servers that 
already have an NMAP Agent running on them. Check your NMAP Agent 
configuration to verify the path. (The default SCMS directory on NetWare is 
SYS:\NOVONYX\MAIL\SCMS.)
J a n u a r y  2 0 0 3
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7. Check for duplicate port assignments on your server. For a complete list of 
the NetMail agent port assignments, see Appendix A, “Port Assignments,” in 
the NetMail Administration Guide. If other programs on the server already 
use these ports, conflicts could occur. To change the port numbers used by 
the NetMail agents, see Appendix K, “NetMail Configuration,” in the 
NetMail Administration Guide.

8. Make sure that neither the NetWare Administrator nor the WebAdmin utility 
is running on your network during the installation process.

9. If you are upgrading from a previous version of NIMS/NetMail, unload IMS 
before running the installation program. You must unload all binaries from 
previous versions or the server will abend when you restart NetMail.

Additional Preparation Steps on Solaris Systems.  In addition to the preceding 
general preparation steps, you must perform the following steps on Solaris 
systems:

1. Stop sendmail on the server on which you will install NetMail and make sure 
it will not autoload when your server restarts. (NetMail and sendmail cannot 
run on the same server.)

2. Check the /etc/syslog.conf file for a line that starts with mail.debug. If it 
exists, comment it out. In debug mode, mail produces enough syslog 
messages to fill most disks in a short period of time.

3. The files and directories you need to access during installation are the 
pinstall.sol script, the NetMail directory and the Pervasive directory (if you 
have not already installed Pervasive).

Additional Preparation Steps on Linux Systems.  In addition to the preceding 
general preparation steps, you must perform the following steps on Linux 
systems:

1. Stop sendmail on the server on which you will install NetMail and make sure 
it will not autoload when your server restarts. (NetMail and sendmail cannot 
run on the same server.)

2. Check the /etc/syslog.conf file for a line that starts with mail.*. If it exists, 
comment it out. In debug mode, mail produces enough syslog messages to 
fill most disks in a short period of time.

3. The files and directories you need to access during installation are the 
pinstall.lin script, the NetMail3.1-1.i386.rpm file, and the Pervasive directory 
(if you have not already installed Pervasive).

Now you are ready to proceed with the actual NetMail installation.
w w w . n o v e l l . c o m / a p p n o t e s
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Installing NetMail 3.1

This section outlines the general procedure for installing NetMail 3.1. The 
instructions given here are specific to the NetWare platform, but the basic steps 
are very similar no matter which server platform you are installing NetMail on. 
See the NetMail Administration Guide for detailed installation steps.

1. Launch the NetMail installation program by typing “load install” (NetWare 
4.1x servers) or “nwconfig” (NetWare 5.x or 6.x servers) at the console 
prompt. Select “Product Options,” then “Install a product not listed,” and 
then press <F3> to enter the path to the temporary directory where the 
NetMail files are located.

2. Read and accept the license agreement, and then read and exit the README 
file.

3. Once you enter a destination directory, you are presented with a list of 
NetMail installation options:

• Select “Back Up Files from Versions 2.6, 2.65, and 3.0” if you are 
upgrading from NIMS 2.6 and you want to back up your existing 
messaging system.

• Select “Directory Schema Update” if you are upgrading from a previous 
version of NIMS/NetMail to add new objects to the schema.

• Select “First-Time Directory Install” if you are installing NetMail 3.1 for 
the first time on the first server in your tree.

• Select “Configure Server for NetMail” for a first-time NetMail 
installation on the current server to create the NetMail messaging server 
and selected agents.

• Select “Novell NetMail Files” for all NetMail installations to install the 
necessary NetMail 3.1 program files on the server.

When you have selected the options that apply to your situation, press <F10> 
to continue.

4. If you are upgrading from NIMS 2.6 or 2.65 and the current server already 
has an NMAP Agent, you will be prompted for the path to the server’s SCMS 
directories. The SCMS messages found in this path will be moved to the 
directory structure required by NetMail 3.1.

Note: If you have NWAP Agents on multiple servers, you must manually update the 
SCMS directories on these servers after completing the installation on the first 
messaging server. For instructions, see “Moving Messages in SCMS Directories” in 
Chapter 3 of the NetMail Administration Guide.

5. When updating the eDirectory schema, you will be prompted to enter the 
administrator name and password. If your User object is not in the same 
context as the current server, you must enter your User object’s fully 
distinguished name (for example, Admin.Accounts.Widgets.Acme).

6. Continue to follow the onscreen instructions until you have completed the 
installation and exited the NetMail installation program.
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Once the installation is completed, you’ll need to manually launch NetMail, as 
instructed in the “Loading and Unloading NetMail” section of this AppNote.

Creating the Messaging Server and NetMail Agents During Install
In eDirectory, the Messaging Server is represented as a container object with 
server attributes. The container object sets the messaging server properties and 
contains all NetMail agents running on your server.

If you selected the “Configure Server for NetMail” option, the installation 
program automatically creates a Messaging Server object with an NMAP Agent in 
the Internet Services container. The NMAP Agent’s message store is created on 
the SYS volume. In creating the Messaging Server object, the installation program 
prompts you for the following information:

After entering the information for the Messaging Server object, you can select 
which NetMail agents you want to install on the messaging server.

Loading and Unloading NetMail

To start NetMail, you need to perform the following procedures on each NetMail 
messaging server that you have installed.

NetWare Server
To load or unload NetMail on NetWare, use the IMS command located in the 
SYS:\SYSTEM directory. IMS verifies that eDirectory is loaded before launching 
the messaging server. During installation, the AUTOEXEC.NCF file is updated to 
include the IMS command to start NetMail automatically each time you restart 
your server.

To launch NetMail 3.1, enter “load ims” at the console prompt. Repeat this step 
for every messaging server in the tree.

To stop NetMail, enter “load ims u” at the console prompt.

Information Description

Messaging Server Name A unique name for the Messaging Server object 
in eDirectory

Official Domain Your messaging system’s Internet domain name

Primary and Secondary DNS Servers The IP address of a primary and secondary 
(optional) DNS server that will resolve host 
names into IP addresses for your NetMail 
system
w w w . n o v e l l . c o m / a p p n o t e s
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Windows Server
To load or unload NetMail on a Windows server, you start or stop the NetMail 
Manager service by performing the following steps:

1. Click Start > Settings > Control Panel.

2. Double-click Administrative Tools.

3. Double-click Services.

4. In the list of installed services, right-click NetMail Manager and select Start 
or Stop from the quick menu.

Solaris Server
On Solaris, the NetMail software is installed in /opt/NOVLNetMail and its 
subdirectories. The NetMail startup script on Solaris is /etc/init.d/NetMail. The 
NetMail script calls the /opt/NOVLNetMail/bin/ims executable that functions as a 
monitor and auto-loader for your NetMail system. It keeps track of the agents that 
should be running and restarts them if needed. 

To load or unload NetMail, use the NetMail start and NetMail stop commands:

/etc/init.d/NetMail start
/etc/init.d/NetMail stop

Linux Server
On Linux, the NetMail software is installed in /usr/local/NetMail and its 
subdirectories. The NetMail setup script on Linux is /etc/rc.d/init.d/NetMail. The 
NetMail script calls the /usr/local/NetMail/bin/ims executable that functions as a 
monitor and auto-loader for your NetMail system. It keeps track of the agents that 
should be running and restarts them if needed. 

To load or unload NetMail, use the NetMail start and NetMail stop commands:

/etc/rc.d/init.d/NetMail start
/etc/rc.d/init.d/NetMail stop

Configuring the NetMail System

Novell provides two utilities that can be used to configure and administer 
NetMail 3.1:

• NetWare Administrator (NWAdmin)
• WebAdmin

NWAdmin is Novell’s Windows-based administrative utility for NetWare. During 
installation, the NetMail NWAdmin snap-in is installed to the server’s 
Public\Win32\Snapins directory. The snap-in allows you to create and modify 
NetMail object from within NWAdmin. 
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Note: If you run NWAdmin from a server where NetMail is not installed, you will need to 
copy the netMail.DLL to your server's Public\Win32\snapins directory. To also 
have access to the Help file, copy NetMail.HLP to the Public\Win32\snapins\ 
NLS\english directory.

The other option is WebAdmin, an HTTP-based management utility used 
exclusively to manage NetMail. With WebAdmin, you can manage NetMail from 
your Web browser either locally or remotely. You perform all activities via secure 
SSL connections, making it possible to maintain a NetMail system remotely and 
securely over the Internet. 

To get WebAdmin up and running, do the following:

1. On a NetWare server, enter “load WebAdmin” at the console prompt.
On a Solaris server, enter “/opt/NOVLNetMail/WebAdmin.sh”.
On a Linux server, enter “/usr/local/NetMail/WebAdmin.sh”.

2. In your Web browser, enter the URL or host name of the server on 
which you installed NetMail, including the port number (for example, 
http://123.4.5.6:81 or https://123.4.5.6:444). By default, WebAdmin users 
port 81 for HTTP and port 444 for HTTPS connections.

3. When prompted, enter your username and password to bring up the 
WebAdmin console. If your User object does not exist in the server’s 
container, you must enter your user object’s distinguished name (for 
example, fredp.moscow.widgets.Acme).

4. Use the links in the Objects box to navigate through your eDirectory tree. 
Click Help on any page for additional instructions.

Figure 1 shows the initial WebAdmin console screen.

Figure 1: The main WebAdmin Console screen.
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Configuring the NetMail eDirectory Objects
Configuring the NetMail system in eDirectory involves two primary operations: 
creating objects and modifying objects. You can perform these operations in 
either NWAdmin or WebAdmin. When you create or modify NetMail agents in 
eDirectory, your changes may not be automatically implemented on the 
messaging server. For more information, see the NetMail Administration Guide.

Configuring the Messaging Server.  The Messaging Server and NMAP Agent are 
NetMail’s core components; they impact every other component in the messaging 
system. For information about configuring these items, see the NetMail 
Administration Guide.

Configuring E-mail Services.  NetMail provides a variety of e-mail services 
through its NetMail agents. The agents have plug-and-play versatility—that is, 
they can be combined in a variety of configurations and still maintain the 
functionality of a single, integrated messaging system.

A mail client agent (POP, IMAP, or Modular Web Agent) must be running on at 
least one Messaging Server on the network to provide e-mail services to users. 
Additionally, an SMTP Agent must be running on at least one Messaging Server 
to send and receive messages over the Internet. 

Beyond these essential messaging components, you can provide your users with 
optional services such as message forwarding, autoreply messages, mail proxy, 
and system-wide address books. For more information about these items, see the 
NetMail Administration Guide.

User Access to NetMail Services
With NetMail, there are no clients to deploy. Users can access NetMail services 
through their Web browser. In addition, NetMail supports POP3 and IMAP4, so 
users can continue to use their current POP3 and IMAP4 e-mail clients.

Web Browser Access.  The Modular Web Agent provides the browser-based 
interface to the NetMail mailbox and calendar. It is customizable to provide 
maximum flexibility to users and administrators. Two client interfaces are 
available: WebMail and Web Access.

• The WebMail interface is patterned after the NMS 2.6 mail client interface. 
The WebMail client provides standard mail client functionality. Additionally, 
administrators can give users access to self-administration features through 
the WebMail interface.
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• The WebAccess interface provides all the features of WebMail, plus 
additional features such as integrated help; a calendar capability that permits 
users to maintain a calendar of appointments, create and accept appointments, 
maintain notes and manage tasks; and a delegation capability that permits 
administrators to use the WebAccess interface to give selected users access to 
NetMail administrative functions such as adding, modifying, and deleting 
user accounts.

POP and IMAP Client Access.  If desired, users can continue to use their current 
POP3 or IMAP4 e-mail clients to send and receive messages through NetMail. 
These include GroupWise, Microsoft Outlook and Outlook Express, Microsoft 
Exchange, Netscape Communicator, Eudora, Pine, Pegasus Mail, and other 
integrated and standalone e-mail clients.

Setting Up Mailing Lists
Before you can create mailing lists, you must create and configure the List Agent. 
The List Agent provides list server and eDirectory mailing list functionality in 
your NetMail system. It references the Mailing List container for names and 
members of mailing lists when scanning the message queue for messages 
addressed to mailing lists. As a result, every eDirectory Mailing List object and 
Mailing List object must be represented in the Mailing List container fort the List 
Agent to find it. If an eDirectory Mailing List or Mailing List is created elsewhere 
in the tree, it must have an Alias object in the Mailing List container. For more 
information, see the NetMail Administration Guide.

MyRealBox: A Real-World Demonstration of NetMail

To show what NetMail can do in a real-world scenario, Novell has provided a free 
Internet e-mail service called MyRealBox.com which runs entirely as a NetMail 
system. Anyone can sign up for a free account with this service. If you want to 
take NetMail for a trial run, go to http://www.myrealbox.com/ and sign up for a 
free e-mail account. 

Figure 2 shows the MyRealBox greeting screen with statistics, news, and a 
description of what MyRealBox is.
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Figure 2: MyRealBox.com greeting screen.

Note that in the MyRealBox statistics, you can see that the number of users 
currently using this system is around 150,000. That barely scratches the surface of 
what NetMail is capable of. I have had a MyRealBox account from the day it first 
became available. Even as the number of users has increased steadily over the 
years, I have found MyRealBox to be very quick and easy to use.
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Figure 3 shows a typical MyRealBox mail inbox.

Figure 3: MyRealBox mail inbox.

Figure 4 shows the MyRealBox user account management screen.

Figure 4: MyRealBox User Account Management screen.
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Figure 5 shows the MyRealBox user account preferences screen. 

Figure 5: MyRealBox User Account Preferences screen.

Conclusion

IT professionals who are looking for a standards-based e-mail and calendaring 
solution would do well to check into Novell NetMail 3.1. With its directory 
foundation and advanced architecture, NetMail can support hundreds of thousands 
of users on a single server without sacrificing performance. Also, NetMail can be 
distributed across multiple servers to ensure continuous availability and a high 
level of security. In addition, the XE version of NetMail is designed to be run on a 
Windows system for the small business. NetMail is an ideal e-mail solution no 
matter what size of company you have.
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For Additional Information
The following Web sites provide more information about NetMail.

• NetMail product page (http://www.novell.com/products/netmail)

• NetMail Cool Solutions (http://www.novell.com/coolsolutions/netmail)

• NetMail Download Evaluation site 
(http://www.novell.com/coolsolutions/netmail/downloadables.html)

• NetMail Frequently Asked Questions 
(http://www.novell.com/coolsolutions/netmail/features/a_nims_faq_nm.html)

• NetMail newsgroups and help (non-Novell) at http://www.nimsinfo.com

Copyright © 2003 by Novell, Inc. All rights reserved. 
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Feature Article
NOVELL APPNOTES

Blocking Browser Ads with 
Novell BorderManager

Martin Zinaich
Senior Systems Analyst
City of Tampa
martin.zinaich@netscape.net

This AppNote discusses how to configure Novell BorderManager to block 
browser ads for all users within an enterprise. The design uses redirection of 
browsers from ad servers to a Web server on your network. The implementation 
demonstrated uses Microsoft Internet Information Server (IIS) as the Web server 
running on an existing Novell iFolder server.

Contents:

• Introduction
• Why Use BorderManager?
• BorderManager Configuration
• Web Server Configuration
• Conclusion

Topics BorderManager Hosts file, IIS multiple site configuration 
on iFolder, BorderManager log file statistics

Products Novell BorderManager (any version) running on NetWare 
(any version)

Audience network administrators, support technicians

Level intermediate

Prerequisite Skills familiarity with BorderManager and IIS configuration

Operating System NetWare 5.x and 6.x

Tools none

Sample Code yes
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Introduction

Before talking about how to actually use BorderManager to block ads, I feel 
compelled to mention that many Web services are free to us because of 
advertising. So while they are annoying, they also serve a purpose. The other side 
of the argument goes beyond the annoyance of ads. Ads can consume a great deal 
of your Internet connection bandwidth. If you have ever looked at your bandwidth 
usage, you'll notice right away some sites at the top of the list that look very 
strange. You may notice some have “ad” in their name. Most of these strange 
servers are ad servers and all of the bandwidth they consume is going to 
advertising. In my experience it has been one of the largest portions of 
bandwidth usage. 

What if, instead of downloading these highly colorful and sizeable pictures, you 
replaced them with the little word “adblocking”? What follows is a way to 
construct just such a scenario using Novell BorderManager.

Why Use BorderManager?

Actually, you could pull off this feat by using a local hosts file on each and every 
PC in your enterprise. You could deliver this file to every PC using Novell’s 
ZENworks for Desktops and exclude the internal Web server from the proxy 
settings. Then every time you wanted to make a change, you would have to go 
through the same process again. Doesn’t sound like much fun, does it?

If you use BorderManager, all you have to do is modify BorderManager’s hosts 
file to point somewhere different. Once you make this change, you’ll be 
redirecting everyone’s ads to your own message.

Figure 1 shows what it might look like when BorderManager has blocked a 
browser ad.
w w w . n o v e l l . c o m / a p p n o t e s
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Figure 1: Example of a browser ad being block by BorderManager.

Note the number 4776508 that is also displayed in the empty ad box. This number 
indicates how many ads have been blocked to date for this particular installation.

The rest of this AppNote will show you how to implement such a configuration 
using BorderManager running on NetWare. Because of the design of this 
implementation, a Web server is required, but it does not need to be dedicated nor 
does it have to be a particular Web server. In this AppNote, Windows 2000 
Internet Information Server (IIS) is used as the Web server for the redirection.

To eliminate the need to purchase new server hardware, you can use a server you 
already have installed for the Web server platform. For example, on my network I 
already had a Novell iFolder server installed, which I figured was a good 
candidate for loading IIS. It was a simple matter of adding another Web site to it. 
This AppNote details the complete setup and configuration for this scenario.
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BorderManager Configuration

The BorderManager configuration is very easy. Just use EDIT.NLM at the 
BorderManager console and edit the hosts file. To do this, type “edit sys:\etc\hosts 
<Enter>”. Next, add a section to the file similar to the one shown below:

# Ad Blockers
198.191.211.88 ad.doubleclick.net
198.191.211.88 ads.msn.com
198.191.211.88 us.i1.yimg.com
198.191.211.88 us.a1.yimg.com
198.191.211.88 ads.web.aol.com

Note that the address you specify here is the address to which you want the ads to 
be redirected; it should be the address of the Web server you configure on IIS. 
This address can be inside or outside of your firewall, just as long as 
BorderManager can get the requests.

For those who aren’t familiar with hosts files, what you are doing here is 
redirecting requests for the domains on the right to the IP addresses on the left. 
How do you know what domains to include? The best method is to look at your 
log files and make note of the top usage domains either by bandwidth or number 
of requests. Once you have a list of these domains, research each domain to 
determine which ones are ad servers.

There are Ad Blocking lists available on the Internet that you can use, but some of 
these lists are huge. I have no idea what loading a large list into BorderManager’s 
hosts file will do; you will more than likely block some needed sites. My 
suggestion is to start out small, using your log files to identify the top offending 
domains and referring to the Ad Blocking lists to help you research what you see 
in your log files.

After you have added your list of domains to block, save the hosts file and exit 
EDIT.NLM.  There is no need to restart the server; you will see BorderManager 
read the file in about a minute. If you make a mistake or block something that 
needs to be open, just re-edit the hosts file and save it again.
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Web Server Configuration

The first thing you need to do here is create a new Web site, preferably on one of 
your current Web servers since this server isn't going to be doing much. I suggest 
you bind a new IP address to your Web server just for the ad blocking function. 

Binding a Second IP Address to Your Web Server
First, bind a second IP address to your Web server by following these steps (you 
may have to adapt these steps for non-Windows 2000 servers).

1. On a Windows 2000 server, right-click My Network Places and select 
Properties.

2. Right-click the server’s desired network card and select Properties again.

3. Select the TCPIP protocol stack and then select Properties again.

4. Click Advanced.

5. Add your second IP address (in this example, it’s 198.191.211.88).

Note: The second IP address you use must fit into your current subnetting range.

Figure 2 shows what the Advanced TCP/IP settings should look like.

Figure 2: The Advanced TCP/IP Settings screen.
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Adding a New Web Site
Next, using the IIS Internet Services Manager, add a new Web Site called 
AdBlock.

1. Right-click the server (in this case *if).

2. Select New Site.

3. Name it “AdBlock” (see Figure 3).

Figure 3: Adding a new site using the Internet Services Manager.
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4. Now right-click the site and select the IP address you just added as the site’s 
IP address, as shown in Figure 4. (Note that the IP address here is the same 
one you put in the hosts file on BorderManager.)

Figure 4: Editing the Properties of the AdBlock site.

As an additional security item, I suggest you limit access to this site for only the 
BorderManager IP address (see the Directory Security tab). The address you put 
for Directory Security is either the public or private card’s IP address for 
BorderManager, not the AdBlocking IP address. Use the private address if 
BorderManager will be contacting this Web site on your private network; use the 
public address if BorderManager will be contacting this Web site on your public 
network (DMZ). 
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Changing the 404 Error Message
Now comes the part that makes all of this work. You need to change the Web 
site’s error message for the “File Not Found error 404”. Because every redirect 
will be looking for a page you do not have on your Web site, this is where you can 
send back a message of your choice.

Click the Custom Errors tab and edit the 404 message. You can use whatever you 
want for this, but if you would like to use the code from this AppNote, enter 
“/adblock.asp” as the URL, as shown in Figure 5. 

Note: You must change the message type to URL for the counter to work.

Figure 5: Entering a custom message for error 404.
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Creating the AdBlock ASP Script
In the Web site’s home directory, put the following ASP file called “adblock.asp” 
(substitute your new adblock Web site’s IP address in the href= section):

<html>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=windows-1252">
<meta name="GENERATOR" content="Microsoft FrontPage 4.0">
<meta name="ProgId" content="FrontPage.Editor.Document">
<title>YourName AdBlocker</title>
</head>
<body>

<p align="left" style="line-height: 100%"><font face="Comic Sans MS"
size="2"><font color="#00CC99">Your</font>

<font color="#00FF99"> of</font> <font color="#00FFCC"> Name</font>
<font color="#99FFCC">

</font><font color="#00FFCC">Ad</font><font color="#00CCFF">Blocker
</font></font></p>

<p><a href="http://ipaddess.ofyour.adblock.website" target="_blank">
<%
Set myPageCounter=Server.CreateObject("MSWC.PageCounter")
myPageCounter.PageHit
Response.Write(myPageCounter.Hits)
%>
</a></p>
</body>
</html>

Setting Up the Page Counter
If you want to use the page counter section in the above ASP script, you need to 
set up and configure the page counter on your IIS server. The counter in this 
example uses the IIS counter.dll control, which is installed by default on Windows 
2000 servers running IIS. If your server does not have this file (located in the 
C:\WINNT\SYSTEM32 directory), you can obtain it from the IIS Resource Kit. 
Simply copy the file to C:\WINNT\SYSTEM32 and then run the following 
command at the command prompt: 

regsvr32 C:\WINNT\system32\counters.dll
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Creating the Default Home Page Script
The last step is to make a default home page for the new site. It should explain 
what the site is and have a link to support pages in case you are blocking 
something that is needed. I also like to list the sites being blocked on this page.

Make a file called default.asp that looks something like this:

<html>

<head>
<meta http-equiv="Content-Language" content="en-us">
<meta http-equiv="Content-Type" content="text/html; charset=windows-1252">
<meta name="GENERATOR" content="Microsoft FrontPage 4.0">
<meta name="ProgId" content="FrontPage.Editor.Document">
<title>AdBlocker</title>
<%Set myPageCounter=Server.CreateObject("MSWC.PageCounter") %>
</head>

<body>

<h1 align="center"><b><font color="#0000FF">Your Name</font></b></h1>
<h2 align="center"><font color="#FF00FF" face="Comic Sans MS">AdBlocking 
Site</font></h2>

<p align="center"><img border="0" src="BD21318_.GIF" width="623" height="7"></p>
<p align="center">&nbsp;</p>
<p align="center"><font face="Comic Sans MS" size="4">This is the official site
for the Your Name AdBlocking project.</font></p>
<p align="center"><font face="Comic Sans MS" size="4">If you are seeing this
page and did not intend to visit us, you may have clicked on a link to a web
advertising service that we are blocking.&nbsp; If you are being directed to
this site when trying to reach a site needed for business, please contact the 
<a href="http://yoursupportsite.com">ServiceDesk</a>.</font></p>
<p align="center">&nbsp;</p>
<p align="center"><img border="0" src="BD21318_.GIF" width="623" height="7"></p>
<p align="center">&nbsp;</p>
<p align="center"><font face="Lucida Console" size="4" color="#FF00FF">Sites
currently being blocked:</font></p>
<table border="1" width="100%">

<tr>
<td width="33%"><font face="Lucida Console"

size="4">ad.doubleclick.net</font></td>
<td width="33%"><font face="Lucida Console"

size="4">ads.msn.com</font></td>
<td width="34%"><font face="Lucida Console"

size="4">us.i1.yimg.com</font></td>
</tr>
<tr>
<td width="33%"><font face="Lucida Console"

size="4">us.a1.yimg.com</font></td>
<td width="33%"><font face="Lucida Console"

size="4">ads.web.aol.com</font></td>
<td width="34%"><font face="Lucida Console"

size="4">a799.ms.akamai.net</font></td>
</tr>
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<tr>
<td width="33%">&nbsp;</td>
<td width="33%">&nbsp;</td>
<td width="34%">&nbsp;</td>

</tr>
</table>
<p align="center"><font face="Lucida Console" size="4">&nbsp;&nbsp;&nbsp;
&nbsp;&nbsp;&nbsp; </font></p>
<p align="center"><font face="Lucida Console" size="4" color="#0000FF">Total
number of blocks since 05/14/02:</font><font color="#FF0000"><b><font 
face="Lucida Console" size="4">
<%Response.Write(myPageCounter.Hits("/adblock.asp")) %>
</font></b></font><font face="Lucida Console" size="4" color="#0000FF">
</font></p>

<p align="center">&nbsp;</p>

</body>

</html>

Now, if users click on the AdBlock counter link, they see the default page shown 
in Figure 6.

Figure 6: Example of a default home page for your Ad Blocking Site.
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Final Thoughts
As elegant as this solution is, unfortunately some Web site designers have 
recognized the possibility of being blocked in this manner. In an effort to stay one 
step ahead of people like us, they have put their menus on the ad servers. That way 
if you block the ad site, you will also block the menus for a site you really need to 
access. As with everything else on your network, you’ll need to test your new 
configuration before putting it into production.

Remember to periodically check your Internet access logs for sites that are 
consuming large portions of your network bandwidth. If they are ad sites, add 
them to your list of sites to block.

Conclusion

This AppNote has shown how to configure BorderManager to block browser ads 
for your users enterprise-wide. Happy blocking!

Copyright © 2003 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
their respective companies or distributors.
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this AppNote.

This AppNote outlines an upgrade strategy to help existing LANDesk 
Management Suite customers move to ZENworks for Desktops 4.

Contents:

• Introduction
• Creating Your ZENworks for Desktops 4 Upgrade Strategy
• Phase One: Gather Business and Technical Requirements
• Phase Two: Compare Your Requirements to ZfD Features
• Phase Three: Design Your ZfD 4 Infrastructure
• Phase Four: Prepare Your Network for ZfD 4
• Phase Five: Install ZfD 4
• Phase Six: Remove the LDMS Software
• Conclusion

Topics desktop management, product upgrades, competitive upgrades

Products ZENworks for Desktops 4, LANDesk Management Suite

Audience network administrators, consultants, designers

Level intermediate

Prerequisite Skills familiarity with desktop management concepts

Operating System NetWare 5.x and 6.x, Windows NT/2000/XP, Linux, AIX

Tools LDMS2ZFD tool (Novell Cool Solutions)

Sample Code no
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Introduction

ZENworks for Desktops 4 is Novell’s latest desktop management solution. It 
delivers user-centric, cost-effective desktop management for corporate Windows 
workstations. ZENworks for Desktops 4 provides comprehensive lifecycle 
management capabilities for the workstation—OS imaging, application 
management, inventory, remote control, and desktop lockdown—delivered no 
matter where the workstation is. Now you can manage your users and their 
environment whether they are connected or disconnected, outside or behind your 
firewall, using a workstation or a laptop.

In contrast, LANDesk Management Suite from LANDesk Software provides a 
limited set of management for workstations-primarily delivering inventory and 
remote control for your tethered workstations. LANDesk relies on the addition of 
partner products to even come close to matching the capabilities of the 
ZENworks family.

Many customers are looking to replace their LANDesk Management Suite 
deployments with a solution that is more flexible and fits the needs of their agile 
business and their increasingly demanding and mobile workforce. ZENworks for 
Desktops 4 is that solution.

This AppNote outlines an upgrade strategy to help existing LANDesk 
Management Suite (LDMS) customers move to ZENworks for Desktops (ZfD) 4. 
It divides the process into six phases and provides general guidelines and detailed 
steps for each phase.

Creating Your ZENworks for Desktops 4 Upgrade Strategy

Your company’s strategy for upgrading from LANDesk Management Suite to 
ZENworks for Desktops 4 will depend on two things: 

• The level of service your users are accustomed to under the LANDesk 
Management Suite system

• Your company's priorities and business goals for ZENworks for Desktops

At no point in your upgrade strategy is it necessary to lose any of your enterprise 
management functionalities, whether those functionalities come from LDMS or 
ZfD 4. This AppNote shows you how to make a seamless transition without 
experiencing any dips in the level of service you already provide to your users.
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Pacing the Upgrade
It is not possible to manage a workstation with both LDMS and ZfD. Once the 
ZENworks for Desktops Management Agent is installed on a workstation, the 
LDMS Client must be removed. For this reason, Novell recommends that you first 
prepare your ZfD infrastructure to provide the same functionalities as LDMS, and 
then slowly upgrade all of your workstations, uninstalling LDMS as you go. 
However, it is not recommended that you try to support portions of your 
environment with LDMS beyond the initial upgrade. Once you have made the 
complete switch to ZfD 4, LDMS should not exist within your network 
environment; such a configuration is not supported by either Novell or 
LANDesk Software. 

The initial upgrade will also include ZENworks for Desktops features that take 
your management capabilities beyond what you had with LDMS. This will 
depend on your company's priorities for enterprise management. According to 
these priorities, your upgrade strategy may follow one of two paths:

• Rapid Upgrade. The rapid upgrade involves designing and building your 
entire ZfD infrastructure on the back end, testing it, and then migrating your 
workstations from LDMS to ZfD. This path is valuable in that it allows your 
users to take advantage of the advanced ZfD features immediately. 

• Phased Upgrade. If you choose a phased upgrade, your first task is to design 
and build your ZfD infrastructure in a way that supports your users as they 
were supported under LDMS. Then you test it and migrate your workstations 
from LDMS to ZfD. Over the next several months, you implement phased 
"upgrades" as you slowly take advantage of ZfD's advanced features. This 
path is valuable in that it allows a learning curve for users and administrators 
as they make the transition from LDMS functionality to ZfD functionality. It 
also works well if your company doesn't have the resources (network or 
human) to support an all-at-once upgrade at this time. 

This AppNote provides a sample upgrade strategy that can be used as a model in 
creating your company's strategy, whether it be rapid or phased. The overall 
strategy is divided into phases and steps, which can be carried out either all at 
once or over time. We also provide guidelines for which phases and steps must be 
completed before others.

Here are the phases of the upgrade that will be covered:

• Phase One: Gather your company's business and technical requirements

• Phase Two: Compare your company requirements to the ZfD features and 
requirements

• Phase Three: Design your ZENworks for Desktops 4 infrastructure

• Phase Four: Prepare your network for ZENworks

• Phase Five: Install ZENworks for Desktops 4

• Phase Six: Remove the LDMS software
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Phase One: Gather Business and Technical Requirements

Gathering your company’s business and technical requirements should always 
come first in any enterprise-wide software deployment. The following steps can 
be done simultaneously.

1. Gather business requirements.
As indicated above, when you upgrade from LDMS to ZfD 4, your enterprise 
management capabilities will increase dramatically. Because of this, you will be 
able to address many more of your company's business requirements for 
enterprise management. It is important that you understand and document these 
requirements before you begin your design. Here are some things to consider:

• What problems is your company dealing with at this time regarding 
workstation and user management?

• In the Help Desk log for the past three months, what area or problem received 
the most number of calls? 

• What would be your company’s ideal means for troubleshooting broken 
workstations and applications (imaging, remote control, application 
self-healing, and so on)?

• How much control should users have over their workstations? 

• What security requirements does your company have for locking down 
workstations?

• Will your company support its mobile users and their laptops?

• What is your company’s preferred policy for hardware and software inventory 
(what to inventory, how often, report at local, regional, or enterprise level, and 
so on)?

• How fast do you want to make new employees’ applications and resources 
available to them?

• What is your company’s workstation lifecycle policy?

• Does your company want to move towards a Web-services architecture?

Gathering this information may require talking with several stakeholders within 
your company. The resulting business requirements should reflect your 
company’s ideal goals for enterprise workstation and user management. It should 
not be dependent upon LDMS or ZfD 4 features.

We do not recommend hunting through ZENworks features to get ideas for 
workstation and user management policies. ZENworks has many features that 
your company may not need at this time. Searching for ZENworks capabilities 
before you understand your company's needs will result in a solution that does not 
address your company’s actual business goals or requirements.
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2. Gather technical requirements, capabilities, and limitations.
Your ZfD 4 architecture has the potential to be significantly different from your 
former LDMS architecture. For example, LDMS is highly centralized, while ZfD 
4 is flexible in that it can be centralized or distributed according to your network 
requirements. You do not want to automatically assume that your ZfD 4 
architecture will match your LDMS architecture. Upgrading to ZfD 4 is an 
opportunity to rectify performance problems that you may have been having with 
LDMS. It is also an opportunity to take advantage of ZfD 4’s scalability, and to 
plan for future growth within your company’s infrastructure.

Gathering technical requirements includes gathering any limitations your network 
may have at the time of the initial ZfD 4 upgrade. For example, ZENworks for 
Desktops 4 does not support workstations running Windows 95. If your company 
has Windows 95 machines that it is not ready to phase out, you may need to 
include ZENworks for Desktops 3.2 in your design (ZfD 4 is backwards 
compatible with ZfD 3.2). You will use information about your network 
limitations to design your ZfD 4 upgrade in a way that balances your network 
resources with your company's business needs and Novell's recommendations.

Here are some things to consider:

• Current WAN/LAN design

• Current eDirectory/Active Directory design

• Number of workstations per physical site 

• Disk space and server resources

• Server and workstation operating systems

• Whether or not to use Novell Client 32

• Targeted users (inside or outside the firewall? mobile or LAN-based?)

• Application delivery methods (NAL, NAL Explorer, or Web?)

• Administrative resources per physical site

Phase Two: Compare Your Requirements to ZfD Features

Comparing your company’s requirements to ZENworks for Desktops 4 features 
and requirements should always follow the information gathering you did in 
Phase One.

This phase is a matter of prioritization and compromise. It may not be possible at 
this time to implement all of your company’s enterprise management 
requirements. For example, you may need to make some changes to your network 
before it can support the ZfD 4 features that will meet your requirements, or you 
may need to acquire other software to meet requirements that ZENworks for 
Desktops 4 does not meet.
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To ensure that you meet your company’s priorities, it is important that you carry 
out the following steps in order.

1. Prioritize your business requirements.
As you do this, remember that one of the goals for this upgrade is to maintain the 
same level of service that you have been providing to your users with LDMS. Any 
requirements that are already being met with LDMS should be at the top of your 
priority list for ZfD 4.

After you have prioritized each company requirement, decide when you want 
implement it:

• Immediately

• 3 - 6 months

• 6 - 9 months

• 1 year or more

2. Identify ZfD 4 features that meet your business requirements.
Information on product features can be found on the product Web site at 
http://www.novell.com/products/zenworks.

3. Compare ZfD 4 technical requirements with your network 
capabilities and limitations.
To do this, consider hardware and software requirements for:

• ZfD 4 servers

• Middle Tier servers

• Installation/management workstation

• Managed workstations

You are not required to have NetWare in your environment to run ZENworks for 
Desktops 4, but you do need eDirectory. Novell eDirectory is the most scalable 
directory service in the industry. It supports industry-standard protocols and runs 
on NetWare, Windows NT/2000/XP, Solaris, Linux, and AIX. ZfD 4 ships with 
eDirectory as well as DirXML drivers that allow you to synchronize Active 
Directory and NT Domains with eDirectory.

The following tables contain more detailed ZfD 4 hardware and software 
requirements, respectively.
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* For a breakdown of ZfD 4 Inventory Server hardware requirements, refer to 
“Workstation Inventory Subinstallation Hardware Requirements” in the ZfD 4 
documentation online at http://www.novell.com/documentation/lg/zdpr/zdprinst/ 
data/ae8cqdh.html#agoqhgd.

** If you have Windows 95 workstations in your environment that you want to 
continue supporting, ZENworks for Desktops 3.2 still supports Windows 95 and 
can be used in conjunction with ZfD 4. ZfD 3.2 documentation is available online 
at http://www.novell.com/documentation).

Server/Workstation OS Processor Free Disk 
Space RAM

ZfD 4 Server NetWare 5.1 Pentium III 128 MB 256 MB; 1 GB for 200 concurrent 
users 

NetWare 6 Pentium III 220 MB 256 MB; 1 GB for 200 concurrent 
users 

Windows 2000 Pentium III 220 MB 256 MB; 1 GB for 200 concurrent 
users 

ZfD 4 Middle Tier 
Server

NetWare 5.1 Pentium III 160 MB 256 MB; 1 GB for 200 concurrent 
users 

NetWare 6 Pentium III 160 MB 256 MB; 1 GB for 200 concurrent 
users 

Windows 2000 Pentium III 160 MB 256 MB; 1 GB for 200 concurrent 
users 

ZfD 4 Inventory 
Server*

NetWare 5.1 Pentium III 128 MB 256 MB; 1 GB for 200 concurrent 
users 

NetWare 6 Pentium II; III 128 MB 256 MB; 1 GB for 200 concurrent 
users 

Windows NT Pentium III 128 MB 256 MB; 1 GB for 200 concurrent 
users 

Windows 2000 Pentium III 128 MB 256 MB; 1 GB for 200 concurrent 
users 

ZfD 4 Managed 
Workstations**

Windows 98 
SE/NT/2000 
Pro/XP Pro

Pentium-com-
patible (32-bit 
only), 200 Mhz

20 MB 64 MB
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For more information, refer to “Preparing for Installation” in the ZfD 4 
documentation at http://www.novell.com/documentation/lg/zdpr/zdprinst/ 
data/ae7cezq.html.

4. Make a plan for your company’s enterprise management.
This plan should include the immediate implementation of ZfD 4 as well as future 
phases that aren't possible or as important right now. With each phase, make a list 
of requirements that must be met prior to implementing that phase. This may 
consist of anything from installing new servers to deploying the latest version of 
Internet Explorer to all your workstations.

Server/Workstation Software Requirements

ZfD 4 Server NetWare 5.1 / SP4 / eDirectory 8.6.2

NetWare 6 / SP1

Windows 2000 Server / SP2 / Novell Client 4.83 / eDirectory 
8.6.2

ZfD 4 Middle Tier 
Server

NetWare 5.1 / SP4 / eDirectory 8.6.2 / NICI 2.4.0 / Apache 
1.3.22 / Novell Certificate Server 2.20

NetWare 6 / SP1 / NICI 2.4.0

Windows 2000 Server / SP2 / IIS / NICI 2.4.0

ZfD 4 Inventory Server NetWare 5.1 / SP4 / eDirectory 8.6.2

NetWare 6 / SP1

Windows NT Server / SP6a / Novell Client 4.83 / eDirectory 
8.6.2

Windows 2000 Server / SP2 / Novell Client 4.83 / eDirectory 
8.6.2

ZfD 4 Installation 
Workstation

For ZfD Server Software:  Windows NT/2000/XP workstation 
or server / Novell Client 4.81 or later / Internet Explorer

For ZfD Middle Tier Software: Windows NT/2000/XP work-
station or server / Novell Client 4.81 or later / NICI Client 
2.4.0 (if issuing certificates from ConsoleOne)

ZfD 4 Managed 
Workstations

Windows 98SE / Internet Explorer 5.5 or higher w/128-bit 
encryption or higher

Windows NT/ SP6a / Internet Explorer 5.5 or higher 
w/128-bit encryption or higher

Windows 2000 Professional/ SP2 / Internet Explorer 5.5 or 
higher w/128-bit encryption or higher

Windows XP Professional / currently shipping / Internet 
Explorer 5.5 or higher w/128-bit encryption or higher
w w w . n o v e l l . c o m / a p p n o t e s
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Phase Three: Design Your ZfD 4 Infrastructure

The steps in Phase Three are given here in a non-specific order. You may carry 
them out according to your own needs and timelines. However, Novell highly 
recommends that you complete Phase Three before continuing with Phases Four 
through Six. This includes designing your completed ZfD 4 infrastructure, 
whether you plan to implement all of it at this time or not.

General Guidelines
When designing your eDirectory tree for ZfD 4, it is important to keep one 
guiding principal in mind: 

Design according to physical location and WAN boundaries.

Physical location is key to designing any healthy eDirectory tree, but it is 
particularly important for ZfD 4. Once you implement ZfD 4, your users and 
workstations will be accessing many of their services from the network. Placing 
those services (policies, applications, images, and so on) on servers that are 
physically close to the workstations and users that are accessing them minimizes 
WAN traffic and keeps network performance up. 

This must be carefully balanced with the need to maximize your disk space and 
administrative resources. In many of the steps below, Novell recommends one 
server per site (for example, one AWI server per site or one Workstation 
Inventory server per site). Note that this does not mean one server per service, per 
site. Several services can run on one server depending on disk space, RAM, and 
server load.

For scalability and administrative purposes, it is important to maintain uniformity 
across your directory tree. For example, if you decide to locate your 
WORKSTATION container inside your USER container at one site, you should 
follow the same pattern at all of your other sites. This saves your administrators 
from having to memorize where to find everything at each particular site. 
Uniformity is particularly important if you ever plan to include ZENworks for 
Servers (ZfS) in your enterprise management solution. The automated distribution 
services in ZfS will need to be able to find the same objects and services in the 
same places at each site.

Much of your administration of ZfD 4 features will depend on inheritance within 
the directory. You can associate ZfD features to containers, groups, and objects. 
When a user logs in to a workstation, the management agent at that workstation 
begins searching the tree for applications and policies associated to that 
workstation and/or user object. Its default search path proceeds in this order:

Object   --> Group --> Container
J a n u a r y  2 0 0 3
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The management agent continues searching up the tree until it encounters a 
Search Policy that tells it to not to search beyond a particular container (Search 
Policies are discussed later in this AppNote). If it doesn’t encounter a Search 
Policy, it searches all the way to the [Root] of the tree. Objects in the tree inherit 
all applications and policies that are associated with their parent groups and 
containers above them—up to the Search Policy. 

This is important to remember as you design your ZfD 4 infrastructure. You will 
want to place your users and workstations in containers and groups that are 
specific to physical location as well as function. For example, if you have a sales 
team at each of your physical locations, you may create a User container at each 
location, and then create a Sales group within each User container. With this 
structure, you would be able to associate sales application objects to the Sales 
group at each location. The sales team members would inherit those applications, 
but none of your other users within the User container would. 

Several of the steps below indicate that you should design a strategy around a 
particular ZfD feature. Here’s what we mean by design:

• Decide how extensively you will be using this feature.

• Designate which users and workstations in which physical locations will be 
accessing this feature. 

• Design the eDirectory tree to make optimal use of this feature (for example, 
creating containers for users, workstations, and applications at each site). 

• Decide how you will distribute this feature to your users and workstations 
(whether you will associate it to objects, groups or containers).

• Choose which servers will house this feature (this is generally one server per 
physical location).

To facilitate your design process, we recommend setting up a ZfD 4 lab that 
closely mirrors your production environment. This will allow you to learn about 
the features hands-on while you design. Then when you actually get into testing 
and deploying ZfD 4, you'll have more than just a paper understanding of how 
everything works. 

1. Document your design.
Before you begin, create graphical representations of your WAN and directory 
tree. You will use this throughout to help you visualize where your users and 
workstations are located (physically and in the tree) and from what servers they 
will need to be accessing their services.

As you design, it is important that you keep track of which servers will get which 
ZfD services as well as the specifics for how you will manage your workstations. 
This information will help you as you create your deployment strategy. 

You should continue documenting throughout the design process.
w w w . n o v e l l . c o m / a p p n o t e s
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2. Decide whether to use Middle Tier servers and, if so, where to 
place them.
Unlike earlier versions of ZfD, ZENworks for Desktops 4 is not dependent 
Novell’s Client 32. If you choose, you can run ZfD 4 on your workstations via a 
small management agent. Here are your options.

Option 1. Use Novell Client 32 to connect your workstations directly to the ZfD 
4 server (see Figure 1).

Figure 1: Client 32 connects workstations to the ZfD 4 server inside the firewall.

This option makes sense for companies that are already using Client 32 to connect 
their workstations to the network inside the firewall. Client 32 is already installed 
on the workstations and the support staff is familiar with it. It also allows for high 
performance and scalability within the firewall.

Option 2. Use the ZfD 4 Management Agent to connect your workstations to the 
ZfD 4 server through a Middle Tier server (see Figure 4). This option is required 
for workstations operating in an all-Windows environment or accessing the 
network through a firewall.

Novell client for
directory access

ZfD 4
Server

NCP

SMB

Inside the firewall
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Figure 2: ZfD 4 Management Agent connects workstations to the ZfD 4 servers through 
the firewall via a Middle Tier server.

This option is also the solution to managing your remote workstations. With the 
ZfD 4 Management Agent and Middle Tier, you can push out applications and 
polices to users and workstations as well as remote control and inventory 
workstations across the Internet. Your users don't even have to log in to the 
network.

The Middle Tier server can support up to 200 simultaneous users (that’s users that 
are actively accessing the network, not users that are just logged in). Usually, that 
amounts to 1,000 users per server. However, you should make your own 
calculations based on disk space, RAM, server load, and login times.

Option 3. Use Novell Client 32 for workstations inside the firewall and the ZfD 4 
Management Agent for workstations outside the firewall. If your company has a 
significant number of users operating on both sides of the firewall, this option 
allows all of them to benefit from ZENworks for Desktops 4. To maximize this 
option, it is important that you carefully look at your network and place the 
Middle Tier servers close to the users that will be accessing them.

If you have users that regularly operate on both sides of the firewall, you may 
choose to install both Client 32 and the Management Agent on their workstations. 
When a user logs in to a workstation with both the client and the agent, the 
following happens:

• Client 32 searches for the ZfD 4 server.

• If it finds the ZfD 4 server, the client logs in with the user’s credentials.

Remote users with the
ZfD 4 Management Agent

http (port 80)

http (port 443)

Middle 
Tier
Server

DMZ

ZfD 4
Server

Middle
Tier
Server

LAN users
with Client 32
and the ZfD 4
Management
Agent

LAN users
in an MS Domain
with ZfD 4 Management
Agent

eDirectory
LDAP

NCP NCP

LDAP
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• If the client doesn’t find the ZfD 4 server, the ZfD 4 Management Agent 
searches for the Middle Tier server.

• When it finds the Middle Tier, it logs in to the Middle Tier, which then acts as 
a smart client and logs in to the ZfD 4 server with the user’s credentials. 

• The Middle Tier continues to act as a smart client between the workstation 
and the ZfD 4 server.

Workstations that have both the client and the agent installed, will still be able to 
access applications from outside the firewall, but not policies. If users that are 
regularly outside the firewall already have the client installed on their 
workstations, remove it and install the agent.

3. Design your Automatic Workstation Import (AWI) and Automatic 
Workstation Removal (AWR) strategy.
ZENworks for Desktops 4 does not require manual workstation import, so you 
will need an AWI strategy if you are planning to manage workstations. The AWR 
feature is useful, but may not be required for your company.

Guidelines. AWI creates WAN traffic only when workstations are being 
imported. Once they are imported into the directory, workstations no longer 
communicate with the AWI server nor create WAN traffic around import 
services. Novell still recommends having one AWI server per physical location. 
However, if reducing administrative overhead is more important to you than this 
risk of network traffic, you may want to centralize your AWI service.

AWR will not create as much WAN traffic as AWI, especially if you schedule it 
to run at night or during off-hours. Centralizing AWR results in less 
administration, fewer policies, and lower overall memory requirements. 

Decentralizing AWR results in less WAN traffic (though not usually a significant 
amount), and it allows local sites to determine how often to remove workstations. 
If you choose to decentralize both AWI and AWR, run them on the same local 
servers.

Novell recommends a minimum of one workstation container per physical site. 
This reduces WAN traffic by keeping the workstation objects close to the actual 
workstations. An alternative method would be to import workstations into the 
local user containers.

If you choose to add your workstations to groups once they are imported, make 
sure the groups don't span WAN boundaries.

Where possible, Novell recommends using DNS to locate your AWI and AWR 
services (instead of maintaining HOST files on workstations). 

Ideally, use DNS sub-zones to locate the local AWI server. For example: 

• zenwsimport.lax.digitalairlines.com
• zenwsimport.dfw.digitalairlines.com
• zenwsimport.ord.digitalairlines.com 
J a n u a r y  2 0 0 3
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These would provide sub-zones for the LAX, DFW, and ORD offices with an 
appropriate DNS entry for the local server.

Other options for locating the AWI server include explicitly giving a zenwsimport 
entry in the HOSTS file, nomination via registry entry or via command line. 
Further information is detailed in the ZENworks for Desktops 4 documentation.

4. Design your Workstation Inventory strategy.
If your company is currently using LDMS Inventory, it may be possible to design 
your ZfD 4 Workstation Inventory based on your LDMS design. However, in 
order to maximize the benefits of your upgrade, it is important to consider the 
differences between ZfD 4 and LDMS.

Consider the following features of ZfD 4 Workstation Inventory when making 
this decision: 

• Scalable and distributed (more so than LDMS)

• WAN friendly 

• Inventory for remote workstations

• Complete directory integration

• Inventory policy that can be associated with containers, groups, or 
workstations

• Choice of inventory database—Sybase ASA (ships with ZfD 4), Oracle 8 and 
above, or MS SQL 2000

• Rollup across trees and firewalls

ZfD 4 Workstation Inventory affects the physical and technical layout of your 
entire network. In order to achieve your company's business goals for Workstation 
Inventory, it must be completely designed before it is implemented. Your design 
should depend on the following:

• Company reporting policies

• Current WAN/LAN design, including physical connections between sites and 
the number of workstations to be inventoried per site

• Current eDirectory design

• Disk space and server resources

• Administrative resources

Guidelines. Here are some guidelines to follow in designing a workstation 
inventory strategy:

• Design based on your WAN (preferably one inventory server per physical 
site). Place inventory policies physically close to the objects that will be 
accessing them.

• Use a hierarchical inventory for better network performance. Use a flat 
inventory for easier administration.
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• Place databases only where reporting is required.

• Be careful about scheduling roll-up too frequently. This can slow network 
performance. Spread the initial scanning load if necessary.

5. Design your Remote Management strategy.
ZENworks for Desktops 4 allows you to remotely manage and troubleshoot 
workstations whether they are registered in the directory or not. For workstations 
that are not registered in eDirectory, the only requirement is that the workstation 
have the Remote Management Agent installed (part of the ZfD 4 Management 
Agent). Registered workstations also need the Workstation Manager component 
of the ZfD 4 Management Agent. 

Remote Management often brings up security issues within an enterprise. For this 
reason, it may be wise to include your security group in the planning for this 
strategy. With the security group, you will need to answer some of the following 
questions: 

• Who will be allowed to remotely manage a workstation? 

• What level of remote management will be allowed (remote view, remote 
control, and so on)?

• Are there some workstations that should never allow remote management 
access? 

• Will the user be required to grant access to the workstation? 

You place limitations on remote access to workstations via a Remote 
Management Policy within the User and Workstation Policy Packages. However, 
policies do not affect workstations that are not registered in eDirectory. When an 
administrator gains access to a remote workstation, he or she has single sign-on 
access to everything on that workstation.

6. Design your Application Management strategy.
On its own, ZfD 4 has very good application management in small to medium 
environments. If your company has a large environment, Novell highly 
recommends integrating with ZENworks for Servers 3. If you want to push out an 
application with ZENworks for Desktops, you have to create an individual 
Application object for each ZfD 4 application management server within your 
environment. With ZENworks for Servers, you can create the application object 
once, in one central location, and then automatically distribute the object to all of 
your ZfD 4 application management servers.

For more information about ZENworks for Servers 3, refer to 
http://www.novell.com/products/zenworks/servers/zfs32final.pdf.

Guidelines. If your company has several hundred (or thousand) applications, you 
may want to phase your migration of Application objects from LDMS to ZfD 4. 
For the initial migration, choose applications that are mission critical or are used 
most frequently.
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Novell does not recommend accessing applications across the WAN. Applications 
should be placed in containers on servers that are physically close to the users or 
workstations that will be using them.

Novell Application Launcher (NAL) does not use Search Policies. You can 
prevent NAL from searching to the [Root] for Application object configurations 
by setting Application Inheritance. Settings for this Application Inheritance range 
from -1 to 9999. Here are some examples: 

With NAL, you can push Application objects out to workstations and/or users. 
Answering the following questions will help you decide how to associate each 
application: 

• Do users stay at the same workstation all the time? 

• Do all workstations need the application, regardless of what user is logged in 
(such as for virus updates)?

• Do any users need to be able to access their Application objects from various 
workstations? 

• Do you have workstations that are designated only for specific tasks? 

• Are any of your workstations “utility” workstations (accessed by many users 
for the same basic functions)?

• Does your company have any security requirements that may affect these 
associations? 

• Which association is easiest to administer (for you)?

If you are creating applications that will be used on several different operating 
systems, choose the least common denominator (for example, when creating an 
application for Windows 98 and Windows 2000, create the Application object on 
a Windows 98 workstation).

0 NAL won’t look for container-associated Application objects

1 NAL looks at the immediate container for container-associated 
Application objects (default)

2 NAL looks at the container up two levels for container-associated 
Application objects

3 NAL looks at the container up three levels for container-associated 
Application objects, etc.

-1 NAL looks up to the [Root] for any container-associated Application objects. 
This setting is not recommended in a WAN environment for performance 
reasons.
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7. Design your Policy Management strategy.
Many times when we think of policies, we think of workstation and user 
management. We use policies to lock down workstations and prevent users from 
tampering with the configurations. However, these are not the only polices in 
ZENworks for Desktops 4, which runs most of its services with policies. For 
example, the way you configure Workstation Inventory is with the Inventory 
Roll-Up Policy. 

ZfD 4 divides its policies into policy packages. Each package is a group of 
policies that have similar functions. Below we’ve listed ZfD 4 policy packages. 
Below each package, we've listed the policies that are important to the basic 
functioning of ZfD 4: 

• Container Package

• Search Policy 

• Server Package

• Imaging Server Policy
• Workstation Import Policy
• Workstation Removal Policy
• Inventory Roll-Up Policy
• ZENworks Database Policy

• Service Location Package

• User Package

• Remote Control Policy

• Workstation Package

• Remote Control Policy
• Workstation Inventory Policy
• Workstation Imaging Policy
• ZENworks for Desktops Management Agent Policy

The Workstation and User packages have many more policies specifically used 
for workstation and user management. These policies will be new compared to 
your LDMS environment, because LDMS has no policy management capabilities. 
It relies on the standard Microsoft policy management tools (with their inherent 
limitations) to provide desktop and user control. ZENworks for Desktops 4 can 
manage user and workstation management via specific ZfD policies, can integrate 
and extend Microsoft extensible policies (POLEDIT), or can consume Microsoft 
Group Policy management.

For full details and information, refer to “Understanding Workstation 
Management” in the ZfD 4 documentation, available online at 
http://www.novell.com/documentation/lg/zdpr/zdpradmn/data/af7cexv.html.
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Guidelines. Search policies, which are part of the Container Package, are one of 
the most important factors affecting network performance after implementing ZfD 
in your environment. Search policies prevent your ZfD 4 Management Agents 
from walking the entire directory tree when looking for policies and 
configurations. Set your search policies at the container level.

We recommend that you experiment with workstation and user policies in the lab 
and get familiar with them before you implement them in production. Because 
this feature is most likely new to your administrators, it may be wise to wait to 
implement policies until you have been using ZfD in your environment for a few 
months. 

8. Design your Workstation Imaging strategy.
The following are three possible imaging strategies that can be used separately or 
together:

• Use ZfD 4 imaging to build new workstations in a lab.  As your company 
acquires new workstations, you send them through an imaging lab where each 
workstation is given a company supported image. The workstations are then 
sent into production. The imaging lab is supported by one dedicated ZfD 4 
imaging server. This strategy also works well as a means of imaging machines 
that are being reprovisioned within your company.

• Use ZfD 4 imaging for workstation updates or repairs.  ZfD 4 comes with 
Preboot Services, which can boot the workstations from the network and send 
out the images via multicast. When it is time to update the operating system 
throughout your company, you use local file and print servers to send down 
images. Or, if is taking too long to troubleshoot a problem on a previously 
imaged workstation, you can associate an image to that Workstation object in 
eDirectory. Then you have your user save all his or her files on a network 
server and reboot to a newly imaged (and fixed) machine.

• Use ZfD 4 imaging to multicast application objects as image add-ons.  Instead 
of creating several different images for your various departments, create 
one lowest-common-denominator image (just the OS and the client or 
management agent), and distribute applications as add-on images via 
multicast. Add-on images are application objects that overlay a base image. 
Once they have been installed on the workstation, they are independent 
of the directory. 

If you choose to integrate ZENworks for Servers with your ZfD solution, ZfS can 
significantly enhance the automation involved in the latter two strategies.

Guidelines. Here are some guidelines to follow in preparing an imaging strategy:

• Never image across the WAN.

• ZfD 4 images are not hardware-independent. You’ll need to create one base 
image per operating system per hardware make and model.
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• Create each add-on image on a clean machine with only the base image. If 
you create an add-on with another application present on top of the base 
image, you may unintentionally create a dependency on that application. For 
example, if you are creating an add-on image for Adobe Acrobat and 
Microsoft Word is installed with the base image, once you send the Adobe 
Acrobat add-on image out to workstations, it may not work unless Microsoft 
Word is present on the workstations.

Phase Four: Prepare Your Network for ZfD 4

Phase Four must be completed before Phases Five and Six. Together, Phases 
Four, Five, and Six form our technical upgrade path. You will need to customize 
this path to fit your environment and your company's immediate requirements. It's 
also important to remember that every environment is different. Do not use this 
upgrade path in your production environment until you have tested it in a lab that 
closely mirrors production.

1. Update your network to meet ZfD 4 requirements (if necessary).
You have previously identified specific requirements that would have to be met 
for each phase of your enterprise management plan. At this point, you'll need to 
implement the updates necessary for the initial phase of the ZfD 4 
implementation. This includes any support packs that need to be applied.

If you need to install eDirectory, here are the basic steps:

• Install eDirectory on a Windows NT, Windows 2000, or NetWare 6.0 server 
(eDirectory ships with ZfD 4).

• Install ConsoleOne 1.3.3 (also ships with ZfD 4).

Note: To keep from having multiple versions of ConsoleOne floating around, install one 
master copy onto a ZfD server on your network and then distribute or download 
to workstations as needed.

One other option in a Novell Client32-less environment is to install ConsoleOne 
and snap-ins to a Windows Terminal Server and run from there.

• Install and configure DirXML Active Directory or NT 4 Domain drivers to 
connect and synchronize with eDirectory (ZfD 4 ships with AD and Domain 
DirXML drivers).

• Synchronize users and passwords between eDirectory and Active Directory.

For more information about eDirectory and DirXML, go to 
http://www.novell.com/documentation-index/index.jsp?category=eDirectory.
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2. Verify that all ZENworks for Desktops 4 requirements have been 
met.

3. Back up your soon-to-be ZfD 4 servers.

4. If you are using DNS for AWI and/or Middle Tier, update DNS.
Make sure that ZENWSIMPORT resolves to the appropriate ZfD 4 AWI server IP 
address.

If you will be using Middle Tier servers, create DNS name(s) for them and specify 
IP addresses.

If you will be using ZENworks for Servers, go ahead and update the DNS names 
for ZfS, as well.

5. Create eDirectory object containers based on your ZfD 4 design.
Create object containers for the following:

• Workstation objects

• User objects

• Application objects

6. Perform an eDirectory health check.
For more information, refer to the AppNote entitled “Health Check Procedures for 
NDS eDirectory on Supported Platforms” in the May 2001 issue (available online 
at http://developer.novell.com/research/appnotes/2001/may/03/a010503.htm).

7. Extend the eDirectory schema for ZfD 4.
If your directory root is a NetWare server, you will need to unload Java before 
extending the schema.

For schema extension instructions, refer to the “Installing” section in the ZfD 4 
documentation at http://www.novell.com/documentation/lg/zdpr/zdprinst/ 
data/ae7c3hw.html.

Before you continue, verify that schema has been extended properly.

8. Install/upgrade ConsoleOne (v1.3.3) with ZfD 4 snap-ins.
Install/upgrade ConsoleOne on the following machines:

• ZfD 4 server(s)

• ZfD installation workstation

Note: Before upgrading, copy any previous verion of ConsoleOne you have been running 
into a holding container. You may need to have this earlier version available just 
in case.

9. Create and configure container search policies.
Make sure the search policies point to a specific container.
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10. Unload Java on the soon-to-be ZfD 4 and Middle Tier servers.
This step is necessary for NetWare servers only. Make sure that no other services 
are using Java before you unload it.

Phase Five: Install ZfD 4

The steps in Phase Five are presented in a logical order. For example, it makes 
sense to install and configure Automatic Workstation Import early in the 
installation because so many of the other features depend on having workstations 
to manage. However, these steps do not have to follow this order, especially if 
your immediate goal is to implement ZfD 4 to support users as they were 
supported under LDMS and then add more features in later phases. The only step 
that has a dependency is Step 7: Migrate workstations to ZfD 4 Management 
Agent. This step should not be completed until you have tested your ZfD 4 
infrastructure (Step 6) and are ready to manage users with ZfD 4 and not LDMS. 

1. Install ZfD features to appropriate ZfD 4 server(s) as designed 
during Phase Three.
For each ZfD 4 server, install the appropriate services. These services can be 
installed one at a time or simultaneously. For each ZfD 4 server, do the following 
(as required for that server):

• Install and configure Automatic Workstation Import and Removal and 
configure associated policies.

• Install Workstation Inventory servers (in the following order):

• Install root server and database; set up policies
• Install intermediate server(s) and database(s) (if required); set up policies
• Install leaf server(s) and database(s) (if required); set up policies

• Install and create policies for other ZfD features such as Imaging (including 
Preboot, if required), Application Management, Remote Management, and 
Workstation Management.

2. Set up the ZfD Middle Tier server (if required).
• Install Middle Tier services to the server.

• Verify that the Apache or IIS ports are set to 80 and 443. (Port 443 is secure.)

• Change the Apache configuration for ThreadsPerChild to 512.

3. Migrate LDMS Application objects to ZfD 4.
You may decide to migrate these applications any way you wish. We chose 
SnAppshot. Depending on the number of Application objects your company is 
currently using, this may be a daunting task. This task is made easier if you install 
Workstation Imaging first. You can then use imaging to clean the workstation 
after each snAppShot. If possible, choose only the most critical applications to 
migrate for the initial install.
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• Run snAppShot on a “clean” workstation (one with just the operating system 
+ Novell Client 32 and/or ZfD 4 Management Agent + LDMS Agent).

• Use the LDMS Agent to install the LDMS .EXE application file to the 
workstation.

• Run a snAppShot of the workstation again.

• Prune the Application object of unneeded registry entries. (For help, refer to 
“Pruning an App Object of Un-needed Reg Entries” at http://www.novell. 
com/coolsolutions/zenworks/ trenches/tr_unneeded_reg_entries_zw.html.)

There is a partner solution called Centralis AXE which will automate most of 
this process. For information, visit http://www.centralis.co.uk.

• Import the Application objects into the tree.

• Re-image the workstation before beginning a new snAppShot.

4. Create and configure policy packages.
• Create and configure Container Packages for any additional site-level 

container.

• Create and configure Server Package(s) for all ZfD 4 server(s).

• Create and configure User Packages.

• Create and configure Workstation Packages.

5. Configure the Application Launcher settings for each site-level 
container.

6. Test, test, and test some more.
Before you roll out ZfD 4 to your users, make sure all of the installed features 
work as well in production as they did in the lab. Import a few workstations—at 
least one per operating system—into the production tree (possibly your test lab 
workstations), and verify that the features work as planned.

Here are examples of things to test:

• A workstation can communicate via the Middle Tier without Client 32.

• A workstation that has logged in three times (or the number of times you 
configured) is automatically imported into the workstation container in 
eDirectory.

• A workstation is successfully re-imaged from the network using Preboot 
Services.

• A workstation sends its inventory information to the correct inventory server, 
which sends the information on to the database.

• An administrator can remote control a workstation from ConsoleOne.
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7. Migrate workstations to ZfD 4 Management Agent.
This is when you find out if your ZfD infrastructure is configured correctly. At 
this point, you do not want to migrate all of your production workstations over to 
ZfD at once. No matter how much you've tested it in the lab, a new application in 
the network may or may not perform as expected. Therefore, Novell recommends 
creating a container named ZENUPDATE (or something similar), and placing 20 
to 50 workstations in that container. Push down the Management Agent to the 
ZENUPDATE workstations and test it in this pilot group before rolling out 
department by department, enterprise-wide. 

• Create a Management Agent installation response file, or use the agent 
installation Microsoft Installer (MSI) package.

For instructions, refer to “Installing the ZfD Management Agent on a 
Workstation” in the ZfD 4 documentation online at 
http://www.novell.com/documentation/lg/zdpr/zdprinst/data/ae262ps.html.

• Stop LDMS Client Services (only Inventory Scanner, Remote Control, and 
Application Management).

• Install ZfD 4 Management Agent using LDMS Client (CBA).

Note: At this point, the LDMS Client no longer operates. It still sits on the workstation 
and takes up hard drive space, but when the ZfD 4 Agent installs onto the 
workstation, it deactivates the LDMS components.

• Remove the LDMS client using the a ZENworks for Desktops application 
object. This should call “WSCFG32 /U” from the LDMS Core Server or 
Service Center.

Note: This four step process is automated in a single utility soon to be available on 
Novell CoolSolutions for ZENworks. The LDMS2ZFD tool will allow the LDMS agent 
to be cleanly uninstalled and the ZfD4 management agent installed in a 
controlled manner.

Phase Six: Remove the LDMS Software

The sooner you accomplish this phase, the sooner you can reprovision your 
LDMS service center servers as part of the ZfD 4 infrastructure.

1. Remove and reprovision NetWare and Windows NT service centers.

2. Collapse the LDMS Domain.
Complete information on collapsing the LDMS management domain is included 
as part of the LANDesk Management Suite documentation. In summary, to fully 
de-commission your unneeded legacy LDMS implementation you should:

• Remove the LDMS client from workstations. This step should already be 
complete by working through Phase 5 of the Migration Plan. 
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• Uninstall the LDMS service centers. This is achieved through the LDMS 
Desktop Manager Console. Highlight the required server, select the Service 
Center Wizard, and then Remove All LDMS services.

• Uninstall extra Management Consoles. This can be done via Add/Remove 
Programs in the Control Panel. 

• Uninstall the LDMS Core Server, again via Add/Remove Programs.

• Drop and delete the databases used for inventory, metering, and the DataMart. 

• Uninstall and remove Web components from your IIS Web server.

Conclusion

This AppNote has provided information on upgrading your network from LDMS 
Management System to Novell's ZENworks for Desktops 4.

Additional Resources
For additional information, refer to the following resources:

• Novell Education courses on ZENworks for Desktops 4:
http://www.novell.com/education/train_product/zw4.html

• ZENworks for Desktops 4 Advanced Technical Training:
http://www.novell.com/education/pep/att/def.html

• ZENworks for Desktops 4 Product Documentation: 
http://www.novell.com/documentation

• ZENworks CoolSolutions: 
http://www.novell.com/coolsolutions/zenworks

Copyright © 2003 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
their respective companies or distributors.
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Feature Article
NOVELL APPNOTES

Distributing the Mozilla 1.x Web 
Browser Using Novell ZENworks 
for Desktops

Anders Gustafsson
Engineer, CNE, ASE
Novell Support Forum SysOp
Anders.Gustafsson@pedago.fi

Thanks to all my colleagues at the Novell Support Forums for their continued support, 
and especially to Shaun Pond for testing, feedback, and proofreading.

This AppNote shows you how to use Novell’s ZENworks for Desktops to 
distribute a locked down, customised version of the Mozilla 1.x Web browser to 
Windows workstations on your networks.

Note: This AppNote retains the British spelling used by the author.

Contents:

• Introduction
• A Little Background
• Mozilla Configuration Files
• Creating the Mozilla Application Object
• Configuring the Mozilla Application Object
• Conclusion

Topics application distribution, Application objects, Mozilla, 
Web browsers, workstation management, ZENworks for 
Desktops

Products ZENworks for Desktops, Mozilla 1.x

Audience network administrators

Level intermediate

Prerequisite Skills familiarity with ZENworks for Desktops

Operating System n/a

Tools AXTClean (Novell CoolSolutions for ZENworks)

Sample Code no
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Introduction

Novell’s ZENworks for Desktops has enjoyed great success as an efficient way to 
distribute and manage applications in a network environment. Using the 
snAppShot utility that comes with ZENworks, you can create a template file that 
contains all of the modifications that must occur at a Windows-based workstation 
in order to run a given application (executable files, Windows registry entries, 
*.INI files, and so on). From this template, an Application object is created in 
Novell Directory Services (eDirectory). This object is a logical representation of 
the application. Users, groups, or containers can be associated with the 
Application object to determine who can access and run the application.

This AppNote shows how you can use the power of ZENworks to provide a 
“just-in-time” installation of the Mozilla Web browser with an extremely small 
local footprint. In addition, you can give your users roaming profiles, something 
that is not available in standard Mozilla 1.x. You can also provide the same 
profile for Windows 9x and NT/2000, something Windows roaming profiles 
cannot do alone.

With some tweaking, the profile thus stored on the network could also be shared 
by computers running Linux or MacOS, but that is beyond the scope of this 
AppNote. Send an e-mail to novell_research@novell.com if you would like to 
see an AppNote covering this.

The procedures described in this AppNote have been tested with ZENworks for 
Desktops 2.0, 3.2, and 4 running on Windows 95, 98, and 2000. The release of 
Mozilla used for testing was the Mozilla 1.1 English version. However, since 
there is no language-specific information in the Application object or the 
configuration files, you can move the files between different language versions 
of Mozilla.

A Little Background

Before getting into the details of creating and configuring the Mozilla Application 
object for ZENworks, it is helpful to understand a little background information.

Why Mozilla?
People often try to convince me that the browser wars are over and that Microsoft 
Internet Explorer (IE) has won out over all the other contenders. I disagree. True, 
you might see a very high percentage of IE hits on a Web server, especially if the 
sites are designed in such a way as to force people to use IE to access it. But such 
design is contrary to the entire idea of the World Wide Web. A well-designed 
Web site should work with any HTML-compliant browser.

Other issues to consider are security and administration. Tracking and following 
up on the almost-weekly Microsoft security bulletins for IE can be an 
overwhelming task, especially if it involves replacing local files. A less complex, 
stripped-down browser like Mozilla or Opera could very well be the ticket if you 
want a more secure environment that is easier to manage.
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The solution proposed in this AppNote provides roaming access to the Mozilla 
browser, with just one or two files installed locally. The rest of Mozilla runs from 
the network. This makes it ideal for environments such as schools and 
universities. As an added benefit, the granularity of the Mozilla installation lets 
you select just the tools you need. For example, if you don’t allow newsgroups, 
simply don’t install that part of Mozilla. The same applies to other browser 
functions such as e-mail, Web design, and Java debugging.

Looking Back
Two previous AppNotes, entitled “Distributing Netscape Navigator Using 
Novell’s ZENworks” (February 1999) and “Distributing Netscape 4.5 and Higher 
Using Novell’s ZENworks” (December 1999) described procedures that have 
worked well for thousands of installations of Netscape. With the recent release of 
Mozilla 1.x, it is now time to adapt these procedures to the Mozilla browser. If 
you have not read these previous AppNotes, I suggest you do so before continuing 
with this one. They can be found online at the following URLs:

http://developer.novell.com/research/appnotes/1999/february/a2frame.htm
http://developer.novell.com/research/appnotes/1999/december/a5frame.htm

Assumptions
As in the previous AppNotes, it is assumed that the browser application is 
installed under the F:/Program directory and that all users have drive P mapped to 
their home directories. However, you can easily adapt the Application object to 
other paths if need be. Note that if you change drive P to something else, you need 
to use the Mozilla Profile Manager to create a new registry.dat, copy that to the 
SOURCE_PATH, and adjust the RANDOM_DIR macro accordingly (this will be 
explained in more detail later in this AppNote).

Note: The TARGET_PATH is not used, so it can either be set to the same as the source 
path or left blank.

Mozilla Configuration Files

Several changes have been made to the Netscape-branded browser and the 
open-source Mozilla 1.x release since the previous AppNotes were written. This 
section summarizes those changes.

Netscape 4.5 and later versions use a “netscape registry,” a hashed file that is very 
inconveniently located in the Windows directory. This file contains a pointer to 
where the actual user profile is. Additional lockdown of the browser is done with 
a hashed configuration file (NETSCAPE.CFG) in the Netscape program 
directory.

With Mozilla, the local registry also exists, but it is called “registry.dat” and it is 
placed in the “Application Data” directory, a directory that normally is part of the 
roaming profile. All you need to do is to push down this single file to 
%*APPDATA% and make sure it points to a known location.
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Note: Some releases of Windows 95 do not support the concept of an Application Data 
directory. In this case, Mozilla stores the file under %*WINDIR%\Mozilla. If you are 
supporting Windows 95 in your tree, I recommend that you create a separate 
Application object for Windows 95.

Global settings are in the prefcalls.js file, located in the program directory.

The user profile is stored under ..\Mozilla\profiles\<name>\<xxxxx> where name 
is the name you enter when creating the profile and xxxxx is a random number 
Mozilla adds for some unknown reason.

Individual settings are put into a Javascript file called “user.js”, located in 
P:/Mozilla/Users/default/xxxxx. This file is then changed by the Novell 
Application Launcher (NAL) to reflect the individual settings of each user. The 
syntax and layout of this file is almost identical to the “prefs.js” file described in 
the earlier AppNotes. The same settings can be made in both prefcalls.js and 
user.js, but for sanity’s sake I recommend that you keep all settings that are global 
for all users in prefcalls.js and put only those items that change per user in user.js.

I have chosen P:\Mozilla as the profile directory, where drive P is mapped to the 
home directory of the logged-in user. I then relocate the Mozilla profile to this 
directory instead of storing the entire profile under Application Data.

To overcome the problem with the random location, I simply push down a copy of 
registry.dat where the location is known. There will still be a random string in the 
profile, but it will be the same random string for all users.

You can also “hack” registry dat to change the location and get rid of the random 
element. Just take care not to remove the Hex00 right in front of the path, and to 
not overwrite the Hex04 after the path. (I myself would not use this method for 
fear of breaking some other aspect of Mozilla.)

Mozilla and the Client Configuration Kit
As mentioned previously, Netscape 4.x and later versions use a hashed file named 
NETSCAPE.CFG to lock down global settings. To manipulate this file, you need 
the Netscape Client Configuration Kit (CCK). A similar project is planned for 
Mozilla (that is, a GUI configuration editor), but that project is currently in limbo. 
Mozilla does not read a NETSCAPE.CFG file created by the Netscape 4.x CCK, 
even though it is supposed to. Since other means exist for lockdown, I have not 
pursued this issue further.
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Preparing the Mozilla Configuration Files
All Mozilla lockdown is done in the prefcalls.js file, located in ..\Mozilla\defaults\ 
autoconfig. To accomplish the level of lockdown you need, edit this Javascript file 
with a text editor such as Notepad and add lockPref() commands, as shown here:

//
// Startpage
//
lockPref("browser.startup.homepage", "http://www.pedago.fi");
//
// Proxy addresses. Need to change them all...
//
lockPref("network.proxy.type", 1);
lockPref("network.proxy.http", "10.0.20.5");
lockPref("network.proxy.http_port", 8080);
lockPref("network.proxy.ssl", "10.0.20.5");
lockPref("network.proxy.ssl_port", 8080);
lockPref("network.proxy.socks", "10.0.20.5");
lockPref("network.proxy.socks_port", 8080);
lockPref("network.proxy.ftp", "10.0.20.5");
lockPref("network.proxy.ftp_port", 8080);
lockPref("network.proxy.gopher", "10.0.20.5");
lockPref("network.proxy.gopher_port", 8080);
// Proxy exclusions
lockPref("network.proxy.no_proxies_on", "10.0.1.4");

Since this file is located in the program directory, there is no way for users to 
modify it.

There is one added complexity though. By default, Mozilla will not read this file. 
To activate the code that reads the settings in this file, you need to add one line to 
the all.js file, located in ..\defaults\pref:

pref("general.config.filename", "netscape.jsc");

This is really supposed to be the support for a file created by the Netscape CCK, 
but to have autoconfig work, you just need a file there. Mozilla does not appear to 
care about the contents of the file. (A sample netscape.jsc file is supplied with the 
Application object you can download for this AppNote.)

You can customise almost every aspect of Mozilla through prefcalls.js; I suggest 
you take the time to go through all the options and familiarise yourself with them. 
Unfortunately, the documentation is somewhat lacking. There is some info on 
http://www.mozilla.org and at Web sites like http://www.vorstrasse91.com/ 
moztips/mozillaprofiles.html and http://www.geocities.com/pratiksolanki/. 
However, the best reference is the help included with Mozilla itself. Simply type 
“about:config” in the address bar and Mozilla will list all allowed options and 
their settings. It will also show what is locked in red. 
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Figure 1 shows an example of the “about:config” information you will see. 

Figure 1: Mozilla’s about:config shows configuration information.

Once all these files are set up, this is what happens when a user starts Mozilla:

1. Mozilla.exe looks for the registry file in the Application Data directory, finds 
it, and reads it.

2. Based on information in that registry file, Mozilla locates the user’s profile 
data, which is located in the HOME_DIRECTORY so that it can roam.

3. Mozilla.exe reads the prefcalls.js file for global settings. 

4. The user.js file is dowloaded to the user’s profile directory every time the 
program is started, and the user’s personal data is inserted at that time.

5. The user now runs a locked down, personalised copy of Mozilla.

The best way to obtain troubleshooting information about this procedure is to use 
about:config. As shown in Figure 2, you can easily see what the settings are and 
where they came from.

Figure 2: Mozilla’s about:config information can be used for troubleshooting.
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Creating the Mozilla Application Object

This section describes the process of creating the Application object for Mozilla. 
A pre-packaged archive with the actual Application object and additional files is 
available at http://www.pedago.fi/products/utils/MozillaZEN.zip, for your 
convenience. These instructions assume you already have ZENworks for 
Desktops installed on your network. 

1. Download Mozilla 1.x from http://www.mozilla.org.

2. Start ZENworks’ snAppShot and perform the initial discovery on a Windows 
workstation. I used a Windows 98 PC for this. You need to set SnAppShot to 
watch drive P in addition to C.

3. When prompted to, run the Mozilla installation program. Select 
F:\Program\Mozilla as the target directory. Then select what parts of 
Mozilla to install. Allow the installation to complete.

4. If Mozilla starts automatically, exit the program.

5. Start MOZILLA.EXE with the “-ProfileManager” option to bring up the 
Profile Manager. Remove all profiles and create a new one, name it 
“default”, and point it to P:\Mozilla.

6. Exit Mozilla and resume the snAppShot.

7. Use the AXTClean snAppShot cleanup utility (available from 
http://www.novell.com/coolsolutions/zenworks) to clean up the AXT file. 
Then create the Application object.

8. Add the information necessary to manipulate the users’ personal data.

Configuring the Mozilla Application Object

Once you have created the Application object for Mozilla, use Novell’s NetWare 
Administrator (NWAdmin) or ConsoleOne utilities to modify the object’s 
properties as described in the sections below.

Application Run Options
The Run Options > Application settings (see Figure 3) are to ensure that Mozilla 
starts with your customised profile in case there is more than one profile available.
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Figure 3: The Run Options > Application screen.

For more information on all available start-up options for Mozilla, see 
http://www.mozilla.org.

Scripts
The setting shown in Figure 4 (made from the Scripts tab) is a security precaution. 
Since the cache is local, you want to make sure it is empty when users exit 
Mozilla.

Figure 4: Specifying a batch file to run after termination.

The DELCACHE.BAT file looks like this:

echo off
echo Clearing the local cache...
echo Y|del c:\netscape\cache\*.*

If you want to do this more elegantly and not have an ugly DOS window pop up, 
you could write a small Windows application to do this.
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Registry Settings
Figure 5 shows some basic registry settings to tell Windows what you have 
installed and where.

Figure 5: The Distribution Options > Registry screen.

Be sure to check the “Track distribution per user” and “Distribute Always” boxes.

Application Files
Under the Distribution Options > Application Files tab (see Figure 6), you ensure 
that all the local files needed are copied. You also make sure that the local cache 
directory exists, as well as the directories you need in the users' home directories.
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Figure 6: The Distribution Options > Application Files screen.

Be sure to check the “Track distribution per user” and “Distribute Always” boxes.

Note: I have created a macro for the random directory name to make later changes 
easier. I will discuss this further under “Macros” below.

Naturally, you want to make sure that all users have the same registry.dat file. 
Figure 7 shows the necessary settings.

Figure 7: Setting to be able to push down the registry.dat file for each user.

Be sure to check the “Track distribution per user” and “Distribute Always” boxes.
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In the program directory is a skeleton user.js file, which looks like this:

user_pref("network.hosts.smtp_server", "OUTGOINGMAILSERVER");
user_pref("network.hosts.pop_server", "INCOMINGMAILSEVER");
user_pref("network.hosts.nntp_server", "NEWSSERVER");
user_pref("mail.smtp_name", "MAILSERVERUSER");
user_pref("mail.identity.organization", "ORGANIZATION");
user_pref("mail.identity.reply_to", "USERSREPLYTOADDRESS");
user_pref("mail.identity.username", "USERSFULLNAME");
user_pref("mail.identity.useremail", "USERSEMAILADDRESS");

Unfortunately Mozilla does not support the lockPref() or lock_pref commands in 
this file. The lock_pref() command is actually defined in one of the header files in 
the Mozilla source, but there is no code for it.

Note the uppercase strings in each line, such as user_pref("mail.identity.reply_to", 
"USERSREPLYTOADDRESS");. These are just placeholders that you will 
change later, as described under “Text Files” below.

Another thing worth considering is to create a sample bookmarks file for your 
users. You can use your own bookmarks file as a template or create a new one 
with Mozilla. When finished, save it to your SOURCE_DIRECTORY and have 
NAL copy it down to P:/mozilla/profiles/xxxx/default if it does not exist.

Text Files
Under the Distribution Options > Text Files tab (see Figure 8), you change the 
placeholders mentioned above to values taken from eDirectory. 

Figure 8: The Distribution Options > Text Files screen.

For example, Figure 9 shows how you would change the USERSREPLYTO- 
ADDRESS placeholder to %CN%.pedago.fi, which will prepend the user’s 
Common Name in eDirectory to the string “.pedago.fi” to form an address such as 
“jdoe.pedago.fi”.
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Figure 9: Changing a placeholder to a character string.

For static values, you can define macros under the Macros tab and then use them 
in the substitutions. This helps you keep the design of the Application object 
clean, as it collects all static variables in one place. It also helps avoid errors in 
cases where a variable appears in more than one place, such as in the registry and 
the user.js file.

Macros
I have moved the random string to a macro to make things easier in case I need to 
create a new registry.dat using the Mozilla Profile Manager. In that case, I would 
simply create a profile in Mozilla, name it "default", and point to P:\Mozilla. Then 
I would copy the newly created registry.dat to my SOURCE_PATH and change 
the RANDOM_DIR macro to whatever the new randomly-named directory is 
called (see Figure 10).

Figure 10: The random directory macro.
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Conclusion

Using ZENworks for Desktops to distribute the Mozilla 1.x browser in the way 
outlined in this AppNote provides many benefits. The initial rollout can happen 
faster and subsequent updates are easily made. Changes in settings such as proxy 
server addresses can also be pushed out if needed, without someone having to 
visit every desktop. Lastly, integrating the application settings with eDirectory 
means that users do not have to enter information such as e-mail addresses 
manually, thus eliminating a possible source of errors.

Copyright © 2003 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.
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their respective companies or distributors.
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Application Servers
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This AppNote describes an easy way to move user and group information from 
one Novell exteNd Application Server to another using Novell exteNd Composer 
and the SilverCMD utility.

Contents:
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• Step-by-Step Instructions
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Topics Web application development, Novell exteNd products, 
XML, JDBC

Products Novell exteNd Application Server, Novell exteNd Composer

Audience developers

Level intermediate

Prerequisite Skills familiarity with exteNd application servers and XML

Operating System n/a

Tools none

Sample Code yes
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Introduction

Have you ever built and tested a system with the Novell exteNd Application 
Server and then wondered how you were going to replicate those users and 
security groups over to the production server? Or perhaps you wanted to create a 
parallel test environment from an existing system? It is easy enough to move the 
data and source code, but the user and security group information usually had to 
be re-entered by hand.

This AppNote describes an easy way to move user and group information from 
one server to another using the exteNd Composer product and the SilverCMD 
utility with the exteNd Application Server. (If you don’t have a copy of Novell 
exteNd Composer, give your Novell sales representative a call.) 

Overview of the Process

Here is a quick overview of the process. In the SilverCMD utility, there is an 
option to create users and groups one at a time. Or, if you build a properly 
formatted XML file, you can populate a whole system (see the online help for 
details). This is great, but how do you create that file and how do you get the user 
and group information out of an existing system? 

By using Novell exteNd Composer, you can extract the user and group 
information from a SilverMaster source database and write the results to a XML 
file. That file can then be used with the SilverCMD utility to create the users and 
groups for you. 

If you’re not familiar with Composer, it is a visual, standards-based integration 
server that supports the rapid creation, testing, and deployment of 
services-oriented applications. Composer uses XML as its native data language 
and, thus, easily delivers the sophisticated any-to-any mapping capabilities 
required by advanced portal, EAI, and B2B integration projects. A visual business 
process engine based on IBM’s WSFL (Web Services Flow Language) standard 
enables modeling and automating complex processes.  Processes can be modeled 
even before the components are built. With end-to-end animation capability, the 
user can quickly test and optimize a process. A Process Console provides 
monitoring and logging of the process. 

In this AppNote, we are going to use Composer to extract the user and group 
information from a SilverMaster database by way of a JDBC connection. (For 
more information about Composer, see the product Web site at 
http://www.silverstrea m.com/Website/app/en_US/ProductsLanding.)

http://www.silverstream.com/Website/app/en_US/ProductsLanding
http://www.silverstream.com/Website/app/en_US/ProductsLanding
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Step-by-Step Instructions

I’ve created a Composer project called SilverMasterExtract that extracts the user 
and group information and writes the XML file. Actually, this code is the 
culmination of ideas from a number of people; also, my colleague Pascal Barbier 
made some needed adjustments to the code. The resulting code now makes easy 
work of replicating user and group information between SilverMaster databases. 
(You can download the code from the AppNotes Download site at 
http://dev eloper .nov ell.com/rese ar ch/dow nloads.htm.)

Figure 1 shows the general process of extracting the information from one 
SilverMaster database and then using the resulting XML file to populate the target 
SilverMaster database.

Figure 1: Process for replicating user and group security information between 
SilverMaster databases.

The steps are described in more detail below.

1. Install ExteNd Composer (Developer Edition is all that is needed).

2. Open the Composer project called “SilverMasterExtract_v2” which will 
perform the extract process.

Source
SilverMaster
Database

exteNd Compser
extracts information
and writes to an XML
file.

SetUserGroupInfo.xml

set_user_group_info.dtd

SilverCMD utility takes XML 
and DTD files and imports 
the information into target 
SilverMaster databse.

Target
SilverMaster
Database

http://developer.novell.com/research/downloads.htm
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3. Set up your Resource Connection called “SilverMasterConnection” to 
connect to the source SilverMaster Database. Figure 2 is a partial screen shot 
of Composer’s development environment, showing how to access the 
Resource Connection object. The other two connection resources are used 
only as examples of how to connect to a Sybase SQLAnywhere database and 
a Microsoft SQLServer database.

Figure 2: The Composer development environment.
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4. Set the project variable to the following, as shown in Figure 3:

D:\S3_Projects\SilverMasterExtract_v2\SetUserGroupInfo\SetUserGroupInfo.xml

Figure 3: Configuring the OutputFile directory.

You may set it to any location, but for simplicity the XML file should be 
written to a location where the set_user_group_info.dtd file is located (more 
about that file later).

5. Open the WebService object called 
“Create_Set_User_Group_Info_XML_file”.  

6. Execute the process by clicking the green arrow just below the 
menus. You could also click the animate button, which is the 
button with a green arrow surrounding a red ball. Using this 
option you will need to step through the process, but it will 
allow you to see everything that is happening behind-the-scenes 
while the user and group information is extracted. You are now 
finished using Composer.



J a n u a r y  2 0 0 3

83

D
ev

el
op

er
 N

ot
es

7. With the previous step complete, your XML file is now available. You might 
want to look at this XML file. It will contain the users and groups from the 
source server. One point to be aware of is that passwords are permanently 
encrypted on the application server, so this process can not extract 
passwords. I’ve written the Composer project to insert a default password for 
each of the user ids. Now open a command window or DOS box and navigate 
to the directory where the XML file is located.

8. Check to see that SilverCMD executes properly. To test that it is working, 
type the “SilverCMD -?” command at the prompt. If you see a list of 
keyword parameters, all is okay for the next step. If not, you need to get 
SilverCMD set up properly on your system. Most likely the problem will be a 
“pathing” issue. (See the SilverCMD online help for more information.)

9. With SilverCMD working properly, be sure that the 
“set_user_group_info.dtd” file is located in this same directory as the XML 
file. SilverCMD requires this DTD file to ensure the XML is in a valid 
format.  

A copy of this file is included in the project’s directory called 
..\SetUserGroupInfo\.  This location is the value of the project variable 
“OutputFile” that is set by default (see Step 4).

10. Now you are about to import the user and group information into the target 
SilverMaster database. Use the following command on the command line to 
execute the process:

silvercmd SetUserGroupInfo localhost -f SetUserGroupInfo.xml :i -U userid  -P password

The localhost parameter is the location of the target SilverMaster server you 
want to replicate the information to. The userid and password parameters are 
required to access the server. This information will most likely need to be an 
administrator type of login.  

After executing this command, you’ll see the status of the import process in 
the command window. You’ve now replicated the user and group 
information to your target server.  

That’s all there is to it. You might want to verify that the users and groups were 
created as expected by using the Server Management Console (SMC).  
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Conclusion

Using Composer and SilverCMD makes the process of replicating user and group 
information between SilverMaster databases quick and easy. You’ll want to 
remember this the next time you need to copy user and group information from 
one application server to another.

Copyright © 2003 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
their respective companies or distributors.
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Common problems on the
network occur when users
have been granted too
many rights.
eDirectory Rights Assignment 
Recommendations

Jeff Fischer
Research Engineer
Novell AppNotes
jficher@novell.com

Last month we discussed eDirectory rights and 
methods to grant and block rights within the eDirectory 
tree. This month, we’ll talk about some recommenda-
tions to properly and more easily manage rights 
assignments.

Network administrators must be sure that users have 
the necessary rights to perform their jobs. It is also the 
responsibility of the network administrator to verify 
that users do not have excessive rights to the network. 
Network administrators should be proactive in 
managing rights to network resources and plan the 
network for additional network resources that will be 
added later.

Network rights should be planned so that when each 
user, printer, server, or other network resource is added 
to the tree; such additions involve minimal overhead in 
adjusting the network and existing security policies to 
provide access to the new resources.

Common Pitfalls of Rights Assignments
Having control of the network is critical to the 
network’s efficiency and ease of administration. A 
network administrator must be aware of the capabili-
ties of the network software, as well as common 
pitfalls that can lead to problems.

Common problems on the network occur when users 
have been granted too many rights. The following 
list outlines some of the common pitfalls of rights 
assignments.

All Properties versus Selected Properties. You 
should use caution when you assign rights to the All 
Properties option for eDirectory property rights. If you 
need to assign more than just Read and Compare rights 
to eDirectory properties, you should consider using the 
Selected Properties option and granting the rights you 
need to specific properties. 

Rights granted by the Selected Properties option over-
write any rights granted through the All Properties 
option. This allows flexibility when planning rights 
assignments. You can grant Read rights to all proper-
ties and get more specific by selecting properties and 
granting the rights necessary for specific tasks. You’ll 
see a few examples of this in the rest of the article.

Object Trustees or Access Control List (ACL). 
The Object Trustees or Access Control List (ACL) 
property can pose a potential security hole on the 
network. If the Write right is granted to the ACL prop-
erty through All Properties or Selected Properties, 
users essentially have the right to assign themselves 
as trustees of any object on the network, even grant 
themselves Supervisor privileges.

Add/Remove Self Property Right. The Add/ 
Remove Self property right can also pose a threat if it 
is not managed correctly. You should not make an 
assignment through All Properties with the Add/ 
Remove Self property right. This gives users the right 
to make themselves a member of a group that poten-
tially has more rights than their user object. More 
specifically, you should not grant the user the 
Add/Remove Self right to their Group Membership 
property.

Security Equivalence Assignments. Security 
Equivalence assignments should be temporary assign-
ments only. Security Equivalence is an easy way to 
temporarily assign an object the rights they need to 
perform a specific task. But you should never rely on a 
security equivalence assignment to grant the object 
permanent rights. For example, if the object to whom 
the user is equivalent to is deleted from the tree, then 
the user would lose his or her rights.

The Admin Object. Do not use the Admin object. 
For tight security, you should rename the Admin object 
or grant another user Supervisor rights to [Root] and 
deactivate the Admin user object. 

Supervisor Object Right to a Server Object. Be 
careful when you assign the Supervisor object right to 
a Server object. The Supervisor right is the only right 
that flows down to the file system, so if this right is 
granted, the user will also have Supervisor rights to the 
file system.

Inherited Rights Filters. Inherited Rights Filters 
(IRFs) require careful planning in order to implement 
them properly. For example, suppose that only one 
user has Supervisor rights to administer a container and 
other rights are being filtered by an IRF. If the user 
object is deleted, you may lose the ability to administer 
that section of the tree.

This scenario could occur if the user who administers a 
container leaves the company and their User object is 
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Group objects are one of
the most effective ways to
manage rights within the
eDirectory tree.
deleted. If an IRF is in place so that no one else has 
rights to that container, then that container will no 
longer be administrable.

Leveraging eDirectory and Managing 
Network Rights
As the size of a network grows, the overhead of rights 
administration becomes increasingly more difficult and 
requires more planning. No administrator wants to 
make trustee assignments and administer rights assign-
ments for each network user. 

Although certain individual rights assignments are 
inevitable and necessary as each user has a specific 
requirements for their job, many rights assignments 
can be generalized for several users. This is a preferred 
method of managing rights because it simplifies the 
overhead involved in managing network rights. Here 
are some recommendations to help you leverage 
eDirectory and manage network rights.

Group Objects. Group objects are one of the most 
effective ways to manage rights within the eDirectory 
tree. As an administrator, you can create Group objects 
in several locations in the tree, and assign properties 
and rights that may pertain to several users within the 
network. Then, each user that needs this assignment 
can be made a member of the group and they will 
receive the rights you have assigned to the group 
without having to assign the rights to each User object 
individually.

Rights granted to a group for a network resource are 
added to other rights that a user may have received 
from trustee assignments or other memberships. Once 

the Group object has been created in the tree, the only 
task you have to perform is to make users a member of 
the group. 

Follow these steps to add users to a Group object in 
ConsoleOne.

1. Right-click on a Container object and select New 
> Group. Type in a new name for the group, such 
as “dev_users”, and then check Define Additional 
Properties as shown in Figure 1.

Figure 1: Creating a Group object through the 
ConsoleOne utility.

2. Click OK.

3. Click the Members tab.

4. Click the Add button to add a user as a member of 
the group.

5. Select the user you want to add, as shown in 
Figure 2. 

6. Click OK.

7. Click Apply. The user has been made a member 
of the group and will receive any rights assigned 
to the group (see Figure 3).

Container Rights. Use a 
container to provide basic 
rights assignments to everyone 
in the container. Because rights 
flow down through branches of 
the tree, you can assign rights 
to a Container object and its 
members will inherit all of the 
rights that you assigned to the 
container.

For example, if you want the 
users of a container to have 
rights to a printer or other 
resources, you could assign the 
container as a trustee of the 
printer with the necessary 
rights. Another common 
example would be to assign a 
container as a trustee of a 
public folder on a server so that Figure 2: Adding a user to a Group through the Members tab.
n o v e l l . c o m / a p p n o t e s
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You can use inheritance to
provide minimum rights to
many people in the tree
without having to grant
trustee assignments to
specific users. 
the users of a department can store and share files. To 
do this through the ConsoleOne utility, follow these 
steps:

1. Right-click the Container object and select 
Properties.

2. Click the Rights to Files and Folders tab.

3. Click Add to add an assignment.

4. Browse to and select a resource, such as the 
Common folder on a network volume. 

5. Click OK.

6. Assign the rights you 
desire each user of the 
container to have. In 
Figure 4, I have assigned 
the container as a trustee 
with the Read, Write, 
Create, Erase, and File 
Scan rights so that the 
users will be able to see, 
read, write to, create, and 
delete files from the 
Common folder. 

Planning Rights. Plan rights 
assignments from the top level 
of the tree. Begin by assigning 
the minimum rights at the 

highest level in the tree and then 
adding more rights to network 
resources as it becomes necessary. 

By default, users receive only 
minimum rights to other objects. 
This should be sufficient for most 
occasions. As more resources 
become available on the network 
and users’ needs for specialized 
resources increase (such as team 
folders, specific printers, and other 
resources), you as the adminis-
trator will be required to manage 
these resources.

Use Inheritance. You can use 
inheritance to provide minimum 
rights to many people in the tree 
without having to grant trustee 
assignments to specific users. 
Inheritance Rights Filters can be 
applied to block inheritance to 
certain locations in the tree. 

Conclusion
This column has present some general recommenda-
tions to help you more easily assign rights to users on 
the network so that they will have sufficient rights to 
perform their jobs. Next month we’ll discuss more 
about specific rights assignments to help administer 
your Directory tree, and we’ll talk about role-based 
administration in more detail. 

Figure 3: Making a user a member of a group gives the user any rights 
assigned to the group.

Figure 4: Granting all users in a container rights to the Common folder.
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NDS iMonitor provides
efficient, anytime, any-
place monitoring and
diagnostic capability to
all servers in your eDirec-
tory tree. 
NDS iMonitor: eDirectory’s 
Management Utility

Kevin Burnett
Senior Research Engineer
Novell AppNotes
kburnett@novell.com

Welcome to the new year of 2003! Since this is the 
January issue of AppNotes, I thought I would start on 
a new topic and cover NDS iMonitor. First I’ll give a 
feature overview. This will be followed by several 
columns on how to use NDS iMonitor to solve eDirec-
tory problems.

At the outset, I want to give some credit where credit is 
due. There are some very brilliant minds behind the 
creation of eDirectory and NDS iMonitor. But since 
these brilliant minds do not particularly want their 
names spread across these pages, I will state for the 
record that I obtained some essential help for this 
column from these people; however, they wish to 
remain anonymous. You can see them at BrainShare 
2003 if you attend any of the numerous eDirectory 
classes that are available.

NDS iMonitor provides efficient, “anytime-anyplace” 
monitoring and diagnostic capability to all servers in 
your eDirectory tree. NDS iMonitor is a highly special-
ized eDirectory HTML emitter. However, it does not 
require a Web server to run. It also will monitor your 
entire eDirectory tree from a common workstation (see 
Figure 1).

Bringing up NDS iMonitor is quite straightforward. 
Make sure the client you use has a Web Browser 
installed on it. (Internet Explorer 5.5 or greater and 
NetScape Navigator 4.7 or greater are recommended.) 
Type the following URL: http://<your server name or 
IP address>/nds. If you are running a Web server or 
multiple Web servers, you may need to add the port 
number: http://your server name or IP address> 
:8009/nds. Figure 2 shows the opening screen.

Another cool thing about iMonitor is that the NDS 
information gathering functionality of NDS iMonitor 
allows the querying of data from NetWare 4.11 servers 
through NetWare 6 running NDS 6.xx through the 
current version of eDirectory. Also, eDirectory on 

Windows NT/2000 servers and Solaris servers is 
supported.

NDS iMonitor Features
NDS iMonitor has had several releases in the past year. 
Starting out at version 1.0, then 1.5, it is now at version 
2.0.

Figure 2: NDS iMonitor opening screen.

Features that were available in the 1.0 version (and are 
available in the current version) include the following.

• Agent Health Summary includes NDS 
synchronization information, known servers, and 
the current processing state of each agent.

• Hyperlinked NDS Trace includes all of the 
features you have come to expect from NDS Trace 
on NetWare plus links to help you in your 
debugging efforts.
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Figure 1: NDS iMonitor architecture.
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NDS iMonitor v1.5 adds
quite a few features for
those of you who like to
see what is really happen-
ing under the hood of
NDS. 
• Agent Configuration allows you to configure the 
Agent triggers, Agent synchronization, and 
Database cache (see Figure 3).

• Partition List allows you to see everything you 
ever wanted to know about your eDirectory 
partitions.

• Objects/schema browser allows you to look at 
objects and their associated attributes, as well as 
schema properties.

• Agent Information including Agent health and 
process status.

• NDS Repair is used to fix common problems with 
eDirectory.

• Agent Activity and verb statistics shows Agent 
activity states and current statistics.

• Error information is a comprehensive database of 
all of your favorite eDirectory errors and a lot 
more. Click on the error number to get an 
expanded explanation.

NDS iMonitor v1.5 Features
NDS iMonitor v1.5 adds quite a few features for those 
of you who like to see what is really happening under 
the hood of NDS. Included are the following:

• Interface. The interface has been changed to 
increase the usability and interaction with 
iMonitor. A lot of these changes have come from 
surveys and interactions at BrainShare and other 
public meetings.

• Agent Health Checks. Makes sure that the agents 
on every server is running and is error free.

• DirXML monitor. Monitors the 
behavior of your DirXML driver(s). 
Helps with debugging a DirXML 
driver too!

• Search. Searches your directory tree 
for objects and attributes.

• Reports. Allows you to create reports 
about Obituary information, Agent 
information, or custom reports.

• NDS Repair has been enhanced.

• Agent Configuration has been 
updated to include Replication 
filters.

• Object browsing has been enhanced 
to show Entry synchronization.

• Schema synchronization has been 
enhanced to show the Schema 
synchronization list.

NDS iMonitor v2.0 Features
NDS iMonitor v2.0 adds a host of new features 
including:

• Interface changes as a response to public opinion. 
(This will be an ongoing effort for the life of the 
product.)

• Shared HTTP stack

• Reports updated (see Figure 4)

 • Object statistics
 • Advertising
 • Tree-wide health checks

Figure 3: Agent Configuration Menu.

Figure 4: Report Configuration.
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The NDS iMonitor page
can be subdivided into
four sections or frames:
Navigator frame, Assis-
tant frame, Replica frame
and Data frame.
• Connection monitor

 • Inbound connections
 • Outbound connections
 • Identities
 • Contexts
 • Iterations
 • Bad addresses

• Event Monitor

 • Event statistics
 • Event registration
 • Event rights
 • Event trace

In addition, NDS Trace has been 
expanded to be better than ever (see 
Figure 5). There is also a full system- 
level browse to check on your directory 
from a top-view.

Anatomy of an NDS iMonitor Page
The NDS iMonitor page can be subdivided into four 
sections or frames: Navigator frame, Assistant frame, 
Replica frame and Data frame (see Figure 6).

The Navigator frame shows you information such as 
the server you are looking at, your context, and the tree 
you are attached to. It also allows you to change this 
information. What you see depends on three factors:

• The identity you have established. This is shown 
in the Navigator frame. Your identity’s eDirectory 
rights are applied to every request made. Also, 
login functionality allows you to establish a 
non-public identity.

• The eDirectory agent version you are monitoring. 
This can be influenced by new features, 
enhancements, bug fixes, etc.

• The NDS iMonitor version you are accessing.

The Assistant frame has links to other useful informa-
tion that can help you in your investigation. For 
example, if you are looking at the NDS Schema, it will 
give you links to class definitions.

The Replica frame is not visible in all options, but 
when it is visible, the frame provides a listing of the 
replicas in your directory tree.

The Data frame is the biggest frame and contains just 
that—data. Depending on the option you have selected 
in the Assistant frame or the buttons in the Navigator 

frame, the Data frame will contain perti-
nent information relating to the informa-
tion selection.

Two Modes of NDS iMonitor
NDS iMonitor sports two different 
modes of operation: Direct mode and 
Proxy mode. No configuration changes 
are necessary to move between these 
modes. NDS iMonitor will move 
between these modes automatically, but 
an understanding of them is a plus to 
successfully navigate the eDirectory tree.

iMonitor uses Direct mode when your 
Web browser is pointed directly at an 
address or the DNS name on a machine 
running iMonitor and is reading only 
information from that machine’s local 
eDirectory database (DIB).Figure 5: NDS Trace is integrated into NDS iManager.

Figure 6: Anatomy of an NDS iMonitor Page.
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Some iMonitor features
are server-centric; that is,
they are only available to
the iMonitor running on
that machine. 
Figure 7: Agent Health Screen.

Some iMonitor features are server-centric; that is, they 
are only available to the iMonitor running on that 
machine. These features use local API sets that cannot 
be accessed remotely. Server-centric features in iMon-
itor include DS Trace, DS Repair, and Background 
Process Schedule pages. When using Direct mode, all 
iMonitor features will be available on that machine.

Key features of Direct mode include:

• Full server-centric feature set

• Reduced network bandwidth (faster access)

• Access by proxy still available for all versions of 
NDS 

iMonitor uses Proxy mode when your Web browser is 
pointed at one machine that is running iMonitor, but is 
gathering information from another machine. Because 
iMonitor uses traditional eDirectory protocols for 
nonserver-centric features, all previous versions of 
NDS back to NDS 6.x can be monitored and diag-
nosed. However, server-centric features use APIs that 
cannot be accessed remotely.

While in Proxy mode, if you wish to switch to Direct 
mode for a different server, you can do so as long as it 
is running a version of NDS which supports iMonitor. 
If the server you are gathering information on by proxy 
has iMonitor running, you will see an additional icon 

button in the Navigator frame. When 
you mouse over the icon, you will see a 
link to the remote iMonitor on the 
remote server. 

If the server you are gathering informa-
tion on by proxy has an earlier version 
of NDS, you will not see an additional 
icon and you will always have to gather 
information from that server by proxy 
until it is upgraded to a version of NDS 
that includes iMonitor.

Key features of Proxy mode include:

• Not every server in the Directory 
tree must be running NDS iMonitor 
in order to use most iMonitor 
features.

• Only one server is required to be 
upgraded.

• There is a single point of access for 
dial-in.

• You can access iMonitor over a 
slower speed link while iMonitor 
accesses NDS information over 
higher speed links.

• Previous NDS version information 
is accessible.

• Server-centric features are only available where 
iMonitor is installed.

Some iMonitor Screens
For the remainder of this article, let’s look at a few 
NDS iMonitor screens to see some of the things that 
you can do.

The Agent Summary screen can be used to determine 
the health of your NDS agents that are running on each 
of the servers in your directory tree. Clicking the Agent 
health link in the Partition Synchronization Status table 
brings up the Agent Health screen.

The Agent Health screen (see Figure 7) allows you to 
quickly check the status of your directory tree, server 
by server, with easy to distinguish green, yellow and 
red indicators. If all is well, all indicators will be green. 
Yellow indicates a warning and red indicates a definite 
problem. Some of the items monitored include parti-
tions and replica rings.

Under Health Check: Ring, clicking on the Replica 
link will display a much more detailed screen 
concerning the health of your replica(s).

The Extended Replica information screen is helpful in 
troubleshooting replica specific problems. The 
J a n u a r y  2 0 0 3
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If the replica state isn’t
On, then a partitioning
operation is in process. 
left-most pane displays the replicas in 
your directory tree. The right-most pane 
displays information about the chosen 
replica (see Figure 8). This information is 
summarized in the table below:

Next month, we’ll continue our overview of the NDS iMonitor utility.

State Description

ON If the replica state isn’t On, then a partitioning operation is in process. 
Other replica states include New, Change Type, Locked, Join/Split, Dying, 
etc.

If the state hasn’t changed within 4 hours, a suspect is displayed. After 24 
hours, a warning is displayed.

Last Successful Sync Lists the date and time that the replica was successfully able to synchronize 
on this server. 

Last Attempt Sync Reports when the server last attempted communication with other servers. 
A general rule of thumb is that under normal circumstances, the server 
should attempt communication at least every 30 minutes.

Send Delta Lists the amount of data that has yet to be replicated to other servers. 

Receive Delta Lists the amount of data waiting to be received from another server. 

Entry ID Matched Reports whether the physical replica ID matches the logical replica ID. 
(Mismatches should be resolved with the help of Novell support.)

Replica Type Matched Reports whether the physical replica type matches the logical replica type. 
(Mismatches should be resolved with the help of Novell support.)

Replica State Matched Reports whether the physical replica state matches the logical replica state

Container Set Reports whether the partition is designated as a container.

Partition Root Set Reports whether the physical and logical records both show that the server 
holds a partition. A mismatch between the physical and logical records 
might be caused by duplicate server or tree names or by two different 
servers using the same address. (Mismatches should be resolved with the 
help of Novell support.)

Figure 8: Extended Replica Information Screen.
n o v e l l . c o m / a p p n o t e s
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SLP does for IP what SAP
does for IPX. SLP, in the
default configuration,
uses multicasts to dis-
cover IP services on the
network. 
Configuring SLP with a Scoped 
Directory Agent

Taken from Technical Information 
Document #10059981

SLP (Service Location Protocol) does for IP what SAP 
(Service Advertising Protocol) does for IPX. SLP, in 
the default configuration, uses multicasts to discover 
IP services on the network. This works very well in 
non-routed environments. If the system contains a 
router that blocks these multicasts, or with a very large 
routed environment, SLP needs to be configured to use 
unicasts instead of multicasts. This requires the use of 
an SLP Directory Agent (DA).

The DA acts as a directory of IP services on a network. 
As a server’s IP services become available, the server 
contacts the DA and informs it of the existence of these 
new services. When the services are halted, the server 
again notifies the DA. Whenever a server or worksta-
tion wants to find a service, it asks the DA for the 
information.

SLP is intended for use with NetWare versions 5.0 and 
higher. There is no need to configure lower versions of 
NetWare when these instructions are followed.

Configuring SLP to Use Unicasts
Here are the steps to configure SLP to use unicasts:

1. Select a server to act as a Directory Agent. This 
server needs to have NetWare version 5.0 or 
higher. All of the other servers and all of the 
workstations will need to contact it, so choose one 
in a central location if possible. The server must 
have a master or read/write replica of the 
containers that will hold the Directory Agent 
Object and the Scope object. More than one DA 
per scope can be configured for fault tolerance 
(see note below).

2. Decide on a scope name to use. The scope name 
can be anything, but remember that it may have to 
be typed on a lot of workstations, so keep it 
simple. Many people name it after their 
organization. Use a different scope name for each 

tree. While it is acceptable to have multiple scopes 
in a single tree, it is usually not recommended, and 
that type of configuration is beyond the scope of 
this document.

3. Choose or make a container in NDS that will hold 
the DA’s database. This is usually the container in 
which the server resides. In any case, make sure 
that the DA has a master or read/write replica of 
the container. It is best if this container is not 
replicated across WAN links because it will be 
updated often. This container may be a separate 
partition.

4. If SLPDA.NLM is loaded on any server, unload it. 
Make sure that no server, including the DA server, 
has a line in the AUTOEXEC.NCF file that loads 
SLPDA.NLM.

5. Search the directory tree for objects of types “SLP 
Directory Agent” and “SLP Scope Unit.” Delete 
any of these objects that exist. This will clear out 
any previous attempts at setting up Directory 
Agents. Delete the contents of the Scope units 
before deleting the units themselves. If these 
objects can’t be deleted, verify that the 
SLPDA.NLM is not running on any server and try 
again. If they still cannot be deleted, use the 
ConsoleOne utility instead of NWAdmin for this 
step.

6. Create an “SLP Scope Unit” in the container 
designated in Step 3. This object can be named 
anything, but it is recommended that it is the same 
name that as the Scope. Go to the details of the 
new object and enter the scope name in the “Scope 
name” field.

7. Create an “SLP Directory Agent” in the same 
container. Again, it can be named anything. The 
recommended name is “FS1_SLPDA,” where 
“FS1” is the name of the server hosting the DA 
service. Go to the details of the new object and 
select the server that is acting as the DA in the 
“Host server” field. Then add the previously 
created scope unit to the “Serviced scope units” 
list.

8. Load MONITOR.NLM on each server in the tree. 
Enter the “Server Parameters” menu. Enter the 
“Service Location Protocol” submenu. Enter the 
scope name in the “SLP Scope List” field. When 
entering the scope name, use only the common 
name and not the fully qualified domain name 
(FQDN). For example, if the scope is named 
FRED, then just type FRED in the scope list. This 
change requires restarting the server before it will 
take effect. If the server can’t be restarted right 
away, then don’t load MONITOR.NLM until you 
can restart server or the change may be lost. If this 
step is not completed for every server in the tree, 
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Multiple DAs are used
primarily for redundancy
and in some special cases
they can be strategically
placed to provide a per-
formance enhancement. 
the servers will not register their IP services with 
the DA and they will not communicate properly 
over IP with one another. Also, clients will have 
problems getting services from any server not 
registered with the DA using the proper scope.

9. Edit the SYS:\ETC\SLP.CFG file on the DA 
server and make sure that there is nothing in the 
file besides comments.

10. Edit the SYS:\ETC\SLP.CFG file on all of the 
other servers (not the DA server) and add a line:

DA IPV4, XX.XX.XX.XX 

where XX.XX.XX.XX is the IP address of the 
DA). Make sure that there are no other lines in this 
file except for comments. It might be convenient 
to edit this file on one server and then copy it to 
the others. If this step is not completed properly, 
the servers may not be able to communicate with 
each other.

11. Do not continue beyond this point until all of the 
servers have been restarted after making the 
change described in Step 8.

12. Add a line to the AUTOEXEC.NCF file on the 
DA server that loads SLPDA.NLM. This line can 
go at the end of the file.

13. Load SLPDA.NLM on the DA server.

14. At the DA server’s console, type:

SET SLP RESET = ON

15. At the DA server’s console, type:

DISPLAY SLPDA

You should see a line that starts with 

SLP LOOPBACK ADDRESS : ACTIVE : 

followed by the scope name should be displayed. 
(There should be no other lines unless the system 
is configured with more than one DA.)

16. At the console of all of the other servers, type:

SET SLP RESET = ON

17. Then at the consoles of the other servers, type:

DISPLAY SLPDA

You should see a line that starts with 
“XX.XX.XX.XX : ACTIVE :” (where 
XX.XX.XX.XX is the IP address of the DA 
server) followed by the scope name.

18. At any server console, type:

DISPLAY SLP SERVICES BINDERY.NOVELL

One URL for every SLP configured NetWare 5.x 
server should be displayed. This will show how 

many servers are registering with the DA. If all 
the servers show up then the servers are all com-
municating via SLP.

19. Configure the workstations, either manually 
(through Novell client properties on the “Service 
Location” tab) or by using NetWare DHCP 
(options 78 and 79), with the scope name and the 
IP address of the DA. If you are doing this via 
DHCP, set ‘mandatory’ if the desired effect is to 
have DHCP actually override any local settings.

20. Finally, unload DHCPSRVR and load it again for 
the DHCP Server to hand out this information. 
The workstations need to be restarted in order to 
make the change effective. The workstations may 
not be able to communicate with the servers 
without restarting.

When to Use Multiple DAs
Multiple DAs can be configured, but in most cases you 
should not. Multiple DAs are used primarily for redun-
dancy and in some special cases they can be strategi-
cally placed to provide a performance enhancement. 
However these instances have proven to be rare. Make 
sure that the DAs meet the following requirements: 

1. DAs should be in the same physical location (not 
crossing a WAN link) when possible, but in some 
cases placing a DA across the WAN is acceptable 
and will work just fine. (Keep in mind that NDS 
replication and communication services can be 
affected significantly). 

2. DAs must have both master or read/write replicas 
of the partition that contains the Scope Unit. 
(Once again, there have been instances where both 
servers did not have a replica and still functioned, 
but this is not the norm and is not recommended 
by Novell). 

It is recommended to partition off the Scope Unit itself, 
and only give the DA servers replicas of this partition. 
It is also recommended to limit the number of DAs to 
between two and four, depending on the size of the 
network and DA placement.

The configuration process for a scope with two DAs is 
basically the same as it is for the scope of one. You 
should create only one SLP Scope Unit, but create two 
SLP Directory Agent objects and configure both of 
them to use the same SLP Scope Unit. All of the work-
stations should have the IP addresses of both DAs 
added to their Directory Agent list. All non-DA servers 
should have two lines added to their SLP.CFG file (one 
for each DA). 

It is recommended that the DA servers have each 
other’s IP address in their SLP.CFG files. (For 
n o v e l l . c o m / a p p n o t e s
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Perl for NetWare offers
extensive database sup-
port via ODBC drivers
specifically for NetWare.
example, Server A will have server B’s IP address in 
its file, and server B will have server A’s IP address in 
its file, but neither DA server will have its own IP 
address in its own SLP.CFG file.) If a DA server has 
its own IP address in its SLP.CFG file, the DA won’t 
work correctly.

Note: For configuration of an UNSCOPED DA, see 
“NOVL39126—Configuring SLP with an UNSCOPED DA.” 
Additional documentation can be found at: 
http://www.nove
ndsedir/docui/index.html
a5eyqkl.html

#../taoenu/data/ 
ll.com/documentation/lg/

Perl May Be the Way to Go

Paraphrased from the DeveloperNet
NDK Documentation

The Practical Extraction and Report Language (Perl) 
was created by Larry Wall and was designed specifi-
cally to process text. It was originally founded on the 
UNIX platform, and later on it was ported onto many 
platforms. The porting effort required for moving Perl 
scripts between different platforms is very minimal.

Perl is categorized as an open-source language since 
the sources are freely available to the programming 
public.This means that the Perl source is available to 
anyone who wants to access it. You can download the 
latest version of Perl from http://www.perl.com/ 
CPAN-local/README.html

The team that ported Perl to NetWare took care to 
maintain standard Perl functionality, so programmers 
can base their Perl for NetWare development on 
industry-standard Perl reference sources.

Perl offers two main advantages on a NetWare system: 
CGI (Common Gateway Interface) Scripting and 
System Administration. CGI scripting is the most 
common way for a Web server to interact with users. 
You can use CGI scripting to increase the sophistica-
tion and functionality of your Web pages. Since Perl is 
such a powerful text processor, it has proved to be a 
valuable system administration tool on NetWare 
systems. Procedures that require manual interaction in 
NWAdmin and ConsoleOne can be automated using 
Perl.

NetWare offers three types of Perl extensions: 
http://developer.novell.com/ndk/perl5.htm

In addition, Perl for NetWare offers extensive database 
support via ODBC drivers specifically for NetWare.

The following sample code uses a database-indepen-
dent interface (DBI) to access a database. The data 
source name (DSN) demo used in this sample is 
considered to be existing. This sample opens a connec-
tion to the specified DSN and performs basic opera-
tions on entries in the database.

use DBI; 

$absdsname= "dbi:ODBC:demo"; 
$user = "admin"; 
$passwd = "novell"; 

my $dbh = DBI->connect($absdsname, $user, 
$passwd); 

if (defined $dbh)
{
# Name of the table to be created 
$TableName = "TestTable"; 

# Create the table 
$Query = "CREATE TABLE $TableName 
(EMPID Integer, NAME CHAR(30)) "; 

$dbh->do($Query);

# Insert a record into the table 
$Query = "INSERT INTO " . $TableName .
" (EMPID, NAME) VALUES(1,
'FirstName')"; 

$dbh->do($Query); 

# Read data from the table 
$statement = "SELECT * FROM
$TableName"; 

# Preparing the script for execution
and executing 

$sth = $dbh->prepare($statement); 
$rv = $sth->execute; 

# Fetching the vale and displaying 
while (@row_ary=$sth->fetchrow_array)
{ 
print "(@row_ary)\n"; 

} 

# Remove the table 
$Query = "DROP TABLE $TableName"; 

$dbh->do($Query); 

#Disconnecting from the database. 
$dbh->disconnect; 

}
else
{ 
print "Failed to connect\n"; 

}
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MySQL is the world’s
most popular Open
Source Database and is
designed for speed,
power, and precision in
mission-critical,
heavy-load use. 
Looking for Open Source?

Provided by Novell’s 
DeveloperNet Program

Novell understands the value of supporting open 
source projects and standards. As a result, Novell 
either supports or provides source code in the 
following areas:

• Apache for NetWare 

• LDAP Libraries for C 

• LDAP Libraries for Java 

• MySQL for NetWare 

• Perl 5 for NetWare 

• PHP for NetWare 

• PostgreSQL for NetWare 

• Tomcat for NetWare 

Let’s look at each of these items in more detail.

Apache for NetWare 
The Apache HTTP Server project provides an open 
source HTTP server for various modern desktops and 
server operating systems, such as UNIX and Windows 
NT. It provides a secure, efficient, and extensible 
server and provides HTTP services that are in synch 
with the current HTTP standards. 

LDAP Libraries for C 
This project facilitates the C development of LDAP 
(Lightweight Directory Access Protocol) as a robust 
directory access protocol for all directories and, specif-
ically, for Novell eDirectory. These libraries include:

• LDAP Libraries for C - AIX 

• LDAP Libraries for C - Linux 

• LDAP Libraries for C - NetWare and Windows 

• LDAP Libraries for C - Solaris 

LDAP Libraries for Java 
This project facilitates the Java development of LDAP 
(Lightweight Directory Access Protocol) as a robust 
directory access protocol for all directories and, specif-
ically, for Novell eDirectory. Included are: 

• LDAP Classes for Java - NetWare and Windows 

• LDAP Classes for Java - UNIX and Linux 

MySQL for NetWare 
MySQL is the world’s most popular Open Source 
Database and is designed for speed, power, and preci-
sion in mission-critical, heavy-load use. 

Perl 5 for NetWare 
Perl is a high-level programming language with an 
eclectic heritage written by Larry Wall and a cast of 
thousands. It derives from the ubiquitous C program-
ming language and to a lesser extent from sed, awk, the 
Unix shell, and at least a dozen other tools and 
languages. Perl’s process, file, and text manipulation 
facilities make it particularly well-suited for tasks 
involving quick prototyping, system utilities, software 
tools, system management tasks, database access, 
graphical programming, networking, and World Wide 
Web programming.

PHP for NetWare 
PHP is a cross-platform, HTML-embedded, 
server-side Web scripting language that is used to 
create dynamic Web pages. It is also easy to use and to 
maintain. PHP is typically used with the Apache Web 
server and provides many extensions, including 
connectivity to databases such as MySQL and support 
for XML, LDAP, and UCS. 

PostgreSQL for NetWare 
PostgreSQL is a sophisticated Object-Relational 
DBMS, supporting almost all SQL constructs, 
including subselects, transactions, and user-defined 
types and functions. It is the most advanced 
open-source database available anywhere. 

Tomcat for NetWare 
Tomcat is the servlet container that is used in the offi-
cial reference implementation for the Java Servlet and 
JavaServer Pages technologies. The Java Servlet and 
JavaServer Pages specifications are developed by Sun 
under the Java Community Process. 

For more information about any of these open-source 
initiatives, see http://developer.novell.com/
ndk/qstart/opensource.htm
n o v e l l . c o m / a p p n o t e s

http://developer.novell.com/ndk/qstart/opensource.htm


Se
ct

io
ns

Properly preparing your
server for migration is the
most important thing you
can do.
Migrating NetWare 4 and 
NetWare 5 Servers to 
NetWare 6: Part 1

From Course 3005: Advanced Novell
Network Management: NetWare 6

Properly preparing your server for migration is the 
most important thing you can do. The preparation 
process not only provides guidelines for how much 
hardware you’ll need, but it also provides the correct 
steps you must take to prepare your file system and 
Directory for migration.

If you do not prepare your server or network for migra-
tion, you risk losing important files in your file system 
and Directory. You also risk losing all data on your 
server.

To prepare for a migration, you must do the following:

• Prepare the workstation

• Prepare the Source (Old) Server

• Prepare the Destination (New) Server

• Prepare Server Application Files

Prepare the Workstation
Your workstation must be prepared to allow the migra-
tion wizard to run.You perform a migration from the 
workstation running the migration wizard. Make sure 
your workstation meets the following requirements:

• The workstation must run Windows 98 or 
Windows NT 4/2000 with 50 MB of available 
disk space. 

 • The Windows 98 workstation must be running 
Novell Client for Windows 98 version 3.3 or 
later. 

 • NetWare Migration Wizard 6 does not run on 
Windows 95 workstations. 

• The Windows NT 4/2000/XP workstation must be 
running Novell Client for Windows NT version 
4.8 or later. 

• Install the latest service pack for Windows NT on 
your Windows NT workstation.

• If migrating from NetWare 4, the IPX protocol 
should be configured on your Novell Client 
workstation. 

• For better performance, it is strongly 
recommended that the source (old) server, 
destination (new) server, and workstation be 
running on a common LAN segment. 

Prepare the Source (Old) Server
The source server is the old NetWare server that 
contains the files, volumes, and eDirectory objects to 
be copied to the NetWare destination server. Valid 
source servers can be running NetWare 4.11, 4.2, 5.0, 
5.1, or 6.

Do the following:

1. Verify that you have the Supervisor right to the 
source server’s file system and Directory tree.

2. Make sure the destination (new) server can 
communicate with the source server:

 • On the destination (new) server, if it is using 
IPX, enter 
Display Servers 

and make sure the source server is listed.

 • On the destination (new) server, if it is using 
IP, enter
Display SLP Services 

and make sure the source server is listed.

Note: All servers and workstations involved in the 
migration must have common protocols bound. Also, if 
using you are using IPX, you must make sure a common 
frame type is bound.

3. Apply the NW6NSS1A patch to update the 
version of NSS. (See TID #2961749, entitled 
“Post SP1 NSS modules for NetWare 6.” Despite 
what the abstract implies, this patch can be 
applied before applying Support Pack 1.)

4. Update the source server with the latest NetWare 
support pack. Updates are available at 
http://support.novell.com.

5. (Conditional) If you are migrating data from 
NetWare 4, make sure the source server’s 
volumes have long name space support added to 
all volumes to be copied. 

To add long name space support to a NetWare 
4.11 or NetWare 4.2 volume, enter the following 
at the server console:

LOAD LONG 
ADD NAME SPACE LONG TO volume name
J a n u a r y  2 0 0 3
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Preparing application
files is the biggest issue
you’ll face when prepar-
ing for a migration
because it is the most time
consuming.
6. Load DSREPAIR and run the following options: 

Unattended Full Repair 
Time Synchronization 
Report Synchronization Status 

Make sure these finish with no errors. However, in 
a mixed NetWare 4.x and 5.x environment, it is 
possible to finish a full unattended repair with 
errors due to schema mismatches.

You perform these operations to ensure that the 
Directory is healthy and stable before you migrate 
the server.

7. Make 2 full, verified backups of the eDirectory 
tree and the file system. 

8. Check reference material to verify that you are 
using the supported hardware.

Prepare the Destination (New) Server
The destination server is the new computer that 
receives the data from the source server. This server 
must be installed into a temporary tree. 

After data is migrated from source to destination 
server, the destination server reboots and the migration 
wizard modifies the destination server’s 
AUTOEXEC.NCF file to include the source server’s 
name and internal IPX number or server ID.

Note: The migration wizard does not support migration 
to NetWare 4 destination servers.

Review the following information before installing the 
NetWare operating system on the destination server:

1. Verify that you have the Supervisor right to the 
destination server’s file system and Directory tree.

2. Make sure you create a temporary eDirectory tree 
with a temporary eDirectory tree name. 

Note: Do not use the same name as the source server’s 
name or eDirectory tree name; otherwise, the destina-
tion server cannot assume the identity of the source 
server after the migration.

3. During installation of the destination server, 
create volumes on the destination server that are 
the same size as, or larger than, volumes on the 
source server. 

Note: Volume names on the destination server must be 
the same as the volume names on the source server. 

The migration wizard migrates compressed vol-
umes. If you are migrating compressed volumes to 
uncompressed volumes, the migration wizard 
decompresses the volumes during migration. 

The decompression process is CPU and time 
intensive, so allow enough time to complete the 

operation. Also, make sure you have room on the 
uncompressed volume to accommodate the source 
volumes after they are decompressed.

4. If you are migrating from NetWare 4, install and 
configure IPX. IPX must be bound to the 
destination server for the migration to work. (You 
can remove IPX after the migration.)

IP addresses for the source server are not 
migrated. Instead, you manually change IP 
addresses during migration.

5. Install the NetWare operating system on the 
destination server using the Pre-Migration 
installation option.

6. Prevent time synchronization issues by 
performing the following:

 • Configure the destination server as a secondary 
time source by entering the following 
commands at the console prompt: 

SET TIMESYNC TYPE = SECONDARY
SET CONFIGURED SOURCES = ON
SET TIMESYNC TIME SOURCES = SOURCE

SERVER NAME; or IP ADDRESS;

Note: If your source server is a NetWare 4 server, use 
the server name.

 • Turn on the Timesync Debugger screen by 
entering 
SET TIMESYNC DEBUG = 7

 • Set the Timesync Restart Flag to restart 
TIMESYNC by entering
SET TIMESYNC RESTART FLAG = ON

 • Make sure the destination server is the same 
time or later than the source server by entering 
TIME

This prevents critical time synchronization errors 
during migration.

Prepare Server Application Files
Make sure your server application files are ready to 
migrate by verifying that both your source server and 
destination servers are running the same applications. 
For example, if you are running GroupWise, Oracle, or 
backup software databases and virus software, make 
sure that both the destination and source servers are 
running all of these applications.

Preparing application files is the biggest issue you’ll 
face when preparing for a migration because it is the 
most time consuming. Remember, always test your 
migration in a lab environment before performing a 
migration in your production environment.
n o v e l l . c o m / a p p n o t e s
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When you migrate data,
the migration wizard cop-
ies the file system and
eDirectory database from
an existing NetWare 4, 5,
or 6 server to a newly
installed NetWare 6
server. 
How to Perform a Migration
As an alternative to upgrading a server, you can also 
migrate data from an existing NetWare server to a new 
NetWare 6 server. You perform a migration when you 
need to upgrade your hardware.

When you migrate data, the migration wizard copies 
the file system and eDirectory database from an 
existing NetWare 4, 5, or 6 server to a newly installed 
NetWare 6 server. After the original server’s file 
system and eDirectory database are migrated, the orig-
inal server is brought down and the NetWare 6 server 
reboots and assumes the name and identity of the orig-
inal server on your network.

Before you can migrate your data, you must first install 
a NetWare 6 server in a temporary eDirectory tree. A 
temporary tree is a tree that contains one server with a 
basic installation of NetWare and no additional prod-
ucts (other than SMS or any other default products). 

To migrate data from NetWare 4, NetWare 5, or 
NetWare 6 after you have prepared the network and 
server, do the following:

• Run the Migration Wizard

• Copy Volumes

• Edit Configuration Files

• Begin the eDirectory Migration

• Finish eDirectory Migration

Run the Migration Wizard
To run the migration wizard, do the following steps:

1. Install the migration wizard from the NetWare 6 
operating system CD.

2. Run the migration wizard on the workstation by 
selecting Start > Programs > Novell > Netware 
Migration Wizard > NetWare Migration Wizard. 

3. Read the Welcome screen; then click OK.

4. In the Migration Wizard Startup window, select 
Create a New Project (see Figure 1).

5. Select NetWare 4, 5, or 6; then click OK.

6. Select View Setup Tasks. Selecting View Setup 
Tasks launches your default web browser and 
takes you to the Migration Wizard 6 online 
documentation.

7. Select Migrating Data from NetWare 4, 5, or 6 
and make sure you have completed the system and 
software requirements. Then close your browser 
and click Next.

8. Name the project and choose a place to save it (see 
Figure 2); then click Next. By default, the 
migration wizard saves all projects to 
C:\PROGRAM FILES\NOVELL\NETWARE 
MIGRATION WIZARD.

9. In the Select the Source NDS Tree 
window, select the Directory tree that 
contains your source server; then 
select Next. 

10. In the Select the Source Server 
window, select your source server 
from the Directory tree.

11. In the Select the Destination NDS 
Tree window, select the eDirectory 
tree that contains your destination 
server.

12. In the Select the Destination Server 
window, select your destination 
server from the destination 
eDirectory tree.

Figure 2: Naming the new project in the Novell NetWare Migration 
Wizard. G3000102.TIF: 

Figure 1: Starting a new project with the Novell 
NetWare Migration Wizard. G30001
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Selecting Copy Volumes
allows you to copy vol-
umes from the source
server to the destination
server.
13. Save your project and access the Project 
Window by selecting Create. The Project 
Window in Figure 3 appears.

Copy Volumes
Selecting Copy Volumes allows you to copy 
volumes from the source server to the destina-
tion server. You can copy a volume as many 
times as you need to complete this step.

Before you can copy a volume from the source 
server to the destination server, you must have 
a volume with the same volume name created 
on the destination server. For example, if you 
want to migrate volume DATA from your 
source server to your destination server, you 
must create volume DATA on the destination 
server and give it enough space to hold all the 
files from the source server.

In the Migration Wizard utility, copy your 
volumes by doing the following:

1. In the Project Window, select Copy Volumes. 
Before the migration wizard starts copying files, it 
backs up your directory and file trustees and saves 
them in files located on the source and destination 
servers. 

After the migration is complete, the migration 
wizard restores the trustees from the files it stored 
on the destination server. You do not need to copy 
all volumes at the same time. You can select vol-
umes to copy now and then copy other volumes 
later by reopening the project file. Remember that 
open files are not migrated. 

Note: If you copy volumes in phases, at the final vol-
ume copy make sure you select all volumes that you 
previously copied; then select Cancel. Otherwise, the 

migration wizard restores trustee assignments only to 
the last volumes that were copied.

2. Select each volume you want to copy (see Figure 
4) and select Yes; then click Next.

Note: If you decide not to copy any volumes, select No 
for all volumes; then select Next and continue on.

If you selected Yes for one or more volumes, con-
tinue with Step 3. Keep the following alternatives 
for copying volumes in mind:

 • If you have big volumes or slow LAN 
connections, or if you want to reconfigure your 
data by putting existing directories into 
different folders on the destination server, 
consider using a backup tape to copy your 
volumes.

 • If you use a tape backup, do not restore the 
source server’s standard SYS directories 
to the destination server if you are 
upgrading your NetWare operating 
system to a later version. The standard 
SYS directories, like SYS:SYSTEM and 
SYS:PUBLIC, were created for you 
during NetWare installation.

If you decide to use tape backup, select No 
for all volumes in the Select Volumes to 
Copy window and select Next and continue 
on.

 • If you are migrating data to new 
hardware and keeping the same version 
of NetWare, restore the source server’s 
standard SYS directories to the 
destination server.

Figure 3: Information in the Project Window. G3000108.TIF: 

Figure 4: Copying volumes to the new server. G3000109.TIF: 
n o v e l l . c o m / a p p n o t e s
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The migration wizard
does not copy open files. 
3. In the Copy SYS Directories window 
(see Figure 5), decide if you want to 
copy the source server’s SYS 
directories to the destination server’s 
SYS:SYS.MIG directory; then click 
Next.

4. The migration wizard never 
overwrites the SYS directories on the 
destination server. If you migrate the 
source server’s SYS directories, the 
migration wizard migrates them to 
SYS:SYS.MIG on the destination 
server. 

If there are files in the source server’s 
SYS directories that you want to use 
on the destination server, after the 
migration is completed, copy the files 
from SYS:SYS.MIG into the appro-
priate SYS directory on the destination server. 

Note: Remember, any applications that have NLM 
programs in this directory need to be reinstalled 
after the migration.

5. In the Duplicate Files window, determine how 
you want to handle duplicate filenames between 
the source server and the destination tree by 
selecting one of the following; then select Next:

 • Don’t copy over existing files 
 • Copy the source file if it is newer 
 • Always copy the source file 

6. In the Disable Login? window, determine how 
you want to copy your volumes; then select Next. 
You have the following choices: 

 • Copy volumes with users logged in 
 • Disable login 

The migration wizard does not copy open files. If 
you disable user login, you can be sure that no 
other users log in and open files during the file 
copy.

7. In the Password Verification window, enter the 
passwords for the source and destination trees. 

8. If prompted, resolve any errors or warnings; then 
select Next. Noncritical errors are identified by 
yellow triangles; critical errors are identified by 
red circles with a white X in the center.

9. In the Ready to Copy Files window, select 
Migrate to copy the file system to the destination 
tree. After you select Migrate, the following 
happens:

 • File trustees are backed up
 • Volume files are migrated to the destination 

server
When the volume migration completes, 
the Error Resolution window appears:

View the error and success logs (see 
Figure 6); then click Done. The error log 
is very helpful for identifying and fixing 
errors that occur during migration. The 
success log is useful for verifying how 
much of the migration completed.

Next month, we’ll cover editing configu-
ration files, eDirectory migration, and 
post-migration tasks.

Figure 5: Decisions when copying the SYS directories to the 
destination server. G3000110.TIF: 

Figure 6: Viewing the error and success logs. G3000115.TIF:
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The Technical Information Documents (TIDs) are 
brought to you by Novell’s Support Connection site, 
which you can find at http://support.novell.com. We’ll 
be looking at a selection of TIDs from several catego-
ries, giving you a brief summary of the issue the TID 
addresses, along with its TID number and corre-
sponding URL for your quick perusal.

The categories for this month include Novell Directory 
Services (NDS) or eDirectory, Novell Small Business 
Suite 6, NetWare 5, NetWare 6, Novell iChain, 
ZENworks for Desktops, Novell Client for Windows 
2000/XP, GroupWise 6, and Novell BorderManager 
3.7.

Novell Directory Services (NDS) or 
eDirectory
You recently added a new NetWare 6 server running 
eDirectory 8.6.2 into your tree and now you are 
receiving the following error messages:

• Replica Stuck in a NEW state 

• Error: -654 0xFFFFFD72 = 
ERR_PARTITION_BUSY

• Error: -603 0xFFFFFDA5 = 
ERR_NO_SUCH_ATTRIBUTE 

• A replica was added to one server and another 
server received it

• A server has a replica on new state but the server 
doesn’t exist on the replica ring

Not the type of messages you wanted to see! As you 
are troubleshooting the problem, you notice that the 
internal network address on the new server matches the 
internal network address of an existing server in the 
tree. So what do you do now? 

TID #10075623 looks into this particular problem. It 
first has you change the network address and then run 
the Limber Process (the exact procedure is covered in 
TID#10063122). It then has you run DSRepair -XK2 
on both servers to remove all replicas affected and 
shoos you to TID#10026822 for -XK2 information.

To go directly to TID #10075623 for the “Replica 
stuck on New State” document, see 

http://support.novell.com/cgi-bin/search/searchtid 
.cgi?/10075623.htm

Novell Small Business Suite 6
Whether you are using NetWare 6 or NSBS 6 with 
Portal Services and you are using the capabilities of 
NetStorage, you might want to take a look at TID 
#10068983. Entitled “Login Script Processing by 
NetStorage,” this TID gives you the options available 
for creating login scripts that will be read by 
NetStorage. 

The TID further states that “when a user authenticates 
to NetStorage, the login scripts associated with the 
NDS user object in the primary authentication domain 
are processed. These login scripts are the same ones 
created for the traditional Novell Client. However, 
since NetWare login scripts were designed to be 
processed by the Novell Client on the user’s worksta-
tion, many of the defined statement types and script 
variables have no meaning a for the NetStorage middle 
tier implementation.

“This paper describes the login script statement subset 
that is implemented by NetStorage.”

So if you have need of knowing which login script 
commands are implemented in NetStorage, go directly 
to TID #10068983 at 
http://support.novell.com/cgi-bin/search/searchtid 
.cgi?/10068983.htm

NetWare 5
For those of you who are running NetWare 5.1 servers 
with the NDS 7 (recman) database, there’s an update 
available known as DS760C.EXE. TID #2964280 
update to Directory Services contains a new 
DSLOADER.NLM, as well as other updated files since 
Novell NetWare 5.1 Support Pack 5: DS.NLM - 7.60c. 
But if you are instead running eDirectory 8x.xx or any 
of its flavors, DO NOT USE THIS UPDATE.

Novell also recommends that you first patch your 
NetWare 5.1 servers to Support Pack 5 before applying 
the NDS patch. After this, TID #2964280 gives you all 
sorts of information on how to ready your server and 
apply the patch. It also covers the changes that have 
been applied to this update, so you can peruse down 
through the changes to see if you need any parts and 
portions of this update.

To go directly to TID #2964280 and download the 
DS760C.EXE file, see 
n o v e l l . c o m / a p p n o t e s
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NetWare 6
You are running NetWare 6 with Support Pack 2 
installed and you are receiving the following messages:

• Error: “Permission Denied” when copying or 
moving a file to NetWare NFS export

• Error: “cp: Bad copy to [/<mount 
point>][/<directory>/]<target file>. Write 
permission denied”

• None of the users, except user ‘root’ can copy (cp) 
or move (mv) files to an exported NetWare 
volume

This particular problem is addressed in TID 
#10073589. The problem has to do with a network file 
system (NFS) protocol issue that affects not only 
NetWare 6, but the following products as well:

• Novell NetWare 5.1 Support Pack 4 
(NW51SP4.EXE)

• Novell NetWare 6.0 Support Pack 2

• Novell Native File Access Protocols

• Novell Native File Access Pack 1.0 Support Pack 
1 (NFAP1SP1.EXE)

• Novell Native File Access for UNIX (NFAU)

• Novell NetWare NFS Services 3.0 Support Pack 
3a (NFS30SP3A.EXE)

• NFSSERV.NLM version 15.02z December 10, 
2001

• NFSSERV.NLM version 15.15g February 22, 
2002

• Hewlett Packard HP-UX all versions

• RFC1813 - NFS Version 3 Protocol Specification

• RFC1094 - NFS: Network File System Protocol 
Specification

Fortunately, this problem has been addressed in the 
NetWare NFS Services 3.0 Support Pack version 4 
(NFS30SP4.EXE). But to get more information on the 
NFS problem as it is described in TID #10073589, see 
http://support.novell.com/cgi-bin/search/searchtid 
.cgi?/10073589.htm

Novell iChain
You are running Novell iChain Version 2.1 and/or 
Novell eDirectory 8.6 for all platforms and now you 
find that you find that iChain 2.1 cannot be activated. 

Because of this, you are having the following symp-
toms:

• iChain 2.1 license does not work after 
successfully processing the iChain Activation 
installation 

• Executing the command line command 
“isproductactivated” returns the error “-1” 

• LDAP server reports the error “-601” no such 
object while processing a search query for the 
GUID of the Tree initiated by the iChain Proxy 
server

You have also notices that the LDAP Group Object has 
been configured for “always refer” without a “default 
referer.” According to TID #10076764, which is enti-
tled “iChain 2.1 Cannot Be Activated,” the problem 
lies in your configuration:

“The validation process of the iChain Activation 
Credentials requires access to the GUID of the tree. 
Because of this, the configured LDAP Server/Group 
could not provide the iChain Proxy with the GUID of 
the tree based on configuration.”

The TID goes on to suggest a solution along with some 
troubleshooting tips to ensure that this is truly the 
problem. To quickly access TID #10076764, go to 
http://support.novell.com/cgi-bin/search/searchtid 
.cgi?/10076764.htm

ZENworks for Desktops
So you want to use NAL to distribute ZENWorks for 
Desktops Management Agent .MSI file to user work-
stations. A heady proposition that doesn’t look like it’s 
easily performed.

Well look no further than TID #2964269. Entitled 
“ZfD4 Agent .MSI, ” this TID contains the file 
ZFD4AGENTMSI.EXE. This file contains the files 
and instructions for using the Novell Application 
Launcher to distribute the ZENworks for Desktops 
(ZfD) Management Agent .MSI file to user worksta-
tions. 

According to the TID, “this installation utilizes 
Windows Installer functionality. For in-depth informa-
tion about Microsoft Windows Installer, see the MSI 
Web site at 
http://msdn.microsoft.com/library/default.asp?url= 
/library/en-us/msi/setup/about_windows_installer.asp

To go directly to TID #2964269 and get the 
ZFD4AGENTMSI.EXE file, see 
http://support.novell.com/cgi-bin/search/searchtid 
.cgi?/2964269.htm
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Novell Client for Windows 2000/XP
You have thousands of workstations (ok, maybe 
hundreds) that are running the Novell Client for 
Windows 2000/XP 4.8x that are accessing a number of 
NetWare 5/6 servers as well as Windows NT/2000 
servers. But you are finding that when a user opens an 
MS Word or Excell document located on the Windows 
2000 server, it can take up to two minutes to open the 
file. However, opening a file on a NetWare server is 
much faster. The same holds true when printing.

If you are experiencing such timely accesses, take a 
look at TID #10055831. Entitled “Network Access 
Order Can Cause Slow File Retrieval as well as Affect 
Login and Printing,” this TID gives the following 
advice:

“If users experience delays during login and while 
printing when a Windows NT/2000 Server is present 
on the network, changing the Network Access Order 
can help decrease this delay.” The TID then goes on to 
explain how to change the network access order for a 
Windows 2000 and a Windows NT workstation.

Check out TID #10055831 at 
http://support.novell.com/cgi-bin/search/searchtid 
.cgi?/10055831.htm

GroupWise 
You are running GroupWise on a NetWare 5/6 server 
and you also have recently installed a certificate server. 
But now you are receiving a number of errors, 
including:

• Error: “Can't generate the certificate signing 
request. Error Code: -603”

• SETTREENAME Java errors 

• Certificate server will not install properly 

• The certificate server did not create correctly a 
SAS, CA, KAP, KMO, etc. 

• SSL problems in general 

• SAS_Register failed. KMO/key=SSL Certificate! 
“(-13)” see also 10025503 

• SAS failed to initialize with KMO/key=SSL 
Cdns! “-11” 10025503 

• Module MOD_JK.NLM (10022) unknown error: 
Make_Secure_Socket. Address x.x.x.x Port 2200 
(SO_SSL_Set_Server) 

While this doesn’t seem to be GroupWise related, it 
certainly does affect GroupWise if it is using SSL, and 
TID #10050254 can help you solve this issue. Entitled 
“Reinstalling Certificate Server,” this TID gives the 
following relationship:

“You can see the above error messages if you have 
Directory Services or NICI problems during the instal-
lation of Certificate Server. The implications are if 
have BorderManager, GroupWise, or Webserver 
configured for SSL, then you will need to reconfigure 
the SSL portion after reinstalling the Certificate server. 
Also note that migration to NetWare 6 does not install 
certificate server automatically.”

The TID then gives quite a list of things you can do to 
get your certificate server up and running, which will 
also get everything else up and running, including 
GroupWise. To read up on TID #10050254, see 
http://support.novell.com/cgi-bin/search/searchtid 
.cgi?/10050254.htm

Novell BorderManager 3.7
There is presently a Beta Novell BorderManager 3.7 
Support Pack 1 available, which will probably be out 
of beta by the time you read this article. According to 
TID #2964277, “The b1bm37sp1.exe file contains 
updates for all services contained in the BorderMan-
ager 3.7 product. The purpose of the Support Pack is to 
provide a bundle of fixes that can be tested together. It 
is not recommended to install individual files from the 
Support Pack.”

To get your hands on TID #2964277, and the Novell 
BorderManager 3.7 Support Pack 1, see 
http://support.novell.com/cgi-bin/search/searchtid 
.cgi?/2964277.htm

You Want Some More?
If you want to find more TIDs in these several 
categories or on any other Novell products, perform 
the following steps from your browser at 
http://support.novell.com.

In the list of Support Links that appear either along the 
left-hand side or in the middle of the screen, click on 
the “Product-Specific Support” link. From the 
resulting list of Novell products, select the product of 
your choice.

Under the “What’s New” category, click on “Last 7 
days” to see the technical documents that were created 
or have been updated in the last 7 days for the product 
you selected. You can also look at documents that have 
been created in the last 14 or 30 days.

Choose the TIDs that apply to your circumstances.
n o v e l l . c o m / a p p n o t e s
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How can I view what’s in
the NetWare registry?
Netscape Enterprise Web Server No 
Longer Loads after Applying NW51SP5
Dear Ab-end: Since I applied the NetWare 5.1 Sup-
port Pack 5 to my server, the Netscape Enterprise Web 
Server will no longer load. It gives me the following 
error:
SAS_Register failed. KMO/key=SSL CertificateDNS! 
(-13)

What did I do wrong?
—Walter the WebMan

Dear WebMan: The NILE.NLM that came in all 
pre-Support Pack 5 versions would auto-load when the 
SAS.NLM loaded, but it no longer does this. Change 
your SYS:\SYSTEM\AUTOEXEC.NCF file and add 
NILE.NLM before SAS.NLM loads.

Viewing What’s in the NetWare Registry
Dear Ab-end: How can I view what’s in the NetWare 
registry?
—Roger on Registry

Dear Roger: Go to the following URL for details at 
http://support.novell.com/cgi-bin/search/searchtid 
.cgi?/10076626.htm 

Entitled “What are the Commands To View the 
NetWare Registry” Technical Information Document 
#10076626 covers the different ways you can view the 
NetWare registry. You can also use the NetWare 
Remote Manager utility to see information stored in 
the NetWare Configuration Database Engine (COBE). 
Simply bring up the NetWare Remote Manager utility 
and select the Manage Applications>NetWare Registry 
option.

Getting NIMS to Perform System-wide 
LDAP Lookup through eDirectory
Dear Ab-end: I can’t seem to be able to get NIMS to 
perform a system-wide LDAP lookup for users via 
eDirectory. How do I do this?
—Norbert Neggelshime

Dear Norbert: For NIMS to be able to use LDAP 
(pointing to a box running MLDAP), the Email 
Address attribute has to be populated with the user 
objects, or it doesn’t work. If you choose to use 
msgldap, it will dynamically generate the email from 
the user@globaldomain or the userid for hosted 
domains if the Email Address attribute is not 
populated.

No Local Workstation Login with Novell 
Client 4.83 with SP1 
Dear Ab-end: After installing Support Pack 1 for 
Novell Client v4.83, I no longer get the option to login 
to just the workstation if I get my NetWare user-
name/password wrong. What can I do to get it back?
—Lonnie the Loaner

Dear Lonnie: With Novell Workstation Client 4.83 
Support Pack 1, Novell is following Microsoft’s guide-
lines on GINA behavior. Unless the “Workstation 
Only” box is checked, you’ll not be able to login to a 
local account without first logging into the network.

Licenses Expiring in BorderManager 3.7
Dear Ab-end: My BorderManager 3.7 licenses 
expired in December 2002. Why?
—Bernie “The Curator” Levitz

Dear Bernie: English-only versions of the Border-
Manager installation CDs were mistakenly shipped 
with expiring licenses. If you need to replace one of the 
problem licenses and you are located in the US, you 
can call Novell NTS at 1-800-858-4000 for replace-
ment licenses. Be prepared to fax them a copy of your 
license diskette label or a screenshot of the license 
object installed in your NDS tree.

NetWare 6 Server Licenses
Dear Ab-end: I have heard that NetWare 6 servers do 
not require licenses. I have three NetWare 6 server 
licenses and four NetWare 6 servers, and I am having 
trouble connecting to the fourth NetWare 6 server. 
What is the problem and how is this supposed to work?
—Big Sam the Serverman

Dear Big Sam: All NetWare 6 servers require a server 
license. As Technical Information Document 
#10065536 explains:
J a n u a r y  2 0 0 3

105

http://support.novell.com/cgi-bin/search/searchtid.cgi?/10076626.htm


net
support

w w w .
106

Se
ct

io
ns

Is there any way to config-
ure LDAP to prevent
anonymous binds? 
“With NetWare 6, server licenses are basically free. As 
a result, every license diskette will contain a server 
license, therefore many customers will have a number 
of extra server licenses not in use. 

“The same server licenses can NOT be installed 
multiple times in the same container and if additional 
server licenses are needed, they can be downloaded for 
free from the following URL: http://www1.novell.com/
eld/LRequest.jsp?ENCRYPTION=NW6 

“Because server licenses are distributed freely, the 
only activation key contained on upgrade license 
diskettes will be for the user license component. As 
before, activation keys will only be distributed with 
upgrade licenses. 

“When the SERVER license on an upgrade license 
diskette is installed either during the actual server 
installation or after server installation in iManage (or in 
NWADMN32.EXE), no activation screen is generated.

Installing NetMail 3.1 on RedHat 8 Via RPM
Dear Ab-end: I am unable to install Novell NetMail 
3.1 on RedHat 8 via RPM. The command:

rpm -ihv <path>/NetMail-3.1-1.i386.rpm

yields the following message:

“error: Failed dependencies
libn4uconfig.so.0 is needed by NetMail-3.1-1
libn4uLoc.so.0 is needed by NetMail-3.1-1
libn4utranporte.so.0 is needed by NetMail-3.1-1
libn4uutil.so.0 is needed by NetMail-3.1-1
libslpapi.so.0 is needed by NetMail-3.1-1”

—Randy Redmond

Dear Randy: The reason for this problem is with 
eDirectory 8.6.1. If you install eDirectory 8.6.2, you 
will not have this problem. This is because some 
library names have changed.

Problems with Users Accessing Files, 
Directories, or Volumes after Migrating to 
NetWare 6
Dear Ab-end: I have just migrated to NetWare 6. 
After a while I have problems with users accessing 
files, directories, or volumes, but user Admin seems to 
be okay. DSRepair and NSS /verify show no problems. 
Can you tell me what’s going on here?
—Betty in Baltimore

Dear Betty: With NetWare 6, installation of user 
licenses has to be done manually after the operating 
system installation is finished. You can use the 
NWAdmin or iManager utilities to install user licenses.

Preventing Anonymous LDAP Binds
Dear Ab-end: Is there any way to configure LDAP to 
prevent anonymous binds? I’ve tried various things 
with the LDAPproxy user but so far with no luck. If it 
is actually possible, would preventing anonymous 
binds introduce other potential problems?
—Mary from Moundsville

Dear Mary: Disable the proxy user and you’ve 
disabled anonymous binds. Another way would be to 
remove all rights from the proxy user and then they 
will be able to bind but they won’t be able to see 
anything (it’s the rights of the proxy user that deter-
mine what an anonymous bind can see). Also, be sure 
to check out the “public read” flags in the schema. 
These apply, even if you have limited your proxy user 
rights and have removed [Public] rights.

Configuring HTML Home Directories
Dear Ab-end: Do you know where I can get informa-
tion on setting up Home Directory Web Pages? I have 
created the Public_HTML directory in the Home 
Directory, but I cannot recall where to enable this 
feature.
—Harry HTML in Halberstadt

Dear Harry: Not knowing which Web Server you are 
using, I will assume it is Apache. Check the installation 
documents for the module called modhdir that is avail-
able from http://developer.novell.com/ndk/
modapach.htm. It will tell you how to configure 
Apache servers to do what you want. 

Unattended DSRepair on Windows 2000
Dear Ab-end: Do you know how to perform an unat-
tended DSRepair on a Windows 2000 Advanced 
Server?
—Doin’ DSRepair in Drummondville

Dear Doin’: Go to the “NDS Services” control panel 
on your Windows 2000 Advanced Server box. Double 
click “dsrepair.dlm.” Click to the “Repair” menu, then 
select “Unattended Full Repair.”
n o v e l l . c o m / a p p n o t e s
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OK, have you ever suc-
cessfully created and used
a dynamic group other
than one via Novell Portal
Services?
Authenticating with Apache
Dear Ab-end: A quick question for you. Do you have 
experience with authenticating users to eDirectory who 
come in via Apache (bare, not using Java material)? 
What I would like to do is check their credentials 
against eDirectory on the fly, similar to what can be 
done against static credential files on Unix.
—Aaron Apache from Albion

Dear Aaron: I have a secure web page on an Apache 
server. When a person comes to the page, they are 
presented with a username / password screen. I take the 
username/password combo they type in and perform an 
LDAP bind against my NetWare 6 server running 
eDirectory. 

If the bind is successful, they get in; if it is not, they 
don’t. I then drop a cookie on the machine to let them 
into the other web pages for that session. This is all 
performed over https and LDAP. The LDAP calls are 
part of PHP4, which we are running.

Dynamic Groups in eDirectory
Dear Ab-end: OK, have you ever successfully created 
and used a dynamic group other than one via Novell 
Portal Services? I cannot get any LDAP search mecha-
nism to return the group in what the TID says will be 
the “members” LDAP attribute. I have tried different 
permutations of eDirectory permissions, to no avail.
I’m using eDirectory v8.6.2 with Support Pack 2 on 
NetWare 5.1 running Support Pack 5. Is there a secret 
handshake I need to know to get this running? Any 
pushes in the right direction that you can give me 
would be most kindly appreciated.
—Dynamic Danny

Dear Dynamic: I would suggest making the following 
modifications to the first LDIF snippet (see below). 
Instead of using dgIdentity, put in a userPassword and 
set it to anything. It doesn’t matter what you set 
because you never need to login as that object. A 
random string of characters works. 

Next, you need to grant rights to the dynamic group in 
order to read the attributes that are used in the member-
QueryURL—in this case, the attribute ‘title.’ So grant 
rights to the base container, ou=istaff,o=novell. If that 
doesn’t work, you might also grant rights to read ‘cn’ 
in the same container.

version: 1
dn:cn=Dynamic Group,ou=istaff,o=novell
changetype: add
cn: Dynamic Group
objectclass: dynamicGroup

memberQueryURL:ldap:///ou=istaff,
o=novell??sub?(title=Sales Support)

member: cn=cindy,ou=istaff,o=novell
userPassword: abc123

Mirroring Problems
Dear Ab-end: I have two generic NetWare 6 servers 
running SCSI adapters and drives. I can mirror the 
SYS volume just fine, but when I go to mirror 
“VOL1,” I get “The requested operation could not be 
completed. Error {0}-1”. I have tried many ways of 
fixing it, but it will not be fixed. The drives in the 
machines are identical and there is certainly sufficient 
space to mirror the pools. Have you seen this error 
before?
—Michael Mirroring in Montparnasse

Dear Michael Mirroring: Try the following:

• In NetWare Remote Manager utility, select 
Manage Server and then Volumes in the left pane.

• In the right pane, select Partition Management and 
then Disk Partitions.

• Select the partition you want to mirror and click 
on the word MIRROR to the right of the size of 
the partition.

• In the next screen, click on the free space that is 
mentioned.

• After clicking the free space, the partition should 
be mirrored without any errors.

Server Hanging After Binding SLP/TCP
Dear Ab-end: We have a server that is hanging solid 
on boot up after binding SLP/TCP. We thought it was 
the on-board Ethernet, so we installed an Ethernet card 
and disabled the on-board Ethernet, but we are having 
the same problem. 
This particular server was configured as a secondary 
Directory Agent (DA) and was abending on startup 
when the SLPDA module loaded. So we removed the 
DA configuration from that server, left the other DA 
server still configured, and changed all the other serv-
ers to just look for the only DA server.
The strange thing is if we disconnect the Ethernet cable 
from the server, the server boots up fine. We can then 
reconnect the cable and all is well. We’re running eDi-
rectory 85.12a, Support Pack 4, SLP v1.07c and our 
DA is unscoped (we only have a few servers and no 
WAN connections). It just started suddenly a few 
weeks ago (I think it first happened after having to 
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reboot from a slow server/high utilization problem). 
What might be going on?
—DNS Donna Riding A Donkey

Dear DNS Donna: I have fought this exact same 
problem in a previous life. The fix has been changing 
the discovery option to 4. You do this by changing the 
SLP discovery type from 15 (with DHCP) to 4, which 
is “use static only in the SLP.CFG file.” One thing I 
have noticed is that even though I think I have every 
server set to discovery option 4, that isn’t always the 
case. 

To work around this, I updated the STARTUP.NCF 
file on every server in the tree by adding the line 

SET SLP DA DISCOVERY OPTIONS= 4 

(This seemed like the logical place to put the 
command, since typing SET SLP DA DISCOVERY 
OPTIONS at the server console prompt tells you this is 
where it goes). With a few exceptions, this did not 
always seem to fix the problem. In fact, it did not seem 
to make a bit of difference! 

I walked one problem server through the loadstages 
manually one day. The SET command does in fact get 
issued, but by the time we get through loadstage 4 (just 
before the AUTOEXEC.NCF loads), it’s back to the 
default of 15. Adding the set command early in the 
AUTOEXEC.NCF seems to have helped. I put it in a 
few lines before the call to the sys:etc\initsys.ncf line.

.

Unable to Create Directories
Dear Ab-end: I have a NetWare 6 Support Pack 2 
server. I am getting the following errors and it will not 
let me create new directories:
11-06-2002  10:21:03 am: 
FILESYS-5.13-255  [nmID=60020]
Insufficient directory space (or memory) to preserve
USR2:~WRL0001.TMP during file erase.

This is only on one of the server’s volumes out of 
three. The volume has around 170 GB and has 70% 
free space. There are 16,000,000 DETs, with 5,000,000 
used. I performed a purge /all command, which helped 

for a bit but not for long. I increased the percentage 
from 13% to 26%, but that did not help. What should I 
do next?
—Disappearn’ Directories in Dyersburg

Dear Disappearn’: First of all, I would recommend 
running VRepair on that volume to see if that will 
clean up your problem. In addition, you should check 
to see if there is a directory quota in place at the root of 
the volume, as that would cause the problem. Lastly, 
and most unlikely, check and see if you have a server 
process running amuck, which is creating many small 
files. Look in the TMP directories and also look at 
deleted files, as well as current ones (deleted directo-
ries still take up directory entries).

XML and DTD Headaches
Dear Ab-end: With the advent of the newer versions 
of popular word processors, I see that the makers of 
these word processors are embracing XML for all it’s 
worth. Being new to XML but not a total dummy, I 
came across the term DTD. What is a DTD and what 
does it do?
—XML’d in Xingu

Dear XML’d: DTD stands for Document Type Defi-
nition. This is a set of rules that define the elements 
and attributes that make up an XML document. You 
could look at a DTD as being the grammar of an XML 
document, since it defines what each part of the XML 
document means for both applications and users. I 
have found an excellent XML book for beginners, 
which includes information about DTDs, called XML 
For Dummies, by Ed Tittel and Frank Boumphrey. 
Pick one up—you’ll be glad you did.

Disclaimer: Unless otherwise mentioned, all the 
material from Dear Ab-end has been taken from the 
Novell Support Forum SysOps, the Novell System 
Engineering Mailing List, and the Novell Technology 
Transfer Partners List Server.
n o v e l l . c o m / a p p n o t e s
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Developers who work with
JDBC technology can now
make structured query lan-
guage (SQL) calls to any
LDAPv3 directory with the
JBDC-LDAP Bridge Drive
available from OpenLDAP. 
BrainShare 2003

BrainShare 2003 will be held in Salt Lake City, April 
13-18. Come for a full week of developer content: Web 
Services, Portals, XML, and Enterprise Application 
Integration—developers bring solutions to life and this 
year at BrainShare, there will be more content to help 
developers deliver one Net solutions than ever before. 
Get ready for the week long developer brain dump on 
Novell exteNd, Nsure, Nterprise and more.

Right now we’re making it possible for you to get 
ahead of the competition and save a couple hundred 
bucks off the regular registration price of $1695. 
Registration opens December 2, 2002. Register before 
February 28, 2002 and pay only $1495.

Get more information and register at 
http://www.novell.com/brainshare/.

Making SQL Calls to 
eDirectory

Developers who work with JDBC technology can now 
make structured query language (SQL) calls to any 
LDAPv3 directory with the JBDC-LDAP Bridge Drive 
available from OpenLDAP. The JDBC-LDAP Bridge 
driver is a JDBC and JNDI technology-based driver 
that mediates between JDBC technology, JNDI and 
any LDAPv3 directory server. This “Type 4” JDBC 
driver implements a direct connection to LDAPv3 
servers, including eDirectory.

The JDBC-LDAP Bridge driver with source code is 
freely available under the OpenLDAP license agree-
ment and the download is on OpenLDAP’s home page 
at http://www.openldap.org/jldap/

Novell to Provide Visual 
Application Development 
Tools Based on Emerging 
XForms Standard

To help developers of all skill levels rapidly build 
today’s advanced Web Applications, Novell 
announced plans to provide visual tools based on the 
emerging XForms standard in the next major release of 
Novell exteNd, its J2EE-based Web application devel-
opment suite. Novell has released a preview of 
XForms technology for developers, available for 
download a: http://www.novell.com/xforms

By implementing XForms in Novell exteNd, Novell 
will significantly reduce the development effort 
required to build standards-based Web applications. 
Novell’s plans to support XForms and other emerging 
standards in Novell exteNd underscores the company’s 
commitment to providing developers with 
leading-edge technology that makes it easier to build 
sophisticated, Web-based applications.

“Novell believes that the XForms standard will 
become the cornerstone for the presentation of 
XML-based information, including information deliv-
ered via Web services-based applications,” said David 
Litwack, Novell’s senior vice president of Web appli-
cation development. 

“As part of our commitment to helping developers 
build these advanced applications, Novell will deliver 
new, visual page designers based on XForms with the 
next major release of Novell exteNd. This will enable 
developers that are new to Java and J2EE to rapidly 
build and deploy rich Web services-based applications 
with Novell exteNd.”

Novell will be providing drag and drop tools based on 
XForms in future releases of Novell exteNd that will 
dramatically reduce the amount of programming 
necessary to build interactive Web applications, a task 
that previously required specialized skills. As a result, 
developers of all skill levels will be able to visually 
develop standards-based Web applications with Novell 
exteNd, reducing time-to-market for business-critical 
applications. 

Moreover, Novell’s commitment to standards such as 
XForms ensures that applications built using Novell 
exteNd will run on all major platforms and operating 
systems, so that customers will not get locked into a 
single vendor solution. 
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The latest addition to the
Novell Developer Kit
(NDK), Leading Edge
#178, contains Novell
UDDI Command beans,
which enable developers
to easily access informa-
tion from the UDDI regis-
try.
Novell’s plans to implement XForms and other 
emerging standards are also part of the company’s 
commitment to providing developers with the best 
technology available to simplify Web application 
development. 

Novell XForms Technology Preview
Novell’s XForms technology preview is designed to 
give developers a hands-on introduction to the 
emerging XForms standard. XForms 1.0 is a Candidate 
Recommendation from the World Wide Web Consor-
tium (W3C). This new technology reduces the 
complexity of developing Web pages and forms that 
interact with Web Services and display information to 
any Web-enabled device. 

This technology preview is among the first compliant 
implementations of the XForms 1.0 Candidate Recom-
mendation, from the W3C—the premier standards 
body devoted to developing common protocols that 
promote the evolution of the Web and ensure its 
interoperability. Novell is playing a leading role in the 
W3C’s development of the XForms standard, along 
with the other member organizations in the XForms 
Working Group. 

Novell exteNd (formerly SilverStream Software) is 
well known for its participation in the development of 
new standards and has been a leader in the rapid devel-
opment space with its award winning Page Designer. 
XForms is a way to bring developer productivity to 
standards-based applications that will run on the 
leading J2EE Application Servers. 

For more information and to download the preview, 
visit http://www.novell.com/xforms.

New in the NDK: UDDI 
Command Beans

The latest addition to the Novell Developer Kit (NDK), 
Leading Edge #178, contains Novell UDDI Command 
beans, which enable developers to easily access infor-
mation from the UDDI registry. These beans are based 
on UDDI API specification 2.04 and provide three 
patterns of queries: the browse pattern, the drill down 
pattern, and the invocation pattern. 

To download the Novell UDDI Command beans go to 
the NDK Leading Edge downloads page at 
http://developer.novell.com/ndk/leadedge.htm. For 
more information on UDDI, go to the Universal 
Description, Discovery and Integration Project at 
http://www.uddi.org/.

Novell Nsure Secure Identity 
Management Catches On

Just over a month after their public unveiling, Novell 
Nsure secure identity management solutions are 
enjoying rapid adoption among enterprise, govern-
ment, and education customers and drawing praise 
from industry analysts.

The latest in a string of successful Nsure deployments, 
one of the largest counties in Florida, Hillsborough 
County, has partnered with Novell to provide secure 
identity management for its 5,000 employees. Coordi-
nating the efforts of more than 40 departments and 10 
outside agencies serving nearly one million residents 
was a daunting task for the county—especially 
ensuring employees across all these groups had timely 
access, including after-hours access, to the systems 
they needed. 

Working with Novell’s consultants, Hillsborough 
County created a secure employee portal, providing 
access to collaboration tools, financial and HR infor-
mation and other applications. Now workers can 
access county resources from any location using a 
single username and password. In addition to a vastly 
more productive workforce, the county expects to save 
nearly $500,000 a year in support costs.

Future plans for Hillsborough County include the 
creation of a public portal, which will allow county 
residents to go online for services such as bill payment 
and licensing. Novell will support these upcoming 
projects, allowing the county to securely deliver the 
right resources to both internal users and citizens.

After evaluating offerings from Microsoft, Sun and 
IBM, the county chose a Novell Nsure secure identity 
management solution. “Novell provides far and away 
the best identity management products on the market,” 
said Bill Kannberg, chief technology officer of Hills-
borough County. “We evaluate alternatives every year 
because we have a responsibility to our tax payers, but 
we don’t find anything that comes close to the ROI of 
Novell’s solution. 

“An independent analysis by a leading industry analyst 
firm last year concluded that Hillsborough County runs 
a cost-effective system, with total IT spending $8.6 
million lower than similar organizations. Our Novell 
solution contributes significantly to this savings, which 
also includes software costs 70 percent lower than our 
peer group—that’s the Novell advantage.”

Industry analysts are also recognizing the strength of 
Novell Nsure solutions. Recently, Burton Group 
completed an analysis of provisioning solutions that 
automate the process of granting or revoking user 
n o v e l l . c o m / a p p n o t e s
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Novell exteNd web ser-
vices can help you open
up your networks to more
users while maintain-
ing—and even increas-
ing—corporate security. 
access to business resources and are a critical compo-
nent of a complete secure identity management solu-
tion. The November 2002 report “Provisioning: 
Maturing Technologies, Converging Markets” cites 
BMC, IBM and Novell as the early leaders in the 
provisioning market. 

The report states: “With eDirectory, Novell has the 
largest installed base of any directory service. Novell’s 
meta-directory product, DirXML, was the first to use 
XML as its basic data encoding format and exchange 
mechanism, and provides a solid foundation for 
Novell’s new provisioning product offering, Nsure 
Resources.... With its recently re-focused product 
strategy, Novell is successfully attracting new 
customers for its meta-directory and security prod-
ucts.”

According to Dave Stevenson, Novell vice president of 
secure identity management solutions, “Novell’s 
acknowledged leadership in the provisioning market is 
yet another indicator of the power and maturity of 
Novell Nsure secure identity management solutions. 
By combining Novell’s capabilities in directory and 
meta-directory services, provisioning, access manage-
ment and professional services, we give organizations 
like Hillsborough County the power to extend the right 
resources to the right people, without compromising 
security.”

For more information on Novell’s Nsure solutions, see 
http://www.novell.com/nsure.

Novell exteNd Web Services 
White Paper

Find out how Novell exteNd web services can help 
you open up your networks to more users while 
maintaining—and even increasing—corporate 
security. With this white paper you’ll see how Novell’s 
exteNd solution provides breakthrough technology for 
XML integration to legacy systems, business process 
management, interactive applications, personalization, 
content management, user management, wireless 
device support, and more. Download the whitepaper at 
http://NovellNzone.rsc03.net/servlet/cc5?ghNQTCVf6
96b0xvwzeGeeQ8wfV2VU.

What Are Web Services, 
Anyway?

You work hard. You try to keep up with the latest tech-
nologies, but it’s hard to find time to research anything 
that doesn’t directly relate to the fire you need to put 
out today. Now, everyone seems to be talking about 
web services. You think you know what they are, but 
you’re afraid you might be missing some of the big 
picture. 

WebServices.org has put together a set of introductory 
articles on web services, so you’ll be able to participate 
in the conversation instead of just smiling and nodding. 
There’s even a one-minute “elevator speech” you can 
use to get your boss and other curious co-workers up to 
speed. See http://www.webservices.org/index.php/ 
article/archive/61 for more information.

Customizing GroupWise with 
Formativ

A must-see for those interested in GroupWise custom 
development is Formativ. This product is offered by 
Advansys and not only comes with ready-to-use 
GroupWise enhancements, but you can also create you 
own completely new GroupWise functionality!

Formativ 1.5 introduces the Formativ Portal Manager, 
which brings rich Web functionality to the standard 
GroupWise client. A portal is an interactive window 
that can display many types of data directly within the 
GroupWise client. Formativ makes it simple to add 
new portals to the GroupWise client and to manipulate 
their content. 

Build new interactive views of your GroupWise data. 
Build interactive forms and dialogs. Bring the Web to 
GroupWise. Interactive, dynamic dialogs are now 
possible with the new HTML dialog support. The only 
limitation is your imagination.

All versions include the “No Junk Mail” anti-spam 
solution, the Today calendar views, and the Web site 
manager, which take advantage of the exciting new 
Formativ Portal Manager for GroupWise. You can find 
more at http://www.advansyscorp.com/formativ.htm.
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How can I remove a
trustee (user or group)
from an organizational
unit object. What’s the
correct ocx-control and
method?
Q. Using NJCL/JNDI, how can I delete one value 
from a multivalue attribute? For example, how can I 
delete just one group from the “Group Membership” 
attribute?

A. Just ensure you pass an attribute containing a 
value as well as the attribute name to the remove 
operation. For example:

Attribute groupMembership  = new
BasicAttribute(“groupMembership”, “some value you
wish to delete’);

Attributes attsToRemove = new BasicAttributes();

attsToRemove.put(groupMembership);

dirContext.modifyAttributes(someObjectName, 

DirContext.REMOVE_ATTRIBUTE, attsToRemove);

Q. How can I remove a trustee (user or group) from 
an organizational unit object. What’s the correct 
ocx-control and method?

A. You can use the NWIDir* controls for 
eDirectory that supports LDAP, or the NWDir* 
controls if you have older versions of NDS that don’t 
support LDAP (the latter requires Novell client).

If you want to use LDAP to access the directory, you 
might use the NWIDirEntries control. The trustees are 
stored in the ACL (Access Control List).

To list the ACL, see NWIDirEntries.GetFieldValue at 
http://developer.novell.com/ndk/doc/activex_ldap/ocx_
ldap/ref/nwidirent/nwidirentries_nwentry_getfieldvalu
e_method.htm

The field you want to look at is “ACL.” To remove one 
of the values, see NWIDirEntries.RemoveFieldValue 
at http://developer.novell.com/ndk/doc/activex_ldap
/ocx_ldap/ref/nwidirent/nwidirentries_nwentry_remov
efieldvalue_method.htm

For more on the format of ACL, see: 
http://developer.novell.com/ndk/doc/ndslib/schm_enu/
data/sdk794.html

In a VB application, I list all the ACLs on my ou=xou 
container object with the following:

Dim ACLs As Variant
Dim ACL As Variant

List1.Clear
List1.Refresh

NWIDirEntries1.FullName =
"LDAP://localhost/o=novell"

NWIDirEntries1.UserName =
"LDAP://localhost/o=novell/cn=admin"

NWIDirEntries1.Password = "novell"

NWIDirEntries1.Fields = "ACL"
Set entry = 
NWIDirEntries1.entries.Item("ou=xou")
Debug.Print entry.FullName
ACLs = entry.GetFieldValue("ACL")
For Each ACL In ACLs
List1.AddItem (ACL)

Next

Then after selecting the one I wish to 
remove, I do the following:

Dim str As String
Dim ind As Integer
str = List1.Text
ind = List1.ListIndex

entry.RemoveFieldValue "ACL", str
entry.Update
List1.RemoveItem (ind)
List1.Refresh

Q. How can my NLM determine where it was 
loaded from? For example, 

load SYS:\SYSTEM\MYNLM (get SYS:\SYSTEM back)

or 

load SYS:\DIR1\DIR2\DIR3\MYNLM (get
SYS:\DIR1\DIR2\DIR3)

A. With NetWare 5 and above, you can use the 
LibC function getnlmloadpath (see 
http://developer.novell.com/ndk/doc/libc/libc_enu/data
/aghl604.html#aghl604).

On previous versions of NetWare, your NLM should 
analyze argv[ 0] and if does not contain a complete 
path, it will find itself in the search paths using 
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Using the GroupWise
Object API, how would I
create and populate a per-
sonal group in a personal
address book?
NWGetSearchPathElement(). Make sure you search 
scans regardless of attributes, because the NLM could 
be flagged with the Hidden attribute.

The program, however, must correctly handle the 
following situation: when a search path points to a root 
directory (NSSVOL1:\ in my case) and it is set as

SEARCH ADD NSSVOL1:

(note the missing backward slash “\”), the program will 
receive the following in argv[ 0]:

NSSVOL1:ARGV0.NLM (note the missing '\')

And here is a snippet of code from one of my NLMs 
that handle the various situations I’ve seen. This 
includes typing the access path with slashes and/or 
backslashes.

_splitpath(ppzArgv[0], szVolume,
szDir, NULL, NULL);

if ((szVolume[strlen(szVolume)-1] ==
':')

{
if ((szDir[0] != '/') && (szDir[0] !=

'\\'))
strcat(szVolume, "/");

}

// I wish to use the result as a base
path for other files, 

// so make sure the trailing
(back)slash is there

if ((szDir[strlen(szDir)-1] != '/') &&
(szDir[strlen(szDir)-1] !='\\'))

strcat(szDir, "/");

strcpy(szLoadPath, szVolume);
strcat(szLoadPath, szDir);

Q. Using the GroupWise Object API, how would I 
create and populate a personal group in a personal 
address book?

A. Use the procedure shown in the following code 
fragment:

Dim objBook As AddressBook
Dim objEntryG As AddressBookEntry
Dim objEntryU As AddressBookEntry
' no error checking, no checking for 
duplicates
Set objBook = 

objAccount.AddressBooks.Item(objAccoun
t.Owner.DisplayName)
Set objEntryG = 
objBook.AddressBookEntries.Add("A 
Group", "", "", egwGroup)
Set objEntryU = 
objBook.AddressBookEntries.Add("A 
User", "someone@somewhere.com", "", 
egwUser)

Call objEntryG.Members.Add(objEntryU, 
egwTo)

Q. We are using NDS-to-NDS DirXML drivers to 
migrate users from our corporate Tree to a local tree. 
We have extended the schema of our corporate tree 
with auxiliary and effective classes.

In the corporate tree, we are able to map auxiliary 
classes’ attributes. But it’s not possible in the local 
tree—only effective classes are visible. In the 
corporate tree, T1, we have extended schema with two 
classes:

Aux class: name="AuxCLASS" with an 
attribute "AuxFloor".
Eff class: name="EffCLASS" with an 
attribute "EffGroup".

In the local tree, T2, we haven’t extended the schema.

We are trying to map “AuxFloor” in T1 with “L” 
attribute in T2. In T1, we are able to map “AuxFloor” 
with “L.” In T2, AuxClass and all these attributes are 
not visible when we try to map “AuxFloor” with “L” 
in the Mapping Rule, but we are able to see the 
“EffClass” attributes.

Is it possible to replicate information in auxiliary 
classes through the NDS-to-NDS DirXML driver, or do 
we have to use effective classes?

A. You should remove AuxCLASS and EffClass 
from the filters in T1. Add AuxFloor and EffGroup to 
the filters for the effective classes that the auxiliary 
classes will be used on in T1. (Probably User. You will 
need to check the “Show all attributes from all classes” 
check box on the filter editor panel.) 

You can put the schema mapping rule on either tree, 
but not both, and either map the attributes in a 
nonclass-specific way, or map them for the specific 
classes that will have the attributes. You may have to 
hand edit the XML for the schema mapping rule, since 
I’m not sure how well the schema discovery 
mechanism works for auxiliary classes. 
J a n u a r y  2 0 0 3
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Is it possible to map a root
drive from a Delphi pro-
gram?
Which ever side you put the schema mapping rule on, 
make sure that the NDS name is the one used in that 
tree and the application name is the one used in the 
other tree. If you are really trying to get fancy and do 
something like map both L and AuxFloor from T1 to L 
on T2, you will likely have to use a stylesheet in 
addition to standard schema mapping rule, since the 
standard schema mapping rules only support 
one-to-one mappings.

Q. How can I cancel a print job, if all I know about 
the job is the opened printer handle that it is using? 
The problem is that the StartDocPrinter of the NDPS 
and queue-based print providers always return a job 
ID of 1.

A. Use NWRemoveJobFromQueue2. This function 
requires a queue ID and a job ID. To get the queue ID, 
create a connection to the server, then use 

NWDSMapNameToID to get the server-centric ID for 
the queue object. To get a job ID, call 
NWGetQueueJobList2 and the returned structure 
QueueJobListReply. 

The jobNumberList “member” of the 
QueueJobListReply structure contains the list (in 
order) of the jobs that are currently in the queue. The 
first entry “[0]” would be the first “ready” job. If the 
job is already printing, you can no longer control it 
(since it being de-spooled to the print server).

Q. Is it possible to map a root drive from a Delphi 
program?

A. You can use the Add method of the Session 
control (NWSess.ocx, NWSess.NWDriveMappings). 
Alternatively, you can call NWSetDriveBase()—see 
also the simplified helper function from D_NW.pas:

function U_MapAvailableDrive(path: String;
Var drv: nuint16;
Var connHandle :     NWCONN_HANDLE;
Var dirHandle : NWDIR_HANDLE): NWCCODE;
{
Purpose

Map an available drive to the given path

Parameters
 in     : path          Target path
 out    : drv           allocated drive number
 out    : connHandle    new connHandle to target server
 out    : dirHandle     new dirHandle to target path

Returns     NW error code
See also    U_FindAvailableDriveLetter

}
VAR
NewPath : Array[0..255] of Char;

begin
// get next unmapped drive (starting with Z:)
result := U_FindAvailableDriveLetter(drv);
if (result=0) then begin
Fillchar(newPath, Sizeof(newPath), 0);
// split into vol/path
result := NWParseNetWarePath (U_pStr(path), connHandle, dirHandle, @NewPath );
if (result=0) then
result := NWSetDriveBase(drv, connHandle, dirHandle, @NewPath, 0);

end;
end;

This sample will map a root drive to your current 
application directory:

uses CalWin32, D_NW;

procedure TForm1.FormCreate(Sender: 
TObject);
VAR

L : record
drv        : nuint16;
n o v e l l . c o m / a p p n o t e s
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How do I get the day of
week via Novell Script?
connHandle : NWCONN_HANDLE;
dirHandle  : NWDIR_HANDLE;
cCode      : NWCCODE;
end;

begin
NWCallsInit(nil, nil);
L.cCode :=

U_MapAvailableDrive(ExtractFile
Path(Application.ExeName), L.drv,
L.connHandle, L.dirHandle);

ShowMessage(Format
('U_MapAvailableDrive returned
%04X', [L.cCode]));

end;

Q. I want to write a small Perl script that lets me 
know if a Volume is 80% full. Can I get this message 
via email? We have a lot of servers, and I want to be 
informed if a volume fills up very quickly.

A. Try putting this in your script:

use Mail::Sendmail;
.
.
.
$to = 'norbert.gerner@?bhf-bank.com';
$from = 'Volumechecker@?bhf-bank.com';

# Mailinformationen
%mail = ( To      => "$to",

From    => "$from",
Subject => "Hallo Nobert",
Message => "Hallo Volume"

);

# Mail absenden    
sendmail(%mail) or die

$Mail::Sendmail::error;

Don’t forget to change the $default_smtp_server = 
‘mh.novell.com’; in the sys:\perl\lib\mail\sendmail.pm 
file. Replace it with your SMTP-Host.

Q. How do I get the day of week via Novell Script?

A. Use the DatePart function. You can find it at: 
http://msdn.microsoft.com/library/default.asp?url=/lib
rary/en-us/script56/html/vsfctdatepart.asp

WeekDayInt = DatePart( "w",
inputDateTime )

if WeekDayInt = 6 then
'Do Friday stuff

end if

Q. I am trying to get a list of all of the NLMs 
running on a NetWare server. I try to get a list of 
loaded NLM sequence numbers by performing the 
following:

ccode = NWGetNLMLoadedList(HConn,
startNum, &NLMList);

This returns 

error 35270   0x89C6  NO_CONSOLE_PRIVILEGES

I have setup the user who is logging in with Console 
operator rights. Why would I be getting an error 
stating NO_CONSOLE_PRIVILEGES when the 
console privileges are set for the user?

A. What is the starting NLM number that you are 
asking for? You are supposed to start at zero and then 
iterate through as many calls as are necessary to 
retrieve all of the blocks of information about all of the 
NLMs that are loaded on the server.

The key thing here is to check whether or not the 
connection handle has been authenticated. If you 
connect to the server but don’t authenticate your 
connection handle, then the server won’t know who 
you are and thus you will get the 
NO_CONSOLE_PRIVILEGES error. The connection 
does not need to be licensed.

Here’s a snippet of code from a program that uses 
NWGetNLMLoadedList(). You will need to replace 
the calls to REPORTERROR() and XAllocPrintf() 
with calls to printf() or just eliminate them; these two 
functions are helper functions from other parts of my 
program and they aren’t defined here.

NWFSE_NLM_LOADED_LIST fseNLMLoadedList;
nuint32 uNextNLMNum = 0;
LPSTR szItemBuf = NULL;
LONG nItemBufSize = 0;
LONG i = 0;

//  Assume that we have an authenticated connection handle to the server.
J a n u a r y  2 0 0 3
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//  Get some information about the server that can only be
//  obtained from NetWare 4.x and newer servers.

while (TRUE)
{
ccode = NWGetNLMLoadedList

 (
hConn,
uNextNLMNum,
&fseNLMLoadedList

);

if ((ccode) && (ccode != NWE_FAILURE))
{
if (szItemBuf)
free(szItemBuf);
NWCCCloseConn(hConn);
REPORTERROR(ccode,"NWGetNLMLoadedList() : WWNWX_GetServerNLMInfo()");
switch (ccode)
{
case NO_CONSOLE_PRIVILEGES:
return WWNW_EC_NO_CONSOLE_PRIVS;

default:
return WWNW_EC_FUNCTION_FAILED;

}
}

if (ccode == NWE_FAILURE)
break;

for (i = 0; (nuint32) i < fseNLMLoadedList.NLMsInList; i++)
{
nItemBufSize = xAllocPrintf

(
&szItemBuf,
"%s%u%s",
xNullToEmpty(szItemBuf),
fseNLMLoadedList.NLMNums[i],
g_szValueDelim

);

if (!szItemBuf)
{
NWCCCloseConn(hConn);
REPORTERROR(0,"calloc() : WWNWX_GetServerNLMInfo()");
return WWNW_EC_OUT_OF_MEMORY;

}
}

uNextNLMNum = fseNLMLoadedList.NLMNums[fseNLMLoadedList.NLMsInList – 1] + 1;
}
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With Novell eDirectory
8.7, bundled solution cus-
tomers have a robust,
highly scalable, and
extensible identity man-
agement foundation for
supporting hundreds of
directory-managed appli-
cations and millions of
potential users. 
Novell eDirectory: Increasing 
Customer Adoption Builds 
Value of Directory 
Applications

More and more vendors want their products to become 
the foundation on which other companies build prod-
ucts or offer their services; that is, they want to become 
platform leaders. Therefore, software and hardware 
providers have many options when it comes to 
bundling another vendor’s product in order to increase 
their solution’s market appeal. 

So what makes Novell eDirectory such a compelling 
platform that over 70 leading ISVs and IHVs are 
already offering it to their customers free of charge as a 
default or optional LDAP directory for managing their 
software and hardware solutions? It’s simple. If a 
growing wave of customer demand comes your way, 
you either profit as your business rides the wave, or 
you get pummeled as the wave carries your competi-
tors past you. 

Think of directory-enabled identity management, secu-
rity, and ease of use for end users as the next big wave 
of developer opportunity. How can you profit from this 
unstoppable wave of demand? That’s simple too. 
Think of Novell eDirectory as the best platform for 
riding this wave of enterprise customer demand to the 
bank, and integrate it with your commercial solutions. 
You’ll be in excellent company. 

In bundling eDirectory, participating vendors are 
ensuring their solutions have the tightest possible inte-
gration with the network industry’s leading identity 
management platform. Together, Novell and its tech-
nology partners are moving directory-based develop-
ment forward, with a wealth of new solutions for all 
types of network platforms and customers.

The Directory Wave Has “Big Mo”
IT vendors who’ve chosen to integrate and bundle 
eDirectory in their commercial solutions are quite 
familiar with the technical superiority of the Novell 
directory. Not only are participating vendors delivering 
solutions with functionality, features and performance 
made possible and affordable by the Novell directory, 
they’re also fully prepared to deliver whatever 

customers demand from those solutions in the future, 
regardless of backend platform changes or increasing 
scale of the deployment.

Some unnamed vendors try to sell anything data-
base-driven that requires a username and password as 
an “identity management” product. But the term iden-
tity management encompasses far more than the latest 
IT marketing buzzword. 

Identity management has broad technical meaning in 
the directory context of users, groups, and roles. As a 
result, developers who understand the value of direc-
tory services are among the first to employ Novell 
eDirectory as the de facto platform for providing and 
supporting identity management services for their solu-
tions in heterogeneous network environments.

With Novell eDirectory 8.7, bundled solution 
customers have a robust, highly scalable, and exten-
sible identity management foundation for supporting 
hundreds of directory-managed applications and 
millions of potential users. And developers of commer-
cial software and hardware have a reliable, secure and 
mature directory to support all leading vendor plat-
forms, as well as a trusted vendor supporting their 
efforts—before, during, and after the sale. 

Don’t Bundle Number Two
You could bundle another directory. But why not offer 
the network computing industry’s most highly 
regarded directory service? eDirectory has garnered 
nearly two dozen awards from various industry publi-
cations and organizations. 

For example, in 2002, for the third consecutive year, 
Network Magazine named eDirectory the directory 
service Product of the Year, praising it for its exem-
plary cross-platform support, standards support, and 
scalability. eDirectory also took top honors as “Best 
Enterprise Directory service,” beating out Microsoft 
and Sun ONE Directory Server (formerly iPlanet). 

Novell eDirectory is the most widely used directory. 
Over 568 million seat licenses of eDirectory constitute 
more than three times the number of licenses of 
eDirectory’s nearest competitor, Sun ONE Directory 
Server. eDirectory is also used in 80 percent of Fortune 
1000 companies, according to IDC.

Benefit Your Customers and Your 
Bottom Line
The enterprise value of your applications rises with the 
amount of network services they can provide. With 
your application supported by eDirectory, your 
customers obtain single sign-on to your application and 
to all other LDAP directory-enabled applications in the 
enterprise. Customers also gain single-point adminis-
J a n u a r y  2 0 0 3
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The enterprise value of
your applications rises
with the amount of net-
work services they can
provide. With your appli-
cation supported by eDi-
rectory, your customers
obtain single sign-on to
your application, and to
all other LDAP direc-
tory-enabled applications
in the enterprise.
tration, a shared object repository for their directory- 
enabled applications, and automatic service location 
that makes it easier for new users to discover your 
application on the enterprise network or the Internet. 
And that’s just the beginning!

With eDirectory support, your applications are easily 
accessible to authorized users from anywhere in the 
world. And, best of all, you can create LDAP-enabled 
applications quickly with your favorite developer tools 
and standards-based interfaces. 

Plus, Novell handles all the directory-related support 
whenever you or your customers need it. No support is 
provided with the bundled version of Novell eDirec-
tory; however, a wealth of free and fee-based support 
is available through Novell Technical Support at 
http://support.novell.com.

ISV/IHV? Download/Evaluate/Develop/ 
Bundle/Profit with Novell eDirectory
As the networking industry’s leading LDAP directory, 
interoperability with Novell eDirectory is essential for 
any directory-enabled application provider. Novell’s 
DeveloperNet program is dedicated to making it easy 
for developers to integrate, bundle or embed eDirec-
tory for the benefit of all types of network application 
customers.

Bundle free 250,000-user versions of Novell eDirec-
tory in your software or hardware and save your appli-
cation customers up to $500,000 in up-front directory 
licensing fees. Leverage functionality that is only 
available in Novell’s leading identity management 
platform.

To evaluate the latest version of Novell’s directory for 
full-scale implementation, visit http://www.novell 
.com/products/edirectory/evaluation.html.

For more information about bundling eDirectory in 
your commercial solutions, visit http://developer. 
novell.com/edirectory/redistribution.

To find out who is bundling Novell eDirectory, visit 
http://developer.novell.com/edirectory/redistribution 
/partners.html.

Novell eDirectory Solution 
Spotlight: Ayeca

Privately held software vendor Ayeca provides a flex-
ible pricing and promotion tool for cell phone network 
operators and other telecommunications providers. 

This enables them to increase revenues from existing 
subscribers and immediately counter promotions 
launched by their competitors. The company bundles a 
free, 250,000-user version of Novell eDirectory for 
customer deployment as the user data repository for its 
profile management platform, Mobilidy, and the 
accompanying Revenue Manager solution. 

To offer value-added services that are personalized 
and timely for their customers, cellular providers and 
other telecom operators require a powerful, scalable 
solution for managing user identities and merging user 
information with data stored in multiple application 
databases on the fly. Ayeca’s solution is designed to 
ease bottlenecks for telecom operators, especially 
where marketing managers struggle to launch effective 
customer-targeted price promotions quickly in 
response to changing demand. 

Launching a promotion today is an IT resource-inten-
sive process. In addition, it is difficult to simulta-
neously manage multiple promotions while modifying 
their parameters in real time. With Ayeca’s eDirectory- 
powered solution, launching a promotion and simulta-
neously managing multiple promotions becomes an 
easier and shorter process. Ayeca provides operators 
with flexible and dynamic tools for personalizing 
promotions based on changing parameters. 

For example, operators can increase phone usage by 
offering specific discounts and promotions to focus 
groups in real time and for a limited time frame. Price 
reductions are targeted and of limited duration, thus 
increasing the net revenue per subscriber, while mini-
mizing cannibalization.

Ayeca chose eDirectory as its application repository 
because of its flexibility and object-oriented approach 
to data. The ability to manage schema on the fly, and to 
leverage eDirectory’s built-in replication and parti-
tioning capabilities via the LDAP standard were very 
important for Ayeca. 

With eDirectory, Ayeca gains a set of features that 
greatly enriches their product offering, including a full 
set of administration tools, and proven cross-platform 
support. Integrating eDirectory provides Ayeca’s solu-
tion with unsurpassed reliability, and unbreakable 
security. 

In addition, Ayeca’s solution offers a full range of 
identity services, such as dynamic split billing. 
Ayeca’s solution customers also receive the industry’s 
most trusted directory platform, which they can use to 
their advantage in the complex and sophisticated 
telecom environment. For more information about 
Ayeca, visit their Web site at http://www.ayeca.com. 
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If your organization uses
another directory service,
such as SunOne/iPlanet,
you can move your orga-
nization to eDirectory
faster and less expensively
than ever, and with mini-
mal technical hassle. 
Embedding eDirectory in 
Network and Internet Devices

Do you need to add network identity, manageability 
and intelligence to your hardware, Internet device or 
consumer appliance? Novell’s mission is to help devel-
opers extend directory intelligence and uniquely 
addressable identity to all types of hardware devices 
using infrastructure built on a foundation of open, inte-
grated and scalable directory technologies. 

Novell’s Embedded LDAP Device Provisioning 
Development Kit can enable an incredibly wide range 
of non-computer devices, such as switches, routers, 
cell phones, modems, set-top boxes, and even vending 
machines, to leverage the power, security, and extensi-
bility of eDirectory.

For more information about embedding Novell eDirec-
tory in traditional networking hardware and standalone 
Internet-enabled devices, visit http://developer.novell 
.com/edirectory/embed.

Switch to eDirectory and Save 
a Bundle

If your organization uses another directory service, 
such as SunOne/iPlanet, you can move your organiza-
tion to eDirectory faster and less expensively than 
ever, and with minimal technical hassle. Download 
250,000-user licenses of eDirectory to begin building a 
scalable identity management infrastructure for your 
organization. 

In addition to the free user licenses of eDirectory, 
Novell will also include 25,000-user licenses of the 
Novell DirXML LDAP Driver to enable you to 
synchronize your existing directory with eDirectory. 
Visit http://www.novell.com/products/edirectory/
promoforms.html for more information.

Recent Novell Developer 
Success Stories

Portlock Software Helps XIOtech Manage 
NetWare Storage
For the full text of this success story, visit 
http://developer.novell.com/success/portlock.html.

Why Blue Lance Customers Aren’t Talking
For the full text of this success story, visit
http://developer.novell.com/success/bluelance.html.

What About Your Success Story?
Want to build your service, solution, or consulting 
revenues with Novell? Don’t just talk about your prod-
ucts or services with potential customers; take the time 
today to leverage your existing customer wins with 
Novell by creating one or more Novell customer 
success stories. 

Nothing beats satisfied customer testimonials when it 
comes to influencing future Novell customer purchase 
decisions. And nothing beats DeveloperNet’s new 
online submittal tool for getting your development 
successes exposed! Visit http://developer.novell.com/
success to get started.
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The eXtendWorkbench
tool will now generate
java code stubs that are
required when interfac-
ing to the existing web
service. 
Building and Running a Web 
Service Client that Consumes 
Amazon Web Services using 
the exteNd Workbench

Here is a brief description of the few easy steps 
required to build and run a Web Service client that 
consumes Amazon Web Service using the eXtend 
Workbench. All you need to do is download and install 
the Workbench, run its Web Service wizard, modify 
the generated test class and run it. Estimated time after 
the software is installed is 5 minutes. 

Background Information
Workbench overview can be found at the following 
URL: http://www.silverstream.com/workbench 

The Workbench Web Services tutorial can be found at: 
http://devcenter2.silverstream.com/help/workbench40/
docs/help/framesets/tutwbsPreface.fs.html 

The Workbench Web Services Wizard Help can be 
found at: 
http://devcenter2.silverstream.com/help/workb
docs/help/framesets/toolsWebServiceWizard.fs.html 

ench40/

Software Requirements
Download the eXtend Workbench 4.0 software from: 
http://www.silverstream.com/workbenchdownload 

Integrate to a Web Service Using an 
Existing WSDL
To integrate to a web service using an existing WSDL, 
perform the following steps:

1. From the workbench menu select File->New 
Project 

2. Select JAR (Java Archive) 

3. Enter project name: AmazonWebService and 
select a location for the project by either entering 
the full pathname or by using the browse button to 
select a location. 

4. Click Next->Finish 

5. From the workbench main menu select File->New 

6. Click WebServices tab. Select Existing Web 
Service 

7. Enter package name, for example: 
com.sample.test 

8. Click Next 

9. Enter location of wsdl file (an URL that points to 
the wsdl): http://xml.amazon.com/schemas/
AmazonWebServices.wsdl 

10. Click Next 

11. Click Finish 

The eXtendWorkbench tool will now generate java 
code stubs that are required when interfacing to the 
existing web service. When the code generation is 
completed, click on the dialog box’s OK button. 

Modifying the Generated Client
The following client class will be generated: Amazon-
SearchPortClient.java. Modify the process() method of 
that class as follows: 

public void process(String[] args) throws Exception
{

AmazonSearchPort remote = getRemote(args);

// System.out.println("Test Result = " +
// remote.artistSearchRequest(com.sample.test.ArtistRequest));
//
// Sample using artist search request API
// Dump details of product returned from Amazons web service.
ProductInfo productInfo = null;
final String devTag = "DIBLHQV6QXF19";  // your dev tag
productInfo = remote.artistSearchRequest(new ArtistRequest("Madonna", "1",

"music", "webservices-20", "lite", devTag, "1.0") );
//
// Dump some data from Amazons database
for(int index = 0; index < productInfo.getDetails().length; index++)
{
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System.out.println("URL : " + productInfo.getDetails()[index].getUrl() +
"\nAsin : " + productInfo.getDetails()[index].getAsin() +
"\nProduct name : " + productInfo.getDetails()[index].getProductName() +
"\nCatalog : " + productInfo.getDetails()[index].getCatalog() +
"\nKey Phrases : " + productInfo.getDetails()[index].getKeyPhrases() +
"\nRelease Date : " + productInfo.getDetails()[index].getReleaseDate() +
"\nManufacturer : " + productInfo.getDetails()[index].getManufacturer() +
"\nDistributor : " + productInfo.getDetails()[index].getDistributor() +
"\nList Price : " + productInfo.getDetails()[index].getListPrice() +
"\nOur Price : " + productInfo.getDetails()[index].getOurPrice() +
"\nUsed Price : " + productInfo.getDetails()[index].getUsedPrice() +
"\nRefurbushed Price : " + productInfo.getDetails()

[index].getRefurbishedPrice()+ "\n");
}

}

Compiling the Generated Code and 
Modified Client
Now that we have made the necessary modifications to 
the AmazonSearchPortClient.java class, now you need 
to compile the generated code with the modified client. 
To do this, perform the following steps:

1. From the eXtendWorkbench main menu, select 
Project->Project Settings

2. Select Classpath/Dependencies tab 

3. Click Add Entry 

4. Click Browse and navigate to the 
eXtendWorkbench/compilelib directory. Select all 
of the following files 
(%SILVERSTREAM_XWB_HOME% is your 
Workbench install directory):

“%SILVERSTREAM_XWB_HOME%\com-
pilelib\jaxm-api.jar”
“%SILVERSTREAM_XWB_HOME%\com-
pilelib\jaxp-api.jar”
“%SILVERSTREAM_XWB_HOME%\com-
pilelib\jaxrpc-api.jar”
“%SILVERSTREAM_XWB_HOME%\com-
pilelib\jbroker-web.jar”
“%SILVERSTREAM_XWB_HOME%\com-
pilelib\saaj-api.jar”
“%SILVERSTREAM_XWB_HOME%\com-
pilelib\saaj-ri.jar”
“%SILVERSTREAM_XWB_HOME%\com-
pilelib\xerces.jar”

5. Click OK 

6. Click OK at the Project Setting dialog 

7. From the main toolbar, click the Build project and 
create archive icon. 

8. In the lower pane of the main eXtendWorkbench 
window, all files should be compiled and you 
should see a BUILD SUCCESSFUL message 
generated. 

Running the Test Client 
At this point, you are ready to run the test client. To do 
this, perform the following steps:

1. From the main eXtendWorkbench menu, select 
Project->Run Web Service Client Class

2. Click Run on the Web Service Client Runner 
dialog. You should see output similar to the 
following:

URL : 
http://www.amazon.com/exec/obidos/redirect?tag=web
services-20%26
creative=DIBLHQV6QXF19%26camp=2025%26link_co
de=sp1%26path=ASIN/B000002LND
Asin : B000002LND
Product name : The Immaculate Collection
Catalog : Music
Key Phrases : null
Release Date : 08 December, 1990
Manufacturer : Warner Brothers
Distributor : null
List Price : $18.98
Our Price : $13.49
Used Price : null
Refurbushed Price : null
J a n u a r y  2 0 0 3
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Wireless networks are
growing at an increasing
rate, and will continue to
do so.
New Year, New Beginnings

Gamal B. Herbon
Editor-in-Chief
Novell AppNotes
gherbon@novell.com

Welcome to the new year! To say that 2002 was a chal-
lenge to the high-tech industry is to understate things to 
the nth degree! The challenges were great, and they 
still are! However, the dawning of a new year brings 
new hope. I believe this year will show that things are 
turning around, both in high-tech and in the economy. 
Yes, I’m optimistic (some would say overly so), but I 
believe there are valid reasons for being that way!

More than Just Lemmings
First, strangleholds on markets are being weakened, 
and even broken in some cases. For instance, in the 
“big” Microsoft anti-trust case that played out at the 
end of last year, both sides are claiming victory! I can 
see both points of view, and don’t fully agree with 
either.

However, I do agree that some good has come out of 
this. Ordinary people I know (read “those who have 
nothing to do with IT or high-tech”) are becoming 
more aware of the many options that are available to 
them for operating systems and other software that 
they “thought” was the only thing available, or that 
they should use because it came “bundled free” on 
their PCs. These people are starting to ask for advice 
on different programs, and are taking a look at demos, 
shareware, and so on, to find out what their choices 
are. This is promising. The first point in educating 
Lemmings is to make them realize they are lemmings, 
and how to overcome that ingrained behavior pattern.

I have also seen this carry over into other areas, such as 
broadband services. Many more people are looking 
beyond their local telephone companies for broadband 
services, and are expecting better service, higher 
transfer speeds, and lower prices. A little knowledge is 
a powerful tool.

Tablet PCs
It has been interesting to watch all the hoopla lately 
about “tablet PCs.” Everybody under the sun wants to 

sell these things, but I don’t see any compelling reason 
as yet to rush out and buy one. To me this comes under 
the heading of, “We are telling you that you need it, so 
be a lemming and go buy one!”

Several people I’ve spoken to have mentioned that 
after suffering for years with carpal-tunnel syndrome 
or arthritis, the last thing they need is to try to use a 
stylus or pen. They prefer typing or using the mouse. 
Some have called the tablet PC an “over-priced, glori-
fied PDA.” While that might be a stretch, no one has 
yet made a compelling argument for everybody to own 
one—at least not that I’ve heard! If you want to write 
down something in your own hand, why not just use 
pen and paper? You don’t have to worry about system 
crashes, batteries, or accuracy of character recognition. 
And it’s a whole lot cheaper!

The Wireless World
Wireless networks are growing at an increasing rate, 
and will continue to do so. We have been spoiled here 
at Novell, as our offices and campuses are wired, and 
we have come to rely on these heavily. Visitors to our 
campuses are quite impressed that they can access the 
Internet without major hassles and thus get information 
they need (such as their email or iFolder files). Try a 
wireless network with your laptop when you get a 
chance! I think you’ll like what you see. If your wire-
less network is set up properly and using the right solu-
tion, security shouldn’t be a problem.

And Speaking of Security. . .
While I’m on the subject of security, this will probably 
be an even bigger issue this new year with the escala-
tion of tensions in the Middle East and with the threats 
of terrorism throughout the world. With this in mind, 
many high-tech companies are moving quickly into the 
security arena to provide solutions, services, and tech-
nologies to keep you and your data safer. 

The security market will boom starting this year and 
for the next decade as the bad guys get badder, and the 
good guys step up. More and more businesses will 
realize that security has an impact on their bottom line 
and will take appropriate steps to put down the threats. 
Look for many more security solutions that can help 
you and your business remain secure and growing. 

Yes, there will still be challenges this year, but the 
high-tech sector will step up to those challenges. Look 
to Novell to lead in the arena of information security 
and data exchange.

I hope this year is prosperous and rewarding for each 
and every one of you. As always, I anxiously await 
your feedback. Until next time, I’ll just keep 
rambling. . . 
n o v e l l . c o m / a p p n o t e s
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Nothing is foolproof to a
sufficiently talented fool.
Observations About Life, the 
Universe, and Everything
January is a time to sit back and ponder on some of the 
weightier issues we face in our otherwise harried and 
dreary existence on this planet. Here are some deep 
thoughts to get you started.

• Everyone has a photographic memory. Some just 
don’t have film. 

• I feel like I’m diagonally parked in a parallel 
universe. 

• A day without sunshine is like, well, night. 

• On the other hand, you have different fingers. 

• Change is inevitable, except from a vending 
machine.

• He’s not dead, he’s electroencephalographically 
challenged. 

• She’s always late. Her ancestors arrived on the 
Juneflower.

• I wonder how much deeper the ocean would be 
without sponges.

• Despite the high cost of living, have you noticed 
how it remains so popular?

• Nothing is foolproof to a sufficiently talented fool.

• You can’t have everything—where would you 
put it? 

• I just got lost in thought. It was unfamiliar 
territory.

• As long as there are tests, there will be prayer in 
public schools.

• The things that come to those that wait may be the 
things left by those who got there first.

• When you go into court, you are putting yourself 
in the hands of 12 people who weren’t smart 
enough to get out of jury duty.

• It is hard to understand how a cemetery raised its 
burial costs and blamed it on the high cost of 
living.

• Just remember . . . if the world didn’t suck, 
we’d all fall off.

More Horoscopes for Your 
Job Position

Customer Service: Bright, cheery, positive, you are a 
fifty-cent cab ride from taking your own life. As chil-
dren, very few of you asked your parents for a little 
cubicle for your room and a headset so you could play 
“Customer Service.” Continually passed over for 
promotions, your best bet is to sleep with your 
manager.

Consultant: Lacking any specific knowledge, you use 
acronyms to avoid revealing your utter lack of experi-
ence. You have convinced yourself that your “skills” 
are in demand and that you could get a higher paying 
job with any other organization in a heartbeat. You will 
spend an eternity contemplating these career opportu-
nities without ever taking direct action.

Recruiter/Headhunter: As a “person” that profits from 
the success of others, you are disdained by most people 
who actually work for a living. Paid on commission 
and susceptible to alcoholism, your ulcers and frequent 
heart attacks correspond directly with fluctuations in 
the stock market.

Middle Management: Catty, cut-throat, yet completely 
spineless, you are destined to remain at your current 
job for the rest of your life. Unable to make a single 
decision, you tend to measure your worth by the 
number of meetings you can schedule. Best suited to 
marry other Middle Managers, as everyone in your 
social circle is a Middle Manager.

Senior Management: (See above - Same sign, 
different title.)

Partner, President, CEO: You are brilliant or lucky. 
Your inability to figure out complex systems such as 
the fax machine suggests the latter.

Error Message of the Month

Disclaimer: Lightweight Access brings you humorous 
observations and refreshing diversions to give you a 
break from the daily grind. Opinions expressed here do
not reflect Novell’s official position on anything.
J a n u a r y  2 0 0 3
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This is the place to go for Novell competitive information: 
head-to-head product comparisons, reality checks, and 
positioning of Novell products against those from other 
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