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Letter from the Editor

1

Dear AppNotes Readers:

Welcome to the November 2002 issue of Novell AppNotes! First, I thank all of you for your continued 
support of the AppNotes and your interest in the topics we cover each month. I appreciate all of your 
feedback and share it with our staff. Your feedback guides us to change and to continually try to make 
things better for you, our readers.

As most of you have heard by now, Novell has  reiterated its one Net strategy with clarification on the 
items that make up that strategy. In alignment with this, our spotlight this month is on Novell Nterprise 
Branch Office. Our very own Kevin Burnett leads off with our key article entitled, “Novell Nterprise 
Branch Office: Remote Office Management Made Easy.”

In your ongoing quest for ZEN knowledge (no pun intended), Anand Sinha and Rajni Kant Lal provide 
“Understanding the Atlas Feature in ZENworks for Servers 3.” Next we have “Implementing Protocom’s 
SecureConsole in a Large Network,” by Jeff Clayton, followed by Lionel Bartlett’s contribution, “How 
You Can Improve the Quality of Novell’s Software.” 

In our Developer Notes section we have the next installment of Jeff Hanson’s popular series, “How to 
Build J2EE Applications Using Novell Technologies: Part 6.” Our final developer-related article this 
month is a piece by Ulrich Neumann, “How to Port an ANSI C/POSIX Application to NKS/LibC.”

As usual, we have all the sections that you’ve come to expect. This month, Jeff Fischer takes over our 
Network Novice section, and I think you’ll be pleased with what you see. I also want to welcome Morgan 
Adair back to the fold as the newest member of the AppNotes/DeveloperNet University team. As you may 
recall, Morgan started our former sister publication, Novell Developer Notes. Morgan will add a lot to our 
developer sections and to DeveloperNet University going forward.

On a more informational note, please be aware that BrainShare 2003 in Salt Lake City will be held the 
week of April 13-18. This is a change from the long-standing third week in March, so mark your calendars 
and plan now for this big event. I’m sure you won’t want to miss it.

Another item you might be interested in is Novell Press. The responsibilty for this entity was recently 
turned over to yours truly and team. We are making a lot of changes to Novell Press, and I think you’ll be 
pleased with the results. Please be patient as we get the Next Novell Press up and running. If you have any 
suggestions for Novell Press books, topics, ways we could do things better, and so on, please let me know. 
Stay tuned for more information.

Please feel free to send me your feedback via the website or by email to gherbon@novell.com.

Until next time,

Gamal B. Herbon
Editor-in-Chief

November 2002
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Kevin Burnett, Nancy Cadjan
Introduces Novell Nterprise Branch Office, an appliance-based solution for managing remote offices 
from a central location.

17 Understanding the Atlas Feature in ZENworks for Servers 3
Anand Sinha, Rajni Kant Lal
Explains the basics of the Atlas feature of ZENworks for Servers 3, which divides the itnernetwork 
map into a set of hierarchical maps for ease in viewing and managing devices in large networks.
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Provides insight into the design and deployment of Protocom’s SecureConsole product in a large-scale 
network environment, including various tips and tricks for a successful deployment strategy.
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Feature Article
NOVELL APPNOTES

Novell Nterprise Branch Office: 
Remote Office Management 
Made Easy

Kevin Burnett
Senior Research Engineer
Novell, Inc.
kburnett@novell.com

Nancy Cadjan
Technical Writer
Novell, Inc.
ncadjan@novell.com

Special thanks to Kelli Frame and Cindy Sanders of Novell for their assistance with this 
AppNote.

This AppNote introduces Novell Nterprise Branch Office, an appliance-based 
solution for managing remote offices from a central location. The Branch Office 
software combines with your hardware to create a Branch Office appliance that 
simplifies management of remote servers and printers, eliminates the need for 
backups at the remote office, and provides easier access to branch office users.

Contents:

• Introduction
• What is Novell Nterprise Branch Office?
• Key Features of Novell Nterprise Branch Office
• Requirements for Running Branch Office
• Setting Up the Appliance via the Wizard
• Conclusion

Topics branch office management, remote office management, 
network appliances, network management

Products Novell Nterprise Branch Office

Audience network administrators, installers, designers

Level beginning

Prerequisite Skills familiarity with remote office management concepts

Operating System NetWare 5.x, 6.x

Tools none

Sample Code no
w w w . n o v e l l . c o m / a p p n o t e s
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Introduction

Today’s corporate enterprises often maintain offices across the country and across 
the world. Corporations have both large and small offices that require essential 
services like network authentication, application access, printing, and data storage 
and backup. Employees who work in the larger offices with dedicated support 
staff typically have very good networking experiences. But employees in small 
branch offices without local support professionals can have a very disappointing 
experience because installing and maintaining the servers and infrastructure to 
support branch offices is a costly proposition that cash-conscious companies don’t 
want to invest in.

Consolidating services into a few key data centers can alleviate much of this 
problem, but it is not as easy as it sounds. Consolidation makes essential network 
resources less accessible to those working at the branch office. You want a 
solution that gives you an affordable, highly manageable way to meet networking 
needs at the outer reaches of your network. You want something that reduces your 
costs by simply making management easier.

In distributed enterprises, the only way to effectively manage the large number of 
network users and server appliances is through a directory. Spanning a wide area 
network (WAN) with a directory can create overhead issues related to 
synchronizing and managing directory data across the network.

Novell has created a solution for these branch office challenges. It’s called Novell 
Nterprise Branch Office, a network appliance which takes advantage of Novell 
eDirectory to centralize the management of users and servers at the outreaches of 
your network. As a result, you will enjoy greater control, simplicity, cost savings, 
and improved network performance.

What is Novell Nterprise Branch Office?

Novell Nterprise Branch Office (referred to as simply “Branch Office” for the 
remainder of this AppNote) is an appliance that is targeted at corporations who 
have satellite offices with users who require the same level of service as exists at 
the corporate office. That is, they need to be able to authenticate securely to 
network services, access their files, print, and be protected from losing data in the 
event of a mishap. Branch Office significantly simplifies the complex task of 
maintaining network services at geographically distributed offices.

A Branch Office installation consists of two parts: the branch office server, and 
one or more servers at the corporate site to support authentication and backup 
(we’ll call these “Central Office” servers). Granted, Branch Office servers can be 
run in standalone mode in the branch office, but this configuration will not offer 
all the advantages of having a Central Office server at the corporate site.
N o v e m b e r  2 0 0 2
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Branch Office also includes powerful authentication for secure communication 
between the Branch Office appliance and the Central Office server(s). This 
authentication provides a consistent level of security throughout the entire 
enterprise network. In addition, Branch Office allows backups to be done at the 
Central Office, releaving the worries of doing a daily backup at the branch office. 
Branch Office also utilizes automatic user access provisioning to provide instant 
access to file and print services.

What Problems Exist for Corporations Managing Branch Offices?
Remote offices incur several challenges. IS support managers typically experience 
the following challenges with their remote office:

• Cost. Typical WAN connections cost significantly more than an Internet 
connection.

• Backup. They need a reliable way to back up the data at the branch office.

• Training. They need trained network personnel to manage the branch site.

• Complexity. It is difficult to maintain a distributed directory in the field.

• Fault Tolerance. They need a reliable way of incrementally updating branch 
office data at another (central) site in case of a disaster at the branch office.

• Resource Consolidation. They need a good way to consolidate servers, 
storage, and applications.

If you are running up against similar challenges, read on. Novell Nterprise Branch 
Office may just be the solution you’re looking for.

How Does Nterprise Branch Office Solve These Problems?
Here is how Novell Nterprise Branch Office solves the above problems inherent 
to maintaining a remote office in a distributed enterprise:

• Cost. Branch Office is designed to use standard Internet connections, thereby 
eliminating the high cost of leased WAN lines.

• Backup. Branch Office allows you to centralize all your backups at the 
corporate office as part of your overall company backup/disaster recovery 
architecture.

• Training. With Branch Office, you don’t need to have trained personnel at the 
branch offices because the appliance can be fully administered from the 
corporate data center.

• Complexity. Network personnel at the central office are much more likely to 
have experience and expertise in managing a distributed network.

• Fault Tolerance. Using an open-source technology called RSync, Branch 
Office synchronizes changes from the branch offices to the corporate site on a 
daily basis, providing fault tolerance for all of your branch office users’ data. 
Using RSync technology, Branch Office initially does a full backup from the 
branch office to the central office. After that, delta block backups are done 
only to the data that changes, thereby reducing network traffic significantly.
w w w . n o v e l l . c o m / a p p n o t e s
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• Resource Consolidation. Branch Office consolidates resources by allowing 
several of your network needs to be accessible from a single “black-box” 
appliance.

Key Features of Novell Nterprise Branch Office

In addition to its scalability, Nterprise Branch Office provides directory-based 
security, manageability, and reliability. Several other key features make Branch 
Office an attractive solution for remote office management. Some of these 
features are outlined below.

User Access Provisioner
User Access Provisioner synchronizes users from the corporate LDAP server to 
the Branch Office appliance for instant access to file and print services at the 
branch office. This can be likened to an “authentication cache” on the branch 
office appliance. Once a user logs in, a copy of his/her credentials is stored on the 
local appliance for fast, local authentication. (This is a Novell patent-pending 
technology.)

RSync
RSync is an open source utility incorporated into Branch Office that copies delta 
changes from branch offices back to a centralized server at the corporate office. 
RSync provides fast incremental file transfer. Transferring files to the central 
office using RSync eliminates the need for local backups and increases your 
disaster preparedness since a copy of your data and user accounts exists in 
another location.

Note: Novell recommends that the corporate server be configured in some sort of fault 
tolerant configuration (such as a cluster) so that your central data store is 
protected against loss on the corporate side.

For more information on other functionality that is available when using RSync 
technology, see the RSync Web site at http://www.rsync.org.

Printing via Novell iPrint
Printing with Branch Office is done via iPrint, the award-winning Internet 
printing solution that also ships with NetWare 6. With iPrint as the basis for the 
Branch Office printing system, configuring printing has never been easier. You 
can set up access to printers from the Branch Office appliance or via the Web 
Administrator utility. From Novell Nterprise Branch Office Web Administrator, 
you can do the following printing-related tasks:

• Add a printer

• Remove a printer

• Modify a printer’s properties

• Manage a printer

• Manage print jobs

• Add printer drivers
N o v e m b e r  2 0 0 2
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For details on configuring printing in Novell Nterprise Branch Office, see the 
online documentation at http://www.novell.com/documentation/lg/nbo.

Centralized Management
Centralized management fits in well with the basic idea of a central office/branch 
office model. Most large companies have a main office where their primary server 
center is located. They also have several field offices scattered around the world. 
In this scenario, the main office would be the central office and all the field offices 
would be the branch offices.

Nterprise Branch Office provides a low or almost no maintenance appliance- 
based solution for managing these branch offices. The employees at the branch 
offices do not need to worry about the administration of the appliance, since it can 
be administered by IS personnel in the central office via the Internet using Branch 
Office Web Administrator. In addition, the central office IS people can administer 
services such as backing up the appliance’s data and printing.

File Protocol Support
Branch Office supports many file protocols to allow native storage access for any 
type of client on your network, including Novell, Windows, and Web-based 
clients. The protocols supported are:

• NetWare Core Protocol (NCP)

• File Transfer Protocl (FTP)

• HyperText Transfer Protocol (HTTP)

• Microsoft’s Common Internet File Protocol (CIFS)

• UNIX’s Network File System (NFS)

• Apple’s Apple File Protocol (AFP)

This means that no matter how your employees currently access their data, they 
can continue to use the same method with Nterprise Branch Office. And they can 
access these files using the Novell client, Microsoft client, UNIX client, or 
through a Web browser using the Nterprise Branch Office Portal.

Portal Access
With Branch Office, you have the ability to select the corporate name and logo 
you want to appear in the upper-left corner of the Branch Office Portal. This name 
and logo will be seen by end-users. You can also select a list of shared links that 
will be displayed in My Web Links in the Branch Office Portal. This is useful if 
your company has links that everyone in the company accesses frequently, such as 
your corporate home page or benefits page. You can also create a new Web page 
and customize it with gadgets.
w w w . n o v e l l . c o m / a p p n o t e s
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Configuration from a File or Disk
You can export (save) appliance configuration settings to a configuration file and 
import (apply) them. This can be useful if you are setting up several appliances 
with the same basic configuration. You could set up one appliance and then export 
the appliance configuration to a file, change the IP address and name for each new 
server, and import the modified configuration file on the other appliance. 

Compatibility with Existing Backup Solutions
If you already have a backup system set up at your branch offices, you can 
continue using that solution instead of replicating changes to the corporate office 
and doing backups there. It’s as simple as checking a box to enable backup and 
replication to your current Novell tape backup solution.

Requirements for Running Branch Office

Novell Nterprise Branch Office is a software-only solution that can be set up on 
your choice of hardware. However, it is highly recommended that you use 
hardware that has been tested and approved by Novell. This way Novell can 
guarantee that your hardware will work as seamlessly as possible with Branch 
Office software.

Hardware Requirements for the Branch Office
The minimum hardware requirements for the Branch Office appliance are as 
follows:

• Server class PC with a a Pentium II or AMD K7 processor or better (Branch 
Office support multi-processor machines with up to 32 processors)

• 512 MB of RAM minimum (1 GB recommended)

• SVGA display adapter and monitor, with connecting cable

• Only one NetWare-certified PCI or built-into-motherboard network card , 
with standard network cable

• Standard PC keyboard

• USB, PS/2, or serial mouse (recommended, but not required)

• 9 GB hard disk storage minimum (if you are using SCSI or RAID drivers, 
make sure they are initialized prior to installation)

• Bootable CD-ROM drive and floppy drive for loading the Novell Nterprise 
Branch Office appliance software

• IP address, subnet mask, and (optional) gateway address for the appliance’s 
eth0 network card

• DNS server address (if you do not have a DNS server address, the appliance 
status will show an alert, but the appliance will still function)

You will also need a workstation for accessing Branch Office Web Administrator. 
This workstation must be running  Windows Internet Explorer 5.0 or later with 
Java Virtual Machine (JVM) from Microsoft or Sun loaded and have access to 
subnet that the appliance is on.
N o v e m b e r  2 0 0 2
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Hardware Requirements for the Data Center
The minimum hardware requirements for the data center are as follows:

• One server running either NetWare 6 with Support Pack 2, or NetWare 5.1 
with Support Pack 5 and eDirectory upgraded to 8.6.2 SP2 or later, and 
Netware JVM 1.3 (you must have administrative rights to this server)

• (Optional) One NetWare 6 server with SP2 or later for backing up data to the 
central office using RSync software (you must have administrative rights to 
this server)

• (Optional) An LDAP-enabled eDirectory tree running DS 8.6.2 SP 1 or later 
with simple passwords assigned to all users (you must have administrative 
rights to this server)

• The following ports open on the firewall:

You’ll also need a workstation running the latest Novell Client, ConsoleOne 1.3.3 
or later, and (optional) iManager 1.5 for enabling simple passwords for all users.

Software Components of Branch Office
Branch Office includes two CDs: the Nterprise Branch Office Central Office CD 
(referred to as the Central Office CD) and the Nterprise Branch Office Soft 
Appliance CD (referred to as the Soft Appliance CD).

Port Used For

20 FTP

21 FTP

80 HTTP

111 NFS

443 HTTPS

631 IPP (Printing)

636 LDAPS

873 RSync

1229 ZENworks for Servers Tiered Electronic Distribution

2049 NFS

2121 FTP administration

2222 Web-based administration utility

8080 iManager
w w w . n o v e l l . c o m / a p p n o t e s
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Central Office CD.  The Central Office CD includes software that needs to be 
installed on your central office server if you are using LDAP authentication or if 
you will be backing up to the central office server. This software includes:

• NICI v2.4.1 (Novell International Cryptographic Infrastructure server 
software)

• NMAS v2.1 SE (Novell Modular Authentication Service)

• Novell iManager 1.5

• Novell eDirectory 8.6.2 SP2

• RSync

Soft Appliance CD.  The Soft Appliance CD is an autorun CD that images and 
initializes your appliance hardware when the CD is loaded as the hardware boots 
up. You can remove the CD after the appliance has been initialized.

Warning: If you insert the Soft Appliance CD during boot up, your hardware will 
be re-initialized and all your settings and data may be lost.

Setting Up the Appliance via the Wizard

Branch Office Web Administrator runs a wizard the first time you access it 
through a Web browser (see Figure 1). 

Figure 1: The Novell Nterprise Branch Office setup wizard.
N o v e m b e r  2 0 0 2
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The wizard helps you configure the basic appliance settings you need to get up 
and running, including the User Access Provisioner and RSync. You then have the 
ability to further administer the appliance, user accounts, and file access using 
other pages in the Branch Office Web Administrator.

Managing the Appliance
Branch Office can easily be configured and managed to work with your existing 
network. You can manage IP addresses, file access protocols, user authentication, 
and administrative access. In addition, you can set up printers, data replication, 
and date and time on the appliance. The best way to manage the appliance is with 
the Branch Office Web Administrator.

There are four icons at the top of the Branch Office Web Administrator. The first 
selects the Configuration (default) screen, as shown in Figure 2.

Figure 2: Branch Office Web Administrator Configuration panel.

The Configuration Panel allows you to configure many system parameters, 
including the following:

• IP settings

• Date and Time settings

• Import/Export configurations to/from a floppy disk

• Backup and Replication settings

• Portal Administration

• iPrint settings

• Upgrade settings
w w w . n o v e l l . c o m / a p p n o t e s
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The second icon selects the File Access Panel, as shown in Figure 3.

Figure 3: Branch Office Web Administrator File Access panel.

The File Access panel allows you to do the following:

• Copy a file

• Upload a file to the appliance

• Download a file from the appliance

• Create a new folder

• Delete a file or folder

• Rename a file or folder

• Set properties for a file or folder

• Assign rights to volumes, folders, and files

• Set user access rights to a volume, folder, or file

• Work with the Trash, including restoring files and folders, emptying a 
specific file or folder version from the trash, and emptying all versions of a 
specified file or folder
N o v e m b e r  2 0 0 2
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The third icon selects the User Access panel, as shown in Figure 4.

Figure 4: Branch Office Web Administrator User Access panel.

User accounts can originate from several potential sources, depending on the 
authentication options you are using. You can create them on the appliance, 
import Windows NT users, or provide access to UNIX users. After you create the 
user accounts and grant them access to the appliance, users can access the files 
stored on the appliance. 

The User Access screen allows you to do the following:

• Create a new user

• Create a new group

• Modify a user’s attributes

• Modify a group’s attributes

• Delete a user

• Delete a group

• Import users

• Import groups
w w w . n o v e l l . c o m / a p p n o t e s
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The fourth icon selects the Monitoring and Statistics panel, as shown in Figure 5.

Figure 5: Branch Office Web Administrator Monitoring and Statistics panel.

As an administrator, you will want to periodically check the health of your Branch 
Office appliance. Also, you might need to troubleshoot network conflicts or other 
issues on the appliance. The Monitoring and Diagnostics panel helps you with 
such tasks as checking the appliance’s health status and gathering information 
about disk status and disk usage.

The Branch Office appliance conducts several tests to make sure that your 
appliance is configured correctly. The appliance health status is displayed with the 
Status icon in the upper-left corner of the browser-based interface. When the 
appliance is correctly configured, the status is Green. When there are problems 
that do not stop the appliance from its basic functions but which might mean that 
the appliance is not optimized, the status is Yellow. When there are serious 
configuration issues that impede the appliance, the status is Red.

In addition to the appliance status, the following items may be monitored:

• Memory and CPU usage

• Network connections

• Network traffic

• Appliance storage capacity

• IP utilities such as Ping
N o v e m b e r  2 0 0 2

15



A
pp

N
ot

es
Conclusion

Novell Nterprise Branch Office provides an effective solution for allowing the 
administration of branch offices from a central location. With Branch Office, you 
can back up data from the branch office to the central office. The central office 
provides redundancy for the branch office should anything ever happen to the 
Branch Office appliance.

Copyright © 2002 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
their respective companies or distributors.
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This AppNote explains the basics of the Atlas feature of ZENworks for Servers 
(ZfS) 3, which divides the internetwork map into a set of hierarchical maps for 
ease in viewing and managing devices in large enterprise networks.

Contents:
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• Customizing the Device Information
• Conclusion
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Introduction

The discovery system in Novell ZENworks for Servers (ZfS) 3 allows you to 
discover various network entities such as routers, printers, servers, and 
workstations. (For more information, see “How to Configure and Customize the 
Discovery System in ZENworks for Servers 3” in the October 2002 issue of 
Novell AppNotes, available online at http://developer.novell.com/research/
appnotes/2002/october/04/a021004.htm.) Traditionally, most network 
management systems (including ManageWise) display the internetwork map as a 
monolithic page, grouped by networks, which is not very easy to comprehend in 
the case of large enterprise networks.

ZfS introduces the concept of an “atlas” to replace the old monolithic type of map. 
The ZfS Atlas divides the internetwork map into a set of hierarchical maps. The 
concepts followed are similar to those found in a road atlas, where a map of a 
country is divided into maps of states. The top level of the ZfS Atlas displays the 
view of the Wide Area Network (WAN) structure of the network. LAN-connected 
areas across the network interconnected via WAN segments form the second-level 
hierarchy.

This AppNote discusses the formation logic and representation of the entities 
displayed in the ZfS Atlas. It also discusses some special views and actions in 
ConsoleOne that will assist you in using the ZfS Atlas.

Formation and Representation of Network Entities

The ZfS discovery system scans the network and collects information about the 
devices according to the scope specified by the user. The following sections 
describe the formation and representation of the various network entities.

Formation and Representation of Nodes
A node is displayed in the map, provided the network address of this node is 
specified in the scope of the discovery. Additional information, such as operating 
system, services running, and implemented SNMP MIBs, helps the Atlas to 
provide a correct representation of the device in the map.

Figure 1 displays the icons used to represent a node. If a node features in more 
than one category, the icon listed earlier in the list takes priority. For example, 
if an IP Router is also an RMON Agent, the icon for IP Router is displayed for 
that node.
w w w . n o v e l l . c o m / a p p n o t e s
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Figure 1: Icons used to represent nodes in ZfS 3.

A device is identified by a variety of names. For example, the machine 
10.10.10.10 may be known as x.provo.novell.com, or as cn=xyz,ou=zfs,o=novell, 
or as sysName_x. Further, the administrator might want this machine to be 
displayed as “Root server for Building 1” in the map. ZfS Atlas applies the 
following simple rule to determine the name that should be displayed in the map.

Select the first available name in order, as given in the following list:

1. Name defined by the user (you can define this name by renaming the object)
2. Name to which the machine’s IP Address resolves using DNS
3. Name of the server in the eDirectory tree to which the server belongs
4. Name fetched by querying the SNMP tables
5. IP address
6. IPX address

Depending on the logic ZfS applies to select an icon and a name for the 
discovered devices, the name and the icon of a device may change when the ZfS 
Discovery System discovers additional information about the device.

The list of information displayed when a node is expanded depends on the SNMP 
MIBs implemented by the node. The information in the expanded list would 
therefore vary from one device to another. Figure 2 displays the hierarchy when a 
managed Windows NT server is expanded.
N o v e m b e r  2 0 0 2
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Figure 2: An expanded Windows NT Server.

Formation and Representation of Segments
The discovered nodes are grouped together to form segments. These segments are 
based on the network numbers of the nodes. The discovery system tries to group 
all machines in a related network together. For example, in an Ethernet 
environment, all the machines in the same “collision domain” are grouped 
together to form a segment. Similarly, in an FDDI environment, all machines in 
the ring are grouped together to form a segment.

If the network has switch devices, the segments represent the ports of the switch. 
For example, if there is an 8-port switch on the network with four machines 
connected to each port, ZfS Atlas displays eight segments. Each segment displays 
five machines, which includes the four connected machines and the switch itself.

The segment is represented by one of the icons listed in Figure 3. The icon that 
represents the segment depends on the media type of the segment.
w w w . n o v e l l . c o m / a p p n o t e s
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Figure 3: Icons used to represent segments.

The segment name depends on the network number of the machines that are 
grouped together in that segment. For example, if a segment has machines 
belonging to network numbers 200.200.200.0 and 200.200.201.0, the name of the 
segment is displayed as “200.200.200.0 200.200.201.0”. 

The segments that represent the ports of a switch device are named slightly 
differently. The set of network numbers is prefixed by the IP address of the switch 
and its appropriate port number. For example, a segment is named 
“200.200.200.10 #5 200.200.200.0” if it represents the port number 5 of a switch 
with IP Address 200.200.200.10. However, you can rename the segment to suit 
the specific needs of your organization.

Formation and Representation of Connections
The discovery of connecting devices such as routers and switches helps in 
determining the connectivity between the segments. For example, if a router is 
responsible for routing packets between segments A and B, ZfS Atlas displays the 
information that segments A and B are connected via the router. Similarly, ZfS 
Atlas also displays the connectivity between a switch and the segments that 
represent a port of that switch.

Connectivity is represented through lines drawn between the devices and the 
segments. Figure 4 shows an example of router connectivity.

Figure 4: A router connecting multiple segments.
N o v e m b e r  2 0 0 2
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Figure 5 shows an example of switch connectivity.

Figure 5: A switch and its switch port segments.

In some cases, a switch or hub may not be discovered by the discovery system 
because the device is not SNMP-enabled, or the valid SNMP credentials are not 
supplied to the discovery system. When the discovery system tries to determine 
the connectivity, it may deduce that there should be a switch connecting the 
segments. In such cases, it introduces a special device called the “Virtual Switch”. 
The only purpose of this device is to display a meaningful connectivity between 
the segments. This device cannot be used for managing your network because the 
IP/IPX address of this device is unknown.

The icon used to represent this device is same as that of a switch. These switches 
are named as “Switch on xxxx” where xxxx represents a network number.

Formation and Representation of Area Pages
The discovery of segments in the network and their connectivity helps in grouping 
the machines into Area pages (also known as “campuses”). An Area page is a 
group of segments and devices in a LAN-connected area.

The ZfS Atlas can display the following three types of pages:

• LAN Area Page. A LAN Area page represents a geographical location of the 
network. For example, if your organization has offices located in different 
buildings or cities, ZfS Atlas divides the network into multiple LAN Area 
pages. Each LAN Area page represents an office at a different location. ZfS 
divides the network into LAN areas on the basis of the WAN segments.
w w w . n o v e l l . c o m / a p p n o t e s
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A LAN Area is named by the WAN router that connects maximum number of 
segments. If the LAN area does not have any WAN routers, the area is named 
after the LAN router (or switch) having maximal connectivity. You can 
rename the area page to suit the specific needs of your organization. 

• WAN Page. The WAN page represents the WAN structure of the network. 
The WAN page displays the connectivity between various LAN pages using 
the WAN routers and segments. 

• Islands Page. The Islands page is a special page that displays all the 
segments for which the connectivity is not yet determined. If a router or 
switch that connects some of the segments in Islands page is discovered, these 
segments are moved from the Islands page to an appropriate LAN Area page.

Figure 6 provides an example of connectivity displayed in a typical WAN page. It 
also enlists the icons for the different types of area pages.

Figure 6: A WAN page showing connected LAN Area pages.

Representation of the Entire Network in ConsoleOne

ZfS 3 uses ConsoleOne to display the network information that we have discussed 
in the previous sections. 

Special Subtree Structure (Different Namespace)
All the management site servers installed in the tree (that you are currently logged 
in to) are listed under “ZfS Sites”. The “ZfS sites” is a different subtree than the 
NDS Namespace. Each ZfS site has an “Atlas” object, which groups all the Area 
pages in the internetwork. The internetwork is limited by the scope that has been 
set for the discovery system for the site.
N o v e m b e r  2 0 0 2
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When you expand an Area page, all the segments and the connectivity devices 
(routers and switches) are displayed. The segments can be expanded to list the 
nodes that are contained within the segment. The nodes can be expanded to 
display the manageable information.

To obtain an accurate (real-time) reading of the manageable state of a node, use 
the “Probe Manageability” option on the device.

You can also manage a server using the NDS Namespace. When you expand an 
NCP Server object, you can see the same information that is displayed in the “ZfS 
sites” subtree. Because the other entities (such as routers, switches, and segments) 
are not represented in eDirectory, you must use the ZfS Namespace to manage 
them.

The left pane of the screen shown in Figure 7 represents the ZfS Namespace. The 
right pane represents the behavior of the Server object as seen in the NDS 
Namespace. Observe that the same server can have different names in the two 
namespaces.

Figure 7: A node as seen in the ZfS Namespace (left pane) and in the NDS Namespace 
(right pane).
w w w . n o v e l l . c o m / a p p n o t e s
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Atlas View
You can view the segments and the Area pages as an Atlas View. The Atlas View 
displays the connectivity details in a graphical manner. It allows you to choose a 
background image for the view (use File > Import to choose the background 
image when the Atlas View is up). 

The ZfS Atlas uses a variety of algorithms to provide the best possible layout for 
the devices on the screen. You can change the layout to suit the specific needs of 
your organization (select and drag a node to any location). For example, you can 
select a country map as the background and place the routers/segments/pages at an 
appropriate location to help you identify them more easily. You can revert to the 
default layout pattern using the View > Layout in the Atlas view.

The Atlas View also helps you identify any faults in the network. Devices affected 
by an alarm are indicated by different colors. The indication is displayed 
hierarchically up the grouping order. For example, if a printer has a critical alarm, 
the Atlas View displays the printer with a different color (for example, red). Also, 
the segment on which the printer is located, as well as the Area page that contains 
the segment, are indicated with the red color.

Figure 8 represents an Atlas View with a background image and alarm indication.

Figure 8: An Atlas View with a background image and alarm indications.

Figures 4, 5, and 6 are also examples of the Atlas View.
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Locating an Object
Locating an object becomes more tedious as the number of discovered devices 
grows. A simple way to locate an object is by using the “Find” feature (select 
View > Find). This allows you to find the node by any of the names that the 
device is addressed by. You can search by name, IP/IPX address, or by the MAC 
address. You can also locate an object by verifying whether that particular view 
allows you to directly navigate to the required device. For example, the Alarms 
view allows you to jump to the node that is affected by the alarm. Other views, 
which display data about nodes in tabular format, allow you to perform an action 
on the node by selecting the particular row.

Viewing All Devices of a Similar Type
In some scenarios, it may be useful to view all the devices of a particular type in a 
single view. For example, you may want to list all the printer devices in a single 
view to monitor them for any alarm conditions. You can select the “Unified 
Services View” to do this. This view lists all the devices based on the criteria you 
specify, and indicates the most severe alarm on that device. The Unified Services 
View also helps you in single-click navigation to the object in the map.

Customizing the Device Information

The ZfS Auto-Discovery feature uses a variety of techniques to obtain 
information about a device. You can use the Database Object Editor (DOE) to 
modify information for the discovered devices. For example, if the operating 
system of a server has been discovered as “Unknown”, you can modify the 
information to a more descriptive label such as “Windows-2000”. Such changes 
are effective only in the ZfS database, and not on the device. For example, if you 
modify the IP address of the server (using the DOE feature) from 10.10.10.10 to 
10.10.10.11, the IP address of the actual device will remain unchanged.

ZfS uses a Sybase database to store all the information about the maps. It is a good 
idea to make a backup copy of this database after you have customized the layout 
and other information. The “Database Administration” tab on the ZfS Site Server 
property page allows you to make a backup of the topology information on the 
server. The backed-up database also contains a snapshot of all the alarms and 
other settings at that time.
w w w . n o v e l l . c o m / a p p n o t e s
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Conclusion

This AppNote has explained the formation logic and representation of various 
network entities within the ZfS Atlas. It has also discussed some special views 
and actions you can perform in ConsoleOne. This information should help you 
use the Atlas feature in ZENworks for Servers 3 more effectively.

Copyright © 2002 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
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including photocopying and recording, for any purpose 
without the express written permission of Novell.
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This AppNote provides insight into the design and deployment of Protocom’s 
SecureConsole product in a large-scale network environment, including various 
tips and tricks for a successful deployment strategy.
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Introduction

Protocom Development Systems’ SecureConsole is a Novell-endorsed third-
party console security application that adds the highest level of control and 
accountability to NetWare servers. One of the biggest reasons for implementing 
SecureConsole in most environments is its ability to greatly limit access to 
NetWare’s internal command functionality once console access has been granted.

Although there have been several successful deployments of SecureConsole 
around the world, none thus far seems to have addressed the issues and concerns 
around doing so in a large network environment with thousands of users. The 
purpose of this AppNote is to explore the various issues you might encounter 
when implementing SecureConsole in such an environment. In doing so, I’ll use a 
fictitious “intergalactic” network to demonstrate a sample design and deployment 
strategy used in a real-life implementation.

Large-Scale Design Issues

When it comes to enterprise-wide product deployment, most organizations follow 
the standard strategy of: “open box, insert CD, click Install.” Unfortunately, this 
method will only suffice for organizations with fewer than 50 users. As you move 
up the scale to several thousands of users, this deployment method quickly 
becomes impractical.

To provide a framework for discussing the design issues involved in a large-scale 
product deployment, travel with me to a networked galaxy far, far away in which 
a large but scattered group of rebels has banded together to fight for freedom and 
justice against the evil empire (with apologies to George Lucas). They enlisted my 
services to assist them in implementing a highly secure, remote console access 
solution.

It wasn’t long before we ran into several unexpected obstacles, the biggest of 
which were:

• A serious lack of network administrative control

• A geographically-sparse tree design

• A locked-down, automated procedure for third-party application deployment

The following sections present our combined thinking regarding these 
deployment hurdles.

Centralized vs. Decentralized Administration
One of the hardest obstacles to overcome in the deployment of an enterprise-wide 
application lies deep in the structural heart of management distribution. In a 
perfect world, all IT administration is handled from a centralized location. 
Granted, you may have a few remote field technicians running around doing 
server repairs and the like, but as far as administrative duties (user additions, 
deletions, modifications, and so on) are concerned, you're better off if they are 
performed entirely by one core group of people.
N o v e m b e r  2 0 0 2
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Unfortunately, more and more organizations today seem to be drifting away from 
this basic principle, embracing instead the lost art of decentralization. Our rebel 
friends are no exception to this line of thinking, for they have chosen to spread 
their administrative duties from one end of the galaxy to the other. Figure 1 
presents a bird’s-eye view of how their network administration is handled.

Figure 1: Administrative control layout of the sample tree.

As you can see, every entity (planet) has staked its claim in a mass effort to 
maintain localized control over the independent regions. Here is how the rebels 
have set up the administrative rights in the JEDI tree:

• The galactic administrator (GALAXYADMIN.JEDI) has full supervisory 
object and property rights from JEDI downward.

• The planetary administrators have full supervisory object and property rights 
from their respective containers downward.

Unfortunately, this control is limited in regards to the actual functions which can 
or cannot be performed, even within each planet's own territory. For example, the 
roving Endorian field staff has full NDS and file system rights to every server on 
Endor, and some staff members even have rights to create or insert new servers 
into the global JEDI tree. However, they have no rights on any other planet, nor 
do they have the ability to perform simple administrative tasks such as user 
creation and modification. These procedures are reserved soley for the folks at the 
rebel base.
w w w . n o v e l l . c o m / a p p n o t e s
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After some discussion, we decided to employ a multi-profile design using 
SecureConsole. Doing so will provide a more granular security approach, as 
opposed to housing all data inside one central object. This design is summarized 
as follows:

• Galactic Security Control. Console access to every server in the JEDI tree is 
granted via group membership to the SC-SECURITY.JEDI object. Aside 
from any exceptions, only the GALAXYADMIN.JEDI group will be a 
member of this profile.

• Planetary Security Control. Console access to every server on each planet is 
granted via membership to the regional SC-SECURITY.<planet>.JEDI 
object. Currently only the planetary admin groups will be members of this 
profile.

Once we crossed this first hurdle, our next task was to research the best possible 
method for deploying the application itself.

Application Rollout
Our solution to this hurdle was to have the remote field staff—from Dagobah to 
Tatooine—not install software straight from the factory-supplied media. Instead, 
custom developed in-house CDs would be distributed among all regions. These 
CDs will contain all approved third-party applications, which will be installed via 
scripts written by the in-house integration staff.

Design Recommendations

Here is some additional information about the design recommendations we 
arrived at.

Advantages of Profiling
The ability to control everything from console access to NLM execution can be 
granted via multiple avenues. Given the excellent security and scalability of 
Novell’s eDirectory, it makes perfect sense to harness the full power of this 
directory service. Protocom grants this capability by providing the ability to create 
profile objects. Two types are supported: Security objects and Configuration 
objects. 

The sole responsibility of the various SC-SECURITY objects is to control all 
remote access to the console. It is here that both users and groups can be granted 
specific rights to the console prompt, such as what screens can be accessed, what 
NLMs can be loaded, and even how many users can access the console remotely 
at any given time.

The responsibility of the SC-CONFIG object is to provide all server-centric 
configuration information to every server running the SecureConsole agent 
(SECURCON.NLM). Through this object, every feature—from auditing to login 
caching, even the type of NetWare console screensaver—can be configured in one 
central place.
N o v e m b e r  2 0 0 2
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Although both of these functions may be combined into a single object, they 
should remain separate for deployment in a large environment. When you have 
multiple profile objects, it is strongly recommended to employ just one master 
configuration object. This will aid not only in centralizing the front-end 
administration, but also in maintaining the back-end configuration file as well.

During both the initial and subsequent rollouts, the installation can be scripted to 
automatically point each new server at the root configuration profile. Figure 2 
illustrates this particular strategy.

Figure 2: SecureConsole Profile object layout.

Placing the SC-SECURITY object at each regional (or in our case, “planetary”) 
location accomplishes two key tasks:

• It allows for more granular control of console access rights, as opposed to just 
having one object directly off [Root].

• It creates a more administrative-friendly environment for rights management.

Once these objects are put into place and properly configured, it’s time to assign 
rights for all affected users.

JEDI_TREE

O=JEDI

OU=DAGOBAH OU=HOTH OU=ENDOR OU=TATOOINE

SC-CONFIG

SC-SECURITY

SC-SECURITY SC-SECURITY SC-SECURITY SC-SECURITY

The Config Profile will only exist at the [ROOT].
Security Profile objects will be located only at the state and [ROOT] levels.
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Group Security
Most astute network administrators take advantage of groups to make 99% of all 
rights assignments, both at the file and directory levels. Fortunately for me, the 
rebellion leaders readily endorsed this approach. Although we will be creating 
some additional groups down the line to accommodate administrators with special 
needs, we only use the existing security groups for now. Below is a table 
highlighting the current rights assignments:

Sample Deployment Strategy

This section describes the deployment strategy used in our example scenario.

Use of .IPS Files
Protocom supports an assortment of methods for installing SecureConsole into 
your environment, the more common of which is the use of Novell’s ConsoleOne. 
Although this is the preferred method, that does not necessarily imply it is 
designed for implementation in a large environment.  In fact, entirely the opposite 
is true.

Granted, using ConsoleOne to deploy the initial code provides a nice GUI 
playground to do so. However, this makes several assumptions, one of which is 
that the deployer has already installed the proper snap-ins to his/her workstation. 
By utilizing the power of a simple .IPS script file instead, the installation can be 
entirely automated on the back end. A sample .IPS file is shown below.

Admin Type Group Name Assigned Rights SC Rights

Galactic Admin GALAXYADMIN Full S to object 
and property

SC Admin 
equivalent

Planetary Admin DAGOZONE Full S to object 
and property to 
Dagobah down

Non-SC Admin

ENDOZONE Full S to object 
and property to 
Endor down

Non-SC Admin

HOTHZONE Full S to object 
and property to 
Hoth down

Non-SC Admin

TATOZONE Full S to object 
and property to 
Tatooine down

Non-SC Admin
N o v e m b e r  2 0 0 2
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@Version 3.4.4
@SyntaxVersion 1.03
; 'CoPyRiGhT=(c) Protocom Development Systems Ltd. All Rights Reserved.'
; VeRsIoN=3.4.4
; Secure Console Novell IPS Install Script for INSTALL.NLM
;**********************************************************************
; Language file set declaration
;**********************************************************************

@Fileset
Class: OPTIONAL
Description: 'SecureConsole For NetWare'

Help: '!! IMPORTANT !! This option copies and sets up the SecureConsole program
files. If you are upgrading from a previous version please ensure you have taken
backups of your SECURCON.CFG, SECURDWN.HLP and SECURCON.HLP files as these will
be overwritten during the upgrade. If an existing database is found, you will be
asked to confirm whether it should be overwritten. If you have any difficulty
installing SecureConsole, please contact 24 hour technical support on US
1800\\581\\3502 or support@serversystems.com'

Name: SCNLMS
Bytes: 1800000

CopyToServer 'SYSTEM\\SECURCON', 'NLM\\*.*', '', 'Secure Console Installation
Diskette'
ProductRecord SECURCON, 1, '(CompanyName) - Secure Console for NetWare'
ProductRecord SECURCON, 0, 'V3.4.4'
ProductRecord SECURCON, 4, 'SYS:SYSTEM\\SECURCON\\SCREMOVE'

command 'ICMD'
CONSOLE 'SYS:\\SYSTEM\\SECURCON\\SCDEPLOY.NCF', 3
CONSOLE 'DEL SYS:\\SYSTEM\\SECURCON\\SCDEPLOY.NCF', 1
@EndFileset

@Fileset
Class: OPTIONAL
Description: 'Protocom SLP Server

Help: 'This module install Protocom's SLP server.'

Name: SLNWSLP
Bytes: 11000

CopyToServer 'SYSTEM', 'SLP\\*.*', '', 'Protocom SLP Diskette'
ProductRecord SLNWSLP, 1, 'Protocom SLP Module'
ProductRecord SLNWSLP, 0, '1.80d'
@EndFileSet

A few key items need to be pointed out in this example file:

• Vendor-specific SLP.   This is not a replacement for Novell’s SLP service; 
rather, it is an enhanced SLP Server-service used by Protocom to register 
services specific to the SecureRemote portion of the product. In addition, this 
product is listed as “Optional,” as it is only required if you decide to deploy 
the SecureRemote client.
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• SCDEPLOY.NCF.  The original script provided by Protocom calls 
SCINSTAL.NLM. The problem is that no switches can be passed using 
Novell’s standard EXEC statement. By using the CONSOLE command, you 
can embed all necessary switches into an .NCF file, subsequently calling this 
from with the primary .IPS file.

Auto-Scripting
Now that we’ve generated our .IPS file, it’s time to address the final issue: 
location-specific object calls. As previously stated, every planet has its own 
security object in the tree, and therein lies the problem. We can’t just create a 
master file distribution area and set all servers to launch a particular executable. 
Doing so would configure every SC-server object to point at one global security 
profile, create a massive tear in the universe. This would not be a good thing.

A much more acceptable workaround is in the implementation of a 
planetary-specific .NCF file, as shown below. (This example is specific for 
Dagobah.)

LOAD SYS:\SYSTEM\SECURCON\SCINSTAL.NLM /q /m /c /1 /2 /5 /6 /r /4
/E<emergency user> /O<emergency password> /x.SC-CONFIG.JEDI
/y.SC-SECURITY.DAGOBAH.JEDI

Here is a quick explanation of the pertinent options in the above command line:

• /q = Launch SCINSTAL in quiet mode

• /E = Defines emergency username

• /O = Defines emergency user password

• /x = Configures location for Configuration Profile object

• /y = Configures location for Security Profile object

There are several advantages to implementing the above script. The most obvious 
is that it’s user proof. The less intervention that is required by the end user 
(implementer), the less chance there will be of a mistyped password or improperly 
configured profile object.
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Conclusion

This AppNote has explored some of the major design issues involved in a 
large-scale implementation of Protocom’s SecureConsole solution. It has also 
provided a sample deployment strategy based on a real-life installation.

For more information about SecureConsole, visit Protocom’s Web site at: 
http://www.protocom.cc/SecureConsole.htm.

Copyright © 2002 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
their respective companies or distributors.
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Feature Article
NOVELL APPNOTES

How You Can Help Improve the 
Quality of Novell’s Software

Lionel Bartlett, MCNE, MCNI, CDE
Novell Technical Support
Novell, Inc.
lbartlett@novell.com

This AppNote explains the system/software testing process at Novell and outlines 
various ways in which you, as a customer, can help us improve the quality of our 
software.

Since this AppNote was written in the U.K., it retains the author’s original British 
spelling and usage.

Contents:

• Introduction
• Understanding the Software Testing Process at Novell
• Software Testing and You
• Conclusion

Topics software testing, beta testing, technical support

Products n/a

Audience network administrators, support technicians

Level beginning

Prerequisite Skills familiarity with networking software

Operating System n/a

Tools none

Sample Code no
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Introduction

The process of software development and testing affects each and every one of us, 
both as product vendors and as customers. Without an understanding of what goes 
on during the software testing process, a communications gap exists between 
Novell and you, which affects our product quality.

In a sense, the software testing cycle never ends. Products are developed, tested 
internally, tested externally, deployed, fixed, and then tested again. As customers, 
you measure the actual quality of this testing when you deploy our products. Our 
products are just as much yours as they are ours. 

This AppNote explains how software/system testing is performed at Novell. The 
purpose is to encourage you to get involved in the testing process. Some of you 
may have participated in beta testing our software before, but many are not aware 
how helpful it can be when customers not only install and configure out products, 
but rigorously test them to see if they can find any problems. What you do with 
the information you gather about these problems also has a big impact on the 
problem's resolution. 

Understanding the Software Testing Process at Novell

To begin, let’s take a look at the software testing process as it occurs at 
Novell, Inc.

The Inherent Challenges of Software Testing
The NetWare operating system (OS) is a huge collection of code. Testing every 
component and feature in NetWare would take about one year to complete. Of 
course, during that time a number of software defects or “bugs” would be found 
and hopefully fixed. As changes are made to the code being tested, new tests 
would be required to check the fixes.

To make matters even more complicated, think about all the different hardware 
and drivers that are routinely used in conjunction with NetWare, not to mention 
LAN vs. WAN environments, workload and other performance factors. Then 
there are all the server-based products that run on and interact with the OS. All of 
these must be taken into consideration when testing the OS.

Another aspect to consider is software that accesses the NetWare OS from a 
client-side interface, which raises numerous testing issues around the various 
client/desktop operating systems that NetWare supports. Last but not least, 
everything has to be tested for backwards compatibility to ensure it all works with 
the multitude of older versions of the software that are still being used by 
customers.

Before any of these products can be tested, they must first be installed and 
properly configured. This introduces many more variables, resulting in quite a 
complex system testing matrix. The bottom line is that testing a gigantic software 
system (such as NetWare) is a task no company can face without customer 
assistance.
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Customer Attitude Toward Software Defects
No one likes to find bugs in their software, whether it be computer games or 
mission-critical systems. The sad truth is that you've probably encountered fewer 
bugs in games you have played than in the products you rely on to run your 
business. Customers get frustrated when a software bug prevents them from doing 
their work or going home on time. Their first thought is that the vendor is 
responsible—”any vendor will do, let’s blame them all at the same time if 
possible.”

Why Are There Bugs in Our Products?
Most games don’t have critical bugs, if any at all. Is this because game developers 
are better programmers? No, they are human and are bound to make mistakes. Are 
games just easier to code? No, there are some really complex, leading edge games 
out there. 

So why do business-critical products seem to have more bugs? Here are a few 
reasons I can think of:

• Fewer product categories to develop and support

• Reduced product integration (no gaming between vendors)

• Limited client-side functionality (only one gaming interface)

• No backward compatibility required

• Simpler testing environments

• Fewer configuration parameters

• Simpler installation

In the book PostgreSQL: Introduction and Concepts (ISBN 0-201-70331-9, 
Addison-Wesley, 2000), author Bruce Momjian makes the following statements 
regarding database development:

“A database server is not like a word processor or game, where you can 
easily restart it if a problem arises. Instead databases are multiuser, 
and lock user data inside the database, so they must be as reliable as 
possible. Development of source code of this scale and complexity is not for 
the novice.”

“It was amazing to see that many bugs were fixed with just one line of C 
code.”

“Because Postgres had evolved in an academic environment, it had not been 
exposed to the full spectrum of real-world queries.”

These points about database servers apply to network operating systems as well. 
Because they must support multiple users and reliably store valuable business 
data, they are not easy to program. Many problems can be introduced by a single 
bug. And software testing in a lab environment is likely to suffer from the same 
problems as software developed in a strictly academic setting.
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So what does Novell do to overcome these challenges and others related to system 
testing? The following section gives you a quick rundown of the different levels 
of testing that Novell products go through before they are released.

Levels of Testing at Novell
At Novell, software developers (SDs) are tasked to code a particular feature, not 
usually the entire product. To be reasonably sure each piece of code will integrate 
with that of other developers working on the same product, they perform 
component-level testing. Each SD checks the code they have written themselves, 
then they perform basic tests on the full product code.

The product code is then handed off to the quality assurance (QA) testers. (By the 
way, these folks are also responsible for reproducing the defects logged by 
customers. If they can’t reproduce a problem, they move on to the next one. 
We’ll talk more about this later on.) 

Next, the product makes its way to the System Test (ST) team. These engineers 
use a test case database, which documents test scenarios they need to perform on 
each product. They also test the products for backward compatibility.

The products are installed, configured, and tested by the Corporate 
Interoperability Test (CIT) team. Their job is to determine whether the various 
products developed by Novell can be used together. They ask tough questions 
such as: Are the products using the correct versions of the code, and do settings 
contradict each other?

There are many others levels of testing: Platform System Test (PST), Performance 
System Test, CPR System Test (CPRST), Desktop System Test (DTST), and 
Collaboration/Apps System Test (CAST), to name just a few.

Although the previous testers would have completed preliminary performance 
testing, such testing occurs on a massive scale in Novell’s SuperLab. This is a 
busy place where machines are reserved 6 months in advance and things happen 
on a large scale. SuperLab features approximately 1000 machines which can be 
converted between clients and servers, turned on/off, or rebooted remotely, all at 
the same time.

Once the product is put through its paces in SuperLab’s simulated real-world 
environment, it is now ready to be released for beta testing by our fearless 
customers. Even after all the testing Novell has performed, the product is not yet 
ready for production use. Because of the variety of implementations and vast 
number of variables that can affect networking products, it is only when many, 
many customers test the software in real-world environments that new bugs are 
discovered.

Finally, after several rounds of beta releases and bug fixes, the product is deemed 
ready to be sold to customers. To the dismay of all, more bugs are exposed at this 
point. So what went wrong?
w w w . n o v e l l . c o m / a p p n o t e s
40



A
pp

N
ot

es
Well, it’s not so much that something went wrong as we have bumped up against 
the stark realities of the software business. True, the more tests we perform on our 
software, the more likely we are to detect bugs. But although detecting more bugs 
helps make better products, it doesn’t guarantee bug-free products. And no matter 
what else we do, problems involving complex product integration take 
exponentially longer to resolve.

Reporting Software Defects
Taking the time to document the bug is the last thing on a person’s mind at the 
time of an incident. As a customer, you just want the problem to go away, with the 
least effort on your part. Unless the solution is already provided on a support site, 
a support incident must be opened with the vendor. Typically, you will receive 
one of these responses to your reporting of the problem:

• We already have a released/field test patch. 

• It’s currently being fixed.

• It will be fixed in the next major version.

• It won’t ever be fixed. 

• It’s not a software failure. 

Chances are you’re not the first person to experience a particular problem. But 
you could be the first person to officially log a defect for it. Keep in mind that 
other bugs are out there, all requiring attention. All these defects must be fixed. To 
get the response you expect, we need your help and cooperation. In reality, we 
need a business case to prioritise the problem.

How Problems Are Prioritised
Novell are notified about bugs/defects, software failures, or software problems in 
a variety of ways:

• Directly through the beta program, when customers perform beta testing

• Via customer defect submissions from Novell's Support site on the Web. If 
you encounter a problem, report it at the following URL:

http://support.novell.com/additional/bugreport.html

• Via incidents opened for a problem via the Web, with customer services, or 
through a premium/dedicated engineer. You can open an electronic support 
incident at http://support.novell.com.

Remember, if you don’t report problems you encounter with our software, you are 
making a contribution to product quality. However, it is not a positive one.
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Once Novell have been notified about a defect, the correct team must be identified 
to deal with the problem. The assignment is made by the manager for the team 
dealing with the product category of the defect, usually the same day or the next 
working day after the defect is logged. Meetings are held daily to reassign any 
defects which may have been placed in an incorrect product category or where the 
defect details make it unclear which product the defect is for. 

Once the defect has been assigned to a developer team, it is given a priority for 
fixing. Novell makes every effort to ensure each defect gets the priority it 
deserves. However, the only information managers and engineers have available 
to determine priorities are the details provided in the defect description. Here is 
where you can have some control over how your defect is prioritised.

Tips for Getting Your Defect Properly Prioritised
Here are some guidelines to follow so that your defect report can be given the 
proper priority.

• Use the latest software version you can find. Use field test or beta software in 
a testing environment. Be sure that you actually use the products in the same 
way you will in your production environment, as much as possible.

• Try to reproduce the problem in the simplest environment possible. A 
complex testing configuration takes longer to set up and can introduce 
problems of its own. If the problem only occurs in a particular complex 
environment, verify that before you report it.

• Don’t do random testing to produce a problem. Performing many tests that 
update and change the same test environment one after the other could result 
in bugs being detected, but may make the problem impossible to reproduce. 
Random testing produces random results.

• Reproduce the problem in a clean test system.  After discovering a bug, create 
a brand new test system and see if you can reproduce the problem. Remember 
that Novell testers will have to reproduce your problem before they can 
attempt to fix it. If the problem fails to appear during Novell’s testing, we’ve 
wasted time and effort or delayed a fix to your problem. Together we can 
stamp out logged defects that close with “Could not reproduce.”

• Provide sufficient information when summarizing the problem.  Provide the 
following information about the problem:

• Software versions used
• Test configuration, number of servers, relevant settings
• The exact steps to reproduce the problem (the fewer the better; try 

different combinations or scenarios)
• The reason why this problem is important to you or to the overall 

customer perception of the product. This will help Novell set your defect 
to the correct priority. Every defect will be looked into, so if you want to 
hurry things along, be sure to provide a good reason why Novell should 
deal with your problem before the other problems in the queue.
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• Information about any solutions you may have found for fixing or 
avoiding the issue.

I hope the information provided thus far has made you better informed and 
motivated, so that together we can improve the efficacy of the software testing 
process. Now let’s look at ways for you to become more directly involved.

Software Testing and You

The overall quality of product testing will in large part determine whether you 
have a good experience or a bad experience with that product. We would very 
much like every customer's experience to be a very good one. And it can be, with 
your help.

Becoming a Beta Tester
No matter how good a company gets at in-house software testing, you, the 
customer, are the critical success factor in that process. The thing that makes the 
biggest difference in product quality is for you to test the really important features 
early on during beta testing. We may log somewhere in the neighborhood of 
10,000 defects over the life of a product, but only 100 of these may be critical. 
We’d much rather find and fix those 100 issues at the beginning of the product’s 
life cycle. That’s the challenge.

As a registered beta tester, you will be able to perform product queries to report 
the defects you have logged for that product. To take this more proactive approach 
in improving Novell products, visit the Novell beta testing Web site at: 
http://beta.novell.com. 

Some of you perform testing as part of your job. Your company understands that 
they can save money by being proactive. Others perform testing because it is 
something they enjoy or because Novell is their livelihood. You may have to 
perform testing in addition to your regular job. Whatever category you fall into, 
let me take this opportunity to extend a big “thank you” to all of our software 
testers. Thank you—the quality of our products is much improved because you 
took the time to test them.

Besides our undying gratitude, there are other perks in store for those who want to 
beta test Novell products. Besides the warm fuzzy feeling you’ll get for telling 
Novell what you think of their software, you’ll also learn a lot about the products. 
To cause a product to break requires a knowledge and skill that not many 
engineers have. You have to do things with the product that makes it react 
unexpectedly.

If you are a beta tester, you’ll receive a small “thank you” gift. If you’re a really 
hot beta tester, you’ll receive a bigger “thank you very much” gift. I’d love for 
there to be cars and houses on offer. Believe me, this has already been suggested, 
so please don’t call in with any more suggestions; the lines are now closed. But 
while we’re waiting for a bigger budget to be approved, you should try to collect 
more “thank you very much” gifts than you know what to do with.
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To access your skill level at software testing, estimate how many problems you 
think a particular product might have. Then put the product through its paces and 
try to find defects. You may find a lot fewer than you expected. This is not 
because there aren’t many bugs, but because it’s just not easy to find a defect in 
testing. Sometimes the real world brings out the worst in software.

Using the Novell SuperLab
These are several things to consider when contemplating the use of Novell’s 
SuperLab facility for large-scale performance testing. First, testing in the 
SuperLab is only required when size matters. Second, the scope of testing cannot 
include a test of every feature and function. You need to carefully think through 
the test cases that will provide you with the most valuable results.

Here are some factors to consider when devising test cases:

• General product performance testing.  Conduct a general performance test on 
the product, including scale and stress testing. If the product seems slower, 
even if it is not in any measurable way, investigate possible reasons. 

• Specific testing of product features.  Conduct more specific tests to measure 
the performance of key features. Here are some tips to consider:

• Compare the previous release to the current release. Include up to two 
previous releases. (Support packs and maintenance updates count as 
releases.)

• Define which specific tests should be run. Be sure to manage the total 
number of tests carefully, as it can easily get out of control.

• Define the performance metrics to be measured (connections per second, 
response time, throughput, and so on).

• Define what constitutes acceptable results.
• Benchmarking Tools.  You should use the appropriate benchmarking tools, 

especially when benchmarking standards for the product being tested are 
required.

• Cross-Platform Automation.  Write cross-platform automated tests, if at all 
possible. This allows you to test different platforms and products.

Define and record configurations for the specific tests:

• Software: tuning parameters, simplify the testing environment, software 
platforms, different client platforms

• Hardware: CPU speed, MP box, RAM, Storage, LAN

• Number of users: different users, number of connections

• Data: size, type, and so on

• Input:  Different clients, type of connections, protocols
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Keep in mind that complex environments can generate varied results which 
seldom highlight or point to the cause of the problem. Try to keep your testing 
environment as simple as possible.

Software Testing Tools Used in the SuperLab
A lab the size of the SuperLab would be difficult to use without the help of 
automation tools. SuperLab engineers use internally-developed tools such as the 
following to set up hundreds of machines at a time, and to control these machines 
once they are configured:

• SuperLab Automation Test Harness.  A console that allows for remote control 
of clients running MS Win32 operating systems.

• SuperLab Automation Agent.  A listening agent that facilitates control of the 
Windows machine it is running on. 

• Macro utility. A utility which allows distributed macros to be run on client 
machines. 

• SuperLab Statistics NLM. A server module that gather statistics from multiple 
servers and report these to the test harness. 

• SuperLab Windows Configuration Tool. A tool for customizing a Windows 
session environment.

• SuperLab Imaging. An archive-based imaging tool for uploading, storing, and 
downloading images.

At present, these tools are not available outside of the SuperLab. Novell’s 
engineers will assist you in using these tools to make the best use of your time in 
the SuperLab.

Novell testers encourage the use of third-party tools and utilities such as 
LoadRunner (an integrated client, server, and Web load testing tool). The 
additional references listed at the end of this AppNote provide links to some very 
useful tools, as well as to forums and mail groups.

To schedule lab facilities or obtain more information, contact the SuperLab at 
superlab@novell.com. Or visit the SuperLab Web site at: 
http://developer.novell.com/devres/slab.

Conclusion

Hopefully the information provided in this AppNote has shown how you can get 
involved in improving the quality and quantity of software testing at Novell, 
which will result in better products all around. A better quality product will 
increase uptime, reduce the number of patches released, increase revenue for both 
customers and Novell, and allow you to go home on time more often. It also 
means that less time is spent troubleshooting issues, giving you more time to 
pursue new products and technology.
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Additional References
Here are some additional resources to help you broaden your knowledge and 
expertise in software testing.

• http://www.stickyminds.com. Decades of collective experience in software 
and communication have culminated in StickyMinds.com—the place for 
software managers, testers, and QA folks to gather (and gather information). 
This site, brought to you by the same people who produce STQE magazine 
(http://www.stqemagazine.com), contains a mother lode of know-how that 
will really stick with you.

• http://www.badsoftware.com/qindex.htm. “Bad Software: What to Do When 
Software Fails” is a gathering point for information about software consumer 
protection. It’s a must-visit site that provides very interesting reading for 
high-tech customers everywhere.

• http://www.aptest.com/resources.html. ApTest is a great source for software 
testing tools and services. If you’re interested in having a product or Web site 
tested, or if you need custom test technology developed, this is the site for 
you.

• http://www.softwaretestinginstitute.com. The Software Testing Institute 
understands how critical the customer's role is in delivering quality software. 
It gives you privileged access to quality industry publications, research, and 
online services that give you the expertise you need to work more efficiently 
and productively, and with greater satisfaction. There is a great list of books 
on the subject of system/software testing at this site.

Here are some other interesting and useful sites that you can explore on your own:

• http://www.rational.com/products/systest.jsp
• http://www.e-testing.com
• http://www.betabreakers.com
• http://www.testingstuff.com
• http://www.soft.com/QualWeek/QW2002/framemaker.phtml?index
• http://www.softwareqatest.com/qattls1.html
• http://www.testingfaqs.org/tools.htm
• http://www-svca.mercuryinteractive.com
• http://directory.google.com/Top/Computers/Software/Beta_Releases

Copyright © 2002 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
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How to Build J2EE Applications 
Using Novell Technologies: Part 6

J. Jeffrey Hanson
Chief Architect
Zareus Inc.
jeff@jeffhanson.com

This AppNote is the sixth in a series that outlines a platform and methodology for 
Java 2 Platform Enterprise (J2EE) application development on NetWare using a 
service-oriented architecture. In this AppNote, we will learn about how the 
platform interfaces with the data tier and how we can build our data-access 
components to be highly flexible and robust.

Contents:

• Introduction

• The Need for Data Access Abstractions

• Overview of JDBC

• The Data Access Object Pattern

• Reducing Redundancy Abundancy

• hsqldb on NetWare

• Conclusion

Topics Java application development, J2EE, Java Management 
Extensions (JMX)

Products Java 2 Enterprise Edition

Audience developers

Level intermediate

Prerequisite Skills familiarity with Java programming

Operating System n/a

Tools none

Sample Code yes
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Introduction

This is the sixth in a series of AppNotes outlining a platform and methodology for 
Java 2 Platform Enterprise Edition (J2EE) application development on NetWare 
using a service-oriented architecture.

In the previous AppNote, we thoroughly examined the platform kernel relating to 
services that JMX offers to empower our platform. In this AppNote, we will 
discuss how our platform interfaces with the data tier and how we can build our 
data-access components to be highly flexible and robust.

The Need for Data Access Abstractions

The data tier of enterprise application development offers integration and access 
to all services and data that are prevalent in enterprise applications and systems, 
including relational databases, directory services, and legacy systems.

Direct access to a data source links business logic and implementation details of 
an external resource. If the API to that resource changes, it will be necessary to 
also change your application source code throughout the application, resulting in a 
significant testing and maintenance burden.

However, a data access framework that is able to abstract data resources insulates 
callers from those resource changes. A data access framework presents a 
vendor-neutral interface to the caller; in addition, it manages the details of passing 
service requests from the caller to the business tier. This design is particularly 
beneficial because ultimately a single service request may access multiple data 
resources. The replacement of an existing data resource will also cause the 
existing data access class to be replaced, which then presents the new service to 
the caller. It is effortless for a system design to evolve with time when the 
business tier (with an abstract data-access layer) is isolated.

Overview of JDBC

JDBC technology allows you to access nearly any record-oriented data source 
from the Java programming language. It offers cross-DBMS connectivity to an 
extensive collection of SQL databases, and also provides access to non-relational 
data sources, such as spreadsheets or flat files.

The JDBC API is the industry standard database-connectivity mechanism 
between the Java programming language and relational databases. JDBC allows 
developers the full advantage of Java’s “Write Once, Run Anywhere” promise for 
cross-platform applications that require access to enterprise data. A 
JDBC-enabled application allows a developer to effortlessly connect all available 
relational data, even in a heterogeneous environment.
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The JDBC API is offered as a core part of the Java 2 platform and makes it 
possible to establish a connection with a relational database, send SQL statements 
to the database and process the results. 

The Data Access Object Pattern

Code dependent on specific features of data resources connects business logic and 
data access logic. Therefore, replacing or modifying an application’s data 
resources is very complicated. 

The Data Access Object (DAO) pattern reduces the complications arising from 
tightly-coupled business logic and data access code by abstracting data sources to 
enable transparent access to the data. The DAO pattern has the following 
advantages: 

• Separates a data resource’s interface from its data access implementation.

• Adapts a specific data resource’s access API to a generic interface.

• Allows data access implementation to adjust independently from the code that 
uses the DAO.

• Offers access to a particular data resource without coupling the resource’s 
API to the business logic.

• Permits application developers or deployment engineers the choice of a data 
access mechanism with no changes to the program code.

This approach allows a developer access to a data source only in terms of its DAO 
interface. Based on configuration data, an application uses a factory object to 
select the DAO implementation at runtime.

A DAO interface has at least one concrete class that implements the interface for a 
specific type of data source. To add a new type of data source, an application 
developer simply follows the steps listed below:

1. Create a class that implements the DAO interface for the new data 
source type.

2. Specify the implementing class’s name in a meta-data configuration source.

3. Facilitate a re-initialization by the client service, which causes the creation of 
an instance of the new DAO class by the factory, which the application will 
now use.

Figure 1 shows the implementation of the DAO design pattern for a DAO that 
accesses data for a business-contacts resource. Notice how the factory is used to 
select the DAO implementation.
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Figure 1: Implementation of the DAO design pattern for a DAO that accesses data for a 
business-contacts resource. 

The DAO Interface

Using the DAO pattern, a developer accesses a data source only in terms of its 
DAO interface. This approach shields the application or client service from 
modifications to the underlying data source. The following is an example of a 
DAO interface for a DAO that abstracts data and functionality for a data source 
that stores information for business contacts:

public interface ContactsDAO
{

public Contact getContact(String personID,
String addressID,
String companyID)

throws DAOException;

public String addContact(String addStr)
throws DAOException;

public void modifyContact(String contactID,
String modifyStr)

throws DAOException;

public void deleteContact(Contact contact)
throws DAOException;

}
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The DAO Implementation

A DAO interface has at least one concrete class that implements the interface for a 
specific type of data source. The following is an implementation of the Contacts 
DAO interface for an hsqldb data source:

public class HSQLDBContactsDAO implements ContactsDAO
{

public static String GET_PERSON_STATEMENT =
"select * from person where personID = ?";

public static String GET_ADDRESS_STATEMENT =
"select * from address where addressID = ?";

public static String GET_COMPANY_STATEMENT =
"select * from company where companyID = ?";

public HSQLDBContactsDAO()
{
}

protected PersonDAO getPerson(String personID)
throws DAOException

{
Connection conn = null;
PreparedStatement ps = null;
ResultSet rs = null;
PersonDAO ret = null;

try
{

conn = getDataSource().getConnection();
ps = conn.prepareStatement(GET_PERSON_STATEMENT,

ResultSet.TYPE_SCROLL_INSENSITIVE,
ResultSet.CONCUR_READ_ONLY);

ps.setString(1, personID);
rs = ps.executeQuery();
if (rs.first())
{

ret = new HSQLDBPersonDAO(personID, rs);
}

rs.close();
ps.close();
conn.close();
return ret;

}
catch (SQLException se)
{

throw new DAOException("SQLException: " + se.getMessage());
}

}

protected AddressDAO getAddress(String addressID)
throws DAOException

{
Connection conn = null;
PreparedStatement ps = null;
ResultSet rs = null;
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AddressDAO ret = null;

try
{

conn = getDataSource().getConnection();
ps = conn.prepareStatement(GET_ADDRESS_STATEMENT,

ResultSet.TYPE_SCROLL_INSENSITIVE,
ResultSet.CONCUR_READ_ONLY);

ps.setString(1, addressID);
rs = ps.executeQuery();
if (rs.first())
{

ret = new HSQLDBAddressDAO(addressID, rs);
}

rs.close();
ps.close();
conn.close();
return ret;

}
catch (SQLException se)
{

throw new DAOException("SQLException: " + se.getMessage());
}

}

protected CompanyDAO getCompany(String companyID)
throws DAOException
{

Connection conn = null;
PreparedStatement ps = null;
ResultSet rs = null;
CompanyDAO ret = null;

try
{

conn = getDataSource().getConnection();
ps = conn.prepareStatement(GET_COMPANY_STATEMENT,

ResultSet.TYPE_SCROLL_INSENSITIVE,
ResultSet.CONCUR_READ_ONLY);

ps.setString(1, companyID);
rs = ps.executeQuery();
if (rs.first())
{

ret = new HSQLDBCompanyDAO(companyID, rs);
}

rs.close();
ps.close();
conn.close();
return ret;

}
catch (SQLException e)
{

throw new DAOException("SQLException: " + e.getMessage());
}
}

public Contact getContact(String personID,
String addressID,
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String companyID)
throws DAOException

{
PersonDAO person = getPerson(personID);
AddressDAO address = getPerson(addressID);
CompanyDAO company = getPerson(companyID);
Contact contact = new Contact(person,

address,
company);

}

public String addContact(String addStr)
throws DAOException

{
...

}

public void modifyContact(String contactID,
String modifyStr)

throws DAOException;
{

...
}

public void deleteContact(Contact contact)
throws DAOException;

{
...

}
}

The DAO Factory

An application or service uses a factory object to select the DAO implementation 
class at runtime based on configuration data. Configuration data can be stored in a 
Java constants class, an XML file, a directory service, etc. The following is an 
example of an abstract factory used as the base class for multiple factories:

public abstract class DAOFactory
{

// List of DAO types supported by this factory
public static final int HSQLDB = 1;
public static final int ORACLE = 2;
public static final int DB2 = 3;

// An abstract method is provided for each DAO that can be
// created. Each concrete factory provides an implementation
// for these methods.
public abstract ContactsDAO getContactsDAO();
public abstract PersonDAO getPersonDAO();
public abstract AddressDAO getAddressDAO();
public abstract CompanyDAO getCompanyDAO();

public static DAOFactory getDAOFactory(int factory)
{
switch (factory) {

case HSQLDB:
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return new HSQLDBDAOFactory();
case ORACLE:

return new OracleDAOFactory();
case DB2:

return new DB2DAOFactory();
default:

return null;
}

}
}

A Concrete DAO Factory Implementation

A specific DAO factory class is provided for each DAO data source. The 
following is an example of an hsqldb DAO factory:

public class HSQLDBDAOFactory extends DAOFactory
{

public static final String DRIVER =
"org.hsqldb.jdbcDriver";

public static final String DBURL =
"jdbc:hsqldb:hsql://localhost:1476";

// provide the database-specific connection method
public static Connection createConnection(String username,

String passwd)
{

Connection conn = null;

try {
Class.forName(DRIVER).newInstance();
if ((username != null) && (passwd != null))

conn = DriverManager.getConnection(DBURL, username, passwd);
else

conn = DriverManager.getConnection(DBURL, null);

return conn;
}
catch (Exception e)
{

// log error
}

}

// protected JNDI-lookup method to be used
// for all member DAOs
protected Object lookupDAO(String daoClass)
{

Object dao = null;
try {

InitialContext ctx = new InitialContext();
String className = (String)ctx.lookup(daoClass);
dao = Class.forName(className).newInstance();

} catch (NamingException e) {
throw new DAOException(HSQLDBDAOFactory.lookupDAO: "

+ e.getMessage());
} catch (Exception e) {

throw new DAOException("HSQLDBDAOFactory.lookupDAO: "
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+ e.getMessage());
}

return dao;
}

public ContactsDAO getContactsDAO()
{

return (ContactsDAO)lookupDAO(ConfigFile.CONTACTS_DAO_CLASS);
}

public PersonDAO getPersonDAO()
{

return (PersonDAO)lookupDAO(ConfigFile.PERSON_DAO_CLASS);
}

public AddressDAO getAddressDAO()
{

return (AddressDAO)lookupDAO(ConfigFile.ADDRESS_DAO_CLASS);
}

public CompanyDAO getCompanyDAO()
{

return (CompanyDAO)lookupDAO(ConfigFile.COMPANY_DAO_CLASS);
}

}

The DAO Client

A client application or service retrieves the desired DAO factory, which is used to 
retrieve the desired DAO instance. Once the DAO instance is retrieved, the client 
can call data access methods on the instance without worrying about the 
underlying data access code:

// retrieve the desired DAO Factory
DAOFactory hsqldbFactory =

DAOFactory.getDAOFactory(DAOFactory.HSQLDB);

// retrieve the DAO
ContactsDAO ContactsDAO = hsqldbFactory.getContactsDAO();

// create a new Contact
String contactID = contactsDAO.addContact(addStr);

// get the new Contact object.
Contact contact = contactsDAO.getContact(contactID);

// modify the Contact object using SQL statements
contactsDAO.modifyContact(contactID, modifyStr);

// delete the Contact object
contactsDAO.deleteContact(aContact);
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Reducing Redundancy Abundancy

A great deal of redundant code is produced when you write a separate class for 
data source types that have similar characteristics. For instance, JDBC data 
sources are different from one another mainly in how the SQL is used to access 
them. In fact, the only distinctions between our hsqldb DAO and a DAO for a 
different SQL database are the connection strings and the SQL utilized to access 
the data.

Therefore, an application can decrease redundant code by simply using a generic 
DAO that abstracts the SQL for different JDBC data sources. Figure 2 shows how 
an application can employ an XML file to identify the SQL for numerous JDBC 
data sources.

Figure 2: How an application can employ an XML file to identify the SQL for numerous 
JDBC data sources.
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A Sample XML Configuration

<DAOConfiguration>
<DAOStatements database="hsqldb">

<SQLStatement method="GET_PERSON">
<SQLFragment parameterNb="1">

select * from person where personID = ?
</SQLFragment>

</SQLStatement>
...

<DAOStatements database="oracle">
<SQLStatement method="GET_ PERSON ">

<SQLFragment parameterNb="1">
select * from person where personID = ?

</SQLFragment>
</SQLStatement>
...

</DAOConfiguration>

hsqldb on NetWare

hsqldb is an open-source relational database engine written in Java, with a JDBC 
driver, which supports a subset of ANSI-92 SQL. It offers a small, fast database 
engine that provides in-memory, embedded and server modes. Furthermore, it 
contains tools such as a minimal Web server and other management tools.

hsqldb is shipped with JBoss, so, since JBoss was already installed on our 
NetWare machine via a previous article, we already have the core Java classes we 
need to create and access our sample database. The only additional item necessary 
is to add a startup .ncf script.

Starting the Database Server

The following script defines the runDBServer.ncf file that will start the hsqldb 
database server:

java -classpath $CLASSPATH;../lib/ext/hsqldb.jar org.hsqldb.Server

Creating and Populating the Database

The following script creates and populates our Person database:

create table person(name varchar,ssnum varchar,age varchar)
insert into person (name,ssnum,age) values('John Doe','123-45-6789','25')
insert into person (name,ssnum,age) values('Jane Smith','456-78-9012','32')
insert into person (name,ssnum,age) values('Jim Taylor','111-22-3333','54')
set autocommit true
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The following script creates and populates our Address database:

create table address(street varchar,city varchar,state varchar,zip varchar)
insert into address (street,city,state,zip) values('123 Anywhere
St.','Hippsville','Utah','84321')
insert into address (street,city,state,zip) values('456 Nowhere
Ave.','Mytown','Utah','84789')
insert into address (street,city,state,zip) values('111 S. 222.
E.','Yourtown','Utah','84654')
set autocommit true

The following script creates and populates our Company database:

create table company(name varchar,industry varchar)
insert into company (name,industry) values('Acme','Textiles')
insert into company (name,industry) values('Company
B','Manufacturing')
set autocommit true

Conclusion

This AppNote introduced how the DAO strategy supports multiple JDBC 
databases with a single DAO class. It reduces redundant code and makes new 
database types simpler to include. To support a new database type, you merely 
add SQL statements for that database type to an XML configuration file, update 
the environment entry to use the new type, and then re-initialize the DAO.

In the next AppNote in this series, we will discuss how our DAO framework can 
also be used to simplify and unify access to Web service provider sources.

For Additional Information

For more information about the technologies discussed in this AppNote, refer to 
the following resources:

• For more information about JDBC, visit 
http://java.sun.com/products/jdbc/learning.html.

• For more information about the DAO pattern, visit 
http://java.sun.com/blueprints/patterns/DAO.html.

• For more information about the hsqldb Database Engine, visit 
http://hsqldb.sourceforge.net/.

http://java.sun.com/blueprints/patterns/DAO.html
http://hsqldb.sourceforge.net/
http://java.sun.com/products/jdbc/learning.html
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• For Novell-specific Java programming information, see 
http://developer.novell.com/ndk.

• For information about Zareus and its products for building enterprise 
applications for the J2EE, Web Services, and xInternet environments, visit 
http://www.zareus.com.

Copyright © 2002 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
their respective companies or distributors.

http://developer.novell.com/ndk
http://www.zareus.com
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How-To Article
NOVELL APPNOTES

How to Port an ANSI C/POSIX 
Application to NKS/LibC

Ulrich Neumann
Technical Director
GNE – Grebe Neumann Gliwa GmbH, Germany
Novell DeveloperNet SysOp
u_neumann@gne.de

Thanks to Russel Bateman, the LibC Team, and the Developer Support Team for their 
cooperation and support in writing this AppNote.

Previous AppNotes about NKS and LibC on NetWare describe the goals of LibC, 
such as threading and virtual machines, and provide a description of header files. 
This AppNote describes the differences in this library compared to ANSI C, 
POSIX, and other UNIX systems. This is very useful if you want to port your 
software to LibC.

Contents:

• Introduction
• Structure of the LibC SDK
• Compilers for NetWare 
• Hello World with CodeWarrior
• Common Porting Problems and Solutions
• A Porting Strategy
• Conclusion

Topics application development tools, NLM development, 
server applications

Products NetWare 5.1, NetWare 6

Audience developers

Level intermediate

Prerequisite Skills familiarity with C programming language

Operating System NetWare 5.1, NetWare 6

Tools MetroWerks CodeWarrior 7.1 with PDK4

Sample Code yes
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Introduction

Several years ago, Novell made the decision to develop a new library for 
developers. This library covers multi-processing, threading, and a containment 
model, and it is as close as possible to ANSI C, POSIX, and other standards such 
as BSD, SVID, UNIX95, and UNIX98 (as well as “de facto standards” often used 
in open-source projects). 

Several Developer Notes and AppNotes have been written which describe aspects 
of LibC. During the years LibC has been changed several times to deliver new 
functionality or to better serve developers. Here is a list of the most important 
articles:

• http://developer.novell.com/research/devnotes/1999/septembe/05/index.htm
Explores the reasons for NKS/LibC and describes various interfaces surfaced 
by NKS.NLM. (LibC.NLM is a combination of several libraries in the past, 
like NKS.NLM, UNILIB.NLM, LIBC.NLM.)

• http://developer.novell.com/research/devnotes/1999/october/04/index.htm 
Discusses programming concepts in the Novell Kernel Services environment, 
multi-threaded programming, latency, and synchronisation issues.

• http://developer.novell.com/research/devnotes/1999/october/04/index.htm
Covers virtual machine concepts, memory management, file and directory 
I/O, and time-outs.

• http://developer.novell.com/research/devnotes/1999/december/02/index.htm 
Shows how LibC sits on top of NKS and describes how to program at both 
levels. This article also describes the differences in programming to LibC and 
Clib.

• http://developer.novell.com/research/appnotes/2000/november/03/a001103.htm 
Provides more details on Virtual Machine management, file and directory I/O, 
FIFOs, and environment variables.

• http://developer.novell.com/research/appnotes/2002/august/06/a020806.htm 
Discusses how to write Start-up Code for NLMs.

Structure of the LibC SDK

The LibC SDK can be downloaded at http://developer.novell.com/ndk/libc.htm. 
By default the SDK is installed at C:\NOVELL\NDK\LIBC with the following 
directories: imports, include, lib, and tables.

• imports — Contains object files, that need to be linked in your application, 
along with several import files for different compilers listed in the following 
table.

http://developer.novell.com/research/devnotes/1999/septembe/05/index.htm
http://developer.novell.com/research/devnotes/1999/october/04/index.htm
http://developer.novell.com/research/devnotes/1999/november/03/index.htm
http://developer.novell.com/research/devnotes/1999/december/02/index.htm
http://developer.novell.com/research/appnotes/2000/november/03/a001103.htm
http://developer.novell.com/ndk/libc.htm
http://developer.novell.com/research/appnotes/2002/august/06/a020806.htm
http://developer.novell.com/research/devnotes/1999/septembe/05/index.htm
http://developer.novell.com/research/devnotes/1999/october/04/index.htm
http://developer.novell.com/research/devnotes/1999/october/04/index.htm
http://developer.novell.com/research/devnotes/1999/october/04/index.htm
http://developer.novell.com/research/appnotes/2000/november/03/a001103.htm
http://developer.novell.com/research/appnotes/2002/august/06/a020806.htm
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• include — Contains the C header files for all compilers.

• lib — Contains the libraries as NLMs in a debug version. Be sure to copy 
these files to your local C:\NWSERVER directory if you want to use them.

• tables — Contains several language and codepage specific files.

Compilers for NetWare 

Today there are several compilers available for NetWare development. The most 
popular ones are listed in the following table.

Files in imports directory Explanation

libcpre.o Prelude object file for MetroWerks CodeWarrior Com-
piler

libcpre.obj Prelude object file for Watcom Compiler

libcpre.gcc.o Prelude object file for GNU Compiler

libcaux.lib Prelude file if you want to use your NLM on NetWare 
5.1SP4

libc.ali Import file for Watcom Compiler

libc.wmp Import file for Watcom Compiler

libc.imp Import file for MetroWerks CodeWarrior and GNU 
Compilers

netware.imp Import file for MetroWerks CodeWarrior and GNU 
Compilers

ws2nlm.imp Import file for MetroWerks CodeWarrior and GNU 
Compiler

Compilers for NetWare Explanation

MetroWerks CodeWarrior A commercial compiler with a build in source level debugger. For more 
information see http://www.metrowerks.com.

Watcom A free compiler and the first compiler that supported NLM development. It 
is impossible to build LibC C++ Applications with Watcom. For more infor-
mation see http://www.openwatcom.org.

GNU C/C++ A widely used compiler on many UNIX/LINUX systems and now supported to 
build NetWare NLMs. For more information see http://gcc.gnu.org.

http://www.metrowerks.com
http://www.openwatcom.org
http://gcc.gnu.org
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Hello World with CodeWarrior

The following “Hello World” code helps to describe the settings, how to use the 
prelude, import and other files, along with how to prepare an NLM for debugging. 

#include <stdlib.h> /* enable standard C library */
#include <nksapi.h> /* enable all NKS specific functions */

int
main (int argc, char **argv)
{

printf (“Hello World”); /* Output to the actual screen */
consoleprintf (“Hello World”);/* Output to the system console */

}

Let us create a new project in the IDE. 

1. To create this project, choose File > New. You will see the screen shown in 
Figure 1.

Figure 1: Creating a new project in the IDE.

2. Give your project a new name and a location where your files will be stored. 
In this example, the project is called “HelloWorld” and is stored at 
C:\HelloWorld.

3. Choose “NetWare Stationery” and click on OK.

4. The next window (see Figure 2) gives you the choice of a template. A 
template is a small project with all the settings predefined to make life a little 
bit easier.
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Figure 2: Project stationery or template.

There are five different templates you can use for NKS/LibC:

Most of the time you will use Generic C or C++. 

5. In the next screen (see Figure 3), you need to change several things in order 
to build up-to-date applications.

Figure 3: The HelloWorld.mcp window.

Template Explanation

Consumer Application Template for a C Application that uses a library NLM

Generic C Template for a C Application

Generic C++ Template for a C++ Application

Library Template for a C Library Application

UI with NUT Template for a C Application with Novell’s “blue” style 
user interface (NWSNUT)
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Here are the things you need to change:

• Delete mwcrtl.lib, mwcrtld.lib, and libcpre.o from your project directory. 
Mwcrtl.lib and mwcrtld.lib are MetroWerks files which you don’t need to 
build a C application. Libcpre.o handles the startup and shutdown of your 
application. This is an old version that came with CodeWarrior; you need 
to use the latest one that is shipped with the NDK. Add the latest one to 
your project.

• If your NLM must work on NetWare 5.1SP4, you need libcaux.lib from 
the NDK as well. 

6. Select the Target Settings and check the following, as shown in Figure 4.

Figure 4: Making the Target Settings.

The linker must be NLM Linker. The name of your target can be anything 
you want.

7. In the next screen (see Figure 5), check your system paths. You only need 
access paths to the NDKs include and imports directories.
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8. If you specify the system access paths as shown in Figure 5, you can remove 
this environment variable. If your code needs to be compilable on different 
systems, it may be better to use the environment variable NDK in the system 
access paths., as shown in Figure 6.

Figure 6: The Source Trees settings.
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9. In the NLM Target screen (see Figure 7), specify the name of your NLM and 
the stack size. The stack size is very important. If your stack size is too small 
your server may crash. Good values are 32767 or 65535. The default is set to 
only 16384 bytes.

Figure 7: Setting the NLM Target.

10. LibC can build “multibyte aware” applications. If you want to make sure that 
CodeWarrior builds MultiByte-aware code, you must mark the checkbox as 
shown in Figure 8. 

Figure 8: The Language settings.
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Sometimes it is necessary to check “Relaxed Pointer Type Rules”. In this 
case the compiler will take care of many typecasts.

Some other commonly-used options are “Use Unsigned Chars” and “Enums 
Always Int”. Whether or not you use these depends on the project you are 
working on.

11. In the next screen (see Figure 9), choose “Pentium” as your target processor. 
LibC NLMs will run only on NetWare 5.1 and NetWare 6 or above, and 
these operating systems only run on Pentium-type machines or better.

Figure 9: The Code Generation settings.

Make sure Byte Alignemnt is set to 4 or 1. That means that every number 
stored in memory is stored in a boundary of 4 or 1 bytes.

Don’t use MMX! There is a bug in CodeWarrior that could result in curious 
compiler failures.

If you need debug information on NetWare, only use CodeView Format. 
SYM doesn’t make any sense on NetWare.

Don’t use “Inline Intrinsic Functions”. These functions may abend your 
application because they avoid the use of LibC functions. Some 
MetroWerksMetroWerks functions will be used instead.
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12. In the next screen (see Figure 10), you make the NLM Linker settings.

Figure 10: The NLM Linker settings.

LibC NLMs must be marked preemptive with the “PseudoPreemption” flag. 
They will not load without this flag set.

Always use “Allocate uninitialized Data in File”. This is different on other 
platforms.

If you need a version you can debug, check “Generate Internal Debugger 
Records” and “Generate CV SYM File”. In addition, you can select 
“Generate Link Map” to generate a text file that helps to find a function if 
you have a lot of source files.

Common Porting Problems and Solutions

Alignment and the Type “bool”

Alignment is the way a data type is stored in memory and which size the different 
data types have. NetWare stores its numbers with a boundary of 4 bytes. This is 
the reason why we set the byte alignment in the target to 4. This is similar to other 
POSIX systems.

There is only one difference. On most systems the type “bool” is defined as a 
char; on NetWare it is an int. To solve this problem, you must define the type 
“bool” yourself before any header file is included. Here’s an example:
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#define bool char /* needs to be defined before any header will be included */

#include <unistd.h>
#include <errno.h>
…

In stdbool.h there is a check to see if bool is already defined. If so, it will not be 
redefined.

All other types have the following alignments on NetWare:

#define ALIGNOF_SHORT 2
#define ALIGNOF_INT 4
#define ALIGNOF_LONG 4
#define ALIGNOF_LONG_LONG_INT 4
#define ALIGNOF_DOUBLE 4
#define MAXIMUM_ALIGNOF 4

This is one of the most hidden problems if you port open-source software to 
NetWare because you don’t see any error messages. Your application just crashes 
if it depends on alignments.

POSIX Style Path Names

UNIX pathnames use forward slashes, whereas NetWare normally uses 
backslashes. If you use getcwd, argv[0], or other functions, you will always see 
results like this: SYS:\SYSTEM\MYAPP.NLM. POSIX systems expect it in this 
way: sys:/system/myapp.nlm.

Be sure to check every place in your code where strings with path names are 
compared or otherwise computed. LibC has no problem if you use POSIX style 
paths in file or directory operations like open() or rename().

Auto Close a User Defined Screen

If you use your own screen (that means that you have a separate screen that you 
can access with <Ctrl>-<Esc> similar to Monitor or Apache), you will see that 
this screen will be closed as soon as your application exits. Sometimes you don’t 
want this behavior, like if you want to show a help screen with a command such as 
“MYAPP –help”, for example. To avoid this problem use: 

setscreenmode(0);

This will ask you to close the screen after your application has finished.
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Here is a small code snippet that will solve this problem. This code doesn’t auto- 
close the screen if you use “–help”, “-?”, “–version”, or “–V”.

if (argc > 2)
{
if (strcmp(argv[2], "--help") == 0 || strcmp(argv[2], "-?") == 0 ||

strcmp(argv[2], "--version") == 0 || strcmp(argv[2], "-V") == 0)
{
setscreenmode (0);
}

}

Config.h File for NKS/LibC

Open source software normally uses autoconf to check what is available on the 
target platform. NetWare doesn’t have a POSIX shell to run autoconf. To solve 
this problem, here is a config.h file for NKS/LibC:

/*************************************************************************
$name: config.h
$version: 1.02
$date_modified: 090402
$description: config.h for NetWare LIBC.
$owner: Ulrich Neumann, Germany BSD License
**************************************************************************
This config.h file was developed during porting of several open source
projects to NetWare.
Based on LIBC NDK May 2002
**************************************************************************/
#ifndef CONFIG_H
#define CONFIG_H
/* Definition of available LibC headers */
#define HAVE_ENDIAN_H 1/* Set to 1 if you have <endian.h> */
#define HAVE_SYS_SELECT_H 1/* Set to 1 if you have <sys/select.h> */
#define HAVE_DIRENT_H 1/* Set to 1 if you have <sys/dirent.h> */
#define HAVE_UNISTD_H 1/* Set to 1 if you have <unistd.h> */
#define HAVE_STRING_H 1/* Set to 1 if you have <string.h> */
#define HAVE_LIMITS_H 1/* Set to 1 if you have <limits.h> */
#define HAVE_STDARG_H 1/* Set to 1 if you have <stdarg.h> */
#define HAVE_SYS_UTSNAME_H 1/* Set to 1 if you have <sys/utsname.h> */
#define HAVE_SYS_IOCTL_H 1/* Set to 1 if you have <sys/ioctl.h> */
#define HAVE_GETOPT_H 1/* Set to 1 if you have <getopt.h> */

/* Definition of available LibC standards */
#define _POSIX_VERSION 1/* Set to 1 if you have POSIX */
#define STDC_HEADERS 1/* Set to 1 if you have standard C headers */

/* Definition of available LibC functions and macros */
#define HAVE_SNPRINTF 1/* Set to 1 if you have snprintf() */
#define HAVE_SNPRINTF_DECL 1/* Set to 1 if you have snprintf() */
#define HAVE_VSNPRINTF 1/* Set to 1 if you have vsnprintf() */
#define HAVE_VSNPRINTF_DECL 1/* Set to 1 if you have vsnprintf() */
#define HAVE_STRERROR 1/* Set to 1 if you have strerror() */
#define HAVE_ISINF 1/* Set to 1 if you have isinf() */
#define HAVE_GETHOSTNAME 1/* Set to 1 if you have gethostname() */
#define HAVE_INET_ATON 1/* Set to 1 if you have inet_aton() */
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#define HAVE_FCVT 1/* Set to 1 if you have fcvt() */
#define HAVE_RINT 1/* Set to 1 if you have rint() */
#define HAVE_MEMMOVE 1/* Set to 1 if you have memmove() */
#define HAVE_STRCASECMP 1/* Set to 1 if you have sigprocmask() */
#define HAVE_MEMCHR 1/* Set to 1 if you have memchr() */
#define HAVE_STRTOLL 1/* Set to 1 if you have strtoll() */
#define HAVE_STRTOULL 1/* Set to 1 if you have strtoull() */
#define HAVE_STRTOL 1/* Set to 1 if you have strtol() */
#define HAVE_STRTOUL 1/* Set to 1 if you have strtoul() */
#define HAVE_STRDUP 1/* Set to 1 if you have strdup() */
#define HAVE_RANDOM 1/* Set to 1 if you have random() */
#define HAVE_SRANDOM 1/* Set to 1 if you have srandom() */
#define HAVE_DLOPEN 1/* Set to 1 if you have dlopen() */
#define HAVE_STRSTR 1/* Set to 1 if you have strstr() */
#define HAVE_STRNCASECMP 1/* Set to 1 if you have strncasecmp() */
#define HAVE_STRPBRK 1/* Set to 1 if you have strpbrk() */
#define HAVE_MKTIME 1/* Set to 1 if you have mktime() */
#define HAVE_ISATTY 1/* Set to 1 if you have isatty() */
#define HAVE_ATEXIT 1/* Set to 1 if you have atexit() */
#define HAVE_SELECT 1/* Set to 1 if you have select() */
#define HAVE_FDATASYNC 1/* Set to 1 if you have fdatasync() */
#define HAVE_FDATASYNC_DECL 1/* Set to 1 if you have fdatasync() */
#define HAVE_GETOPT_LONG 1/* Set to 1 if you have getopt_long() */
#define HAVE_INT_OPTRESET 1/* Set to 1 if you have the optreset */

/* Definition of available LibC data types and alignments */
/* Define if C++ compiler accepts "using namespace std" */
#define HAVE_NAMESPACE_STD 1

/* Set to 1 if type "long int" works and is 64 bits */
#define HAVE_LONG_LONG_INT_64 1
/* Set to 1 if you have the unsigned long long type. */
#define HAVE_UNSIGNED_LONG_LONG 1
/* Set to 1 if type "long long int" constants should be suffixed by LL */
#define HAVE_LL_CONSTANTS 1
/* Define this as the appropriate snprintf format for 64-bit ints, if any */
#define INT64_FORMAT "%lld"

/* Define Alignments */
#define ALIGNOF_SHORT 2
#define ALIGNOF_INT 4
#define ALIGNOF_LONG 4
#define ALIGNOF_LONG_LONG_INT 4
#define ALIGNOF_DOUBLE 4
#define MAXIMUM_ALIGNOF 4

#define bool char;
#include <unistd.h>

#endif /* CONFIG_H */

This file can be used as a prefix file. You can specify a prefix file in the target on 
the C/C++ Language settings. A prefix file will be included before a source file 
will be compiled.
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fork() Replacement in NKS/LIBC

fork() is the biggest problem on NetWare. You can’t clone a process with all the 
same file descriptors, the same stack, the same IO wiring, the same variables and 
others.

If your application can be ported to a threading model, you’re in good shape. 
NKS/LibC has NKS threads, POSIX threads, and UI threads. You have barriers, 
semaphores, rw locks, mutexes in all three threading models. If you go from a 
forked model to a threaded model, you must solve the problem of “global 
variables”. Global variables are unique in every cloned process on POSIX 
systems, but if you use threads a global variable is the same for every thread. A 
solution to this can be very difficult. I’ve added a sample to the LibC NDK that 
gives a solution how you can switch variables between threads.

If you must find a way around fork, you can use NXVmSpawn. Here is an 
example that shows one way to avoid fork():

/***************************************************************************
$name: lcfork1.c
$version: 1.1
$date_modified: 080402
$description: Demonstrates the use of NXVmSpawn to emulate simple fork/exec.
$owner: Ulrich Neumann, Germany, BSD License
*****************************************************************************
This code demonstrates the use of NXVmSpawn and how to use this function
to "emulate" fork known from POSIX systems.

The following POSIX code will be emulated (simple fork, no wiring):
#include <unistd.h>
#include <stdio.h>
#include <sys/types.h>

#include <sys/exec.h>
int main

(
int argc,
char **argv
)
{
int noofchilds = 0;
pid_t pid;

pid = fork();
switch (pid)

{
case -1:// error

printf ("Error forking child");
exit (0);

case 0:// child process starts here
printf ("We are in the child\n");
sleep (2);
printf ("Child is shutting down\n");
exit (0);



w w w . n o v e l l . c o m / a p p n o t e s
74

D
ev

el
op

er
 N

ot
es

default:// parent process starts here
noofchilds++;
printf ("We are in the parent. New child has PID: %d\n", pid);

}

// parent code continues:
sleep (3);
printf ("Paent is shutting down\n");
}

****************************************************************************/

/* ANSI C Standard header */
#include <unistd.h>
#include <stdio.h>
#include <sys/types.h>

/* Novell NKS/LibC header */
#include <nksapi.h>

int main
(

int argc,
char *argv[]

)
{
int noofchilds = 0;
pid_t pid;

/* we need these additional variables for NXVmSpawn */
int flag;
NXExecEnvSpec_t forkEnvSpec;
NXNameSpec_t forkNameSpec;

/* Begin code that is similar to switch... case 0 (child) */
optind = 1;
while ((flag = getopt(argc, argv, "p")) != -1)

{
switch (flag)

{
case 'p':

/*
* p - special flag passed if forked
*/
printf ("We are in the child.\n");
sleep (2);
printf ("Child is shutting down.\n");
exit (0);
break;

}
}

/* End code that is similar to switch... case 0 (child) */

/* Begin code that is similar to fork() */
/*
* Prepare everything for NXVmSpawn
* I am adding one argument that indicates that we are forked from the Parent
*/

argv[argc++] = (char *) "-p";

forkEnvSpec.esFlags= 0;
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forkEnvSpec.esArgc= argc;
forkEnvSpec.esArgv= argv;
forkEnvSpec.esEnv= 0;
forkEnvSpec.esStdin.ssType= NX_OBJ_DEFAULT;
forkEnvSpec.esStdin.ssHandle= -1;
forkEnvSpec.esStdin.ssPathCtx= NULL;
forkEnvSpec.esStdin.ssPath= NULL;
forkEnvSpec.esStdout.ssType= NX_OBJ_DEFAULT;
forkEnvSpec.esStdout.ssHandle= -1;
forkEnvSpec.esStdout.ssPathCtx= NULL;
forkEnvSpec.esStdout.ssPath= NULL;
forkEnvSpec.esStderr.ssType= NX_OBJ_DEFAULT;
forkEnvSpec.esStderr.ssHandle= -1;
forkEnvSpec.esStderr.ssPathCtx= NULL;
forkEnvSpec.esStderr.ssPath= NULL;

forkNameSpec.ssType= NX_OBJ_FILE;
forkNameSpec.ssHandle= 0;
forkNameSpec.ssPathCtx= NULL;
forkNameSpec.ssPath = argv[0];

/* argv[0] is the name of the NLM itself */

flag = NXVmSpawn(&forkNameSpec, &forkEnvSpec, NX_VM_SAME_ADDRSPACE, &pid);
/* End code that is similar to fork() */

/* Begin code that is similar to switch... case -1 */
if (flag)

exit(0);// error
/* End code that is similar to switch... case -1 */

/* Begin code that is similar to switch... case default (parent) */
noofchilds++;
printf ("We are in the parent.\nThe new child has PID: %d\n", pid);

/* End code that is similar to switch... case default (parent) */

// parent code continues:
sleep (3);
printf ("Parent is shutting down.\n");
}

This is a very limited implementation, but it demonstrates the way you have to go 
to use NXVmSpawn instead of fork().

The output of this sample will show the following:

We are in the parent.
The new child has PID: -791664832
We are in the child.
Child is shutting down.
Parent is shutting down.

The NXVmSpawn call itself is a very complex one. If you look in the header file 
nks/vm.h, you will find this:

int NXVmSpawn( NXNameSpec_t *name, NXExecEnvSpec_t *envSpec,
unsigned long flags, NXVmId_t *newVm );
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The parameters that can be passed into NXVmSpawn are the following:

There is another way, processve() and processle() on the way with 
support for unnamed pipes and sharing of file descriptors.

Replacing fork/exec with processle/processve and pipes

Another often used mechanism to create processes on UNIX is the combination of 
fork() and exec() or CreateProcess() on Windows. As mentioned 
before fork() is the biggest problem on Netware, but with LibC there are two 
new functions to create a new process and to wire stdin, stdout, stderr and in the 
future every other file descriptor between processes. LibC has processle() 
and processve() defined in unistd.h. One of the nice things is that you can 
use pipe() and you’ll get back two descriptors, exactly in the same way as 
defined in POSIX. With these pipes you can communicate between processes 
created with processle/processve very easy. The following sample demonstrates 
how you can do this:

#include <stdio.h>
#include <string.h>
#include <unistd.h>
#include <nksapi.h>

void main(int argc, char *argv[])
{

int in[2], out[2], err[2];
int len;

wiring_t wire;
const char *args[3];
char *cstring, *pstring, buf[200];

cstring="If this can be read the child is talking to the parent\n";
pstring="If this can be read the parent is talking to the child\n";

setscreenmode(0); /* Don't auto close screen */

args[0] = cstring;
args[1] = cstring;

Parameter Definition

name The name of the application binary that will be run in the 
new VM.

envSpec Specifies the environment of the new Virtual Machine. This 
is mainly stdin, stdout, stderr, argc and argv.

flags Flags that control the type of the new VM. There are three 
different flags possible: NX_VM_CREATE_DETACHED,  
NX_VM_INHERIT_ENV, and NX_VM_SAME_ADDRSPACE.

newVm Returns the ID of the new VM. This is similar to PID on POSIX 
systems.
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args[2] = NULL;

len = strlen(cstring) + 1;

if (argv[1] && !strcmp(argv[1], cstring))
{

/* here we are in the child part */

printf("%s", cstring);
fwrite("", 1, 1, stdout); /* Send stuff via stdout to the parent */

fgets(buf, len, stdin);
fread(&buf[len-1], 1, 1, stdin); /* Read stuff from the parent */
cprintf("%s", buf);

}
else
{

/* here we are in the parent */
pipe(in);
pipe(out);
pipe(err);

/* wire stdin, stdout and stdin between parent and child */
wire.infd = in [0];
wire.outfd = out[1];
wire.errfd = err[1];

processve("proctest.nlm", PROC_CURRENT_SPACE, NULL, &wire, NULL, NULL,
args);

close(in[0]);
close(out[1]);
close(err[1]);

if (read(out[0], buf, len)) /* read from the child */
printf(buf);

// talk to the child
write(in[1], pstring, len); /* write to the child */

close(in[1]);
close(out[0]);
close(err[0]);

}
}

This sample requires that your NLM is called proctest.nlm and that it is marked 
multiple. If you don’t mark this NLM multiple you’ll see an error message 
that the process couldn’t be created because of the NLM couldn’t be loaded more 
than once. You can mark your NLM multiple in the target settings/NLM Linker of 
your project. Additional you should specify a user defined screen in the NLM 
Target settings.
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A run of this sample will show the following on your screen:

If this can be read the child is talking to the parent
If this can be read the parent is talking to the child

processve() and processle() are defined in unistd.h. If you look in 
this header file you’ll find the following:

pid_t processve( const char *path, unsigned long flags,
const char *env[], wiring_t *wiring,
struct fd_set *fds, void *reserved,
const char *argv[] );

pid_t processle( const char *path, unsigned long flags,
const char *env[], wiring_t *wiring,
struct fd_set *fds, void *reserved,
const char *arg0, ... );

processve() and processle() have only one difference in the parameter 
passing. processve() uses const char *argv[], processle() uses 
const char *arg0, …(this is similar to execve and execle on UNIX). 

The following table describes the parameters in detail:

The system call pipe() opens stdin, stdout and stderr with two file descriptors. 
One for reading and one for writing. That’s why one file descriptor is closed 
immediately in the parent. pipe() works exactly the same as defined in POSIX.

Preemption

NetWare has a functionality called Pseudo Preemption. If you have developed on 
CLib you know that it was the job of the programmer to give control back to the 
CPU via ThreadSwitchWithDelay(). This has changed. LibC applications 
are preemptive by default. 

Parameter Description

path The name of the application binary that will be run in the 
new process.

flags Flags that control the type of the process.

fds File descriptor table. All file descriptors in this table are 
open in the new process and can be used in the parent and 
in the child process.

reserved Currently unused.

argv[]/argc0… Arguments that will be passed to the new process.
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If, for some circumstances, your application seems to hang the server, you still 
need to add a similar functionality. In LibC (technically, this is in NKS, not LibC), 
this is called NXThreadYield(). Add this command to your code to solve 
such issues. If you are familiar with SUN Solaris and UI threads, you’ll know that 
you have to use thr_yield() sometimes. The same is possible in LibC instead 
of NXThreadYield().

One Source for CLib and LibC

If you develop an application for different platforms or you want to use the same 
source within a CLib and a LibC environment, you can check in your source code 
if you are in a LibC environment. LibC defines __NOVELL_LIBC__ and you 
can use the following lines in your code:

#ifdef __NOVELL_LIBC__
/* Your LibC specific code comes here */…
…
#else
/* other code comes here */
…
#endif

Other Porting Problems

There are several other problems you will see if you port an application to LibC. 
There is some development on the way to solve some of them, but it is not 
possible to solve everything. The following table shows some critical sections:

POSIX/System-V 
Functionality LibC Functionary Comments

Signals LibC currently supports 
only a basic set of signals. 
For more details look in 
signal.h

NXThreadInterrupts is another way to send a 
“signal” to another thread, but it is not possible 
to use NXThreadInterrupt between VMs or pro-
cesses

tcsetattr and tcgetattr tcsetattr and tcgetattr to 
block ctrl-c, ctrl-d or 
ctrl-z

tcsetattr and tcgetattr is only usable to block 
ctrl-c, ctrl-d or ctrl-z from stdin. There is no 
other functionality in termios.h

getopt getopt LibC supports optreset in the same way as BSD 
systems do. GNU systems doesn’t have optreset.

struct utsname struct utsname struct utsname has some NetWare specific exten-
sions to report NLM Version information, copy-
right, description NLM name, and others.

System V semaphores System V Semaphores System V semaphores are fully functional on Net-
Ware
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A Porting Strategy

During my years of writing applications for the NetWare platform, I’ve found a 
porting strategy that is very effective. I hope this strategy will help you port 
without all the headaches I had as I started my first ports to NetWare.

1. Read the readme of a project and figure out how the application is working 
on another platform.

2. Check if the application needs other libraries that needs to be ported first.

3. Check if there is a config.h file or if it will be generated on other platforms. If 
so copy this config.h file from a UNIX platform and modify it for the 
NetWare platform.

4. Check the makefile of the project to find out which sourcefiles are really 
necessary for the project and create a MetroWerks project with these files.

5. Search if there is “fork” somewhere in the sources.

6. If there is no fork, go to step 8.

7. Look at the source where you found fork. See whether it is used like 
fork/exec or as a pure fork. Now you have to find out if it is possible to avoid 
fork() with threads or with processve() or processle().

8. Check whether there is shared memory or mutexes in the code. Especially 
look for shared memory. Try to find a way to solve the process 
synchronisation issues.

9. Try to compile the project and make a list of all unknown functions. Try to 
find a way around these functions.

Conclusion

NKS/LibC has many features that are defined in standards such as ANSI C99, 
POSIX, BSD 4.3, UNIX98, SVID, and UI, as well as features that are commonly 
used in the “open source world.” Sometimes you will be surprised what LibC has 
to offer. It is really amazing if you look inside the header files.

If you have any questions, you can use the NKS Newsgroup or you can send me 
an e-mail. The Newsgroup is monitored by the LibC engineers and the 
DeveloperNet SysOps. This is the place where you find hot news about LibC first.
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If you are searching for ANSI C, POSIX or other standards, check out the links 
below. Some of these standard documents cost money, but if you are a 
professional software developer they are a must-have. You can buy a CD that 
contains all major standard documents, called “The Single UNIX Specification 
Version 3,” for a low price at http://www.unix-systems.org.

• http://www.ansi.org

• http://www.ieee.org

• http://www.unix-systems.org

• http://www.berkeley.edu

Copyright © 2002 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
their respective companies or distributors.
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Previously, we discussed features of the ConsoleOne 
utility and how to perform basic network administra-
tion tasks using the utility. We’ll continue the discus-
sion this month by learning about rights and how to 
grant rights to objects in ConsoleOne.

Rights are the privileges granted to an object on the 
network. For example, anytime a user accesses a file 
stored on a server, that user must have the necessary 
rights to access the file. Rights, then, control access to 
all resources on the network.

Granting Rights
When you assign rights, you always link them with a 
specific user, group, or other Novell eDirectory object 
that is the trustee (possessor) of the rights. You can 
grant rights to two classifications of objects: 

File System Objects. Examples of file system objects 
are the files and folders that users need access to every 
day to perform their jobs. 

eDirectory Objects. These are objects specific to 
Novell eDirectory. Examples of these objects are users, 
groups, and containers.

Each time a user accesses any resource on the network, 
eDirectory calculates the user’s effective rights assign-
ment and verifies that the user has appropriate rights to 
access the resource. Users are given access only if they 
have the necessary rights. If they do not have the 
necessary rights, the user’s request for the resource is 
rejected by eDirectory and the user receives an error 
message. 

This table outlines the file system rights that can be 
granted to trustees and an explanation for each. 

Assigning Rights Explicitly
The effective rights a trustee has on an object are 
calculated from several types of rights assignments. 
First, the user can receive an explicit trustee assign-
ment to a resource, which gives the user additional 
access to a network resource. Let’s look at two ways of 
how to accomplish this using ConsoleOne. (We’ll 
discuss other methods next month.)

Controlling Access to the NetWare File 
System by Resource
If you want to use ConsoleOne to grant users access to 
resources of the NetWare file system, such as files and 
applications, as well as volume/directory access, 
perform the following steps:

Right Description

Supervisor Grants the trustee all rights to the 
file or folder (directory). 

Read Grants the trustee the ability to 
open and read the file or folder 
contents. This includes the ability 
to execute program files. 

Write Grants the trustee the ability to 
open and write to or modify the 
file or folder.

Create Grants the trustee the ability to 
create new items and salvage 
deleted items in the folder.

Inheritable Makes the rights to the selected 
property flow to all objects below.

Erase Grants the trustee the ability to 
delete the file or folder. 

Modify Grants the trustee the ability to 
change the name and attributes of 
the file or folder. 

File Scan Grants the trustee the ability to 
see the file or folder, including its 
path back to the root of the 
volume. 

Access 
Control

Grants the trustee the ability to 
change the trustee assignments 
and inherited rights filter of the 
file or folder. 
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1. Right-click the resource (such as a file or folder) 
to which you wish to control access, then click 
Properties.

Note: Select a volume or folder to control 
access to all the resources below it.

2. On the Trustees page (Figure 1), edit 
the list of trustees and their rights 
assignments as needed. For example, 
if you want the trustee to be able to 
see and open any files in a directory, 
assign the trustee Read and File Scan 
rights only. The trustee will be able to 
view and open the files but will not be 
able to modify files or create new files 
in the folder.

3. To add an object as a trustee, click 
Add Trustee, select the object, then 
click OK. Under Access Rights, 
assign the trustee’s rights. This would 
be necessary when you have a user 
that needs access to a specific folder 
that did not previously have access to 
that directory.

4. To modify a trustee’s rights 
assignment, select the trustee, then under Access 
Rights, modify the rights assignment as needed. 
For example, if a user only has the File Scan and 
Read rights to an object, the user will not be able 
to modify the file. This may not be very practical. 

Depending on the application, assign the Write 
right to the file so the user can make modifications 
to the file. And depending how the application 

modifies its files, you may need to 
assign Create, Erase, and Modify 
rights as well.

5. To remove a user object as a trustee 
to a resource, select the object, and 
click Delete Trustee. Then answer 
Yes to the deletion question.

Note: The deleted trustee will no longer 
have explicit rights to that file or folder, 
but they still may have effective rights 
through inheritance or security equiva-
lence (we’ll discuss this in next month’s 
column).

6. When you are finished, click OK.

Controlling Access to the 
NetWare File System by Trustee
To use ConsoleOne to grant access to files 
and applications or volume/directory 

access through the user (or trustee), perform the 
following steps:

1. Right-click on a trustee (the object that possesses, 

or will possess, the rights to access a network 
resource, such as a user or group object), then 
select Properties.

2. On the Rights to Files and Folders page, click the 
Show tab and select the NetWare volume 
containing the file/directory/applications to which 
you wish to control access (Figure 2). Click OK.

3. Edit the rights assignments as needed. Use the 
rights description table below to assign the 
necessary rights.

Figure 1: Assigning trustee rights.

Figure 2: Selecting the volume for access control.
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4. To add a rights assignment to the 
trustee on the highlighted volume, 
click the Add button and double-click 
the volume/folders until you reach the 
file or folder to which you wish to 
control access. Click OK. Then under 
Rights, assign the trustee’s rights. In 
the example above, we started by 
giving the user the Read, File Scan, 
and Write rights, but the user will still 
not be able to save any new files in 
the current folder. Assign the Create 
right to the folder so that the user can 
add files to the folder.

5. To modify a rights assignment, select 
the file or folder to which you wish to 
control access, and under the Rights 
tab, modify the trustee’s rights as 
needed.

6. To remove a rights assignment to the 
selected trustee, select the file or folder to which 
you wish to control access and click on the Delete 
button. Then answer Yes.

Note: The trustee will no longer have explicit rights to 
the file or folder but they might still have effective 
rights through inheritance or security equivalence.

7. Repeat Steps 2 and 3 as needed to edit the 
trustee’s rights assignments on other NetWare 
volumes. When you are finished with this trustee, 
click OK.

Controlling Access to Novell eDirectory 
by Resource
The concepts for administering eDirectory resources 
and file system resources are basically the same. 
However the rights a trustee can possess are different 
to reflect an eDirectory object instead of a file system 
object. The following table lists the eDirectory rights 
trustees can possess.

If you want to use ConsoleOne to grant access to an 
eDirectory resource, such as a container or a user 
group object, perform the following steps:

1. Right-click the eDirectory resource (object) to 
which you want to control access and click the 
Trustees of This Object (Figure 3). Edit the list of 
trustees and their rights assignments as needed.

Note: Choose a container to control access to all the 
objects below it. 

By assigning a trustee the Browse right, the 
trustee will be able to see the object while brows-
ing the tree. By removing the Browse right, the 
object will not be visible in the eDirectory tree to 
non-trustees. We’ll discuss how to do this in next 
month’s article. 

2. To modify a trustee’s rights assignment, select the 
trustee and click the Assigned Rights tab, then 
modify the rights assignment as needed. Once you 
are finished, click OK.

3. To add an object as a trustee to the selected 
eDirectory resource, click the Add Trustee button. 
Then select the object, click OK and assign the 
trustee’s rights as needed. For example, if you 
assign the Rename right to a trustee, the trustee 
will have the right to rename the object in the tree. 
Once you are finished, click OK.

Note: When creating or modifying a rights assignment 
(in the Rights Assigned To dialog box), you can grant or 
deny access to the object as a whole, to all the proper-
ties of the object, and to individual properties. 

4. To remove an object as a trustee, select the object 
and click the Delete Trustee button, then select 
Yes.

Right Description

Supervisor Grants all access privileges.

Browse Enables an object trustee to see 
the object in the eDirectory tree.

Create Enables an object trustee to create 
objects below this object in the 
eDirectory tree.

Delete Enables an object trustee to delete 
the object from the tree.

Rename Enables an object trustee to 
change the name of the object.

Inheritable Enables an object trustee to inherit 
the assigned object rights to other 
objects within the eDirectory 
container. (We’ll discuss 
Inheritance in further detail next 
month). 

Right Description

Figure 3: Assigning trustees to an eDirectory object.
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When creating or modify-
ing a rights assignment,
you can grant or deny
access to the object as a
whole, to all the proper-
ties of the object, and to
individual properties.
Note: The deleted trustee will no longer 
have explicit rights to the object or its 
properties, but the trustee might still have 
effective rights through another security 
method such as inheritance or security 
equivalence. 

5. When you are finished, click OK. 

Controlling Access to Novell 
eDirectory by Trustee
To use ConsoleOne to grant access to an 
eDirectory resource, such as a container or 
a user group through the user (or trustee), 
perform the following steps:

1. Right-click the trustee (the object that 
possesses, or will possess, the rights 
to access a network resource, such as 
a user or group object) and select the 
Rights to Other Objects tab.

Figure 4: Selecting the object and context for a 
trustee search on the selected object.

2. In the search dialog box (Figure 4), specify the 
part of the eDirectory tree to be searched for 
eDirectory objects to which the trustee may 
currently already have rights assignments. Click 
OK in the search dialog box.

Figure 5: The Search dialog box with its findings.

A dialog box appears showing the progress of the 
search (Figure 5). When the search is done, the 
Rights to Other Objects page appears with the 
results of the search (Figure 6). Then you can edit 
the trustee’s eDirectory rights assignments as 
needed.

3. To add a rights assignment, click the Add Object 
tab and select the object to which you wish to 
control access. Click OK and assign the trustee’s 
rights as needed. Then click OK. 

4. To modify a rights assignment, select the object to 
which you wish to control access and click the 
Assigned Rights tab. Modify the trustee’s rights 
assignment as needed and click OK. For example, 
assign the Delete right to the trustee and the 
trustee will be able to delete the object from the 
tree.

When creating or modifying a rights assignment 
(in the Rights Assigned To dialog box), you can 
grant or deny access to the object as a whole, to all 
the properties of the object, and to individual 
properties. Click Help in the dialog box for 
details.

5. To remove a rights assignment, select the object to 
which you wish control access and click the 
Delete Object button, then click Yes. 

Note: The trustee will no longer have explicit rights to 
the object or its properties, but the trustee may still 
have effective rights through another security method, 
such as inheritance or security equivalence. 

6. Once you are finished with the assigned task, click 
OK. 

Conclusion
In this column, we talked about eDirectory and file 
system rights. You also learned how to administer 
these rights using ConsoleOne.

In next month’s column, we will continue our discus-
sion of rights by talking about Inheritance, Inheritance 
Rights Filters, Security Equivalence, and Effective 
Rights.

Figure 6: The Rights to Other Objects page appears with the results of 
the search.
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Novell’s eDirectory has a
very slick and efficient
synchronization engine.
eDirectory Synchronization 
and Background Processes

Kevin Burnett
Senior Research Engineer
Novell AppNotes
kburnett@novell.com

This month I want to switch gears from covering a 
focused directory subject and look at eDirectory from a 
much more broad view, even a [Root] view, if you will 
excuse the pun. There are several things that make 
eDirectory 8.x the premier directory service. Of 
course, components like Partitioning, Replication, 
Synchronization, an extensible Schema and Back-
ground Processes that you typically don’t have to 
worry about are only scratching the surface. 

Object Synchronization
Novell’s eDirectory has a very slick and efficient 
synchronization engine that takes care of the following 
features:

• Convergence, which is the act of making an object 
consistent among all instances of that object.

• Hierarchy, which is a graded series of objects in 
which each element may contain other objects.

• Replication Styles, offered are Single Instance, 
Master-Slave, Multi-Master, and Hybrids.

• Replication Methods, None, Copy and Replace, 
Change Log, State Based and Hybrids.

Note: Of the above features, eDirectory uses 
Multi-Master/Slave Hybrid and State-Based the most.

In addition, eDirectory utilizes the following features 
in the synchronization process:

• Replica Types: Master, Read/Write, Read Only 
and Filtered.

• Replica Ring: The set of eDirectory agents that 
hold a replica of a given partition and, therefore, 
participate in the synchronization of objects 
contained with that partition.

• Deltas: The time differences between copies of a 
given object.

• Change Cache: The collection of objects with 
deltas for a given replica.

• Transitive Synchronization: A method for 
providing convergence of data without requiring 
an eDirectory agent with changes (i.e. state based 
deltas) to directly contact and synchronize those 
changes with every other agent in the replica ring.

eDirectory includes the following Partition Root 
Object Attributes:

• Replica—A synchronizing multi-value attribute, 
where each attribute value represents an 
eDirectory agent that is participating in replication 
of this partition and how it can be contacted.

• Transitive Vector—A synchronizing multi-valued 
attribute, where each attribute value represents the 
state in time that the specified eDirectory agent 
has received changes up to.

• Local Received Up To—A non-synchronizing 
single-valued attribute whose value represents the 
current state in time that the local eDirecotry agent 
has received changes up to.

• Purge Vector—A non-synchronizing 
single-valued attribute whose value represents the 
oldest state in time that has been seen by each 
eDirectory agent in the replica ring. Users the 
Transitive Vector to find out the oldest state that is 
seen by all the agents in the ring for each replica in 
the ring.

Local Received Up To (LRUT)
eDirectory uses LRUTs to keep track of what changes 
have been received from other replicas in the network. 
LRUTs are also used to inform inbounding replicas of t 
the current synchronization state and to advertise the 
local state when the agent is ready to do an outbound 
synchronization.

Once the changes are ready for outbound synchroniza-
tion, the following occurs:

• Read the last TimeStamp issued on the local 
replica from the partition record

• Update the row in the Local Received Up To 
corresponding to the local replica number

• Update the Transitive Vector value corresponding 
to the local agent (“server”)

• The updated data is then sent out to all of the other 
servers.

Synchronization Improvements
eDirectory 8.6 and greater includes improvements to 
the synchronizing process.

• Incremental Replication Changed—All changes 
for the entire state difference between replicas of a 
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In eDirectory, an Obitu-
ary is used to ensure ref-
erential integrity during
operations, such as delete,
move, rename, and the
like.
given partition are still required, but a progress 
marker (which is a synchronization point) is kept 
so that work is not lost and redone in the event of 
an error (usually in communication) during a 
synchronization cycle.

• Multi-Threaded Outbound—The outbounding 
eDirectory agent can update more than one agent 
for more than one partition at a time.

• Reduced Chattiness—Communication of the 
Transitive Vector between replicas is no longer 
delayed until each replica’s outbound 
synchronization cycle. The destination replica’s 
Transitive Vectors are exchanged with the source 
replica at the end of a replication cycle.

• More Effective Object Analysis—Improved 
handling of large multi-valued attributes for both 
inbound and outbound.

External Reference Synchronization
An External Reference is a name that needs to be 
tracked by the local Directory Information Base (DIB). 
It may contain a partial cache of attributes from the real 
object and/or results of local operations. External refer-
ences are typically created when one of the following 
occurs:

• Authentication

• It is referenced by another eDirectory object

• File rights or another Operating System (OS) 
dependency

• eDirectory itself has a dependency

Normally External References are maintained by a 
Reference Check Process, such as the Backlinker or 
DRL processor. On real replicas, this process main-
tains User, Used By, and Back Link attributes. 

So what is actually maintained? That depends on the 
object and the version of eDirectory. The base class, 
name, and certain attributes are all maintained. Some 
examples of maintained attributes include Public Key 
and GUID for User objects, Replica for Partition Root 
objects, and Status and NDS Version for NCP objects.

So Why Should I Care About External 
References?
Here are a few reasons you might want to care about 
External References:

• If you have a lot of external references from one 
partition, you may want to consider placing a 
replica of that partition on another server.

• They must be maintained properly for those 
subsystems that are dependant on them.

• They effect the amount and types of 
communication that is required between 
eDirectory agents.

• Referential Integrity.

You can usually tell if there is a problem with External 
References by using NDS iMonitor and looking at the 
Agent Process Status.

Obituary Synchronization
In eDirectory, an Obituary is used to ensure referential 
integrity during operations, such as delete, move, 
rename, and the like. The most common types of Obit-
uaries are two fold:

• Primary, which can be Dead, Restored, Moved, 
Inhibit Move or New Relative Distinguished 
Name (RDN)

• Secondary, which can be Back Link or Used By

So, how are Obituaries processed by eDirectory? The 
Obituary process is one of the eDirectory processes 
that uses the Purge Vector. It is not manually 
schedule-able; it is automatically scheduled at the end 
of an inbound synchronization cycle for the just 
synchronized partition. 

Obituaries are moved through a series of states (i.e. 
Notified, OK to Purge, Purgable, etc.) before they are 
purged from the system. This is done to ensure that all 
interested parties are notified and can make the proper 
adjustments and modifications. For backlink obitu-
aries, the Master replica is responsible for moving the 
obituary through the state transitions; for used obitu-
aries, it is the replica which created it. If that replica no 
longer exists, then the Master Replica will take owner-
ship.

Obituaries are synchronized as they move through their 
various states. Using the Obituary Index, those changes 
are synchronized to agents holding a replica of the 
effected objects. You are able to tell if you have obit-
uary problems on your network by using NDS iMon-
itor, Agent Process Status and Obituary Report 
options.

Schema Synchronization
The eDirectory schema resides on all agents (servers) 
in the network. Each agent has a copy that will be a 
cached copy and it is not modifiable unless the agent 
also holds a writeable copy of the tree root partition.

The schema propagates through the schema synchroni-
zation process, sideways and down, never upwards on 
the directory tree. This is based on replica depth. 
Replica depth is the replica with the fewest number of 
containers held by a given agent.NDS iMonitor, Server 
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Not every agent in an eDi-
rectory environment will
hold a copy of its own
NetWare Core Protocol
(NCP) server object. 
Information Report option, shows replica depth for all 
agents. 

So what happens to the schema when the first replica is 
added to an agent? The agent resets the schema and 
adds itself to a poll list in order to receive a new copy 
of the schema. This operation must complete before 
the replica can proceed with synchronization. If there 
are problems present on the network, you will be able 
to tell by using NDS iMonitor, Agent Process Status 
option along with the Schema Browse and Schema 
Root Browse options.

Agent Configuration Synchronization
Not every agent in an eDirectory environment will 
hold a copy of its own NetWare Core Protocol (NCP) 
server object. This object contains information that is 
needed to control the agent’s behavior. In order to have 
this information available and to reduce network band-
width, a local partial cache of the NCP Server object is 
maintained. Also, the Agent Configuration Synchroni-
zation process updates the NCP Server object with 
changes that occur on the local agent (i.e. Network 
Address, NCP Sever Name, etc.).

The Agent Configuration is stored on the Pseudo 
Server, which is maintained by eDirectory. Every 
agent has its own copy of this object in which to store 
its own agent configuration, regardless of whether or 
not it holds any replicas.

Limber Process
Limber is the process that performs Agent Configura-
tion Synchronization. Limber (also referred to as 
Connectivity Check) may trigger other processes to 
refresh their configuration (i.e. LDAP, etc.) Limber is 
scheduled to run every 4 hours by default, which is 
configurable in NDS iMonitor. It will also run when 

requested or when a change is noticed that needs to be 
synchronized. 

This process maintains data such as the Network 
Address, Index Definitions, the NCP Server’s RDN 
and location in the tree, the Tree Name, and Permanent 
Configuration Parameters. You can tell if you are 
having this type of problem in your network by using 
NDS iMonitor, the Agent Process Status and Pseudo 
Server Browse functionality (eDirectory 8.6 or 
greater).

Additional Background Processes
The following explains a few of the background 
processes that eDirectory relies on to run quickly and 
efficiently:

• Janitor: The janitor process checks for synthetic 
time, updates inherited ACL’s, updates known 
NCP server status and version, purges unneeded 
bindery entries, purges expired temporary agent 
configuration parameters.

• Purger: Using the Change Cache together with the 
Purge Vector for each replica held, the Purger 
process removes values and entries that are no 
longer needed in the system because their removal 
has been seen by all replicas.

eDirectory Background Processes can be monitored in 
NDS iMonitor using the Background Process Schedule 
option.

Conclusion
This month we have looked at how some of the deeper 
eDirectory synchronizing and background processes 
work and what they are. Next month we’ll begin a 
discussion of NDS iMonitor.
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Fighting Spam

John Fontana
Network World
09/09/02

Editor’s Note: This is something I found on the web 
(http://www.nwfusion.com/news/2002/0909spam
.html) that I thought you would like to know about.

Network executives should follow a few general 
deployment guidelines to reduce the amount of legiti-
mate e-mail that spam filters might block.

• Run the software in a monitoring mode first to 
help you gauge what is being blocked before 
going live with end users. 

• Start off with a conservative attitude toward 
blocking, which will let a lot of spam escape the 
filter but nearly eliminate false positives, and 
work your way up to an acceptable balance. 

• Use a combination of filtering techniques, such as 
keywords, domain and IP blocking, blacklists, 
whitelists or collection accounts. Look for 
software with more sophisticated filtering 
methods such as heuristics. 

• Quarantine blocked mail and give users the option 
to see their mail that has been filtered before it is 
deleted.

Sound Advice on Configuring 
Multimedia Players

David Doering
Senior Writer
TechVoice, Inc.

Multimedia players are becoming as essential as other 
office automation software. Problems with players, 
however, sometimes present a convoluted solution. For 
example, WinAmp gives the following error message:

WinAmp 2 WaveOut plug-in v1.03 error
Please reinstall soundcard drivers
Error code: 7

Windows gives this error message:

MMSYSTEM007: There is not enough memory 
available for this task. Quit one or more programs then 
try again.

These messages suggest reinstalling drivers or 
upgrading memory to fix a no-playback problem. 
Neither solution will fix the problem. Nor will rein-
stalling the player. It’s not just WinAmp. Try running 
Real’s RealOne or Microsoft’s Media Player, for they 
also fail. 

Referring to the player support websites also fails to 
find a fix. The solution is actually in the error code 
MMSYSTEM007. Searching for this at 
Support.microsoft.com yields the Knowledgebase 
article #Q178677—that is totally unrelated to media 
players but actually fixes the problem. (It describes a 
problem with Flight Simulator.)

#Q178677 describes using the System File Checker 
(SFC) tool that is installed on Windows 98 and above 
OSes to replace some corrupted files. (SFC allows 
individual file installs from the Windows CAB files.)

The corruption typically occurs when Internet Explorer 
crashes or locks up. So replacing WinAmp, RealOne or 
even WiMP won’t help, since the corrupted files need 
replacing instead. These files are:

• avifile.dll

• dciman.dll

• dciman32.dll

• mciavi.drv

• mmsystem.dll

• msvidc32.dll

• msvideo.dll

• msvfw32.dll

• wow32.dll

Once replaced using SFC, a warm boot will do the 
trick and WinAmp, RealOne, and WiMP will play 
MP3 files again.

Setting Up the SilverDebugger 
for the Novell exteNd 
AppServer on NetWare

By Bruce Bergeson
Sr. Software Engineer
J2EE Technology Team

Distributed with exteNd Workbench is a sample web 
application project called ProverbFinal. It  is located in 
N o v e m b e r  2 0 0 2
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the directory: <WorkbenchHome>/docs/tuto-
rial/ProverbFinal. This tutorial describes the steps 
needed to debug this web application on NetWare.

1. Dependencies

a. The Novell exteNd AppServer is installed on a 
Nakoma Server. This is an option during the 
NetWare Nakoma installation. 

b. The exteNd Workbench, with documentation 
and samples, is installed on a Windows client.  
Workbench is available on the Nakoma Client 
CD.

2. Start the exteNd AppServer, with debugging, on 
NetWare by running the commands found in the 
SilverServerDebug.NCF file. At the server 
console prompt, type

SILVERSERVERDEBUG <Enter>

3. Start the MySQL Monitor with MYSQL.NLM 
and execute the following commands:

a. create database ProverbsCloud;

b. grant all on ProverbsCloud.* to dba@‘%’ 
identified by ‘sql’;

c. quit;

4. Start the SilverStream Management Console 
(SMC) by running the SMC.NCF at the server 
console prompt.

a. From the menu select File and Choose 
Server(Alt-E). Then enter 

localhost:83 

 • Click OK

b. Select the Databases panel and click the Add 
Database… button.

 • Name of the database: ProverbsCloud
 • User name: dba
 • Password: sql
 • Database platform: MySQL
 • Click Next>
 • JDBC URL: 

jdbc:mysql://localhost/ProverbsCloud
 • Click Finish

c. Click OK

d. From the menu select File and Exit.

5. Populate the ProverbsCloud database by 
performing the following steps:

a. Copy the PROVERBS.SQL file to the 
SYS:\mysql\bin directory.

b. On the NetWare system console type: mysql < 
proverbs.sql

c. Press the spacebar

6. Copy over the files TodayAction.java, 
ProverbDataAccess.java, and Constants.java to 
<Workbench 
Home>/docs/tutorial/ProverbFinal/src/com/prover
b (These files are on the Nakoma CD.)

7. Start exteNd Workbench on the Windows client 
by performing the following steps:

a. From the menu select File and Open Project… 

b. Find: 
<WorkbenchHome>/docs/tutorial/ProverbFina
l/ProverbFinal.spf

c. From the menu select Project and Deployment 
Settings…

 • Click OK (if you get a message box)
 • Click New…
 • Profile name: <NetWare Server DNS Host 

Name>:83:ProverbsCloud
 • Server type: SilverStream 4.0
 • Deployment tools directory: 

S:\SilverStream\eXtendAppServer\bin (Where 
S:\ is a mapped drive to the SYS volume of the 
NetWare Server)

 • Server name: <NetWare Server IPAddress>:83
 • Database name: ProverbsCloud
 • Click OK
 • Select the Deployment Info Tab
 • SilverStream Deployment Plan: 

ProverbFinalDeplPlan.xml
 • Click DeployFrom the menu select File and 

Exit

8. Copy the files <WorkbenchHome>\*.* from the 
Windows client to the 
S:\SilverStream\eXtendWorkbench directory on 
the NetWare Server.

9. Launch an internet browser on the Windows 
client.

a. Type in the following address: 
http://<NetWare Server IP 
Address>:83/ProverbsCloud/ProverbFinal

10. Copy the setup files to the following locations:

a. SilverStreamDebug.ncf to 
S:\SilverStream\eXtendWorkbench\bin

b. localhost-ip.ncf to 
S:\SilverStream\eXtendWorkbench\bin
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11. Perform the following steps on the NetWare 
Server console:

a. Type: SEARCH ADD 
SYS:\SilverStream\eXtendWorkbench\bin\

12. Start the SilverDebbugger from the NetWare GUI:

a. From the task bar, select Novell and Run…

b. Click Browse

c. Select: 
SYS:\SilverStream\eXtendWorkbench\bin\loc
alhost-ip.ncf

d. Click OK

13.  Set a breakpoint in TodayAction.java

14. From internet browser on the Windows client, 
select Today’s Proverb.

15. Enjoy debugging in the SilverDebugger

The Novell Nsure Web Site
There’s been a bit of press on the Novell Nsure, but 
some of you are still a bit confused as to what it can do 

for you. If you fall into this category, take a look at 
http://www.novell.com/solutions/nsure/ to get some 
details on the solution.

The Novell Nsure web site contains information such 
as explaining what the Nsure solution is, what is can do 
for you, as well as what product components make up 
this solution. The products that can be included are:

• Account Management

• BorderManager

• DirXML

• eDirectory

• iChain

• NMAS

• Nsure Resources

• SecureLogin

• Secure Access

Because of its flexibility, you can use some or all of 
these products to best meet the needs of your business. 
To find out more, see http://www.novell.com/
solutions/nsure/.
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Troubleshooting User Move 
Problems with GroupWise 6 
Running Support Pack 3

Greg Wheeler
GroupWise Worldwide Support Services
Novell, Inc.

User move problems are categorized into two different 
areas—the admin move and the mail move. Our first 
objective is to determine where the move is failing. 
Log into the source post office as a test user and find 
the user you just moved in the address book. Find out 
in which post office the address book thinks that user 
belongs.

If the test user shows up in the target post office, then 
the admin portion of the move has completed. If the 
user still shows up as being in the source post office, 
then we have a problem with the admin portion of the 
move.

Admin Move Problems
Admin moves are usually caused by either a bad entry 
in the domain database or a message flow problem. 
The steps for performing the admin move portion are 
listed below:

1. Through the ConsoleOne utility, the administrator 
selects the user(s) to be moved, right-clicks and 
selects Move.

2. Next, the administrator selects the target PO (Post 
Office).

3. If the move causes Internet email address changes, 
the administrator is prompted to allow or ignore 
the name changes. If the administrator allows the 
change, the new email address is written to the 
user record in the domain where the ConsoleOne 
snapin is connected. A message is also created to 
replicate this information to other domains.

4. The owning PO attribute for the user is changed in 
the domain database.

5. A replication message is sent to the target Post 
Office.

6. The target POA’s ADA (Administration Agent) 
thread will change the user’s record in the host 
database and display a message stating that the 
user has been renamed.

7. A replication message is sent to all remaining 
domains and post offices.

8. The ADA thread of each remaining Post Office 
will change the user’s record in the host database 
for that PO and display a message stating that the 
user has been renamed.

9. When the ADA thread on the source POA has 
changed the user’s record, it will create a message 
for a worker thread on the source POA to move 
the user.

Additional Steps to Resolve a Stuck Move
Here are some steps that can help resolve a move that 
is stuck in the admin portion:

1. Verify that admin messages are flowing 
throughout the system. You can do this by 
changing a user’s phone number and making sure 
that it updates the source and target address book. 
If it does not, first resolve the message flow 
problem before proceeding.

2. Move the user back to the source domain.

3. Run a ‘Validate Domain’ on the primary domain 
database. Starting with GroupWise 6 Support 
Pack 2, the Validate database routine contains 
new functionality that can clean up bad user 
information in the domain database. 

This check looks for any records belonging to a 
user that no longer exists on the post office and 
cleans them up if they do. These records could 
cause a user move to fail. If the user belongs to a 
secondary domain, rebuild the owning domain 
from the newly validated primary domain.

4. Set all agent log levels to VERBOSE. This applies 
to the primary domain Message Transfer Agent 
(MTA), the source and target POA and MTA.

5. Try to move the user again. If the move still fails, 
find out if it is failing in the admin move or in the 
mail move. If it is the admin move, then continue 
with the next step.

6. At this point, we need to find out where the admin 
move is getting stuck. Check the log files for all 
agents that are involved in the move: The primary 
domain MTA, the source and target POA and 
MTA. Here we are looking for a log entry similar 
to the following:
n o v e l l . c o m / a p p n o t e s
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ADM: Completed: Rename object in post office - User  
Domain.PostOffice.User (Administrator: (NDSTREE) 
AdminUser.Context, Domain: Domain)

7. Look in the MTA log files for any error messages 
or any message with the username in it.

8. If the move is still failing, move the user back to 
the original (source) post office and then 
disassociate and re-associate the GroupWise 
attributes on the NDS user object.

Try to move the user again. If the move still fails, then 
Novell support will likely want to get the domain data-
base in-house to try to duplicate the issue.

Mail Move Problems
Now that we’ve looked at some of the admin move 
problems, let’s now look at some mail move problems 
and their solutions.

1. Starting with GroupWise 6 Support Pack 3, the 
Post Office Agent will have additional logging 
capabilities added to help administrators see the 
progress of user moves. The logging (in verbose 
mode) for a successful user move on the source 
POA appears below (some of the lines have been 
removed for the sake of clarity):

11:04:40 164 ADM: Completed: Delete object from post 
office -  Misc Domain.PostOffice (Administrator: 
(NDSTREE) Adminuser.context, Domain: GroupWise 
Domain)

11:04:40 164 ADM: Completed: Delete object from post 
office -  Misc Domain.PostOffice (Administrator: 
(NDSTREE) Adminuser.context, Domain: GroupWise 
Domain)

11:05:40 164 ADM: Completed: Rename object in post 
office -  User Domain.PostOffice.Username 
(Administrator: (NDSTREE) Adminuser.context, 
Domain: GroupWise Domain)

11:05:57 152 (.Move) Initiating: Username (User’s FID)

11:05:57 152 (.Move) Sending Inventory List: Username 
(User’s FID)

11:06:05 137 (.Move) Request for User Data Received: 
Username (User’s FID)

11:06:05 137 (.Move) Folders Sent (11): Username 
(User’s FID)

11:06:05 137 (.Move) Bag Records Sent (12): Testuser 
(hlw)

11:06:05 137 (.Move) Items Sent (6): Username (User’s 
FID)

11:06:05 137 (.Move) AddressBook Components Sent 
(7): Username (User’s FID)

11:06:05 137 (.Move) User Settings Sent (7): Username 
(User’s FID)

11:06:05 137 Remote Request From: Username

11:06:05 137 (.Move) Purging User Data: Username 
(User’s FID)

11:06:05 137 Delete user/resource: Username

Once the “Purging User Data” message is 
received, the user’s mail in the source PO will be 
immediately deleted.

Note: The source POA now displays the user’s FID in 
parenthesis. This is important because this is the FID 
on the source post office. The FID on the target post 
office may be different, although this is usually not the 
case.

2. The destination POA (when verbose logging is 
enabled) will log the following for a successful 
user move with some of the lines removed for 
clarity:

11:05:27 190 ADM: Completed: Rename object in post 
office -  User Domain.PostOffice.Username 
(Administrator: (NDSTREE) Adminuser.context, 
Domain: GroupWise Domain)

11:05:27 190 ADM: Completed: Update object in post 
office - Domain.PostOffice (Administrator: (NDSTREE) 
Adminuser.context, Domain: GroupWise Domain)

11:05:27 190 ADM: Completed: Update object in post 
office -  Misc Domain.PostOffice (Administrator: 
(NDSTREE) Adminuser.context, Domain: GroupWise 
Domain)

11:05:45 18E Processing admin task: Update Settings 

11:05:45 18E Successful merge of settings for 
Username

11:05:45 18E  Processed OK

11:05:45 18E Processing admin task: Update Settings 

11:05:45 18E Successful merge of settings for 
Username

11:05:45 18E  Processed OK

11:05:57 17A (Move.) Inventory List Received: 
Username

11:06:05 18E (Move.) Requesting User Data: Username

11:06:05 18E (Move.) Folder Received: Username
N o v e m b e r  2 0 0 2
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If the Ilist utility shows 
that there are important 
items left to be moved, the 
administrator can move 
the user back to the 
source post office, have 
the user log in and 
archive any essential 
items. 
11:06:05 18E (Move.) Progress. Items remaining (24): 
Username

11:06:05 18E (Move.) Bag Record Received: Username

11:06:05 18E (Move.) Progress. Items remaining (23): 
Username

. . .

11:06:05 18E (Move.) Progress. Items remaining (20): 
Username

. . .

11:06:05 18E (Move.) AddressBook Component 
Received: Username

11:06:05 18E (Move.) Progress. Items remaining (12): 
Username

. . .

11:06:05 18E (Move.) AddressBook Component 
Received: Username

11:06:05 18E (Move.) Progress. Items remaining (8): 
Username

11:06:05 18E (Move.) AddressBook Component 
Received: Username

11:06:05 18E (Move.) Progress. Items remaining (7): 
Username

. . .

11:06:05 18E (Move.) Progress. Items remaining (2): 
Username

11:06:05 18E (Move.) User Setting Received: 
Username

11:06:05 18E (Move.) Progress. Items remaining (1): 
Username

11:06:05 18E (Move.) User Setting Received: 
Username

11:06:05 18E (Move.) Transfer Complete. All Items 
Received: Username

11:06:05 18E (Move.) Sending Purge Notification: 
Username

11:06:05 18E  Processed OK

The target POA displays a countdown of all items 
remaining to be moved. This provides an easy way for 
administrators to tell whether or not a move was 
successful. The administrator can search the logs for 
“Sending Purge Notification” and make sure that each 
user was successfully moved.

If a user move was not successful, the administrator 
can use the GroupWise 6 Inventory List (Ilist) utility to 
help determine the next step to take. The Ilist utility 
will show the number of items that are remaining to be 
moved, along with some basic information about each 
item (Subject, date/time, sender, etc.) The Ilist utility is 
available for download here: http://support.novell.com/
servlet/tidfinder/2963477

If the Ilist utility shows that there are important items 
left to be moved, the administrator can move the user 
back to the source post office, have the user log in and 
archive any essential items. After the user archives the 
items in question, the administrator can then move the 
user again.

Alternatively, if the administrator has defined a restore 
area for that post office, the user can use the File | 
Open Backup feature within the client to retrieve any 
items that may not have made it through the move 
process.

If the administrator decides that it’s not worth the 
effort to archive/retrieve the items from the source post 
office, Ilist can be used to delete the remaining items in 
the user’s inventory list and to request a retry on the 
move. Once there are no remaining items in the inven-
tory list, the POA will declare the more to be complete 
and will send a purge notification to the source POA.

Additionally, the administrator can use the “send 
purge” button to manually mark the move as 
completed, and to remove the user’s data from the 
source post office. The functionality of the Ilist utility 
will be included in the GroupWise snapins for Conso-
leOne as part of the Hawthorn (GroupWise 6.5) 
release. 

Note: At the time of writing, the GroupWise 6 Support 
Pack 3 had not been released, but it may be by the 
time you read this article. To see if SP3 is available, go 
to http://support.novell.com and select Product 
Updates (patches & fixes), then follow the Groupware 
link under Product Categories. If you want to download 
the latest GroupWise 6 agents, including the logging 
enhancements mentioned in this article, go to 
http://support.novell.com/filefinder/
12886/beta.html.
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The Technical Information Documents (TIDs) are 
brought to you by Novell’s Support Connection site, 
which you can find at http://support.novell.com. We’ll 
be looking at a selection of TIDs from several catego-
ries, giving you a brief summary of the issue the TID 
addresses, along with its TID number and corre-
sponding URL for your quick perusal.

The categories for this month include Novell Directory 
Services (NDS) or eDirectory, Novell Small Business 
Suite 6, NetWare 5, NetWare 6, Novell iChain, 
ZENworks for Servers, ZENworks for Desktops, 
Novell Client for Windows 2000/XP, GroupWise 6, 
Novell BorderManager 3.x, and Novell ManageWise 
2.7.

Novell Directory Services (NDS) or 
eDirectory
You are running eDirectory 8.6.2 and you just created 
a new epoch. However, you found that by creating a 
new epoch, you have wiped out all replica ring 
attributes on the servers holding copies, except the 
Master replica. 

Other problems may include:

• After an epoch is declared on a partition, all of the 
receiving replicas lose their replica attribute. 

• Master replica shows all servers in a new state, but 
the other servers holding replicas when viewing 
the replica ring ask you to repair replica ring. 
After you repair the replica ring, servers only 
show themselves in the replica ring. 

• The Master server is getting -672 or -669 errors to 
all servers in the replica ring 

• -626 and -634 errors in sync because of the broken 
replica rings 

• NDSmanager, NWadmin and ConsoleOne may 
show unknown objects. 

TID #10063273 explains what has happened and what 
DS versions you need to upgrade to in order to get 
around this problem. To go directly to TID #10063273 
for epoch problems, see http://support.novell.com/
cgi-bin/search/searchtid.cgi?/10063273.htm

Novell Small Business Suite 6
You have a small business and you have set up 
Novell’s Small Business Suite 6 along with Apache 
Web Server. But now you need to change the IP 
address on the web server.

If you know where to place the new IP address in the 
ADMINSERV.CONF file, you’re all set. If you don’t, 
you had better take a look at TID #10070195. Entitled 
“Changing the IP Address for the Apache Web Server 
on NetWare 6,” this TID gives you the places where 
you need to change IP address in order for the Apache 
Web Server to work correctly.

To go directly to TID #10070195, see 
http://support.novell.com/cgi-bin/search/
searchtid.cgi?/10070195.htm

NetWare 5
If you are running NetWare 5.1 and are experiencing 
unusually high Directory Service/eDirectory utiliza-
tion, you may want to take a look at TID #10068952. 
Entitled “DS High Utilization,” this TID looks at how 
to troubleshoot high DS utilization for the following 
problems:

• DS High Utilization 

• Excessive bindery requests 

• High valued attributes 

• NLS:Cert Peak Used Pool has a high number of 
values 

• ·603 error in dstrace.dbg requesting SVC 
TYPEID. If you are seeing this problem, the SVC 
TYPEID will have many instances in the log with 
the same connection number. 

The TID is broken up into a number of headings:

• Common Causes of High NDS Utilization

• General Troubleshooting Steps

• Troubleshooting Bindery Requests

• Troubleshooting SVC TYPEID

Most subjects are broken into subtopics that go into 
other projects, like setting up and running DSTrace. So 
if you are experiencing high NDS utilization on your 
NetWare 5.1 servers and want to do a little trouble-
shooting, go grab TID # 10068952 at 
http://support.novell.com/cgi-bin/search/searchtid.cgi
?/10068952.htm
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NetWare 6
For those of you running NetWare 5.1 and/or NetWare 
6, there’s a new version 2 of the NDPS Printer Agent 
Conversion Utility available. This is found in TID 
#2963879 entitled “NDPS Printer Agent Conversion 
Utility v2.”

According to TID #2963879, “This is a an NDPS 
printer agent utility used to convert your printer agents 
from running the Novell Port Handler Gateway to the 
new Novell Gateway (SNMP). Please see the TID 
#10073924 entitled “How can I convert from the old 
Novell gateway to the new Novell gateway?”

And also according to this TID, the requirements for 
using the utility is either NetWare 5.1 running 
“NW51SP5.EXE or NetWare 6, with NW6SP2 being 
highly recommended. The Novell client must also be 
installed on the workstation running the utility. You 
must also have Admin rights to the file server.”

The TID comes with the downloadable file 
PACVRT2B.EXE. According to its documentation, 
“PAcvrt.exe is a windows utility that enables the 
migration of all NDPS printer agents on the selected 
NDPS Manager using the selected target gateway(s) to 
the selected Novell gateway. In addition this tool can 
be used to enable iPrint on all Printer agents on the 
selected NDPS Manager and to configure the iPrint 
security options.”

To go directly to TID #2963879 and download the 
NDPS Printer Agent conversion utility v2, see 
http://support.novell.com/cgi-bin/search/searchtid.
cgi?/2963879.htm

Novell iChain
If you need some iChain information on the following 
platforms, you may want to take a look at TID 
#10068296:

• iChain 2.0 

• iChain 2.1 

• Novell Portal Services 1.0 

• Novell Portal Services 1.5 

TID #10068296 in entitled “iChain 2.0 and Novell 
Portal Services Integration FAQ” and covers some of 
the more pertinent issues and probably will continue to 
expand as more questions and answers of a global 
nature arise. To quickly access TID #10068296 and get 
to the iChain 2.0 and Novell Portal Services Integra-
tion FAQ information, go to http://support.novell.com/
cgi-bin/search/searchtid.cgi?/10068296.htm

ZENworks for Servers
TID #2963871 contains the file nici24cpk.exe. 
According to the TID, “The NICI24.CPK file contains 
an update of the NICI software for enhanced encryp-
tion capability with ZENworks for Servers 3 Support 
Pack 1. You need to install this software package only 
if you want to encrypt your Distributions for Solaris or 
Linux servers.”

Entitled “ZfS3SP1 CPK for NICI 2.4,” this TID 
applies to Solaris and Linux server updates. To go 
directly to TID #2963871, see http://support.novell.
com/cgi-bin/search/searchtid.cgi?/2963871.htm

ZENworks for Desktops
Some of you have been trying to distribute a 2 
GigaByte application on a weekly basis and you find 
the need to reduce the network traffic. Because of this, 
you have posed the question: “Does the Novell Appli-
cation Launcher support compression?”

In answer to this question, TID #10075200 addresses 
this issue (no) and offers a workaround for the time 
being. To go directly to TID #10075200, see 
http://support.novell.com/cgi-bin/search/searchtid.
cgi?/2963871.htm

Novell Client for Windows 2000/XP
If you are having problems with your Ethernet packets 
getting to where they ought and you feel a little adven-
turous, or if you have called Novell Support and they 
asked you to get an Ethernet packet trace, take a look at 
TID #10070788. Entitled “Using Ethereal Packet 
Trace Utility,” this TID tells you where you can down-
load the Ethereal Packet Trace utility (at www.ethe-
real.com) and how to use the utility.

The TID then outlines steps necessary to install, 
capture and zip up your results for shipping to Support 
at Novell. The TID also covers additional notes that 
include steps to get two traces: one from a workstation 
that succeeded and one from the workstation that 
failed. Finally, the TID gives reference to TID 
#10011012, which has information on getting a trace 
with the LANalyzer.

So if you are experiencing some problems that you just 
can’t seem to get to the bottom of, check out TID 
#10070788 at http://support.novell.com/cgi-bin/search
/searchtid.cgi?/10070788.htm
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GroupWise 6
You have just inherited a GroupWise installation but 
it’s not running the way you think it should be and you 
want to get it running right. So if you are thinking of 
performing a top-down rebuild of your GroupWise, 
take a look at TID #10070541.

Entitled “Doing a Top Down Rebuild on GroupWise 
6,” this TID covers the eight steps necessary to 
perform such a task. The TID covers the following 
platforms and plugins:

• Novell GroupWise 6 Shipping code 

• Novell GroupWise 6 sp1 

• Novell Console One 

• ConsoleOne GroupWise 6 Snapins 

• GW Check 6 

To read up on TID #10070541 before performing your 
top-down rebuild of GroupWise 6, see 
http://support.novell.com/cgi-bin/search/searchtid.
cgi?/10070541.htm

Novell BorderManager 3.7
For those of you who are looking to install or configure 
a virtual private network (VPN) client, take a moment 
to look over TID #10011080. This TID can be used to 
help you configure a Client-to-Site VPN, as well as 
how to install a VPN Client-to-Site.

The TID covers the prerequisites of such an installa-
tion, such as you must:

• Verify that the workstation is running Windows 
95 or Windows 98. 

• With Windows 95, verify that Microsoft* Dial-Up 
Networking ISDN Accelerator Pack 1.1 or later is 
installed. This patch is available at the following 
URL: http://support.microsoft.com/support/
downloads/dp2281.asp

• If you are using the VPN client with Novell Client 
software, make sure that Novell Client version is 
2.2.0.0 or later.

The document then covers the steps necessary to make 
it work. To get your hands on TID #10011080, see 

http://support.novell.com/cgi-bin/search/searchtid.cgi
?/10011080.htm

Novell ManageWise 2.7
You are running the ManageWise 2.7 Console utility. 
How do you manage 2.7’s alarm system and how do 
you maintain disk space on the ManageWise 2.7 
Console machine?

If you are fairly clueless to this process, you might 
want to take a look at TID #10075184. Entitled “Main-
taining disk space on the ManageWise 2.7 Console,” 
this TID addresses the following symptoms:

• The C:\MW\NMS\NMADB\EVENT.BTV has 
used up the disk space.

• The C:\MW\NMS\NMADB\EVENT.BTV has 
grown to 1.4 GigaBytes in size.

The TID then gives you a couple of fixes from the 
ManageWise documentation as well as a workaround 
to the disk size issue. To read up on TID #10075184, 
see http://support.novell.com/cgi-bin/search/
searchtid.cgi?/10075184.htm

You Want Some More?
If you want to find more TIDs in these several 
categories or on any other Novell products, perform 
the following steps from your browser at 
http://support.novell.com.

In the list of Support Links that appear either along the 
left-hand side or in the middle of the screen, click on 
the “Product-Specific Support” link. 

From the resulting list of Novell products, select the 
product of your choice.

Under the “What’s New” category, click on “Last 7 
days” to see the technical documents that were created 
or have been updated in the last 7 days for the product 
you selected. You can also look at documents that have 
been created in the last 14 or 30 days (14 days may be 
the new default—only time will tell).

Choose the TIDs that apply to your circumstances.
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Why can’t I login to my
FTP server when I am
logged into the network?
Creating a NW6 CD with SP2 Overlay File
Dear Ab-end: I am trying to create an install NetWare 
6 CD using the Support Pack 2 Overlay file, but it 
won’t fit on my recordable CDROM. What can I do to 
make it fit?
—Overlaying in Omaha

Dear Omaha: In order for an SP2 overlay to work on 
a NetWare 6 CD, you need to work with a 700MB 
CDR instead of a 660MB CDR. Then it should fit.

Logging in to an FTP Server and the 
Network
Dear Ab-end: Why can’t I login to my FTP server 
when I am logged into the network? What am I doing 
wrong?
—Getting Connected in Columbus

Dear Connected: Logging into FTP services counts as 
logging into NDS. If your allowable concurrent 
connections is set to 1, you will only be able to login to 
either the network or to the FTP server. Of course, you 
can increase your concurrent connections to 2.

Locking Users to Their Home Directory 
and Below in FTP Services
Dear Ab-end: I have set up FTP services and when my 
users login, they are put in their home directory. The 
only problem is they can Change Directory (CD) up 
higher in the directory structure, which I don’t want 
them to do. How do I stop them from doing that?
—Changing in Conakry

Dear Changing: Edit the SYS:\ETC\FTPREST.TXT 
file and change the line ACCESS=ALLOW to 
ACCESS=GUEST. That should stop your users from 
changing to a higher directory structure.

Problems with DHCP Services in NW51SP5 
and NW6SP2
Dear Ab-end: After updating my Dynamic Host Con-
figuration Protocol (DHCP) Server to NetWare 5.1 
Support Pack 5 (NW51SP5) or to NetWare 6 Support 
Pack 2 (NW6SP2), DHCP has ceased to work or has 
behaved extremely flaky. How can I fix this problem?
—Flaking Out in Florence

Dear Flaking: Apply the latest TCP/IP field test patch 
for your operating system. You “may” also need to 
delete the IP address records that you see in the 
DNS/DHCP console because, in rare cases, they may 
have become corrupted. Although the core issue is 
fixed by updating TCP/IP, the server will continue to 
hand out erroneous information due to the corrupted 
NDS records.

If this still doesn’t help, you may need to down-date 
TCP.NLM and TCPIP.NLM to the previous version 
(that can be found in NW51SP4 or in NW6SP1). You 
should down-date the DHCPSRVR.NLM to the 
previous version as well.

Fix for RCONJ.EXE in NW6SP2
Dear Ab-end: My users have figured out that they can 
access my Netware 6 server console by using the 
RCONJ.EXE utility without a password. How can I 
prevent this from happening?
—Accessing the Console in Arnhem

Dear Accessing: This bug was introduced with 
Support Pack 2 for NetWare 6 and has been fixed. See 
http://support.novell.com/servlet/tidfinder/2963349.

Memory Leak in NWASPI.CDM
Dear Ab-end: Does NetWare 5.1 Support Pack 5 fix 
the memory leak in the file NWASPI.CDM that was 
introduced by NetWare 5.1 Support Pack 4?
—Getting Leaked On in Limburg

Dear Leaked: NetWare 5.1 Support Pack 5 contains 
an older version of NWASPI.CDM which does not 
have the memory leak issue. However just like for any 
other drivers, the support pack will not overwrite a 
newer driver with an older one. So if you had Support 
Pack 4 installed before, you will have to manually 
replace the NWASPI.CDM file.
n o v e l l . c o m / a p p n o t e s
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If you have never installed Support Pack 4 on the 
server, then you should not have to worry about the 
NWASPI.CDM file.

Additional Updates To Go with NW51SP5
Dear Ab-end: I know that Support Pack 5 has been 
released for NetWare 5.1. Should I deploy it? If so, are 
their any additional updates I should also use along 
with it?
—Deploying in Danville

Dear Deploying: Support Pack 5 for NetWare 5.1 
appears quite “solid.” It even resolves the 
NWASPI.CDM memory leak (by employing a 
back-rev to the Support Pack 2A version of 
NWASPI.CDM).

If you do apply Support Pack 5, you should also apply 
the TCP update that is found in the file Tcp581e.exe. 
You can find out more about this file and TID at 
http://support.novell.com/servlet/tidfinder/2963355.

As Support Pack 5 contains an older NWASPI.CDM 
file, the Support Pack install process will not replace 
the NWASPI.CDM file that comes from Support Pack 
4 if it exists. If you have at any time installed Support 
Pack 4, you will have to manually replace the 
NWASPI.CDM file.

Corrupt Compressed File in NSS Volumes 
on a NW6 Server
Dear Ab-end: My NetWare 6 server is experiencing 
corrupt compressed files on its NSS volumes. What 
can I do to get around this problem?
—Unable To Decomp in Upland

Dear Decomp: Apply NetWare 6 Support Pack 2 and 
and NW6NSS2a file to stop further corruption from 
occurring. In some cases this has also fixed existing 
corruption, but in most cases the corrupt files will need 
to be restored from a backup after you have applied 
N26NSS2A.

iFolder 2.0 Needing eDirectory 8.61 or 
Later
Dear Ab-end: After I upgraded to iFolder 2.0 or after I 
performed a fresh install, I can get as far as the admin-
istrative interface. But when I try to log in, nothing 
happens. Whassup?
—Setting Up in Santa Clara

Dear Up: The LDAP server you use must be running 
eDirectory 8.61 or later in order for iFolder 2.0 to 
work.

Mysterious IPX Problems
Dear Ab-end: Over the past week I’ve been fighting a 
major issue with our IPX protocol and I’m not sure 
what the cause of the problem is. I was wondering if 
you have any ideas, as I’ve pulled out so much hair that 
I have very little hair left.
We have 45 different servers across the United States 
and Canada. We run dual stacks, primarily still IPX as 
we have not yet started going down the path of Pure IP 
yet. Just over three to four weeks ago, we converted 
from AT&T to Sprint for our WAN links. We had very 
few problems with the conversion and everything ran 
fine. 
We also have a legacy manufacturing system which 
uses Btrieve 6.15 as its engine and we have one last 
region using this manufacturing system. We are going 
to phase out this manufacturing system and replace it 
with an Oracle-based manufacturing system (home-
grown). However we have to get a new power genera-
tor and UPS for the new Solaris system to house the 
last region using the Btrieve manufacturing. In the 
meantime, I have to hold the old system together with 
spit and bailing wire until the conversion is completed.
My problem started one week ago. We started receiv-
ing reports that people in this region were unable to 
access the Btrieve manufacturing system. So we 
started checking and during these checks, I typed dis-
play servers and it only showed about 45 IPX 
Addresses.
Normally we see between 1200 to 1300 IPX addresses 
on the network (and by-the-way, we do not filter any 
SAP broadcasts). Once one server only sees about 45 
IPX addresses, the other servers in my network start to 
lose IPX addresses out of their memory until each 
server only sees about 45 different IPX addresses. To 
resolve the problem, I either randomly (and luckily) hit 
a server until I issue a random server that fixes the 
problem or the problem solves itself. 
My problem is two-fold. First, this particular problem 
has come back every day for the past week. Second, I 
have yet to find the root cause of this problem. Once I 
know a root cause, I can resolve it. Any advise on what 
I should be looking for would be greatly appreciated.
—IPX’ed in Ipshire

Dear IPX’ed: You’re in luck, as I was revisiting IPX 
just this past weekend. From what you have told me, 
most likely the problem is packet flooding—too many 
packets too quickly. Unless steps are taken to throttle 
N o v e m b e r  2 0 0 2
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back the rate at which IPX RIP and SAP broadcasts are 
emitted, then receivers (servers and routers, etc.) may 
easily lose many packets.This material is sent as data-
grams, and losses are not kept track of. 

The solutions are two fold: First, set emission pacing to 
be typically 50ms between packets.This is a control on 
current NetWare servers and many Cisco routers have 
it as well. Second, filter your IPX RIP/SAP traffic to 
reduce the burden on your network.

NetWare 6 SP1 Woes
Dear Ab-end: I have encountered a small but annoy-
ing problem installing post Support Pack 1 patches for 
NetWare 6. Installing NetWare 6 with the Support 
Pack 1 (SP1) overlay does not put any record of SP1 
installation in the Products.dat file. Several post SP1 
patches look in the Products.dat file to verify that SP1 
is installed and doesn’t find it. How can I work around 
this annoyance?
—SP’d in Sandwich Islands

Dear SP’d: You could consider installing Support 
Pack 1 separately. The idea of using a NetWare 6 plus 
Support Pack 1 overlay CD was to avoid installing SP1 
separately, so now things get a bit technical. 

Paraphrasing TID #10060763, in order to add an entry 
to the Products.dat file, you need to create and run a 
script that adds the appropriate information to the 
Installed Products listing. To do this, create a text file 
with the extension <Filename>.IPS that will contain 
the following information:

ProductRecord SPACK, 0, "6.0.0"

ProductRecord SPACK, 1, "v1.0 Support Pack for 
NetWare 6.0"

Display 1, "Edits to PRODUCTS.DAT file are 
complete.\n\n Please unload  NWCONFIG.NLM before 
installing anything else." 

Run this text file by going into the NWCONFIG utility 
and select Product Options | Install a product not listed, 
then specify the path to your file. Running this will 
create an entry in the Installed Products listing that 
looks like this:

SPACK 6.0.0 v1.0 Support Pack for NetWare 6.0

Other products or patches can be entered into the 
Installed Products listing by copying the Produc-
tRecord lines and changing the SPACK to a different 
codeword, then by changing the version (shown as 6.0 
above) to the more correct version, and by changing 
the description field to accurately describe the new 

entry. With wildcards, the ProductRecord lines will 
look like the following:

ProductRecord <CodeWord>, 0, "<Major 
Version>.<Minor Version>.<Patch  Version>

ProductRecord <CodeWord>, 1, "Product Description"

This should solve your problem.

Writing Bootable CDs
Dear Ab-end: We were importing our schema to our 
tree and received a -699 error. To fix this problem, TID 
#10066345 said to edit the NDSCOMM.SCH file and 
make a new CD. How do you make a new CD? What is 
the best way to make a CD bootable? 
We tried with a 700MB R/W over half-a-dozen times 
with no bootable CD as the result. What is the Boot CD 
type? (Emulation 1.44 MB, 2.88 MD, HD or none?) 
What file system should we use—Joliet or ISO 9660? I 
am using Roxio Easy CD Creator Basic.
—CD Troubles in Calcutta

Dear CD Troubles: Make a CD with DOS boot mate-
rials having a CD-ROM driver plus mscdex or equiva-
lent. That floppy image will end up as a .bin file which 
is booted and executed. It should mount the CD as if 
you did it from regular DOS on a hard disk. To experi-
ment, get a re-writable disk to save money. 

As a second option, make a boot floppy disk (with CD 
drivers), run the EZ-CD creator wizard and tell it you’d 
like a bootable CD. If you want to lift off Novell’s 
bootable image, there’s some excellent tools and docu-
mentation available at: http://www.nu2.nu. This will 
give you an exact DRDOS bootable image.

XML Editing in DirXML
Dear Ab-end: Is there an easy way to export to XML 
code, edit, and then import the edited XML code back 
into the publisher and subscriber filters in DirXML 
v1.1? Clicking all of the boxes is long and painful. 
Besides, I’d like to be able to perform a file compare 
on the XML code to make sure it’s the same on all four 
channels before re-importing it. Thanks for any ideas.
—Editing Pains in Panguitch

Dear Editing Pains: I don’t want to vouch for a 
particular programming editor in this column, but prac-
tically any will do. You can copy the existing XML 
code from ConsoleOne by highlighting it and pressing 
CTRL-C. Then you can paste it into your programming 
n o v e l l . c o m / a p p n o t e s
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editor using CTRL-V. After you have edited the code, 
simply reverse the above mentioned process.

Redundant Disk Challenges
Dear Ab-end: We have an unusual configuration on 
one of our large production servers. We have the fol-
lowing configuration:

• Raid 1 -  2-9GB drives (SYS)

• Raid 5 - 6-36GB Drives

• NetWare Partition 75GB (75GB VOL1)

• Free Space 100GB

This was the original configuration. It was done this 
way so we could migrate to NSS on the 100GB area. 
However, we decided to wait until Netware 6 before 
migrating this server to NSS and ran out of space on 
the original 75GB VOL1. Looking back, we should 
have used Server Magic or Portlock Storage manager 
(which we did not have) to increase the size of the Net-
Ware partition. However, the following was done:

• Raid 1—2-9GB drives (SYS)

• Raid 5—6-36GB Drives

• NetWare Partition 75GB

• NetWare Partition 75GB (150GB VOL1 spanned 
across to NetWare Partitions)

• Free Space 25GB

We thought this would be safe since it was done on the 
same RAID5 logical drive. But this weekend we lost a 
drive on our 150GB VOL1 (RAID 5) drive and VOL1 
went down. NetWare 5.1 would not mount VOL1. We 
replaced the drive and rebuilt the RAID5 at the hard-
ware level. NetWare 5.1 was then loaded and after 
VREPAIR corrected six errors and we were back in 
business.
Novell Technical Services (NTS) (first level) said it 
should have stayed up and the rebuild should have 
taken place with the operating system working (no 
down time). Is this a redundant configuration, or is 
there a flaw here? We are waiting on a call back from 
the hardware vendor. Wish we could have extended the 
NetWare Partition instead. 
—Not-So-Redundant Rudy

Dear Not-So-Redundant: I will have to agree with 
NTS. I doubt that extending the NetWare partition 
would have done any better, as the raid adapter should 
have been on the fly recalculating the missing bits. If 
that wasn’t happening, you were in trouble. If this was 
one of my systems, I would have swapped out the raid 
adapter before I put in a replacement disk to see if that 
fixed the problem. Having a Raid 5 that is only as 

redundant as raid 0 is worse than having no raid at all. 
Good luck with your implementation!

Schema Extension Errors
Dear Ab-end: I am considering declaring a new epoch 
to solve some problems here. We are having -659 
errors when trying to extend the schema and all indica-
tions are pointing to time stamps. Will this impact any-
thing if I extend the schema in the middle of the day? 
We are running eDirectory v8.79.
—Over Extended Schema in Euphrates

Dear Over Extended: Yes, creating a new epoch has 
the potential to significantly increase Network traffic, 
DS traffic, and hog CPU/memory. You might be able 
to do it and be OK, but this really depends on your 
environment. However, since you are using eDirectory 
v8.79, beware!

I have advised some other customers to go with 
Support Pack 4 (SP4) and then to eDirectory v8.80 
before even contemplating doing this again. This was 
after we tried to declare a new epoch on a NetWare 
v5.1 SP2a/eDirectory v8.78 server. They had to have 
three NTS dial-ins to fix the partition problems which 
were a consequence of declaring a new epoch on 
pre-eDirectory v8.80 servers. If you read the small 
print in the readme for eDirectory v8.80, you will see 
the following:

“Changes made in DS.NLM v8.80b:

(Supersedes 8.80a)

- Resolves problems in declaring a partition epoch”

So, be warned. You may be lucky, of course, but it 
took about 4 months for this other customer to get a 
whole facility back from the year 2010!

Server Memory Usage Issue
Dear Ab-end: I can’t find much information on this 
message in Novell Support and I have never seen it 
before:
"Free received an invalid memory pointer 0x#########"

The server did NOT Abend (yet). My server runs on a 
COMPAQ DL380 with 1GB RAM and a clean Net-
Ware 6 with Support Pack 1 install running GroupWise 
6 Support Pack 1. “Free” is apparently some kind of 
process or address space? Any ideas?
—Freed in a Frontier Town
N o v e m b e r  2 0 0 2
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Dear Freed: Free() is a memory operation and is the 
opposite of malloc(). The meaning is to release a block 
of memory which had previously been allocated by 
malloc(). The argument to free() is the address of the 
start of that block of memory. 

A damaged program can corrupt the variable holding 
that address, or corrupt memory so that sanity checks 
fail. The sanity check is a signature at the start of the 
block saying this is indeed the start of a block. Also, 
failing hardware memory modules will produce similar 
results, and that is an item to check first. 

The net result if you decide not to reboot the server 
anytime soon is that you have slightly less usable 
memory. The block that was allocated by the malloc 
call was never released, and at this point the program 
seems to have lost track of it (or garbled the header), so 
there’s no way that memory will be freed back up. It’s 
probably a very small amount of memory.

Tree-to-Tree SLP
Dear Ab-end: I’ve been doing some reading on SLP 
with NetWare 6 and I have not found how Tree- 
to-Tree communication can take place, or if it will. I 
have found references to what information gets passed 
if it is authenticated, which leaves me to believe that 
there are items that will not get passed to other trees on 
the same network.
If you know of an article or TID that would further 
explain how two or more trees share SLP information 
(if they can) in a NetWare v6 environment, please send 
it my way.
—SLP Slurpy with Sandy

Dear SLP Slurpy: I suspect a little different form of 
presenting the SLP material might be easier to 
remember, so here’s a try at it. Where do SLP Direc-
tory Agents acquire information? From their storage 
database, which is a memory cache and in eDirectory 
(speaking for Novell’s implementation). 

The eDirectory portion is a Scope-specific SLP 
container, and by default it is in the server’s context. 
Directory Agents (DAs) also acquire information from 
Server Agents (SAs) who register with the DA.

How do SAs locate DAs? Either by hearing DA multi-
cast/broadcasts, which are of a very limited range, or 
by being told to contact a specific IP addresses 
(through static routing). The file etc\cfg.slp holds such 
static addresses, and it is used by the SAs, not the DAs. 

DAs have no DA-to-DA communications ability. They 
are totally ignorant of siblings. SAs are likewise igno-
rant of other SAs and the same applies to User Agents 

(UAs). A User Agent queries a DA for information, 
and the DA replies from its data storage. Unless we 
take steps manually, that storage represents only very 
local information that is within a multicast/broadcast 
range. UAs may query for SAs without bothering a 
DA, and they use multi/broadcast for this.

Thus to broaden the base of information available to a 
DA, and hence via query/responses to UAs, we need to 
share data collected by DAs located across the 
network.

There are two ways of sharing. The conventional and 
bad way is to instruct every SA to contact each DA, 
using slp.cfg to go beyond radar range. If we draw a 
graph of this, we find a totally meshed network, a large 
collection of each source talking to every destination. 
The reason is DAs don’t pool information by default, 
and maintenance of this method is painful. 

The second way is for DAs to be configured to pool 
their information in eDirectory. We use ConsoleOne, 
etc., to configure Directory Agents. Use one NDS SLP 
container, one Scope name, and all collections will be 
deposited there. To ensure maximum coverage, we 
load a DA on every server and point it to the common 
storage.

Think of cell/mobile phones and world-wide connec-
tivity. If we pool DA information, do we need to 
manually configure SAs? No, we don’t touch SA 
configurations. By default the existence of a DA on a 
server compels its own SAs to register with that DA. It 
is a forced static route, independent of information 
stored in the file etc\slp.cfg. We now see that an SA 
talking to its own DA results in passing that informa-
tion to all DAs through its NDS exchanges.

The graph of a pooled environment becomes one of no 
SLP traffic on the wire except for UA requests to indi-
vidual servers. You also get the inevitable periodic DA 
adverts, plus infrequent DA to SLP re-registration 
heartbeat exchanges. All “normal” SLP traffic is 
buried within normal NDS exchanges. SAs talk only to 
their DA, and for NetWare servers, that’s all internal to 
the server.

With SLP v2, we can kill DA advertisements if we 
wish (Monitor | Server Config | SLP | SLP Enable DA 
General Multicast = off). We have converted the fully 
meshed network to one of single connections between 
servers, with all configuration being performed by 
pointing DAs to the same NDS container. This means 
there is no long lists of servers in the slp.cfg file; we 
ignore that file except for contacting other NDS trees.

The last piece of the configuration puzzle is UAs 
finding DAs. Again we have multicasting/broadcasting 
plus static configuration available. Static parameters 
can be distributed by hand or by DHCP (which is a 
n o v e l l . c o m / a p p n o t e s
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neat use for a DHCP on each server, doing nothing 
more than handing out NDS information without 
dealing with IP address allocations). Foreign clients, 
which means laptops of visitors, can use multicast 
while mobile locals can still use static routes (plural).

Using Container Profile Login Scripts in 
the Place of Group Login Scripts
Dear Ab-end: I’m trying to set up a particular group of 
individuals with specific login scripts. However, I’ve 
not found any information that will allow me to do 
this.

The group object I created (as well as the other already 
in existence) doesn’t have the option for a login script. 
I have created a profile login script to resolve this issue 
but the profile won’t allow me to assign member to use 
it’s login script—I have to visit each user’s object.
Do you have any suggestions that can help me resolve 
this issue? Or, can you refer me to some information 
that can help me? Any help would be appreciated.
—Scripting in Salerno

Dear Scripting: NetWare 4 and above provides three 
types of login scripts. When a user logs in, the LOGIN 
utility executes the appropriate login scripts. Three 
types of login scripts can be used together to specify a 
custom environment for your users. All three types of 
login scripts are optional.

Container login scripts set general environments for all 
users in a container (such as an Organizational Unit). 
These login scripts execute first. Profile login scripts 
set environments for multiple users. These login scripts 
execute after a container login script. User login scripts 
set environments specific to a single user, such as 
menu options or a username for electronic mail. These 
login scripts execute after container and profile login 
scripts.

The LOGIN utility also contains a default login script. 
This login script executes the first time you log in as 
User object ADMIN. It contains only essential 
commands, such as a drive mapping to NetWare utili-
ties. This default login script also executes for any user 
who doesn’t have an individual user login script. 

If you don’t want to create a user login script and you 
want to prevent the default login script from executing, 
you can disable the default script by including the 
NO_DEFAULT command in the container or profile 
login scripts.

Maintaining many user login scripts can be time 
consuming. Therefore, include as much customizing 

information as possible in the container and profile 
login scripts, which are fewer in number and are easier 
to maintain. For example, if all users need access to 
NetWare utilities in the same volume, put the search 
drive mapping to that volume/directory in a single 
container login script rather than in every user login 
script.

You can also create profile login scripts if there are 
multiple users with identical login script needs. These 
are sometimes thought of as group login scripts.

Finally, in user login scripts, include only those indi-
vidual items that can’t be included in profile or 
container login scripts. Since up to three login scripts 
can execute whenever a user logs in, conflicts can 
occur. If this happens, the last login script to execute 
(usually the user login script) overrides any conflicting 
commands in a previous login script.

From what I understand, putting a login script at a 
group level cannot be done, however, you can do so at 
the profile or container level.

Contextless LDAP Query
Dear Ab-end: Is there a way to perform a contextless 
LDAP query? Our IS department would like to be able 
to perform an LDAP query in order to obtain a user’s 
full name without knowing the user’s fully Distin-
guished Name. Is this possible?
—Querying in Quebec

Dear Querying: In a sense you can do what you are 
asking. In LDAP, you define a search base, such as 
ou=users,o=uga. Then you define a scope—for 
example, base, one, and sub.

• Base= search the object specified by the base only

• One= search the container specified by the base 
only

• Sub= search the container specified by the base 
and all subtrees of that container.

So, if you have users all over the directory tree, you 
could specify a base o=acadiau with a search scope of 
sub and find everything in the tree. The filter would 
look like (cn=username). 

Of course, if the replicas of this data aren’t on the 
server you query, it will need to tree-walk to find them, 
which may lead to a performance hit. In summary, the 
LDAP query set your base context to the topmost OU 
that contains users and you should be able to access the 
user’s object without knowing their context.
N o v e m b e r  2 0 0 2
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Novell Contributes Java-based 
LDAP to Open Standards 

The LDAP Class Libraries for Java (JLDAP) enable 
you to write applications to access, manage, update, 
and search for information stored in directories acces-
sible using LDAPv3. JLDAP was developed by 
Novell. 

JLDAP is designed to provide powerful, yet simple, 
access to LDAP directory services. This API defines 
both asynchronous and synchronous interfaces to 
LDAP to suit a wide variety of applications. This 
column gives a brief overview of the LDAP model, 
then an overview of the constituents of the class 
library. 

LDAP is the Lightweight Directory Access Protocol, 
described in RFC 2251-2256,2829-2830. It defines a 
lightweight access mechanism in which clients send 
requests to and receive responses from LDAP servers. 
The LDAP information model comes from X.500 and 
is based on the entry, which contains information about 
some object (e.g., a person). 

Entries are composed of attributes, which have a type 
and one or more values. Each attribute has a syntax 
that determines what kinds of values are allowed in the 
attribute (e.g., ASCII characters, a jpeg photograph, 
etc.) and how those values behave during directory 
operations (e.g., is case significant during compari-
sons). 

Entries may be organized in a tree structure, usually 
based on political, geographical, and organizational 
boundaries. Other structures are possible, including a 
flat namespace. Each entry is uniquely named relative 
to its sibling entries by its Relative Distinguished 
Name (RDN) consisting of one or more distinguished 
attribute values from the entry. At the most one value 
from each attribute may be used in the RDN. For 
example, the entry for the person Babs Jensen might be 
named with the “Barbara Jensen” value from the CN 
(Common Name) attribute. 

A globally unique name for an entry, called a Distin-
guished Name or DN, is constructed by concatenating 
the sequence of RDNs from the entry up to the root of 
the tree. For example, if Babs worked for the Univer-
sity of Michigan, the DN of her U-M entry might be 

"cn=Barbara Jensen,o=University of Mich-
igan,c=US". The DN format used by LDAP is defined 
in RFC2253.

Operations are provided to authenticate, search for and 
retrieve information, modify information, and add and 
delete entries from the tree. 

An LDAP server may return referrals if it cannot 
completely service a request (for example, if the 
request specifies a directory base outside of the tree 
managed by the server). JLDAP offers the programmer 
three options: the programmer can catch these referrals 
as exceptions and explicitly issue new requests to the 
referred-to servers; the programmer can provide an 
object to establish a new connection to a referred-to 
server; or the programmer can let the library automati-
cally follow the referrals.

In the latter case, the programmer may also provide a 
reauthentication object, allowing automatic referrals to 
proceed with appropriate credentials. If no such object 
is provided, referrals are followed with anonymous 
credentials and the protocol level of the original 
connection is used. If the original connection used a 
socket factory or TLS, the referral connection will use 
the same. 

Before the client encodes and sends a string value to a 
server, the string values are converted from the Java 
16-bit Unicode format to UTF-8 format, which is the 
standard string encoding for LDAPv3 servers. The 
integrity of double-byte and other non-ASCII character 
sets is fully preserved. 

The central LDAP class is LDAPConnection. It 
provides methods to establish an authenticated or 
anonymous connection to an LDAP server, as well as 
methods to search for, modify, compare, and delete 
entries in the directory. 

The LDAPConnection class also provides fields for 
storing settings that are specific to the LDAP session 
(such as limits on the number of results returned or 
timeout limits). An LDAPConnection object can be 
cloned, allowing objects to share a single network 
connection but use different settings (using LDAPCon-
straints or LDAPSearchConstraints). 

A synchronous search conducted by an LDAPConnec-
tion object returns results in an LDAPSearchResults 
object, which can be enumerated to access the entries 
found. Each entry (represented by an LDAPEntry 
object) provides access to the attributes (represented by 
LDAPAttribute objects) returned for that entry. Each 
attribute can produce the values found as byte arrays or 
as Strings. 

The LDAP protocol provides synchronous as well as 
asynchronous directory access methods. All asynchro-
nous methods return listener objects (either LDAPRe-
n o v e l l . c o m / a p p n o t e s
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An asynchronous search
conducted by an LDAP-
Connection object returns
results via the getRe-
sponse method of the
LDAPSearchListener
returned by the search
operation. 
sponseListener or LDAPSearchListener) and also take 
a listener object as input. The listener is a message 
queue associated with the request, and it is the respon-
sibility of the client to read messages out of the queue 
and process them. 

Messages retrieved from an LDAPResponseListener 
are result objects derived from LDAPResponse. 
Messages retrieved from an LDAPSearchListener are 
either result objects derived from LDAPResponse, 
search results, or search result references. 

An asynchronous search conducted by an LDAPCon-
nection object returns results via the getResponse 
method of the LDAPSearchListener returned by the 
search operation. The getResponse method typically 
returns an LDAPSearchResult object which has a 
getEntry method that returns the LDAPEntry that 
represents the search entry. 

None of the ancillary asynchronous classes are 
intended to be instantiated by a client, so they lack 
public constructors. 

An application generally uses the LDAP API in four 
steps:

• Construct an LDAPConnection. 

• Initialize an LDAP session with a directory server. 

• The LDAPConnection.connect() call establishes a 
handle to the session, allowing multiple sessions 
to be open at once, on different instances of 
LDAPConnection. 

• Authenticate to the LDAP server with 
LDAPConnection.bind(). 

Perform some LDAP operations and obtain some 
results. The synchronous version of LDAPConnec-
tion.search() returns an LDAPSearchResults, which 
can be enumerated to access all entries found. The 
asynchronous version of LDAPConnection.search() 
returns an LDAPSearchListener, which is used to read 
the results of the search. LDAPConnection.read() 
returns a single entry. 

Close the connection. The LDAPConnection.discon-
nect() call closes the connection. 

There are both synchronous and asynchronous versions 
of the LDAP protocol operations in this API. Synchro-
nous methods do not return until the operation has 
completed. 

Asynchronous methods take a listener parameter 
(either LDAPResponseListener or LDAPSearchLis-
tener) and return a listener object which is used to 
enumerate the responses from the server. A loop is 
typically used to read from the listener object, which 
blocks until there is a response available, until the 
operation has completed. 

An LDAPResponseListener may be shared between 
operations, for multiplexing the results. In this case, 
the object returned on one operation is passed in to one 
or more other operations, rather than passing in null. 

For the asynchronous methods, exceptions are raised 
only for connection errors. LDAP result messages are 
converted into LDAPResponse objects which are to be 
checked by the client for errors and referrals, whereas 
the synchronous methods throw an LDAPException on 
result codes other than 0. 

To facilitate user feedback during synchronous 
searches, intermediate search results can be obtained 
before the entire search operation is completed by 
specifying the number of entries to return at a time. 
Standard Java Enumerations are used to parse synchro-
nous search results. 

Errors result in the throwing of an LDAPException, 
with a specific error code and context-specific textual 
information available. If null is passed as the value of 
an LDAPConstraints or LDAPSearchConstraints 
parameter to an operation, the default constraints are 
used for that operation. If null is passed as the value of 
a DN to an operation it is treated as if it was the empty 
string. 

The API doesn’t distinguish between LDAP search 
continuation references and LDAP referrals, 
presenting a unified interface to the client for handling 
the two. 

Implementations of the API must ensure that the 
LDAPConnection class is thread-safe. Other classes 
and methods may be thread-safe and the implementor 
must indicate which classes and methods are 
thread-safe. Latest sources are available in the 
OpenLDAP CVS Repository: http://www.openldap.
org/jldap/overview.html.

Novell exteNd  Electrifies 
Your Web Site

Novell exteNd, formerly SilverStream eXtend, is a 
Visual Integrated Services Environment (VICE) for 
enterprise information systems. Using exteNd, IT 
professionals can quickly deliver highly interactive 
solutions that integrate existing business systems. 

Novell exteNd provides breakthrough technology for 
XML integration to legacy systems, business process 
management, and advanced, Web-based applications. 
Features include personalization, content management, 
user management, wireless device support, and more. 
With core functionality for creating J2EE and Web 
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Novell exteNd Composer
is a visual XML integra-
tion server that enables
connectivity to backend
legacy systems and busi-
ness process automation
Services applications, exteNd enables the delivery of 
information and services to key business constituents.

Novell exteNd includes the following integrated tech-
nologies:

Integration Server. Connect to back-end legacy 
systems and manage business processes through XML 
and Web Services with Novell exteNd Composer.

Interaction and Portal Server.  Rapidly build 
dynamic business applications and information portals 
for various users and platforms with Novell exteNd 
Director.

J2EE Application Server and Web Services 
Engine.  Build and deploy solid cross-platform appli-
cations on a proven J2EE and Web Services founda-
tion. Novell exteNd Application Server includes a high 
performance Web Services and messaging platform - 
jBroker. 

Integrated Development Environment. Design 
and deploy J2EE and Web Services based applications 
with wizards and easy-to-use tools in Novell exteNd 
Workbench.

exteNd, a Visual Integrated Services Environment for 
the rapid creation and management of enterprise infor-
mation systems, has won “Product of the Year” in the 
eAI Journal Awards 2002. For more information and 
an interactive tutorial, go to http://www.silverstream.
com/Website/app/en_US/ProductsLanding.

Novell exteNd Composer 
Makes the Web Seamless

Novell exteNd Composer is a visual XML integration 
server that enables connectivity to backend legacy 
systems and business process automation. With a 
simple drag and drop visual interface, it enables rapid 
data mapping and transformation. Organizations can 
now quickly reuse functionality from existing systems 
like mainframes, packaged applications like SAP, data-
bases, EDI transactions without any modifications to 
these systems. 

A visual business process engine based on IBM’s 
WSFL (Web Services Flow Language) standard 
enables modeling and automating complex processes. 
Processes can be modeled even before the components 
are built. With End-to-End animation capability, the 
user can quickly test and optimize a process. A Process 
Console provides monitoring and logging of the 
process. 

Composer is a J2EE-based application and supports a 
number of key standards including XML, J2EE, 

HTTP, SSL, and X.509 digital certificates. This 
ensures compatibility with emerging commerce 
industry initiatives, such as RosettaNet and ebXML. 
Composer’s connection pooling mechanism ensures 
efficient utilization of connection resources. 

Components and services built using Composer can be 
deployed to J2EE application servers from Novell, 
IBM’s WebSphere and BEA’s WebLogic. Application 
servers provide load balancing, failover, 
multi-threading and connection pooling support. 
Composer’s Web Services engine enables integration 
components to be packaged as Web Services and to 
provide interoperability with other systems. For more 
information, see: http://www.silverstream.com
/Website/app/en_US/Composer.

Novell exteNd Director 4.0 
Novell exteNd Director 4.0 is an interaction and portal 
server that enables IT organizations to deliver web 
based applications. 

IT developers can define interaction between systems, 
users and applications. Using Director, developers can 
rapidly build portal and advanced web-based applica-
tions that consolidate information from different 
sources and deliver relevant views to key business 
users. Personalization, content management, user 
profiling, workflow, rules management, searching, 
security and wireless device support enable the design 
of dynamic business applications. 

Using Director’s rich development environment and 
interaction services, developers can rapidly build 
J2EE-based portal applications that consolidate infor-
mation from different sources and deliver relevant 
views to key business users. Director’s interaction 
services include personalization, content management, 
user profiling, workflow, rules, security, and wireless 
device support that enable the design and scalable 
operation of dynamic business applications. 

Applications built using Director are 100% standards 
based, allowing you to deploy to leading application 
servers such as Novell’s own eXtend Application 
Server as well as BEA WebLogic and IBM WebSphere 
application servers.

Advanced Interaction Services
Director provides a number of tools that simplify 
building interactive portal applications for your enter-
prise. The business rules and user profiling capabilities 
in Director lets you use explicit and implicit user data 
to customize the user view and gives you the flexibility 
to modify the application based on changing business 
scenarios. The user also has the power to personalize 
their own page by selecting the information to be 
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Novell exteNd Work-
bench reduces the com-
plexity of J2EE
development with wizards
and editors to help you
through every step of your
development cycle. 
displayed, page layout and theme for a completely 
customized experience. 

Using Director’s transcoding engine, these users can 
be easily supported to receive information on different 
wireless devices. To build automated workflow 
processes in the application, the workflow engine lets 
you visually design and manage human interactions. 
Finally, extract data from your back-end systems using 
eXtend Composer, an easy to use drag-and-drop envi-
ronment, and use Director to create user-friendly 
front-end interfaces for your enterprise applications.

Unmatched Developer Productivity
eXtend Workbench is the development environment 
for Director to help you design, build, and deploy your 
Web applications. Wizards and easy-to-use editors 
reduce the complexity of development and help you 
through every step of your development cycle. Besides 
J2EE and Web Services wizards and editors, Director 
provides wizards for creating layouts, themes, compo-
nents, rules, workflow processes, and all other Director 
resources. 

Director provides several editors, including a JSP 
Editor, a Java Editor, and an XML Editor with schema 
and DTD validation. Team development is made easy 
with extensive support for source control, including 
CVS, RCS, PVCS, VSS, and ClearCase. An innovative 
UI lets you build your own source control integration 
with other systems. 

Additional tools help you build, archive, and deploy 
your application to Novell’s eXtend Application 
Server, BEA WebLogic, or IBM WebSphere. Using 
Director’s vulturing technique and resource sets, 
changes to the deployed application can be tested 
without having to redeploy the entire EAR. For more 
information, check out: http://www.silverstream.
com/Website/app/en_US/Director.

Novell exteNd Workbench 
4.0: A powerful and 
Productive Environment

Novell exteNd Workbench 4.0 is a powerful and 
productive environment that simplifies and accelerates 
the development of your applications and brings 
one-button deployment to J2EE and Web Services. 
You can create Web Services, EJBs, JSP pages, J2EE 
deployment descriptors and deployment plans, Java 
classes, XML documents, JSP tag libraries, JavaBeans, 
and more—all using visual designers and powerful 
wizards included in exteNd Workbench. Novell 

exteNd Workbench further increases developer 
productivity with automatic code completion, fast 
editing tools, conversion tools for updating your 
projects to new J2EE standards, and support for source 
control. Finally, exteNd Workbench eliminates deploy-
ment headaches with one-button deployment to all 
leading J2EE application servers. 

You can create Web Services, EJBs, JSP pages, J2EE 
deployment descriptors and deployment plans, Java 
classes, XML documents, JSP tag libraries, JavaBeans, 
and more—all using visual designers and powerful 
wizards included in exteNd Workbench. Novell 
exteNd Workbench further increases developer 
productivity with automatic code completion, fast 
editing tools, conversion tools for updating your 
projects to new J2EE standards, and support for source 
control. Novell exteNd Workbench contains 
easy-to-use Web Services compilers and a high-perfor-
mance portable Web Services engine. Finally, exteNd 
Workbench eliminates deployment headaches with 
one-button deployment to all leading J2EE application 
servers.

J2EE Development Model—Unmatched 
Developer Productivity
Novell exteNd Workbench reduces the complexity of 
J2EE development with wizards and editors to help 
you through every step of your development cycle. 
Project wizards make it easy to begin development by 
setting up EAR, WAR, EJB JAR, RAR, or Client 
Archive projects. 

Once the proper J2EE structure is in place, component 
wizards help you create JSPs, servlets, connectors, tag 
libraries, JavaBeans, Java classes, XML documents, 
XML catalog entries, Web Services, and EJB compo-
nents, including message-driven beans. Novell exteNd 
Workbench provides several editors, including a JSP 
Editor, a Java Editor, an XML Catalog Editor, and an 
XML Editor with schema and DTD validation. Editors 
provide automatic code completion, color coding, 
parenthesis matching and much more. 

Team development is made easy with extensive 
support for source control. The exteNd Workbench 
supports CVS, RCS, PVCS, VSS, and ClearCase. An 
innovative UI lets you create your own source control 
integration with other systems.  

J2EE Component Wizards  
Sophisticated build and archive tools help accelerate 
the final steps of your application development by 
building entire projects or just modified classes, and 
generating and validating archive files. Novell exteNd 
Workbench also allows you to run this process from 
the command line to automate routine builds. You can 
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Novell exteNd Application
Server was one of the first
to be J2EE 1.3-certified.
also create your own Ant scripts and run them from the 
command line.  For more information: 
http://www.silverstream.com/Website/
app/en_US/Workbench.

Novell exteNd Application Server provides the most 
complete foundation for building and deploying 
cross-platform, high performance, standards-based 
applications. 

The Novell exteNd Workbench, jBroker Web, jBroker 
MQ, and jBroker ORB are included with the applica-
tion server to provide you with the tools and infrastruc-
ture you need to build enterprise applications. Novell’s 
commitment to J2EE and Web Services starts with our 
involvement in the development of standards and 
results in your flexible, portable, future-proof applica-
tions. The exteNd Application Server includes the 
following features:

• Comprehensive J2EE Application Foundation 

• High Performance Web Services Engine 

• Verifiable Standards Compliance 

• Superior Enterprise Data Connectivity 

• Unmatched Developer Productivity 

• High Availability, Performance, Scalability 

• Secure and Manageable 

• Extensive Feature List 

Novell’s commitment to J2EE and Web Services starts 
with our involvement in the development of standards 
and results in your flexible, portable, future-proof 
applications. Novell provides more than just a deploy-
ment infrastructure. The exteNd Application Server 
includes Novell exteNd Workbench, a high-produc-
tivity J2EE and Web Services development environ-
ment. The exteNd Application Server also includes 
industry-leading, high-performance CORBA, JMS, 
Transaction Management and Web Services engines.

Comprehensive J2EE Application 
Foundation 
Enterprise application development requires a strong 
foundation and Novell exteNd Application Server 
provides a solid, field-tested platform for your enter-
prise needs. The application server comes with fully 
tested JREs, database drivers, extensive operating 
system support, and more. 

J2EE 1.3 has many improvements that benefit the 
developer. EJB 2.0 provides integration of asynchro-
nous messaging via message-driven beans, relationship 
support in the container-managed persistence model, 
and specified vendor interoperability for remote calls. 
While earlier versions of J2EE were limited to JDBC 
for providing support for relational databases, 1.3 

added the Java Connector Architecture allowing your 
application to integrate with back-end systems such as 
Enterprise Resource Planning (ERP) and Customer 
Resource Management (CRM) systems. J2EE 1.3 also 
includes support for distributed transactions, allowing 
for standardized support of large-scale enterprise appli-
cations. 

Verifiable Standards Compliance
Novell exteNd Application Server was one of the first 
to be J2EE 1.3-certified. J2EE certification is earned 
only by passing the rigorous Certification Test Suite 
(CTS) consisting of more then 15,000 tests. Novell 
participates in the Java Community Process (JCP) and 
is active in the groups (JSRs) defining these technolo-
gies. We are committed to supporting future versions 
of J2EE as they are approved by the JCP.

Industry-Leading High Performance Web 
Services Engine
Novell exteNd Application Server includes jBroker 
Web 2.0, a high-performance JAX-RPC 1.0 compliant 
environment for building, running, and invoking Web 
Services using Java. jBroker Web is 2-3 times faster 
than Apache AXIS, has a small footprint, and produces 
portable Web Services that interoperate with popular 
SOAP implementations. New features in jBroker Web 
2.0 include support for SOAP with attachments, 
complex type mappings, and using JMS as a SOAP 
transport. For more details, see: http://www.silver
stream.com/Website/app/en_US/AppServer

Novell Offers Web Services 
Software Through Its 
SilverStream Arm

Novell offers three products called its jBroker 
Messaging Platform. The three include:

jBroker Web
jBroker Web is an XML RPC environment for 
building, running, and invoking Web Services. It uses 
the RMI programming model, which gives it a familiar 
programming environment for your developers. 
Invoking a Web service is the same as invoking a 
Remote object, and implementing a Web Service is the 
same as implementing a Remote interface. 

jBroker ORB
jBroker ORB is an enterprise-class Java CORBA ORB 
and services. It has industry leading performance and 
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gram is designed to help
Novell partners and cus-
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scalability, small footprint, and an excellent set of 
features for developing, deploying, and managing large 
scale distributed Java applications. jBroker 3.0 is fully 
CORBA 2.3 compliant. It includes features like the 
forward (IDL to Java) and reverse (Java RMI to IIOP, 
and Java RMI to IDL) compilers, Portable Object 
Adapter (POA), Objects by Value, Server Activation, 
IIOP Connection Concentrator, Pluggable Authentica-
tion support, IIOP/SSL, COS Name Service, Multicast 
Object Invocations, and Object Transaction Service 
pluggability.

jBroker MQ
jBroker MQ is a 100% pure Java implementation of the 
Java Messaging Service (JMS) API based on high 
performance and scalable enterprise class IIOP support 
in the jBroker ORB. jBroker MQ is fully compliant 
with the JMS specification v1.0.2. It implements all the 
required features as well as some of the optional 
features like support for concurrent message 
processing using the ServerSession API. Both 
point-to-point (PTP), and the publish-and-subscribe 
(Pub/Sub) messaging models are supported. The 
jBroker MQ v1.3 release also includes several 
value-added features like built-in system name space, 
security, and administration.

For more information, visit http://www.silverstream.
com/Website/app/en_US/JBroker

DeveloperNet Program for 
New Developers

The DeveloperNet Program is designed to help Novell 
partners and customers build Net business solutions. 
The Program is your doorway to the deliverables, 
training, support and additional resources partners and 
customers need to succeed in today’s evolving one Net 
environment.

Novell offers Enterprise Developers and leading ISV, 
IHV, Consulting/System Integrator developers a tech-
nology vision no other leading vendor can deliver: A 
world where all platforms, applications, resources and 
people can be securely managed and utilized across 
network boundaries, all working together freely, as one 
Net. Novell DeveloperNet program membership 
provides a wealth of open APIs, tools, developer 
training, resources and support to leverage one Net: a 
secure and scalable networking environment in which 
all types of solution and providers can respond to any 
customer need or market opportunity. 

Available online and/or in CD-ROM format, the 
Novell Developer Kit (NDK) and Software Evaluation 

Library (SEL), give members one-stop access to the 
documentation, programming tools, sample code, 
demo applications, evaluation software needed to tap 
into Novell Net Services software such as Novell 
eDirectory, DirXML, Portal Services, NetWare, 
GroupWise, and more. 

DeveloperNet Program memberships at the Profes-
sional, Advantage, and Premier levels include the 
Metrowerks* CodeWarrior* for Windows*, Profes-
sional Edition. CodeWarrior provides a complete, inte-
grated development tool suite for multiple languages 
(C, C++, Java) and Windows development. Include the 
CodeWarrior Add-on Tools for NetWare, and you can 
develop kernel solutions and drivers for NetWare as 
well as applications that take advantage of eDirectory 
and other Net services from Novell. 

The DeveloperNet Program offers a variety of educa-
tional solutions including Novell hands-on training (at 
the member site and at Novell), developer seminars 
and DeveloperNet University. The University offers 
online access to in-depth training on the latest Novell 
technologies, products, and technical publication. 
DeveloperNet Program members also get a wealth of 
information from in-depth technical publications like 
Novell AppNotes and the Novell Support Connection 
which contains technical information documents 
(TIDs), current patches for Novell products, electronic 
product documentation, and other utilities. Full-text 
search capabilities and links to specific TIDs on the 
Web help members quickly locate needed information. 

Novell’s DeveloperNet Program offers three modes of 
support: hands-on development assistance (on-site and 
at Novell), phone/e-mail support and online support 
forums. 

For fast response to specific issues related to the 
Novell Developer Kit APIs and tools, members can 
take advantage of developer support incidents that 
come with Professional, Advantage, and Premier-level 
DeveloperNet Program subscriptions. Members can 
submit issues by phone, e-mail or online. In addition, 
Developer Support Forums provide an interactive envi-
ronment for exploring development issues. 

DeveloperNet Program members at the Advantage or 
Premier levels are assigned a Developer Relations 
Manager to handle all development support-related 
issues. Members at these levels also enjoy the benefit 
of being able to work directly with Novell in any of the 
Novell Developer Labs and support/certification labs, 
or at the member’s site. 

These engagements offer face-to-face engineering 
assistance and related resources for developing and 
porting strategic products. With the help of Novell 
Developer Labs, members can learn to leverage the 
power of Novell Net services software to create 
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cross-platform, directory-enabled solutions that work 
in today’s one Net world. 

With Novell as your partner, members also enjoy 
enhanced visibility for their products and services. 
Novell’s huge install worldwide presents a significant 
marketing opportunity. Members can work with 
Novell and our authorized testing centers to certify via 
the “YES, Tested and Approved” program, which 
affirms that their solutions and products work with 
NetWare and Novell eDirectory. 

The Novell certification mark is Novell’s stamp of 
approval, demonstrating to customers that a member’s 
solution or product has been tested to work with Novell 
software and as a result showcased in the Novell Solu-
tions Search—the largest, most comprehensive Net 
repository of information for hardware and software 
solutions that leverage Novell products. 

The DeveloperNet Program additionally offers 
co-marketing assistance to partners, tapping Indepen-
dent Software Vendors (ISVs), Independent Hardware 
Vendors (IHVs), and CSIs (Consultants/System Inte-
grators) access to Novell’s robust reseller channels and 
press resources. 

Novell Dives Into Application 
Development

Taken from Infoworld.com 

Looking to shed its image as a staid network OS 
company, Novell next week is unleashing a new 
strategy focused on Web services development, secure 
ID management, cross-platform network services, and 
consulting.

The first fruits of the strategy will ripen Monday at the 
Gartner Symposium/ITXpo in Orlando, Fla., where 
Novell will announce Novell exteNd Version 4.0, a 
development suite for building, integrating, and 
deploying Web applications and Web services.

Novell exteNd 4.0, priced at $90,000 per server CPU, 
represents the development crown jewels Novell was 
aiming for when it bought SilverStream Software in 
July, according to officials at the Provo, Utah-based 
company.

“Novell did not acquire SilverStream for its app server. 
The main thrust was the exteNd environment to put on 
top of J2EE,” said Novell CTO Alan Nugent. 
“Novell’s customer base is excited to have a develop-
ment environment in the core product.”

Lasering in on application development is a wise 
approach, given Novell’s large NetWare installed base, 
according to Dan Kusnetzky, vice president of systems 
software for Framingham, Mass.-based IDC.

“NetWare is a difficult platform for application devel-
opment. As a result, organizations that use [it] never 
saw it as an application platform. They only saw it as a 
platform for basic network services,” Kusnetzky said. 
Adding a J2EE and XML-based development suite to 
the equation might alter that perception, he said.

New features in exteNd 4.0 include J2EE 1.3 compli-
ance and expanded platform support for BEA and IBM 
application servers. The release also enhances 
exteNd’s portal functionality and presentation capabili-
ties with a visual drag-and-drop customization tool that 
lets developers customize the portal experience. For 
example, developers can use the tool to create portal 
themes or to define the presentation characteristics.

“[We] now have a complete portal story with Novell 
Portal Services and Extend Director. [SilverStream] 
was missing components and portlets; Novell was 
missing a strong framework for business process and 
workflow,” said Steve Benfield, chief technology 
evangelist for Web application development at Novell. 
“We have one product team doing both now.”

Novell is also detailing a roadmap spanning out over 
the first half of next year. By the first quarter of 2003, 
Novell will port SilverStream’s app server to NetWare. 
Meanwhile, in the first half of 2003, the company plans 
to combine exteNd with its directory and identity- and 
policy-based management technologies, enabling 
developers to inject security features such as single 
sign-on into applications from the ground up.

“Right now, security across the corporate enterprise 
isn’t built into the apps themselves,” said Nugent. “But 
looking ahead to when you have 100 or 500 Web 
services working in your enterprise over the next few 
years, the management complexity just starts growing. 
You will need to think about [security] in advance.”

As part of its approach to securing applications and 
services, Novell said it will support industry standards 
that are now emerging. And in keeping with the 
tech-agnostic theme, Novell has also begun making its 
NetWare services available on Linux, Solaris, and 
Windows, Nugent said.

Also on the roadmap, exteNd 5 will include support for 
emerging portal standards such as JSR (Java Specifica-
tion Request) 168, WSRP (Web Services for Remote 
Portals), and WSIA (Web Services for Interactive 
Applications). Forthcoming support for JSR 168 will 
help further integrate Novell’s existing Portal Services 
offering with exteNd Director, Benfield said.
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The three pieces of exteNd 4.0 include: exteNd 
Director, which is Novell’s interaction play for 
exporting services and Web apps to end-user targets 
such as its portal; exteNd Composer, which is an 
XML-based application integration broker used to 
create new Web services out of existing process logic 
and applications in back-end systems; and the applica-
tion server.

Kusnetzky said Novell’s historically top-notch tech-
nology portfolio has been overshadowed by companies 
such as Microsoft for a variety of reasons, among them 
poor marketing. Additionally, the company has placed 
too much emphasis on wooing technical types, to the 
exclusion of business decision-makers who wield more 
influence over technology budgets today.

The company’s new strategy could catapult it back into 
prime time, but only “if they can get the message out 
and to the right people,” Kusnetzky said.

That’s a change the new Novell is pledging to make, 
with less emphasis on engineering and more on 
product development that reflects directly customers’ 
wishes, Nugent said.

(Carolyn April is an InfoWorld editor at large. Cath-
leen Moore contributed to this story)

Novell Releases MySQL for 
NetWare 

MySQL (for NetWare 6 SP2) is an open-source rela-
tional database management system that allows you to 
use Java, C, Perl, and PHP APIs to access persistent 
data. You can obtain more information about this from 
a variety of sources. The Novell Developer Support 
MySQL newsgroup is located at: news://developer-
forums.novell.com/novell.devsup.mysql. Also, check 
our http://developer.novell.com for the NDK and docu-
mentation. Lastly, check out: http://mysql.com for 
general information about MySQL.

Q. I am using the Novell Controls for ActiveX. I get 
this error when I attempt to run the code for 
LDAP02.asp (one of 2 sampleDirectoryasp files in the 
ldap_asp.exe zip file):

Server object, ASP 0177 (0x8007007E)
8007007e
/rna/LDAP02.asp, line 70

The line that generates this error is:

Set NWIDirEntries1 = 
Server.CreateObject("NWIDirEntriesLib.NWIDirEntries.
1.1")

I downloaded and installed:C LDAP library, ActiveX 
Core Components, and LDAP library. Am I missing 
something?

A. Luckily this is a somewhat trivial solution. You 
just need to put the LDAPSDK.dll, the LDAPSSL.dll, 
and the LDAPX.dll in your client’s Windows 
system32 directory.

Q. There is an entry on the NetWare Management 
Portal, Server Health Monitoring page (You get to it 
by clicking on the traffic light!) that lists a server’s 
abended thread count. Any ideas how / if you can 
extract this value using Novell ActiveX Controls?

A. Unfortunately not with the controls, and to my 
knowledge there isn’t even a low-level C or Assembly 
API for this. But if you want or really need this 
functionality in API format, contact Novell’s 
Developer Support Department and make your voice 
heard. Check out http://developer.novell.com for more 
information.

Q. Hello, I downloaded the documentation for the 
LDAP Beans from http://developer.novell.
com/ndk/bns_ldap.htm, but I am unable to view them. 
The readme file instructions say: After you have 
installed the documentation, use the “NDK 
Documents” entry on your Start menu to quickly locate 
and access NDK documentation. 
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What Start menu is this referring to? Are they 
supposed to be viewed from a specific tool?

A. No specific tools are required to view the 
documentation. The Start menu here refers to the start 
button on the task bar of your Windows explorer. 
Alternatively you can view the documentation by 
going to \ndk\doc\beans\bns_ldap\tmp\index.html

Q. We are looking for a way that users can reset 
their own password through a web-based application. 
This will be used primarily by people who forget their 
passwords, so putting in an old password and then the 
new password is out of the question. We want to offer 
some sort of password reset secret (mother’s maiden 
name, pet’s name, etc.) similar to what you see on 
many web sites. So when a user browses to a password 
reset web site, they are prompted to enter an answer to 
a secret question (or a couple questions), and their 
password gets reset so they can login. 

We can’t have their password emailed because we’re 
going to be setting up LDAP authentication for 
GroupWise so their NDS and GroupWise passwords 
are the same. They wouldn’t be able to get to their 
email if they don’t know the password. Do you have 
any suggestions on how we could accomplish 
something like this? I’m wondering if it can be done 
through LDAP. If not, can you tell me where I might 
find something that could help?

A. You should be able to reset the password via 
LDAP, but you have to bind to the LDAP server with a 
USERID that has sufficient privileges to change the 
password. Depending on where your web page is 
hosted, you might also use one of the several 
NDS/eDirectory APIs to reset the password.

Q. I am using Novell’s Clientless JNDI 
implementation. How would I check whether a 
particular Organizational Unit (OU) exists or not? I 
have a list of OUs and I am writing a function that 
creates an OU if it doesn’t exist. Can this be done 
easily? Also, what does it mean to create something 
(user or OU) “with a Session?” Thanks.

A. You can easily verify the existence of an OU by 
trying to access it through a “lookup,” if it fails, then it 
doesn’t exist. An NJCL Session is a different way to 
attach to a server and authenticate to the tree (the 
standard way is to attach to “any” server and 

authenticated to the tree). The main advantage of 
Sessions is that you can authenticate multiple times as 
different users from the same application.

Q. We are going to be implementing a storage 
system for our students. We need the ability to 
bulk-load anywhere from 4,000 to 10,000 students into 
eDirectory and set up home directories on Netware 
servers. I would use something like ICE, but it does not 
support creating home directories. I would look at 
uimport, but it doesn’t support home directories over 
eight characters.

In looking at other third-party options, we felt that the 
cost was not justifiable to purchase a solution. That it 
may be better to create an application in-house to do 
this that can better integrate with our systems.

I am wondering how difficult would it be to create an 
application to do the following in Java. Pull student 
information from a SQL-compliant server, create the 
users, set a password, set attributes such as full name 
and phone number, create a home directory, assign the 
home directory trustees, and assign a volume quota to 
the user. I understand for some of you this may be 
easy. I put my Java skills at good, but I am not an 
expert. I have made small java applications that query 
SQL servers and print to printers, but nothing like this.

In looking around on http://developer.novell.com, it 
seems to me that I would need to look at NJCL for the 
file system end of this program. Is that correct? Also, if 
I used Novell Java Class Library (NJCL) and not 
NJCLC would, I not have to worry about 
authenticating to eDirectory, since I would be already 
with the client?

I am also curious to know what other tools I may need 
besides NJCL (if even NJCL) to achieve such a task. 
Also, any information that I should watch out for, etc., 
would be very helpful.

A. Yes, the only Java solution to access files (in 
order to take advantage of NetWare’s file system 
abilities) is through NJCL. It can do all the things your 
application requires. Now, deciding which NJCL to 
use (NJCL standard or clientless) depends on were 
your application is supposed to run. If it is to run on a 
NetWare server or on a Windows machine (with 
Client32), then the standard NJCL would work. But if 
your application needs to run in another OS (like 
Linux, Solaris, or Windows with no Client32), then 
you would need to use the clientless version. For better 
n o v e l l . c o m / a p p n o t e s
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With the Novell eCom-
merce Beans, is there a
way to use these beans to
extract a certificate and
then use it as a generic
Java Public Key Infra-
structure (PKI) key?
performance, I would suggest you use the standard 
NJCL, specially when you have to deal with 4,000 to 
10,000 users. 

Regarding its difficulty, it should be a relatively 
straight forward application. But if you’re not familiar 
with JNDI specifications (Java Naming and Directory 
Interface), things may look a little be different than 
what you expect. Also, if you’re planning to run your 
NJCL application on an already authenticated 
Windows machine (with Client32), you don’t need to 
authenticate again in your code. Besides the NJCL 
libraries, you may need the SQL libraries to access 
your database (you could also use JDBC which is 
already included in the JDK). Other than that, you 
won’t need anything else.

Q. I’m sure this is rather easy to accomplish, but 
I’m just going ask you anyway. In an (CLIB) NLM that 
has two threads, how can I ensure each thread writes 
to its own screen with no interference? Should I use 
critical sections around the output sections of the 
code? Thanks for any ideas!

A. Use ThreadGroups instead, and at the start of 
your ThreadGroup’s code call the appropriate 
functions to create the screens and they will be defaults 
automatically. You won’t need to worry about critical 
sections or anything like this.

Q. With the Novell eCommerce Beans, is there a 
way to use these beans to extract a certificate and then 
use it as a generic Java Public Key Infrastructure 
(PKI) key?

A. You can retrieve a certificate from a remote host 
by calling execute on RetrieveHostCertificates security 
command bean after setting the host name and port.

Q. I would like to offer to my users a changing 
password feature over the Internet utilizing LDAP, like 
what NetWare 6 offers. Would you be able to tell me 
what I need to do? I know that I need to create a LDIF 
file and possibly other items. 

I am new to LDAP programming, hence I don’t have 
much of knowledge about LDAP. Is it possible for 
someone to provide me with a sample LDIF file for 
letting users change their password if they know their 
old password, or let me know of a good document for 
setting up this.

What it comes down to is what would I have to do so 
that users can change their password over the Internet. 
Thanks for all help. Oh, by the way, I am running a mix 
of NDS 8.x and sample code on NetWare v5.1.

A. You can do this through the LDAP APIs and you 
don’t need to worry about LDIF files if you don’t want 
to. Here is an example of how to do it in Java. Go to 
http://developer.novell.com/ndk/doc/samplecode/jldap
_sample/index.htm, looking for ModifyPassword.java. 
Or take a look at the LDAP Command Beans that 
make it very easy to do through a web application at: 
http://developer.novell.com/ndk/bns_ldapcmd.htm.

Q. We want to start a new application that includes 
an LDAP server. Would you be able to tell me about 
the Novell Java SDK? Is it a standard for all servers or 
is it impossible to change the server without changing 
source code?

A. Novell’s Java LDAP libraries are client-side 
libraries which can talk to Novell’s LDAP Server or to 
any other vender’s server. If you wish to include an 
LDAP server with your product, Novell has a program 
to allow you to do this at no cost. Additional 
information on this can be found at http://developer.
novell.com/products_dev/edirectory/

Q. I have an interesting dilemma that I thought I 
would pose to you. Essentially, we have run into the 
problem of folders having [Root] as a trustee with 
Read and File Scan. It was not a particularly fun time 
having to explain the cause of the problem to important 
people at the company (i.e., executives).

We have decided to resolve this problem by removing 
the Supervisor and Access Control rights that the 
trustee of the home directory has. While perusing our 
environments, we have a number of home directories 
where the user has Supervisor and Access Control 
Rights. 
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I am looking for a way to potentially batch file process 
the removal of Superviosr and Access Control rights 
from these trustees. I know that JRB’s SETTRUST 
utility will do it, but I thought I would see if someone 
else has a potentially better solution. I have a desire 
for a much quicker solution, though, as I am a bit 
unfamiliar with SETTRUST. 

A. I can offer a couple of solutions. First, the 
TBACKUP utility will generate a  .BAT file that 
contains a list of rights statements that will restore the 
trustee rights to a volume. You could then perform a 
search on this file for SRWCEMFA and RWCEMFA 
and  replace them with RWCEMF. Running the 
resulting batch file would take care of the majority of 
the rights assignments.

This would be a quick way to catch most of your rights 
assignments. The other thing that you could do on a 
NetWare 5.x or NetWare 6 server is to use the 
TRUSTBAR.NLM and save the ACLs for a volume to 
the root of the volume as an .XML file. The file lists 
every trustee and a numerical code for the rights to be 
granted.

A simple search and replace could change the code to 
the one without the Supervisor and Access Control 
rights. Then use TRUSTBAR to remove all ACLs in 
the file system and then run TRUSTBAR to restore the 
edited .XML file. It runs pretty quickly. One caution is 
to get the most recent TRUSTBAR.NLM from Novell. 
Don’t use the one that shipped with NetWare 6, as it 
sometimes causes Abends and doesn’t do the root 
directory ACL.

Q. I have to rebuild a Netware 5.1 Service Pack 3 
server’s volumes. Should I take the opportunity to 
switch the volumes to NSS or stick with traditional file 
volumes until we eventually upgrade to Netware 6? 
I’ve heard lots of horror stories with people using NSS 
volumes, and I don’t want to become one of the 
statistics. We would need full support for directory 
quotas, and it must work with Legato Networker.

A. I would recommend staying with the traditional 
NetWare volumes on a NetWare 5.1 server. In my 
opinion, NSS v3 that comes with NetWare 6 is much 
more fully baked than the NSS on NetWare 5.1. It’s 
feature complete in comparison to the traditional file 
system, and NetWare 6 is really built around it. I’ve 
been running it for quite a while in my labs, and 
everything has worked great (except I have a problem 
where some people are reported as using negative disk 
space).

Novell’s DeveloperNet 
Program Launches “One Net 
for Developers”

Through Novell’s newly enhanced DeveloperNet 
program, any corporate developer, ISV, IHV, 
Consultant or System Integrator can leverage the solu-
tions and individual products powering Novell’s one 
Net vision to deliver enterprise-ready network solu-
tions on any leading platform. DeveloperNet member-
ship provides individual programmers, project teams 
and entire organizations with easy, flexible access to 
Novell’s products, development tools, programming 
resources and support.

Need a standards-based solution to meet your organi-
zation’s Web development needs? With Novell 
exteNd, Novell DeveloperNet offers a feature- 
complete Web application development suite that lets 
developers rapidly design, deliver and deploy solutions 
on the leading Java 2 Enterprise Edition (J2EE)- 
compliant application servers running on Windows 
NT/2000, Solaris, HP-UX, IBM AIX, Red Hat Linux, 
and the NetWare platform.

Perhaps you have been tasked with implementing a 
secure identity management solution, or a provisioning 
solution that seamlessly integrates user access to key 
platforms, directories, databases and applications. 
Whatever the need, whatever the platform, Novell’s 
DeveloperNet program offers tools, resources, 
training, education and engineering support that can 
help you extend current IT investments, lower support 
overhead, and most importantly, deliver the solutions 
you need to benefit the entire business, and the busi-
nesses of your customers.

Novell offers network customers and third-party devel-
opers a technology vision no other leading vendor can 
deliver: A world where all platforms, applications, 
resources and people can be securely managed and 
utilized across network boundaries, working together 
freely, as one Net. Novell’s platform-agnostic develop-
ment focus, combined with DeveloperNet tools and 
support offerings and a simplified contract process, 
developing to Novell technologies has never been 
easier, faster or more compelling.
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Novell exteNd helps cus-
tomers integrate existing
systems and deliver
dynamic, interactive solu-
tions to key constituents. 
Other features include:

• New development tools

• Easier user login and access 

• Simplified program membership levels 

• Lower membership fees

• Streamlined contract process

• Program deliverables available a la carte to 
members at any level 

One Net Gets Developers Focused on 
Results
Marking an important step in making its one Net vision 
a reality for customers, Novell recently announced a 
go-to-market focus on three core challenges that have 
prevented organizations from optimizing their business 
processes in an increasingly Web-based world. The 
three areas—newly branded as Novell exteNd, Novell 
Nsure, and Novell Nterprise—are Web-based applica-
tion development, secure identity management, and 
cross-platform networking services.

The addition of consulting and services expertise— 
Novell Ngage—provides customers and third-party 
developers both the business know-how and the tech-
nology to build, secure, and deploy business processes 
on the Web. 

Novell exteNd helps developers rapidly build 
advanced Web applications that leverage existing 
systems to deliver relevant services to key business 
constituents

Novell Nsure delivers secure identity management so 
businesses can reach out to the right people yet keep 
their systems secure 

Novell Nterprise provides secure, scalable and reliable 
cross-platform networking services, giving customers 
freedom of choice and helping them profit from 
existing investments 

As an Ngage service entity, Novell’s DeveloperNet 
program offers developers a full complement of tools, 
resources and support to leverage.

Novell Nsure
Identity is security in a one Net world. Only by 
knowing who is accessing the network, and what they 
are entitled to see, can companies effectively manage 
their disparate relationships in a Web environment. 
Novell Nsure delivers secure identity management that 
lets companies reach out to employees, customers, and 
partners while comprehensively protecting their infor-
mation and resources. The Novell Nsure family lever-
ages Novell eDirectory, DirXML and related products, 

and includes Novell’s secure access and provisioning 
solutions.

Novell eDirectory is the network industry’s only 
proven scalable and secure directory service running 
natively on NetWare, Linux, Windows NT/2000, 
Solaris, and AIX servers. eDirectory 8.7 provides new 
Web and wireless management capabilities, allowing 
administrators to access and manage the directory and 
users, access rights, and network resources from a Web 
browser and a variety of handheld devices. Regardless 
of location or device, access privileges can now be 
controlled with precision—for employees, customers, 
partners and suppliers—across network, operating 
system and application boundaries. 

eDirectory is completely accessible from virtually all 
platforms and standard interfaces via the Novell Devel-
oper Kit, so developers can rapidly build and deploy 
solutions without having to build standalone directo-
ries or user authentication databases. DeveloperNet 
tools, resources and support make it easy to develop to 
eDirectory on your platforms, and even bundle or 
embed the latest version free of charge for the benefit 
of your customers. 

DirXML is a bi-directional data sharing service that 
leverages Novell eDirectory to distribute new and 
updated information across directories, databases and 
critical applications on the network and across fire-
walls to partner systems. DirXML includes drivers that 
interface with leading LDAP directories and 
messaging platforms, and drivers are also available for 
PeopleSoft, Oracle, IBM DB2, and Sybase. Through 
the Novell Developer Kit, DirXML drivers can be 
created to integrate any system in your environment.

Novell exteNd
Once an organization knows whom they’re dealing 
with, getting them what they need to do business is the 
key to improving processes and driving revenue. 
Novell exteNd is a powerful and productive stan-
dards-based suite for developing and managing 
advanced Web applications. 

Novell exteNd helps customers integrate existing 
systems and deliver dynamic, interactive solutions to 
key constituents. Novell exteNd also provides 
easy-to-use visual tools for application development 
and an application server for deploying sophisticated 
applications on the Web. The addition of J2EE middle-
ware and Web services tools into the product line is 
part of Novell’s strategy to be platform-agnostic. 

Comprehensive support for J2EE 1.3 across the Novell 
exteNd suite ensures the development of applications 
that are portable and cross-platform compatible. 
Uniquely among solutions from leading vendors, 
Novell exteNd applications run on other application 
N o v e m b e r  2 0 0 2
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servers, including IBM WebSphere and BEA 
WebLogic. 

Novell exteNd 4.0 provides a complete Web services 
environment that lets developers rapidly design, 
deliver and deploy solutions on the leading 
J2EE*-compliant application servers running on 
Windows NT/2000, Solaris, HP-UX, IBM AIX, Red 
Hat Linux, and the NetWare platform. Novell exteNd 
includes these integrated technologies to help you 
build, publish and deploy Web applications on 
NetWare and other leading operating systems:

• Integration Server: Connect to back-end legacy 
systems and manage business processes through 
XML and Web services with exteNd Composer.

• Interaction and Portal Server: Rapidly build 
dynamic business applications and information 
portals for various users and platforms with 
exteNd Director.

• J2EE Application Server & Web Services Engine: 
Build and deploy solid cross-platform applications 
on a proven J2EE and Web services foundation. 
exteNd Application Server includes a high 
performance Web services and messaging 
platform - jBroker.

• Integrated Development Environment: Design and 
deploy J2EE applications and Web services with 
wizards and easy-to-use tools in exteNd 
Workbench.

Java 2 Enterprise Edition (J2EE) and Web services 
technologies provide the promise of interoperability, 
but despite the existence of standards, vendor imple-
mentations can vary.

Novell is among the few vendors to test and support 
other market-leading application servers, including 
IBM WebSphere and BEA WebLogic, to deliver true 
J2EE portability with Novell exteNd. In addition, 
Novell exteNd has been extensively tested to ensure 
interoperability with leading Web services implemen-
tations, including Microsoft Visual Studio.Net and 
IBM WebSphere Studio for Application Development.

Looking ahead to the next release, exteNd 5 will ship 
next summer with a development version of a UDDI 
directory and tight integration to Novell eDirectory.

Novell Nterprise
Moving mission-critical business processes to the Web 
requires a robust, dependable infrastructure that won’t 
go down. Novell Nterprise encompasses the fast, reli-
able, and scalable infrastructure and cross-platform 
network services customers need to deploy Web appli-
cations with confidence. 

Novell Nterprise includes NetWare for core 
networking, GroupWise for collaboration, and 
ZENworks, which manages not only devices and 
assets, but also resources, applications, and policies. 
Novell Nterprise also encompasses cross-platform 
e-mail and access services like Novell NetMail and 
Novell iFolder, among others, which run not only on 
Novell and Windows platforms, but on Linux and 
Solaris as well.

The 2003 release of the next version of NetWare will 
allow for the complete removal of Client32 and 
include:

• Browser-based management tools that provide 
virtual access to network devices and make it 
easier to secure, deploy and manage servers, users 
and events on your network.

• An open environment for building, deploying and 
managing Web services, including exteNd, 
Apache, Tomcat, PHP, MySQL and PostgreSQL

• Novell JVM v1.4: The high-performance Java 
Virtual Machine in NetWare in combination with 
the exteNd Application Server provides an 
excellent target for deploying J2EE solutions.

• GroupWise, ZENworks, NetMail and iFolder are 
fully accessible via components in the Novell 
Developer Kit.

Novell Ngage
Novell Ngage, which includes Novell’s DeveloperNet 
program, provides the consulting and services exper-
tise to develop and deploy solutions around Novell 
Nsure, Novell exteNd, and Novell Nterprise. Novell 
Ngage delivers business management consulting to 
improve operational effectiveness and IT consulting 
for architecture design, rapid application development, 
and systems integration. 

Novell Ngage also provides technical support and 
education services to help customers make sure 
Novell’s one Net business solutions are working opti-
mally in their environment. For more information 
about Novell Nsure, Novell exteNd, Novell Nterprise 
and Novell Ngage, please visit http://www.novell.
com/solutions/nsure/.

One Net Development Begins Here
Novell DeveloperNet measures its success by the 
strength of your development bottom line. This 
results-obsessed approach forms the foundation for 
Novell business solutions that enhance and improve 
your existing systems, allow you to meet new business 
requirements more quickly, and make sure every dollar 
you spend on technology translates directly into lower 
costs and higher revenues. 
n o v e l l . c o m / a p p n o t e s
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DeveloperNet membership helps enterprise devel-
opers, ISVs, IHVs/OEMs, consultants and system inte-
grators:

• Quickly solve problems in the enterprise network 
environment

• Reduce development time and speed time to 
market 

• Target customers of all types of network 
environments

• Customize Novell solutions to fit better in 
customer’s environment

• Combine Novell and partner products to form 
complete solutions

• Capitalize on new development technologies and 
opportunities

• Leverage a single point of contact for resolving 
development issues

Sign up for DeveloperNet and get started creating 
Web-enabled LDAP, XML, Java, C or scripting solu-
tions based on Novell’s award-winning solutions. 
Membership provides access to Novell’s complete 
range of tools, development resources and support, 
including test and development versions of eDirectory, 
exteNd, DirXML, NetWare and other major Novell 
products, and the Novell Developer Kit, to name just a 
few. 

Four membership levels enable individuals, teams and 
organizations to choose the right level of service and 
support to meet any business and development need:

DeveloperNet deliverables are also available for a la 
carte purchase by program subscribers at any member-
ship level. For complete information about Novell’s 
DeveloperNet program and choosing the right 
membership for you, please visit devel-
oper.novell.com/brochure.

One Net Development Resources

• DeveloperNet Program: developer.novell.com

• Novell Developer Kit: developer.novell.com/ndk

• Novell exteNd Resources: 
devcenter.silverstream.com/DevCenter

• Novell Developer Support: 
developer.novell.com/support

• Developer Training: 
developer.novell.com/training

• Developer Labs: developer.novell.com/devlabs

• Developer Education: 
developer.novell.com/education

• Third-Party Solutions Search: 
developer.novell.com/solutions 

Membership Deliverables Cost

Online Online access to the NDK, DeveloperNet University, developer support 
forums, and Novell technical publications such as AppNotes

Free

Professional Regular releases of the Novell Developer Kit on CD-ROM as well as 
Novell’s latest Software Evaluation Library CDs for one year and the 
Metrowerks* CodeWarrior* for Windows, Professional Edition

$395

Advantage All components of the Professional membership plus direct access to a 
Novell Developer Relationship Manager. Training and compatibility 
testing also available

$20K 
(Contract)

Premier All components of the Professional membership plus direct access to a 
Novell Developer Relationship Manager. Dedicated support engineer 
training and compatibility testing also available

(Contract)
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How many of you have a
secure server room—
where no one but key
authorized personnel can
enter?
4

Security: Does It Really Matter?

Gamal B. Herbon
Editor-in-Chief
Novell AppNotes
gherbon@novell.com

Many of you may think that I have run this issue into 
the ground, but I assure you, it’s an ever-growing topic 
of discussion and concern. Do we need secure 
networks? The answer is a definite yes! What does that 
entail? Probably more that we think.

For starters, how many of you have a secure server 
room— where no one but key authorized personnel can 
enter? It may surprise you that the major areas of 
network security that people think the least about are 
the simple things, such as limiting direct physical 
access to servers. Thus the first thing to consider in 
network security is simply locking up your servers and 
setting a console password (if you have a keyboard 
directly attached to the server). Simple, right? But far 
too many people never even think about this.

Your Biggest Risk
Do you think your biggest security risk is from outside 
on the Internet? Maybe not. What about the disgruntled 
employee who didn’t get that promised promotion last 
year? What about the college kid who works as a 
janitor and wants to prove his ability to you and the 
world that he knows what high-tech really is and how 
to use it? What about your secretary that knows 
nothing about securing data on your servers, and cares 
even less? I’m not asking you to be suspicious of 
everyone you work with, just to consider all of the 
possibilities for data loss.

Yes, there are many threats to consider from the 
Internet and outsiders. The recent wave of computer 
viruses is a blaring testimony of that—especially the 
many “trojan horse” type attacks that are taking place. 
Also, don’t forget about the unknowing redirects on 
many Web sites to other sites that look similar to the 
site you think you are on.

Human ingenuity is incredible, as evidenced by those 
who constantly try to take advantage of other humans 
in the vilest of ways. Unfortunately, that is something 
we will now have to deal with. But the more prepared 
we are, the better we will deal with these matters. 

Another thing to consider with security is how to effec-
tively, not just safely, share information with others to 
help make the net more secure.

US Homeland Security Initiative
A recent news article in one of the Salt Lake City 
newspapers ran a story about how the U.S. government 
is seriously considering setting up their homeland 
security similar to the security information systems 
used during the Salt Lake 2002 Olympic Winter 
Games this past February. The network that was set up 
to share vital security information between state and 
local health, police, and emergency officials—as well 
as the FBI, Department of Defense, Immigration and 
Naturalization Service, National Guard, Federal Emer-
gency Management Agency, and key private sector 
members—worked flawlessly.

The funny thing about all this is they tried something 
different for an event of this size and importance. They 
developed a network that was not based on a central 
location with all information going to one place for 
some person to analyze, but instead made information 
readily accessible to all, no matter where they were or 
when they needed it. This sets me wondering: if the 
Feds had had something similar in place prior to 
September 11th of last year so all the available infor-
mation could have been more easily analyzed, how 
much destruction could have been prevented? Or how 
much better prepared would they have been for the 
attacks that took place that day?

I believe that security is not only important, but critical 
to the security and economy of the free world, and thus 
the rest of the world as well.

Novell is working on solutions (notice that I didn’t say 
products, although products will be a part of the solu-
tions), to help us all with that kind of security. Over the 
coming months, look for complete solutions from 
Novell for this and other problems that affect business 
as well as worldwide security. Who better to deal with 
network security than Novell? As I pointed out last 
month, the folks up in the Northwest have openly 
admitted that security has not been a key focus of theirs 
in the past. Unfortunately, few of us can afford to wait 
very long for them to get their security act together.

The time has come for us to make our businesses and 
the world at large more secure. We need to do every-
thing we can to ensure and enhance this security. I urge 
you to take a close look at the security of your 
networks, the net, your businesses, and your future. 
Novell will be right there to help you with this 
endeavor.

Now, it’s up to you to decide how secure you want or 
need to be. I’m waiting to hear what your thoughts are 
on this. Until then, I’ll just keep rambling. . . .
n o v e l l . c o m / a p p n o t e s
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Never put off until tomor-
row what you can avoid
altogether.
A Little Workplace Humor

Sometimes we need a little humor to break up the dull 
monotony of the corporate work environment. So 
here’s a collection of humorous office quotes and a 
tongue-in-cheek look at motivational posters you’ll 
probably never see posted in the break room.

Overheard at the Office

• Overheard at a recent meeting: “We are going to 
continue having these meetings, every day, until I 
find out why no work is getting done.”

• Boss to subordinate: “I didn’t say it was your 
fault. I said I was going to blame it on you.”

• Overheard in HR: “We passed over a lot of good 
people to get the ones we hired.”

• From the cubicle farm: “My boss frequently gets 
lost in thought. That’s because it’s unfamiliar 
territory.”

• Overheard in the hiring manager’s office: “What 
you see as a glass ceiling, I see as a protective 
barrier.”

• Overheard at the local bar: “I thought my boss was 
an idiot, so I quit and went to work for myself. My 
new boss is an idiot, too . . . but at least I respect 
him.”

• An observation about the boss: “He gives accident 
victims new hope for recovery. He walks, talks, 
and performs rudimentary tasks, all without the 
benefit of a spine!”

• Quote from a frustrated employee: “Some people 
climb the ladder of success. My boss walked 
under it.”

• Quote from the boss after overriding the decision 
of a task force he created to find a solution: “I’m 
sorry if I ever gave you the impression your input 
would have any effect on my decision for the 
outcome of this project!”

• From a telephone inquiry: “We’re only hiring one 
summer intern this year, and we won’t start 
interviewing candidates for that position until the 
boss’ daughter finishes her summer classes.”

Ineffective Motivational Posters

• The layoffs will continue until morale improves.

• If you do a good job and work hard, you may get a 
decent job with a better company someday.

• The light at the end of the tunnel has been turned 
off due to budget cuts.

• If you think we’re a bad company, you should see 
our competition!

• A person who can smile in the face of adversity 
has probably found a scapegoat.

• Never put off until tomorrow what you can avoid 
altogether.

• We put the “k” in “kwality.”

• If at first you don’t succeed, try management.

• Teamwork means never having to take all the 
blame yourself.

• Artificial Intelligence is no match for Natural 
Stupidity.

• Your job is still better than asking, “You want 
fries with that?”

• Doing a job right the first time gets the job done. 
Doing the job wrong 14 times gives you job 
security.

• Two days without a human rights violation.

• Pride. Commitment. Teamwork. Words we use to 
get you to work for free.

• Never underestimate the power of very stupid 
people in large groups.

• The Romans did not create a great empire by 
having meetings. They did it by killing all those 
who opposed them.

Error Message of the Month

Disclaimer: Lightweight Access brings you humorous 
observations and refreshing diversions to give you a 
break from the daily grind. Opinions expressed here 
do not reflect Novell’s official position on anything.
N o v e m b e r  2 0 0 2
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Date Part Number Titles

Nov 02 464-000063-011 Novell Nterprise Branch Office: Remote Office Management Made Easy
Understanding the Atlas Feature in ZENworks for Servers 3
Implementing Protocom’s SecureConsole in a Large Network
How You Can Help Improve the Quality of Novell’s Software
How to Build J2EE Applications Using Novell Technology: Part 6
How to Port an ANSI C/POSIX Application to NKS/LibC

Oct 02 464-000063-010 Getting the Most Out of the NetWare Server Consolidation Utility
Troubleshooting Novell iChain 2.1 Authorization Issues
How to Configure NIC Teacming Drivers Using INETCFG
How to Configure and Customize the Discovery System in ZENworks for Servers 3
An Introduction to MySQL for NetWare
Effectively Reading a DirXML Trace File

Sep 02 464-000063-009 Troubleshooting Novell iChain 2.1 Authentication Issues
Managing Windows 2000 Group Policies with ZENworks for Desktops 3
How to Use the Alarm Management System of ZENworks for Servers 3
A Methodology for Troubleshooting DirXML
Implementing a Utility for Searching Windows Executable Files on NetWare
How to Build J2EE Applications Using Novell Technologies: Part 5

Aug 02 464-000063-008 DirXML and the Reporting & Notification Service (RNS)
How to Perform a Health Check of Novell Account Managment 2.1 for Windows NT
Monitoring Proxy Information on Novell BorderManager
Advanced Features of DirXML, Part 2: Channel Write-Back
How to Build J2EE Applications Using Novell Technologies: Part 4
How to Write Start-up Code for NLMs

Jul 02 464-000063-007 Novell Storage Services (NSS) Performance Monitoring and Tuning
Tuning the NetWare 6 TCP/IP Stack via SET Parameters
How to Build J2EE Applications Using Novell Technologies: Part 2
Advanced Features of DirXML, Part 1: Queries
Leveraging the System Management BIOS Information in NetWare-Based 
Applications

Jun 02 464-000063-006 Technical Considerations for Choosing the Best Directory
Authenticating Users to UNIX Systems with Novell eDirectory and LDAP
Accessing Data on Multiple eDirectory Trees with a Single Login Using Novell 
NetStorage
Novell BorderManager Filter Configuration through iManager
Update on the Centralis AXE Utility: What’s New in Feature Release 1?
How to Build J2EE Applications Using Novell Technologies: Part 2

May 02 464-000063-005 Understanding and Troubleshooting Novell's Security Infrastructure
Using Novell SecureLogin to Enable Web Applications for Single Sign-on
Interoperability of Novell BorderManager with Other Novell Services
How to Build a Personalized, Secure Web Portal Using eDirectory, iChain, and Cor-
porate Yahoo! Enterprise Portal
How to Build J2EE Applications Using Novell Technologies: Part 1
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Apr 02 464-000063-004 A Technical Overview of Novell TCP/IP in NetWare 6
Managing Browser Configuration for Novell BorderManager Proxy Clients 
Upgrading from iChain 1.5 to 2.0
One eGovernment: Bringing Governments to the Net
How to Manage and Use Dynamic Groups in Novell eDirectory

Mar 02 464-000063-003 Novell iChain 2.0 Installation and Configuration Quick Start
What's New in Novell BorderManager 3.7?
Link Level Load Balancing and Fault Tolerance in NetWare 6
Creating Applets for Novell GroupWise with Advansys Formativ
How to Uninstall Novell Account Management 2.1 for Windows NT
How to Extend the NetWare Scripting Environment by Creating UCX Components

Feb 02 464-000063-002 ZENworks for Desktops Preboot Services: A Technical Overview
Blocking Virus Requests in Novell BorderManager’s HTTP Accelerator
Building eDirectory-Enabled Applications Using Delphi: Low-Level
How to Use the Security Features in Novell Portal Services
How to Audit DirXML Events Using Stylesheets, Java, and JDBC

Jan 02 464-000063-001 Cluster-Enabling a ZENworks for Servers 2 Development
Understanding Novell BorderManager’s HTTP Proxy Logs
How to Implement Complex Business Rules Using DirXML Stylesheets and Java
How to Write a ConsoleOne NDS Management Snap-In Using the eCommerce Bean 
for LDAP
How to Manage Internet Directories Using Beans for Novell Services

Dec 01 464-000062-012 Ensuring High Performance and Availability from NetWare 4.x and 5.x Servers
Building eDirectory-Enabled Applications Using Delphi: ActiveX
How to Use the Novell Kernel Services Programming Environment and Standard 
Run-Time Library: NetWare 6 Update
How to Access Remote ActiveX Controls from NetWare
How to Define a Corporate Naming Policy Using DirXML Stylesheets
How to Certify an NLM Application on NetWare 6

Nov 01 464-000062-011 Should I Use a Directory, a Database, or Both?
Preparing a Disaster Recovery Plan for NetWare and eDirectory
Building eDirectory-Enabled Applications using Delphi: Overview
How to Use the eCommerce Beans for LDAP in Servlets, Java Server Pages, and 
Enterprise JavaBeans
How to Install and Configure NetWare Enterprise Web Server or Apache Web Server 
with Tomcat

Oct 01 464-000062-010 What’s New in NetWare 6? A Features Overview
Upgrading or Migrating to NetWare 6
iFolder: Data Accessibility, Where and When You Need It
Novell iPrint: A Best-of-Breed Print Solution for Business
High Availability Networking with NetWare 6: NSS 3.0 and Cluster Services 1.6
Multiprocessing Support in NetWare 6

Sep 01 464-000062-009 Troubleshooting the Novell BorderManager 3.6 VPN Client
Moving Novell’s Legacy Print Services Between Volumes and Servers 
Implementing SecuGen’s Fingerprint Recognition Technology with NMAS 2.0
Ten Guidelines for Designing Effective Schema Extensions
How to Install ZENworks for Desktops 3
How to Use eDirectory-Based Home Directories with the Apache Web Server
How to Access NDS from HTML or ASP, Part 6 (online article)
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Aug 01 464-000062-008 Getting to Know LDAP and Directories: What to Consider
Enhancing ZENworks for Desktops 3 Imaging with ENGL Zim
How to Showcase Your Web Content Using Novell Portal Services
How to Use Novell Directory Control (NWDir), Part 3
How to Use Perl, Python, and PHP to Access NDS eDirectory 8.5 via LDAP
How to Access NDS from HTML or ASP, Part 5 (online article)

Jul 01 464-000062-007 An Overview of Biometrics Support in NetWare Through NMAS
Quick Guide to Installing and Configuring Novell iChain 1.5 Community 
Services
Printing from a Macintosh on an IP-Only NetWare Network with NDPS
How to Integrate NDS eDirectory with Your Web Application Using the 
eCommerce Bean for LDAP
How to Access NDS from HTML or ASP, Part 4 (online article)

Jun 01 464-000062-006 Configuring a Fault-Tolerant Messaging System Using GroupWise 5.5 and Novell 
Cluster Services
Quick Guide to Installing and Configuring Novell iChain 1.5 Authorization Services
How to Use the ODBC Driver with XML
How to Clear a User’s Connection Using a Perl Script
Centralis Contex: The ConsoleOne Extensions for Thin Client Server Solutions 
(online article)

May 01 464-000062-005 Performing an Unattended Installation of ZENworks for Desktops 3 on Remote Serv-
ers
Centralis AXE: The Power Utility for ZENworks for Desktops
Health Check Procedures for NDS eDirectory on Supported Platforms
Quick Guide to Installing and Configuring Novell ICS and iChain 1.5
How to Use Novell Directory Control (NWDir), Part 2
How to Access NDS from HTML or ASP, Part 3
How to Integrate NDS eDirectory, JDBC, and EJB (online article)

Apr 01 464-000062-004 How to Maintain Caching in eDirectory 8 and eDirectory 8.5
Creating the “Digital Airlines” Novell Technology Demo
Custom Development with Novell iChain 1.5
Process Foundations for Successful Solution Deployment
How to Use the ODBC Driver with NDS, Part 3: Understanding XML
How to Access NDS from HTML or ASP, Part 2

Mar 01 464-000062-003 How to Monitor NetWare Servers Using a Wireless Device
Policy-Based Management of Mobile Phones
How to Use Novell Directory Controls (NWDir), Part 1
How to Write a Simple DirXML Stylesheet
How to Access NDS from HTML or ASP, Part 1 (online article)
How to Analyze NDS.DTD to Construct XDS Documents for DirXML
How to Build an NDS-Enabled Application Using Visual Basic and the Novell Con-
trols for ActiveX, Part 2

Feb 01 464-000062-002 Understanding Novell’s iChain: A Technical Overview
How to Use NDS eDirectory to Secure Apache Web Server for NetWare
How to Program to NDS eDirectory on NetWare Using Perl
How to Analyze NDS.DTD to Construct XDS Documents for DirXML
How to Build an NDS-Enabled Application Using Visual Basic and the Novell Con-
trols for ActiveX, Part 2

Jan 01 464-000062-001 Novell OnDemand Services: Architecture and Customization
How to Optimize Novell Licensing Services
How to Use a Perl Script to Reboot a NetWare Server Using a UPS
How to Write a Simple NLM Using Novell Script for NetWare
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Dec 00 464-000060-012 How to Manage Active Directory with Novell’s eDirectory
How to Use MVC Beans for eBusiness to Administer eDirectory Using Your Browser
How to Use the ODBC Driver with NDS, Part 2
How to Use the GroupWise Filter and Query
How to Use GroupWise Tokens
New Features of the Novell Kernel Services Programming Environment for NetWare 
6 Programming

Nov 00 464-000060-011 NDS eDirectory 8.5: A Detailed Overview
Personalizing and Customizing Web Content Using NDS eDirectory at CNN
How to Configure WebSphere, Oracle, NetWare Enterprise Web Server, and eGuide 
on a NetWare Server
How to Use the ODBC Driver with NDS: Part 1
Overview of the Universal Component System (UCS)

Oct 00 464-000060-010 Using NDS Corporate Edition to Manage Windows NT and Windows 2000
Using the Novell Import Convert Export Utility
NDS Tree Walking Issues and Recommendations
How to Update Applications, ZENworks Application Objects, and snAppShots Resid-
ing on Multiple Servers
KLib: A Kernel Runtime Library
GroupWise Object API in Visual Basic and C++
Accessing Novell Services from Perl on NetWare

Sep 00 464-000060-009 Using Novell Net Publisher to Publish, Share, and Store Files on the Web
Protecting Your Network from Hackers with Advanced BorderManger Packet Filter-
ing
Migrating from NT to NetWare with the NetWare Migrating Wizard
How to Configure and Optimize eDirectory LDAP Servers
Time Functionality in the Standard C Library
How to Add C3PO Custom Buttons with GroupWise Object APIs in Visual Basic

Aug 00 464-000060-008 Multimedia Streaming with NetWare 5.1
Implementing Strong Passwords in an NDS Environment
Troubleshooting BorderManager Licensing Issues
Choosing a Scripting Language on NetWare
How to Develop Web Applications for WebSphere Using MVC Beans
NetWare Installation Guide for Non-NetWare Users
Novell Controls for ActiveX and Microsoft Excel

Jul 00 464-000060-007 An Introduction to Novell’s DirXML
What It Really Means to be Integrated with NDS eDirectory
System Requirements for NDS eDirectory
Novell eGuide: One-Click Connection to Directory-Based Information
How to Supercharge LDAP Searches with NDS eDirectory Indexes
How to Use Metrowerks CodeWarrior
Building an NDS-Enabled Application Using Visual Basic and Novell Controls for 
Active X, Part 1

June 00 464-000060-006 Implementing an Enterprise-Wide White Pages/Yellow Pages Lookup Service with 
NDS eDirectory
Troubleshooting TCP/IP Communication Issues in the NetWare 5 Environment
NetWare Security: Closing the Doors to Hackers

May 00 464-000060-005 Standardizing Network Server Configurations with Server Policies in ZENworks for 
Servers
NDS eDirectory Design, Implementation, and Maintenance Guidelines
Enabling Roaming Lotus Notes Users with ZENworks for Desktops
Configuring BorderManager Authentication Services for Use with ActivCard Tokens
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Apr 00 464-000060-004 An Introduction to NDS Corporate Edition
Understanding and Configuring SLP Directory Agents (DAs) and Scopes
Troubleshooting and Diagnosing NetWare 5.1 Server Problems Through the Net-
Ware Portal Utility
Implementing Software Metering with ZENworks

Mar 00 464-000060-003 Providing Web Services on the Internet: Why I Chose NetWare 5 Over Windows NT 
and Linux
An Introduction to ZENworks for Servers
Novell Internet Messaging Service (NIMS) Configuration Tips
What’s New in ManageWise 2.7
Protecting NDS from Malicious Internal Attacks with NetVision’s DirectoryAlert

Feb 00 464-000060-002 Novell’s Support for Windows NT, Windows 2000, and Active Directory
Understanding Novell’s Single Sign-On
How to Set Up and Use Remote Control with ZENworks 1.1 and 2.0
A Strategy for Migrating to Novell Distributed Print Services in a Pure IP Environ-
ment

Jan 00 464-000060-001 What’s New in NetWare 5.1: The Complete Solution for Web-Based Networking
Rolling Out NetWare 5.1 with the NetWare Deployment Manager
Upgrading Novell Client Software Across the Network Using ACU.EXE
An Overview of NetWare 5.1’s Management Portal Utility
Taking Advantage of NetWare’s Public Key Infrastructure with Novell Certificate 
Server 2.0
An Introduction to WebSphere: The Next-Generation Web Application Server

Dec 99 464-000057-012 The Novell Controls for ActiveX and Visual Basic: Writing NDS Field Values
Features of the Novell Kernel Services Programming Environment for NLMs: Part 
Four
WebSphere Components
Introduction to NetWare 5 Memory Enhancements
Novell, Java, and Voyager
Novell to Ship NetWare 5.1 Beta
Novell Year 2000 Testing

Nov 99 464-000057-011 Configuring Your Client Application for LDAP Secure Binds
ASN.1, OIDs, and NDS—The Common Fit
Features of the Novell Kernel Services Programming Environment for NLMs: Part 
Three
Novell SSL for Java
SecretStore Single Sign-on
Programming on NetWare Made Easy with Perl Scripting
Developer Tools: Contest Winners Use NDS and NetWare to Create Prize-
Winning Apps

Oct 99 464-000057-010 The Novell Controls for ActiveX and Visual Basic: Searching NDS Field Values
Using JNDI and Novell’s NJCL to Access NDS
Using the NetWare Deployment Kit to Upgrade to NetWare 5 
Features of the Novell Kernel Services Programming Environment for NLMs: Part 
Two
Features of the Novell Kernel Services Programming Environment for NLMs: Part 
Two
Overview of New Features in BorderManager Enterprise Edition 3.5
Novell Developer Workshop Tour ‘99
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Sep 99 464-000057-009 The Novell Controls for ActiveX and Visual Basic: Reading Field Values
NDS Glossary
The Future of Application Development on NetWare with NLMs
SCHMAP: NDS Schema Extension and LDAP-to-NDS Mapping Utility
Features of the Novell Kernel Services Programming Environment for NLMs: Part 
One
SCHMIG: Schema Migration Utility
Developer Tools: Credentia ViaNet/NDS

Aug 99 464-000057-008 White Pages Application NDS Programming Tutorial: Directory Concepts
White Pages Application NDS Programming Tutorial: The Demo Application
Building Web Database Applications Using Novell Script for NetWare
The Business Case for Directory-Enabling Your Application with NDS
Benefits of NDS 

July 99 464-000057-007 Designing NDS Schema Extensions 
The Novell Controls for ActiveX and Visual Basic: Logging In 
Extending the NDS Schema with DSAPIs
NDS 8 Update 
Novell Delivers High-Availability Solution for NetWare 5 

June 99 464-000057-006 Programming with the Novell Controls for Active X and Visual Basic: Getting 
Started
Configuring JavaBeans for Novell Services
Schema Enhancements for NDS 8
Runtime Programming in Java; A Technology Primer
Using BulletProof’s JDesignerPro 3.0 to Build Java Applications on NetWare 5

May 99 464-000057-005 Introduction to NDS for Developers 
Applications for NetWare 5, Part 4 
Overview of NDS for NT 2.0 
BorderManager Authentication Services 3 
EPC C/C++ Enterprise Edition for Novell NetWare 
Novell SuperLab 
NDS for Solaris: An Overview 
Active Server Pages (ASP) on NetWare 

Apr 99 464-000057-004 Understanding and Using Novell’s Universal Component System
The Novell Developer Kit
NDS for NT Q & A
Applications for NetWare 5, Part 3
Using Novell’s Year 2000 Information Ferret to Determine Your Y2K Status
Developer News
Minimum Patch List

Mar 99 464-000057-003 Introduction to NDS v8
DeveloperNet University’s NDS 102 Using C and LDAP
Stick a Fork in it: 1998 Novell Developer Workshop Tour Series Well Done
Applications for NetWare 5, Part 2
The Winners’ Circle
Novell Java Q & A 

Feb 99 464-000057-002 The Winners’ Circle
NDS102: Authenticating to NDS Using C (NDAP) APIs
Why Develop to NetWare 5? Part 2
Whats New in NetWare 4.2?
NetWare 5 Tested and Approved Applications
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1. How useful is each article in this issue?
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____________________________________________________________________________________________________
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useful Not at all useful

Novell Nterprise Branch Office: Remote Office Management Made 
Easy

Understanding the Atlas Feature in ZENworks for Servers 3

Implementing Protocom’s SecureConsole in a Large Network

How You Can Help Improve the Quality of Novell’s Software

How to Build J2EE Applications Using Novell Technologies: Part 6

How to Port an ANSI C/POSIX Application to NKS/LibC

Net Management (Beyond the Basics, Network Novice, Directory 
Primer, Tips & Tricks)

Net Support (Network Troubleshooter, TIDbits, Dear Ab-end)

Code Break (Developer Scene, Developer Q&A, DeveloperNet News)

Viewpoints (Ramblings, Lightweight Access)
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Resource URL

Novell
For the latest news, solutions, and success stories on Novell 
net services software.

http://www.novell.com/

Novell DeveloperNet
Your direct connection to everything you need to deliver 
secure, scalable business-to-business (B2B) and e-commerce 
solutions—or any directory-enabled solution you have in 
mind—quickly and economically. 

http://developer.novell.com

Novell Support
To open an electronic incident, download the latest patches, 
and find additional technical resources.

http://support.novell.com

Novell Cool Solutions
Provides helpful articles, downloads, manuals, programs, 
demos, and answers to your questions.

http://www.novell.com/coolsolutions/

Novell Product Documentation 
For documentation about all Novell’s net services software. http://www.novell.com/documentation/

Novell Connection
Published monthly by NetWare Users International (NUI), the 
independent professional society for NetWare user groups 
worldwide.

http://www.novell.com/nwc/

Novell Consulting 
Need help putting it all together? See our Web site for more 
information on bringing in Novell experts to make your 
technology work as one net.

http://www.novell.com/programs/ncs/

Novell Solutions Search
Find Novell and "Yes, Tested and Approved" Partner product 
solutions.

http://developer.novell.com/nss/

Novell Education
Up-to-the-minute training on Novell products in whatever 
format meets your needs: Instructor-led training, computer-
based training, on-line training, Advanced Technical Training, 
and customized training.

http://www.novell.com/education/
http://www.novell.com/education/locator
http://www.novell.com/registernow

Novell PartnerNet
Programs to support Novell’s resellers, OEMs, distributors, 
and partners. Find valuable tools such as Novell 
advertisements, sales presentations, video presentations, 
and other resources.

http://www.novell.com/partners/

Novell Press
Need a little more information or don’t have time for a class? 
See all the hot new Novell Press titles on Shop Novell.

http://www.novell.com/shopnovell

Novell Advantage
This is the place to go for Novell competitive information: 
head-to-head product comparisons, reality checks, and 
positioning of Novell products against those from other 
vendors.

http://www.novell.com/advantage



Novell Appnotes Returns
c/o Zomax, Inc.
1640 Berryessa Rd, Suite B
San Jose, CA 95133
USA

CHANGE SERVICE REQUESTED

MEDIA MAIL
U.S. Postage

PAID
Fremont, CA
Permit# 774

N O V E M B E R  2 0 0 2

w w w. n o v e l l . c o mNovell Research

Novell’s Technical Journal for

Implementing, Managing, and

Programming to one Net

Spotlight on

Novell Nterprise Branch Office

A P P N O T E S

4 Novell Nterprise Branch 
Office: Remote Office 
Management Made Easy

17 Understanding the Atlas 
Feature in ZENworks for 
Servers 3

28 Implementing Protocom’s 
SecureConsole in a Large 
Network

37 How You Can Help Improve 
the Quality of Novell’s 
Software

D E V E L O P E R  N O T E S  

47 How to Build J2EE 
Applications Using Novell 
Technologies: Part 6

60 How to Port an ANSI 
C/POSIX Application to 
NKS/LibC

S E C T I O N S

82 Net Management

92 Net Support

104 Code Break

118 Viewpoints

Novell AppNotes®

464-000063-011Novell, Inc.
AppNotes Order Desk
PO Box 14530
Fremont, CA 94539
USA

Tel 925 463 7391
Tel 800 395 7135

N
ovell A

ppN
otes  • N

ovem
ber 2002

Call 1-800-395-7135 for subscriptions

Spotlight on N
ovell N

terprise Branch O
ffice


	Novell AppNotes November 2002
	Letter from the Editor
	Contents
	Novell Nterprise Branch Office: Remote Office Management Made Easy
	Introduction
	What is Novell Nterprise Branch Office?
	What Problems Exist for Corporations Managing Branch Offices?
	How Does Nterprise Branch Office Solve These Problems?

	Key Features of Novell Nterprise Branch Office
	User Access Provisioner
	RSync
	Printing via Novell iPrint
	Centralized Management
	File Protocol Support
	Portal Access
	Configuration from a File or Disk
	Compatibility with Existing Backup Solutions

	Requirements for Running Branch Office
	Hardware Requirements for the Branch Office
	Hardware Requirements for the Data Center
	Software Components of Branch Office

	Setting Up the Appliance via the Wizard
	Managing the Appliance

	Conclusion

	Understanding the Atlas Feature in ZENworks for Servers 3
	Introduction
	Formation and Representation of Network Entities
	Formation and Representation of Nodes
	Formation and Representation of Segments
	Formation and Representation of Connections
	Formation and Representation of Area Pages

	Representation of the Entire Network in ConsoleOne
	Special Subtree Structure (Different Namespace)
	Atlas View
	Locating an Object
	Viewing All Devices of a Similar Type

	Customizing the Device Information
	Conclusion

	Implementing Protocom’s SecureConsole in a Large Network
	Introduction
	Large-Scale Design Issues
	Centralized vs. Decentralized Administration
	Application Rollout

	Design Recommendations
	Advantages of Profiling
	Group Security

	Sample Deployment Strategy
	Use of .IPS Files
	Auto-Scripting

	Conclusion

	How You Can Help Improve the Quality of Novell’s Software
	Introduction
	Understanding the Software Testing Process at Novell
	The Inherent Challenges of Software Testing
	Customer Attitude Toward Software Defects
	Why Are There Bugs in Our Products?
	Levels of Testing at Novell
	Reporting Software Defects
	How Problems Are Prioritised
	Tips for Getting Your Defect Properly Prioritised

	Software Testing and You
	Becoming a Beta Tester
	Using the Novell SuperLab
	Software Testing Tools Used in the SuperLab

	Conclusion
	Additional References


	How to Build J2EE Applications Using Novell Technologies: Part 6
	Introduction
	The Need for Data Access Abstractions
	Overview of JDBC
	The Data Access Object Pattern
	The DAO Interface
	The DAO Implementation
	The DAO Factory
	A Concrete DAO Factory Implementation
	The DAO Client

	Reducing Redundancy Abundancy
	A Sample XML Configuration

	hsqldb on NetWare
	Starting the Database Server
	Creating and Populating the Database

	Conclusion
	For Additional Information


	How to Port an ANSI C/POSIX Application to NKS/LibC
	Introduction
	Structure of the LibC SDK
	Compilers for NetWare
	Hello World with CodeWarrior
	Common Porting Problems and Solutions
	Alignment and the Type “bool”
	POSIX Style Path Names
	Auto Close a User Defined Screen
	Config.h File for NKS/LibC
	fork() Replacement in NKS/LIBC
	Replacing fork/exec with processle/processve and pipes
	Preemption
	One Source for CLib and LibC
	Other Porting Problems

	A Porting Strategy
	Conclusion

	Net Management
	Network Novice
	Administering Rights in ConsoleOne: Part 1
	Granting Rights
	Assigning Rights Explicitly
	Controlling Access to the NetWare File System by Resource
	Controlling Access to the NetWare File System by Trustee
	Controlling Access to Novell eDirectory by Resource
	Controlling Access to Novell eDirectory by Trustee
	Conclusion


	Directory Primer
	eDirectory Synchronization and Background Processes
	Object Synchronization
	Local Received Up To (LRUT)
	Synchronization Improvements
	External Reference Synchronization
	So Why Should I Care About External References?
	Obituary Synchronization
	Schema Synchronization
	Agent Configuration Synchronization
	Limber Process
	Additional Background Processes
	Conclusion


	Tips and Tricks
	Fighting Spam
	Sound Advice on Configuring Multimedia Players
	Setting Up the SilverDebugger for the Novell exteNd AppServer on NetWare
	The Novell Nsure Web Site


	Net Support
	Troubleshooting User Move Problems with GroupWise 6 Running Support Pack 3
	TIDbits
	Novell Directory Services (NDS) or eDirectory
	Novell Small Business Suite 6
	NetWare 5
	NetWare 6
	Novell iChain
	ZENworks for Servers
	ZENworks for Desktops
	Novell Client for Windows 2000/XP
	GroupWise 6
	Novell BorderManager 3.7
	Novell ManageWise 2.7
	You Want Some More?

	Dear Ab-end
	Creating a NW6 CD with SP2 Overlay File
	Logging in to an FTP Server and the Network
	Locking Users to Their Home Directory and Below in FTP Services
	Problems with DHCP Services in NW51SP5 and NW6SP2
	Fix for RCONJ.EXE in NW6SP2
	Memory Leak in NWASPI.CDM
	Additional Updates To Go with NW51SP5
	Corrupt Compressed File in NSS Volumes on a NW6 Server
	iFolder 2.0 Needing eDirectory 8.61 or Later
	Mysterious IPX Problems
	NetWare 6 SP1 Woes
	Writing Bootable CDs
	XML Editing in DirXML
	Redundant Disk Challenges
	Schema Extension Errors
	Server Memory Usage Issue
	Tree-to-Tree SLP
	Using Container Profile Login Scripts in the Place of Group Login Scripts
	Contextless LDAP Query


	Code Break
	Developer Scene
	Novell Contributes Java-based LDAP to Open Standards
	Novell exteNd Electrifies Your Web Site
	Novell exteNd Composer Makes the Web Seamless
	Novell exteNd Director 4.0
	Advanced Interaction Services
	Unmatched Developer Productivity

	Novell exteNd Workbench 4.0: A powerful and Productive Environment
	J2EE Development Model—Unmatched Developer Productivity
	J2EE Component Wizards
	Comprehensive J2EE Application Foundation
	Verifiable Standards Compliance
	Industry-Leading High Performance Web Services Engine

	Novell Offers Web Services Software Through Its SilverStream Arm
	jBroker Web
	jBroker ORB
	jBroker MQ

	DeveloperNet Program for New Developers
	Novell Dives Into Application Development
	Novell Releases MySQL for NetWare

	DeveloperNet News
	Novell’s DeveloperNet Program Launches “One Net for Developers”
	One Net Gets Developers Focused on Results
	Novell Nsure
	Novell exteNd
	Novell Nterprise
	Novell Ngage
	One Net Development Begins Here
	One Net Development Resources



	Viewpoints
	Ramblings
	Security: Does It Really Matter?
	Your Biggest Risk
	US Homeland Security Initiative


	Lightweight Access
	A Little Workplace Humor
	Overheard at the Office
	Ineffective Motivational Posters
	Error Message of the Month



	Novell Research Publications
	BrainShare
	Order Form
	Novell AppNotes Feedback Form

		2002-11-06T14:08:57-0700
	Novell AppNotes




