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Letter from the Editor

1

Dear AppNotes Readers:

Welcome to the September 2002 issue of Novell AppNotes! As the summer comes to a close in the 
Northern Hemisphere, it’s nice to know that so many of you are  reading the AppNotes faithfully. It’s also 
nice to receive your feedback so that we know what you need from us. I must say, the amount of feedback 
we’ve been receiving lately is on the rise, and I consider that a good thing.

Since one of the most frequently requested topics for AppNotes is troubleshooting, that is our spotlight 
topic this month. We start off with “Troubleshooting Novell iChain 2.1 Authentication Issues” by Neil 
Cashell and Shane Johns. Next, we have “Managing Windows 2000 Group Policies with ZENworks for 
Desktops 3,” contributed by Randy Bender. Following this is another ZEN article, “How to Use the Alarm 
Management System in ZENworks for Servers 3” by Manish Gupta.

For developers we have more troubleshooting information on DirXML in an article from Israel Forst, 
Hicham Mourad, and Garth Williamson, “A Methodology for DirXML Troubleshooting.” Next, K.S. 
Venkatram provides information on how he developed a handy utility in “Implementing a Utility for 
Searching Windows Executable Files on NetWare.” Finally, we have another installment in the popular 
series by Jeff Hanson, “How to Build J2EE Applications Using Novell Technologies: Part 5.”

Of course, we have our usual sections, including Net Management, Net Support, Code Break, and 
Viewpoints. I hope you find these useful. Let us know what you need from these sections!

For all of you developers (or wannabe developers), make sure you check the DeveloperNet Web site at 
http://developer.novell.com for the latest information on the current Developer Seminar Tour. This 
promises to be quite informative for everyone. Seating is limited, so sign up early!

You may have heard that Novell recently acquired SilverStream Software. This is an acquisition that has 
all of us here on the AppNotes and DeveloperNet University teams quite excited. To see what we are so 
excited about, visit the SilverStream Web site at http://www.silverstream.com and check out their 
Development Center. You’ll see what the future holds for Web services, and how Web service application 
development just got a whole lot easier.

Please keep sending me your feedback, as I do read it and consider everything you suggest. I also 
appreciate the chance to talk to various readers from time to time. Keep the e-mails coming. It may take a 
while for me to respond to each e-mail, but I will do it. Again, remember that I can’t answer technical 
support questions. 

Enjoy the dog days of summer, and keep those networks humming!

Until next time,

Gamal B. Herbon
Editor-in-Chief

September 2002
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4 Troubleshooting Novell iChain 2.1 Authentication Issues
Neil Cashell, Shane Johns
Gives detailed insight into the interfaces and flow control of Novell iChain 2.1’s authentication 
components, provides a list of available tools, and discusses how to troubleshoot common issues.

29 Managing Windows 2000 Group Policies with ZENworks for Desktops 3
Randy Bender
Explains how to integrate Windows 2000 Group Policies with ZENworks for Desktops and provides 
an example of how this helped simplify network management in an academic lab environment.

47 How to Use the Alarm Management System of ZENworks for Servers 3
Manish Gupta
Covers the basics of using the Alarm Management System (AMS) of ZENworks for Servers 3 to 
proactively monitor network alarms and receive updates on events occurring on your network.

D E V E L O P E R  N O T E S

59 A Methodology for Troubleshooting DirXML
Israel Forst, Hicham Mourad, Garth Williamson
Describes the tools that are commonly used to troubleshoot DirXML issues and outlines a 
recommended methodology for identifying and resolving problems.

79 Implementing a Utility for Searching Windows Executable Files on NetWare
K.S. Venkatram
Describes the creation of a simple WINVER.NLM utility that extracts vendor and version information 
from executable files that conform to Microsoft’s Portable Executable (PE) file format.

87 How to Build J2EE Applications Using Novell Technologies: Part 5
J. Jeffrey Hanson
Fifth in a series that outlines a platform and methodology for developing applications on NetWare with 
the Java 2 Platform Enterprise Edition (J2EE) using a service-oriented architecture.

Contents September 2002
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Feature Article
NOVELL APPNOTES

Troubleshooting Novell iChain 
2.1 Authentication Issues

Neil Cashell
iChain WWS Engineer
Novell, Inc.
ncashell@novell.com

Shane Johns
iChain WWS Engineer
Novell, Inc.
sjohns@novell.com

This AppNote gives a detailed insight into the interfaces and flow control of 
Novell iChain 2.1’s authentication components. It provides a list of available tools 
and discusses the most common support issues, giving numerous tips to help 
address issues discovered when working with these iChain components.

Contents:

• Introduction
• iChain Components and Related Files
• General iChain Troubleshooting Tools
• Tools for Troubleshooting Proxy Authentication Issues
• Authentication Troubleshooting Concepts
• Proxy Authentication Troubleshooting Steps
• Conclusion

Topics iChain, troubleshooting, LDAP, security, Web application 
developments

Products Novell iChain 2.1

Audience network administrators, integrators, developers

Level intermediate

Prerequisite Skills familiarity with Web applications and security

Operating System n/a

Tools none

Sample Code no
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Introduction

Troubleshooting a system with many interacting components, such as Novell’s 
iChain 2.1, can be challenging without the proper know-how and tools. This 
AppNote gives a detailed insight into the interfaces and flow control of Novell 
iChain’s authentication components. It provides a list of available trouble- 
shooting tools and discusses how to resolve the most common support issues.

iChain Components and Related Files

When troubleshooting iChain issues, you need to be aware of all devices that play 
a role in the iChain solution: the iChain Proxy server itself, the eDirectory LDAP 
server containing all the iChain-specific NDS entries, the Radius/LDAP servers 
being pointed to by the authentication profiles, and the network layout describing 
where each server is located.

iChain Proxy Server
The following configuration files pertain to the iChain Proxy server.

• CURRENT.NAS stores all the information that has been inserted into the 
iChain GUI configuration utility. This information includes profile 
(authentication and access control), interface, accelerator information, as well 
as global tuning parameters for the iChain Proxy server.

• TCPIP.CFG stores protocol and binding information for all LAN interface 
cards with IP bound on the iChain server.

• OAC.PROPERTIES stores some advanced settings required for Object Level 
Access Control (OLAC). Whereas iChain 1.5 required that the LDAP server 
information be configured here, iChain 2.0 and 2.1 take this LDAP 
information from the Access Control (ACLCHECK) profile instead.

• TracerMedia.Properties allows administrators to enable OLAC debug 
information. The default setting (DEBUG0) is for minimal debug 
information, but it can be set to display more detailed information by 
changing the debug level higher, up to DEBUG5.

• TRACE.TXT logs the OLAC information if the TracerMedia.Properties file 
has logging to file enabled. This file is located at the root of the SYS volume.

• Custom Login/Logout Pages must be stored in the sys:\etc\proxy\<login 
page> path. Any modifications to the default login and logout pages provided 
by iChain must adhere to a set of guidelines defined in the iChain 
configuration documents.

• CONSOLE.LOG.  Whenever an event (error or informational message) is 
displayed on the server console, it is automatically written to the 
CONSOLE.LOG file stored in the sys:\etc directory.

• Proxy and ACLCHECK Log Files. The logging of incoming HTTP requests 
into the Proxy, as well as the access control logs, are stored in the LOG 
volume on the iChain Proxy server. This volume can be accessed via the 
iChain GUI, and you can opt to save the log files locally as well. An option 
also exists to periodically send these log files via FTP to a remote FTP server.
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• APPSTART.NCF. All iChain-specific files are loaded from this NCF startup 
file. If you need to change the load order or add switches to the modules, you 
will need to make those changes via this file.

• TUNE.NCF.  Any system parameters (usually defined in the NetWare 
registry) may be set or overwritten at startup by adding statements to the 
TUNE.NCF file. An example of this in iChain would be to enable NCP on 
an interface by adding the “SET NCP Include IP Address …” parameter in 
this file.

iChain eDirectory LDAP Server
The eDirectory LDAP server stores all NDS objects required by iChain. To get 
information on the objects and attributes required by iChain, use the ICE.EXE 
tool shipped on the Authentication Server CD to generate an output file. A 
graphical version of this tool exists in ConsoleOne under the Wizard > NDS 
Import/Export tab.

Alternatively, you could use a third-party LDAP browser to export the object and 
attribute information to an LDIF file to analyze and verify that the correct iChain 
information exists. (An example of an LDAP browser is referenced in the “iChain 
Troubleshooting Tools” section below.)

The key iChain objects and attributes found in the eDirectory include:
• The iChain Service Object (ISO)
• The iChain Rule objects (ROs)
• The User FormFillCrib attribute
• The BrdsrvsRuleObject attribute (container, group, or user)

iChain LDAP or Radius Servers
A number of troubleshooting files are available from the iChain LDAP or Radius 
servers pointed to by the authentication profile, depending on whether they are 
Novell or third-party servers.

The files for Novell servers are:

• sys:\etc\CONSOLE.LOG file with the “Radius debug on” command enabled 
(when Radius authentication is enabled)

• sys:\system\DSTRACE.LOG file with the “+LDAP” and “+TIME” options 
enabled (when LDAP authentication enabled)

For third-party LDAP or Radius servers, consult the documentation provided by 
the vendor.

Network Layout
It’s important to be aware of any devices (such as packet-level firewalls, L4 or L7 
switches, and so on) that lie between the iChain proxy server and its eDirectory 
LDAP server, origin Web server, or authentication server. Since each device can 
impact communication, it is very useful to have a diagram depicting the location 
of these devices, as well as an export of their configuration.
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General iChain Troubleshooting Tools

This section describes some of the general-purpose iChain troubleshooting tools 
that are available.

ConsoleOne
This is the main tool required to add the iChain objects and attributes into 
eDirectory. You can also use this tool to confirm that the following entries exist 
and are set up correctly:

• LDAP Group Object. You need to make sure that (1) the “Allow clear text 
Passwords” option under the General tab is enabled, and (2) that the LDAP 
attribute mapping with NDS exists for all LDAP attributes you are trying to 
extract from eDirectory.

• LDAP Server Object.  You can enable debug LDAP options under Screen 
Options so that the DSTRACE screen reports more detailed LDAP 
information.

• ISO Attributes.  Make sure the correct Protected Resource (PR) mode is 
configured, and that the correct OLAC parameters are defined for that PR.

• Password Management Setup.  If advanced password checking is enabled 
during authentication, make sure that the Password Management servlet 
location is pointing to a valid Web server servlet location.

• Rule Object Attributes (Rules Tab).  Verify that the Rule objects defined for 
the secured PRs have the correct information in the “Apply to” list.

• Rules Applying to Users (User Tab).  Select the iChain tab under the User 
object’s properties and confirm that the Rule objects configured to apply to 
that user, or to the user’s groups or containers, actually do so. 

• Schema Extensions.  Using the NDS Import/Export option under the Wizards 
tab, you can export the schema extensions that were made on that server. This 
is useful for verifying that all User objects and attributes have been created 
correctly.

ICE Utility
This is a simple tool that can export the eDirectory schema setup to an LDIF 
formatted file. The easiest way to run the ICE utility is through ConsoleOne. 
Using the “NDS Import/Export” option under the Wizards tab (see Figure 1), you 
can export the schema extensions that have been made on that server to a file. This 
is useful for verifying that all User objects and attributes have been created 
correctly. Alternatively, you can run the utility in standalone mode on the client 
(ICE.EXE) or server (ICE.NLM) to generate the same information.
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Figure 1: The NDS Import/Export Wizard option in ConsoleOne.

LDAP Browser
A very user-friendly LDAP browser is available from http://www.iit.edu/ 
~gawojar/ldap. It allows administrators to view the contents of their directory and 
easily export the configuration from the directory to an LDIF format file. Again, 
you can use this to confirm that the iChain-related objects and attributes are 
written correctly to the directory. Figure 2 shows a sample ISO object named ISO 
with all attributes configured.

Figure 2: Sample ISO object with all attributes configured.
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LSEARCH.NLM
This tool is an LDAP client that can be run from the iChain server console. It can 
be used to simulate any type of LDAP request that iChain components can use. 
Therefore, its main goal is to identify whether problems encountered are related to 
the LDAP server (if the iChain component LDAP requests and LSEARCH report 
the same response) or to the LDAP client (if the iChain component LDAP 
requests and LSEARCH do not report the same response). You can download this 
utility from Novell’s developer site at http://developer.novell.com/ndk/cldap.htm. 

Below is an example of the output of an LSEARCH command to bind and limit 
the LDAP search in the tree to one entry:

lsearch -h147.2.12.20 -Dcn=admin,o=novell -wnovell -z1

where:

• -h gives the hostname
• -D gives the bind username
• -w gives the bind username’s password
• -z retricts the number of entries to search

Figure 3 shows the screen output of this command.

Figure 3: Screen output of the LSEARCH command.

iChain Proxy Server GUI
The Web-based iChain Proxy Server GUI utility provides several options to view 
status and performance information.

• The Home > Health Status tab reports the status of the system and services 
running. Should any system check or service fail to start, this screen will 
report the failure and give possible reasons why it occurred. You should check 
this page to make sure there are no red warning lights (which indicate serious 
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errors to the service that have caused it to fail) or yellow warning lights 
(which indicate informational/warning messages for a particular service) at 
the top of this screen.

• The Monitoring > Services, Summary and Performance tab shows statistics 
relating to services (accelerator IP addresses and TCP ports in use) and 
performance-related information (cache hit ratio, disk space utilization, 
browser and proxy server throughput, and TCP request handling). This 
information can help you identify resource limitations or trends useful in 
troubleshooting problems.

• The Monitoring > Cache Logs screen (see Figure 4) allows you to access the 
ACLCHECK access control and Proxy logs that are stored in the LOGS 
volume of the proxy server.

Figure 4: The Monitoring > Cache Logs screen in the iChain Proxy Server GUI.

iChain Command Line Interface
This tool can be used to quickly verify that the Proxy authentication profile 
(LDAP, Radius, or Mutual authentication) and the ACLCHECK profiles exist and 
are accessing the correct authentication servers with valid credentials. Figure 5 
shows an example of using this interface.
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Figure 5: The iChain command line interface.

PROXYCFG Console Screen
This screen is useful for checking possible registration errors with any of the 
defined authentication or ACLCHECK profiles configured. These errors tend to 
be written to the end of the PROXYCFG screen and are therefore often missed! 
Figure 6 is an example of the PROXYCFG screen.

Figure 6: The ICS Server PROXYCFG console screen.

TCPCON Utility
Since the Proxy applications are for the most part written to the TCP interface, 
you can use the TCPCON utility to verify the state of these applications, as well as 
to check for possible network-related issues at the IP layer. The following are the 
key screens to monitor:
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• Statistics > TCP can help you get an idea of the retransmission rate on the 
network.

• Statistics > ICMP can help you get an idea whether or not there are 
performance problems on the network, or routing loops by checking the 
various ICMP counters.

• Protocol Information > TCP > TCP Connections displays a list of applications 
listening on various ports on the iChain Proxy server. It also shows the list of 
connections being made in to and out of the Proxy server, along with their 
corresponding state.

Figure 7 shows an example TCPCON screen.

Figure 7: The TCPIP Console screen.

Authentication Server Log Files
When the iChain components make client requests to the authentication (LDAP or 
Radius) servers, they simply wait for a response. If the response is invalid or 
unexpected, you need to look at why such responses were returned. One easy way 
of doing this is to analyze the log files from the authentication servers that are 
handling the iChain requests.

Below is a description of how you would enable the advanced logging on the 
Novell LDAP and Radius servers. For third-party servers, consult the vendor’s 
documentation to locate equivalent commands.

Load DSTRACE.NLM and enable the “+LDAP” and “+TIME” commands. 
(For more information on how to do this, see TID #10025618, available at 
http://support.novell.com/cgi-bin/search/searchtid.cgi?/10025618.htm.) This will 
generate an output file (sys:\system\DSTRACE.LOG) where you can view LDAP 
requests and responses in and out of the LDAP server. An example of an LDAP 
search request for the ISO’s protected resources is shown below:
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[2002/06/11 16:26:52] (0xd6b6cba0:0x0059:0x63) DoSearch on connection 0xd6b6cba0
[2002/06/11 16:26:52] get_filter: begin get_filter
[2002/06/11 16:26:52] get_filter: OR
[2002/06/11 16:26:52] get_filter: begin get_filter_list
[2002/06/11 16:26:52] get_filter: begin get_filter
[2002/06/11 16:26:52] get_filter: PRESENT
[2002/06/11 16:26:52] get_filter: begin get_filter
[2002/06/11 16:26:52] get_filter: EQUALITY
[2002/06/11 16:26:52] (0xd6b6cba0:0x0059:0x63) SRCH base "cn=iso,ou=ireland,o=novell"
scope 0 deref 0 sizelimit 1000 timelimit 0 attrsonly 0 filter:
(|(objectclass=*)(objectclass=ldapsubentry))
attrs:
[2002/06/11 16:26:52] (0xd6b6cba0:0x0059:0x63) ichainProtectedResource
[2002/06/11 16:26:52] (0xd6b6cba0:0x0059:0x63) nds_back_search: getOperationalAttrs
is TRUE
[2002/06/11 16:26:52] (0xd6b6cba0:0x0059:0x63) => send_search_entry
(cn=ISO,ou=ireland,o=novell)
[2002/06/11 16:26:52] (0xd6b6cba0:0x0059:0x63) send_ldap_result 0:"":"" to connection
0xd6b6cba0

[2002/06/11 16:26:52] (0xd6b6cba0:0x0059:0x63) Outgoing Decode
0000 30 81 ED 02 01 59 64 81 E7 04 1A 63 6E 3D 49 53 0....Yd....cn=IS
0010 4F 2C 6F 75 3D 69 72 65 6C 61 6E 64 2C 6F 3D 6E O,ou=ireland,o=n
0020 6F 76 65 6C 6C 30 81 C8 30 81 C5 04 17 69 63 68 ovell0..0....ich
0030 61 69 6E 50 72 6F 74 65 63 74 65 64 52 65 73 6F ainProtectedReso
0040 75 72 63 65 31 81 A9 04 32 22 32 22 20 22 31 22 urce1...2"2"."1"
0050 20 22 6C 69 6E 6E 79 22 20 22 68 74 74 70 3A 2F ."linny"."http:/
0060 2F 6E 70 73 2E 6C 69 6E 6E 79 2E 63 6F 6D 2F 2A /nps.linny.com/*
0070 22 20 22 32 22 20 22 5E 23 30 22 04 3C 22 32 22 "."2"."^#0".<"2"
0080 20 22 31 22 20 22 6E 65 74 67 72 69 74 22 20 22 ."1"."netgrit"."
0090 68 74 74 70 3A 2F 2F 6D 65 6D 62 65 72 73 2E 6E http://members.n
00A0 65 74 65 67 72 69 74 79 2E 63 6F 6D 2F 2A 22 20 etegrity.com/*".
00B0 22 32 22 20 22 5E 23 30 22 04 35 22 32 22 20 22 "2"."^#0".5"2"."
00C0 31 22 20 22 70 61 64 64 79 22 20 22 68 74 74 70 1"."paddy"."http
00D0 3A 2F 2F 69 63 68 61 69 6E 2E 70 61 64 64 79 2E ://ichain.paddy.
00E0 63 6F 6D 2F 2A 22 20 22 31 22 20 22 5E 23 30 22 com/*"."1"."^#0"
00F0 30 0C 02 01 59 65 07 0A 01 00 04 00 04 00 0...Ye........

The “Radius Debug ON” trace from Novell’s NMAS Radius Server console can 
be used to write debug information about requests and responses in and out of the 
Radius server.

Network Layout Information
Firewalls, L4 switches, and other third-party devices may create connectivity 
problems when not integrated correctly into an iChain environment. Before 
troubleshooting any problem, make sure you have a clear picture of how the 
network you are dealing with is laid out so that you know exactly what devices 
could be impacting iChain behavior.

LAN Analysis Tools
Using a LAN analysis tool (such as Sniffer) to take traces is a useful way to verify 
whether the correct requests were sent out, and whether correspondingly good 
responses arrived back. Here is the key trace information you would need to 
capture in an iChain environment:

• Traffic between proxy and authorization server
• Traffic between browser and proxy server
• Traffic between proxy and origin server
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Tools for Troubleshooting Proxy Authentication Issues

In addition to the general-purpose tools listed in the section above, there are a 
number of other tools that apply only to the authentication component of iChain. 
Here is a list of those tools, along with a brief description of each one.

Proxy IAgent Console
The Proxy Console > IAgent Console screen shows all the users that are 
authenticated to the iChain Proxy server. For each authenticated user, you can 
simply type the number that corresponds to that user (displayed in the left-most 
column) and see more detailed information about that user, as shown in Figure 8.

Figure 8: The IAgent Console screen.

Internet Browser
Browsers are useful as an iChain authentication troubleshooting tool for a number 
of reasons:

• They can import third-party certificates. Once a certificate is imported, you 
can view each field in the certificate and verify that the subject names, 
alternative names, timestamps, and so on are all okay.

• Some certificates can be configured with no encryption so that you can verify 
the user credentials that are POSTed over HTTPS in a LAN trace during the 
authentication stage.

• Netscape browsers can be set up with NULL encryption by selecting the 
Security tab > Navigator > Configure SSL v3  tab, and disabling everything 
except for “No encryption with an MD5 MAC”.

• Internet Explorer 5.x can be enabled with a debug WININET.DLL so that a 
log file is created that decodes all HTTPS traffic. This DLL is available in the 
Microsoft SDK, or you can download it from http://curl.haxx.se/dev/. A text 
file in this folder outlines the instructions on how to enable the DLL.

Figure 9 shows the decoded credentials passed in at the browser login page over 
HTTPS during the login process. Note that it includes not just the context, 
username, and password, but also the hidden fields described above.
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Figure 9: Decode of the credentials passed over HTTPS during the login process.

Authentication Troubleshooting Concepts

Authentication tends to cause more headaches than any other iChain component. 
In order to successfully troubleshoot authentication-related issues, you need to 
know what system modules Proxy authentication is dependent on. You should 
also be familiar with the communication flow that takes place.

Dependent Modules
Here is a description of the system modules Proxy authentication is dependent on.

TCPIP.NLM.  TCPIP handles all the incoming IP packets, as well as the 
multiplexing of the application data to the relevant service based on the TCP port 
number. Assuming that the Proxy server loads successfully, with accelerators 
configured and authentication enabled over HTTPS, then both TCP port 80 and 
443 will be enabled on that box. When the browser transmits a HTTP request to 
the proxy server’s IP address, the TCPIP module will redirect the corresponding 
TCP segments to TCP port 80 and 443, where Proxy will then process them.

PROXY.NLM.  This NLM checks all incoming requests to see if a valid iChain 
cookie exists in these incoming HTTP headers. If one exists, then processing of 
the request will continue and it will eventually be sent on to the origin Web server. 
If no cookie exists and authentication is enabled, the authentication method 
defined by the authentication profile is called. What happens next depends on the 
authentication type: 
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• LDAP - The proxy will make the client LDAP calls via the LDAPSDK.NLM.
• Radius - The proxy will make the client Radius calls through 

RADCHK.NLM.
• Mutual - The proxy SSL handshake will request that the browser send its 

client certificate for validation.

PROXYCFG.NLM.  The PROXYCFG module stores the authentication profiles. 
When the proxy tries to authenticate the user, it must interact with PROXYCFG to 
determine the type of authentication required and the specifics regarding the 
authentication server (LDAP, Radius). PROXYCFG also provides some useful 
error information. If any error is discovered during the processing of the 
authentication information, or even when contacting the authentication server, 
PROXYCFG often displays information about that error on the PROXYCFG 
console screen.

NILE/PKI.  Due to the fact that users authenticate over an HTTPS channel, the 
Proxy server must send its certificate down to the browser for validation. This 
certificate, assigned to the accelerator, contains the server’s public key, the 
subject's digital signature, and other information required for the browser to verify 
that site’s authenticity. For the certificate interface, the Proxy needs to register 
SSL services with NILE.NLM, which interfaces with the encryption libraries.

Proxy Flow Control
When the Proxy module processes an incoming request on Port 80 (default), the 
following checks are performed:

• Check if authentication is required by verifying the “Enable Authentication” 
flag from the accelerator setup.
• If not enabled, forward the request to the origin Web server.

• Check whether an iChain cookie exists.
• If cookie exists, process the cookie.
• If cookie does not exist, identify the user. To do this, first verify that the 

protected resource being accessed is not defined as Public (no 
authentication required). If this is the case, the proxy enters into a series 
of redirects.

Redirect to http://www.novell.com:80/ICSIBroker/?"http://www.novell.com" -X
<------------------------------------------------------------------------------------------------------

The browser sends the request to the redirected page. 

GET http://www.novell.com:80/ICSIBroker/?"http://www.novell.com" -X
------------------------------------------------------------------------------------------------------->

The Proxy takes this incoming request and verifies that it’s for the ICSIBroker 
URL and that the -X flag is enabled. The “-X” at the end of the URL shows that 
the Proxy attempted to get the browser to return a cookie, but that the browser did 
not return one. The Proxy rejects this request by redirecting it Login Broker.

Redirect to http://www.novell.com:443/ICSLogin/?"http://www.novell.com"
<-----------------------------------------------------------------------------------------------------
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By default, authentication over SSL is enabled and the request shown above 
would be sent. If the “AuthenticationOverHTTP” option was enabled for the 
accelerator, the format would be as follows:

Redirect to http://www.novell.com:80/ICSLogin/?"http://www.novell.com"
<-----------------------------------------------------------------------------------------------------

The browser responds with a request to the redirected page.

GET http://www.novell.com:443/ICSLogin/?"http://www.novell.com"
------------------------------------------------------------------------------------------------>

After doing a successful SSL handshake (required because the redirect is to TCP 
Port 443) to the redirected IP address and port combination from the previous 
step, the proxy then determines the type of authentication configured for that 
accelerator (for exampe, LDAP using CN, Email, or a Field Name) and sends the 
appropriate login page. Note that each different type of authentication has its own 
unique HTML file.

The browser sends the first GET request to retrieve graphics from the previous 
login page.

GET http://www.novell.com:443/ICSLogin/nbmside.jpg
--------------------------------------------------------------------------------->

The browser sends the second GET request to retrieve graphics from the previous 
login page.

GET http://www.novell.com:443/ICSLogin/nbm1top.jpg
----------------------------------------------------------------------------------------->

The Proxy server sends the requested graphics back to the browser.

200 OK
<-------------------------------

The browser then does an HTTP POST to the Login Broker with the login 
information.

POST http://www.novell.com:443/ICSLogin/auth-up
------------------------------------------------------------------------------------------>

The Proxy processes the browser’s credentials and extracts the username, 
password, context, proxypath, and accelerator mode. The POST credentials would 
look something like this:

context=default&username=ncashell&password=novell&
URL=http://www.novell.com/&proxypath=reverse&button=Login

These credentials are sent to the authentication server (Radius or LDAP) to verify 
whether they are correct. Once confirmed, the authentication (known as IAgent) 
database is populated with following information about the newly-authenticated 
user:

• Fully distinguished name of user
• Domain name
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• IP address of client browser workstation
• User authenticated flag
• Authorization header

Next, the Proxy server redirects the user back to the Identity Broker, this time with 
a “-T” option indicating that a cookie was set. The newly-defined cookie for that 
session is sent as part of this redirect too, along with the domain authenticated to 
and its path.

Note: iChain Proxy server cookies always start with the string "IPCZQX0100000000".

With these two flags (-X and -T) set, the Proxy server is now capable of telling 
whether the browser does not accept cookies but needs to in order to authenticate 
to the proxy.

Redirect http://www.novell.com/ICSIBroker/?"http://www.novell.com" -T
<--------------------------------------------------------------------------------------------------------
Set-Cookie: IPCZQX0100000000=000000002e1f010000000000; path=/;domain=.novell.com

The browser responds with a request to the redirected page.

GET http://www.novell.com/ICSIBroker/?"http://www.novell.com" -T
----------------------------------------------------------------------------------------------------->
Cookie: IPCZQX0100000000=000000002e1f010000000000

The Proxy server checks to see if  the “-T” flag is set and a cookie exists. 
Assuming the user is already authenticated via the cookie, it redirects the user to 
the original URL by building the location header and HTML text, and then 
sending the redirect.

Redirect http://www.novell.com
<-------------------------------------------------------------------

The browser does a GET request with a valid IAgent cookie to the original 
destination.

GET http://www.novell.com
-------------------------------------------------------------------------------------->
Cookie: IPCZQX0100000000=000000002e1f010000000000

The Proxy server processes the incoming HTTP GET request, extracts the cookie 
from the headers, and validates it. The validation process is a simple one:

• A checksum is performed on the incoming cookie to see if it has been 
tampered with.

• The source IP address of the client that sent the cookie is verified to see if it 
corresponds to the source IP address of the user that initially authenticated.

• The request is forwarded to the origin server. 

Figure 10 shows this flow control graphically. Note that since the authentication 
takes place over HTTP in this example, the data exchanged is shown in clear text.
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Figure 10: Chronological diagram of iChain flow control.

Proxy Authentication Troubleshooting Steps

When troubleshooting Proxy authentication problems, there are a number of key 
stages that must be looked at. This section describes these key stages and the 
errors that can occur in each. It also describes some processes to follow in order to 
identify and address the authentication problem.

Basic Configuration Check
Before doing any advanced checking, there are a few very basic checks that need 
to be performed so that you can rule out some simple errors.
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GET www.novell.com

Redirect: http://www.novell.com:80/ICSIbroker/?"http://www.novell.com"-X

GET http://www.novell.com:80/ICSIbroker/?"http://www.novell.com"-X

Redirect: http://www.novell.com:80/ICSLogin/?"http://www.novell.com"

GET http://www.novell.com:80/ICSLogin/?"http://www.novell.com"

200 OK

GET http://www.novell.com:80/ICSLogin/nbmside.jpg

GET http://www.novell.com:80/ICSLogin/nbm1top.jpg

200 OK

POST http://www.novell.com:80/ICSLogin/auth-up
context=default&username=test&password=test&
URL=http://www.novell.com/&proxypath=reverse&button=Login

Redirect: http://www.novell.com:80/ICSIBroker/?"http://www.novell.com"-T
Set-Cookie: IPCZQXD100000000=000000002e11010000000000;
path=/; domain=.novell.com

GET http://www.novell.com:80/ICSIBroker/?"http://www/novell.com"-T
Cookie: IPCZQXD100000000=000000002e11010000000000

Redirect: http://www.novell.com

GET http://www.novell.com
Cookie: IPCZQXD100000000=000000002e11010000000000

200 OK

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15



w w w . n o v e l l . c o m / a p p n o t e s
20

A
pp

N
ot

es

• Make sure the ISO PR mode is not set to Public. If it is, any authentication 
checks for the PR will be bypassed. To check the setting, go to ConsoleOne, 
select the ISO object, and verify that the Protected Resource tab shows the 
resource access value as either Secured or Restricted.

• Make sure the Proxy authentication profile (LDAP, Radius, or Mutual) is 
configured and has the correct information. Executing the “get authentication 
<authentication_profile_name>” command from the iChain command line 
interface will give you this information. A sample output for an LDAP 
authentication profile configured is shown in Figure 11.

Figure 11: Sample output for LDAP authentication profile.

• Make sure the LDAP server allows clear text passwords. If this is not done, 
the LDAP Bind request will fail and no LDAP search or modify requests will 
be answered.

• Make sure the IP address/Port combination for authentication server is alive 
via PING. The iChain command line interface offers a PING application that 
can verify if a host or TCP-based application is alive. Figure 12 shows a 
successful PING for an LDAP application server (TCP port 389).

Figure 12: A successful PING for an LDAP application server on TCP port 389.

• Make sure an SSL Certificate is assigned to the Proxy server. You can 
confirm this by looking at the Web Server Accelerator and verifying that the 
“Certificate” field under SSL Listening Port has an entry next to it. By 
default, the “Auto” certificate created during the installation of iChain should 
be there.

• Make sure no errors exist in the Home > Health Status or Monitoring > 
Services screens of the iChain Proxy GUI.
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Proxy Initialization Problems
The majority of Proxy initialization problems impacting authentication will result 
in the following two messages being reported on the PROXYCFG console screen: 
“Proxy Failed to Get ISO Object From Proxy Server” or “Invalid authentication 
information”. If either of these two errors is reported on this screen, it would 
normally indicate an connectivity issue with the authentication server you’re 
trying to communicate with. Proceed as follows:

• Verify that the authentication profile configured on the iChain Proxy server is 
valid. In the case of an LDAP authentication profile, for example, make sure 
the IP address and TCP port are pointing to the correct LDAP server. Also 
make sure the username/password combination you are using for the LDAP 
Bind request is valid and that you have Read and Browse rights to the 
eDirectory tree.

• Verify that the iChain command line interface PING command works for the 
authentication servers.

• Verify the LDAP request/responses (DSTRACE) for any errors reported. If 
no incoming information is seen, it’s likely that the client LDAP request is not 
being sent by the iChain Proxy server, or an intermediate device (such as a 
firewall) is blocking the request.

• Verify that LDAP TCP connections exist in the established state in TCPCON 
> Protocols Information > TCP Connections. This is a static screen that shows 
all TCP connections in and out of the server. Locate any LDAP session (TCP 
port 389) and check the state of the connection. If it’s in the SYN_SENT 
state, you have tried to establish a TCP connection to the remote LDAP server 
but the LDAP server has failed to respond to the TCP handshake message.

• Check interpacket delay times between LDAP request/responses via a LAN 
trace. It could be that the LDAP Server is slow to respond to queries because 
it is overloaded. If this is the case, the LDAP client requests may be timing 
out. One possible solution is to increase the number of threads initialized by 
the LDAP server. 
• If the LDAP server is running on NetWare, use the LDAP DISPLAY 

CONFIG console command to view details of the LDAP server setup. 
You can increase the number of threads using the LDAP MAXIMUM 
THREADS=  console command.

• If the LDAP server is running on a UNIX platform, check the man pages 
for the equivalent command.

• Check whether secure LDAP is configured as LDAP over SSL on TCP port 
636. If this is the case, try using the standard LDAP on TCP port 389 to see if 
this works. If it does, it’s likely to be an issue with the certificates imported 
for the secured LDAP session. Verify the certificate details, and that the 
trusted root has been correctly imported.
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Access Granted to Users That Should Not Have Access
This is likely to be the case where the ISO’s defined Protected Resources have an 
access mode of Public. When this condition holds, no authentication check will be 
done on incoming requests destined for that Protected Resource. Check the ISO’s 
Protected Resource setup, and change the access mode to Secured or Restricted.

Login Page Is Not Displayed
Failure to display the iChain login page is a likely indicator of SSL/PKI certificate 
issues. From the authentication flow described earlier, you know that the login 
page form and graphics are sent over the secured SSL session. If the SSL session 
has failed to be established, then subsequent login page information will not be 
sent. If this happens:

• Verify that the issue is related to the SSL handshake and certificates by 
enabling the option to authenticate over HTTP. This is done by selecting the 
accelerator in the iChain GUI, selecting the Authentication Options menu, 
and enabling the “Prompt for username/password over HTTP” setting. 
Authenticating over HTTP means that the user’s credentials will be passed 
over TCP port 80, rather than the secure TCP port 443. This is recommended 
for troubleshooting purposes only, to confirm that the login page and user 
credentials are valid. Once you have confirmed this, you can further 
troubleshoot the SSL certificate issue as described below.

• Look for errors on the Novell SSL Server Handshake screen (see Figure 13), 
which describes the client and server handshake protocol when the session is 
started for the first time. When the handshake stage has finished, the counter 
associated with that handshake stage will be incremented (for example, when 
the server sends back its certificate, the Server Certificate counter will be 
incremented). If an issue arises where the SSL handshake fails, it’s important 
to use these counters to detect which handshake stage it failed at.

Figure 13: An example of the SSL Server Handshake screen.
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• The most common cause of handshake failure is the verifying of the server 
certificate. One possible certificate problem could be the “Valid from” or 
“Valid to” fields in the certificate being invalid due to timing problems on the 
server. It is possible to import all the certificates into the browser, or even 
confirm timestamps through a LAN trace.
Figure 14 shows an example trace of an invalid trusted root certificate that 
caused an SSL session to be reset. This chained certificate included the server 
certificate and its root certificate. 

Figure 14: Trace of an invalid trusted root certificate.

The “Valid to” fields for both the server and root certificates are circled. You 
can see that the root certificate, shown in the list, expired on 010819235959. 
(The trace also shows that the root certificate was valid from 000809000000 to 
010819235959). This corresponds to 9 August, 2000. Since this trace was done 
after that date, an SSL alert message was sent back to the server indicating that 
the root certificate was invalid and the TCP connection was reset.

• Another possible problem source could be a connectivity issue between the 
proxy server and the CRL server (if the CDP attribute for CRLs enabled). To 
troubleshoot these issues, trace the traffic between the Proxy and CRL servers 
and verify that the CRL is successfully downloaded.

• If possible, try using another browser type to see if the problem is unique to 
one type of browser. It could be that the SSL client code in one browser is 
unable to process the Server handshake requests correctly, while other 
browsers can.
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• Try to generate another certificate on the iChain Proxy server with a small key 
size and see if the SSL handshake succeeds. This is to check for the unlikely 
event of having a corrupted certificate. This can be done using the iChain 
Proxy GUI and selecting Home > Certificate Maintenance > Create.

There may be occasions where the SSL handshake has successfully completed 
and the login page still doesn’t get displayed. One check to perform in this 
condition is to see if the login page has been customized (for example, using Java 
scripts or other scripts that the browser may have problems processing). If this is 
the case, revert to the original login pages that ship with iChain and retest the 
login.

Login Page Displayed But Authentication Fails
In the case where the login page is displayed, yet the authentication of the users 
credentials fails, here are a few checks that need to be performed.

• Verify that the authentication profile settings are correct using the iChain 
command line interface “get authentication <authentication_profile_name>” 
command. This will confirm that the requests are being sent to the correct 
server, using valid credentials.

• Verify that the authentication server is alive via the iChain command line 
PING request. If the LDAP or Radius authentication server is down, you’ll 
never get a response to your requests!

• Verify that the login page hasn’t been customized. The login page submits the 
user’s credentials via a HTTP POST request. The default fields from the login 
page (context, username, and password) are sent, but certain hidden fields are 
also sent. The Proxy specifically parses the incoming POST request for these 
hidden fields (URL, proxypath, and button) and will abort the authentication 
process if they are missing. If the login page is customized in any way, make 
sure that all the fields are passed within the newly-customized login page.

• Another fairly rare issue occurs when the HTML POST data information is 
correct but out of order. The back-end proxy should not care about this, but 
try to make sure the input parameters being passed by the login page are in the 
following order: context, username, password, url, proxypath, and button.

• Verify that no intermediate device is stripping cookies. Some third-party 
proxy servers are capable of stripping cookies from HTTP headers. If the 
iChain cookie required for authentication is continuously stripped, iChain will 
keep asking users to reauthenticate.

• Verify that the browser is sending the correct credentials when POSTing 
information to the iChain Proxy server (that is, valid username, password, and 
context information). The easiest way of verifying this is described in the 
browser section of the “Proxy Authentication Troubleshooting Tools” section 
above, which explains how to disable encryption on the browser. This shows 
how to configure Netscape or Internet Explorer to get access to the 
unencrypted HTTP data over the secure HTTP session.
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• Verify that the cookie is being set correctly on the browser by the iChain 
proxy server. Browsers can be configured in such a manner that users are 
prompted before accepting cookies. When this occurs, users can view the 
cookie details and confirm that the domain and path for that cookie are valid. 
To configure the browsers to enable this option, do the following:
• In Netscape browsers, select Edit > Preferences > Advanced and set the 

“Warn me before accepting cookies” option.
• In Internet Explorer, select Tools > Internet Options > Security > Custom 

Level and set “Allow cookies that are stored on your computer”.
• Verify that the accelerator name, cookie domain, and URL being accessed are 

all using the same case-sensitivity. Internet Explorer 5.x has an issue where, 
before sending out a cookie for a specific domain, it checks the destination 
URL’s domain with all the domains a cookie has been set for. If a match is 
found, the cookie is sent out. If the cookie defined for the iChain accelerator 
(Web Server Accelerator > Authentication Options > Cookie Domain in the 
iChain GUI) uses uppercase and the URL in the browser is defined in 
lowercase (or vice versa), the cookie will not be sent out and the user will be 
prompted to reauthenticate.

• In cases where users are continuously prompted to reauthenticate, verify that 
the cookie being sent in the HTTP header adheres to RFC 2965. Older 
versions of  certain browsers (such as Opera 0.91) failed to do this and users 
would be continuously prompted to authenticate. A LAN trace of the cookie 
being sent is enough to verify that the syntax is correct.

• Verify whether it is possible to log in to eDirectory using the user’s 
credentials. This will verify that the username, context, and password 
combination is correct, and that you are not prompted for grace logins because 
of login restrictions set up for that user. To enforce the login restrictions for 
users, iChain administrators should enable the Password Management servlet. 
Be aware that it is case-sensitive; if you don’t adhere to the case-sensitivity, 
the servlet will not be called.

• Verify whether user authentication information is available in the Proxy 
Console’s IAgent screen (referenced in the “Proxy Authentication 
Troubleshooting Tools” section above). Also make sure that the senior citizen 
flag is not set to Yes, indicating that the entry is no longer active.

• Check whether the browser displays an HTTP 403 error message indicating 
that the browser does not support cookies. If this is the case, the Proxy did 
authenticate that user and set the cookie, but there is something invalid about 
the subsequent request coming from the authenticated browser. Invariably, 
this problem will occur if:
• The browser requests are going to an L4 switch that is load balancing 

between multiple iChain Proxy servers. If this is the case, the browser has 
probably had its cookie set by one iChain Proxy server but had a 
subsequent request, sent with the valid cookie, sent to another iChain 
proxy server by the L4 switch. This problem can be avoided by enabling 
IP address hashing on the L4 switch so that the browser gets redirected to 
the same iChain Proxy by the L4 switch after the initial packet is sent.
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• The browser goes through an ISP with multiple transparent proxies in 
parallel. In this scenario, the IP address of the incoming requests into the 
Proxy will be that of one of the transparent proxies. If subsequent browser 
requests go through another transparent proxy in parallel, the incoming IP 
address will be that of the second transparent proxy. Since the cookie 
checking involves checking the source IP address of the authenticated 
user, a mismatch will be detected and the above error sent. To get around 
this, modify the APPSTART.NCF file to load the Proxy.nlm with the 
“-ri” (remove IP address check) option.

If the cookie is never set on the browser (confirm by setting the “Prompt when 
accepting cookie” option on the browser), the likelihood is that the users 
credentials were never successfully validated by the back-end authentication 
server. At this point, you need to confirm that:

• The iChain proxy LDAP or Radius client has issued a request to the 
back-end authentication (LDAP or radius) server.

• The back-end authentication server has responded with a valid answer.

• To confirm that the iChain Proxy is generating the client request for the 
authentication server, take a trace and check the LDAP or Radius requests 
being sent out. If the request is going out, check the trace for responses, as 
well as the interpacket delay time (delta time) between the request and 
response. If this delta time is large, internal timeouts could be occurring at the 
iChain Proxy server. The internal timeouts are quite large on the Proxy server 
side, so you would need to figure out why the authentication server was slow 
to respond (covered in the next section).

Slow Authentication Reponse Times
This section describes how to troubleshoot slow response times from the 
authentication server. The steps to take depend on which type of authentication is 
enabled: LDAP or Radius.

If LDAP authentication is enabled:

• Verify that the LDAP authentication profile configured in the iChain GUI has 
a valid BIND username/password with Read and Browse rights to eDirectory.

• Verify that the log files on the LDAP Authentication server show the 
incoming BIND request and the search request for the user’s credentials. 
Confirm that these log files show valid responses being sent back. Don’t just 
look at the LDAP return code; look closely at the response to see if LDAP 
attributes are being sent back also.
• If the LDAP server is running on NetWare, load DSTRACE with the 

“+LDAP” and “+TIME” options, and capture the log information to the 
sys:\system\DSTRACE.LOG file using the FILE=ON command.

• If the LDAP server is running on UNIX, check the man pages for 
information on how to enable logging.

• Check the iChain system console for LDAP handle errors. For performance 
reasons, iChain allocates a number of handles during startup. These handles 
are continuously reused throughout the time the iChain server remains up. If 
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for some reason the handles are all used up, iChain must wait until a handle 
becomes free before forwarding the next LDAP request. To confirm if this is 
the case, verify that the user data POSTed by the browser is valid and that no 
LDAP request is sent to the LDAP server. Alternatively, disable the 
accelerator via the iChain GUI and re-enable it to see whether all works well 
again. This operation reinitializes the handle allocations.

• Check for intermediate devices (such as L4 switches balancing between 
multiple LDAP servers) between the iChain proxy server and LDAP server. If 
there is any way to bypass these intermediate devices for a test, do so. Note 
that it is more efficient to define multiple LDAP servers in the LDAP 
authentication profile than to define the virtual IP address of an L4 switch that 
load balances between different LDAP servers.

• Check if the LDAP Server is slow to respond to requests. It could be that the 
LDAP server is heavily loaded. If this is the case, there is an option to allocate 
more threads to the LDAP server; or you could add another LDAP server into 
the setup and load balance between the servers.
To allocate more threads to the LDAP server:

• On NetWare, the LDAP DISPLAY CONFIG system console command 
shows the LDAP settings. Use the LDAP MAXIMUM THREADS= 
command to increase the thread count.

• On UNIX, check the man pages for the LDAP daemon for the equivalent 
command.

To load balance between LDAP servers, simply add the IP address of the new 
LDAP server to the LDAP Server field in the LDAP authentication profile.

If Radius authentication is enabled:

• For Radius authentication troubleshooting, LAN traces can prove very useful. 
As with the LDAP authentication, you must verify that the iChain Proxy 
server is sending out a valid Radius request, and that the Radius server is 
responding within a reasonably short period of time.

Note: RADIUS Token Authentication will work if the token is retrieved from the card 
using a PIN number. However, if token authentication is set up to have the token 
retrieved from the card using a challenge sent from the Radius server, the user 
sees a login failed message rather than being presented with the challenge.

• Use the RADPING (Radius Request Simulator) tool to verify that the Radius 
server is capable of processing the Radius request that is being generated. 
You can download a free Windows-based version of this tool from 
http://www.mastersoft-group.com/download/final.asp.

• Using LAN traces, verify that the iChain server sends a valid Radius request, 
and that the Radius server responds within a reasonably short time period.

• Verify that the iChain Radius authentication profile has same radius secret as 
that specified in the Radius Dial Access System (DAS) object.

• Verify that the iChain Radius authentication profile Radius server UDP port 
(1812/1645) corresponds with the one running on the Radius authentication 
server.
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• Verify that the Radius authentication server has a valid DAS profile setup, 
and that the Radius client has a valid iChain Proxy server address.

• Verify that the DAS object has been added as a trustee with Read rights to the 
top container of the tree where the Radius users are located. This is required 
when using Radius token authentication with an NMAS Radius server. 
Failure to do so will result in the user CN, rather thatn the FDN, being sent to 
the iChain Proxy Server. When this happens, users will see the error “Status : 
403 Forbidden. Description: User Name Mismatch” when trying to 
authenticate.

• Verify that the Radius debug commands show no errors. If the running Radius 
server is from Novell’s NMAS or BMAS product line, enable debugging by 
typing “Radius debug ON” at the Radius server’s system console. The debug 
information will be written to the system console, and therefore can be 
captured in the CONSOLE.LOG file. Check this CONSOLE.LOG file for any 
Radius errors.

• If  Radius authentication is enabled on Radius servers that do not return a 
fully qualified NDS name (non-Novell NMAS Radius servers), the following 
two parameters required in the ACLCHECK authentication profile are set at 
the iChain command line:
• set authentication aclcheck ldap bindanonymous=no
• add authentication aclcheck ldap searchbase= o=novell (or appropriate 

container on your tree)
If the bindanonymous features are not set correctly, you will receive the 
following error:

Information Alert
Status: 500 Internal Server Error Description: Insufficient resources to 
complete the request. Please try your request again.

Conclusion

Understanding the internal workings of any product will help you isolate and 
identify problems faster. This AppNote has taken a look at authentication, one of 
the two main support problem areas of iChain, and has detailed its inner flow 
control and dependencies. It also described the most common authentication- 
related support issues and provided a list of available support tools and trouble- 
shooting tips to help any administrator address issues discovered while working 
with these iChain components.

A follow-up AppNote will cover the troubleshooting of iChain authorization- 
related issues.
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their respective companies or distributors.
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Novell’s ZEnworks for Desktops v3.x introduced support for Windows 2000 
Group Policies, which allows user-based policies, such as desktop settings and 
restrictions, to be associated with Workstation objects. This AppNote explains 
how to integrate these group policies with ZENworks and provides an example of 
how this helped simplify network management in an academic lab environment.
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Introduction

With version 3.x of ZENworks for Desktops, Novell introduced support for 
Windows 2000 Group Policies. This support provides the network administrator 
with a great deal of flexibility when associating policies to users and workstations. 
One example of this additional flexibility is the ability to associate user-based 
policies, such as desktop settings and restrictions, to Workstation objects.

For example, suppose a college wants to enforce user-based policies on all 
workstations in their labs, while leaving the students’ personal computers and the 
faculty/staff desktops unaffected. The students, faculty, and staff will be using the 
same login ID on all computers (lab and personal) and each of these computers 
has the Workstation Manager loaded. But how do you enforce user-based desktop 
settings and restrictions on specific workstations while using the same user ID? If 
the policy is associated to a user, it will be enforced on any workstation that this 
user logs into.

This AppNote describes a method of managing Windows 2000 Group Policies 
through ZENworks for Desktops. This method provides a solution for assigning 
desktop restrictions, which previously were only available through the user 
policies, to specific Workstation objects.

Overview of Windows 2000 Group Policies

In Windows 2000, Group Policies allow you to define configurations for groups 
of users and computers. The Group Policy settings that you create are contained in 
a Group Policy Object (GPO), which is in turn associated with selected Active 
Directory objects, such as sites, domains, or organizational units (OUs). This 
provides centralized policy-based management of users’ desktops (a concept that 
ZENworks users have been familiar with for some time).

Group Policies are defined using the Group Policy snap-in for the Microsoft 
Management Console (MMC). This snap-in extends the functionality of the 
System Policy Editor and provides enhanced capabilities for specifying user and 
computer configurations.

Possible Windows 2000 Group Policy Settings
This section lists many of the possible policy settings in the User and Computer 
Administrative Template sections within the MMC Group Policy snap-in. This 
list may be helpful in determining which policies you want to enforce.
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User Configuration (Administrative Templates)

Windows Components

Windows Explorer Hide the common dialog places bar 
Hide the common dialog back button 
Hide the dropdown list of recent files 
Enable Classic Shell
Remove the Folder Options menu item from the Tools menu
Remove File menu from Windows Explorer
Remove "Map Network Drive" and "Disconnect Network Drive
Remove Search button from Windows Explorer
Disable Windows Explorer's default context menu
Hides the Manage item on the Windows Explorer context menu
Only allow approved Shell extensions
Do not track Shell shortcuts during roaming
Hide these specified drives in My Computer
Prevent access to drives from My Computer
Hide Hardware tab
Disable UI to change menu animation setting
Disable UI to change keyboard navigation indicator setting
Disable DFS tab
No “Computers Near Me” in My Network Places
No “Entire Network” in My Network Places
Maximum number of recent documents
Do not request alternate credentials
Request credentials for network installations

Task Scheduler Hide Property pages
Prevent task run or end
Disable drag-and-drop
Disable new task creation
Disable task deletion
Disable Advanced menu
Prohibit browse

Windows Installer Always install with elevated privileges
Search order
Disable rollback
Disable media source for any install

Internet Explorer

Search: Disable search customization
Search: Disable find files via F3 within the browser 
Disable external branding of Internet Explorer 
Disable importing and exporting of favorites
Disable changing Advanced page settings
Disable changing home page settings
Use Automatic Detection for dial-up connections
Disable caching of Auto-Proxy scripts
Display error message on proxy script download failure
Disable changing Temporary Internet files setting
Disable changing history settings
Disable changing color settings
Disable changing link color settings
Disable changing font settings
Disable changing language settings
Disable changing accessibility settings
Disable Internet Connection wizard
Disable changing connection settings
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Disable changing proxy settings
Disable changing Automatic Configuration settings
Disable changing ratings settings
Disable changing certificate settings
Disable changing Profile Assistant settings
Disable AutoComplete for forms
Do not allow AutoComplete to save passwords
Disable changing Messaging settings
Disable changing Calendar and Contact settings
Disable the Reset Web Settings feature
Disable changing default browser check
Identity Manager: Prevent users from using Identities

Internet Control Panel Disable the General page
Disable the Security page
Disable the Content page
Disable the Connections page
Disable the Programs page
Disable the Advanced page

Offline Pages Disable adding channels 
Disable removing channels 
Disable adding schedules for offline pages 
Disable editing schedules for offline pages 
Disable removing schedules for offline pages 
Disable all scheduled offline pages 
Disable channel user interface completely 
Disable downloading of site subscription content 
Disable editing and creating of schedule groups 
Subscription limits

Browser menus File menu: Disable Save As... menu option
File menu: Disable New menu option
File menu: Disable Open menu option
File menu: Disable Save As Web Page Complete
File menu: Disable closing the browser and Explorer windows
View menu: Disable Source menu option
View menu: Disable Full Screen menu option
Hide Favorites menu
Tools menu: Disable Internet Options... menu option
Help menu: Remove “Tip of the Day” menu option
Help menu: Remove “For Netscape Users” menu option
Help menu: Remove “Tour” menu option
Help menu: Remove “Send Feedback” menu option
Disable Context menu
Disable Open in New Window menu option
Disable “Save this program to disk” option

Toolbars Disable customizing browser toolbar buttons
Disable customizing browser toolbars
Configure Toolbar Buttons

Persistence Behavior File size limits for Local Machine zone 
File size limits for Intranet zone 
File size limits for Trusted Sites zone 
File size limites for Internet zone 
File size limits for Restricted Sites zone
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Administrator Approved 
Controls

Media Player 
Menu Controls 
Microsoft Agent 
Microsoft Chat 
Microsoft Survey Control 
Shockwave Flash 
NetShow File Transfer Control 
DHTML Edit Control 
Microsoft Scriptlet Component 
Carpoint 
Investor 
MSNBC

Start Menu and Task Bar

Remove user’s folders from the Start Menu
Disable and remove links to Windows Update
Remove common program groups from Start Menu
Remove Documents menu from Start Menu
Disable programs on Settings menu
Remove Network & Dial-up Connections from Start Menu
Remove Favorites menu from Start Menu
Remove Search menu from Start Menu
Remove Help menu from Start Menu
Remove Run menu from Start Menu
Add Logoff to the Start Menu
Disable Logoff on the Start Menu
Disable and remove the Shut Down command
Disable drag-and-drop context menus on the Start Menu
Disable changes to Taskbar and Start Menu Settings
Disable context menus for the taskbar
Do not keep history of recently opened documents
Clear history of recently opened documents on exit
Disable personalized menus
Disable user tracking
Add “Run in Separate Memory Space” check box to Run dialog box
Do not use the search-based method when resolving shell shortcuts
Do not use the tracking-based method when resolving shell shortcuts
Gray unavailable Windows Installer programs Start Menu shortcuts

Desktop

Hide all icons on Desktop
Remove My Documents icon from desktop
Remove My Documents icon from Start Menu
Hide My Network Places icon on desktop
Hide Internet Explorer icon on desktop
Do not add shares of recently opened documents to My Network Places
Prohibit user from changing My Documents path
Disable adding, dragging, dropping and closing the Taskbar’s toolbars
Disable adjusting desktop toolbars
Don’t save settings at exit

Active Desktop Enable Active Desktop
Disable Active Desktop
Disable all items
Prohibit changes
Prohibit adding items
Prohibit deleting items
Prohibit editing items
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Active Desktop (cont.) Prohibit closing items
Add/Delete items
Active Desktop Wallpaper
Allow only bitmapped wallpaper

Active Directory Maximum size of Active Directory searches
Enable filter in Find dialog box
Hide Active Directory folder

Control Panel

Disable Control Panel
Hide specified control panel applets
Show only specified control panel applets

Add/Remove Programs Disable Add/Remove Programs
Hide Change or Remove Programs page
Hide Add New Programs page
Hide Add/Remove Windows Components page
Hide the “Add a program from CD-ROM or floppy disk” option
Hide the “Add programs from Microsoft” option
Hide the “Add programs from your network” option
Go directly to Components wizard
Disable Support Information
Specify default category for Add New Programs

Display Disable Display in Control Panel
Hide Background tab
Disable changing wallpaper
Hide Appearance tab
Hide Settings tab
Hide Screen Saver tab
Activate screen saver
Screen saver executable name
Password protect the screen saver
Screen Saver timeout

Printers Disable deletion of printers
Disable addition of printers
Browse the network to find printers
Default Active Directory path when searching for printers
Browse a common web site to find printers

Regional Options Restrict selection of Windows 2000 menus and dialogs language

Network

Offline Files Disable user configuration of Offline Files
Synchronize all offline files before logging off
Action on server disconnect
Non-default server disconnect actions
Disable “Make Available Offline”
Prevent use of Offline Files folder
Administratively assigned offline files
Disable reminder balloons
Reminder balloon frequency
Initial reminder balloon lifetime
Reminder balloon lifetime
Event logging level



S e p t e m b e r  2 0 0 2

35

A
pp

N
ot

es

Network and Dialup 
Connections

Prohibit deletion of RAS connections
Prohibit deletion of RAS connections available to all users
Prohibit connecting and disconnecting a RAS connection
Prohibit enabling/disabling a LAN connection
Prohibit access to properties of a LAN connection
Prohibit access to current user's RAS connection properties
Prohibit access to properties of RAS connections available to all users
Prohibit renaming LAN connections or RAS connections available to all users
Prohibit renaming of RAS connections belonging to the current user
Prohibit adding and removing components for a LAN or RAS connection
Prohibit enabling/disabling components of a LAN connection
Prohibit access to properties of components of a LAN connection
Prohibit access to properties of components of a RAS connection
Prohibit access to the Network Connection wizard
Prohibit viewing of status statistics for an active connection
Prohibit access to the Dial-up Preferences item on the Advanced menu
Prohibit access to the Advanced Settings item on the Advanced menu
Prohibit configuration of connection sharing
Prohibit TCP/IP advanced configuration

System

Don’t display welcome screen at logon
Century interpretation for Year 2000
Code signing for device drivers
Custom user interface
Disable the command prompt
Disable registry editing tools
Run only allowed Windows applications
Don’t run specified Windows applications
Disable Autoplay
Download missing COM components

Logon/Logoff Disable Task Manager
Disable Lock Computer
Disable Change Password
Disable Logoff
Run logon scripts synchronously
Run legacy logon scripts hidden
Run logon scripts visible
Run logoff scripts visible
Connect home directory to root of the share
Limit profile size
Exclude directories in roaming profile
Run these programs at user logon
Disable the run once list
Disable legacy run list
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Computer Configuration (Administrative Templates)
(can be associated to either Users or Workstations through ZENworks)

Windows Components

Internet Explorer Security Zones: Use only machine settings
Security Zones: Do not allow users to change policies
Security Zones: Do not allow users to add/delete sites
Make proxy settings per-machine (rather than per-user)
Disable Automatic Install of Internet Explorer components
Disable Periodic Check for Internet Explorer software updates
Disable software update shell notifications on program launch
Disable showing the splash screen

Task Scheduler Hide Property Pages
Prevent Task Run or End
Disable Drag-and-Drop
Disable New Task Creation
Disable Task Deletion
Disable Advanced Menu
Prohibit Browse

Windows Installer Disable Windows Installer
Always install with elevated privileges
Disable rollback
Disable browse dialog box for new source
Disable patching
Disable IE security prompt for Windows Installer scripts
Enable user control over installs
Enable user to browse for source while elevated
Enable user to use media source while elevated
Enable user to patch elevated products
Allow admin to install from Terminal Services session
Cache transforms in secure location on workstation
Logging

System

Remove Security option from Start menu (Terminal Services only)
Remove Disconnect item from Start menu (Terminal Services only)
Disable Boot/Shutdown/Logon/Logoff status messages
Verbose vs. normal status messages
Disable Autoplay
Don’t display welcome screen at logon
Run these programs at user logon
Disable the run once list
Disable legacy run list
Do not automatically encrypt files moved to encrypted folders
Download missing COM components

Disk Quotas Enable disk quotas
Enforce disk quota limit
Default quota limit and warning level
Log event when quota limit exceeded
Log event when quota warning level exceeded
Apply policy to removable media
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Logon Run logon scripts synchronously
Run startup scripts asynchronously
Run startup scripts visible
Run shutdown scripts visible
Maximum wait time for Group Policy scripts
Delete cached copies of roaming profiles
Do not detect slow network connections
Slow network connection timeout for user profiles
Wait for remote user profile
Prompt user when slow link is detected
Timeout for dialog boxes
Log users off when roaming profile fails
Maximum retries to unload and update user profile
Add the Administrators security group to roaming user profiles

DNS Client Primary DNS Suffix

Printers

Allow printers to be published
Automatically publish new printers in Active Directory
Allow pruning of published printers
Printer browsing
Prune printers that are not automatically republished
Directory pruning interval
Directory pruning retry
Directory pruning priority
Check published state
Web-based printing
Custom support URL in the Printers folder’s left pane
Computer location
Pre-populate printer search location text

Network

Offline Files Enabled
Disable user configuration of Offline Files
Synchronize all offline files before logging off
Default cache size
Action on server disconnect
Non-default server disconnect actions
Disable 'Make Available Offline
Prevent use of Offline Files folder
Files not cached
Administratively assigned offline files
Disable reminder balloons
Reminder balloon frequency
Initial reminder balloon lifetime
Reminder balloon lifetime
At logoff, delete local copy of user’s offline files
Event logging level
Subfolders always available offline

Network and Dialup 
Configuration

Prohibit configuration of connection sharing



w w w . n o v e l l . c o m / a p p n o t e s
38

A
pp

N
ot

es

Integration of Group Policies with ZENworks

Windows 2000 Group Policies are associated to User and Workstation objects 
through user and workstation policy packages. Figure 1 shows the Windows 
Group Policy within a workstation policy package. As with the other policies, you 
must check the “Enabled” box before you can configure the policy. Also notice 
that we are viewing policies for WinNT-2000.

Figure 1: The Windows Group Policy within the Workstation Policy Package.

Figure 2 shows the Properties window for the Group Policy. The first field, 
“Network location of existing/new Group Policies”, specifies where the actual 
group policy files will be (or already are) stored. The User or Workstation objects 
that are to be associated with this policy must have Read and File Scan rights to 
this directory.
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Figure 2: Properties windows for the Windows Group Policy.

Clicking the Edit Policies button will start the Microsoft Management Console 
(MMC) with the Group Policy snap-in (see Figure 3). This console will allow you 
to configure the desired policies.  If the directory specified in the network location 
does not contain an existing policy, the policy files will be created—otherwise, 
the existing policies will be modified.

Figure 3: The Group Policy snap-in for the MMC.

Make sure you run the MMC from the same OS as the workstation where they 
will be applied. Windows XP, for example, has additional options which are not 
available in Windows 2000.



w w w . n o v e l l . c o m / a p p n o t e s
40

A
pp

N
ot

es

You’ll notice that there is no Exit command under the File menu; you have to 
click on the X in the top-right corner of the MMC to exit and save your settings. 
When you exit the MMC and save your policy, the directory structure shown in 
Figure 4 will be created in the network location that you specified in the Windows 
Group Policy Properties window.

Note: TID #10065126 (available at http://support.novell.com) explains how Group 
Policies are created using ConsoleOne (and the MMC) on the administrator’s 
workstation without modifying the policies on that particular workstation.

Figure 4: Network location of Group Policies.

The “Applied Settings Type” (circled in Figure 5) is a very important setting in 
this example. It tells ZENworks which set of Windows 2000 Group Policies is to 
be applied: User, Computer, or Security. In this example, only settings made in 
the User Configuration section of the MMC will be applied. This is the setting 
which allows us to apply User-based policies to workstations. The term “user- 
based” policies refers to any setting made under the “User Configuration” section 
of the Group Policy MMC. Without this setting, you would only be able to apply 
these settings to User objects.
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Figure 5: The Applied Settings Types setting.

Group Policy Directories on the Workstation

Group Policy files that are associated to the User and/or Workstation are copied 
down to the desktop when associated. The following directories are created on the 
workstation and displayed on the workstation as shown in Figure 6.

• C:\winnt\system32\GroupPolicy.WMOriginal. This folder contains the 
original Group Policy settings for this desktop. The contents of the local 
GroupPolicy folder (C:\winnt\system32\GroupPolicy) are copied to the 
GroupPolicy.WMOriginal before the ZENworks policies are applied.

• C:\winnt\system32\GroupPolicy.UserCache. If the Group Policies are 
associated through a ZENworks User Package, this folder is created. Only the 
specific policies included in this user policy package are stored in this 
directory. When the user logs out, the contents of this folder are removed, 
leaving only the GroupPolicy.WksCache and GroupPolicy.WMOriginal 
information.

• C:\winnt\system32\GroupPolicy.WksCache. Similar to the UserCache 
folder, if the Group Policies are associated through a ZENworks Workstation 
Package, this folder is created. It contains the specific policies for this policy 
package.

• C:\winnt\system32\GroupPolicy. This directory exists before ZENworks 
applies the appropriate Group Policies.  It is the local Group Policy folder 
which contains the original Group Policies for the workstations before any 
new policies are applied. This folder will also contain the final version of the 
Group Policies which will be applied to the workstation by Windows.
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Figure 6: Group Policy directories on the workstation.

The sum of the WksCache, UserCache, and WMOriginal makes up the contents of 
what gets stored in the GroupPolicy folder. If both a user policy package and 
workstation policy package specify Group Policies to be applied, the addition of 
the GroupPolicy.WMOriginal, GroupPolicy.UserCache and GroupPolicy.Wks- 
Cache folders make up the contents of the GroupPolicy folder.

By default, the Group Policies defined in the User policy package are applied last. 
However, ZENworks for Desktops v3.2 provides Group Policy loopback support 
which gives you the ability to specify whether policies are merged or replaced. 
This is configured via the “Group Policy loopback support” setting located in the 
Properties window of the Windows Group Policy within the workstation policy 
package (just below the Applied Settings Type setting described previously). The 
two possible settings are defined as follows:

• “Replace” indicates that the user policies defined in the workstation’s Group 
Policy replace the user policies.

• “Merge” indicates that the user policies associated through User and 
Workstation policy packages are combined. If the policy settings conflict, the 
user policies in the ZENworks workstation policy package take precedence 
over the policies specified by the ZENworks user policy package.

If you don’t configure this feature, the Group Policies associated through the User 
policy package are applied.
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Example: Academic Lab Environment

This section presents a real-world example of implementing Windows 2000 
Group Policies in an academic lab environment. This solution helped a university 
IT department meet a special set of requirements. Figure 7 shows the design of the 
eDirectory tree used in this example.

Figure 7: Sample eDirectory tree design for an academic lab environment.

Importing the Workstations
Before you can apply Windows 2000 group policies to workstations, the 
Workstation objects must be imported into the tree. This section briefly describes 
the method used to import the lab workstations into eDirectory. This method was 
chosen because of the initial constraints of the project—namely, that only lab 
workstation were to be imported. (Student, faculty, and staff personal computers 
were not to be imported at this time.)
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To avoid using a local hosts file on each workstation and multiple import servers, 
this configuration uses a single import server. The import policy is set up to create 
the Workstation object in the WKSTN container relative to the user. So, in this 
example, the local lab administrator (AdminSS or SS1 in the sample tree) must be 
the first user to log in at the workstation so that it is imported properly.

Since the workstation import policy is globally associated to the server, all 
workstations (with Workstation Manager installed) will attempt to import 
themselves. The requirements for this phase of the project called for importing of 
lab workstations only, not student, faculty, or staff computers. One solution to this 
problem would have been to uninstall Workstation Manager from these excluded 
workstations. However, Workstation Manager was already installed on most of 
the workstations (including the students’ personal computers). Removing or 
disabling it on all of these workstations was not feasible, largely because most of 
the workstations are unavailable during the summer. To work around this 
problem, the import policy was configured to import workstations into the 
WKSTN container below the user’s context. If that container doesn’t exist, the 
import fails and the following error is recorded in the C:\WSIMPORT.LOG file 
(assuming Workstation Manager is loaded):

*****(4)***** 08/22/02 09:25:32 am 

WSREG-v3.0  This log file is reporting activity on a WM_USER_LOGIN_EVENT event. 

WSREG-v3.0  While contacting the Work Station Import Service, an error -1 was 
encountered, and error description <Could not locate the target container.> 
was reported. 

WSREG-v3.0  Registration will not occur for this event. 

WSREG-v3.0  The program finished running.

When the faculty and staff workstations are ready to be imported, all you would 
need to do is add a WKSTN container under the Staff or Faculty OU.

Associating the Workstation Policies
Once the lab workstations are imported into the appropriate container, a 
workstation policy package (which is defined for each lab container) is associated 
to each lab WKSTN container. The Group Policy is enabled in each of these 
policy packages.

Each group policy is configured to use the same definition which we decided to 
store in sys:\public\policies\Grppol\Baselabpol. One benefit to storing the policies 
under the sys:\public directory is that all users already have Read and File Scan 
rights to this directory. If a particular lab needs a unique Group Policy 
configuration, the policy for that lab can be configured to access another 
directory. For example, if the SocialScience lab needed a special configuration, 
the Group Policy could be configured to point to the sys:\public\policies\grppol\ 
SocialSciPol directory.

Through a User policy package, another Group Policy is associated to the local 
lab administrator (in this example, AdminSS.SocialSci.Lab.AcmeU) which 
disables all desktop restrictions. As discussed earlier, user-based group policies 
override workstation-based policies by default. This allows the lab administrators 
to make the necessary modifications to the workstations as needed.
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Logging In to the Lab Workstations
Another constraint of the project was that all students, faculty, and staff would use 
their own IDs to log in to the lab workstations (increasing accountability and 
consistency). Dynamic Local User (DLU) was the obvious solution for this 
requirement; however, it did raise a problem. The problem was how to keep the 
DLU from being created on the non-lab workstations, since this action could 
change the functionality of existing applications and desktop configurations. 
Fortunately, ZENworks has a feature that allows you to enforce DLUs only on 
particular workstations (see Figure 8). We used this configuration to enforce 
DLUs on only the lab workstations.

Figure 8: DLU Login Restrictions being applied to a student’s User Policy Package.

This solution was just a bit short of perfect. If you log in to the network as a user 
that is associated to a DLU policy from a workstation which was not included in 
the login restriction, you’ll receive the security message shown in Figure 9.

Figure 9: DLU error message, which can be disabled via a registry setting.

This message is only informational, but it can be alarming to users. 
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The good news is that you can disable this message; the bad news is that this 
involves changing a registry setting. In the lab configuration, we set up a NAL 
application to automatically make the change on non-lab workstations, but the 
users would still see that message the first time they logged in. Details about the 
registry setting to disable this message can be found in TID #10070003, available 
at http://support.novell.com/cgi-bin/search/searchtid.cgi?/10070003.htm.

Note: If a local Windows user exists that has the same name as the eDirectory account, 
the DLU will not be created. Windows will use the existing local account.

Conclusion

This AppNote has shown how Novell’s ZENworks for Desktops 3 can provide 
flexible enforcement of Windows 2000 Group Policies. In particular, it explained 
how user-based policies can be associated to particular workstations. While your 
project may not have the same constraints as the example project described in this 
AppNote, I hope some of the ideas presented here will help you use the powerful 
features of ZENworks to find a solution to your unique set of requirements.

For more information about ZENworks for Desktops 3, see the product Web site 
at http://www.novell.com/products/zenworks.

Additional References
For more information on Windows 2000 Group Policies and other topics 
discussed in this AppNote, see the following references (in addition to those 
cited previously):

• Windows 2000 Group Policy White Paper  (http://www.microsoft.com/ 
windows2000/techinfo/howitworks/management/grouppolwp.asp)

• Introduction to Windows 2000 Group Policies (http://www.microsoft.com/ 
windows2000/techinfo/howitworks/management/grouppolicyintro.asp)

• TID #10065126 “How Group Policies Work” (http://support.novell.com/ 
cgi-bin/search/searchtid.cgi?/10065126.htm)

• If you’re having problems applying Group Policies in ZENworks for 
Desktops 3.x to a Windows 2000 workstation, you can enable logging as a 
troubleshooting step. See TID #10058023 “Group Policy Logging” at 
http://support.novell.com/cgi-bin/search/searchtid.cgi?/10058023.htm.

• If policies are not being applied to the workstations correctly, you may need 
to clear all of the Windows Group Policy settings from the computer. See TID 
#10059171 “Clearing Local Workstation Policies” at http://support.novell. 
com/cgi-bin/search/searchtid.cgi?/10059171.htm.

Copyright © 2002 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
their respective companies or distributors.
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How to Use the Alarm 
Management System of 
ZENworks for Servers 3

Manish Gupta
Senior Software Engineer
Novell, Inc.
gmanish@novell.com

This AppNote explains the basics of using the Alarm Management System (AMS) 
of ZENworks for Servers (ZfS) 3 to proactively monitor network alarms and 
receive updates on events occurring on your network.

Contents:

• Introduction
• Startup Options
• Configuring the Agents
• Configuring the Alarm Dispositions
• Adding New Alarm Types
• Managing the Alarm Database
• Alarm Reporting
• Conclusion

Topics network management, ZENworks for Servers, SNMP traps 
and alarms, product configuration

Products ZENworks for Servers 3

Audience network administrators, support technicians

Level beginning

Prerequisite Skills familiarity with basic network management concepts

Operating System NetWare, Windows NT/2000

Tools none

Sample Code no
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Introduction

The Alarm Management System (AMS) in Novell’s ZENworks for Servers 
(ZfS) 3 alerts you to important network conditions and events such as SNMP 
traps, threshold alarms, and connectivity testing faults. This lets you proactively 
monitor and resolve network problems and receive updates on events occurring on 
your network.

The AMS component of ZfS 3 provides a centralized location for viewing and 
processing the events and alarms generated by devices throughout your network. 
From within ConsoleOne, you can view tabular lists of statistical data for active 
and historical alarms received by AMS. This makes it easy to handle alarms and 
track network events and recurring alarm conditions. In addition, you can receive 
real-time notification when alarms occur through the following mechanisms:

• Severity level, as displayed by the changing color of the alarm indicators

• Audible notification

• Status bar ticker-tape messages

You can also assign an action, such as automatically launching a program when 
an alarm is received, or sending an e-mail message to notify remote users of 
events.

This AppNote explains the basics of configuring and using AMS to proactively 
monitor network alarms and receive updates on events occurring on your network. 

Startup Options

You can choose to start up the AMS in one of the following three modes:

• View Alarm Summary 

• Monitor colors on nodes in the Atlas View

• View real-time alarms on a particular node or segment

View Alarm Summary

The Alarm Summary view is a graphical representation of all the alarms received 
on your network. You can launch this view from within the ZfS console. To do 
this, select a ZfS site object, then select Views | AlarmSummaryView. A sample 
Alarms Summary screen is shown in Figure 1.
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Figure 1: Example of an Alarms Summary screen.

The view displays your network alarms distribution based on severity, category, 
owner, and state. It also displays which of your machines is generating the most 
alarms, the type of alarm generated for a maximum number of times, and the rate 
of arrival of the alarms. 

You can find the node that is generating the maximum number of alarms by using 
the Active Alarm View. To see this view, select the node and then select View | 
Active Alarm View. The list of alarms for the node is displayed. You can then 
take corrective measures to resolve the alarms.

Monitor Colors in the Atlas View

To monitor the node or a segment in the management console, launch the Atlas 
View by selecting Atlas from the left side pane of ConsoleOne and then selecting 
View | Atlas View. This view displays icons for all Atlas Page objects. If there is 
an alarm, the icon for the affected object changes color. The color indicates the 
severity of the alarms on the segments and nodes on the Atlas page. 

To view the segment or nodes, double-click on the page icon. An Atlas page will 
be displayed, as shown in Figure 2. 
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Figure 2: Example of an Atlas page with colored bars to indicate severity of alarms.

The following table lists the alarm colors and their corresponding severity.

View Real-Time Alarms on a Particular Node or Segment

If you want to view real-time alarm information for a particular node, segment, or 
the entire ZfS site, launch the Active Alarm View on the desired object. The 
real-time alarm data will be displayed. When a new alarm is received, it will be 
displayed as a ticker tape message in the status bar, and a new row will be added 
to the tabular view of the Active Alarms. 

The Active Alarm table has the following seven columns:

Alarm Color Severity

Red Severe

Magenta Major

Yellow Minor

Blue Informational
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Note: For alarms detected by Traffic Analysis Agent (such as the duplicate IP address 
alarm), AffectedObjectName will be the name or network address of the 
machine which is running the Traffic Analysis Agent.

Configuring the Agents

Configuring agents is an important aspect of the AMS configuration. If you do not 
configure the agents, you may receive so many alarms that resolving them might 
become difficult. To reduce the number of alarms you see, you can configure the 
agents to selectively disable SNMP traps you are not interested in, or to not send 
the same type of alarm before a specified interval of time has elapsed.

ZENworks for Servers 3 comes with two SNMP trap agent implementations on 
NetWare:

• NWTRAP.NLM implements the NetWare Server Trap MIB, a Novell 
proprietary MIB that handles all NetWare core OS alerts. It supports 375 
alerts. The default configuration file for this agent is NWTRAP.CFG, located 
in the NMA subdirectory of the ZfS Agent install directory.

• NDSTRAP.NLM implements the NDSTRAP.MIB to capture eDirectory 
events. The default configuration file for this agent is NDSTRAP.CFG, 
located in the NMA subdirectory of the ZFS Agent install directory.

You can use the NetWare console commands listed in the following table to 
configure these agents. For NDSTRAP, all the commands are same. The 
commands would start from NDSTRAP instead of NWTRAP.

Column Name Description

Severity Severity icons corresponding to information, minor, major, 
severe, or unknown

AffectedObjectName Name or network address of the device that sent the alarm to 
the AMS (for segment alarms, this will be the name of the 
segment) 

Summary Summary of the event, often including the name or the net-
work address of the object affected by the alarm

Owner Person or group responsible for handling the alarm (SYSTEM is 
the default owner)

Received Time Date and time when AMS received the alarm

Type Generic description of the alarm (for example, System:NLM 
Load)

Category Category identified in the MIB associated with the trap type 
object
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Command Explanation

NWTRAP COMMUNITY Displays the SNMP community string 

NWTRAP COMMUNITY  = <CommunityStr> Sets the SNMP community name

NWTRAP CFG_FILE = <filename> Sets the path to the configuration file. The configuration 
file is processed automatically when NWTrap first loads. 
You can also manually process the configuration file using 
the NWTRAP READ_CFG command.

NWTRAP CFG_FILE View the current path of the configuration file

NWTRAP Default Interval Displays the default interval 

NWTRAP Default Interval = <period> Sets the default interval in seconds, which means to delay 
for <period> seconds before sending duplicate traps. The 
value can range from 0 to 86400 seconds (24 hours). 

NWTRAP DISABLE <TrapList> Disables traps from generating. <TrapList> may consist of 
one or more trap numbers separated by commas or spaces, 
the keyword “ALL”, or a logical expression such as ID ! = 
224,229,300 or SEVERITY > MINOR.

The order of severity levels is INFORM=0, WARN=1, 
MINOR=2, MAJOR=3, and CRITICAL=4.

Examples:
NWTRAP DISABLE 10,11,100,243
NWTRAP DISABLE SEVERITY <= WARN   NWTRAP DISABLE ID 
!= 224,229,300

NWTRAP ENABLE <TrapList> Enables generation of traps. <TrapList> may consist of one 
or more trap numbers separated by commas or spaces, the 
keyword “ALL”, or a logical expression such as ID != 
224,229,300   or SEVERITY > MINOR.

The order of severity levels is INFORM=0, WARN=1, 
MINOR=2, MAJOR=3, and CRITICAL=4.

Examples:
NWTRAP ENABLE 10,11,100,243
NWTRAP ENABLE SEVERITY <= WARN   NWTRAP ENABLE ID 
!= 224,229,300

NWTRAP <TrapList> INTERVAL = <period> Sets the interval for one or more specific traps.  <period> 
is the number of seconds in the range 0 to 86400 (24 hours) 
or the keyword “DEFAULT”. To cause a trap to use the 
default interval, set the interval with <period> equal to 
the keyword “DEFAULT”.

NWTRAP LIST ACTIVE Lists all the active traps

NWTRAP LIST ENABLED Lists all the enabled traps

NWTRAP LIST DISABLED Lists all the disabled traps

NWTRAP LIST SEVERITY = <sev> Lists all the traps with severity = <sev>

NWTRAP LIST ID != 12,224,300 Lists all but the traps with the following IDs: 12, 224, 3000
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By default, both trap agents are loaded as a part of the NMA5.NCF file invoked 
by the AUTOEXEC.NCF file. As a result of objects being created and deleted in 
eDirectory, NDSTRAP generates a higher number of alarms. This might clutter 
your alarm database. If you do not want to use the NDS (eDirectory) traps, you 
can unload NDSTRAP.NLM. 

Configuring the Alarm Dispositions

Alarm dispositions govern the handling characteristics for each type of SNMP 
trap. AMS allows you to configure the automatic handling of an alarm by defining 
it in the alarm disposition. AMS supports the following disposition settings: 
archive alarm, send SMTP notifications/SMS/pager message, launch application, 
and forward trap to other ZfS servers or other network management systems. You 
can also set options for alarms, such as audible beeps and ticker bar display.

After you set the disposition for an alarm, you should test it against an alarm that 
can be generated easily (for example, a System:NLM load). If the results are 
positive for this alarm, the results will be positive for the other alarm types. 

Archive Alarm 

By default, all alarm types are archived in the database. You can disable the 
archive setting for the set of alarm types you are not interested in. This will allow 
you to prevent the database from becoming filled with alarms you don’t want to 
see. 

Send SMTP Notification/SMS/Pager Message

When sending an SMTP e-mail notification, a default information pattern for each 
alarm is always sent as the body of the e-mail message. You can choose to add 
more information to the body and the subject of the e-mail. For example, you can 
use variables in the settings, as shown in Figure 3.

Figure 3: Setting SMTP Mail Notification options in the Edit Alarm Disposition window.
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Note: Note the use of the “%t” variable in the Subject field and the “%v” variable in 
the Message field. The values for these and other variables are listed in the 
following table.

Corresponding to the above SMTP Mail Notification settings, the specified user 
would receive the e-mail message shown in Figure 4.

Figure 4: E-mail notification message generated by AMS.

You can also send SMS or pager messages using the SMTP mail disposition. 
When setting the disposition for these notification methods, you need to specify 
the mail address of the pager or the mobile phone number in the “To” field of the 
SMTPMailNotification disposition setting dialog.

%t Alarm Type

%v Alarm Severity

%a Alarm ID

%s Alarm Summary

%o Affected Object ID (a long number acting as an ID in the database 
for the node that generated the alarm)

%n Affected Object Name
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Launch Application

You can configure AMS to launch an application on the ZfS site server when an 
alarm is received. The application name and argument list need to be specified in 
the disposition. AMS supports the variables listed in the table above as application 
arguments. “%s” refers to the Alarm Summary string, which is a collection of 
words. However, the application will interpret each word as a separate argument, 
which is not the intended behavior. To avoid this, enclose variables containing 
more than one word in double quotes, like “%s”.

Forward Trap

You can forward SNMP traps received by the AMS to other ZfS servers or to 
third-party management systems. This is an easy method to integrate ZfS with 
other enterprise management products such as HP OpenView. When setting the 
Forward Trap disposition, you only need to specify the IP address of the server on 
which some other management product is installed and running.

Displaying a ticker-tape message in the status bar of ConsoleOne. This 
message provides a summary of the most recent alarm or network event. This 
option is enabled by default. You may want to edit your alarm dispositions so that 
only important alarms that you want to monitor display a ticker-tape message. 

To disable or enable a ticker-tape message:

1. Right-click the ZENworks for Servers site object in the left frame of 
ConsoleOne > click Properties.

2. Click the Alarm Disposition tab.

3. Select the alarm that you want to edit from the Alarm Templates list > click 
Edit. The Edit Alarm Disposition dialog box is displayed.

4. Click the Other Configuration tab. To disable the ticker-tape message, 
uncheck the Show on Ticker Bar check box. To enable the ticker-tape 
message, check the Show on Ticker Bar check box.

5. Click OK.

Making an Audible Beep at Console

The sound alerts the user of an occurrence of an alarm. Useful applications of this 
function include: 

• Server abend 

• System: Server downed by user 

• File system full 

This option is disabled by default. You should enable this option for important 
alarms that you want to monitor. 
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To enable or disable an audible beep: 

1. Right-click the ZENworks for Servers site object in the left frame of 
ConsoleOne > click Properties.

2. Click the Alarm Disposition tab.

3. Select the alarm that you want to edit from the Alarm Templates list > click 
Edit.The Edit Alarm Disposition dialog box is displayed.

4. Click the Other Configuration tab. 

5. To enable the audible beep function, check the Beep on Console check box. 
To disable the audible beep function, uncheck the Beep on Console check 
box.

6. Click OK.

Adding New Alarm Types

AMS comes with a default set of trap types. Any trap that does not belong 
to this set is considered as Unknown and is either logged as an “unknown” 
alarm or ignored, depending on the configuration settings. To ignore 
unknown traps, set the “IgnoreUnknownTraps” command equal to “yes” in the 
AlarmManager.Properties file in the SYS:\ZENWORKS\MMS\MWSERVER\
PROPERTIES directory before starting the ZfS server.

You can add new alarm types for third-party alarms in AMS by adding the new 
MIB file into the MIB pool and compiling it.

Managing the Alarm Database

The AMS purge utility configuration file, AMPurge.Properties, defines the 
criteria for selecting the alarms to be purged, as well as the time of day the process 
should run. This file is located in the Properties directory on the server and 
volume where you installed the Alarm Manager database. You can configure the 
purge criteria by setting the values in the file as shown in following table.

Note: By default, alarms of all severity levels are deleted after every seven days.

SeverityInformationalPurgeWait The number of days after which Informational alarms will be 
deleted

SeverityMinorPurgeWait The number of days after which Minor alarms will be deleted

SeverityMajorPurgeWait The number of days after which Major alarms will be deleted

SeverityCriticalPurgeWait The number of days after which Severe alarms will be deleted

SeverityUnknownPurgeWait The number of days after which Unknown alarms will be deleted
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Alarm Reporting

You can generate two kinds of alarm reports using AMS:

• Alarm Summary report 

• Alarm Detail report

The Alarm Summary report displays a brief summary of the alarms at the site. It 
provides a graphical representation of the distribution of alarms, for the selected 
number of days. The report provides the following information about each 
connected computer system:

• Alarm Severity 

• Alarm Category 

• Alarm Owner 

• Alarm State 

• Top alarm types 

• Top affected objects

• Top source address 

The Alarm Detail report lists complete information about the alarms at the site. 
You can customize the settings for generating the report. The report provides the 
following information about each connected computer system:

• Alarm Severity 

• Affected Object Name 

• Source Address 

• Alarm State 

• Alarm Category 

• Alarm Generator 

• Alarm Time 

• Alarm Owner 

• Alarm Type 

• Alarm Summary 
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Conclusion

This AppNote has given an overview of how to use the Alarm Management 
System in ZENworks for Servers 3. It has presented a brief look at the various 
ways to configure this feature to enable you to proactively monitor and resolve 
network problems.

For more detailed explanations of these features, refer to the online ZfS 3 
Administration Guide at http://www.novell.com/documentation/lg/zfsi.

Copyright © 2002 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
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A Methodology for 
Troubleshooting DirXML
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iforst@novell.com hmourad@novell.com gwilliamson@novell.com

DirXML implementations can be complex, due to the interaction between 
multiple drivers and the customization that can be made to the different types of 
event handling withing DirXML. Troubleshooting problems in such a system can 
be difficult without the proper tools and a methodical approach. This AppNote 
describes the tools that are commonly used to troubleshoot DirXML issues and 
outlines a recommended methodology for identifying and resolving problems.

This AppNote is based on a presentation given at BrainShare 2002 by the 
Worldwide Net Solutions Support team.

Contents:

• Introduction
• DirXML Troubleshooting Tools
• DirXML Troubleshooting Methodology
• DirXML Troubleshooting Example
• Conclusion

Topics DirXML, troubleshooting, directory-enabled applications

Products DirXML 1.x

Audience application developers

Level intermediate

Prerequisite Skills familiarity with architecture and use of DirXML

Operating System n/a

Tools DSTRACE, iMonitor, Java Trace File, NXSL Processor

Sample Code no
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Introduction

One of the many strengths of Novell’s DirXML is the flexibility that it provides in 
manipulating events. However, this flexibility can also introduce a certain 
measure of complexity due to the customization that can be made to the different 
types of event handling within DirXML. Another level of complexity is added 
when more than one driver exists within your solution. It is this complexity that 
can make DirXML troubleshooting difficult for those who are not armed with the 
proper tools and an understanding of how best to approach a given problem in a 
methodical manner.

This AppNote introduces a recommended methodology for troubleshooting 
DirXML issues. This methodology has been developed by a group of Novell 
Worldwide Net Solution support engineers, based on their experiences with many 
different DirXML implementations of varying sizes. The information in this 
AppNote should assist you in getting enough of an understanding of a system to 
be able to easily diagnose and resolve an issue.

In presenting this material, the authors assume the reader has an intermediate 
understanding of DirXML and has used the product. Since there are many 
different DirXML drivers and many developers who are writing custom drivers, 
driver-specific issues are not discussed in this AppNote.

DirXML Troubleshooting Tools

When troubleshooting DirXML related issues, it is important to be able to capture 
trace files that will assist you in determining where the problem may lie. This 
section discusses the different tools that you can use to capture the appropriate 
trace files. It also discusses the NXSL Processor and how it can be used to 
troubleshoot some DirXML issues.

Trace Types and Levels
In order to capture the right data while troubleshooting a DirXML issue, it is 
important to understand the different types of traces and their levels.

Note: Gathering traces can be CPU intensive and therefore can cause performance 
issues. In addition, because trace files can get very large in size, you should 
exercise caution when capturing them to your server. You need to bee sure you 
have enough disk space so that you don’t run out when capturing trace files. For 
these reasons, it is recommended that you capture trace files only when 
troubleshooting issues, and not on a regular basis.

DirXML-DriverTraceLevel. DirXML-DriverTraceLevel is used to capture 
driver-related information. This is useful when troubleshooting DirXML 
driver-related issues. The driver trace level can be set at different levels; the most 
common is 3. The levels are described in the following table.
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DirXML-XSLTraceLevel.  DirXML-XSLTraceLevel is used to capture information 
relating to XSLT (Extensible Stylesheet Language Transformations). This type of 
trace is mainly used by developers when troubleshooting issues relating to 
stylesheet code. The XSLT trace level can be set at different levels; the most 
common is 3 or 4. The levels are described in the following table.

Enabling DirXML-Related Trace Levels
Trace levels are set on the DirXML DRIVER-SET object; therefore the traces 
generated are not driver specific, but DRIVER-SET specific. This means if you 
have multiple drivers configured as part of your DRIVER-SET, your trace will 
include information from all drivers that are in a running state.

To enable trace levels, follow these steps:

1. In ConsoleOne, right-click on the DirXML DRIVER-SET object.

2. Select Properties.

3. Select the Other tab.

4. Click on Add, and then from the list select “DirXML-DriverTraceLevel” and 
enter a trace level value from 0 to 3 in the text box.

5. If you are troubleshooting XSLT-related issues, also add from the list 
“DirXML-XSLTraceLevel” and enter a value from 0 to 4 in the text box.

Figure 1 shows an example of the DirXML Driver and XSL trace level settings.

Value Description

0 No trace messages are displayed or logged

1 Basic trace messages are displayed and logged

2 Level 1 messages, plus the contents of XML documents used during 
event processing, are displayed and logged

3 Level 2 messages, plus extensive rule processing messages, are 
displayed and logged

Value Description

0 No trace messages are displayed or logged

1 Trace source node processing, output to standard error

2 Trace rule instantiations, in addition to all of the above

3 Trace template instantiations, in addition to all of the above

4 Trace rule matching and select expression details, in addition to all 
of the above
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Figure 1: DirXML Driver and XSL Trace Level settings.

The DSTRACE Utility
The DSTRACE utility is easy to use—many administrators and engineers have 
used it to perform eDirectory health checks. It can be run on any platform 
supported by eDirectory: NetWare, Windows NT/2000, and UNIX/Linux. Keep 
in mind that running this utility can cause performance issues and therefore it 
should be used only for troubleshooting purposes.

Running DSTRACE on NetWare. Here’s how to use DSTRACE on NetWare.

1. Type the following commands at the server console prompt:

LOAD DSTRACE
DSTRACE -ALL
DSTRACE +DVRS shows everything that is part of the DirXML module, 

including driver and XSL information
DSTRACE +DXML shows caching of events and anything related to the 

TAO (driver cache) file
DSTRACE FILE ON to log the trace to sys:system\dstrace.log
DSTRACE SCREEN ON to display live trace on the server console screen

Figure 2 shows the DSTRACE Configuration as seen on the console screen.

Figure 2: The DSTRACE Configuration screen.
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Running DSTRACE on Windows NT/2000.  Here’s how to use DSTRACE on 
Windows NT/2000.

1. Start DSTRACE.DLM from the eDirectory Services Console 
(NDSCONS.EXE), as shown in Figure 3.

Figure 3: Starting the DSTRACE utility from the NDS Services Console.

2. From the Edit menu, select Options to bring up the NDS Trace Options 
screen shown in Figure 4. 

Figure 4: The NDS Trace Options screen.

3. Click the Clear All button to deselect all events. Then select (check) the 
following options:

• DirXML to show caching of events and anything related to the TAO 
(driver cache) file
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• DirXML Drivers to show everything that is part of the DirXML module, 
including driver and XSL information

4. To log the trace to a file, select the File menu, select New, and then enter the 
path and file name.

Running DSTRACE on UNIX/Linux.  Here’s how to use DSTRACE on the 
UNIX/Linux platform.

1. Type the following commands at the server console prompt:

ndstrace
set dstrace = nodebug turns off any trace filters
set dstrace = +drvs shows everything that is part of the DirXML 

module, including driver and XSL information
set dstrace = +dxml shows caching of events and anything related to the 

TAO (driver cache) file
dstrace file on to log the trace to /var/nds/ndstrace.log

Figure 5 shows the NDSTrace configuration as displayed on the server console 
screen.

Figure 5: The NDSTrace Configuration screen.

The iMonitor Utility

Novell’s iMonitor utility provides cross-platform monitoring and diagnostic 
capability to all servers in your eDirectory tree. This utility lets you monitor your 
servers from any location on your network where a Web browser is available. It is 
easy to use and displays real-time trace information. Another of its key features 
includes being able to capture trace files remotely through a Web browser.

Note: Versions of iMonitor prior to v1.5 caused some large XML documents to be 
truncated. If you have a prior version, upgrade to the latest release available at 
http://download.novell.com.
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To start iMonitor, use a Web browser to go to the appropriate default URL for 
your platform:

• NetWare running eDirectory 8.5 or higher: 
http://server.company.com:/nds

• Windows NT/2000 running eDirectory 8.5 or higher: 
http://server.company.com/nds

• UNIX/Linux running eDirectory 8.5 or higher: 
http://server.company.com/nds

You can substitute the IP address of the server in place of the 
“server.company.com” DNS name in the default URLs shown above.

These URLs are valid provided there is no Web Server running on the server. If 
you have a Web Server running on any of the above platforms, the URL becomes 
http://server.company.com:8008/nds or http://ip-address-of-server:8008/nds.

Figure 6 shows the DS Trace Options screen in iMonitor.

Figure 6: The Trace Configuration screen in iMonitor.

For more detailed information on iMonitor, refer to the online documentation 
available at http://www.novell.com/documentation.
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Java Trace File

Since DirXML uses Java, you can use the Java Trace File option to capture trace 
information to a file. However, only the pieces of DirXML that utilize Java will be 
captured to the trace file. It won’t include information about the drivers cache file, 
or driver starting and stopping information. If you are troubleshooting a driver 
startup/shutdown problem, this wouldn’t be the ideal tool to use for capturing the 
trace; you should use one of the other available tools. Another limitation of the 
Java Trace File tool is that it doesn’t show real-time information; it just logs 
information to a file.

Note: This option has no auto-roll mechanism, nor can you set a maximum file size. 
Therefore it is important to have adequate disk space when using this option, or 
you run the risk of having the trace file consume all of your disk space.

As with the other tools described herein, you will experience a performance hit 
when using the Java Trace File, so you should only use it when troubleshooting.

Enabling the Java Trace File.  Trace levels are set on the DRIVER-SET object. 
Therefore the traces generated are not driver specific, but DRIVER-SET specific. 
This means if you have multiple drivers configured as part of your DRIVER-SET, 
your trace will include trace information from all drivers in a running state.

To enable Java Trace levels, follow these steps:

1. In ConsoleOne, right-click on a DirXML DRIVER-SET object.
2. Select Properties.
3. Select the Other tab.
4. Click Add and from the list select the “DirXML-JavaTraceFile” attribute.
5. Enter the appropriate path in the text box below DirXML-JavaTraceFile:

• NetWare - volume:/path/filename (i.e., SYS:TEMP\JAVATRACE.TXT)

• Windows NT/2000 - drive:\path\filename (i.e., C:\temp\JAVA- 
TRACE.TXT)

• UNIX/Linux - /path/path/filename (i.e., /var/nds/JAVATRACE.TXT)

Figure 7 shows the Java trace file path entered for a Windows NT/2000 
environment.

Figure 7: Specifying the path for the Java Trace File.
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The NXSL Processor

The NXSL (Novell XSL) Processor is an XSL processor that is built into the 
DirXML engine. It is provided as a standalone utility, which gives you the 
flexibility to test XML/XSLT documents in standalone mode. This is a great 
benefit when troubleshooting, since you don’t have to test in your production 
environment.

You can use the NXSL Processor for the following troubleshooting tasks:

• Validating XSLT syntax and logic

• Checking for well-formed XML and XSLT documents

• Testing XSLT code with different event types, without impact to your 
production environment

Due to the fact that the NXSL Processor is a standalone troubleshooting utility, 
there are some situations in which you will not want to (and cannot) use it:

• Testing XSLT stylesheets that have queries in them. For queries to work, you 
need to be able to communicate with the application and with eDirectory. Due 
to the standalone nature of the NXSL Processor, this can’t be done.

• Testing XSLT stylesheet and rule(s) interaction. This again is due to the fact 
that the NXSL Processor is being used in standalone mode and you can’t 
access the DirXML drivers’ rules.

• End-to-end testing (for obvious reasons).

• Checking for well-formed XDS documents. (XDS documents are XML 
documents that are written to syntactically conform to the NDS Document 
Definition Type known as the NDS DTD.)

Configuring the NXSL Processor.  To configure the NXSL Processor, do the 
following:

1. On a Windows NT/2000 workstation, install the Java Runtime Environment 
1.3.1 or higher. (This can be downloaded from the Sun Microsystems Web 
site at  http://www.sun.com/download/.)

2. From the DirXML CD, copy the following files to C:\NOVELL\XSL:

RT.JAR
NXSL.JAR
COLLECTIONS.JAR
XP.JAR

3. Copy the following text to a batch file (C:\NOVELL\XSL\NXSL.BAT):
@echo off
setlocal
rem set JAVA_HOME to your JRE or JDK directory
SET JAVA_HOME=C:\jdk1.3.1_01\jre
SET NXSL_JARS=C:\novell\xsl
rem set NXSL_JARS to the location containing nxsl.jar, xp.jar, and collections.jar
set CLASSPATH=%JAVA_HOME%\lib\rt.jar
set CLASSPATH=%CLASSPATH%;%NXSL_JARS%\nxsl.jar;%NXSL_JARS%\collections.jar
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set CLASSPATH=%CLASSPATH%;%NXSL_JARS%\xp.jar
set nxsl=%JAVA_HOME%\bin\java -classpath %CLASSPATH% com.novell.xsl.nxsl
%nxsl% -e1 %1 %2 %3 %4 %5 %6 %7 %8
endlocal

Using the NXSL Processor.  Once you have configured the NXSL Processor, you 
can run it by typing the NXSL command (with options) at the DOS prompt. Here 
are some examples of common NXSL commands to process source XML 
documents with an XSLT stylesheet.

NXSL SOURCE.XML STYLESHEET.XSL

This command will process the SOURCE.XML document with the stylesheet 
called STYLESHEET.XSL. The results will be output to screen.

NXSL -O RESULT.XML SOURCE.XML STYLESHEET.XSL

This command will process the SOURCE.XML document with the 
STYLESHEET.XSL stylesheet, with the results output to the RESULT.XML file.

NXSL -D[1-4] SOURCE.XML STYLESHEET.XSL

When used in addition to the first example above, this command will generate 
detailed trace messages according to the trace level set via the -D option (see 
“Enabling DirXML-Related Trace Levels” above for more information).

NXSL

This command will display the help screen shown in Figure 8. This is also a quick 
way to verify that the NXSL Processor is configured correctly.

Figure 8: The help screen for the NXSL command.

DirXML Troubleshooting Methodology

This section presents a recommended methodology to follow to troubleshoot 
DirXML. If at any time in the troubleshooting process you have a strong feeling 
about what may be the cause of the issue, follow your hunch. However, if it turns 
out that your hunch wasn’t right, it is best to return to the recommended procedure 
rather than deviate or try to take shortcuts.
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Note: Some of these steps may not apply to you if you have a detailed understanding of 
the environment and are very familiar with the DirXML implementation you are 
troubleshooting.

Figure 9 is a flow chart of the DirXML troubleshooting methodology.

Figure 9: DirXML troubleshooting methodology flow chart.

Identify the General Issue

During this initial stage, you need to understand what the general problem may be. 
You can then attempt to isolate it to one of the following categories:

• The driver isn’t starting.

• The driver is stopping unexpectedly.

• The driver is stopping after it has been running successfully for a specific 
period of time.

• The rules/stylesheets are not functioning as expected.

• The rules/stylesheets are generating unexpected output results.

• You experiencing unexpected eDirectory errors.

It is important at this stage to attempt to further identify the specific action that is 
causing the issue. Possibilities include the following:

• Starting or stopping the driver
• Creating a user, deleting a user, moving a user, or renaming a user
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Understand the DirXML Environment

During this stage you need to learn more about the DirXML environment by 
doing the following:

• Identify the platform that eDirectory and DirXML are running on. Document 
and be aware of the different product versions in use.

• Identify the different DirXML drivers that are in use.

• Understand the basic data flow of data between the different applications 
involved and the Publisher and Subscriber channels.

• Identify outstanding eDirectory issues (if applicable). Since eDirectory is the 
underlying technology on which DirXML solutions are implemented, it is 
important that eDirectory be healthy and error-free.

• Understand eDirectory replica placement. It is important that replicas be 
carefully placed. DirXML drivers require real copies of objects being 
manipulated or modified in order for them to perform their functions.

• Obtain a list of Driver Exports. Driver Exports can be extremely helpful when 
troubleshooting, as they provide a snapshot of the driver configuration 
including rules, stylesheets, and filters. They can also be imported into a test 
tree for review.

Understand the General Driver Functionality

This stage involves arriving at a better understanding of the customizations that 
have been made to the DirXML drivers involved.

• Review the driver exports that you have imported into a test environment 
during the previous stage. It is also helpful to review the driver 
documentation.

• Carefully analyze the functionality of each stylesheet and rule.
• Look at the filter configuration on both channels (Publisher and 

Subscriber). This will help you understand the authoritative data sources.

• Try to match the action that causes the error with the driver that caused it. 
Specifically, in this step you are trying to isolate the specific eDirectory or 
Application event that is causing the driver to generate the error.

• Once you have identified the specific event and driver causing the error, take 
a closer look at the direction in which the error is being generated. If it is from 
the Application to eDirectory, the Publisher channel is involved. If it is from 
eDirectory to the Application, the Subscriber channel is involved. The 
problem could be in the Publisher or the Subscriber channel, or both.

• Once you have identified the event and driver that is causing the problem, you 
need to drill down further to identify the stylesheet and/or rule that is likely 
causing the error.
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Generate Required Trace File(s)

Earlier in this AppNote we talked about trace types and levels, along with the 
different tools that can be used to capture traces. It is time to practice what you 
have learned and gather some trace information. The general steps are as follows:

• Identify the best trace method to use (DSTRACE, iMonitor, or Java Trace).

• Decide which trace flag to use (DXML or DVRS).

• Identify and set the trace level that is needed.

• Isolate the trace to a specific driver. Since the traces are DRIVER-SET 
specific, it is important to try to narrow down the trace for easier 
troubleshooting.

If at all possible, turn off (running -> stopped) any drivers that are not causing 
the issue.

Note: If you can, it is preferable to stop the drivers rather than disabling them. 
There are some cases where you won’t be able to turn off all other 
drivers—for example, the case of an event being worked on by one driver 
and a downstream driver having the error.

• Start the trace, perform the action that causes the error, and then stop the trace.

Try to limit the trace to the specific action that causes the issue (as identified 
previously). For example, if you know that the deletion of a User object 
triggers the error, start the trace and then generate a User object delete to 
capture that process in the trace file.

Note: Remember that if the DirXML solution includes the eDirectory-to-eDirectory 
mirror driver, traces will need to be generated from both eDirectory trees.

Capturing a Trace When the Remote Loader Is In Use.  The Remote Loader is 
new to DirXML 1.1. It allows DirXML drivers that must run on a particular 
platform to communicate with a DirXML engine running on a different platform. 
The reason we bring this up is that having a driver configured and using the 
Remote Loader allows you, by default, to capture a trace that is driver-specific.

Review the Trace File(s)

Once you have obtained the trace files you need, examine them thoroughly to 
determine what the cause of the problem is.

• Find the error message in the trace file and see if you can determine the cause 
from the message alone; if not, continue with the steps below.

• Find the beginning of the action that is causing the error. This is very 
important because often the problem is triggered by some action prior to 
where the error message is located in the trace file. It is critical to go back 
through the trace to where you see the initial XML document being received.

• Compare the contents of the trace files with the stylesheets and rules as they 
are instantiated. From the trace files, you can determine where you are in the 
code.
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• Try to understand each segment of the trace file to the best of your ability 
before moving on to the next segment.

• Never assume that a portion of the trace file is okay just because the error 
occurs later on in the trace file. Often errors arise because some set of criteria 
wasn’t met previously.

• Assume that something in the trace file is normal only if you are certain that it 
is, based on your knowledge and familiarity with the driver’s functionality, 
rules, and stylesheets.

If you have not found the error or cause at this point, you may need to review the 
steps you took in generating the trace file. If your trace was too restrictive, you 
may need to repeat it with different settings. Common mistakes include the wrong 
selection of the trace type or trace level, or turning on a driver that affects a 
downstream driver. After you regenerate the trace file, review the new results by 
following the steps above.

Identify the Error and Its Cause

A careful reviewed of the trace files should give you a pretty good idea of what 
the error is and what might be causing it. Here are some questions to ask to further 
isolate the cause:

• Application.  Is there a problem with the application, its setup, or how it 
interacts with eDirectory?

• Driver.  Is there an issue with the driver itself in how it is designed to handle 
different event types?

• eDirectory.  Could there be eDirectory issues that may be causing the 
problems? (Examples include time synchronization issues, stuck obituaries, 
or incorrect replica placement.)

• Rules.  Is there a rule that may be misconfigured that is causing the error?

• Stylesheets.  Is there a stylesheet that is not written with sound logic?

• Environment (network infrastructure and so on).  Could there be 
communication issues that are causing events to be missed or corrupted?

For help on any error messages, refer to Novell’s support knowledgebase at 
http://support.novell.com.

There have been instances where the issue identified is a fundamental flaw in the 
DirXML solution design. There have also been instances where the issue is a 
simple oversight in the implementation. If the issue is related to custom code in 
the DirXML implementation, you should review your findings with the developer 
of the solution.

Identify Possible Solutions

In DirXML there are many different ways to achieve a specific task. At this stage, 
you need to determine the different feasible solutions, understand each possibility, 
and determine the best candidate to be tested and implemented.
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• Identify all possible solutions for resolving the issue. Document the pros and 
cons of each one.

• Identify the ramifications of each resolution. Changes in DirXML can be 
devastating if not carried out methodically. You must understand how a 
change in one area of DirXML can impact other drivers, applications, or other 
event types. From this you can appreciate the importance and requirement of 
carrying out end-to-end testing.

• If the issue is a fundamental design flaw in the DirXML implementation, be 
sure that the appropriate individuals are notified and involved in the 
resolution. In many scenarios, this will involve the developers of the custom 
code.

• All appropriate and qualified individuals must be involved to determine the 
proper solution. It is very helpful to recruit someone who understands the big 
picture.

• If the DirXML implementation involves many different applications and 
drivers, make sure you plug your resolution into the overall picture. (Again 
you can see the need for end-to-end testing.)

• Select the most appropriate solution to be tried. We cannot stress enough how 
important it is to test, test, and test some more before making final changes to 
the production environment.

DirXML Troubleshooting Example

To help bring together all the things you have learned thus far in this AppNote, 
let’s work through an example of resolving an actual DirXML issue. The example 
scenario is this: Customer XYZ contacts you and reports that an error is occurring 
in their DirXML implementation. You are being asked to help troubleshoot a 
DirXML issue in an environment that you are not familiar with.

1. You ask the customer to describe the error. (You are trying to “Identify the 
General Issue.”)
The customer explains that they sometimes receive a -609 error when 
creating users.

2. You ask yourself: Does this error give me any ideas at this point?
You know that the -609 error means Missing Mandatory Attributes. 
However, at this point you don't know what drivers are in use or why the 
error is intermittent.  Since you don't yet have enough information, you must 
ask more questions.

3. You ask the customer to describe their environment and the current driver 
functionality.  (You are gathering the required information for the 
“Understand the DirXML Environment” and “Understand the General 
Driver Functionality” stages.)

From the customer you learn the following:
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• The platform is NetWare 5.1 and DirXML 1.0.

• The eDirectory-to-eDirectory mirror driver is being used.

• No custom stylesheets have been implemented.

You also ask for exports of the drivers. Since the eDirectory-to-eDirectory 
driver is being used, two drivers are involved: one in each tree. Therefore 
you receive two reports.

4. You ask yourself: Am I ready to capture trace files at this point? (You are 
entering the “Generate Trace Files” stage.)

Since you don’t yet know much about the problem, other than that it occurs 
“sometimes,” you ask the customer for a more detailed description of when 
the error occurs. You learn that User objects created in Tree-A are not 
created in Tree-B. However, User objects created in Tree-B are created in 
Tree-A. User object modification works both ways with no errors.

5. You ask yourself: What trace type and level are needed?
Since the error only occurs when creating users in Tree-A, you determine 
that you need to capture a trace of a user being created in Tree-A, from both 
Tree-A and Tree-B. Since there is no XSLT, you only need the DVRS flag. 
The trace level should be set to 3 to capture all the information in the trace.

6. You generate the appropriate trace files, based on the above criteria.

7. You now go through the trace files looking for pertinent information (the 
“Review the Trace Files” stage).

Here is a portion of the trace file generated for Tree-B:

<nds dtdversion="1.1" ndsversion="8.5">
<source>

<product version="1.1">DirXML</product>
<contact>Novell, Inc.</contact>

</source>
<input>

<add class-name="User" src-dn="\TREE-A\novell\Users\JDoe">
<add-attr attr-name="CN">

<value>JDoe</value>
</add-attr>

</add>
</input>

</nds>
Driver = \TRE-B\novell\servers\driver-set\NDSToNDS - Mirror

Channel = publisher
Object = \TREE-A\novell\Users\JDoe (\TREE-B\novell\users\JDoe)

Message = createEntry: -609 ERR_MISSING_MANDATORY

In reviewing this trace file, you first find the -609 error (in bold above). You 
notice that what seems to be causing the error is that the XML Add document 
being submitted to the engine is missing the <Surname> attribute.
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Since you’re dealing with an eDirectory-to-eDirectory implementation, both 
drivers should have the same required attributes. The <Surname> attribute 
was certainly there when the user was created in Tree-A. So from this you 
infer that something between the create in Tree-A and Tree-B is removing 
the <Surname> attribute.

8. You ask yourself: Do I have any ideas as to how to proceed?

Since filters are generally used to remove specific attributes, a logical next 
step would be to check the filters. The error only occurs when creating user 
objects in Tree-A, so you should check the Subscriber filter in Tree-A and 
the Publisher filter in Tree-B.

You could also check the trace file above (from Tree-B) and see if the initial 
document has the <Surname> attribute. If it does, that would indicate the 
Tree-B Publisher filter removed it. If the initial document doesn’t have the 
<Surname> attribute, you can conclude that the Subscriber Filter in Tree-A 
removed it.

9. You review the beginning of the trace file from Tree-B to confirm which 
filter may be causing the problem.

TRACE:  NdsToNds Publisher - NDSToNDS - Mirror: Receiving...
TRACE:  NdsToNds Publisher - NDSToNDS - Mirror: Received.
TRACE:  NdsToNds Publisher - NDSToNDS - Mirror: XML Document:
TRACE:  
<nds dtdversion="1.1" ndsversion="8.5">

<source>
<product version="1.1">DirXML</product>
<contact>Novell, Inc.</contact>

</source>
<input>

<add class-name="User" src-dn="\TREE-A\novell\Users\JDoe">
<add-attr attr-name="Surname">

<value>Doe</value>
</add-attr>
<add-attr attr-name="CN">

<value>JDoe</value>
</add-attr>

</add>
</input>

</nds>
TRACE:  Receiving DOM document from app

From this you see that the <Surname> attribute was present in the initial Add 
document that Tree-B received. You conclude that the problem must be in 
the filter of the Publisher channel in Tree-B.

10. To confirm whether your assumption is correct, you now check the Publisher 
filter in Tree-B (see Figure 10).
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Figure 10: Checking the Publisher filter.

From the Publisher Filter image, you learn that the <Surname> attribute is in 
the filter, and therefore your assumption is wrong. You must now review the 
trace files that include the capturing of XSLT information.

11. You carefully review the trace file from the beginning and find the following 
lines in your trace file:

TRACE:  Applying input transformations
TRACE:  Applying input stylesheet
TRACE:  Applying stylesheet based rule
TRACE:  Rule stylesheet returned:

You notice the line “Applying input stylesheet” which indicates that an input 
stylesheet is in place, since it is being executed. The customer told you there 
are no custom stylesheets in place, yet here you see that DirXML is applying 
an input transformation stylesheet.

12. You now review the driver export of Tree-B, where you find the following 
input transformation rule:

<?xml version="1.0" encoding="UTF-8"?>
<xsl:stylesheet version="1.0" 

xmlns:xsl="http://www.w3.org/1999/XSL/Transform">
<xsl:template match="/">

<xsl:apply-templates select="node()|@*"/>
</xsl:template>
<xsl:template match="node()|@*">

<xsl:copy>
<xsl:apply-templates select="node()|@*"/>

</xsl:copy>
</xsl:template>
<xsl:template match="add-attr[@attr-name='Surname']"/>

</xsl:stylesheet>
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The statement <xsl:template match="add-attr[@attr-name='Surname']"/> matches 
on the event of adding an attribute that has an attribute name of “Surname” 
and then does nothing. (For those who are familiar with XSLT, this is how 
you would go about stripping the Surname attribute from a XML document.) 
So it is this line in this stylesheet that is removing the Surname attribute from 
the XML document and is thereby causing the -609 error. You have now 
identified the cause of the problem (thus completing the “Identify the Error 
and Its Cause” stage)!

13. You now proceed to “Identify Possible Solutions” for this issue.

As with any problem, there can be many different solutions. For the problem 
you have identified there are two solutions, each with its pros and cons.

• One solution would be to remove the offending template from the Input 
Transformation Rule.

Pro: This would eliminate the root cause of the surname being stripped 
from the Add document.

Con:  Unless you know why the template was placed there to begin with, 
you can’t simply remove it. Doing so without understanding why it was 
there could introduce other issues.

• A second solution would be to synthesize or build the Surname from 
another attribute. There are different ways to do this; one method would 
be to try to deduce the Surname from the CN.

Pro:  This solution really has no pros, even though it can solve the 
problem.

Con:  Since you don’t know why the template was placed in the stylesheet, 
any type of workaround could have other ramifications that might 
introduce a new set of problems. In addition, this particular solution isn’t 
the most efficient since it would require significant recoding to fix a 
seemingly simple issue.

Unless you are the developer who was involved in the initial implementation, 
or someone who thoroughly understands the environment, you’re probably 
not the individual best qualified to implement either of these possible 
solutions—especially because you don’t know what the initial intention was 
of having that template statement in the stylesheet.

14. You contact the developer and implementation team that initially set up the 
environment and engage in a discussion to determine the best possible 
solution. Once you have the solution, you perform end-to-end testing before 
making changes to the production environment.

Hopefully by going through this example, you have observed the natural 
progression through the stages of the DirXML troubleshooting methodology.
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Conclusion

This AppNote has reviewed the different tools commonly used to troubleshoot 
DirXML issues, introduced a DirXML troubleshooting methodology, and 
presented an example troubleshooting scenario. A follow-up AppNote will 
expand on what you have learned, providing additional details on how to 
effectively read a DirXML trace file.

Copyright © 2002 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.
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their respective companies or distributors.
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Implementing a Utility for 
Searching Windows Executable 
Files on NetWare

K.S. Venkatram
Net Solutions Support
Novell, Inc.
kvenkatram@novell.com

One ubiquitous requirement for network administrators is the ability to obtain a 
software inventory of applications and files stored on NetWare servers. A useful 
tool to boost manageability in this area would be a utility that lets you search files 
for specified text or text patterns. A major challenge in developing such a utility is 
overcoming limitations in searching binary executable files for vendor and 
version information. This AppNote describes the creation of a simple 
WINVER.NLM utility that extracts this type of information from files that 
conform to Microsoft’s Portable Executable (PE) format.

Contents:

• Introduction
• Programming Considerations
• Overview of the Portable Executable Format
• Running WINVER.NLM
• Marketability Issues
• Conclusion

Topics application development, software inventory, 
WINVER.NLM utility

Products NetWare SDK

Audience application developers

Level intermediate

Prerequisite Skills familiarity with C and NLM programming

Operating System NetWare 5.x and 6.0

Tools none

Sample Code yes
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Introduction

Considering the popularity of Microsoft products in today's computing 
environments, it is not uncommon to find a number of Microsoft applications on 
NetWare servers. When it comes time to produce an inventory listing of 
applications installed on each server, however, many network administrators 
resort to a labor-intensive manual process of listing all executable files and then 
hunting through each vendor's documentation to find the exact product name, 
version, and so on. Most agree it would be much easier if there were a program or 
utility that could extract this information programmatically.

Like most software applications, Windows executables embed some version 
information into their respective binary files. Microsoft’s Resource Editor 
supports the embedding of vendor name, product name, product version, 
copyright, and file version in Windows .EXE and .DLL files. Similarly, linkers 
for NetWare Loadable Module (NLM) programs support the association of some 
file version and copyright information with the respective NLM file. Yet despite 
the existence of vendor/version information in binary files, it is not an easy task to 
retrieve this information programmatically—especially for cross-platform files.

The purpose of this AppNote is to remove some of the obstacles to interpreting the 
file format of Windows executable (.EXE and .DLL) files. Specifically, it outlines 
the Portable Executable (PE) file format Microsoft has developed for Windows 
16- and 32-bit application executables and demonstrates how to extract the 
desired information in a simple NetWare-based utility named WINVER.NLM. 
After describing the utility’s operation and showing some sample output, it 
addresses some marketability issues for incorporating similar functionality in 
commercial or in-house software development.

Programming Considerations

Microsoft’s PE file specification supports proprietary Win32 SDK APIs that can 
be used in Windows applications to retrieve version information. However, 
Windows files stored on a NetWare server are cross-platform in nature to any 
NetWare application, and Microsoft’s proprietary SDK does not provide APIs to 
run explicitly on the NetWare operating system. This rules out the use of the 
Microsoft APIs to read version information from a Windows file within a 
NetWare application.

Fortunately for NLM developers, the same thing is achievable using regular ANSI 
C APIs for memory and file I/O. The WINVER utility described in this AppNote 
was written in the C language and implemented as an NLM. The pattern searching 
is done using embedded version information in .EXE and .DLL files. The details 
necessary to accomplish this were obtained from official Microsoft 
documentation on the PE file format.
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Overview of the Portable Executable Format

Microsoft’s Portable Executable (PE) file format was originally designed to be a 
standard executable format for use on all Windows operating systems on all 
supported processors. As such, it is used by all Win32-based operating systems, 
including Windows NT/2000, Windows 9x, and even Win32s. It is termed 
“portable” because implementations of Windows NT on all supported platforms 
such as Intel 386 or later and compatible processors, MIPS, and Alpha use the 
same executable format. The PE format was recently updated to support 64-bit 
Windows as well.

Note: The PE file format is an extension of the Common Object File Format (COFF) 
developed for VAX VMS and UNIX environments.

The following table shows the overall layout of a PE file to give you an overview 
of the various components. The table should be read from the bottom up.

The following sections briefly describe the PE file components we are most 
interested in—namely, the PE Header, the Section Table, and the Resources 
(.rsrc) section. A detailed explanation of every PE file component is beyond the 
scope of this AppNote. Readers who desire more information should consult the 
references listed at the end of this AppNote.

PE File Components Comments

Unmapped data Remaining sections, COFF information, and rest of 
layout

.reloc section Section holding table of base relocations for the 
loader

.edata section Section containing information about the exported 
functions and data

.idata section Section containing information about imported func-
tions and data 

.rsrc section Resources section containing raw resource data such 
as icons, bitmaps, and dialogs

.CRT section Initialized data section

.bss section Uninitialized static and global variables section

.data section Initialized data section

.text section Default section for code

Section Table Contains an array of IMAGE_SECTION_HEADERS

Data Directory 
<IMAGE_OPTIONAL_HEADER>

Part of IMAGE_NT_HEADERS

IMAGE_FILE_HEADER Part of IMAGE_NT_HEADERS

PE Header Part of IMAGE_NT_HEADERS

MS-DOS Header Start or Offset 0
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PE Header

The PE Header is the primary location where specifics of the PE file are stored. It 
contains information such as the Signature field, the location and size of code and 
data areas, and the resource data itself. The header also includes details as to what 
operating system and CPU the executable file is intended to be used with. 

In writing WINVER.NLM it was necessary to devise an approach to traverse this 
header. Some of the data structures to be used in the implementation can be found 
in Microsoft's Win32 SDK header file (WINNT.H).

Section Table

Between the PE Header and the raw data for the executable’s image section lies 
the Section Table. This is an array of IMAGE_SECTION_HEADER structures. 
The number of elements in the array is identified by the member IMAGE_NT_ 
HEADERS -> IMAGE_FILE_HEADER -> Number of sections. 

Note: The sections in the image are sorted by their starting address instead of by name.

The following code snippet illustrates the traversal of the Section Table.

// Search for the .rsrc section
while ( !res.bResFound && ( res.nSecIndex < res.FileHeader.NumberOfSections ) )
{
memset ((void *) &res.sectionHeader, 0, sizeof( res.sectionHeader ) ) ;
res.lBytes = read ( res.hFile, &res.sectionHeader, sizeof( res.sectionHeader ) )
;
if ( res.lBytes != sizeof( res.sectionHeader ) ) {
#ifdef DEBUG

ConsolePrintf ( "(DEBUG) Winver.nlm: Unable to read version information
as an internal error occurred in reading section %u from file %s.\n",

res.nSecIndex,
res.szFile ) ;

#endif
goto ERROR_FILE ;

}
#ifdef DEBUG

ConsolePrintf ( "(DEBUG) Winver.nlm: %s resource information, found
Section %s.\n",

res.szFile,
res.sectionHeader.Name ) ;

\#endif
if ( !strcmp ( ".rsrc", (char *)res.sectionHeader.Name ) ) {

res.bResFound = TRUE ;
break ;

}
res.nSecIndex++ ;

}
ERROR_FILE :….



S e p t e m b e r  2 0 0 2

83

D
ev

el
op

er
 N

ot
es

Resources Section

The Resources (.rsrc) section of the PE file contains the resources we are 
interested in. The typical resources for a Windows application are menus, dialogs, 
icons, string tables, and version information. Each of these resources has its own 
individual format. To retrieve information about a resource, you must successfully 
navigate the resource directory hierarchy, which consists of a master (root) 
directory and subdirectories, much like the file system on a hard disk. The 
subdirectories contain subdirectories of their own, within which the resource data 
is stored.

In the PE file, the root directory and all subdirectories are of type IMAGE_ 
RESOURCE_DIRECTORY. Following the IMAGE_RESOURCE_DIREC- 
TORY structure is an array of IMAGE_RESOURCE_DIRECTORY_ ENTRY 
structures. A directory entry can point to either another subdirectory (another 
IMAGE_RESOURCE_DIRECTORY) or to an IMAGE_RESOURCE_DATA_ 
ENTRY. The resource data entries describe the resource data embedded in the 
file, including the embedded version resource information we are interested in.

Running WINVER.NLM

WINVER.NLM is a simple NetWare command-line utility that takes as input a 
Windows file name and returns the version information embedded in it. This 
AppNote does not describe the intricacies involved in actually searching specific 
NetWare volumes or paths for Windows files matching input search clauses, due 
to the lengthy nature of such a discussion.

The WINVER.NLM utility can be downloaded from Novell’s Cool Solutions 
Web site at http://www.novell.com/coolsolutions/tools/1404.html. The utility can 
be run on servers running NetWare 5.x or 6.0.

To get online help information about the command-line options for 
WINVER.NLM, switch to the NetWare system console and type “WINVER /?”. 
The following table lists the options the user can choose from.

Option Usage

/f Used to specify the name (with full NetWare path) of the Windows 
executable file to be parsed by WINVER.NLM

/m Used to specify the nature of pattern matching to be applied; possible 
values are "equals" and "contains" (the default of "equals" is applied when 
no /m option is specified)

/c Used to specify the name of the company or vendor being searched for

/p Used to specify the name of the product/application being searched for

/v Used to specify the version of the product/application being searched for

/s Used to specify the volume or directory path to scan for Windows .EXE or 
.DLL files. All .EXE or .DLL files in this path will be searched for version 
information and reported if matches are found.
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Note: The /f option is the only mandatory option for WINVER; the remaining options 
can be used in any combination along with /f. If the pattern string that is to be 
searched for contains spaces, you must enclose the string within angle brackets 
("<" and ">").

Sample Usage and Output Results
Following are several examples of WINVER commands and the results displayed 
upon successful completion of each command. The directory structure and 
application files used in the examples are listed below:

SYS:\WINAPPS
SAMPLE.EXE

SYS:\WINAPPS\APPS_1
SAMPLE.DLL

SYS:\WINAPPS\APPS_2
SAMPLIB.DLL

Example 1.  WINVER /f sys:\winapps\SAMPLE.EXE

**********************************************************************
Windows File Name: SAMPLE.EXE, Path: sys:\winapps
Windows version found:

Company name: SAMPLE Corporation
Product name: SAMPLE Application
Product version: 1.0

Copyright: Copyright @
**********************************************************************

Example 2.  WINVER /f sys:\winapps\SAMPLE.EXE /m contains /c SAMPLE

**********************************************************************
Windows File Name: SAMPLE.EXE, Path: sys:\winapps
Pattern used: SAMPLE Pattern match: contains
Windows version found:

Company name: SAMPLE Corporation
Product name: SAMPLE Application
Product version: 1.0

Copyright: Copyright @
**********************************************************************

Example 3.  WINVER /f sys:\winapps\SAMPLE.EXE /p <SAMPLE Application>

**********************************************************************
Windows File Name: SAMPLE.EXE, Path: sys:\winapps
Pattern used: SAMPLE Application Pattern match: equals
Windows version found:

Company name: SAMPLE Corporation
Product name: SAMPLE Application
Product version: 1.0

Copyright: Copyright @
**********************************************************************

Example 4.  WINVER /f sys:\winapps\SAMPLE.EXE /v 1.0

**********************************************************************
Windows File Name: SAMPLE.EXE, Path: sys:\winapps
Pattern used: 1.0 Pattern match: equals
Windows version found:

Company name: SAMPLE Corporation
Product name: SAMPLE Application
Product version: 1.0
Copyright: Copyright @

**********************************************************************
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Example 5. WINVER /s sys: /m contains /c SAMPLE

**********************************************************************

Windows File Name: SAMPLE.EXE, Path: sys:\

Windows version found: Pattern match: contains

Company name: SAMPLE Corporation

Product name: SAMPLE Application

Product version: 1.0

Copyright: Copyright @

**********************************************************************

**********************************************************************

Windows File Name: SAMPLE.EXE, Path: sys:\winapps

Windows version found: Pattern match: contains

Company name: SAMPLE Corporation

Product name: SAMPLE Application

Product version: 1.0

Copyright: Copyright @

**********************************************************************

**********************************************************************

Windows File Name: SAMPLE.DLL, Path: sys:\winapps\apps_1

Windows version found: Pattern match: contains

Company name: SAMPLE Corporation

Product name: SAMPLE Dynamic Link Library

Product version: 1.0

Copyright: Copyright @

**********************************************************************

**********************************************************************

Windows File Name: SAMPLIB.DLL, Path: sys:\winapps\apps_2

Windows version found: Pattern match: contains

Company name: ABC & SAMPLE Corporation

Product name: ABC Dynamic Link Library

Product version: 1.0

Copyright: Copyright @

**********************************************************************

Marketability Issues

In general terms, the market that exists for this kind of cross-platform pattern- 
based search functionality encompasses storage administration, licensing, and 
content management solutions for Windows applications on NetWare servers. At 
present, these areas are still evolving. Hopefully the information provided in this 
AppNote and the sample WINVER.NLM utility will help spark the necessary 
innovation to meet manageability expectations in future development efforts. For 
now, here are some ideas to get your creative juices flowing.

Readers familiar with Novell Licensing Services (NLS) may recall that when 
using the NetWare Administrator (NWAdmin) utility to create a license certificate 
for a Windows application, you had to manually enter the vendor name, product 
name, and product version associated with the application. The WINVER utility 
demonstrated in this AppNote could help automate or simplify this task.
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Another possibility that deserves mention is the potential of integrating such 
functionality into a browser-based management tool. The output of the WINVER 
utility need not remain local to a server; it could also be split into packets and 
redirected across the network to a remote management tool such as the NetWare 6 
Remote Manager utility.

For interested readers, the ZENworks for Servers 3 Inventory product showcases 
the retrieval of version information from Windows .EXE files on NetWare servers 
to report enhanced software inventory. For more information, see the product 
Web site at http://www.novell.com/products/zenworks/servers.

Conclusion

This AppNote has introduced WINVER.NLM, a NetWare-based utility for 
obtaining vendor and version information that is contained within Windows 
executable files stored on NetWare servers. Developers of software applications 
are encouraged to embed version information into their applications, as well as 
publish documentation and accompanying APIs, to assist in efforts to simplify the 
process of locating version information and thereby easing the overall task of 
application management/inventory.

Additional References

For additional information about the Portable Executable (PE) file format and 
other concepts discussed in this AppNote, refer to the following resources:

• “An In-Depth Look into the Win32 Portable Executable File Format, Parts 1 
and 2” by Matt Pietrek, MSDN Magazine, February and March 2002 issues, 
available online at http://msdn.microsoft.com/msdnmag. 

• PEDUMP and DLGDUMP utilities (with source code) available from 
Microsoft's developer site at http://msdn.microsoft.com. Additional 
information and alternate download sources can be found at Matt Pietrek’s 
Web site at http://www.wheaty.net.

• Windows 95 System Programming Secrets by Matt Pietrek  (Although this 
book is out-of-print, I list it here because it was the main reference I consulted 
in constructing WINVER.NLM without the use of the Win32 SDK. If you can 
find a used copy somewhere, I highly recommend this book.)

Copyright © 2002 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
their respective companies or distributors.
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How to Build J2EE Applications 
Using Novell Technologies: Part 5

J. Jeffrey Hanson
Chief Architect
Zareus Inc.
Jhanson583@aol.com

This AppNote is the fifth in a series that outlines a platform and methodology for 
Java 2 Platform Enterprise Edition (J2EE) application development on NetWare 
using a service-oriented architecture. In this AppNote, we will learn more about 
JMX (Java Management Extensions) and present some of the other services that 
JMX offers to empower our platform. We will then further explore the 
JMX-enabled kernel introduced previously. 

Contents:

• Introduction

• More About JMX

• Promoting the Kernel

• Conclusion

Topics Java application development, J2EE, Java Management 
Extensions (JMX)

Products Java 2 Enterprise Edition

Audience developers

Level intermediate

Prerequisite Skills familiarity with Java programming

Operating System n/a

Tools none

Sample Code yes
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Introduction

This is the fifth in a series of AppNotes outlining a platform and methodology for 
Java 2 Platform Enterprise Edition (J2EE) application development on NetWare 
using a service-oriented architecture. 

In the previous AppNote we introduced a JMX-enabled kernel for our platform. 
We also delved deeper into the business tier and explained how our services 
interact with the kernel. In this AppNote, we will learn more about JMX and 
present some of the other services that JMX offers to empower our platform. We 
will then further explore the JMX-enabled kernel introduced previously.

More About JMX

The JMX specification is divided into three levels: instrumentation, agent, and 
distributed services. This allows different parts of the specification to be 
individually utilized by different developers.

• The instrumentation level contains items that allow management applications 
to communicate with JMX agents. This level contains managed beans 
(MBeans) and their manageable resources. An MBean is anything that can be 
represented as a Java object.

• The agent level provides technologies to build management agents. This level 
contains agents and their MBean servers, as well as appropriate services. It 
manages the communications, storage, and lifecycle of the MBeans.

• The distributed services level contains parts that allow management 
applications to communicate with JMX agents. This level contains protocol 
adapters and connectors, as well as distributed notifications. It enables remote 
clients to connect to agents.

Following are some notable benefits of JMX:

• Transparent handling of remote communications between clients and servers

• Real-time monitoring and resource reloading

• Hot-deployment of resources

• Enabling the use of generic administration tools to manage components at 
runtime

• Eliminating the need for manual administration of multiple configuration files 
and property files
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Agent Services

The agent level stores data about managed resources and basic common 
management interfaces used by JMX-managed systems. This level provides a way 
to implement management agents, which control resources and make them 
available to management applications.

A JMX agent is a Java process that provides a set of services for managing a set of 
MBeans. An agent provides remote management application access to all 
registered MBeans, and is the center of the JMX framework. The agent also 
provides additional services, which are registered MBeans, so they can also utilize 
and benefit from the JMX framework.

An agent must perform certain mandatory services and can also contain other 
optional services. Management operations are performed by agents on MBeans 
registered in an MBean server; they are often implemented as MBeans 
themselves, and can also be controlled by an MBean server.

The following table lists the agent services of the JMX specification.

Relationships

The JMX specification defines instrumentation and management of resources 
(such as components, services, configuration files, applications, and so on) by 
providing an architecture consisting of a set of patterns and a framework of APIs. 
Management of resources (known as Mbeans) is standardized by the JMX 
specification, which unifies them within an open and extensible architecture. JMX 
separates management interfaces from implementation details; thus it promotes 
efficient object-oriented practices.

Notifications

In the JMX model, MBeans are allowed to broadcast notification events. The 
JMX event model is similar to the JavaBeans event model, because objects 
register as listeners with an MBean to receive events that are transmitted by the 
MBean.

Service Description

Dynamic class loading Retrieves and instantiates new classes from an arbitrary location specified by a 
URL using the M-Let (management applet).

Monitors Observes an MBean’s attribute values at specified intervals and notifies other 
objects if target conditions, called gauges, have been satisfied.

Timers Provides a scheduling mechanism that triggers notifications at certain pre-
defined intervals, or specified dates and times.

Relations service Enables user-defined associations between MBeans using roles and maintains 
consistency of all relations by checking MBean operations to ensure validity. 
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The MBean notification model expands on the JavaBeans event model, as the 
MBean notification model enables a listener object to register once with a 
broadcasting MBean and receive all events transmitted by the broadcasting 
MBean. Notification events can be transmitted by MBeans and by an MBean 
server.

The JMX notification model defines the following components:

• Notification class, which extends the java.util.EventObject class, to indicate 
any type of notification event.

• NotificationListener, which extends the java.util.EventListener interface, 
which is implemented when objects desire to receive notification events 
transmitted by MBeans.

• NotificationFilter, which extends the java.io.Serializable interface, 
implemented by objects that serve as filters for notification events, allowing 
notification listeners to filter notification events transmitted by an MBean.

• NotificationBroadcaster, implemented by an MBean that transmits 
notification events, defining methods that allow objects to register as listeners 
with an MBean. The broadcasting MBean can also return information about 
the notification events.

Distributed Services

The distributed services level concerns itself with how remote clients connect to 
agents. It defines entities that operate on agent-level components. Remote 
management tools gain access to an agent using any number of communication 
protocols. Some common protocols used by remote agents include SNMP, HTTP, 
SOAP, RMI/IIOP, JMS and others. A client running in a different process or on a 
different machine can manipulate an agent and the MBeans registered with it once 
the agent has made itself available remotely.  

Agents that use an HTTP interface allow management applications to control 
them using a Web browser, which can be very advantageous if an agent resides 
behind a firewall. Agents that provide SNMP support allow many existing 
network management tools, such as IBM’s Tivoli, to control them and the 
MBeans they contain. This allows companies to benefit from the investment they 
have made in training existing employees on these tools.

Some of the components provided by the distributed level include:

• Protocol adaptors, providing the means for the clients of the protocols to 
interact with the agents using semantics of each given protocol. Examples are 
HTML and SNMP.

• Connector components, providing transparent interaction between 
management applications and an agent. “Transparent interaction” means the 
interaction behaves in the same fashion whether the agent is local or remote.
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• Manager components, controlling multiple agents and providing security for 
the transactions taking place between them.

An agent relies on protocol adaptors and connectors for accessing management 
applications outside of the JVM in which it resides. Each protocol adaptor offers 
unique views of an agent over the specified protocol. Connectors rely on a client 
and server component that is unique to the given protocol, but expose the same 
interface to a client allowing access to the agent regardless of the underlying 
protocol. Both protocol adaptors and the server components of connectors act as 
liaisons between agents and remote management applications.

An agent must provide at least one protocol adapter or connector in order to be 
accessed remotely. However, an agent can provide multiple protocol adaptors or 
connectors to any number of heterogeneous management applications 
simultaneously. Protocol adaptors and connectors are usually implemented as 
MBeans, allowing the same benefits that manageable resources enjoy, such as hot 
deployment, runtime modifications, and others.

Protocol Adapters

Protocol adapters allow management applications to access an agent and 
manipulate it using any given protocol that the adapter supports, such as HTML, 
SOAP or SNMP. They use a given protocol to provide a management view of the 
JMX agent.  Protocol adapters provide views of the agent and the agent’s MBeans 
suitable for a given protocol, such as a Web browser view for an HTML adaptor. 
Protocol adaptors are used when management applications rely on a specific 
protocol, such as legacy applications.

Connectors

Connectors are used to connect an agent with remote management applications 
over a variety of protocols. Connectors consist of a server component in the agent 
and a connector client in the management application. All connectors for a given 
agent expose the same Java interface, allowing applications to choose the 
interface that most precisely fits the needs of the application. As the management 
application changes over time, the connector used by the application can 
automatically change without modifying the code in the application or the agent.
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Figure 1: A typical use of protocol adaptors and connectors.

Promoting the Kernel

Our kernel uses JMX to manage all components. Each component registered with 
our kernel automatically becomes manageable by any JMX-aware management 
tool. To provide a registry and lifecycle manager for services, we will use the 
MBean server and the agent’s relations service. These two entities will collaborate 
to form a bond between the business services and the kernel.

The kernel uses JMX to provide structure for services to be added, removed, and 
updated dynamically. The kernel also provides a means to create inter-service 
relationships, by providing a “sandbox” where each service plays. This ensures 
that the services behave in a well-defined, secure, and efficient manner.

The following code sample demonstrates the fundamental features for starting our 
kernel, registering services, removing services, and invoking operations on a 
service.

import java.util.*;
import java.lang.reflect.*;
import javax.management.*;

Resource 2 Resource 3Resource 1

Agent Level

MBean Server

Connector/
Server

Protocol
Adapter

MBean
Interface

MBean
Interface

MBean
Interface

Java CallRMI HTTP

Remote Manager Local JVM Web Client

Connector/Client

Application Application

Local Application Web Browser
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public class Kernel
{

public static final String OUR_DOMAIN = "J2EEonNetWare";

private HashMap services = new HashMap();
private MBeanServer mbeanServer = null;

public static void main(String[] args)
{

Kernel kernel = new Kernel();
}

public Kernel()
{

ArrayList list = MBeanServerFactory.findMBeanServer(null);
if ((list == null) || (list.size() == 0))
{

mbeanServer = MBeanServerFactory.createMBeanServer(OUR_DOMAIN);
}
else
{

mbeanServer = (MBeanServer) list.get(0);
}

}

private void registerMBean(Object resource, String name)
throws Exception

{
ObjectName objectName = new ObjectName(OUR_DOMAIN, "service", name);

mbeanServer.registerMBean(resource, objectName);
}

public Object invokeService(String serviceName,
String operationName,
Object[] args,
Class[] parameterTypes)

throws Exception
{

Object retval = null;

Object service = services.get(serviceName);
if (service == null)
{

throw new Exception("Unable to find service: " + serviceName);
}
else
{

Method method = service.getClass().getMethod(operationName,
parameterTypes);

if (method == null)
{

throw new Exception("No such operation: " + operationName
+ ", for service + " + serviceName);

}
else

retval = method.invoke(service, args);
}

return retval;
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}

private void registerService(String name, Object service)
throws Exception

{
registerMBean(service, name);

}

public void addService(String name, Object service)
throws Exception

{
registerService(name, service);
services.put(name, service);

}

public Object removeService(String name)
{

return services.remove(name);
}

}

Conclusion

In this AppNote, we further explored the platform kernel in relation to services 
that JMX offers to empower our platform. In the next AppNote in this series, we 
will see how the platform interfaces with the data tier and how we can build 
data-access components in a highly flexible and robust manner.

For Additional Information

For more information about the technologies discussed in this AppNote, refer to 
the following resources:

• For general information about Java and the JMX management platform, see 
http://java.sun.com/products/JavaManagement/index.html.

• For Novell-specific Java programming information, see 
http://developer.novell.com/ndk.

• For information about Zareus and its products for building enterprise 
applications for the J2EE, Web Services, and xInternet environments, visit 
http://www.zareus.com.

Copyright © 2002 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
their respective companies or distributors.
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Customizing Views in 
ConsoleOne

Kevin Burnett
Senior Research Engineer
Novell AppNotes

This month, in our continuing discussion of Console- 
One, we will look at customizing views with the many 
options available in ConsoleOne. You can customize 
views in the left and right ConsoleOne panes in 
various ways. 

For example, you have the flexibility of selecting a 
different object other than My World to be at the top of 
the left pane. You also have the ability to adjust the 
column width in the right pane. In addition, you can 
show or hide the view title in the right plane. Lastly, in 
an eDirectory tree, you can filter objects from view in 
the right pane.

Note: Most of the customizations to the left and right 
pane of ConsoleOne are lost when you exit Console- 
One. Only the window size, position, and view title 
are saved.

Let’s look at three common customization tasks:

• Setting the 
Top Object in 
the left pane

• Showing or 
hiding the 
View Title in 
the right pane

• Adjusting the 
column width 
in the right 
pane

Setting the Top Object in the Left Pane
The steps below show how to set three different types 
of objects as the Top Object.

Figure 1 shows the menu you get by right-clicking the 
container you want to make the top object. Selecting 
the “Set As Root” option will make the container the 
top object, as shown with my server’s DNU_TREE 
object in Figure 2.

Object to Set at 
the Top Steps

A container that’s 
below the current 
top object

1. Right-click the container.
2. Select the “Set As Root” 

menu option.
3. The selected container 

will now be your Top 
Object.

A container that’s 
above the current 
top object

1. Double-click the arrow 
graphic in the left pane 
until the object appears.

2. The selected container 
will now be your Top 
Object.

My World 1. Right-click the arrow 
graphic in the left pane.

2. Click the “Show My 
World” menu option.

3. My World will now be the 
Top Object.

Figure 1: Menu with “Set As Root” option.
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Suppose you want to select a container that is above 
the current top container in order to make it your top 
object. (Of course, this assumes that you have a 
container at some point down lower in your tree 
currently selected as the top object.) In my case, 
clicking the arrow graphic twice will allow me to select 
the NDS conteiner as my top object, as shown in 
Figure 3.

What if you want to have My World as your top object 
again? There are two ways of doing this. First, you can 
keep double- 
clicking the arrow 
graphic until My 
World is once 
again the top 
object. The 
second method 
requires right- 
clicking the arrow 
graphic in the left 
pane and selecting 
the “Show My 

World” menu option, 
as shown in Figure 4.

Showing or 
Hiding the View 
Title in the Right 
Pane
By default, the right 
pane contains the 
Console view. You 
can switch it to the 
Partition and Replica 
view, or to another 
view if one has been 
added by a snap-in. 
Regardless of which 
view the right pane 
contains, you can 
show or hide the view 

title at the top of the right pane.

Note: Your setting to show or hide the view title is 
saved and used the next time you start ConsoleOne on 
the same computer.

To show or hide the view, perform the following steps:

1. Select the View menu.

2. Select “Show View Title”.

Figure 2: Display of a new top object.

Figure 3: Changing the top object to a higher container.

You can switch it to the
Partition and Replica
view, or to another view if
one has been added by a
snap-in. 
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A check mark is added to or removed from the 
menu item, depending on whether the view title is 
being shown or hidden.

Adjusting the Column Width in the
Right Pane
Adjusting the column width in the right pane is a 
simple procedure. Perform the following steps to do 
this:

1. Move the mouse pointer to the margin between 
the first and second columns.

2. When the pointer changes to a sizing arrow, drag 
the column to the width you want.

Conclusion
This month we have discussed three ways in which you 
can customize views in ConsoleOne. Next month we 
will continue our ConsoleOne discussion by looking at 
managing user accounts in ConsoleOne.

What You Get in Novell’s 
Small Business Suite 6

Cyndi Riley
Novell, Inc.

Like large Fortune 1000 companies, small businesses 
want to harness the power of the Internet to become 
more responsive to the needs of their customers, 
partners and employees. For the small business owner, 
being able to access company data anywhere and 
at any time means capitalizing on new business 
opportunities.

Unlike large 
Fortune 1000 
companies, 
though, small 
businesses often 
don’t have the 
resources to 
manage their own 
IT needs. They 
often lack the 
financial means to 
constantly main-
tain or update 
their systems. 
More than 45% of 
small business 
owners feel that 
technology is 
inhibiting—not 
contributing 
to—their growth.

Enter Novell Small Business Suite 6
Novell Small Business Suite 6 makes the Internet an 
everyday business tool for small businesses. NSBS 6 is 
designed to be easy to use, with administration tools 
that make the entire network a snap to manage.

The Novell Small Business Suite 6 is a full-service 
bundle of high-performance, easy-to-use software 
solutions that instantly transforms each business into a 
fully networked powerhouse. NSBS 6 comes with 
products not only from Novell, but from third-party 
vendors as well. Here’s a list of what’s included.

Figure 4: Resetting My World as the top object.

More than 45% of small
business owners feel that
technology is inhibit-
ing—not contributing
to—their growth.
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Novell Components:

• NetWare 6

• iFolder (instant access to data from any location)

• iPrint (Internet printing)

• Native file access for Windows, Macintosh, and 
UNIX clients

• NetWare Remote Manager and NetWare 
WebAccess

• GroupWise 6

• E-mail, calendar, scheduling, and document 
management

• Wireless device support

• ZENworks for Desktops 3.2

• Application distribution, management, and 
recovery

• Workstation imaging and inventory management

• BorderManager Enterprise Edition 3.6

• Virtual Private Networking (VPN) services

• Firewall, proxy/cache, and remote access 

NSBS Tools and Enhancements:

• Simplified installation

• Novell Easy Administration Tool (NEAT)

• Novell Internet Connection Expert (NICE)

Third-Party Components:

• Tobit’s FaxWare (electronic faxing from the 
desktop)

• Network Associates’ NetShield and VirusScan 
(server and desktop virus detection and recovery)

• FatPipe Internet (modem pooling for a faster 
Internet connection)

The Details
Some of the greatest new features in NetWare 6 enable 
non-stop access to your business. NetWare 6 offers 
quite a number of solutions to help make your business 
happen. These include: 

Novell iFolder.The Internet connects almost every 
network in the world with every other network, but you 
can’t reach the files you have stored locally. So you 
have to constantly e-mail files to yourself (or copy 
them onto diskettes or CDs) so you can work on those 
files at home or on the road.

The Novell iFolder solution completely eliminates 
location as the most important aspect of file access. 
iFolder makes it possible for you to access your 
working files and applications from any machine 

through any Web browser. You simply put your 
folders in a single directory and access those folders 
any time, anywhere, using a browser-based device.

Novell iPrint. You travel a lot and often take your 
work with you. When you go to another office or to 
another network, you often face the frustrating aspect 
of seeing a printer you can’t print to because you don’t 
know the printer’s name or how to download the 
drivers to make the printer work. Another frustrating 
aspect happens when you want to get a document to a 
branch office but you don’t have the time to print it out 
and send it overnight.

Novell iPrint allows you to print over the Web through 
a simple Web browser. iPrint gives you a map of all the 
available printers, no matter where those printers are 
located. It lists what those printers can do—whether a 
printer collates, prints in color, prints transparencies, 
and so on.

What do you have to do to use iPrint? Just point at the 
printer you want to use and click—iPrint does the rest. 
The right drivers are downloaded automatically. With 
iPrint, you can see exactly where the printers are and 
print to them with no hassles. From your own office, 
you can even “see” printers in branch offices and send 
print jobs there, bypassing overnight mailing head-
aches and expenses. You don’t have to invest in new 
printers to make iPrint work—a big plus in today’s 
cash-tight economy—because iPrint IPP-enables most 
existing printers.

Native File Access. Many business have Macintosh 
or UNIX workstations in addition to Windows client- 
based machines. Typically, these workstations don’t 
share the network or its resources.

Native File Access lets you plug a Mac or a UNIX 
workstation directly into your network—right out of 
the box. You don’t have to install any additional client 
software onto the machine. The same is true if you are 
running just Windows clients—you don’t need to 
install a client to run these workstations either.

Novell eDirectory. The world’s most powerful 
directory is in the NSBS 6 box, and it’s the backbone 
of every business, no matter what the size. With 
eDirectory, you can manage people, devices, and 
network assets from a single point—the directory 
itself. You can create highly-defined user identities for 
employees, distributors, partners, and even customers, 
and dictate how they interact with their company. For 
security, you can decide who can do what (and who 
can’t do what) via the directory. You can even use 
eDirectory to build strong and competitive customer 
relationships by creating identities—storing prefer-
ences, demographics, and other critical business 
information.

Some of the greatest new
features in NetWare 6
enable non-stop access to
your business.
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NetWare Web Access. You can stay in constant 
touch with network services (applications, e-mail, 
administration, and so on) through any Web browser.

NetWare Remote Manager. You can remotely 
manage your entire network or hire someone else to do 
it for you.

Apache Web Server. Serve up everything from a 
few Web pages to an entire Web-based storefront with 
Apache Web Server. NSBS 6 also includes Tomcat 
Java Application Server and Pervasive SQL 2001.

Bonus: NetWare 6 is licensed for two servers in the 
box! Run GroupWise, the firewall, or anything else on 
that second server for up to 50 employees.

GroupWise 6 (Full Version). The latest version of 
Novell’s full-featured groupware offering provides 
communication and collaboration tools for the one Net 
environment. It delivers a comprehensive, integrated 
set of communication and collaboration tools.

• GroupWise Wireless - You can take GroupWise 
anywhere you go; access and use all the major 
e-mail, scheduling, and collaboration tools from a 
cell phone or PDA (any WAP-supported device).

• GroupWise Smart Caching - provides a local 
cache of GroupWise server data on your local 
workstation or laptop, making your entire 
messaging solution faster than ever.

• System health monitoring

• Support for multiple forms of encryption

• Native support for e-mail and other standards 
(IMAP4, POP3, SMTP, NNTP, LDAP, and so on)

• Integrates with Novell eDirectory—so you don’t 
have to create post office accounts by hand or 
manage them through a lot of other tools.

ZENworks for Desktops 3.2 (Full Version). 
ZENworks for Desktops 3.2 is a policy-based manage-
ment tool that simplifies network administration by 
leveraging the directory to automate and streamline 
desktop management. It includes:

• Workstation imaging 

• Workstation remote control - lets someone who 
knows how to address workstation or application 
problems take control to fix whatever’s broken.

• Policy and profile management and reporting 

• Hardware and software inventory 

• Centrally administered application distribution, 
management and updates—now you don’t have to 
manually install new applications, updates or the 
patches that keep applications stable. You can 

“push” everything out from the server onto the 
desktops. 

• Printer configuration from a central location 

• Remote help-desk utilities 

BorderManager Enterprise Edition 3.6 and VPN 
Services (Full Version). Novell BorderManager 
Enterprise Edition 3.6 includes powerful unified 
management features for convenient and consistent 
administration in all applications. The suite includes:

• BorderManager Firewall Services, a directory- 
based, security policy management tool designed 
to protect the confidential data stored on your 
private network and control user access to Intranet 
and Internet content.

• Proxy and Caching, which accelerate access to 
Internet and intranet content

• BorderManager Authentication Services, which 
allows remote access to your private network from 
the Internet without compromising security.

• BorderManager VPN Services, which allow 
remote users, organizations, customers, and 
suppliers appropriate and secure access to the 
confidential data on your private network. The 
NSBS 6 package also includes site-to-site VPN 
services for creating an inexpensive WAN link 
over the Internet. This is especially useful because 
the package includes two NetWare 6 server 
licenses and all of the software you need to 
connect into a private network over the Internet. 

Partner Products
Novell has included a selection of partner products that 
are designed to simplify, secur,e and accelerate the 
way you do business. These include:

• Network Associates’ VirusScan and NetShield - 
detect and remove the viruses that can bring down 
workstations and servers, or even businesses.

• Tobit’s FaxWare - allows you to efficiently send 
and receive fax documents electronically from a 
desktop (or laptop).

• FatPipe Internet - lets you share the power of your 
modems. This product allows you to multiplex 
two to four modem lines to the Internet from the 
server for a faster connection to the Internet.

You can get more details on all of the features that 
come with NetWare 6 at http://www.novell.com/ 
products/netware6.

ZENworks for Desktops
3.2 is a policy-based man-
agement tool that simpli-
fies network administra-
tion by leveraging the
directory to automate and
streamline desktop man-
agement.
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NDS Error Types

Kevin Burnett
Senior Research Engineer
Novell AppNotes

To successfully support Novell Directory Services, 
you need to understand the types of conditions that can 
cause an NDS error to occur.

First of all, a Novell error code is a hexadecimal or 
decimal number that is usually displayed within an 
error message for an application. When an error code is 
displayed, most often it indicates that a software or 
hardware error has occurred that does not allow 
eDirectory, NetWare, or some other Novell product to 
continue operating.

Many error codes display only a few digits of the hexa-
decimal error code. Often a number code is truncated 
to two digits, so it is not the actual decimal equivalent 
or the hexadecimal code.

Note: Some eDirectory error codes have several 
possible causes. 

The three types of NDS errors that can be received are: 
Informational Errors, Communication Errors, and Data 
Consistency Errors.

Let’s take a closer look at each of these.

Informational Errors
Informational errors are those errors that are returned 
to the requesting client to provide it with information. 
Here are some examples.

An outstanding operation is preventing a request from 
being processed. 

Some of the NDS error codes commonly returned due 
to this condition are: 

• ERR_PREVIOUS_MOVE_IN_PROGRESS 
(-637)

• ERR_PARTITION_BUSY (-654)

• ERR_SCHEMA_SYNC_IN_PROGRESS (-657)

• ERR_SKULK_IN_PROGRESS (-658)

• ERR_NEW_EPOCH (-665)

The requesting client does not have sufficient rights to 
perform the request.

Some of the NDS error codes commonly returned due 
to this condition are:

• ERR_NO_SUCH_ENTRY (-601)

• ERR_NO_SUCH_VALUE (-602)

• ERR_NO_SUCH_ATTRIBUTE (-603)

The information provided in the request is invalid, 
references a nonexistent object, or contains improperly 
formatted information (such as object names). 

Some of the NDS error codes commonly returned due 
to these conditions are: 

• ERR_NO_SUCH_CLASS (-604)

• ERR_ENTRY_ALREADY_EXISTS (-606)

• ERR_NOT_EFFECTIVE_CLASS (-607)

• ERR_ILLEGAL_ATTRIBUTE (-608)

• ERR_MISSING_MANDATORY (-609)

• ERR_ILLEGAL_NDS_NAME (-610)

• ERR_SYNTAX_VIOLATION (-613)

An unexpected response was received while processing 
the client's request. 

Some of the NDS error codes commonly returned due 
to these conditions are: 

• ERR_TRANSACTIONS_DISABLED (-621)

• ERR_REMOTE_FAILURE (-635)

• ERR_UNREACHABLE_SERVER (-636)

Communication Errors
Communication errors result from one server failing to 
communicate with other servers. These errors come 
from two general sources: LAN/WAN Failures and 
Informational Communication Errors.

LAN/WAN Failures. Communication errors result 
from failures that occur in the LAN or WAN environ-
ment. Because eDirectory uses a replicated hierar-
chical database, eDirectory must be able to communi-
cate with other servers existing in the same eDirectory 
tree.

Problems in underlying software and hardware that 
provide communication result in the disruption of 
eDirectory processes and operations. The resolution of 
these errors requires that the underlying communica-
tion problems be resolved. 

Generally, eDirectory errors that occur due to commu-
nication issues are resolved after the underlying 
communication issue is resolved. Errors of this type 

Informational errors are
those errors that are
returned to the requesting
client to provide it with
information. 
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can occur due to problems with any of the following 
situations:

• Outdated, faulty, or incompatible LAN drivers 
used by a server

• Faulty LAN hardware or cabling used in any 
server, including the network interface cards

• Unreliable LAN/WAN connectivity between 
servers in the eDirectory tree

• Incorrect network address information contained 
in the eDirectory database of a server

Note: With the exception of the last item, each of 
these issues exists outside of NDS and requires that the 
communication environment be resolved first. 

A server might experience what appears to be a 
communication problem, when the actual problem is 
network address misinformation that one server is 
using to communicate with the target server. 

In cases where strange communication errors appear, 
you should check the network address information that 
the server experiencing the error is using against the 
actual network address information that the other 
servers are using.

Note: The DSREPAIR directory database repair utility 
offers functionality that can compare the source 
server’s network address information for other servers 
against the actual network address information being 
received from the LAN by the source server.

Some of the NDS error codes commonly returned due 
to communication issues are:

• ERR_INVALID_TRANSPORT (-622)

• ERR_TRANSPORT_FAILURE (-625)

• ERR_ALL_REFERRALS_FAILED (-626)

• ERR_UNREACHABLE_SERVER (-636)

• ERR_SECURE_NCP_VIOLATION (-684)

• ERR_CHECKSUM_FAILURE (-715)

Informational Communication Errors. Many 
communication errors are caused by failures that occur 
in the LAN or WAN environment. It is also possible 
that a communication error code may be informational 
only.

Because of the introduction of transitive vectors and 
transitive synchronization in NetWare 5, not all servers 
in a replica ring have to communicate directly with all 
other servers in that ring. If two servers in a ring cannot 
communicate due to different protocol types or 
filtering, they can receive communication errors even 
though the data is synchronized. 

In these cases, the errors are informational only. For 
more information on transitive vectors and transitive 

synchronization, see http://developer.novell.com/
research/sections/netmanage/dirprimer/2002/March/
p020301.htm and http://developer.novell.com/
research/sections/netmanage/dirprimer/2002/
February/p020201.htm.

Imagine three servers that hold replicas of the Acme 
partition. File server FS1 has IPX only, FS2 has both 
IP and IPX bound, and FS3 has IP only. Assume that a 
change is made to an object in the Acme partition on 
FS3. FS3 can send that change to FS2, since they both 
communicate via IP. However, if FS3 attempts to send 
the change to FS1, it will receive a communication 
error because FS1 only communicates via IPX.

If there is no other way for the change to be sent to 
FS3, the network will need to be changed so the 
servers can communicate. However, in this case, the 
error is informational because FS1 can still receive the 
change from FS2.

Data Consistency Errors
Data consistency problems are caused by a server that 
has incorrect or out of synch information when 
compared with another server’s eDirectory database. 
In most cases, eDirectory errors that are occurring due 
to inconsistent information are not transitory and will 
occur consistently until you resolve the root cause.

Some of the NDS error codes commonly returned due 
to data consistency issues are:

• ERR_NO_SUCH_OBJECT (-601)

• ERR_NO_SUCH_VALUE (-602)

• ERR_NO_SUCH_ATTRIBUTE (-603)

• ERR_ENTRY_ALREADY_EXISTS (-606)

• ERR_ILLEGAL_ATTRIBUTE (-608)

• ERR_ILLEGAL_CONTAINMENT (-611)

• ERR_INCONSISTENT_DATABASE (-618)

• ERR_SYSTEM_FAILURE (-632)

• ERR_PARTITION_ROOT (-667)

• ERR_NO_ACCESS (-672)

• ERR_END_OF_STREAM (-736)

Note: For a list of eDirectory error codes and descrip-
tions, see http://www.novell.com/documentation/lg/
nwec/index.html.

Conclusion
This month we started an investigation of eDirectory 
error codes by looking at several examples from the 
major groupings. Error types discussed include Infor-
mational, Communication, Informational Communica-
tion Errors, and Data Consistency Errors.

A server might experi-
ence what appears to be a
communication problem,
when the actual problem
is network address misin-
formation that one server
is using to communicate
with the target server. 
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DSREPAIR -XK3: How to Use It 
and Why You Would Use It 

Adapted from Technical Information
Document #10023339

If you are using NetWare (all versions) and Novell 
Directory Services or eDirectory, you may find the 
following information useful. You may need to remove 
external reference links and recreate them if your 
network has the following symptoms:

• Local Directory Services on a server does not hold 
a real copy of an object and is getting errors trying 
to access said object

• Server holds no replicas
• ERROR -626 checking XREF ID
• Error: -634 checking XREF on an object for 

which the server doesn’t hold a real (Master, 
Read/Write, Read-Only) copy

• Master replica is staying substantially behind in 
synchronization time

• After removing a replica, users cannot log in to 
the server

• Authentication times dramatically increased (a 
replica of the users’ Partition is not on the server)

• Error -601 reported on an object - the server 
reporting the error does not hold a real (Master, 
Read/Write, Read Only) of the object

• Renamed (0_0) server object showing on servers 
that do not hold real copies of the server object

• Previously deleted objects are showing up in the 
tree

On the NetWare Platform
The problem is the backlinks to the externally refer-
enced objects have become corrupted. On the NetWare 
platform, perform the following steps:

1. Load DSREPAIR -XK3 | Advanced options | 
Repair local DS database | Check local references 
= Yes | <F10> to start the repair. This goes 
through all of the server’s backlink attribute 
timestamps and sets them to zero.

2. Save the repaired database and exit from 
DSREPAIR completely.

3. Run the backlink process to rebuild the backlinks. 
At the server console prompt, type:

SET DSTRACE=ON
SET DSTRACE=NODEBUG
SET DSTRACE=+BLINK   (+ sign turns 
DSTRACE on as well)
SET DSTRACE=*B 

This last process will update the timestamps on those 
objects that are still valid. Those that are not updated 
are purged the next time the janitor and flat cleaner 
processes run.

On the Windows NT/2000 Platform
On the Windows NT/2000 platform, perform the 
following steps:

1. Start the NDS Services applet from the Control 
Panel.

2. Highlight DSREPAIR.DLM.

3. Enter -XK3 (must be in capital letters) in the 
Startup Parameters field and click Start.

4. Click Repair in the menu and then Local Database 
Repair.

5. Make sure the “Check Local References” is 
checked and then start the repair.

To start the backlink process, perform the following:

1. Start the NDS Services applet from the Control 
Panel.

2. Highlight DSTRACE.DLM and then click Start.

3. Click Edit in the menu and then Options.

4. Uncheck everything except the Backlinker and 
Backlinker Detail filters.

5. Click OK.

6. Go back to the NDS Services applet and highlight 
DS.DLM and then click Configure.

7. Go to the Triggers tab and click Backlinker.

On the UNIX Platform
On the UNIX platform, perform the following steps:

1. At a command prompt, type ndsrepair -R -Ad 
-XK3 (ndsrepair and its switches are case- 
sensitive).

2. Type ndstrace and press Enter.

3. Type set ndstrace = *b
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eDirectory Build Version 
Formats and the Differences 
Between the Versions of 
eDirectory

Taken from Technical Information
Documents #10066623 and 
#10026433

With the introduction of eDirectory 8.6, all eDirectory 
components have newer marketing and build version 
formats. These formats are meant to eliminate any 
confusion for future releases. 

Marketing String Format
The marketing version string uses the following 
format: 

[product] [major version].[minor 
version].[update/support pack number] 

For example: eDirectory 8.6.0 

Product Management owns the content of the 
Marketing String. This string will be available at the 
beginning of each new release. The Marketing String 
has no association with the Version Number. Each 
product component in a given release will ship with the 
same Marketing String.

Version Number Format 
The following is an example of the build string found 
on an eDirectory component:

10110.20 

This new format is strictly a build format to keep track 
of each build as it is released. The number is composed 
of the release number, the sub-release number, the 
release source, the build number, and the build source. 
The recent builds and their equivalencies are listed 
below: 

• 10110.20 - Shipping DS version with NetWare 6 
(eDirectory 8.6)

• 10210.43 - DS version that comes with eDirectory 
8.6.1 (multi-platform)

• 10310.17 - DS version that comes with NetWare 6 
Support Pack 1 (eDirectory 8.6.2)

• 10320.04 - DS version that comes with the 
eDirectory 8.6.2 FULL download and the 8.6.2 
patch (EDIR862.EXE) 

These are the official public releases. If you are 
running anything other than what you see listed above, 
you should update to the correct official release. 

Note: Although the EDIR862.EXE patch is a later build 
than what ships with NetWare 6 Support Pack 1, there 
is no need to apply the EDIR862 patch to a server that 
is already patched to Support Pack 1. 

For additional information on eDirectory 8.6, see 
TID #10066455, entitled “eDirectory 8.6 Readme 
Addendum.” eDirectory 8.6 is an updated version of 
eDirectory available on NetWare 6, NetWare 5.1, 
Windows NT/2000, Solaris, and Linux.

The Differences Between the Versions of 
eDirectory
There are many functional differences between eDirec-
tory 8.5.x and eDirectory 8.6.x. These include Web- 
based utilities, fully RFC-compliant LDAP support, 
and advanced directory synchronization. You can find 
more information at http://developer.novell.com/
research/appnotes/2001/October/01/apv.htm.

Novell eDirectory 8.5 (85.xx)
There has been some confusion as to the difference 
between newer directory services versions, primarily 
eDirectory 8.5 and the previously-released NDS 8 
eDirectory. eDirectory 8.6 is the newest release of 
directory services, and includes functional enhance-
ments, extended schema, and new features not previ-
ously available.

Note: For clarification, Novell is using NDS 8.xx to 
refer to the original eDirectory product and eDirectory 
8.x to refer to the newer, fully-functional products. 
Both the older product (8.xx) and the newly-released 
8.5 are based on the type of database referred to as 
“eDirectory.”

The confusion over the versions arises because eDirec-
tory 8.5 was conceived long before eDirectory (NDS 
8.xx) ever reached the patch level of 8.73 (or higher). 
Despite these versioning conflicts, eDirectory 8.5 is the 
newer product and is an extension of the feature set 
originally released in 1999 with eDirectory (NDS 
8.xx).

If you are using the shipping version of eDirectory 8.5, 
type “MODULES DS.NLM <Enter>” at the network 
prompt on a NetWare server. This will return a result 
of NDS version 8.5, and DS.NLM revision 85.01r.

Although NDS 8.xx is currently using version numbers 
that are higher than eDirectory 8.5, it is the older of the 
two products. Patches and updates are still being 
produced, and you can expect version numbers to 
increase. Current versions of NDS 8.xx use the same 
basic database engine as eDirectory 8.5 (versions 8.7x 

Although NDS 8.xx is cur-
rently using version num-
bers that are higher than
eDirectory 8.5, it is the
older of the two products. 
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and above), which should increase overall performance 
of the system. However, NDS 8.xx does not include 
the fully-functional enhancements that are listed 
below.

New features that have been added since the original 
eDirectory, NDS 8.xx, include (and this is not a 
complete list):

• Full e-Directory functionality, including the 
ability to merge trees

• Filtered replicas

• DNS-Rooted trees

• LDIF import/export

• Index Management utility

• Support for DirXML

• Multi-platform support (NetWare, NT, UNIX, 
Linux)

• NDS iMonitor Web-browser management utility

Versions of eDirectory 8.5 begin with DS.NLM 
version 85.01. 

DirXML 1.0/1.1. DirXML is technology to drive a 
meta-directory and uses XML code to synchronize data 
between disparate directory structures. This can help 
minimize the cost of network management. It is also 
used to automate business process data flows, extend 
NDS synchronization, replication of business data.

DirXML is a data sharing service that is flexible 
enough to accommodate any application, database, or 
directory. DirXML extends the data replication and 
synchronization capabilities of NDS eDirectory to 
other data sources, eliminating the isolation of your 
data among your various applications. 

As a data sharing service, DirXML and NDS eDirec-
tory allow the automation of your business process 
data flow. Through rules and policies stored in NDS 
eDirectory, not only can DirXML manage the flow of 
your data, but the authoritative sources of your data are 
also preserved and enforced.DirXML is event driven, 
so the changes to your data are propagated through 
your environment in real-time. 

DirXML 1.1 enhances the functionality of DirXML 
1.0, adding updated and new drivers.

Novell Account Management 2.1. Novell Account 
Management 2.1, formerly named NDS Corporate 
Edition is a directory-enabled solution that can be used 
to create a seamless, unified network from heteroge-
neous systems. Novell Account Management inte-
grates Windows NT, Sun Solaris, and Linux user 

management functions into NDS eDirectory so that 
you can easily and inexpensively manage a network 
comprised of multiple platforms and operating 
systems.

Novell Account Management 2.1 is further divided 
between two products:

• Novell Account Management 2.1 for Windows 
2000/NT

The product is designed to leverage DirXML 1.0 
to provide eDirectory and Active Directory user 
synchronization including password synchroniza-
tion. The same functionality may be used with 
DirXML 1.1 and Password Synchronization 1.0.

• Novell Account Management 2.1 for NT

This product is designed to redirect requests from 
the Microsoft SAM database or UNIX 
NIS/PASSWD system into NDS, so that a single 
NDS account can provide access to virtually all 
network resources.

NDS eDirectory version 8. Novell Directory 
Services 8 (NDS 8) is the foundation for the “next 
generation” of Directory Services. It was originally 
developed for Novell NetWare 5 environments only. 
Its new architecture eliminates many of the limitations 
of earlier versions of the Directory. It is the foundation 
for directories that are truly interconnected and global.

NDS Corporate Edition. NDS Corporate Edition is 
a network resource management tool built on top of 
NDS eDirectory to enable companies to integrate 
resources (like user accounts, printers, routers, NT 
domains, etc.) across the network and thereby simplify 
network management. eDirectory is designed to be 
platform independent and purchased separately from 
NetWare. 

The key difference between Corporate Edition and 
eDirectory is redirection. Corporate Edition includes 
the modules necessary to redirect authentication 
requests in Linux, Solaris, and Windows NT. This 
allows the user databases for each of these platforms to 
directly integrate with NDS.

NDS Corporate Edition combines an NDS 8 database 
engine with account redirection features to create a 
centrally managed, integrated network. All of the 
features and functionality of NDS for NT and NDS for 
Solaris have been rolled into NDS Corporate Edition. 
NDS for NT and NDS for Solaris, as product names, 
will no longer be used.

Novell Account Manage-
ment 2.1, formerly named
NDS Corporate Edition is
a directory-enabled solu-
tion that can be used to
create a seamless, unified
network from heteroge-
neous systems. 
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How to Troubleshoot Server 
Abends

Taken from Technical Information 
Database #10017179 and #2917538 and
modified to include NetWare 6 information
from Kevin Burnett

If you are a Novell developer, you may find that your 
test servers Abend (stop operating) from time to time. 
Here are some suggestions on how to troubleshoot 
server Abends, thus reducing calls to Novell Technical 
Support. Novell’s Support Web site offers a wealth of 
information about how to troubleshoot Abends. Some 
of the highlights are given below.

What Is a Server Abend?
The NetWare 6 and 5.x operating systems continually 
monitor the status of various server activities to ensure 
proper operation. If NetWare detects a condition that 
threatens the integrity of its internal data (such as an 
invalid parameter being passed in a function call, or 
certain hardware errors), it abruptly halts the active 
process and displays an “Abend” message on the 
screen. (Abend is a computer science term signifying 
an Abnormal END of program.)

When an Abend message appears on the server 
console, either NetWare or the server CPU has 
detected a critical error condition (fault) and has 
jumped into the NetWare fault handler. This handler 
idles the NetWare OS and displays the Abend message 
on the server console so the server administrator can 
take immediate action.

Error conditions come in two flavors:

• An error condition, or fault, that is detected by the 
CPU is called a “Processor Exception.”

• An error condition that is detected by NetWare is 
called a “Software Exception.”

The NetWare fault handler (function) is declared as a 
public function by the operating system so it can be 
used by any operating system module or Novell NLM. 
(See “Abend Recovery Techniques for NetWare 
Servers,” Novell Application Notes, June 1995.)

The primary reason for Abends in NetWare is to ensure 
the stability and integrity of the internal operating 

system data. For example, if the operating system 
detected invalid pointers to cache buffers and yet 
continued to run, data would soon become unusable or 
corrupted. Thus an Abend is NetWare’s way of 
protecting itself and users against the unpredictable 
effects of data corruption. (For more information on 
this issue, see “Resolving Critical Server Issues,” 
Novell Application Notes, Feb. 1995.)

In this discussion, the term Abend will be used in its 
most generic sense, meaning any Software or 
Processor Exception, or case where the server hangs
or locks. 

Note: Be aware that an NMI Parity error (Abend: 
Non-Maskable Interrupt) is a hardware error.

Troubleshooting an Abend: The 
Preliminary Steps
Any time you experience a server Abend (or almost 
any other server problem), consider the following 
maintenance steps before you do anything else. Experi-
ence has shown that a high percentage of Abends are 
corrected by applying current versions of the Operating 
System (OS) patches, and by updating LAN and disk 
drivers.

Novell Technical Support (NTS) strongly recommends 
that, regardless of the problem you are experiencing, 
you should apply the current patches and update 
drivers. See the Minimum Patch List at 
http://support.novell.com/misc/patlst.htm.

After this is done, consider the other items on the list 
that follows. The list is in no particular order.

1. Load all the current patches that are available for 
your version of NetWare. The patches are written 
to resolve known issues. If you are using a version 
of NetWare prior to 4.11, the patch download file 
will be called <OS version>PT<file revision 
number or letter>.EXE for the “PT” set, and <OS 
version>IT<file revision>.EXE for the “IT” set 
(IE: 410pt3.exe & 410it6.exe). Load both the 
“PT” patches and the “IT” patches. (See the 
Minimum Patch List for a detailed explanation of 
the patches.) 

If you are using NetWare 4.11, or NetWare 4.2, all 
patches and updates are in the support pack, 
NW4SP<file revision number>.EXE. There are no 
“PT” or “IT” files for NetWare 4.11. If you are 
using NetWare 5, the patch name will be 
NW5SP<file revision number>.EXE.

2. Update Drivers. Each manufacturer of LAN and 
disk cards must develop their own drivers. The 
only way to assure that you have the latest version 
of these drivers is to download them from the 



net
support

w w w . n o v e l l . c o m / a p p n o t e s
106

Se
ct

io
ns

respective vendor. Even new hardware does not 
usually ship with the most current drivers. Be 
certain that drivers are the newest available from 
the respective vendor.

3. Look for NLMs (NetWare Loadable Modules) 
that may be outdated. Remember, every time 
Novell updates a file, it is to make it more robust 
and usable. Commonly updated NetWare NLMs 
are compressed into self-extracting download 
files. Get a list of the current revision of files and 
patches from the file Minimum Patch List. Also, 
don’t forget to check with third-party vendors to 
update their NLMs as well.

4. Run a virus scan on the server’s DOS partition to 
make sure there are no viruses.

5. Clean and re-seat the cards and cables (always use 
precautions against static electricity).

6. Double check termination and SCSI IDs and so 
on.

7. Check fans for proper operation.

8. Use an anti-static air can to blow dust off of the 
system board and other cards and components.

Troubleshooting an Abend: Data 
Collection
If done properly, this step can be the most valuable 
toward identifying your problem. The most common 
shortcoming when performing data collection is not 
looking far enough beyond the immediate symptoms.

This following is a partial list of things to look for and 
questions to ask yourself. Don’t feel embarrassed to 
raise a question that seems completely unrelated. 
Sometimes it is unrelated, but often times it helps to 
get a more complete picture of the problem. 

The questions and suggestions that follow should help 
you gain a higher level view of the problem. Some-
times your data collection will reveal more than one 
potential problem and you’ll have to perform 
“computer triage.” However, without a complete 
picture, you could waste your time troubleshooting in a 
meaningless direction. 

Use this list to get you thinking about the kinds of 
things that could be happening on your server/network 
to cause problems. These are in no particular order.

1. Keep a record of the Abend messages and watch 
for trends. Abend messages that are consistent 
sometimes indicate that software is at fault, while 
messages that are not consistent may indicate a 
hardware failure. There is no hard or fast rule 
here—you want the data to point you in some 
troubleshooting direction. 

2. Look through the system error log (sys:system\ 
sys$log.err) for clues that haven’t surfaced 
anywhere else. For example, an error on a certain 
node just before the Abend, or an error on a 
certain file, a print queue, volume dismounts, etc.

3. What resources are being used at the time of the 
Abend (printing, file, tape, COM port, etc.)?

4. What time of day does the Abend occur? Is it 
consistent?

5. Is the room air conditioning off when the machine 
Abends? This may indicate a heat problem.

6. What is the environment like? Dry, dusty, or hot 
environments contribute to heat problems and 
static.

7. Are there power problems either at the power 
source or at the power supply? 

8. Is there a certain database function running, such 
as reindexing?

9. Is LAN traffic high? Are disk reads or writes 
high?

10. With the Abend still on the screen, break into the 
debugger and record basic information such as the 
EIP (instruction pointer), running NLM, and 
running process.

11. Use CONLOG.NLM to capture console messages 
you would otherwise miss. 

Note: CONLOG must be unloaded to close the log file 
and make it available to read. (See CONLOG.NLM on 
the Novell Technical Support Web site at 
http://support.novell.com.

12. Is there a certain user, segment, application, server 
process (like a backup), or anything else that is 
common or consistent when the Abend occurs?

13. Is the client software current?

14. Ask, “What has changed in my server 
environment?” Consider questions along these 
lines:

• Has the number of users increased? 

• Have any new software or software upgrades been 
installed recently?

• Is someone using software in a way that is 
different than how it has been used previously, 
such as database indexing?

• Is there new or different hardware?

• Have there been changes to the LAN, the routers, 
or the cabling?

• Have workstations or the file server been 
physically moved?

• Are there new printers on the LAN?
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• Have there been any power outages?

• Have the server’s SET parameters been changed?

15. Is there any new or strong electromagnetic 
emission (EMI) near the server or cabling? This 
would include large motors, cabling across the 
florescent lights, vacuum cleaner, transmitters, 
and so on.

16. Has the hardware been handled without static 
protection?

17. At the server command prompt, type “Set DStrace 
=ON” and watch the DSTRACE screen for errors, 
or for an “All processed = NO” message. Be sure 
to allow time for any NDS errors to go away 
before you worry too much. Fifteen minutes to 
several hours is usually adequate.

18. Are any users dropping their connection?

19. Are there signs of file corruption?

20. Are there signs of drive deactivation? If partitions 
are mirrored, the drive can deactivate without 
bringing the server down. Check the error log.

21. Are there any printing problems?

22. Is power filtered? If so, has the filtering hardware 
been tested recently and is it still functioning?

23. MONITOR.NLM and INSTALL.NLM are 
valuable NetWare utilities to check your servers 
health. Use them to find information such as:

• Climbing packet receive buffers

• No ECB available count that continues to climb

• Low server memory. Cache buffer percentage 
should usually be around 60 - 70% or higher.

• LRU sitting time

• Dirty cache buffers that stay high

• A high number of LAN errors (more than 10% of 
the total packets sent or received)

• High utilization (if it stays high for more than 10 
or 20 minutes at a time)

• Check Service Processes to see if they have 
maxed out

• Partition, volume, and mirroring information

• View and edit NCF files

24. An invaluable tool for data collection is 
CONFIG.NLM (included in TABND2.EXE). 
When you run it at the server, CONFIG.NLM will 
create a file which includes information about 
your server’s configuration.

You may notice something in the configuration 
report that you had not noticed before but now 
raises a “red-flag,” Use it to document your con-

figuration before you make any changes to the 
server. Also, if you place a call to Tech Support, 
you will often be asked for this information. 

Note: It is important to establish what is normal for 
your environment so that you can accurately deter-
mine when you have a real problem and when you have 
simply hit against the limitations of your hardware 
and/or software.

Sometimes understanding the data you’ve collected 
will require you to find out from other sources if what 
you are seeing is normal. For example, it’s common for 
the server’s utilization to stay at 100% for a few sec-
onds or even a few minutes or more.

It is also ok to get DSTRACE errors. If Directory Service 
is trying to process a request, and another request is 
already in process, you can get an NDS error until the 
first process completes. 

Likewise, the allocation of packet receive buffers or 
the size of the directory entry table is dynamic up to 
the setable maximum. They are allocated dynamically, 
on an as- needed-basis. It is often only through experi-
ence that you’ll determine if what you’re seeing is nor-
mal or if it is indicating a problem.Watch your server 
to determine what is normal in your environment and 
then tweak SET parameters or make other changes as 
needed. 

Troubleshooting an Abend: Narrowing 
(Isolation) and Duplication 
Now that the preliminary steps have been covered and 
the initial data collected, troubleshooting is primarily a 
matter of going back and forth between “Problem 
Isolation” and “Problem Duplication.” You are trying 
to narrow in on the problem, while at the same time 
discover a sequence of events that will reproduce the 
problem.

In simplest terms, an Abend is caused either by a hard-
ware failure or by a misbehaving NLM. In either case 
the result is usually corrupted memory. Remember 
from the introduction, a software exception occurs 
when NetWare fails a consistency check (performed in 
memory, on memory). A processor exception occurs 
when the processor encounters an address or machine 
instruction that does not comply with the rules (again 
resulting from corrupted memory).

Problem isolation and problem duplication are almost 
the same. The main difference is that in problem dupli-
cation, you are specifically trying to reproduce a 
problem. There may be an NLM which causes the 
server to Abend every time it loads. Or perhaps the 
server Abends when someone performs a large file 
copy while someone else is logging in. If you are able 
to find a reproducible problem like this, you can now 
eliminate variables one at a time, try the test again, and 
see if the problem goes away.
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In the other case, problem isolation (narrowing), the 
data may not have given you a clue so you have to 
probe around, trying different things to see if you can 
narrow the problem down to a system or component. 
You may be able to determine that the problem is 
isolated to the disk channel because the server only 
abends when the disk is being accessed. Or you may be 
able to relate the problem to a certain NLM, such as 
when you perform a backup.

Consider these systems when trying to isolate a 
problem: 

• Disk channel

• LAN channel

• System board

• Com port

• NetWare Operating System

• Third-party NLM product

• Cabling

• A certain type of workstation

• A certain type of shell (VLM, client32, or a 
third-party client). 

Remember that the main objective is to find a sequence 
of events that will reproduce the problem, or at least 
narrow down the problem to a system, an NLM, or a 
piece of hardware that is always involved when the 
Abend occurs. The following troubleshooting ideas 
should help you to “divide and conquer.” This list is in 
no particular order, but it is grouped somewhat by 
LAN, disk, and general troubleshooting ideas.

1. Use “SERVER -NS” or “SERVER -NA” to bring 
the server up without executing the 
STARTUP.NCF or the AUTOEXEC.NCF files 
respectively. Loading “SERVER -NS” will allow 
you to bring up the server without the volume 
mounting automatically. These parameters also 
work for SFT III with the “ACTIVATE 
SERVER” command.

2. Does the Abend message itself suggest anything? 
This could include the LAN channel, disk 
channel, memory corruption, system board 
problem, a certain NLM, printing, a certain piece 
of hardware, a certain LAN segment, a 
workstation, a router, an environmental condition, 
etc. NetWare 4.11, NetWare 4.2, and NetWare 5 
will create a file called ABEND.LOG in the 
SYS:SYSTEM directory that will contain the 
current and previous abend messages, as well as a 
list of modules loaded at the time of abend.

3. Use “SERVER -NA” to prevent the 
AUTOEXEC.NCF from running. Then load the 
NLMs manually, one at a time. 

4. Use “SERVER -NDB” to prevent the DS database 
from loading and thereby eliminate Directory 
Services as a point of failure. Note, however, that 
you won’t be able to log in without the database 
loaded. 

5. What is the age of the hardware? If nothing has 
changed in the environment, then the hardware 
may have simply failed. Don’t assume that new 
hardware is always good. 

6. Could hardware have received static shock? Static 
is not always destructive, often it will cause 
degenerative damage to your hardware, allowing 
it to continue to work for a time before failure 
ensues.

7. Check with third-party product vendors to see if 
they are aware of the kind of problem you are 
experiencing.

8. Temporarily unload any third-party NLMs.

9. Temporarily unload virus scan software, as well 
as server/LAN monitoring NLMs.

10. Could there be power problems either at the power 
source or from the power supply?

11. Check the cooling fan in the power supply, the 
case, and on the CPU. Heat will cause hardware 
failure. 

A dry, hot or dusty environment can cause hard-
ware degradation due to static electric discharge. 
It also increases the chance of NMI errors.

12. Avoid Interrupts 15, 2, and 9, in that order. 

13. Try to isolate the problem to a hardware 
subsystem, such as the LAN channel, disk 
channel, and system board. You can swap 
hardware or try a different interrupt or slot. 

14. Although the Abend message is very generic, it 
can still be used to point you in a particular 
direction. Most Abends indicate memory 
corruption. Some will be disk related, while others 
are LAN related. 

Often an Abend message will include a function 
name. For example: “Abend: Deallocate Mapped- 
Page was supplied an invalid memory pointer.” 
The words that appear without spaces (Deallo-
cateMappedPage) is the name of a function in 
NetWare’s code. In this case, a memory pointer 
was sent into the DeallocateMappedPage func-
tion. During a consistency check the function 
determined that the pointer was not a valid 
address. 

When an Abend mentions words like “inter-
rupted,” take a look at the LAN simply because 
the LAN does more interrupting than anything 
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else in the server. As is always the case, this 
becomes more intuitive through experience.

15. Clean and re-seat the cards and cables. Remember 
static protection.

16. How long has the server been installed? If it is a 
new install (less than a month) you may still have 
configuration and set up issues, or you could have 
faulty hardware—even if it is new.

17. Verify that you have the most current BIOS 
revision for your hardware.

18. Run hardware diagnostics on the server machine, 
if available.

19. If the machine is having trouble with the LAN 
channel, try swapping out the LAN card with 
another manufacturer.

20. SERVER.EXE, like any other file, can become 
corrupt. A corrupt SERVER.EXE can be difficult 
to track down. If you can reduce the environment 
to not much more than a server, a disk and a LAN, 
and you still have the problem, try a fresh copy of 
SERVER.EXE. The same idea applies to any 
other NLM on the server. But be sure to copy the 
correct SERVER.EXE file.

21. Run DSREPAIR.

22. Run the Install utility and view partition or 
mirroring information. The Install program 
retrieves this information dynamically. There can 
be partition table corruption, for example, that is 
not surfacing as such. When you try to access 
partition information in install, you’ll get a 
specific error because the table cannot be read. 

23. Always double and triple check termination, 
interrupt settings, SCSI ID, drive translation 
(should be off), and so on.

24. Run VREPAIR. If VREPAIR runs clean (zero 
errors) and you still suspect disk corruption, 
change the VREPAIR options. Option 2 from the 
main menu will change the VREPAIR options. 
Set them to “Write changes immediately...,” 
“Write all changes....,” and “Purge deleted files.” 
(This is not the exact syntax.) 

Don’t be alarmed if you see a lot of errors after 
these changes. Because of the nature of what 
VREPAIR is doing, Novell recommends that you 
always have a verified good back up before you 
run VREPAIR.

25. Try different workstations.

26. Try workstations on different segments.

27. Can you isolate the LAN completely by attaching 
a single workstation directly to the server?

28. Category 5 cabling is usually required on faster 
LAN cards. Running the wrong cable can cause 
problems.

29. Heavy I/O will sometimes stress the server 
enough to force an error. Try doing a COPY *.* or 
an XCOPY continuously. Try it from several 
workstations.

30. Use NCOPY to copy a file if the source and 
destination are on the same server. NCOPY will 
not send any packets across the LAN in this 
scenario. If you still have the problem, you know 
the LAN is not part of the problem. Any other 
form of copy (COPY, XCOPY), where the server 
is the source or destination, will send the file 
across the wire even if it is just going to be sent 
back a second time across the wire. If copy has the 
problem but NCOPY does not, then the problem is 
probably on the LAN.
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The Technical Information Documents (TIDs) are 
brought to you by Novell’s Support Connection site, 
which you can find at http://support.novell.com. We’ll 
be looking at a selection of TIDs from several catego-
ries, giving you a brief summary of the issue the TID 
addresses, along with its TID number and corre-
sponding URL for your quick perusal.

The categories for this month include Novell Directory 
Services (NDS) or eDirectory, Novell Small Business 
Suite 6, NetWare 5, NetWare 6, Novell iChain, 
ZENworks for Servers, Novell Client for Windows 
2000/XP, GroupWise 6, Novell BorderManager 3.x, 
and Novell Distributed Print Services (NDPS).

Novell Directory Services (NDS) or 
eDirectory
There often becomes a need to export a user certificate 
to an application. If you don’t know the procedure for 
performing this action and you are running eDirectory 
8.6.2, take a look at TID #10072528.

Entitled “How To Export a User Certificate to PKCS 
#7 Format,” this TID walks you through the exporta-
tion procedure for user certificates to ConsoleOne, to 
Microsoft Internet Explorer 5 or later, or to other appli-
cations.

To go directly to TID #10072528 for eDirectory 8.6.2, 
see http://support.novell.com/cgi-bin/search/
searchtid.cgi?/10072528.htm.

Novell Small Business Suite 6
Suppose you just set up your Novell Small Business 
Suite 6 server and you had a severe power outage. 
When the power came back on, you noticed while in 
the NWAdmin utility that the volume names are 
coming up as UNKNOWN objects. Not what you 
wanted to see.

Well first of all, get a good UPS, because damn—you 
need one! And while you are at it, take a look at TID 
#10062164; this should give you the steps necessary to 
get rid of this problem. Entitled “Fix Unknown 
Volume Objects,” this TID points out that the volume 
object is missing the Mandatory Attribute of the Host 
Server Name, which can also happen if you arbitrarily 
change the NetWare server’s name.

TID #10062164 also shoos you over to TID #1001929, 
which gives you the steps necessary to mutate these 
unknown objects through the DSDIAG.NLM.

To go directly to TIDs #10062164 and #1001929 
respectively, see http://support.novell.com/cgi-bin/
search/searchtid.cgi?/10062164.htm and 
http://support.novell.com/cgi-bin/search/searchtid.
cgi?/1001929.htm

NetWare 5
Ever wondered how to get rid of unwanted connections 
on a server? If you have, take a look at TID 
#10024928. Entitled “How to Troubleshoot Unwanted 
Connections—January, 2000,” this TID was recently 
updated to include newer material applies to the 
following products:

• ZENworks for Desktops

• NetWare 4.11

• NetWare 5

• NetWare 5.1

• Novell Clients

• ZENworks 2

You may want to give this TID a look if your users are 
getting unwanted connections to a server across the 
WAN link. Also, users may be connecting to a server 
to which you, as the network administrator, did not 
intend the user to connect. 

According to the TID, other common reasons for these 
unwanted connections include:

• Workstation Manager is walking the tree.

• NAL is walking the tree

• Contextless Login is walking the tree

• Something in the Login Script is causing the 
connection (map or capture command)

• Persistent connections in the registry (printer 
captures or mapped drives)

So if you are suffering from unwanted connections and 
have one of products mentioned above, take a look at 
TID #10024928, at http://support.novell.com/cgi-bin/
search/searchtid.cgi?/10024928.htm.

NetWare 6
If you ever come across the need to rebuild a SYS: 
volume prior to a volume mount, you might want to 
take a look at TID #10065776. Entitled “How to 
Rebuild the SYS Volume (Pool) Prior To Volume 

Ever wondered how to get
rid of unwanted connec-
tions on a server? 
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Mount,” this TID gives you the steps necessary to 
rebuild Novell Storage System (NSS) volumes prior to 
their remounting.

To go directly to TID #10065776, see 
http://support.novell.com/cgi-bin/search/searchtid.
cgi?/10065776.htm.

Novell iChain
If you are running Novell iChain 2.0, Support Pack2 is 
available to you and TID #2963103 can bring you to it. 
Simply entitled “iChain 2.0 Support Pack 2,” this TID 
connects you to the Support Pack 2 file called 
IC20SP2.EXE.

According to the TID, “this file contains updates for 
services contained in the iChain 2.0 product, primarily 
addressing slowness when using CRLs by adding CRL 
caching. The purpose of this patch is to provide a 
bundle of fixes for issues that have surfaced since 
iChain 2.0 shipped. It is not recommended to install 
individual files from the patch. 

“IC20SP2.EXE has been tested extensively with heavy 
stress by scaling the number of certificates and number 
and size of CRLs. Tests have been intermixed with 
revoked certificates and varied expiration times on 
CRLs.”

To quickly access TID #2963103 and to download the 
IC20SP2.EXE file, go to http://support.novell.com/
cgi-bin/search/searchtid.cgi?/2963103.htm.

ZENworks for Servers
TID #10072684 is entitled “Troubleshooting 
ZENworks for Servers Install and Initial Load After 
Rebooting the Server.” It is designed to help you with 
the following products:

• Novell ZENworks for Servers 2.0 and 3.0.

• Novell Management and Monitoring Services.

• Novell Tiered Electronic Distribution (TED).

The TID covers three areas: Initial Installing, Initial 
Loading of ZFS files, and Notes. It also refers you to a 
couple of other TIDs, namely TID #10060637 entitled 
“Uninstalling ZENworks for Servers 2 Policy and 
Distribution Services; Uninstalling ZENworks for 
Servers 2 Site Management,” and TID #10072445, 
entitled “Uninstalling/Reinstalling Novell ZENworks 
for Servers 3.0.”

To go directly to TID #10072684, see 
http://support.novell.com/cgi-bin/search/searchtid.cgi
?/10072684.htm

Novell Client for Windows 2000/XP
For all of you who are running the Novell Advanced 
Audit Services (NAAS) 1.0 on NetWare 6 servers, TID 
#10067500 is a NAAS Quick Start Guide. This TID 
“describes the basic installation and configuration of 
Novell Advanced Audit Service on a NetWare 6 server 
with Support Pack 1 installed.”

The document further states that you “make sure 
Support Pack 1 (or the current patch for NetWare 6) 
has been installed on the server before configuring 
NAAS, as many changes have been made since the 
initial release of NetWare 6. This document includes 
troubleshooting ideas as well as the required steps for 
configuring NAAS. You can skip the steps marked as 
‘troubleshooting’ unless you are having problems.”

This TID contains the steps that are necessary for 
installing and configuring NAAS 1.0. These include:

• Install NAAS

• Activate and configure the SQL database

• Configure NAAS

While this TID is directly for NetWare 6 servers 
running Support Pack 1, it also includes Novell clients 
as part of the installation process.

To go directly to TID #10067500 and get the NAAS 
Quick Start Guide, click on http://support.novell.com/
cgi-bin/search/searchtid.cgi?/10067500.htm.

GroupWise 6
For all you GroupWise administrators, there’s an inter-
esting TID out there entitled “Common LDAP Errors 
reported by the POA (Post Office Agent)”—TID 
#10067376. This TID lists the eight most common 
Lightweight Directory Access Protocol (LDAP) errors, 
along with their causes and their fixes. These errors are 
common to:

• Novell GroupWise

• GroupWise 6

• GroupWise 6 Support Pack 1

To read up on TID #10067376, see 
http://support.novell.com/cgi-bin/search/searchtid.
cgi?/10067376.htm.
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Novell BorderManager 3.7
There’s a new updated TID out there entitled “Border-
Manager Proxy and Cache Performance and Tuning.” 
The TID number for this one is #10018669 and 
replaces TID #2949807 by the same title. TID 
#10018669 applies to the following BorderManager 
and Novell products and versions:

• iChain

• NetWare 5

• NetWare 5.1

• Novell Small Business Suite 5.1

• Novell Small Business Suite 6

• BorderManager 2.1 (also called 1.0)

• BorderManager Enterprise Edition 3

• BorderManager FastCache 3.0

• Novell BorderManager 3.7

• Novell BorderManager Enterprise Edition 3.5

• Novell BorderManager Enterprise Edition 3.6

• Novell BorderManager Firewall Services 3.5

According to TID #10018669, the document “provides 
some general performance and tuning guidelines, as 
well as information to help you better decide how to 
customize the tuning for your BorderManager Proxy 
Cache installation.”

It further states that “each BorderManager installation 
is unique and used differently. Consequently, many of 
the tuning suggestions will have to be modified to best 
meet the needs and requirements of your installation. 
The following guidelines have been proven in many 
installations around the world.”

To get your hands on the newly updated TID 
#10018669, see http://support.novell.com/cgi-bin/
search/searchtid.cgi?/10018669.htm.

Novell Distributed Print Services (NDPS) 
You just upgraded your workstations from the Novell 
Client v4.80 to a newer version, but now your “Power 
Users Group” and others are not able to install printers. 
However, the local administrator can successfully 
install the printer. What gives?

TID #10068250 addresses this very issue. Entitled 
“Power Users are Unable to Install Printers,” this TID 
applies to a number of Novell Clients (4.81, 4.82 and 
4.83) as well as NDPS. 

To read up on TID #10068250 and apply its solution, 
see http://support.novell.com/cgi-bin/search/
searchtid.cgi?/10068250.htm.

You Want Some More?
If you want to find more TIDs in these several 
categories or on any other Novell products, perform 
the following steps from your browser at 
http://support.novell.com.

In the list of Support Links that appear either along the 
left-hand side or in the middle of the screen, click on 
the “Product-Specific Support” link. 

From the resulting list of Novell products, select the 
product of your choice.

Under the “What’s New” category, click on “Last 7 
days” to see the technical documents that were created 
or have been updated in the last 7 days for the product 
you selected. You can also look at documents that have 
been created in the last 14 or 30 days (14 days may be 
the new default—only time will tell).

Choose the TIDs that apply to your circumstances.
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NetWare 5.x Server Upgrade
Dear Ab-end: I am having difficulties upgrading a 
NetWare 5.0 server with eDirectory 8.x to Netware 
5.1. I am getting all kinds of eDirectory errors. Any 
ideas?
—Endearing eDirectory Experience

Dear Endearing: In order to get this upgrade to work, 
you will need to perform the following steps exactly. 
Download the PREDS8A.EXE (attached to TID 
#2957982) and INSTP5X.EXE files from Novell’s 
Support Web site (http://support.novell.com). Verify 
that there is no C:\NWUPDATE directory on the 
server. If there is, delete it.

Verify that there is at least 750 MB free on your SYS 
volume and at least 50 MB free on the server’s local 
C:\ drive. Once this is done, bring the server up and use 
the NWCONFIG utility to load the PREDS8A.EXE 
file. Among other things, this will recreate C:\NWUP-
DATE directory and place two files in that directory 
(NI.ZIP and DIBMIG.NLM).

Before bringing the server down, enter the following 
commands at the server console prompt:

set dstrace=on
set dstrace=downgradedibtofusion

Note: At this point, NDS is locked, so you must down 
the server.

Before bringing the server back up, verify that the 
C:\NWUPDATE directory has the two files listed and 
also copy the INSTPROX.NLM from INSTP5X.EXE 
into this directory.

You can now start the upgrade of the server to 
NetWare 5.1 using the original CD for NetWare 5.1. 
Select “Overwrite newer files” every time you are 
presented with this message. Once the upgrade is 
complete, you can patch the server to equal your 
current environment.

Server Monitoring Woes
Dear Ab-end: Do you know why certain servers do 
not show status in the multiple server health monitor 

(NetWare Remote Manager)? We are able to get status 
(red, yellow, and green) on only about half the servers 
we monitor through NetWare Remote Manager.
—Not Seeing Servers with Seabury

Dear Not Seeing: If I had to venture a guess, I’d start 
by checking the SLP configuration. I suspect that it 
can’t resolve some of the servers it needs to monitor. 
Lacking that, parform a view source on the multi- 
server health page in NetWare Remote Manager. 
Perhaps the ones that are not showing up have bad 
DNS or IP information on the page.

For multiple server health monitoring, I am kind of 
partial to another solution called NWSYSMON.EXE 
found at http://www.cae.wisc.edu/~micro/. OK, so it 
is a Win32-specific solution, but what do you expect 
for free?

Can’t Find Java Home Variable
Dear Ab-end: I’ve run into a problem with the 
JAVA_HOME environment variable. It is being set to 
SYS:\JAVA\java when JAVA.NLM loads. Coinciden-
tally, this happens only on servers which have the 
ZENworks for Desktops automatic workstation import 
service installed.
I’ve checked the SYS:\ETC\JAVA.CFG and 
SYS:\ETC\JAVA.ORG files, and both of them set 
JAVA_HOME to SYS:\JAVA, which is the default.  
After manually setting the variable, if I reload Java, it 
reverts back to the SYS:\JAVA\java setting.
I’ve tried loading Java, and manually setting the envi-
ronment variable with envset JAVA_HOME= 
SYS:\JAVA, but when I try to execute STARTX it 
fails with an error that my servrc file is corrupt. How-
ever, once I duplicated the contents of SYS:JAVA into 
SYS:JAVA\java, STARTX will start, even though the 
JAVA_HOME variable is still set to SYS:\JAVA.
I’m hoping that you can give me a clue about where 
else the JAVA_HOME environment variable might be 
set. I’m sure it’s something obvious, but I’m totally 
missing it. I’ve tried searching the contents of all files 
on SYS for JAVA_HOME, but the JAVA.CFG and 
JAVA.ORG files are the only ones I could find that 
appear to be setting the variable.
—Missing Variable with Mulikan

Dear Missing: This one has a very simple answer: 
sys/etc/java.cfg. NetWare servers provide the sys/etc 
directory structure on the SYS volume for the storing 
of data and other information.
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Server Ahead One Hour
Dear Ab-end: I have NetWare 6 with Support Pack 1 
on a test server that seems hell-bent on setting its time 
ahead by one hour every time I boot it. I set the time in 
CMOS or DOS and still, after I boot the server, the 
time is set one hour ahead of where I set it to. Daylight 
Saving Time (DST) information seems to be set cor-
rectly. It’s a Single Time Server in a tree on a network 
isolated by itself. Any ideas how to correct this before I 
move the server my production environment?
—Time Ahead with Tennyson

Dear Time: Novell TID #10070122 entitled “Time 
Moves Ahead One Hour After Daylight Savings” 
describes this problem. The following describes the 
problem and the temporary solution.

Time Source server is NetWare 6, with time advancing 
one hour upon every reboot. Time is synchronized, but 
one hour ahead on SECONDARY time servers. Time-
sync is version 6.01j or greater.

The current workaround to this problem is this:

In the AUTOEXEC.NCF, move the “SET TIME 
ZONE = <time string>” below the two set statements 
for START and END of Daylight Savings Time.

A fix will be included in the next Support Pack version 
of SERVER.EXE (NW6SP2). 

Compliance with FERPA
Dear Ab-end: Do you have to deal with Family Edu-
cational Rights and Privacy Act (FERPA) issues 
regarding privacy to student’s information, such as an 
email address or the fact they are even a student here? 
The task at hand is to block browse rights from LDAP 
anonymous searches.
We do use an LDAP proxy account to limit what we 
want seen from anonymous LDAP lookups. Anyone 
can get an LDAP browser utility and anonymously 
lookup information. But how can you restrict that 
LDAP proxy user to not see a user object’s details, 
yet still have other users like our helpdesk be able to 
see it?
The IRF does not work in this situation, nor can you try 
and set the assigned rights without its inheritable rights 
coming through?
—Trying to Comply with Cinderella

Dear Trying: I know of an IS Professional at a local 
University who says that yes, we are currently not 
using LDAP for this, but are working on it. Our current 
on-line phone book application has a “supress” flag 
that can be applied to a record, essentially making it a 

black hole. When suppressed, you can still use it to 
send e-mail to it (alias redirection), but you have to 
know that it’s there. We’ll be looking to implement 
something similar for LDAP as we use it and NDS to 
replace the current system.

As I understand it, FERPA says that for public/anony-
mous access, the person just does not exist. No infor-
mation at all. For authenticated access, though, things 
are less clear to me. From what I’ve been able to 
discover, work-related access to the information is 
permitted.

Maybe you could try setting an Access Control List 
(ACL) on the User object you want to disappear, 
granting your LDAP Proxy user no rights. Test it to be 
sure it works, of course, but I’m pretty sure it will.

Remote Manager Woes
Dear Ab-end: I am in the process of building new 
servers with the NetWare 6 Support Pack 1 from the 
Novell support site. After the initial build, I can access 
the default Web page and browse to the Remote Man-
ager link, which takes me the following URL, as it 
should: https://server.domain:8009/.
If I down the server and press Ctrl-Alt-Del to bring it 
back up, all is fine. If I go to the server console and 
execute a RESTART SERVER command, the server 
reboots and I can access the default page, but port 8009 
over HTTPS (secured) now results in a “The page can-
not be displayed” screen. Dropping back to port 8008 
over HTTP (unsecured) gets me back into the Remote 
Manager. Downing the server and Ctrl-Alt-Del restart-
ing it does not restore the Remote Manager over 
secured HTTPS.
I have searched through the available TIDs and the 
closest one I can find is TID #10058811, which lists 
required NLMs to suppport SSL. I have verified that 
all of these NLMs are loaded. Moreover, I can access 
the server’s default page over HTTPS, so I know my 
certificate is working.
Here is some other information:

• Server Hardware: Dell PowerEdge 2650, 1GB 
RAM, 2.4GHz processor

• Apache.NLM Version 1.03  September 17, 2001

• JAVA.NLM Version 1.31  January 28, 2002

• Dsrepair/Unattended Full Repair results in no 
errors or warnings

Any and all advice would be greatly appreciated.
—Remoting Remotely with Rutherford

Dear Remoting: The information you have provided 
me indicates this is a timing related problem. It is 
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possible that httpstk and relatives can go wrong with 
race conditions during loading, and to fix that you can 
insert a delay between loading nile and httpstk. This 
should fix your problem.

Browsers that Support NIMS
Dear Ab-end: Do you have a list of tested browsers 
that works with Novell Internet Messaging System 
(NIMS) ModWeb interface? The documentation only 
states HTML and JavaScript for enhanced features. 
Any input would be appreciated.
—Browsing NIMs with Nordenskjold

Dear Browsing: Theoretically all available browsers 
should work with NIMS. In practice, I have found 
success with the following:

• Netscape 4.75 and 6.2

• Internet Explorer 5.5, SP2

• Opera 6

• GroupWise 6.01 Browser

NetWare 6 RAM Issues
Dear Ab-end: I’m having a hard time trying to find 
out if Portal (Tomcat) can make use of the RAM above 
4 GB in a NetWare 6 box. A local university is trying 
to ramp up their Novell Portal Services (NPS) environ-
ment and is waiting for an answer on this one.
—Ramping RAM with Raphael

Dear: Ramping: The NetWare Java Virtual Machine 
(JVM) v1.3 on NetWare 6 is only capable of using up 
to 485 MB. There are some other options, however:

• Set Tomcat’s -Xmx switch to 485 (making it 
bigger doesn’t do anything and could cause 
problems).

• There is an unsupported switch in NetWare 6 that 
will allow processes to use more than 485 MB. 
You could try this, but if it breaks other stuff it 
won’t be a shock. The switch is “server 
-u1000000000” for 1 GB. You could then increase 

your Tomcat -Xmx switch to that size. I have no 
idea if this will scale beyond 4 GB.

• You can run multiple threads of Tomcat, and 
round robin them behind Apache—all on one box. 
The configuration is not straightforward, however, 
and I haven’t seen it documented well anywhere. 
All the information you need is at 
http://www.apache.org. The downside to this 
approach is there is a lot of CPU cycles used and I 
am not sure if this will scale beyond 4 GB.

• Run Tomcat on something other than NetWare. 
The 485 MB limit is an unfortunate limit of the 
NetWare JVM v1.3. The NetWare JVM v1.4 
looks to improve the situation drastically. 

Each JVM implementation (on each platform) 
have vastly varying amounts of RAM that they 
can allocate to a Tomcat process: 

 • NetWare/NW JVM1.3—maximum 485 MB 
(true for any process) (This can be increased 
with the -u server.exe switch, but it isn’t 
supported yet).

 • Win32/Sun JVM1.3—maximum 1.3 GB
 • Linux/Sun JVM1.3—maximum 1.8 GB
 • Solaris/Sun JVM1.3—maximum 3.84 GB

As yet I haven’t been able to find the limits for the new 
Sun 1.4 JVMs. When I do, we could post them in this 
column.

Tomcat Memory Optimization
Dear Ab-end: Do you know how to optimize memory 
for Tomcat v4.x? There is a parameter called 
JAVA_OPTS in the CATALINA.BAT file, but I am 
not sure I am doing the right thing. I would like to do 
something like -Xm commands with Tomcat 3.
—Hangin’ with Tom in Tomcat World

Dear Hangin’: You may not realize this, but it is the 
same for Tomcat v4 as it is for Tomcat v3. The -Xms 
-Xmx are Java settings and are not Tomcat settings. It 
tells Java to reserve memory for the Java application 
(in this case, Tomcat  v4).
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Novell Completes Acquisition 
of SilverStream Software

Novell has announced the completion of its acquisition 
of SilverStream Software. With the acquisition of a 
leader in Web services-oriented application develop-
ment, Novell becomes a leading player in the emerging 
Web services market. The acquisition enhances 
Novell’s ability to help customers create business 
applications that leverage the latest Web technologies.

“By mid-decade, today’s computer software and solu-
tions will be part of a new Web services market,” said 
Jack Messman, CEO and chairman of Novell. 
“Novell’s acquisition of SilverStream is part of our 
plan to lead in the commercialization of Web 
services-oriented applications. Novell now has all 
three elements companies need to deploy advanced 
Web applications: business expertise with our 
Cambridge Technology Partners consultants, Web 
services application development capabilities, and reli-
able, secure, scalable networking infrastructure.

“Most Importantly for customers, Novell is alone 
among the major players in pursuing a plat-
form-agnostic approach. We don’t care what systems 
you have, we’ll help you build and securely run Web 
service applications on your existing infrastructure. 
This provides a compelling differentiator in Novell’s 
favor as companies look for cost effective ways to 
leverage the power of Web services.”

The acquisition of SilverStream brings the company’s 
leading Web services development platform, Silver-
Stream eXtend, into the Novell family of solutions. 
This solution provides a comprehensive environment 
for building, deploying, and managing 
services-oriented applications that are based on Java, 
XML, and Web services standards. Its components 
enable developers to quickly deliver highly interactive 
solutions that integrate existing business systems. This 
powerful, integrated services environment provides the 
third leg of the stool for Novell—complementing 
Novell’s existing business solutions delivery capabili-
ties and industry-leading secure identity management 
and networking solutions.

As a result of the merger, the SilverStream operation is 
now a wholly owned subsidiary of Novell focusing on 
the emerging market for services-oriented applications. 

David Litwack, formerly president and CEO of Silver-
Stream, becomes senior vice president of Novell and a 
member of Novell’s Worldwide Management 
Committee. Litwack will retain management control 
over the former SilverStream organization, ensuring 
uninterrupted service for SilverStream’s existing 
customers and continued product innovation as the 
unified company moves forward.

“Both SilverStream and Novell customers will benefit 
from this deal,” said Litwack. “As part of a larger 
corporate entity, we gain important resources to 
support customers more effectively, while removing 
concerns customers might have had about the viability 
of a small firm in an increasingly competitive market. 
Novell customers gain important new products to take 
the next step in developing and deploying advanced 
Web applications, from a company they know and trust 
as one of the best in the business.”

Fortifying the one Net Vision
Novell is an industry leader in driving the shift from 
client-server to Web-based network solutions. The 
launch of its one Net vision and Net services software 
approach three years ago illustrates Novell’s early 
understanding of the market shift toward a 
services-oriented approach to developing and 
deploying software across the Web. Novell’s core 
technical strengths in networking are increasingly 
recognized as critical to the Web services environment. 
In recent months, secure identity management has 
emerged as one of the key issues in service-oriented 
applications.

Matching Web services securely, reliably, and quickly 
to the individual or entity that needs them is a critical 
challenge in moving this market forward. Novell, with 
its more than 420 million licenses of eDirectory, 
clearly understands the challenges of identity manage-
ment better than any other technology company. Tying 
the power of Novell’s identity management and core 
networking solutions to the application strengths of 
eXtend positions the company uniquely to solve core 
challenges facing companies deploying Web services 
today. 

“Both Novell and SilverStream bring strong tech-
nology to the table,” said Dr. Anthony C. Picardi, 
senior vice president of global software for research 
firm IDC. “This is a good move for Novell to get into 
the Web services arena and gain a development story, 
while SilverStream gets security in a bigger organiza-
tion and access to Novell’s large customer base. While 
no merger is without its challenges, the strategy behind 
this deal is solid.”

The combination of Novell and SilverStream will 
provide additional benefits to both customers and part-
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ners. “We’re excited about the addition of a Web 
services development solution to Novell’s portfolio of 
products,” said Michael T. Carey, chairman and CEO 
of IT Systems Group in Farmingdale, NY, a Novell 
Platinum Partner. “We have customers who are 
anxious to make the move into the Web services space, 
but need the direction of a trusted source. Novell is 
known for some of the best and most secure tech-
nology in the business, so we expect this to help pave 
the way for the eXtend product. Adding this platform 
to the portfolio will offer new opportunities for solu-
tions providers like us to develop and deliver custom 
Web services applications for our customers.”

On July 17, 2002, Novell announced the completion of 
its cash tender offer, pursuant to which Novell 
purchased almost all outstanding shares of Silver-
Stream common stock at a price of $9.00 per share. 
The completion of the SilverStream acquisition that 
was announced today was achieved by merging a 
wholly owned subsidiary of Novell into SilverStream 
on July 19, 2002. As a result of the merger, each share 
of SilverStream common stock that was not tendered in 
Novell’s tender offer now represents the right to 
receive $9.00 in cash, without interest.

SilverStream Software has announced the availability 
of the first commercial implementation of JAX-RPC 
with the release of jBroker Web 2.0, the Web services 
engine for SilverStream eXtend, the company’s 
award-winning Visual Integrated Services Environ-
ment (ISE). Approved earlier this month by the Java 
Community Process (JCP), JAX-RPC 1.0 defines stan-
dard Java APIs that enable developers to build, run and 
invoke Web services using Java with SOAP as the 
messaging protocol. JAX-RPC delivers Java’s porta-
bility and ease of development to Web services, and 
ensures interoperability based on the latest industry 
standards and protocols. 

JAX-RPC makes it possible to write an application in 
Java that uses XML to make a remote procedure call 
(RPC), allowing a program on one computer to execute 
procedures on other systems. Based on XML, 
JAX-RPC is designed specifically for Web services 
and enables developers to implement clients and 
services described by WSDL.

As an active participant in the JCP, SilverStream 
served as a member of the Java Specification Request 
(JSR) 101 Expert Group of vendors and developers 
that designed the JAX-RPC specification v1.0. Addi-
tionally, jBroker Web 1.0, released in August of 2001, 
was a generation ahead of Apache SOAP, the then 
de-facto Java-based SOAP engine. One of the first 
commercially available SOAP implementations at the 

time, jBroker Web provided the same basic architec-
tural model as JAX-RPC a full ten months before 
JAX-RPC 1.0 was finalized. JAX-RPC is expected to 
be incorporated in J2EE 1.4, currently scheduled for 
release in early 2003.

“JAX-RPC is an important step forward in the devel-
opment of Java-based Web services because it 
provides consistent Java APIs for using emerging 
XML-based RPC standards,” said Kim Sheffield, vice 
president of eBusiness technologies for SilverStream 
Software. “SilverStream’s jBroker Web provides a 
high-performance JAX-RPC implementation that 
leverages standard J2EE security features. Organiza-
tions will benefit from a standardized approach to 
building Java-based Web services, along with 
improved interoperability with different vendor imple-
mentations, such as Microsoft .NET.”

SilverStream’s jBroker Web was one of the first 
J2EE-based SOAP implementations to deliver the 
familiar Java Remote Method Invocation (RMI) 
programming model to Web services development. 
JAX-RPC introduces further standardization for 
invoking Web Services using Java but does not alter 
the fundamental RMI approach used by jBroker Web. 
jBroker Web 2.0 is a new release with support for the 
final version of JAX-RPC 1.0. 

The core Web services engine for SilverStream 
eXtend, jBroker Web has been tested to ensure interop-
erability with all leading SOAP implementations. 
Additionally, initial performance tests reveal that 
jBroker Web is approximately 2.5 times faster than 
both the reference and Apache Axis implementations 
of JAX-RPC when comparing primitives and objects.

Availability and Pricing
SilverStream’s jBroker Web is available free of charge 
through SilverStream’s global sales organization at 
1-888-823-9700 or 1-978-262-3000, or e-mail 
sales@silverstream.com for more information.

About SilverStream eXtend
SilverStream eXtend, the eAI Journal Product of the 
Year for 2002, is a highly productive visual integrated 
services environment for the rapid creation and 
management of enterprise information systems. Silver-
Stream eXtend features breakthrough technology for 
XML integration to legacy systems, business process 
management, interactive applications, personalization, 
content management, user management, wireless 
device support, and more. For more information, visit 
http://www.silverstream.com/eXtend.
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Web Application Development 
with JSP and XML

The Extensible Markup Language (XML) has become 
the de facto standard data representation format for the 
Internet. XML data can be processed and interpreted 
on any platform—from handheld devices to main-
frames. It’s a perfect companion for Java applications 
that need portable data. 

Java is the winner programming language to use with 
XML. Most XML parsers are written in Java, and it 
provides a comprehensive collection of Java APIs 
specifically targeted at building XML-based applica-
tions. JavaServer Pages (JSP) technology has access to 
all this since it can use the full power of the Java plat-
form to access programming language objects to parse 
and transform XML documents. JSP has been designed 
with XML in mind; you can write a JSP page as an 
XML document!

Thus begins Qusay H. Mahmoud’s excellent article. 
For the complete text, see http://developer.java.
sun.com/developer/technicalArticles/xml/
WebAppDev2/.

SilverStream Software, 
TechMatrix Corporation, and 
Riskmonster.com Usher In 
New Era of Web Services in 
Asia-Pacific

SilverStream Software, Inc. has announced that Risk-
monster (http://www.riskmonster.co.jp), an Applica-
tion Service Provider (ASP) and leading Japanese 
provider of Web-based credit risk measurement and 
management services, has achieved a significant mile-
stone in the arena of customer service. Riskmon-
ster.com has deployed a Web services-enabled version 
of its risk management navigation system using Silver-
Stream eXtend, SilverStream’s highly productive 
Visual Integrated Services Environment (ISE) for the 
rapid creation and management of enterprise informa-
tion systems.

Through the deployment of its new RM2 Navi System, 
Riskmonster.com has become the first Japanese 
commercial ASP that is based on Web services tech-
nology. With the assistance of both SilverStream and 
its distributor in Japan, TechMatrix Corporation, Risk-
monster.com was able to integrate the RM2 Navi 
system into the mission-critical business applications 
of more than 700 customers, allowing Riskmon-

ster.com to provide more attractive services to a broad 
range of Japanese enterprises that now benefit from 
stronger business relationships.

“TechMatrix and SilverStream eXtend enabled us to 
revolutionize the way our customers work while signif-
icantly improving our customers’ system operations,” 
said Taichi Fujimoto, CIO of RiskMonster Corpora-
tion. “TechMatrix and SilverStream have been tremen-
dous in helping us successfully enhance the credit-risk 
management system technology with our venture busi-
ness strategy.”

Originally built in December 2000 on the SilverStream 
eXtend Application Server, RM2 Navi was one of the 
first Web-based credit and risk management systems, 
allowing Riskmonster.com customers to instantly 
calculate credit classification, suggested credit lines 
and planned profit ratios. Since then, Riskmonster.com 
found that many of its customers and prospects were 
requesting the ability to implement Riskmonster.com’s 
corporate credit management processes into core busi-
ness applications, such as accounting, finance, SFA 
and ERP.

With the guidance of SilverStream and TechMatrix, 
Riskmonster.com used SilverStream eXtend to connect 
the RM2 Navi system with the business applications of 
its customers via Web services interfaces. As a result, 
RiskMonster has reduced customers’ operational costs 
and increased revenue. In the future, RiskMonster and 
TechMatrix are planning cooperative ventures that will 
include the bundling of the Web services version of 
RM2 Navi System with additional ERP systems and 
registration on public UDDI servers.

“Riskmonster.com has clearly taken a leadership posi-
tion among companies in Japan, and in Asia Pacific in 
realizing and capitalizing on the value of 
services-based technologies,” said Roger Durn, vice 
president, Asia Pacific operations for SilverStream 
Software. “We look forward to continuing our work 
with Riskmonster.com as their customers further 
embrace the business benefits of the tight integrations 
SilverStream eXtend has provided.”

Novell Joins UDDI Advisory 
Group

Darryl K. Taft 

Novell Inc. has become a member of the UDDI 
(Universal Discovery, Description and Integration) 
Advisory Group as part of the organization’s effort to 
promote Web services standards. As a member of the 
group, Novell will help to define and promote the 

Java is the winner pro-
gramming language to
use with XML.
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UDDI specifications, which provide the vehicle for 
organizing and managing Web services. 

Novell is interested in the UDDI Advisory Group as 
part of the company’s effort to solidify the role of 
directories in Web services, the company said. Novell 
has been making moves in this area recently. Last 
month, Novell submitted a draft specification to the 
Internet Engineering Task Force outlining an approach 
for putting UDDI information into an LDAP (Light-
weight Directory Access Protocol) directory. 

In addition, Novell pushed the DSML (Directory 
Services markup Language) Version 2 standard, which 
was recently adopted and which allows access to a 
directory through Web services vehicles such as the 
SOAP (Simple Open Access Protocol) and XML, the 
company said.

Two Novell engineers authored the specification 
Novell submitted last month. Key to the specification 
was Novell’s experience in directories. The company 
maintains that LDAP directories, particularly its 
eDirectory, are ideal repositories for UDDI data 
because they offer fast and secure access to informa-
tion—which is important for Web services. 

Novell’s submission to IETF is titled “LDAP Schema 
for UDDI” and was authored by Kent Boogert and 
Bruce Bergeson of Novell. The team originally 
submitted the spec in February, then refined, updated 
and resubmitted it late last week. 

Winston Bumpus, director of standards for Novell, said 
in a statement that the adoption of UDDI “is essential 
in order to realize the promise of Web services—not 
only to support dynamic transactions among busi-
nesses, but also to enable seamless integration within 
the enterprise.”

Getting to Know LDAP and 
LDAP Directories

Vikas Mahajan

No longer an option for network applications, the 
directory service in all its forms has quickly become a 
core component of eBusiness infrastructure develop-
ment. And the surging number of disparate directories 
is likewise fueling the need for access and interopera-
bility standards such as LDAP, XML, SOAP, DSML, 
and others. 

Among these standards, Lightweight Directory Access 
Protocol (LDAP) enjoys broad industry acceptance as 
the protocol for deploying directory-based applications 
and solutions. Novell, the Sun-Netscape Alliance, Red 

Hat, Sun, Microsoft, Oracle, and IBM have all 
endorsed LDAP along with other leading ISV devel-
opers, consultants and system integrators.

The Evolution of LDAP
The OSI X.500 standard first released in 1988 serves 
as the basis for most directory technologies, including 
Novell eDirectory. It is not necessary to understand the 
X.500 standard to understand LDAP or eDirectory. 
However, we refer to X.500 for historical purposes to 
guide the discussion on the evolution of LDAP and 
NDS.

The X.500 standard defined a client Directory Access 
Protocol, or DAP. DAP provided the ability to read, 
search, and modify the directory. However, DAP 
tended to be complex, often requiring more processing 
power than desktop computers of the age could 
provide. 

As a result of this complexity, research began at the 
University of Michigan to develop an alternate, 
“lighter” version of DAP that could operate over the 
TCP/IP protocol stack. This effort resulted in the 
creation of the LDAP specification. Ongoing LDAP 
development was then handed to the IETF (Internet 
Engineering Task Force). Since that time, the IETF has 
released additional specifications to complement 
LDAP, including schema extensions, syntax defini-
tions, and a data interchange format. 

Initially LDAP directories focused on personal infor-
mation such as names and addresses, but LDAP direc-
tories are now becoming the foundation for heteroge-
neous network operating systems and enterprise-wide 
systems management. Applications running on 
disparate platforms can now use the LDAP protocol to 
access corporate directories for user information and 
authentication.

The Evolution of Novell’s eDirectory
It’s easier to understand LDAP if you understand the 
strategic role the directory occupies in the networked 
enterprise. Years ago, Novell recognized the impor-
tance of a single, enterprise-wide system to manage 
users and resources across the network. This resulted 
in the creation of NDS (Novell Directory Services), 
released with the NetWare 4 Operating System. 

However, with the arrival of the Internet, Novell real-
ized the importance of extending the reach of the direc-
tory beyond a single operating system. The company 
also realized the directory needed to be platform inde-
pendent, extensible through open standards, and 
massively scalable to support exponential numbers of 
users, customers, partners and suppliers. 

Initially LDAP directo-
ries focused on personal
information such as
names and addresses, but
LDAP directories are now
becoming the foundation
for heterogeneous net-
work operating systems
and enterprise-wide sys-
tems management.
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This resulted in the creation of eDirectory, Novell’s 
8th generation directory and the platform for powering 
the company’s One Net vision. Novell eDirectory 8.5 
provides native LDAP support and has been demon-
strated to scale beyond 1.5 billion objects with little or 
no loss in performance. 

Furthermore, it includes the features inherent in 
previous versions of NDS, including multi-master 
replication and referential integrity. The result is a 
proven LDAP directory that can serve as both an enter-
prise and an eBusiness platform with no concerns 
about reliability, security or scalability. 

In 1997, Novell embraced LDAP as a preferred 
protocol for developing directory-enabled networking 
solutions. Today, Novell eDirectory is a full-service 
directory that runs on NetWare, Linux, Solaris, 
Windows, Tru64 and AIX servers, and offers complete 
LDAP version 3 support while providing the unsur-
passed scalability, security, redundancy, and 
high-speed performance that is required in today’s 
e-business environment.

The Benefits of Using LDAP Directories
Companies deploy directories such as Novell’s to 
lower administrative costs, simplify and/or distribute 
administration, reduce user logins/passwords via single 
sign-on, enhance security, and provide a single loca-
tion for information about users. Directories are also 
major components of enterprise PKI (Public Key Infra-
structure) deployments and identity management initi-
atives. 

From the developer perspective, using LDAP to store 
application user information in the directory means 
reduced development time because there is no need to 
design your own user data store. You can easily access 
and leverage the security features inherent in eDirec-
tory to provide authentication and/or authorization for 
your application. What’s more, because your applica-
tion uses LDAP, it can quickly locate any type of 
directory information it needs, regardless of the target 
platform, saving you from having to develop this func-
tionality yourself. 

Since the directory contains user information, it is also 
ideally suited for large-scale application personaliza-
tion and identity management. From a Web perspec-
tive, this means leveraging the directory for Portal 
services, B-to-B or supply-chain initiatives. 

For example, CNN.com is a premier example of rapid 
delivery of personalized content and advertising that 
can be created with LDAP and eDirectory. Xircom, an 
Intel company, is leveraging eDirectory to establish a 
single global repository for both internal and external 
identity and profile information. The use of directory 
services is rising dramatically, and Novell leads its 

competitors when it comes to satisfied customers with 
real world directory success stories. 

So what types of information would you store in the 
directory? Recall that directories are optimized for read 
performance and as such, the data you store should not 
require frequent changes. User profile information, 
such as address, phone number, e-mail address, and 
personal preferences, are ideal for directory lookup. 
But BLOB data or transactional data is not recom-
mended for storage in the directory. Remember, direc-
tories are not replacements for relational databases.

Aren't All LDAP Directories the Same?
With an accepted standard in place, it might seem that 
today’s multiple competing LDAP directories are iden-
tical. It is true that LDAP-compliant directories will 
understand and reply to the same LDAP queries and 
commands. However, this is not enough to provide all 
of the functionality required by customers who are 
looking for a full-service directory. 

So, what are the advantages of a full-service directory 
from a customer perspective, and why should the 
LDAP developer choose eDirectory? Consider the 
multiple vendor perspectives:

• Novell evolved NDS eDirectory from the 
networking perspective.

• Sun-Netscape's iPlanet was created from the 
Internet perspective.

• Microsoft created Active Directory to support the 
Windows platform perspective.

Consider Scalability and Reliability 
For example, the LDAP specification does not define 
the directory’s underlying data store or repository, 
instead leaving this choice to directory vendors. It is 
within this data store that a great many features of the 
directory depend upon. 

While some vendors have chosen to build their LDAP 
solutions on top of a RDBMS, most vendors have 
instead opted to use proprietary data stores that are 
optimized for directory performance and scalability. 
For example, iPlanet* Directory Server relies on the 
Berkeley sleepycat B-tree database.

Novell eDirectory is built upon a database known as 
FLAIM. While the architecture of this database is 
beyond the scope of this document, it should be noted 
that Novell has publicly demonstrated the eDirectory 
database to scale beyond 1.5 billion objects and has 
167 API calls available to developers. It is precisely 
this type of scalability and functionality that sets 
Novell’s eDirectory and LDAP directory implementa-
tion apart.

Companies deploy direc-
tories such as Novell’s to
lower administrative
costs, simplify and/or dis-
tribute administration,
reduce user logins/pass-
words via single sign-on,
enhance security, and
provide a single location
for information about
users. 
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Consider Technical Maturity 
Furthermore, LDAP specifications do not yet define a 
standard for replication. Once again, the vendors are 
left to implement this as they see fit. Some vendors 
have chosen a supplier-consumer based replication 
architecture, where a single Master server is able to 
handle write requests, and changes are propagated 
from the Supplier server to various read-only consumer 
servers. The Supplier-consumer architecture is used by 
iPlanet Directory Server. It is also used by Microsoft 
NT domains; however Active Directory features 
multi-master replication. 

Novell, on the other hand, has always used a 
multi-master replication scheme to allow the directory 
to be distributed across many servers, each of which 
could hold a read/write copy of the database. In addi-
tion, the schema is also replicated across servers. 

eDirectory allows container-level partitioning, 
meaning replication can occur at the container level as 
opposed to requiring the replication of the entire data-
base. With eDirectory 8.5, Novell also supports a 
filtered replica, allowing customers to replicate only 
the objects and attributes needed, offering “full-service 
functionality” that keeps users, information and appli-
cations up to date as it saves administrative time and 
maximizes network bandwidth.

Directory versus Database?
A common misconception is that directories exist to 
somehow replace traditional relational databases 
(RDBMS). However, the truth of the matter is that 
directories and databases complement one another. 
Directories and databases serve different purposes and 
each is optimized to suit its respective tasks. 

For example, directories are optimized for reading 
rather than writing. This makes the directory an ideal 
place to store information that does not change 
frequently. Directories lend themselves well to query 
and lookup operations. Directories are hierarchical, 
allowing for distributed administration. Directories are 
designed for easy replication and distribution. Finally, 
directories incorporate standard schemas that can be 
extended, replicated, and distributed. 

Relational databases, on the other hand, are designed to 
be transactional. They provide no standard schema. 
Administration and storage are centralized. Databases 
provide repositories for storage of historical, 
general-purpose data and provide query functionality 
for reporting and analysis (using Structured Query 

Language). Databases are relational, not hierarchical 
and they are not object-oriented in nature.

So when deciding which pieces of data to store in the 
directory versus a RDBMS, recall the strengths and 
weaknesses of each system and their suitability to the 
task. The directory is the ideal data store for frequently 
read information that needs to be distributed.

Furthermore, the directory offers powerful, yet flexible 
security services that go beyond simple passwords. 
The authentication and authorization services available 
via the directory enable you to provide single sign-on, 
PKI, digital certificates, biometrics, tokens, and other 
advanced forms of security services.

In addition to numerous technical advantages noted in 
this article, integrating an LDAP directory with your 
applications comes with marketing and sales advan-
tages even hard-core programmers can appreciate: lots 
of informed potential customers for your solutions. For 
example, Novell currently supports over 142 million 
directory users in networked enterprises and direc-
tory-powered applications on the Internet. 

eDirectory also powers a full suite of Net services from 
Novell and its developer partners, including DirXML, 
onDemand, iChain, NetWare, Novell Modular Authen-
tication Service (NMAS), ZENworks and many more. 
The result is a growing, secure and robust technology 
environment into which commercial application 
providers can deliver. For more information about 
Novell Net services that leverage eDirectory, go to 
http://www.novell.com/products/nds. 

For easy access to Novell’s tools for using eDirectory 
in your solutions, please visit the Novell Developer Kit 
at http://developer.novell.com/ndk. For more informa-
tion about developing to NDS eDirectory, visit 
http://developer.novell.com/nds. 

About the Author 
Vikas Mahajan is a noted directory industry expert. He 
was featured in the November 1998 issue of Network 
Magazine for his work with NDS for NT. He has 
presented at Novell BrainShare and has served as a 
SysOp on the Novell Support Connection Forums 
since 1999. 

Currently, he is employed with Pricewaterhouse- 
Coopers, specializing in LDAP Directory design and 
deployment, PKI, and Portal Security. For a total 
immersion in all things LDAP, visit the LDAP Zone: 
http://www.ldapzone.com/.

A common misconception
is that directories exist to
somehow replace tradi-
tional relational data-
bases (RDBMS). 
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Q. I have an entry such as data:/temp. I have been 
able to set the space limit by using 

addElement(String user, int limit)

But I cannot figure out the limit, since if I put the 
maximum of the int parameter, I only get a 200MB 
space limit. Do you know how the limit works to pass 
the right size for space limit?

A. The formula for setting space limit works out as 
follows:

totalSpaceSet  =  bytesPerSector * sectorsPerCluster * 
totalBlocks;

where totalBlocks = (int) valuepassed / (bytesPerSector 
* sectorsPerCluster).

Q. I am working on building a monitoring program 
that generates simple web pages. The first thing I 
would like to do is query the tree for all volume objects 
and iterate over each one. As the iteration takes place I 
want to report about the disk usage and etc. I just 
downloaded the NWVolAdm bean and it seems to be all 
I need.

Since I am not building a GUI application, can I still 
use the beans methods in, say, a servlet, or have it run 
as a cron job? What are the steps needed to use this 
bean? I would appreciate any information.

A. Yes you can use the NWVolAdm bean as stated 
in the readme. This beans works with both GUI and 
non GUI. I use it in my JSP application, so I know it 
works in an non-GUI environment.

Q. I am writing a snap-in for ConsoleOne. I want to 
programatically search a given sub-tree (for which I 
have the root ObjectEntry) for classes of a specific 
type. This has to take place with no user intervention, 
so I can’t use the search dialogues.

I can’t believe something so fundamental is missing 
from the ConsoleOne APIs, but I’ve been looking 
through documentation all day and can’t find anything 
useful. Even if I can get a child collection for each 
ObjectEntry, that would be enough so that I can filter it 
myself, but a filtered search would be better. Go on, 
put me out of my misery!

A. You will probably want to use the 
Shell.getChildren method, which seems to offer 
exactly what you would like to do. For more 
information about the ConsoleOne SDK, visit 
http://developer.novell.com/ndk/nco.htm.

Q. Our representative returned from a meeting with 
Novell representatives with the impression that 
ConsoleOne will continue to be supported. Does this 
mean that we can expect better documentation and 
more APIs in the future?

A. The Novell iManager Development Team have 
indicated that only bug fixes will be made to 
ConsoleOne. I would not expect much more on the 
NDK side either. Supported, yes, more APIs, I doubt it. 

Q. I am programming to the GroupWise C3PO 
interface. I am trying to write an object that does 3 
things:

• creates a toolbar button and context menu for 
sending/forwarding/replying to messages

• alters the subject line

• programmatically sends the message

So far I’ve gotten the first objective down via the 
C3PO wizard, but I haven’t a clue as to how to meet 
the other two objectives. Trying to use the Novell 
documentation to figure it out is a nightmare. Can 
someone help me with this?

A. I think that in order to alter the subject line, you 
have to use GroupWise Tokens (look in the 
GroupWise Tokens documentation). For example you 
can use these tokens for the following:

• NewMail() - to create a new mail window

• ItemMessageIDFromView() - to get message 
identifier (you need it later, to alter subject line)

• ItemSetText(message id, 9, new subject line), 
where “9” identifies that you want to change 
subject.

The Novell iManager
Development Team have
indicated that only bug
fixes will be made to Con-
soleOne. 



codebreak

S e p t e m b e r  2 0 0 2

123

Se
ct

io
ns

• message id - message identifier returned by 
ItemMessageIDFromView

• new subject line - text with new subject

In order to send messages programmatically, you can 
use GroupWise Object API. Look for Message Object. 
As always, see http://developer.novell.com for all your 
GroupWise developer needs.

Q. I have developed a Java application using the 
Java LDAP libraries that were provided by Novell and 
the NJCL libraries, for certain tasks which cannot be 
performed by the LDAP libraries.

Currently the task of the application is to synchronize 
an Oracle database with accounts in eDirectory 8.5 
and on an Windows 2000 Active Directory server. 
Specifically, this application adds users to both 
(creating home directories, assigning trustees, and 
settings quotas), and it creates an e-mail address in 
Active Directory for MS Exchange. The functionality 
has been tested and is known to work; however, on the 
client site, we are having problems with replica 
synchronization.

In the last three days the replicas have gone out of 
synch twice and can no longer communicate with each 
other, in spite of the fact that we are not touching the 
replicas in any way other than to create users. We have 
had some success with the application on the client site 
(it has performed all of its functions for one and a half 
days and then for no apparent reason the replicas went 
out of synch).

We deleted the subordinate replicas and tried to 
recreate them, but they don’t get created (SLP works 
fine too). I cannot understand why this would be the 
case, it has never happened to the client before the 
application was put in place.

The only thing that I can attribute it to is the fact that 
the application connects to a subordinate machine with 
a Read/Write replica and not the Master replica. But I 
fail to understand how doing this could cause so many 
problems with replica synchronization. Have you had 
similar problems using LDAP or NJCL or could 
provide some solution for this problem? It would be 
greatly appreciated. 

A. The version of eDirectory that ships with 
NetWare 6 with Service Pack 1 has been known to 
cause servers to fall out of synchronization. This 
problem did not occur with the version of eDirectory 

that shipped with NetWare 6, nor in the latest version 
of eDirectory, available at http://support.novell.com/ 
filefinder/14283/index.html. 

FYI, the latest eDirectory version is 8.6.2 and is dated 
June 20, 2002. The version of eDirectory that will ship 
in NetWare 6 SP2 will not have this problem.

Q. I’m having a strange problem trying to get an 
SSL connection. Every time I am getting a 
“handshake_failure” just after the ServerHelloDone 
call. I have tried using the TLSTrustManager class in 
the samples (making no changes to the source) to get a 
another local copy of the certificate, but I got the same 
error. The certificates matched anyway. 

I’m using eDirectory 8.6.2, and the 4/22/02 ldap.jar on 
the client end with JSSE 1.0.3. I’ve tried running the 
client on Windows 2000 and AIX, but there’s no 
difference. Do you know of a particular client setting 
that fixes this?

A. The problem is probably in your java.security 
file. In one case, I had left the Novell Provider in it and 
Security.addProvider() puts the new Provider at the 
end of its list. There is a name clash when using both 
Providers. I got my code to work by using the 
Security.insertProviderAt() method and putting the 
Sun Provider ahead of the Novell one.

Q. Is there any resource for determining the exact 
SQL syntax that the Novell JDBC driver adheres to? Is 
it just the JDBC 1.0 spec? Part of my question revolves 
around a function to return the current time, current 
date, manipulation of strings via formatting, etc.

A. According to Novell Development Engineering: 
“Our API is using the JDBC 1.0 specification. But that 
doesn’t mandate what SQL can be used. Here is a link 
to the grammar of the SQL we use http://www.syware.
com/prodlib/odbc/drdbdr3.htm

Q. I am working with Novell Portal Services using 
setConfigSetting(“value”,“default”) and then issuing 
a writeConfig(), writes the setting to the user’s object 
in NDS. Is there a method that can be used to write the 
config setting to NDS, where the setting applies to all 
users of the gadget (i.e., like using portal 
administration). I’ve looked through the API, but 
haven’t run across anything yet that would help me.
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A. The gadget is intentionally shielded from writing 
anything that would affect the gadget assignment or 
gadget object directly. It can only write to the user 
object's personalizations. A normal user cannot and 
does not have rights to write directly to the gadget 
assignment or the gadget object directly. Also, one user 
personalizing a setting should not affect others.

The notable exceptions are page owners and gadgets 
on a community page. For gadgets on a community 
page, the writeConfig() method is overwritten to write 
directly to the community gadget assignment. There is 
no personalization in a community. Essentially the 
community owner is personalizing the gadget for the 
entire community.

For page owners, we currently do not have a way 
outside of the PageAdmin gadget for them to 
personalize gadget assignment settings for everyone 
viewing the page. We would like to add another type of 
personalize icon for page owners or portal 
administrators so they can set the gadget assignment 
settings from that icon without using the PageAdmin 
gadget. This would overwrite the writeConfig() 
method or introduce a new method for doing this. 

Using this overwritten or new method would fail if the 
user does not have the DS rights required to write to 
the page or gadget object.

Q. With Novell’s Library for C, what function 
should I use to get information as to which service 
pack has been installed on a server?

A. You can use something like NWGetNetWare- 
ProductVersion(). The program below prints the 
following information: majorVersion = 6, 
minorVersion = 0, revision = 1

#include

int main( int argc, char* argv[]) {
char const* server_name;
NWRCODE rcode;
NWCCODE ccode;
NWCONN_HANDLE conn_handle;
NETWARE_PRODUCT_VERSION
product_version;

if ( argc != 2)
{

printf( "Usage: %s \n", *argv);
return EXIT_FAILURE;

}

server_name = strupr( *++argv);
rcode = NWCCOpenConnByName( 0, server_name,

NWCC_NAME_FORMAT_BIND,
NWCC_OPEN_LICENSED,
NWCC_TRAN_TYPE_WILD,
&conn_handle);

if ( rcode != 0)
{

printf( "NWCCOpenConnByName failed, rcode = %x", rcode);
return EXIT_FAILURE;

}

ccode = NWGetNetWareProductVersion( conn_handle, &product_version);
if ( ccode != 0)
{

printf( "NWGetNetWareProductVersion failed, ccode = %x", ccode);
return EXIT_FAILURE;

}

printf( "majorVersion = %d, minorVersion = %d, revision = %d\n",
product_version.majorVersion, product_version.minorVersion,
product_version.revision);

NWCCCloseConn( conn_handle);
return EXIT_SUCCESS;
}

Note that the function does not distinguish between 
minor revisions of Support Packs, such as SP2 and 
SP2a. Russ Bateman, CLIB Senior Engineer here at 
Novell, adds the following explanation of all the ways 
you can get version information.

This might not be all the ways you can get this 
information, but the main idea is that starting with 
NetWare v5.1, the file server version number (the OS 
or SERVER.EXE’s version information) stopped 
having much to do with the Marketing versions.

With Novell’s Library for
C, what function should I
use to get information as
to which service pack has
been installed on a
server?
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LibC:
sys/utsname.h, function uname, uname2 (gives you the whole enchilada and certainly
callable from CLib apps too)

CLib:
utsname.h, function uname (not as comprehensive as LibC; no product version
information, enchilada with cheese only)

Other, legitimate external interfaces (of varying utility):
GetFileServerDescriptionStrings (as strings)
GetServerInformation
NWGetFileServerVersionInfo
NWGetNetWareProductVersion (supposedly the best official interface besides uname)
NWGetOSVersionInfo

And here is some version data that should be correct (if a bit aging—I got this when the product numbers became an 
issue for the libraries; displayed in fixed-width font, it looks cleanly aligned):

NetWare v5.1 Support Pack 1 (English and International)
Product version: 5.1.1

GetProductMajorVersionNumber() returns 5
GetProductMinorVersionNumber() returns 1
GetProductRevisionNumber() returns 1

File server version: 5.00i
GetFileServerMajorVersionNumber() returns 5
GetFileServerMinorVersionNumber() returns 0
GetFileServerRevisionNumber() returns 8 ('i')

NetWare v5.1 Support Pack 1 (Cobra English only)
Product version: 5.1.0

GetProductMajorVersionNumber() returns 5
GetProductMinorVersionNumber() returns 1
GetProductRevisionNumber() returns 0

File server version: 5.00h
GetFileServerMajorVersionNumber() returns 5
GetFileServerMinorVersionNumber() returns 0
GetFileServerRevisionNumber() returns 7 ('h')

NetWare v5.0 Support Pack 5
Product version: 5.00.5

GetProductMajorVersionNumber() returns 5
GetProductMinorVersionNumber() returns 0
GetProductRevisionNumber() returns 5

File server version: 5.00i
GetFileServerMajorVersionNumber() returns 5
GetFileServerMinorVersionNumber() returns 0
GetFileServerRevisionNumber() returns 8

NetWare v5.0 Support Pack 4
Product version: 5.00.4

GetProductMajorVersionNumber() returns 5
GetProductMinorVersionNumber() returns 0
GetProductRevisionNumber() returns 4

File server version: 5.00g
GetFileServerMajorVersionNumber() returns 5
GetFileServerMinorVersionNumber() returns 0
GetFileServerRevisionNumber() returns 6

NetWare v4.11
Product version: 4.11

GetProductMajorVersionNumber() returns (function doesn't exist)
GetProductMinorVersionNumber() returns (function doesn't exist)
GetProductRevisionNumber() returns (function doesn't exist)

File server version: 4.11
GetFileServerMajorVersionNumber() returns 4
GetFileServerMinorVersionNumber() returns 11
GetFileServerRevisionNumber() returns 0
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Extending Your Reach with 
Novell eXtend

Novell eXtend provides world-class solutions for 
creating Web services-based XML integration between 
business computing systems and business process 
management and also delivers advanced, Web-based 
application capabilities.

We call it a “Visual Integrated Services Environment 
for enterprise information systems.” So what does that 
mean? eXtend makes it easy to create integration 
points between mainframes, midrange, client/server, 
databases, EDI transactions, ERP and Web applica-
tions via the screen, logic, or data. You can quickly 
provide your organization, customers, and partners 
functionality from existing systems like mainframes, 
packaged applications like SAP, databases, and EDI 
transactions through Web-based applications and inter-

faces. And do all that without any modifications to 
these existing systems.

Web services, J2EE, and Novell eXtend make it easy 
and as a developer, you need to understand these 
technologies and be able to exploit their power. To 
learn more, visit the Novell eXtend Web page at 
http://www.silverstream.com/Website/app/en_US/
ProductsLanding 

You can download evaluation versions of eXtend 
Application Server, eXtend Director, and eXtend 
Workbench at http://www.silverstream.com/
Website/app/en_US/DownloadsLanding 

Brewing Up Applications that Leverage 
LDAP?
If so, check out our latest LDAP Java Bean: the Novell 
Internet Directory Schema Bean. This Bean simplifies 
the management of schemas in LDAP-based directo-
ries. It retrieves the schema supported by the LDAP 
server and allows you to add/delete object classes 
(layouts) and fields. 

You can download this Bean from the Novell Devel-
oper Kit at http://developer.novell.com/ndk/lead-
edge.htm. Look for “Leading Edge 174.”

eXtend makes it easy to
create integration points
between mainframes, mid-
range, client/server, data-
bases, EDI transactions,
ERP and Web applica-
tions via the screen, logic
or, data.
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Something New Is Afoot!

Gamal B. Herbon
Editor-in-Chief
Novell AppNotes

Well, my column in July about Novell not being dead 
drew more responses than any that I’ve written since 
my column on the next killer app. It seems that people 
are quite set in their opinions on whether or not Novell 
is dead (or dying) and whether we can recover.

No matter what your feedback was on that column, I 
want you to know that I respect your thoughts and 
appreciate your comments. Often, comments from 
readers (be they positive or negative) give me a new 
perspective on things. Also, your feedback often 
invokes much dialog between members of the 
AppNotes team, which I believe to be a good thing.

Points and Counterpoints
Many of you made points that were quite strong, but 
accurate, about the perception of Novell in the market-
place and the problems that are inherent in that percep-
tion. Others expressed to me your faith that Novell is 
getting stronger and is ready to rise again. Still others 
thought I was totally off-base because there are no 
problems with Novell.

It was interesting that I heard from all kinds of people, 
ranging from developers, end-users, system adminis-
trators, and investors, to people who just read my 
column on an Internet chat board. Most of the 
responses I received were well thought out and well 
expressed. Of course, I also received some replies that 
basically said, “You suck! (Insert your favorite tech 
company name here) rules!”

Granted, my opinion on the matter is not objective, as 
I’ve spent the last 14 years of my life in a Novell- 
centric world. As an employee, I have the privilege of 
seeing things going on inside the company that most of 
our readers don’t.

Yes, there are things that need to be changed and 
improved at Novell. No, these changes won’t occur 
overnight. Change is a slow process, I hope all of you 
will be patient with Novell as these changes occur.

As Editor-in-Chief, I continually receive feedback 
about the AppNotes as well. I also receive e-mails and 
voicemail messages from surprised individuals when I 
have responded back to their e-mails and phone calls. 
Hey, I do what I can to respond to our customers!

The SilverStream Acquisition
So, now that I’ve told you about the brouhaha raised by 
my July column (I’m glad so many people are actually 
reading them!), here’s a new topic I want to talk about. 
This may elicit even more responses than my July 
column—I’m referring to Novell’s recent acquisition 
of SilverStream Software.

I’ve been excited about this acquisition since I first 
heard about it. SilverStream is a company with about 
450 employees, based in Billerica, Massachusetts. 
They specialize in tools that let you quickly develop 
your own applications to take advantage of Web 
services. This is a piece of the Net Solutions pie that 
Novell has been missing, but has now acquired.

The SilverStream acquisition is complementary to both 
Novell and SilverStream. It gives SilverStream a broad 
customer base to deliver to. It gives Novell the ability 
to complete its Web services offerings, and thus 
provide complete Net Business Solutions to customers 
worldwide in a timely and cost-effective manner.

I believe that this integration will kick off the trend for 
Web services to be used in businesses in a major way. 
Forget that .NET stuff—it’s still out there in the future. 
Net Business Solutions are here today and Web 
services are now a reality, thanks to the merging of 
Novell and SilverStream technologies. 

I know many of you skeptics have been waiting for 
Novell to show you what we’ve got. Well, don’t wait 
any longer! Take a look at the SilverStream technolo-
gies today at http://www.silverstream.com and see 
what you think. I believe developers will be taken by 
the ease of use of these tools. End-users might take a 
little longer to be swayed, but I think eventually 
everyone will be impressed by what can be accom-
plished in the Web services arena.

Look for more information on the integration and the 
technologies from SilverStream and Novell in future 
issues of AppNotes, and in the online courses to be 
offered through DeveloperNet University at 
http://developer.novell.com/education/index.html.

I anxiously await your comments on this and other 
technology issues, and appreciate your candid and 
intelligent feedback. Until next time, I’ll just keep 
rambling. . . .
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Engineering Translations

For those of us who work in the more esoteric fields of 
engineering, here’s a handy list of measurements and 
their familiar equivalents.

• Ratio of an igloo’s circumference to its diameter: 
Eskimo Pi

• 2000 pounds of Chinese soup: Won ton

• 1 millionth of a mouthwash: 1 microscope

• Time between slipping on a peel and smacking the 
pavement: 1 bananosecond

• Weight an evangelist carries with God: 1 billigram

• Time it takes to sail 220 yards at 1 nautical mile 
per hour: Knot-furlong

• 365.25 days of drinking low-calorie beer because 
it’s less filling: 1 lite year

• 16.5 feet in the Twilight Zone: 1 Rod Serling

• Half of a large intestine: 1 semicolon

• 1000 aches: 1 kilohurtz

• Basic unit of laryngitis: 1 hoarsepower

• Shortest distance between two jokes: A straight 
line (think about it for a moment)

• 453.6 graham crackers: 1 pound cake

• 1 million microphones: 1 megaphone

• 1 million bicycles: 2 megacycles

• 2000 mockingbirds: Two kilomockingbirds

• 10 cards: 1 decacards

• 1 kilogram of falling figs: 1 Fig Newton

• 1000 cubic centimeters of wet socks: 1 literhosen

• 1 millionth of a fish: 1 microfiche

• 1 trillion pins: 1 terrapin

• 10 rations: 1 decoration

• 100 rations: 1 C-ration

• 3 statute miles of intravenous surgical tubing at 
Yale University Hospital: 1 I.V. League

Exercise: You Gotta Love It!

Been thinking of starting an exercise program? Before 
you invest frivolously in gym clothes, athletic shoes, 
and workout software, consider these observations.

• It’s well documented that for every mile that you 
jog, you add one minute your life. This enables 
you, at age 85, to spend an additional 5 months in 
a nursing home at $5,000 per month.

• My grandmother started walking 5 miles a day 
when she was 60. She’s now 70 and we don’t 
know where she is.

• The only reason I would take up jogging is so that 
I could hear heavy breathing again.

• I joined a health club last year. Spent about $400, 
but haven’t lost a pound. Apparently you have to 
show up.

• I have to exercise early in the morning before my 
brain figures out what I am doing.

• I don’t exercise at all. If God had meant us to 
touch our toes, he would have put them further 
up our bodies.

• I like long walks, especially when they are taken 
by people who annoy me.

• I have flabby thighs, but fortunately my stomach 
covers them.

• The advantage of exercising every day is that you 
die healthier.

• If you are going to try cross-country skiing, start 
with a small country.

• I don’t jog— it makes the ice jump right out of 
my glass.

Error Message of the Month

Disclaimer: Lightweight Access brings you humorous 
observations and refreshing diversions to give you a 
break from the daily grind. Opinions expressed here 
do not reflect Novell’s official position on anything.

I like long walks, espe-
cially when they are taken
by people who annoy me.
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Resource URL

Novell
For the latest news, solutions, and success stories on Novell 
net services software.

http://www.novell.com/

Novell DeveloperNet
Your direct connection to everything you need to deliver 
secure, scalable business-to-business (B2B) and e-commerce 
solutions—or any directory-enabled solution you have in 
mind—quickly and economically. 

http://developer.novell.com

Novell Support
To open an electronic incident, download the latest patches, 
and find additional technical resources.

http://support.novell.com

Novell Cool Solutions
Provides helpful articles, downloads, manuals, programs, 
demos, and answers to your questions.

http://www.novell.com/coolsolutions/

Novell Product Documentation 
For documentation about all Novell’s net services software. http://www.novell.com/documentation/

Novell Connection
Published monthly by NetWare Users International (NUI), the 
independent professional society for NetWare user groups 
worldwide.

http://www.novell.com/nwc/

Novell Consulting 
Need help putting it all together? See our Web site for more 
information on bringing in Novell experts to make your 
technology work as one net.

http://www.novell.com/programs/ncs/

Novell Solutions Search
Find Novell and "Yes, Tested and Approved" Partner product 
solutions.

http://developer.novell.com/nss/

Novell Education
Up-to-the-minute training on Novell products in whatever 
format meets your needs: Instructor-led training, computer-
based training, on-line training, Advanced Technical Training, 
and customized training.

http://www.novell.com/education/
http://www.novell.com/education/locator
http://www.novell.com/registernow

Novell PartnerNet
Programs to support Novell’s resellers, OEMs, distributors, 
and partners. Find valuable tools such as Novell 
advertisements, sales presentations, video presentations, 
and other resources.

http://www.novell.com/partners/

Novell Press
Need a little more information or don’t have time for a class? 
See all the hot new Novell Press titles on Shop Novell.

http://www.novell.com/shopnovell

Novell Advantage
This is the place to go for Novell competitive information: 
head-to-head product comparisons, reality checks, and 
positioning of Novell products against those from other 
vendors.

http://www.novell.com/advantage
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