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Letter from the Editor

1

Dear AppNotes Readers:

Welcome to the December 2001 issue of Novell AppNotes! As the holiday season is in full swing once 
again, the AppNotes staff joins me in wishing you and yours the happiest of holidays, and our best for a 
great and prosperous New Year in 2002! 

To help you get all your work done early before the holiday break, we’ve loaded this issue with feature 
articles, how-tos, and sections covering a wide variety of topics that should appeal to just about everyone.

Our feature articles this month include “Ensuring High Performance and Availability from NetWare 4.x 
and 5.x Servers” by Brett Ratliff, a Premium Support Engineer from our Atlanta office. If you’ve ever 
wanted to get the inside scoop on how to rev up your servers, this is it! We also have the second installment 
in our Delphi application development series by  Wolfgang Schreiber,  “Building eDirectory-Enabled 
Applications using Delphi: ActiveX.”

This month’s How-To articles include  “How to Use the Novell Kernel Services Programming 
Environment and Standard Run-Time Library: NetWare 6 Update” by Russell Bateman,  “How to Access 
Remote ActiveX Controls from NetWare” by Surendra Nath Mohanty, “How to Define a Corporate 
Naming Policy Using DirXML Stylesheets” by Karl Bunnell, and “How to Certify an NLM Application on 
NetWare 6” by Brad Ellis. The technologies that are available to Novell developers seem to get more 
exciting all the time, so take this opportunity to read up and see how you can leverage eDirectory, 
DirXML, Novell’s ActiveX Controls, and NLM certification to take your code to the next level.

Be sure to check out the great information in your favorite sections, and then get a holiday-themed chuckle 
from our Lightweight Access column. Starting with our January 2002 issue, you will see some changes to 
the sections based on feedback from our readers. Please continue to let us know what you think we are 
doing right, as well as what we could be doing better.

Again, I encourage all of you to visit our Web site at http://www.novell.com/appnotes. We have made a 
number of changes to enhance the site and help you find the information you need.  I’d also like to get your  
thoughts on the viability of eBooks and electronic-only subscriptions. Send me an e-mail and let me know 
what you think.

As always, we value your feedback and consider very carefully your suggestions for ways we can make 
AppNotes and our Web site even better. Remember, you can contact me by using the feedback button on 
our Web site or by e-mailing me at gherbon@novell.com. 

Happy Holidays!

Until next time,

Gamal B. Herbon
Editor-in-Chief

December 2001
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Brett J. Ratliff
Discusses numerous ways to enhance the efficiency and availability of your NetWare servers in an 
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Second in a series of articles on eDirectory programming with Borland’s Delphi; takes a closer look at 
the ActiveX approach and reviews the specific features, benefits, and drawbacks of that approach, 
along with some sample code.
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Run-Time Library: NetWare 6 Update
Russell Bateman
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63 How to Access Remote ActiveX Controls from NetWare
Surendra Nath Mohanty
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environment, using the Remote ActiveX Provider.

72 How to Define a Corporate Naming Policy using DirXML Stylesheets
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Ensuring High Performance and 
Availability from NetWare 4.x 
and 5.x Servers

Brett J. Ratliff
Primary Support Engineer
Novell, Inc.
bratliff@novell.com

This AppNote discusses numerous ways to enhance the efficiency and availability 
of Novell NetWare servers. Although the recommendations in this AppNote are 
geared towards NetWare 5.x servers, NetWare 4.x servers would also benefit 
from any applicable settings, especially those in the Performance/Tuning section.

Contents:

• Introduction

• Keeping Up-to-Date with Patches

• Performance Tuning

• Time Synchronization

• Service Location Protocol (SLP)

• Schema

• Miscellaneous Checks and Actions

• Conclusion

Topics NetWare 4.x, NetWare 5.x, eDirectory, performance 
tuning, SLP, time synchronization

Products Novell NetWare

Audience network administrators 

Level intermediate

Prerequisite Skills NetWare server support, implementation, and administra-
tion

Operating System NetWare 4.x, 5.x

Tools DSREPAIR, MONITOR, SERVMAN

Sample Code no
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Introduction

If you are like most network administrators, it has been a long time since you 
installed the NetWare servers that are currently in production in your computing 
environment. Or, when you install new servers, you simply accept the default 
settings. Either way, the server parameters are usually not tuned for maximum 
performance in your environment. If your servers are experiencing abnormal 
behavior like high utilization, losing time synchronization, excessive dirty cache 
buffers, numerous pending disk requests, slow replica synchronization, or even 
Abends (Abnormal End errors), the problem is most likely not with the robust 
operating system you are running, but with the limited boundaries under which 
you are allowing it to run. NetWare can handle a tremendous amount of work if 
given the appropriate environment to do so.

This AppNote provides a detailed outline of some of the major tuning parameters 
and other factors that affect server performance. When these parameters are set 
properly for your environment, they will ensure that your NetWare servers are 
running as efficiently as they can and providing the highest availability possible. 

Keeping Up-to-Date with Patches

Installing every patch Novell puts out is certainly unadvisable. You should only 
install a patch if you are experiencing the exact problem the patch resolves. 
However, some patches are critical for everyday server operations and are 
therefore considered a must to install.

The following is a list of patches that are required for the specified operating 
system versions.

NetWare 4.x
• NW4SP9 (NetWare 4 Support Pack 9)

• TSA5UP7 (patches and updates for NetWare SMS Services)

NetWare 5.0/5.1
• NW5SP2A (NetWare 5 Support Pack 2a) along with:

• OS5PT2A (updated SERVER.EXE to resolve Pentium III issue)

• FLSYSFT3 (updated FILESYS.NLM for NetWare 5.x)

• NICID157 (NICI crypto upgrade v1.5.7 - domestic)

• TSA5UP7 (patches and updates for NetWare SMS Services)

• WSOCK4F (Winsock update for NetWare 5.0/5.1)
or

• NW51SP3 (NetWare 5.1 Support Pack 3)

• WSOCK4F (Winsock update for NetWare 5.0/5.1)

Note: Patches can become outdated rather quickly. Check Novell’s technical support 
Web site at http://support.novell.com regularly for the latest patches.
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Performance Tuning

Because the default settings for NetWare servers are inadequate for many 
environments, performance tuning is a must. The settings listed in this section are 
recommended for all NetWare 4.x and 5.x servers. These settings will sustain you 
through NetWare 5.1 with eDirectory 8.5 (DS 85.xx). 

Note: If your server settings have already been changed for a specific reason to values 
greater than those recommended in this AppNote, leave them as they are. 

With any of the recommended changes in this AppNote, you should monitor the 
server performance for a short period of time after they are made. If your servers 
are already registered with an SLP Directory Agent, you will have to “bounce” the 
server to get it to re-register with your changes. Other settings will be activated 
either immediately or at the next reboot. After a few days, look at your Free Cache 
Buffers (% Free) and LRU sitting time. The LRU sitting time should be no lower 
than 30 minutes. If it is, you need to add memory.

Note: Although most of these settings are dynamic, some require a reboot of the 
server. Be sure to schedule the reboot at a time when it will not impact your 
production environment.

Important: When making these changes on a NetWare 5.x server, the settings will be 
stored in a registry file on the local drive of the server. Remember to 
comment out or remove any exact settings that may be in the server's 
AUTOEXEC.NCF file.

Detailed descriptions of NetWare SET parameters can be found online at http://
www.novell.com/documentation/lg/nw5/usreflib/utlrfenu/data/hgdzhwr7.html.

Communications

• Maximum Pending TCP Connection Requests = 4096

• Maximum Packet Receive Buffers = 10000

• Minimum Packet Receive Buffers = 3000

• Maximum Physical Receive Packet Size = 2048

This packet size setting is for Ethernet environments only. If you have a differ-
ent topology, set the value accordingly.

Directory Caching

• Maximum Concurrent Directory Cache Writes = 500
• Directory Cache Allocation Wait Time = 1 sec
• Directory Cache Buffer NonReferenced Delay = 30 sec
• Maximum Directory Cache Buffers = 200000
• Minimum Directory Cache Buffers = 1000
• Maximum Number Of Internal Directory Handles = 1000
• Maximum Number Of Directory Handles = 100
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Disk

• Enable Disk Read After Write Verify = OFF

File Caching

• Minimum File Cache Buffers = 200
• Maximum Concurrent Disk Cache Writes = 2000
• Dirty Disk Cache Delay Time = 0.5 sec

File System

• Deleted Files Compression Option = 0

If you are experiencing high utilization situations, you might consider turning 
OFF compression for deleted files, depending on how often you purge your de-
leted data. The default setting is 1 (ON), which will cause the server to com-
press deleted files that have not been purged.

Licensing Services

• NLS Search Type = 1
• Store NetWare 5 Conn SCL MLA usage in NDS = Off

The MLA usage switch is for MLA (Master License Agreement) customers 
only. Regular and CLA customers will need to leave this ON.

Locks

• Maximum Record Locks Per Connection = 10000
• Maximum Record Locks = 100000

Miscellaneous

• Minimum Service Processes = 100
• Maximum Service Processes = 750
• New Service Process Wait Time = 1 sec
• CPU Hog Timeout Amount = 1 min
• Upgrade Low Priority Threads = OFF

Note: Leave the Upgrade Low Priority Threads parameter set to ON if you have a 
NetWare 4.x SMP server. If you have a NetWare 5.x server that is not running 
multiple processors, look at the MODULES list and in the STARTUP.NCF file to 
make sure you unload all SMP/MPK modules. These should have a *.PSM 
extension.

NCP

• NCP Protocol Preferences = TCP UDP IPX

• Client File Caching Enabled = OFF

Consider turning this parameter OFF if you still experience high utilization af-
ter applying the settings in this AppNote to your servers. This parameter 
allows for “Client” Open files to be cached at the server.
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Service Location Protocol

• SLP DA Discovery Options = 4

• SLP Cache Timeout = 1800

• SLP Scope List = GLOBAL
This implies that you have a STATIC scope called GLOBAL.  If not, apply the 
STATIC scope name.

Note: You will need to have a “named” scope to support SLP v2.0!

Novell Storage System (NSS)
To optimize the performance of any NSS volumes, type the following commands 
at the console prompt:

NSS /NameCacheSize=64000
NSS /ClosedFileCacheSize=1536
NSS /CacheBalance=20

Make sure your server has adequate memory for the CacheBalance setting.

Additional Parameters
• Packet Type 20 = 0

This setting can be changed in INETCFG if your LAN drivers are configured 
there.  If not, you can modify it by typing Set NetBIOS Replication Option = 
0 at the console and then FLUSH CDBE.

• IPX Sockets = 10020
This setting can be changed in INETCFG if your LAN drivers are configured 
there. If not, add the following to your AUTOEXEC.NCF file:
LOAD SPXCONFG Q=1 I=10020

• SET Maximum Concurrent Opens Per File and Connection =1000000 

• SET TCP IP Maximum Small ECBs = 65534
Set this parameter at the console, then type “FLUSH CDBE”.

Important: After above changes are made, type FLUSH CDBE at the console prompt of 
every NetWare 5.x server to write the changes to the registry file. The 
FLUSH CDBE command can be done after any parameter changes. If you 
make changes and for some reason the server is not shut down gracefully 
(via the DOWN command), the settings will not be saved.

Here’s a helpful hint for NetWare 5.x servers. You can create an .NCF file with all 
the above settings and then push it out to all your servers.  Remember to put 
FLUSH CDBE at the end of the .NCF file and remove any “like” parameters from 
the AUTOEXEC.NCF file.

Time Synchronization

Time synchronization is very important to the stability and health of your network 
and Directory Services. Server time should be checked periodically and definitely 
before any replica or partition operations.
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Important: The types of Time Providers are Reference, Single, and Primary time 
servers. As a general rule, networks with less than 40 servers should only 
have one Single time provider. Also be careful not to have too many Primary 
time servers (no more than 16 per Reference server) and limit your tree to 
only one Reference time provider.

The latest TIMESYNC.NLM can poll NTP time sources and, if such a time source 
is available, it should be configured to do so. You might want to find out if your 
network contains a Unix box or other system that already gets its time from an 
atomic clock source. If so, point the Reference server to it; if not, you can use one 
or more of the following:

• MIT - 129.7.1.66:123

• NIST Central Computer Facility - 129.6.16.36:123

• Sony - 198.93.3.1:123

Note: For all servers with IP, set the last server in the configured time source list as 
TIME SOURCE = 127.127.1.0. This is the Loopback address for TIMESYNC.NLM. For 
NetWare 4.x or 5.x servers without IP, put the server name instead of the IP 
address in the time source list.

Following are the recommended SYS:SYSTEM\TIMESYNC.CFG files for the 
different types of time servers.

For a Reference time server:

Configured Sources = ON
Directory Tree Mode = ON
Hardware Clock = ON
Polling Count = 3
Polling Interval = 600
Service Advertising = ON
Synchronization Radius = 2000
Type = REFERENCE

# TIMESYNC Configured time source list
TIME SOURCE  = 129.6.16.36:123 (or your favorite NTP source)
TIME SOURCE = (1 PRIMARY)
TIME SOURCE = 127.127.1.0

For a Primary time server:

Configured Sources = ON
Directory Tree Mode = ON
Hardware Clock = ON
Polling Count = 3
Polling Interval = 600
Service Advertising = ON
Synchronization Radius = 2000
Type = PRIMARY

# TIMESYNC Configured time source list
TIME SOURCE = IP_address_of_Reference_server
TIME SOURCE = (1 PRIMARY)
TIME SOURCE = 127.127.1.0
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For all Secondary time servers:

Configured Sources = ON
Directory Tree Mode = ON
Hardware Clock = OFF
Polling Count = 3
Polling Interval = 600
Service Advertising = ON
Synchronization Radius = 2000
Type = SECONDARY

# TIMESYNC Configured time source list
TIME SOURCE = (1 PRIMARY)
TIME SOURCE = 127.127.1.0

Time Synchronization Checklist

Following is a Time Synchronization checklist:

• Create a TIMESYNC.CFG file and push it out to all corresponding servers 
(Reference, Primary, Single, and Secondary). 

• At the console prompt, type “UNLOAD TIMESYNC” and then “LOAD 
TIMESYNC”.

• Load DSREPAIR and check Time Synchronization.

Note: If you are experiencing yo-yo problems (time synchronization lost and established 
repeatedly) or significant time drift problems, the SET Timesync Correction Floor 
parameter could help. Issue the following command at the console prompt of 
each server:  SET Timesync Correction Floor = 200.

TIMSYNC is currently being engineered to support a complete NCP protocol 
infrastructure, multiple NCP time sources, and many other enhancements. Keep 
checking Novell’s Web site for new versions and modify your environment 
accordingly. Most importantly, if you experience time drifts and servers being out 
of time synchronization, you should look at redesigning your network’s time 
synchronization setup and upgrading to the latest version of TIMESYNC.NLM.

Service Location Protocol (SLP)

SLP design is crucial for a NetWare 5.x Pure IP environment, even if you still 
have IPX on your servers. The basic configuration is to create a Directory Agent 
(DA) with a static scope named GLOBAL (this could be any name except for 
“Unscoped”). All of the NetWare 5.x IP servers will have an SLP.CFG file that 
advertises its resources to the DA, including the server hosting the DA.

Note: There is no room in this AppNote to even begin to explain the complexities of SLP 
in the NetWare environment. For further information on SLP design, reference 
TID #10062474 at http://support.novell.com.
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SLP Checklist

Following is an SLP checklist:

• Verify that all NetWare servers running IP are in your DNS (Domain Name 
System).

Note: Check the HOSTS file in the SYS:ETC directory and make sure it has no alias of 
the server.

• Create a DA with a Static scope. Make sure the server that hosts the DA has a 
replica of the partition containing the DA object and SLP Scope.

• Create a SYS:\ETC\SLP.CFG file containing the following line:

DA IPV4, IP_address_of_DA

• Distribute the SLP.CFG to all servers (including the DA server) participating 
in SLP. 

• Verify that the Discovery Option is set to 4 on all servers participating in SLP.  
(This change may have been made while implementing the recommendations 
listed in the Performance Tuning section of this AppNote.)

Schema

The Schema should not be overlooked or underestimated, as it contains the rules 
that govern all objects in an eDirectory tree. It must be identical on all servers 
throughout the tree. Here is a quick way to check the consistency of your Schema.

From the server containing the Master replica of the tree’s [Root] partition, issue 
the following commands at the console prompt:

• SET DSTRACE=ON

• SET DSTRACE=NODEBUG

• SET TTF=ON

• SET DSTRACE=*R

• SET DSTRACE=+SCHEMA

• SET DSTRACE=*SSD

• SET DSTRACE=*SSL

• SET DSTRACE=*SSA

Watch the DSTRACE screen until the synchronization completes, then type SET 
TTF=OFF. You now have a DSTRACE.DBG file in the SYS:SYSTEM directory 
that shows you the status of Schema Synchronization in your tree. If the file 
reports that the Schema did not synchronize on some servers, you need to fix this 
problem immediately. Begin fixing any problem servers by running a local repair 
with the Rebuild Operational Schema option set. You can also issue a Reset Local 
Schema command.
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Miscellaneous Checks and Actions

This section contains a conglomeration of miscellaneous server checks and 
actions to further ensure the efficiency and availability of your network servers. 
As with any server changes, schedule them for a time when they will not affect 
users in a production environment.

DS Versions

Make sure you don’t have more than two DS versions in your tree. The current 
versions as of 21 November 2001 are:

• DS 6.13

• DS 7.55e

• DS 8.77g

• DS 85.20c (eDirectory)

Obituaries

Stuck and orphaned obituaries in eDirectory can occur because of several reasons, 
but most often are the result of poor communication. While some of these are 
harmless, others can prevent you from doing any partition and replica operations.  
The detrimental types are Inhibit_Move (TYPE 3) or Move_Tree (TYPE A) 
obituaries. 

The following DSREPAIR option will check your servers’ external references and 
report any Obituaries:

LOAD DSREPAIR -A | Advanced Options | Check External References

If any Obituaries are detected, report them as soon as possible.

External Reference Objects

To ensure that you have no corrupted or invalid external reference/backlinked 
objects, you can zero them out and recertify them. Here are the steps to do this: 

1. Type “LOAD DSREPAIR -XK3 -RD” and wait until it finishes.

2. Type “SET DSTRACE=*B”.

3. To view the backlinks being recertified, type the following commands and 
switch to the DSTRACE screen:

SET DSTRACE=ON

SET DSTRACE=NODEBUG

SET DSTRACE=+BLINK
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Bindery Emulation

Bindery emulation was added to NetWare 4.x for backwards compatibility with 
the NetWare 3.x bindery. This emulation was intended for short-term use during 
migration until customers had transitioned all of their bindery connections to 
NDS. Since Bindery-related traffic can cause high utilization and sluggish 
performance, you should try to minimize Bindery traffic. 

If you have bindery emulation requirements, you can monitor the load by filtering 
on the Bindery Emulation traffic using DSTRACE.  Enter the following 
commands at the console prompt: 

SET DSTRACE=ON

SET DSTRACE=NODEBUG

SET DSTRACE=+EMU

This filter will allow you to see Bindery Emulation traffic on the server. If the 
traffic is significant, you should re-evaluate the need for Bindery connections 
such as printers and users and replace them with NDS-enabled versions wherever 
possible.

Replica Placement

If your NDS tree was designed some time ago, you should re-evaluate the design. 
You should have the standard three replicas of every partition for redundancy. 
Another good thing to do, wherever possible, is to limit the number of 
Subordinate References on the network.

Repair Network Addresses

After making any SLP or protocol changes, it is a good idea to repair all network 
addresses, as NetWare uses these to resolve requests to other servers.

To do this on NetWare 5.x servers, type “LOAD DSREPAIR -A” and then select 
Advanced Options | Servers Known To This Database. Press <Enter> on any 
server, and then select Repair All Network Addresses.

Purging Deleted Files

Although many network administrators have different ideas about purging deleted 
files, I recommend that you purge all volumes at least once a month. I also 
recommend that you flag volumes and directories to Purge Immediate on 
GroupWise Queue Directories, Print Queue Directories, and BorderManager/ICS 
Cache Volumes.

Search Policies

The optimum configuration if you are using ZENworks for Desktops is to locate 
the Policy objects in the partitions where you need them and have the Search 
Policy option go only to the Root of that partition. This will eliminate a lot of 
unnecessary tree walking and will improve client performance. 
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Note: The NetWare Client 3.3 ignores ZENworks Workstation Manager search policies 
unless you apply Client 3.3 SP3.

High Utilization from NDS

High utilization on a server can be caused by excessive values being stored in the 
WM:Registered Workstation attribute. This is caused by NetWare Clients adding 
multiple values to a container’s WM:Registered Workstation attribute. If the 
ZENworks Workstation Manager component of the NetWare Client is installed, 
the Client will add a cookie to the user’s container to register the workstation for 
importation. If the workstation is not imported, the Client will continue to add 
values to this attribute, even though it is not visible using NWAdmin32. A value is 
added each time a user in the container logs in. If the number of values added 
becomes large, NDS synchronization of these multiple values can cause the server 
to experience high utilization.

To check for too many values on the WM:Registered Workstation attribute, type 
“LOAD DSREPAIR -CV100” at the server console and then review the 
DSREPAIR.LOG file.

To remove the multiple values, run “DSREPAIR -WM” and repair the local 
database.

Backing Up Directory Services

Last, but certainly not least, is the “DSREPAIR -RC” option that creates a 
backup of your Directory Services information. The file(s) are stored on the 
server’s SYS volume. You cannot restore these files on your own, but if you 
experienced a major disaster a Novell technician can restore them. I recommend 
that you run this option nightly if you can, but at the minimum once a week. This 
option will lock the NDS database, so schedule this backup operation carefully.

Conclusion

With so many administrators performing upgrades to servers and experimenting 
with all the exciting new technology Novell is coming out with, it is easy to forget 
the pillars of Novell networks: the servers themselves. This AppNote has 
addressed some areas relating to performance that may have been overlooked or 
forgotten. It will also serve as a guideline for setting up new servers and 
standardizing existing ones. Above all, the recommendations herein will help your 
NetWare servers deliver the highest availability possible in your environment.

Copyright © 2001 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
their respective companies or distributors.
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Introduction

ActiveX controls are OLE objects or Component Object Model (COM) objects. 
Most frequently (but not necessarily), they are implemented as *.OCX files. 
Using off-the-shelf components such as ActiveX controls has the advantage that 
much of the complexity of a given task (like accessing network resources) is 
hidden from the developer and taken care of within the ActiveX control. This 
typically leads to a significantly shorter development cycle and smaller code 
sizes. However, the trade-off may be restricted functionality (not all features that 
are available in low-level coding may be accessible in the OLE object) or slower 
performance (the COM object internally might provide unwanted information or 
features that potentially reduce execution speed).

While the Novell ActiveX controls will never completely match the functionality 
of a sophisticated, well-written custom application using low-level APIs, they 
offer a rich set of features without hitting performance too much. Whether you 
choose ActiveX or low-level calls will depend on your specific programming 
task. This AppNote series may help you make the right decision.

This AppNote will not discuss the various available Novell ActiveX controls in 
detail, but will focus instead on the their implementation in Delphi. If you would 
like to learn more about these controls and their usage, refer to the following 
articles that have been published in Novell AppNotes (all available online at 
http://www.novell.com/appnotes/):

• “How to Use the Novell Directory Control (NWDir)” - Part 1 March 2001, 
Part 2 May 2001, Part 3 August 2001

• “How to Access NDS from HTML or ASP” - Part 1 March 2001, Part 2 April 
2001, Part 3 May 2001, Part 4 July 2001

• “Building an NDS-Enabled Application Using Visual Basic and the Novell 
Controls for ActiveX” - Part 1 July 2000, Part 2 February 2001

• “Programming with the Novell Controls for ActiveX and Visual Basic: 
Getting Started” (Novell Developer Notes, June 1999)

Most of the previous AppNotes focussed on implementations with Visual Basic 
(VB). Due to its ease of use, VB has become a very popular programming 
language for Rapid Application Development (RAD) and can also easily be 
integrated into Office applications or Web pages. Many people, including myself, 
prefer Borland’s Delphi to VB, since Delphi combines the power and flexibility of 
C with the ease of use of a RAD environment. You may also combine the use of 
ActiveX controls with low-level calls to have the best of both worlds.

The sample code for the examples in this AppNote can be downloaded from the 
Web at http://developer.novell.com/research/appnotes/download.htm.



D e c e m b e r  2 0 0 1 17

Overview of ActiveX Controls

While this AppNote will focus on just a few of the ActiveX controls available 
from Novell, it is helpful to get an overview of the currently-existing controls. 
They are summarized in the following table.

Control Name Short Title Description

N
D

S 
/ 

eD
ir

ec
to

ry

NWDir Directory Control Accesses Novell eDirectory, allowing you to add, 
delete, search, and manage Directory entries, and 
extend and mange the Directory schema

NWDirA Directory Administra-
tion Control

Allows you to set up and control eDirectory parti-
tions and replicas; also to access, create, merge, 
modify, or synchronize partitions and replicas in an 
eDirectory tree

NWSecStr SecretStore Control Provides features to manage a user’s SecretStore; 
allows you to create or remove application secret 
IDs; application secrets can also be accessed from 
the user’s SecretStore; you can also lock and unlock 
the SecretStore

NWDirQ Directory Query Control Queries Novell eDirectory and retrieves information 
about Directory entries; allows you to set the filter, 
time limit, and maximum number of entries for a 
search

NWUsrGrp User Group Control Used to manipulate User and Group objects in an 
eDirectory tree; provides features to retrieve, add, 
delete, or modify a User or Group object

NWDirAuth Directory Authenticator 
Control

Verifies the identity of an object in eDirectory; vali-
dation can be done by verifying the password of the 
object or by validating its access rights over other 
objects

NWNDSDom NDS Corporate Edition 
Domain Control

Enables you to add a User object to an NDS Domain 
object; user can also be assigned to a Local or Global 
Group of an existing domain

NWCatA Catalog Administration 
Control

Used to manage Catalog objects; a Catalog is an eDi-
rectory object that stores user-specified data from 
an eDirectory tree in a Catalog database

LD
A

P

NWIDir Internet Directory 
Control

Allows you to create network applications that 
access Lightweight Directory Access Protocol (LDAP), 
a protocol for accessing Internet directory services

NWIDirS Internet Directory 
Schema Control

Allows you to manage the schema in directories that 
provide access through LDAP

NWIDirE Internet Directory 
Entries Control

Used to manage entries in directories through LDAP; 
you can add, delete, and move the entries and 
attributes

NWIDirQ Internet Directory 
Query Control

Queries directories through LDAP; allows you to set 
the filter, maximum number of entries, and time 
limit for a search
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Of course, this AppNote cannot possibly cover all of these controls, so it will 
focus on a few that you can use to access eDirectory.

G
en

er
al

 A
dm

in
is

tr
at

io
n

NWAppA Application Administra-
tion Control

Provides features to set up and manage the 
Application Management and Distribution features 
in ZENworks

NWSess Session Control Abstracts features of a network session, allowing you 
to log in using the NetWare Client 32 dialog box, list 
current drive mappings, and run user-specific login 
scripts

NWBind Bindery Control Accesses the NetWare bindery database to manage, 
search, back up, and restore functions on a server, 
and to administer network entries

NWVolA Volume Administration 
Control

Provides features to manage a NetWare volume, let-
ting you view and modify volumes, directories, and 
files

NWSrvA Server Administration 
Control

Provides features to manage NetWare servers; 
contains properties and methods to view or edit 
primary server parameters and feature settings

Pr
in

ti
ng

NWDPPrtA NDPS Printer Adminis-
tration Control

Simplifies the management of NDPS Printer objects 
in eDirectory; allows you to manage jobs, job config-
urations, queues, notifications, access control, and 
so on

NWPQA Print Queue Administra-
tion Control

Provides features to manage NetWare print queues 
and print jobs

NWPSA Print Server Administra-
tion Control

Used to set up and control a print server and its 
associated printers from a remote workstation

Co
m

m
.

NWCliSkt
NWSrvSkt

Client and Server 
Socket Controls

Provide features to design client/server applications 
that communicate using either TCP or SPX protocols

NWPrSkt Peer Socket Controls Provides connectionless socket communications with 
IPX and UPD socket features

Br
ow

se
/S

el
ec

t

NWSelect Selector Control A visual control used to select a network object; 
when the control is initiated, a dialog box lists the 
eDirectory and Bindery objects present on the net-
work

NWBrowse Browser Control Allows you to view an eDirectory tree, the file sys-
tem, or an LDAP directory; lists various NetWare 
resources in different types of views

Control Name Short Title Description
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Installation and Registration

There are two main operations that you need to perform before you can develop 
applications with the Novell ActiveX controls:

• Tell Windows all about it (copy and register the controls)

• Tell Delphi all about it (create type libraries)

Copy and Register the Controls

This step is typically performed during the installation of the controls on your 
workstation. First, download the controls from Novell’s DeveloperNet Web site at 
http://developer.novell.com/ndk/ocx.htm. If you are not yet a registered member 
of DeveloperNet, choose the free electronic membership for now.

Once you have completed the download, run the self-extractable OCX.EXE file. 
The program will copy the controls, the Windows help files, and some sample 
code to a directory on your local drive (for example, C:\Novell\ActiveX\). It will 
also add the controls to your Windows registry. Some controls have dependencies 
on other software (see the OCX.TXT file for details). If these prerequisites are not 
met, the control may not be registered.

If you ever want to manually register a control, you can use the Borland-provided 
tool REGSRV32.EXE  or the ready-made RegOcx.bat, both of which will be 
installed with the controls. Also, if you want to deploy your application on other 
machines, you will have to register the controls on these target machines using 
one of the methods mentioned above.

Create Type Libraries

Before you can create your first Delphi application with the controls, you need to 
inform Delphi about their existence. Only after the creation of a Delphi type 
library Delphi is able to perform a syntax check and use the features of code 
completion. 

Just as with the previous step, this needs to be done only once. Start Delphi and, 
from the main menu, select Components | Import ActiveX Control. Choose one of 
the Novell controls (they all start with “Novell …”) and click on the Install 
button. Accept all upcoming information screens.

Repeat this step for each control you plan to use. For the purposes of this 
AppNote, you just need the controls named “Novell Directory Control.” the 
“Novell Directory Query Control,” and the “Novell Network Selector Control.”

The new controls should now show up as icons on the ActiveX tab in your Delphi 
IDE. Delphi will remember the new controls you have registered the next time 
you start it.
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During this registration, Delphi will read the ActiveX control and create a type 
library file in the compiler directory (for example, C:\Program Files\Borland\ 
Delphi5\Imports). It will use this library to validate your source code during 
compilation.

Note: If you replace an ActiveX control with an updated version, you should first 
unregister the control, then register the new version and re-import it into Delphi. 
Otherwise Delphi would access the new control with the old type libraries, which 
could cause unpredictable results.

Getting Started

Before you start on your first ActiveX application in Delphi, here are some 
suggestions which may be useful during your programming work.

Get Yourself Some Help

I would recommend opening the online documentation or the Windows help files 
for ActiveX so that you can easily switch between your code and the 
documentation.  The documentation contains general information about each 
control, detailed lists of properties, methods, and events of each object, as well as 
complex object diagrams (which I like the most).

Figure 1 is a small excerpt of the help file for the Novell Directory control. 

Figure 1: A portion of the online help for NWDir.

NWDir
Entries:            NWEntries
Entry:               NWEntry
FieldTypes:       NWFieldTypes
Filters:             String
FullName:         String
Layouts:      NWLayoutDescriptions
LoginName:      String
Pictures:           NWPictures
ShortName:       String
SortedEntries:   Boolean
SortBy:      String

String ContextFromFullName (String FullName)
NWEntry FindEntry (String Name, Variant Key,
      Variant Value)�

String FullNameFromTreeAndContext (
      String TreeName,
      String ContextName)
NWEntry FindNextEntry ()
NWEntry FindPrevEntry ()
Void Search (String NameFilter, String
 ClassFilter, NWSearchScope Scope,
 String StartContext, [NWSearchMode
 SearchMode])
 StopSearch()

String TreeFromFullName (String FullName)
Void SearchLimited (String NameFilter, String
 ClassFilter, NWSearchScope Scope, String
 StartContext, [NWSearchMode
 SearchMode], [Long Limit])

EntryAdded (NWEntry NewEntry)
EntryDeleted (NWEntry OldEntry)
RefreshViews ()
SearchCompleted (Variant Results)
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This section of the help document shows the details of the central NWDir object. 
It lists the available properties of this object: for example, the “Entries” collection 
containing all eDirectory objects in the selected container, and the “Layouts” 
collection containing the schema definitions of the eDirectory tree.

Figure 1 also shows the available methods for the central NWDir object; for 
example, the “Search( )” method you can use to locate objects in the tree. It also 
lists the available events, such as the “EntryAdded” event that you can use to call 
a function when an object is successfully added to your tree.

Again, there isn’t nearly enough space in this AppNote to cover more than a small 
fraction of the available ActiveX controls. If you want to find out more about 
these, I recommend that you take a look at some of the sample code, and then, 
with the documentation handy, start experimenting on your own.

Let’s Talk About X
You are probably asking yourself, “After I have decided which ActiveX control 
I’d like to use, how do I proceed?” The answer is easy: After you have 
successfully registered the controls to Windows and Delphi, just create a new 
Delphi form and drag the selected control from the ActiveX component bar in 
your IDE onto the form. 

Most of the controls introduced above are non-visual controls—they are visible 
only at design-time and do not have their own visual interface at run-time. The 
two exceptions are the visual Novell Browser Control and the Novell Selector 
Control: these are visible both at run-time and at design-time. 

Well, enough small talk. Let’s look at some code.

Common eDirectory Tasks

This section presents a series of common eDirectory tasks and looks at some 
implementations with the Novell controls. Since the main purpose of this section 
is to introduce the new functionality, I will not include sophisticated error 
handling. In practice, however, you should embed many of the statements that 
access ActiveX features into “try … except” clauses, since the preferred way for 
an ActiveX control to return an error is to throw an exception.

To make the implementation of the following code samples as simple as possible, 
the user interface will be reduced to the bare minimum. 

To run the test applications, simply start Delphi, create a new application, and add 
one button and one list box. Then drag the NWDir component from the ActiveX 
tab in your IDE onto the form. Since the NWDir component is non-visual, it 
doesn’t matter where you place it: it will only be visible at design time. Your new 
form, which you will use for most of the examples in this AppNote, should look 
similar to the one shown in Figure 2.
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Figure 2: Basic form that will be used in the examples.

Task 1: Who Am I
To get information about the name of your current tree and container, as well as 
your own login name, you can use some of the base properties of the NWDir 
object.

In design mode, click on Button1 and complete the code so it looks like this:

procedure TForm1.Button1Click(Sender: TObject);
begin

Listbox1.Items.Add(NWDir1.ShortName);
Listbox1.Items.Add(NWDir1.FullName);
Listbox1.Items.Add(NWDir1.LoginName);

end;

Now save and run the program. It will display the short container name (for 
example, “users”), the long container name (for example, “NDS:\\MyTree\ 
MyOrg\ MyOU\Users”), and finally your own user name (for example, 
“NDS:\\MyTree\MyOrg\MyOU\Users\MySelf”).

Task 2: Browse Objects
After you have retrieved your own container and user name, how do you detect 
the other objects in the container? One of NWDir’s key properties is helpful: The 
Entries collection (or “Array” if you prefer) is an object of type NWEntries, and it 
contains a list of objects in the current container. The number of items in this 
collection is stored in the Entries.Count property, and each object can be accessed 
with the Entries.Item[ ] property.

If you look in the help file (see Figure 3), you can find out that the individual 
elements of this NWEntries collection are objects of type NWEntry. This 
NWEntry object has some helpful properties like ShortName, LongName, or 
Layout. And since you’d also like to retrieve the object type (or “Layout name” in 
ActiveX terminology), you can use the Layout property (which turns out to be 
another object with its own properties and methods).
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Figure 3: A portion of the online help for NWEntry.

Replace the previous sample code lines with this Delphi sequence:

procedure TForm1.Button1Click(Sender: TObject);
VAR

i  : Integer; 
x1 : NWEntries;
x2 : NWEntry;

begin
x1 := NWDir1.Entries;            // store the collection
for i := 1 to x1.Count do begin

x2 := x1.Item[i-1];          // store a single object
Listbox1.Items.Add(x2.Layout.Name + ': ' + x2.ShortName);
Application.ProcessMessages; // update display 
end;

end;

As you run this application, it should retrieve and display all objects in your 
current container. The list will include the objects’ types and short names.

Task 3: Set Tree and Context
So far, you have only worked with the objects in the current container. Changing 
the tree and the container is simply done by setting the NWDir.FullName property 
to the tree/context of your choice. This can be done with a variety of approaches:

• Use the Novell Selector control to select a tree/container

• Get input from the user

• Set the property at design time

• Use the Novell Session control to scan the trees you’re connected to

NWEntry
Alias:                Boolean
Entries:            NWEntries
FullName:         String
ImageIndex:      String
Layout:      NWLayoutDescriptions
OtherNames:     String
PartitionRoot:   Boolean
ShortName:       String
Tag:                   String

Void Abort ()
Variant GetFieldValue (String FieldName, 
      [Variant DefaultValue],
      [Boolean ForceAsArray])
Boolean LoadFieldValueFromFile (
      String FieldName,
      String FileName)
Boolean SaveFieldValueToFile (
      String FieldName,
      String FileName,
      [Variant OverwriteExisting])
Boolean SetFieldValue (String FieldName,
      Variant Value)
Void SetPassword (String NewPassword,
      [Variant OldPassword])
Boolean Update()
Boolean ValidatePassword (String Password)
NWEntry Move (String NewFullName)
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The next example demonstrates the first two of these approaches. To do this, add 
an edit box and the NWSelect control to your project. Then add the FormCreate 
event to the form and the Edit1DblClick event to the edit box. Now add these lines 
of code:

procedure TForm1.FormCreate(Sender: TObject);
begin     // show the current tree/context

Edit1.Text := NWDir1.FullName;
end;

procedure TForm1.Edit1DblClick(Sender: TObject);
begin     // select new container

NWSelect1.FullName   := NWDir1.FullName;         // search base
NWSelect1.ViewType   := NWViewType(selViewList); // view: list
NWSelect1.TypeFilter := 'Organizational Unit, Organization, Country';
if NWSelect1.Show                                // call selector

then Edit1.Text := NWSelect1.FullName;        // show new container
end;

procedure TForm1.Button1Click(Sender: TObject);
VAR

i  : Integer;
x1 : NWEntries;
x2 : NWEntry;

begin
Listbox1.Clear;
try

NWDir1.FullName := Edit1.Text;   // set selected context
x1 := NWDir1.Entries;            // store the collection
for i := 1 to x1.Count do begin

x2 := x1.Item[i-1];          // store a single object
Listbox1.Items.Add(x2.Layout.Name + ': ' + x2.ShortName);
Application.ProcessMessages; // update display
end;

except
on e: Exception do Listbox1.Items.Add(e.Message);

end;
end;

What did you accomplish in this update? In the FormCreate event, you simply 
displayed the current tree and context in an edit box. If the user double-clicks in 
the edit box, the Selector control will be launched after its starting context and 
display type have been set. The filter has been set to show only container objects 
(Organizational Unit, Organization, Country), since this is what you want to 
select. Once a container is selected, it will be shown in your edit box.

The Button1Click event will now set the current context of your NWDir control to 
whatever the edit box contains, thereby allowing for manual user modification of 
the tree and context. To be on the safe side, a “try … except” clause is used.
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Task 4: Read Attributes
So far you have been reading object names and their types, but you haven’t yet 
tried reading object attributes. The list of available attributes for a given object 
can be accessed in the schema documentation (in the ActiveX help files), or in the 
properties of the NWDir control (at design time). They can also be read 
dynamically from the schema with NWDir calls at run time.

One problem that needs to be considered is that some attributes are single-valued, 
such as “Account Balance,” while others are multi-valued, such as “Group 
Membership.” Also, you need to take into account a variety of attribute data types 
(numbers, strings, and so on). The easiest way to handle this situation is to treat all 
attribute data as Variant arrays.

This approach is taken in the next example. Again, you need the basic form with 
an added edit box (see Figure 4).

Figure 4: Basic form with an added edit box.

procedure TForm1.FormCreate(Sender: TObject);
begin     // start with a simple attribute

Edit1.Text := 'Surname';
end;

procedure TForm1.Button1Click(Sender: TObject);
VAR

i,j : Integer;
x1  : NWEntries;
x2  : NWEntry;
V   : Variant;

begin
Listbox1.Clear;
try

x1 := NWDir1.Entries;            // store the collection
for i := 1 to x1.Count do begin

x2 := x1.Item[i-1];          // store a single object
Listbox1.Items.Add(x2.ShortName);
try  // read the attribute into the Variant array V 

V := x2.GetFieldValue(Edit1.Text, Unassigned, TRUE);
for j := 0 to VarArrayHighBound(V, VarArrayDimCount(V)) do

if String(V[j])<>''
then Listbox1.Items.Add('  '+Edit1.Text+': '+String(V[j]));

except
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end;
Application.ProcessMessages; // update display
end;

except
on e: Exception do Listbox1.Items.Add(e.Message);

end;
end;

You can read each attribute that has been entered into your edit box. Since each 
attribute is treated as a variant array, you need to identify this array’s dimensions 
using the functions VarArrayHighBound and VarArrayDimCount (see the Delphi 
help for more information on these functions). Then you can read each array 
element and display it as a string.

Try running this application and replace the “Surname” attribute with other 
attributes such as “Account Balance,” “ACL,” or “'Group Membership.”

Task 5: Change Attributes
Changing attributes is not much more difficult than reading attributes. This 
example is a simple application that changes your own surname—at least in 
eDirectory. 

Note: The simple, single-valued string attribute “Surname” was chosen for its ease of 
demonstration. To change multi-valued attributes, you would have to take a 
slightly different approach: read all existing attribute values into an array, do all 
modifications to this array in memory, and then save the whole array back to the 
object. The current implementation of the NWDir control does not allow for the 
addition or removal of individual attribute values in a set.

When you test this application, be aware that you are now changing eDirectory 
attributes. To be on the safe side, you should run this application in a testing 
environment or with appropriate care.

For the purposes of this example, add a second button and a second edit box to 
your project. (see Figure 5).

Figure 5: Basic form with an extra button and edit box added.
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Then add OnClick methods to both buttons and the list box. Complete the code so 
that it looks like this:

procedure TForm1.Button1Click(Sender: TObject);
VAR       // list objects in current context 

i   : Integer;
x1  : NWEntries;
x2  : NWEntry;

begin
Listbox1.Clear;
try

x1 := NWDir1.Entries;            // store the collection
for i := 1 to x1.Count do begin

x2 := x1.Item[i-1];          // store a single object
Listbox1.Items.Add(x2.FullName);
Application.ProcessMessages; // update display
end;

except
on e: Exception do Listbox1.Items.Add(e.Message);

end;
end;

procedure TForm1.ListBox1Click(Sender: TObject);
VAR       // read the Surname attribute

U   : String;
xu  : NWEntry;

begin
// start with some hosekeeping
ButtonSave.Enabled := false;
Edit1.Text := '';
Edit2.Text := '';
// locate the selected user object
U          := Listbox1.Items[Listbox1.Itemindex];
xu         := NWDir1.FindEntry(U, '', '');
// accept only user objects, here
if (xu.Layout.Name <> 'User') then exit;
// show the selected user name
Edit1.Text := U;
ButtonSave.Enabled := true;
try  // read the Surname into Edit2.Text

Edit2.Text := xu.GetFieldValue('Surname', 'n/a', FALSE);
except

on e: Exception do ShowMessage(e.Message);
end;

end;

procedure TForm1.ButtonSaveClick(Sender: TObject);
VAR

xu  : NWEntry;
begin

// locate the selected user object
xu         := NWDir1.FindEntry(Edit1.Text, '', '');
if (xu.Layout.Name <> 'User') then exit;
try  // save Edit2.Text as new Surname

xu.SetFieldValue('Surname', Edit2.Text);
xu.Update;  // submit changes
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except
on e: Exception do ShowMessage(e.Message);

end;
end;

This small application allows you to select a user from the list box, read its 
surname, change the surname in the edit box, and save it back to eDirectory. For a 
Delphi sample that updates multi-valued attributes, visit the Developer Support 
sample area at http://developer.novell.com/support/sample.htm and look for 
DXAddMmb.

Task 6: Read the Schema
Reading the schema on-the-fly doesn’t require much work. Use the simple form 
with one list box and one button. You’ll need to create a nested loop: the outer 
loop reads the layouts (classes or object types), while the inner loop reads the field 
descriptions (attribute names) for each class.

procedure TForm1.Button1Click(Sender: TObject);
VAR       // display classes and attributes

i,j : Integer;
L   : NWLayoutDescriptions;
F   : NWFieldDescriptions;

begin
Listbox1.Clear;
try

L := NWDir1.Layouts;             // store the classes collection
for i := 1 to L.Count do begin

Listbox1.Items.Add(L.Item[i-1].Name);
F := L.Item[i-1].Fields;     // store the fields collection
for j := 1 to F.Count do     // display fields (attributes)

Listbox1.Items.Add('   '+F.Item[j-1].Name);
Application.ProcessMessages; // update display
end;

except
on e: Exception do Listbox1.Items.Add(e.Message);

end;
end;

Reading the schema is really easy, and it might be helpful in situations where the 
user selects an object and the application offers further options dependent on what 
attributes are available for the selected object.

Task 7: Create Objects
Creating objects can also be easy—at least the creation of the new entry with its 
mandatory attributes can be done quickly.  Here is a bare-bones code sample 
(again, use just a list box and an edit box):

procedure TForm1.Button1Click(Sender: TObject);
VAR       // create a new user

x1   : NWEntries;
x2   : NWEntry;

begin



D e c e m b e r  2 0 0 1 29

x1 := NWDir1.Entries;
Listbox1.Items.Add('Adding user '+ Edit1.Text);
try

// add the new object
x2 := x1.Add('User', Edit1.Text);
// add mandatory attributes
x2.SetFieldValue('Surname', 'Something stupid');
// assign password
x2.SetPassword('SECRET', Null);
// submit changes
x2.Update;
Listbox1.Items.Add('  User added');
except

on e: Exception do Listbox1.Items.Add('  '+e.Message);
end;

end;

If you are setting user passwords, you should always pass them in uppercase. All 
NetWare tools (including NWAdmin and the client Login function) convert 
passwords to uppercase, so new users will not be able to log in if your application 
saved lowercase passwords.

If you would like to use templates to create users, you should use the NWUsrGrp 
control instead of the NWDir control. NWUsrGrp also makes it easier to create 
home directories than does the general-purpose NWDir control.

Task 8: Search for Objects

Now consider another frequent task: to query eDirectory for objects that match 
certain criteria. Typical instances may be “Locate all queue objects in the tree” or 
“List the users that haven’t logged in for a while.” 

While the NWDir control has a Search method that can filter on object types, 
there is a somewhat more flexible control specialized on eDirectory queries: the 
Novell Directory Query control (NWDirQuery). For this example, use the basic 
form with the button, the list box, and an additional edit box. Drag the 
NWDirQuery control onto the form.

procedure TForm1.FormCreate(Sender: TObject);
begin

Edit1.text := NWDirQuery1.Fullname;  // set current container
end;

procedure TForm1.Button1Click(Sender: TObject);
VAR       // submit the search to NDS

QueryResults: NWQueryResults;
begin

try
NWDirQuery1.FullName       := Edit1.Text;
NWDirQuery1.Filter         := 'User(Surname=S*)';
// set fields to be retrieved
NWDirQuery1.Fields         := 'CN, Surname, Last Login Time';
// current container or subtree
NWDirQuery1.SearchScope    := qrySearchSubtree;
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// sync or async
NWDirQuery1.SearchMode     := 0;
NWDirQuery1.MaximumResults := 100;
NWDirQuery1.SortKeys       := 'Surname';
QueryResults               := NWDirQuery1.Search;
NWDirQuery1SearchCompleted(Sender, QueryResults);
except

on e: exception do ShowMessage(E.Message);
end;

end;

procedure TForm1.NWDirQuery1SearchCompleted(Sender: TObject;
const QueryResults: INWQueryResults);

VAR       // get the results
Q : NWQueryResult;
i : Integer;
V : Variant;

procedure ShowAttribute(attrName: String);
Var

k : Integer;
begin

try
V := Q.FieldValue[attrName]; 
for k := 0 to VarArrayHighBound(V, VarArrayDimCount(V)) do 

ListBox1.Items.Add(Format('   %s: %s', [attrName, String(V[k])]));
except

on E: Exception do ListBox1.Items.Add(E.Message);
end;

end;

begin
ListBox1.Clear;
ListBox1.Items.Add(NWDirQuery1.Filter);
for i := 1 to QueryResults.Count do begin

Q := QueryResults.Item[i-1];         // one result (object)
ListBox1.Items.Add(Q.FullName);      // show object name
ShowAttribute('CN');
ShowAttribute('Surname');
ShowAttribute('Last Login Time');
end;

end;

This simple query has a built-in filter searching for users that have surnames 
starting with the letter “S.” These objects will be sorted by their “Surname” 
attribute, and they will be displayed with three selected attributes.

Task 9: The Browser

Last but not least is an example of how to include a visual tree browser in your 
application. 

Create a new application/form, add an edit box, and then add the Novell Browser 
control. Your form should look similar to the one shown in Figure 6.
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Figure 6: Basic form with an edit box and the Browser control.

Now add a FormCreate event and the NWBrowse1EntryClicked event, and then 
add these few lines of code:

procedure TForm1.FormCreate(Sender: TObject);
begin

NWBrowse1.Control  := NWDir1.DefaultDispatch;
NWBrowse1.Refresh;

end;

procedure TForm1.NWBrowse1EntryClicked(Sender: TObject;
const Entry: INWNetworkName);

begin
Edit1.Text := Entry.FullName;

end;

With just a couple of lines, you have given your application a visual eDirectory 
browser that looks similar to the NWAdmin browser.

Performance and Tuning

There is a simple rule of thumb that may significantly speed-up your ActiveX 
application: Avoid accessing large collections in loops! The reason behind this 
simple rule is that the controls try to refresh the contents of the collection 
whenever they are accessed. Imagine that you wanted to access an Organizational 
Unit with 1000 leaf objects using a code sequence like this:

for i := 1 to NWDir1.Entries.Count do 
Listbox1.Items.Add(NWDir1.Entries.Item[i-1].ShortName); 

Your application would pass this loop 1000 times. Whenever it passed the first of 
these lines, it would re-scan the container to read and count all its child objects. 
This would cause a significant and unnecessary performance hit.
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However, if you add a variable that caches the NWEntries collection, you could 
speed up this process approximately by a factor of 1000:

VAR 
V : NWEntries; 
i : integer; 

V := NWDir1.Entries;  // store collection in cache
for i := 1 to V.Count do 

Listbox1.Items.Add(V.Item[i-1].ShortName); 

With this small modification, you can significantly reduce network traffic and 
boost performance.

Deployment Considerations

If you intend to distribute your application in-house or to customers, there are a 
few things you need to consider.

Registry
Before the application can access an ActiveX control, the control must be 
registered to Windows and entered into the registry.  An easy way to do this is to 
do the complete OCX installation by running OCX.EXE on the target work- 
station. In many situations, though, it may not be desirable to install all ActiveX 
components, including the help files and samples, on a client workstation. In these 
cases, you could ship the required controls together with your application and call 
the registration program (REGSRV32.EXE) during the installation process.

NetWare Client
In your installation process, you should also be aware of the prerequisites for each 
of the controls you use. Most controls (except for the LDAP-based controls) 
require the Novell Client 32 software to be installed on the workstation. There 
may be additional dependencies; check the OCX.TXT file that comes with the 
controls for details.

Legal Constraints
Before shipping the controls or any other Novell software to customers, you 
should check the disclaimer and copyright information for that software.  In the 
case of Novell’s ActiveX controls, the copyright section in OCX.TXT explicitly 
states: “Novell hereby provides express written consent to redistribute Novell’s 
ActiveX Controls provided with this Novell NDK.”

Compatibility of Updates
Since Novell publishes regular updates to the ActiveX controls on the NDK and 
on the DeveloperNet Web site, customers may check for updates to take 
advantage of future bug fixes or performance improvements. However, there is no 
guarantee that future versions of the components will be 100% compatible with 
the previous version you used to develop your application. Your application might 
break if the customer downloads an incompatible ActiveX update.
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Configure Context at Design-Time or Runtime
You may have noticed in the sample applications above that you did not have to 
specify an initial context for the NWDir component. At design time, the 
component identified your default context and saved it with the executable. If you 
run this application in a different tree (for example, at a customer site), it would 
try accessing this hard-coded context and throw an exception.

To be on the safe side, you should identify the available/default trees and 
containers at application start-up. An easy way to do this is to use the Novell 
Session control, which provides properties like ConnectedTrees and 
AvailableTrees. If you do so, your application will be independent of the 
eDirectory environment.

Caveats

Delphi Bugs

Borland has a history of problems with their import of ActiveX components. In 
general, you should check for the latest product updates on Borland’s patches web 
site at http://www.inprise.com/devsupport. Here are a few to be aware of now:

• C++Builder. Borland’s C++Builder v.4.0 couldn’t import the controls until 
after the service packs were applied. 

• Delphi 2, 3, and 5. These versions of Delphi had no ActiveX import 
problems.

• Delphi 4. Delphi 4 had some minor import problems that have never been 
fixed. They mainly affect Novell’s Session control, causing it to fail to import 
some properties. For example, the property NWSess1.ConnectedServers is 
not recognized by Delphi 4. In these cases there is typically a workaround: 
whenever a documented property or method is not recognized by Delphi 4, 
insert the property “ControlInterface” (for example, use NWSess1.Control- 
Interface.ConnectedServers instead).

• Delphi 6. Delphi 6 had severe problems: typical error messages during the 
ActiveX import are errors about Get_ and Set_ methods, syntax errors about 
“( [..] )” constructions, or warnings that no return value is specified. These 
problems seem to be resolved with the first Delphi 6 service pack.

Redeclaration of ActiveX Types

Various Novell controls may use the same name for different objects. For 
example, the object NWEntry is declared in the Novell Directory control and 
references an eDirectory object, and the same type NWEntry is used in the 
Volume Administration control, where it refers to a file system entry.
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If you use two controls that redefine the same type in the same application, you 
should tell Delphi which declaration you want to refer to. For example, instead of 
using this simple declaration:

Var
x, y: NWEntry;

replace it with a more specific declaration:

Var
x: NWDirLib_TLB.NWEntry;
y: NWVolAdmLib_TLB.NWEntry;

Conclusion

After working through the examples in this AppNote, you should have a good 
idea of the features and benefits of using ActiveX controls to access eDirectory 
from Delphi. Using these controls to develop simple and powerful applications 
can be amazingly fast, and the performance typically is good. Indeed, one of the 
main advantages of using ActiveX controls is the significantly reduced 
development time—after all, that’s what RAD is all about.

However, you might feel restricted by the predefined objects, properties, and 
methods that a control provides, or you may need even higher performance. In 
these cases, you may use low-level APIs that directly call into the Novell Client 
DLLs and provide unsurpassed performance and flexibility. The next AppNote 
article in this series looks into this low-level approach and shows you how you 
can combine this approach with ease of development by using some of the Novell 
Delphi helper units. So stay tuned!
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Introduction

This is a final update to a series of articles detailing concepts and functionality of 
the Novell Kernel Services and a new C run-time library to accompany it. The 
release time-frame is first customer shipment of NetWare 6, but support for this 
environment has already been released in the support packs to NetWare 5.x. A 
brief summary of each article in the series is given below:

“The Future of Application Development on NetWare with NLMs” discusses why 
CLib had reached a crossroads in its history and how it would pass the torch to 
NKS/LibC for future application development. (See 
http://developer.novell.com/research/devnotes/
1999/septembe/03/index.html.)

“Features of the Novell Kernal Services Programming Environment for NLMs: 
Part One” explores the reasons for this programming paradigm in the NLM 
environment and examines in surface detail the various interfaces promoted by 
NKS. (See http://developer.novell.com/research/devnotes/1999/septembe/
05/index.html.)

“Features of the Novell Kernal Services Programming Environment for NLMs: 
Part Two” focuses more closely on the programming concepts in the Novell 
Kernel Services environment including discussion of multithreaded programming 
correctness, latency and thread cancellation issues, and synchronization. (See 
http://developer.novell.com/research/devnotes/1999/october/04/index.html.)

“Features of the Novell Kernal Services Programming Environment for NLMs: 
Part Three” finishes the concepts started in Part Two by covering the remaining 
programming interfaces for writing NLMs include the NKS virtual machine, 
memory management, platform- dependent and debugging features, file and 
directory I/O, and time-outs. (See http://developer.novell.com/research/devnotes/
1999/november/03/index.html.)

“Features of the Novell Kernal Services Programming Environment for NLMs: 
Part Four” discusses how LibC sits atop NKS and made comments about 
programming at both levels. It also made a few remarks about differences in 
programming to LibC and CLib. (See http://developer.novell.com/research/
devnotes/1999/december/02/index.html.)

“KLib: A Kernel Runtime Library” elaborates the development issues and 
techniques that leave the domain of strict application programming (based on 
CLib or LibC) and enter the domain of lower-or kernel-level code. (See 
http://developer.novell.com/research/appnotes/2000/october/05/a001005.htm.)

“New Features of the Novell Kernal Services Programming Environment for 
NetWare 6 Programming” exposes new features added to NKS since 1999. (See 
http://developer.novell.com/research/appnotes/2000/november/03/a001103.htm.)



D e c e m b e r  2 0 0 1 37

Two years ago, in the kick-off article entitled “The Future of Application 
Development on NetWare with NLMs,” I explained how Novell had reached a 
decision point with the then ten-year old CLib programming environment in its 
attempt to continue to support existing NLMs coded to it and at the same time 
move forward to embrace support for future mulithreaded programming.

In that article, I pointed out that:

• CLib had fundamental problems in supporting multithreaded code such that 
applications written to it do not scale well across multiple processors. Were 
CLib to be modified to accommodate such support, the majority of existing 
applications coded to it would break including losing IPX/SPX, processor-0 
centricity to which many NLMs were coded and some other services.

• NKS was chosen as the thread model to remedy CLib’s incomplete support of 
NetWare 5’s new multiprocessor kernel.

• NKS was also the upwardly mobile solution to Novell kernel support 
including NetWare 6 and the 64-bit next-generation platform code-named 
Modesto.

In the interim, development of NKS on NetWare and on Modesto has sharpened 
our focus. NKS has matured as well as adopted a C run-time library duplicating 
CLib within its own paradigm. This article seeks to summarize what NKS/LibC is 
today with particular attention paid to important aspects that have evolved since 
each of these articles. The result is as comprehensive and significant as the 
original CLib.

While this AppNote makes frequent mention of Modesto, it is not about Modesto 
nor even about the implementation of NKS on Modesto where NKS is the very 
interface to that kernel. The focus of this AppNote is upon NKS and LibC as they 
are implemented on and affect NetWare.

Architecture

The resulting library has been called LibC. In its NLM form, it is named libc.nlm. 
It is essentially an execution kernel extending NetWare 5 and 6’s Multiprocessor 
Kernel (MPK) augmented with system interfaces to that kernel plus user-level 
interfaces. What I mean by “execution kernel” is software that hosts the execution 
of applications and other programs by interfacing them with the underlying 
NetWare scheduler and solving problems of start-up, shut-down and data 
instancing. So, LibC, just as CLib before it, is far more than a library. In this 
article, I generally use NKS to reference to NKS-specific components and 
functionality. I use LibC to refer generally to the whole library and in this usage, 
LibC is ambiguous with NKS/LibC which I sometimes use to insist upon the 
close, inter-cooperative relationship between NKS proper and LibC.

LibC now consists of what were formerly four different libraries and which for a 
brief time existed separately:
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• KLib. The kernel-level interface collection set up to permit drivers, protocol 
stacks, libraries and other low-level code to consume standard interfaces 
formerly provided by CLib but not available to them as they loaded too early. 
This library was the object of a separate article in this magazine about one 
year ago.

• UniLib. A new Unicode interface library that forms the basis of standard C 
wchar.h and wctype.h interfaces which are the preferred wide-character 
support offered by LibC.

• NKS. The much-discussion solution to moving beyond nonpreemptive, 
uniprocessor NetWare programming.

• LibC. The replacement for CLib which runs atop NKS’ execution kernel.

KLib existed for only about six months and, regrettably, a service pack was 
distributed. We were really trying to begin supporting driver and low-level code 
programming on NetWare directly from the library, and it was thought that to do 
so, we should separate the kernel applicable components and load them earlier. 

Because the decision was made to cut the ties to NetWare 4 from NKS/LibC, it 
was possible to retrofit the NetWare 5 kernel in v5.1 for some kinds of critical 
support the library needed to support low-level code properly—support that could 
not reach back into NetWare 4. Because of this decision, we were able to merge 
KLib into LibC making LibC the basis not only for its own functionality, but a fair 
number of functions also claimed by CLib. (More on this later.)

The sort of support that enables LibC to underlie any code written to NetWare is 
in the form of thread and NLM context (for the NKS virtual machine). Every 
NLM loaded and every thread that executes on NetWare now has this support 
whether it actually uses it or not though much of that support lies dormant until 
needed as the result of a call into the library. Even though KLib introduced mostly 
“contextless” interfaces, it is now the case that LibC supports applications and 
other code regardless of whether they explicitly set this up by linking a prelude 
object, and it also loads early. 

To prove this to yourself, boot NetWare 6 with its new USB support. You’ll find 
that LibC is already loaded by the time you have got that USB support (on which 
the USB mouse depends, for example) because the USB drivers make use of it.

Second, the legacy Unicode library NLM, unicode.nlm, was not particularly 
reentrant and it made copious use of function pointers to tailor its locale-specific 
functionality. As was laid out in an article published in August of 1998 
(http://developer.novell.com/research/devnotes/1998/august/04), “Scheme to 
Optimizing Calls to Functions through Pointers on the Pentium Platform,” calling 
functions through pointers causes branch “misprediction” on Pentium with 
considerable overhead in lost clocks. This phenomenon helps make this NLM, 
which was written before Pentium, slower than acceptable. (It is always easier to 
replace a set of interfaces that have been around a long time with better adapted 
ones and avoid the mistakes of the past.) 
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Many components need Unicode support today and not all that was needed was 
made available by this library. UniLib is considerably faster in its individual 
support for translation of characters to and from the local code page and in casing 
support where it is very much faster. It is also a little bit easier to use than the old 
library.

In addition to support for Unicode with local code page and Unicode alone, LibC 
offers specific UTF-8 interfaces. UTF-8 is the direction of much of text 
processing relative to the Internet and other platforms. While we haven't got a 
completely native UTF-8 linguistic to all of our interfaces, you should probably 
notice that we are heading in that direction. Within a short time, most interfaces 
should support this alternative to Unicode and byte strings in the local code page 
by way of translation support, parsing functions and acceptance of file and 
directory paths.

NKS, the third component, has already been much discussed in these articles. In 
this article, only the evolutionary changes to it will be explored in detail and the 
particulars of its raison d’être won’t be repeated.

LibC is, first, the name given to the C run-time library that runs atop NKS and 
gives it value from the point of view of most applications and portability. Second, 
it is the whole library because it is formally the C execution environment and 
interface to NetWare. This is a little like CLib giving its name to some six or 
seven NLMs that were its composites.

LibC, the individual component, is easy to describe because it consists mainly of:

• Almost all ISO/IEC 9899:1999 (ANSI C ’99) standard interfaces. Particularly 
missing is complex math functionality.

• A fair number of ISO/IEC 9945 (POSIX ’96) standard interfaces; mostly the 
ones that CLib already offered and, as with CLib, there are considerable 
semantic limitations.

• Interfaces from other standards and would-be standards like Open Source.

• Interfaces demanded by internal and third-party developers, occasionally 
specific to NetWare and, from the point of view of a new header, netware.h, 
interfaces that actually come from the NetWare OS.

The ones from the latter two sets will be treated as we go in this article.
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Symbol Prefixing

As explained in an earlier article, prefixing became necessary because the 
NetWare Loader isn’t sophisticated enough to discern between symbols of the 
same name coming from different NLM sources. A number of years ago, a 
prefixing syntax was introduced into NLM linking and this is the means by which 
printf can be exported by both CLib (as printf) and LibC (as LIBC@printf). Not 
all symbols from libc.nlm are prefixed. By and large, the interfaces belonging to 
KLib and to NKS are not. Thus, there is no LIBC@strcpy, but there is a 
LIBC@strtok because the latter cannot be the same one as used by CLib 
applications since it isn’t reentrant and relies upon library context to sort out the 
problems of data instancing.

Development Tools and Requirements

When these articles first began appearing two years ago, there was a multiplicity 
of tools available. Watcom had only recently stopped shipping. Edinburgh 
Portable Compilers, Ltd. had recently become a player as had Metrowerks 
CodeWarrior. Then too were GNU C, Borland and Microsoft at least theoretical 
possibilities.

Today the scene has changed. CodeWarrior has entrenched itself more solidly as 
the premier NLM development platform, at least inside Novell. All new projects 
are done using CodeWarrior and ome old, but still active code has been ported 
where it made sense to do so.

The SDK will soon ship a prelude object for GNU use, but it, Borland and 
Microsoft remain largely an art practiced and supported by only a few outside of 
Novell. Our attitude remains that we will try to do all we can to accommodate 
such development, but targeting multiple platforms is beyond our ability and 
resources. In our SDK, for example, can be found libc.wmp and libc.ali, import 
and alias files to help the Watcom hold-out link using wlink.exe, which doesn’t 
have support for symbol prefixing. Despite this, however, it is impossible at this 
time to envision LibC support for Watcom C++ because we cannot modify 
Watcom’s complex runtime libraries which are essential to Watcom C++ 
development.

A lot of assembly code has been moved from PharLap to MASM or to 
CodeWarrior. I personally find the CodeWarrior assembler easy to use and I 
would have to go outside my tool set to do anything else. For the last two years, 
I’ve used only Metrowerks’ command-line tools to develop NKS and LibC. As of 
this writing, a source-level debugger was soon to be released in the 
Metrowerks/Novell CodeWarrior Professional Developer Kit NetWare. This will 
be version 3 of that PDK.
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Bundling of Development Aids

CodeWarrior comes with stationery for its integrated development environment 
(IDE) that help the developer create an NLM project quickly. The project is 
typically already set up with a main, statically linked runtime library (or two 
libraries if C++ is used), a stubbed linker command or definition file and settings. 
The Novell Developer Kit (NDK) provides the import file or files referenced from 
the definition file, the headers to compile with (the path to which is established in 
an IDE setting), and various preludes for CLib, one single prelude for LibC. As 
this is already well set up by the Metrowerks/Novell Professional Developer Kit 
(PDK), there is no need to discuss it here beyond mentioning that the stationery 
for individual LibC-based projects is comprehensive and growing continually to 
cover not only basic C or C++ applications, but also lower-level code like 
libraries.

Link Options

While I’m on development tools, let me cover some linking issues peculiar to 
LibC use that will be at least as awkward to cover in another section as they are 
here. There are a number of suppositions made; these are:

• At link time, the type of string used in NKS file and directory I/O and still 
other interfaces must be chosen. This is done using the UNICODE_STRING 
link flag (0x02000000) or not (defaulting to ASCII). Linker flags are set using 
the FLAG_ON command in CodeWarrior, the NLMFLAGS command in 
Watcom.

• The PSEUDOPREEMPTION flag (0x00000008) must be used or LibC will 
not load the NLM. This is basically a ruse to force you to realize that what you 
are writing isn’t your grandfather’s NLM. Your NLM must be written to be 
multithread-safe and preemptive (able to survive preemption).

• The AUTOUNLOAD flag (0x00000040) should be considered for library 
NLMs. A library NLM is one that usually doesn’t contribute active threads 
beyond its initialization phase, exports at least one interface for use by other 
NLMs, and is usually auto-loaded by these NLMs. This flag makes it so that 
the NLM will come down automatically if it was auto-loaded in the first 
place. It also helps it better participate in dynamic symbol use involving the 
dlfcn.h interfaces (an Open Source standard).

• The TERMINATE_STAY_RESIDENT flag (0x01000000) can be added to 
an NLM, such as a library, so that even after its active threads die away, the 
NLM doesn’t unload. The reasons thread might die away range from they 
have finished initialization (the initial thread running main, for example) or a 
calling thread may have cause the library to start up a new thread performing 
some information-gathering, bookkeeping, maintenance or other task and now 
that thread is finished. The NLM would otherwise unload at this point.
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Dynamic Library Support

Evoking the existence of dlfcn.h interfaces in LibC returns us to the issue of 
prefixing discussed earlier. In order for dlsym to discover the right symbol to 
import into its caller, library NLMs loading and participating in this way must 
standardize on a predictable prefixing scheme. For the purposes of these 
interfaces, and this would be a good scheme to follow whenever prefixing, the 
name of the NLM having symbols to contribute should be used. Succinctly put, 
symbols should be exported either without prefix (as most do today) or prefixed 
with the name of the NLM providing them. And this should be done in uppercase 
since case is respected. The linker syntax for prefixing exported symbols is:

EXPORT foo,
(MYLIB)
bar,
foobar

This link directive will lead to foo, MYLIB@bar, and MYLIB@foobar being listed 
in the NetWare Loader’s publics tables upon load of (presumably) mylib.nlm. 
Function dlsym will attempt to look up the demanded symbol using a prefixed 
name corresponding to the source implied in its first argument and, that failing, 
without any prefix.

Linking Low-level Code

LibC support for low-level code grows out of the developer’s need to control 
start-up and shut-down more closely from an NLM implementing a driver, 
protocol stack or library. In the past, CLib’s prelude provided the _cstart_ entry 
point with no ability to control the special conditions present at NLM start-up or 
shut-down.

LibC’s prelude, libcpre.o, is specially engineered to allow the driver to create its 
own entry points as known by the loader while at the same time, making them 
uniform for all. This is because whether hand-rolled start-up and shut-down code 
exist or not, the start routine is _LibCPrelude and the stop routine is 
_LibCPostlude. Beyond this and in addition to or instead of the main that 
applications code, the driver can contain entry points for _NonAppStart and 
_NonAppStop as well as _NonAppCheckUnload. Prototypes for these functions 
exist in a new header, netware.h, and the arguments are passed through as is by 
the library just as if these were called directly from the NetWare Loader.

Therefore, any piece of code whether low-level like a driver or top-level like an 
application can cause the aforementioned entry points to be called. If the NLM 
doesn’t code a _NonAppStart function as would be the case for most application 
NLMs, then it isn’t called. If the NLM has a main, then it will simply have an 
active thread—the normal situation for the application, but unusual for a driver or 
a library. This is not, however, impossible. When the NLM doesn’t have a main, 
then no main function is called, no active thread is created and the NLM remains 
loaded assuming it returns zero from its _NonAppStart function.
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Linking Application Code

Applications continue to link as usual by including libcpre.o and coding a main; 
nothing changes over how it was done in CLib. Just as the CLib application tells 
the linker its entry points are _Prelude and _Stop, the LibC application tells the 
linker its entry points are _LibCPrelude and _LibCPostlude.

Here is a good chance, however, to point out that LibC applications coding a main 
will unload after all threads—and not merely the one that was executing 
main—have run to completion. This is different from CLib which unloads the 
NLM once the main thread has terminated.

For drivers, protocol stacks, libraries and applications or any other NLM, the 
point of linking with libcpre.o is to get adequately initialized context set up so that 
the NLM can make any calls it wants into the library as early as at start-up. The 
lack of context at start-up was the reason so-called CLib NLMs couldn’t control 
their own start-up and shut-down.

Debugging

At the time of this writing, Metrowerks and Novell were on the point of coming 
out with a fully functional source-level debugger operated from the CodeWarrior 
IDE in PDK 3. I have some experience with this debugger, having used it on the 
Macintosh years ago and more recently on Windows. What is new in the debugger 
and what has made it challenging to implement has been the need to cover the 
peculiar combination of multiple threads, processors and address spaces on 
NetWare. 

Threads can marshal down into the kernel from one address space and, because 
they are kernel-created, get coopted for use in another address space. Threads can 
and do often migrate from processor to processor, particularly between processor 
0, where all NLMs start, and other processors. Threads return to processor 0 in 
certain cases to run code such as the legacy file system that hasn’t been upgraded 
to operate on other processors. All of this makes for difficult debugging.

NLM developers have long had to use the NetWare System Debugger which is a 
kernel-level tool unable to interpret debug records. Following execution is done 
with a disassembler which can be tedious even for those familiar with Intel 
assembly. 

The prefixing problem created by the flat symbol namespace on NetWare leads in 
turn to a problem in debugging. The order in which NLMs are loaded establishes 
which symbols the debugger looks at without greater context. This has always 
been a problem since more than one NLM can, when linked for debug, have a 
main that is visible in the debugger. However, now that LibC is exporting almost 
as many standard symbols as CLib, just break-pointing printf can be a real 
challenge. 
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To disassemble your NLM’s main function, you probably had to type

# u mynlm.nlm|main

This is still the case. However, you used to be able to set a breakpoint on printf 
just by

# b=printf

and go on confident that you would stop the next time your NLM (or someone 
else’s) called printf. This would be in CLib. LibC exports a printf under the name 
LIBC@printf and now that we’re all writing to LibC,

# b=LIBC@printf

or

# b=libc.nlm|printf

would be a very annoying way to set a breakpoint. To solve this problem, there is 
a new global variable in NetWare v5.1 SP3 and NetWare 6 named 
preferredModule. By setting this variable to the module handle of the library 
NLM of your choice, or to your own NLM, you can control where the debugger 
symbol look-up goes first. By default, LibC sets this variable to itself when it 
loads (for my team’s convenience and because we invented the concept), but 
nothing stops another library or NLM from grabbing it later, so this may lead to a 
free-for-all situation in which little control can be maintained.

Note too the (long-observed) tendency for debug symbols to be inserted into the 
symbol list rather than added on by the NetWare Loader. This means, typically, 
that, in addition to the preferred- Module semantic, the mere fact that your NLM 
has been more recently loaded than another will ensure preference of your 
symbols over those of another (including the library, but not overriding those of 
the module designated by preferredModule). 

Basically, this means that if you export a printf from your module, referring to it 
in a debugger command will require prefixing it (as you have prefixed it, say 
MYLIB@printf) or you will get LibC’s, but if you export a zzyzzx from your NLM, 
referring to it in the debugger will probably get you the one you want even if, say 
CLib exported such a symbol because CLib loads very deep (early on) in the boot 
process and your NLM probably won’t be loaded for debugging until much later.
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To work around these problems, a set of interfaces are available from the library.h 
interfaces now promoted by LibC. Specifically, it is possible to get the module 
handle for any NLM by name or from your own NLM. The function that returns 
the module handle for your own NLM is getmodulehandle. If necessary, you 
could set this up yourself for another NLM, perhaps a library that supports your 
application.

{
void *handle;

extern void *preferredModule;

err = findnlmhandle(“libc.nlm”, &handle);

if (!err)
preferredModule = handle;

}

Additional debugging interfaces at this lower level include the EnterDebugger 
call which, when encountered, halts the processor and drops into the debugger. 
This is used often as a call to printf is used for in debugging except that no 
information can be printed to the screen.

Another trick in making your NLM easier to debug with the low-level debugger is 
to order the objects in your NLM using CodeWarrior’s LINK_ORDER command 
(which is also an option in the IDE project window, Target Settings). If you code 
main (or _NonAppStart if you don’t have a main) at the top of its C file, and order 
this file at the top of the link, the following console and debugger commands will 
get you to the first “debuggable” instruction in your NLM (my own server 
happens to be named after the Celtic bard “Taliesin”):

TALIESIN: load -d mynlm

# g mynlm.nlm

For the up-and-coming CodeWarrior source-level debugger, there is a debugger 
setting accessible from the project window that specifies the function in which to 
set the first, temporary breakpoint at which the debugger will halt when first 
brought up. In Windows programs, for example, this would usually be the first 
source line in main. The various stationery for LibC set this up accordingly for 
IDE use.

Adding a tutorial on using the low-level debugger exceeds the scope of this 
article, so the present information will suffice as it hasn’t already been covered. 
However, it may be useful to point out again that dropping in the debugger 
interrupts everything and if you have LAN connections, these will soon time out 
which may be annoying.



w w w . n o v e l l . c o m / a p p n o t e s
46

NKS Functionality

Now let’s examine, header by header, both the NKS interfaces that have been 
changed or refined and the LibC features that have been added since last Fall. 
Most functionality in NKS has changed somewhat; some, like File and Directory 
I/O, has changed extensively. In LibC, mostly new features have been added to 
shore up the interface needs of developers.

In addition to functionality, we paid close attention to the uniformity of names and 
cleaned up the types we were using. Gone are the artificial types NXLong_t 
(64-bit guaranteed width) and NXBoolean_t (with NX_TRUE and NX_FALSE) 
in favor of using more pointedly specific types such as NXOffset_t, NXBufSize_t 
(64-bit guaranteed buffer size), size_t, ssize_t, uint64_t, and bool from ISO/IEC 
9989:1999 stdint.h and stdbool.h where you would expect a standard. While we 
have a lot of abstract types, especially structures, but also scalars, we haven’t 
resorted to confusing or ungainly Hungarian representations and have employed a 
standards-based type wherever it could be justifiably used instead of making up 
our own.

nks/env.h

This section was new last year. Beyond its support via NXCopyEnv for 
NXVmSpawn, nothing has changed.

nks/fsio.h

The file and directory I/O section is what has seen the greatest improvement. 
Already last year, it had changed somewhat. Over the last few months it has been 
completely overhauled to include what we’ve learned about file systems other 
than our own, about virus scanning, archive and retrieval, extending a file’s length 
on open, handling sparse files, and more.

We plan additional interfaces to be added like call-backs at certain events for virus 
checking, but none of the present interfaces present at FCS of NetWare 6 will 
change any further. Some interfaces below comport an Ex- suffix. These permit a 
great deal of latitude in specifying the file system operation including the complex 
operations alluded to earlier like “extents” and sparse files, asynchronous and 
vectored I/O, etc. There is to little room here for a detailed exposé; this will be left 
to documentation.

Some interfaces have WithHandle- suffixed versions. These perform the operation 
named by the call but through a handle to the already open object (file).

NXGetPathContext Creates a bookmark into the file system for use in combination with 
a path to identify a file system entry. Formerly NXCreateDirHandle.

NXSetPathnameFormat
Injects a different pathname context than the default into a path 
context. This is roughly equivalent to the concept of namespace in 
CLib.
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NXFreePathContext Frees a path context.

NXFindEntry Gets the first or next entry in a directory search. Formerly 
NXDirSearch.

NXFindDeinit Deallocates resources associated with a directory search.

NXFindInit Initializes a directory entry search.

NXGetAttributes Gets attributes of a file by path; there is also a call that works 
through the handle of an open file.

NXSetAttributes Sets the attributes of a file or directory; there is also a call that 
works through the handle of an open file.

NXCancelAsyncIo Cancels an asynchronous I/O operation in progress.

NXClose Closes a file, console/device, FIFO, etc.

NXFileAllocExtentWithHandle Allocates file “extents” through a handle to an open file.

NXFileFlushBuffer Flushes data through any buffering in the file system below.

NXFileGetLength Gets the length of a file; there is also a call that works through the 
handle of an open file.

NXFileOpen Simple version of open file.

NXFileOpenEx Complex, fully functional open file.

NXFileRemove Deletes a file system entry; there is also a call that works through 
the handle of an open file.

NXFileRename Renames a file system entry; there is also a call that works through 
the handle of an open file.

NXFileSetLength Sets the length of a file; there is also a call that works through the 
handle of an open file.

NXFileRangeLock Locks a range of bytes in a file.

NXFileRangeLockEx Locks a range or several ranges of bytes in a file with more control 
over the detail of the locking.

NXFileRangeUnlock Unlocks a range of bytes in a file.

NXFileRangeUnlockEx Unlocks a range or several ranges of bytes in a file with more control 
over the detail of the locking.

NXRead Simple read of file, console/device, FIFO, etc.

NXReadEx Full-control read of file, console/device, FIFO, etc. of vectored 
ranges.

NXWrite Simple write of file, console/device, FIFO, etc.
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nks/netware.h

This section has been somewhat impoverished over what it had been advertising. 
Some functions were mainstreamed into NKS proper, others dropped as LibC was 
integrated (nxPrintf, etc.), but interface wrappering and cancellation point 
handling remain as necessary shims on NetWare to overcome the lack of 
containment discussed in earlier articles.

nks/plat.h

This does not mean platform-specific, but relevant to the host platform. 
Functionality that had hitherto been prefixed as part of the VM or Thread Model 
interfaces migrated here. Some additions were made; by and large these need no 
discussion beyond available documentation.

NXWriteEx Full-control write of file, console/device, FIFO, etc. of vectored 
ranges.

NXDeviceOpen Opens a device. Presently on NetWare, the only supported device is 
the console.

NXFifoOpen
Opens/creates a first-in, first-out file by name. The name can be 
communicated to or known by participating NKS VMs. In this case, it 
works as a sort of named pipe.

NXLinkCreate Creates a hard link in the file system.

NXLinkCreateSymbolic Creates a symbolic link in the file system.

NXConsoleOpen Macro calling NXDeviceOpen to open a console.

NXFileCreate Macro calling NXFileOpen to create a file.

nxExportInterface Exports an interface via ExportPublicSymbol.

nxExportInterfaceWrapped Exports an interface wrapped such that callers will gain exporter’s 
context while executing it.

nxIsProtectedAddress Is VM loaded in a protected address space on NetWare?

nxMemGetSize Returns size of memory allocated using NXMemAlloc.

nxUnexportInterfaceWrapped Tears down the wrapped, exported interface.

NX_WRAP_INTERFACE Macro to wrap an interface without exporting it (special case of nxEx-
portInterfaceWrapped).

NX_UNWRAP_INTERFACE Macro to balance previous visually.
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nks/synch.h

Nothing was changed in this section except for enforcing explicit semantics of 
recursion for mutexes. This is to say that, by default, a mutex is not recursive and 
in debug mode (as defined during compilation), an assertion will occur whenever 
a mutex is used recursively without having been explicitly created as recursive. If 
the mutex is allocated as recursive, recursive use passes in silence. We failed to 
flesh out the hierarchical debugging aids promised in past articles; this remains on 
the list of things to do for future releases.

nks/thread.h

Almost nothing changed in this section. We added a macro, 
NX_THREAD_CREATE, that implements a call to NXContext- Alloc followed 
by one to NXThreadCreate with some standard defaults.

We also rejected and removed the concept of private data area for a thread in the 
way it was originally implemented because of the redundant, but more useful 
existence of key-value data pairs (64 in the NetWare implementation).

nks/vm.h

A lot of work was done on this section. For one, we’ve almost completely 
abandoned the concept of implementing backward- compatibility with the 
nonpreemptive, uniprocessor environment of NetWare. Beyond the original 
artificial impetus for designing it into NKS, we have had no call for it. In fact, as 
noted elsewhere in this article, an NLM won’t be loaded by NKS on NetWare 
without the PSEUDOPREEMPTION link flag set.

Another area where there has been a lot of work and progress is in the spawn 
interface. It has been adjusted slightly from what it was a year ago in response to 
evolving understanding of just how it will work and be used.

The following are the functions that have changed importantly or significantly:

NXGetCacheLineSize Gets length of the memory cache line in effect.

NXGetCpuCount Counts the processors present.

NXGetCpuId Returns the identity of the currently executing 
processor.

NXGetPageSize Gets the length of the memory page in effect.

NXGetSystemTick Gets the interval between two consecutive 
clock interrupts.
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LibC Functionality

LibC is the repository of the bulk of the work in terms of sheer functionality in 
support of developers of Open Source ports, new code and others porting old code 
to NKS/LibC.

Standard ISO (ANSI, POSIX, etc.) Headers

There are non-standard interfaces that logically extend standard ones. Most 
standard headers include a few of these be they from ctype.h, stdio.h, stdlib.h, 
string.h, time.h, and so on.

For example, stdlib.h now offers functions that implement atomic operations, 
including atomic_add, atomic_bts, atomic_btr, atomic_dec, atomic_inc, 
atomic_sub, and atomic_xchg; orthogonal-width rotation functions rotl8, rotl16, 
rotl32, rotl64, rotr8, rotr16, rotr32, rotr64; useful boundary or debugging 
functions like stackavail and stackwatermark; and more.

stdio.h interfaces have been enhanced with handling of wide-characters. The 
contents of FILE have been rendered completely opaque as individual field access 
became a problem in CLib that kept us from being able to maintain interfaces 
accepting FILE *. Functions flockfile, ftrylockfile, funlockfile, getc_unlocked, 
getchar_unlocked, putc_unlocked and putchar_unlocked have been added. 
setmode, an interface in unistd.h that is tightly coupled by fileno to stdio.h 
interfaces, now works in LibC. It could not be implemented for CLib.

string.h adds versions of its functions dealing more accurately with multibyte 
strings in the local code page such as Lstrcat, Lstrchr, Lstrcmp, Lstrcoll, Lstrcpy, 
Lstricmp, Lstrlen, Lstrlwr, Lstrncat, Lstrncmp, Lstrncpy, Lstrnicmp, Lstrpbrk, 
Lstrrev, Lstrtok_r, Lstrupr.

NXVmGetWorkerThreadConfig Retrieves information about the worker thread pool.

NXVmGetStringType Returns the type of string currently in force.

NXVmRegisterExitHandler Registers any number of exit handlers.

NXVmSetWorkerThreadConfig Changes information for the worker thread pool.

NXVmSpawn Spawns a new VM with a specific environment in effect.

NXVmUnregisterExitHandler Unregisters a previously registered exit handler.
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time.h is augmented by mkgmtime, a sort of mktime that interprets its 
broken-down time argument as if it were Greenwich Mean instead of local time 
rounding out the standard time interfaces flowchart (see the “nowhere” arc in 
Figure 1, page 80, in “Time Functionality in the Standard C Library,” Novell 
AppNotes, September 2000 (http://developer.novell.com/research/
appnotes/2000/septembe/05/a000905.htm) which leaves gmtime a dead end and 
no easy to construct UTC times by hand. To boot, dos2calendar and calendar2dos 
eliminate the rather confusing alternatives to this process offered by CLib by 
exposing two simple structures and a union for easy reading of the DOS date and 
time results.

In fact, most of the additions to these standard interfaces, along with the simple 
standard interfaces themselves, are consumable even by CLib applications since 
they require no context. Creating a suitable import file to notify the linker of a 
CLib application is, however, left as an exercise to the developer.

Some of these headers are broken out and discussed separately in the following 
list where specially relevant.

assert.h

As begun in CLib, there are extensions to this rather simplistic standard interface 
that permit the caller to tailor the post-assertion action to aborting, entering the 
debugger or proceeding from the assert. Moreover, a function interface capable of 
returning a value after proceeding is available though not within the 
ISO-prescribed syntax (assertf). This is useful for several situations, the most 
important of which is software testing.

client.h

These interfaces form the bulk of our support for creating, authenticating and 
maintaining NCP connections for performing remote file I/O (as does CLib) or 
explicit exchange of NCP packets. The create_identity interface presumes a fully 
distinguished NDS name which LibC cannot furnish. The developer is obliged to 
gain such a string either from the Lightweight Directory Access Protocol (LDAP) 
interfaces available on NetWare or from elsewhere. This function also has 
emerging support for Novell Multiple Authentication Services (NMAS).

This article does not cover issues arising over the legacy Novell Directory Access 
Protocol (NDAP), also known as DSAPI, in opposition to LDAP. Because it has 
been widely called for, it is being ported atop LibC, but some semantics will 
necessarily change. As this work is currently in progress, these changes cannot be 
accurately discussed here and a discussion of them will be relegated to a later 
article. In any case, NDAP could be used to obtain the fully distinguished name 
just spoken of, or it could be used just as it is atop CLib as it will be fully 
integrated with LibC though without so much allegiance to state and thread 
architecture as was the case with CLib.
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errno.h

A new NetWare-specific error value is available, filesyserrno, which is set deep 
inside NKS or LibC whenever errno just isn’t going to say enough about what 
went wrong. If execution wandered down into the new Novell Storage Services 
(NSS) file system, for example, the value will be one from that component.

dlfcn.h

This is the Open Source Group’s dynamic library function management facility. 
Some of this doesn’t fit well into NetWare; it is there to help Open Source ports 
and to provide a better interface to the NetWare Loader than is done by using 
ImportSymbol from CLib. We’ve found, as noted elsewhere, that the utility of this 
interface is greatly increased by NLMs playing according to two rules:

• Symbols offered by a dynamic (NLM) library must either be unprefixed or 
prefixed according to an official scheme which is that the prefix be identical 
to the name of the NLM (minus its extension) in upper case.

• A library offering symbols must link with the AUTOUNLOAD flag. This is 
because the dlfcn.h interfaces are not integrated into the NetWare Loader 
where enough table information is available to know whether it is safe to 
unload the library. The Loader is intelligent enough to unload a library 
automatically if this flag is set and if no library entry points are presently 
consumed. A function from netware.h, SetAutoUnloadFlag, is also available; 
calling it from the initialization code achieves the same thing.

create_identity

Creates an identity by logging in; identity encloses authentication credentials 
which are used to authenticate as many NCP connections as are ever needed 
by the caller; there is no need ever to juggle these connections as in CLib. 
The identity can be passed notably to NXGetPathContext.

delete_identity Disposes of the identity and all associated connections.

open_ncp_connection Opens a session over which raw NCP packets may be exchanged.

free_ncp_connection Disposes of an NCP session.

send_ncp Exchanges an explicit NCP packet over the session; caller builds the packet 
according to public domain documentation.

setcwd

Combines an identity with a path context (from NXGetPathContext) and 
injects it into the VM as the current working directory. This sets up an envi-
ronment of user identity, file system location and file system rights so that 
normal POSIX operations can operate with meaning. CLib required constant 
juggling of NCP connection, NDS identity and other states in order to achieve 
this.

setcwd2 Thread-only version of setcwd.
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library.h

CLib had precious little support for other libraries than itself and the 
cross-platform libraries. A primary goal of LibC was to fix this problem based on 
years of experience attempting to support third-party libraries in the mix with 
CLib. This functionality section fulfills the goal making it possible for libraries to 
register themselves, register a destructor function and easily get a pointer to their 
instancing data.

The procedure for working with instance data is simple, though not automatic as it 
would be if we were writing a DLL on Windows NT. For example, a library’s 
function is called on a thread. The library doesn’t magically know where it keeps 
data for that thread or its application so it attempts to get the data through a special 
interface. If the data is missing, it probably means that it was never created and 
set, so the library sets it up. Here is a very cursory implementation of a library 
entry point using its own data which it associates with a specific caller. 
Remember, the calling thread comes from the library’s client rather than from the 
library itself. The library, early on during start-up, registered itself by calling 
register_library and received a discrete handle from LibC.

#include <library.h>

extern void *libhandle; // from register_library()

int lib_func( void ) // exported library entry point
{

libdata_t *data;

if (!(data = get_app_data(libhandle)))
{

data = malloc(sizeof(libdata_t));

if (!data)
{

errno = ENOMEM;
return -1;

}

initialize the data...

set_app_data(libhandle, data);
}

use the data now set or already (merely) got...

return 0;
}

dlopen Opens (and loads, if necessary) an NLM library that will presumably offer interfaces to be 
consumed dynamically by name. A handle is returned.

dlclose Closes and unloads an NLM library.

dlsym Imports a pointer to a named interface in the library whose handle is passed.

dlerror Returns a message explaining the last error to occur in this facility. In LibC, this is per 
thread.
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The sort of data to be stored and retrieved this way depends on the library’s 
unique needs. If, for example, the library were so intrusive in its actions as to need 
to maintain per-thread information for its caller in addition to per-VM (that is, 
per-NLM) information, it could call NXKeyCreate and store the resulting key in 
the per-VM data returned by get_app_data. Then, in the working part of the 
function, it could manipulate that per-thread data using the other NKS key-value 
data pair functions. 

Obviously, this could get rather extensive and the code written above to check for 
and get (or create and set) the library’s data on behalf of its client application 
might well be relegated to a special function call to be performed at the beginning 
of every library entry point. This was the direction taken in the special library 
stationery included in CodeWarrior PDK 3 for NetWare. The code in this 
programming template is copiously commented for a number of problems in 
library development.

LibC itself does something very similar at the beginning of most of its entry 
points. Certainly, functions such as strcpy don’t operate on data outside what is 
passed via the argument list and so don’t merit this treatment, but printf, for 
example, must know what the caller’s standard output console (stdout) is along 
with some other stateful information that is maintained by the library. Moreover, 
errno, a per-thread data item, is also set potentially by printf. Solving these data 
instancing problems is the one area where NetWare programming is challenging 
as compared to most other environments. library.h was created to make this easier 
than before with CLib.

Conceptually, a library can be simply thought of as “dead code.” When its code is 
executed, it isn’t by the library itself (that is, by its threads), but by the threads of 
its client applications. Libraries typically don’t have any active threads anyway. 
Consequently, when a library function calls malloc in the standard C library, for 
example, the memory allocated gets charged to the calling thread’s application 
(NLM) and not to the library. When that application unloads, it takes that memory 
with it and the memory is invalid. Poorly written libraries botch this situation by 
continuing to access that memory from other threads running through the library 
code when it cannot easily be known whether in fact the allocating application has 
come down already or not. A second way this situation can become severe is for 
the library to communicate that memory address to another application than the 
owning one. The library developer must guard against this by enacting good 
library design, architecture and implementation.
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Figure 1: When a library function calls malloc in the standard C library the memory 
allocated gets charged to the calling thread’s application.

If the library needs to allocate memory for itself, but cannot know when and how 
much it will need until these are known as a result of being called by a client 
application, that memory can be allocated using lib_malloc which takes the 
library’s own handle (the one returned from register_library) and uses it to charge 
the new memory against the library rather than against the application. Obviously, 
to guard against the inverse of the situation described in the preceding paragraph, 
the library cannot communicate that memory address (or any part of it) to client 
applications unless that memory is going to be carefully conserved until after the 
last library client unloads.

Both these potentially dangerous situations have additional ramifications for 
libraries and applications crossing protected address space domains on NetWare. 
Indeed, the use of a library in the kernel by an application loaded in a protected 
address space is a very advanced programming exercise as compared to most of 
what we’re talking about here. Such a discussion outstrips the scope of this article.

The use of some of these interfaces, particularly the last six or so listed below, 
goes well beyond mere library development; developers of any application, 
driver, protocol stack, or library would need them.

register_library Registers a library returning a handle by which it is known to all NKS virtual 
machines as long as the library is loaded.

unregister_library Unregisters the library.

get_app_data Fetches a pointer to the library’s client application-specific data area known 
and interpretable only to it.

set_app_data Sets a pointer to the library’s client application-specific data.

get_app_type

Returns flags containing information about the potentially available context 
of the calling thread, whether it is from a CLib application, an NKS/LibC 
application, Java, etc. or a combination thereof. See example in Library sta-
tionery of CodeWarrior PDK 3 for NetWare.
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monitor.h

Some developers wanted access to the same information monitor.nlm uses to 
create its displays. Some of the more complex information used by this NLM is 
already available through the Media Manager which is public. These interfaces 
give some more and the intent is to add to these as needed.

library_calloc A clear-allocation operating on the library’s own behalf rather than on behalf 
of the calling thread’s VM as calloc would do.

library_free free companion to these functions.

library_malloc Allocation operating on the library’s own behalf rather than on behalf of the 
calling thread’s VM as malloc would do.

library_msize msize companion to these functions.

library_realloc Reallocation operating on the library’s own behalf rather than on behalf of 
the calling thread’s VM as realloc would do.

findnlmhandle Obtains the named NLM module handle with optional address space con-
straint.

getaddressspace Returns the identity of the current address space.

getnlmhandle Gets the module handle for the calling thread’s NLM.

getnlmname Returns the name of the calling thread’s NLM.

getnlmloadpath Returns the file system path of the calling thread’s NLM.

nlmisloadedprotected Is this NLM loaded in a NetWare protected address space?

netware_cpu_info Returns information about the active processors.

netware_fs_info Returns information about the file system. More is available through the 
Media Manager.

netware_mem_info Returns information about memory.

netware_net_info Returns information about (up to 12) LAN boards.

netware_os_info Returns information about the NetWare OS (AbEnd count, server processes).

netware_vol_info Returns information about volumes. More is available through the Media Man-
ager.
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netware.h

Years ago, there existed a published document for developers of drivers on 
NetWare. This documentation exposed a number of interfaces from the NetWare 
OS that were more or less cast in concrete (not likely ever to change). This header 
isn’t really a reproduction of that document, but it does expose a small subset of 
NetWare OS interfaces directly that a developer might want to use. Those chosen 
for export come from the original driver development lists augmented with other 
useful ones identified from among those that have demonstrated the utmost 
stability. 

This header is accompanied by an import file shipping in the NDK with LibC, 
netware.imp. The types and prototypes in this header have been modified to lessen 
coercion and other tricks used in-house to get around problems especially with the 
rest of LibC attempting to move development toward standard and more portable 
types. The original prototypes often use LONG to hold pointers. This has been 
changed.

nwsnut.h

LibC supports the use of NUT, the rather outdated, but still useful blue-and-white 
text-based interfaces used by such utilities as Monitor, NWConfig and Install. In 
fact, there is stationery for a simple application using NUT in CodeWarrior PDK 
3. However, because LibC is trying to move toward standards, it was necessary to 
adapt the original header with the result that a new one is distributed with LibC.

screen.h

There is far less opportunity to manipulate screens from LibC than CLib. CLib 
had a full, low-level package interfacing the NetWare OS screen handlers. The 
emphasis is now on remote management via browser for which there is an SDK, 
or on Java-based utilities. As LibC supports the interfaces in nwsnut.h, it neglects 
lower-level ones that go much beyond simple printf.

These functions are:

clearscreen Clears the screen.

consoleprintf Prints to the NetWare System Console, or Console Logger (NetWare 6) screen.

getscreenmode Returns mode of screen (SCR_AUTOCLOSE_ON_EXIT).

getcharacter Gets one character from key-press.

getkey Gets one (low-level) key-press.

getconsolehandle Gets the screen handle for the NetWare System Console or Console Logger (Net-
Ware 6) screen.

getscreenhandle Gets the screen handle for the application’s screen.
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Each NLM that starts up get one screen only, as named during link using the 
SCREENNAME command. If this command was not used, there is no screen; 
output goes the System Console which, on NetWare 6, is the logger screen, and 
input is disallowed since input to the keyboard from the console would be 
ambiguous if not actually impossible to handle with applications attempting to 
read from the console as well.

When an application that has linked with libcpre.o and also a screen name starts 
up, a screen is created to which stdin, stdout, stderr, cin and cout are wired. The 
latter two, which should not be confused with C++ objects, are the hard console 
pointers used by cprintf and other interfaces. These remain even after the standard 
three have been closed or, are present despite any command-line redirection that 
may have been specified.

It is possible to open a screen from an application that didn’t link a screen name. 
This is useful in the event an NLM library or other service provider wishes to 
implement an optional debug screen. This must be done through macro 
NXConsoleOpen.

getstring Gets string input from the keyboard.

gotorowcol Sets the cursor at the indicated screen coordinates.

kbhit Boolean TRUE or FALSE that a key was pressed.

pressanykey Pends the screen until any key is pressed.

pressescape Pends the screen until Escape is pressed.

putcharacter Puts a character to the screen.

putstring Puts a string to the screen.

setscreenmode Sets (changed) mode of screen.

ringbell Rings the bell.

ungetcharacter Pushes back a character to the application’s keyboard.

ungetkey Pushes back a (low-level) key press to the application’s keyboard.

wherecol Returns the column coordinate of the current cursor position.

whererow Returns the row coordinate of the current cursor position.

whererowcol Returns the row and column coordinate of the current cursor position.
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While the screenwise offerings of LibC are small, nevertheless, there is a small 
number of screen functions that will handle all simple tasks. These include 
clearscreen, consoleprintf, getcharacter, getkey, getstring, gotorowcol, kbhit, 
pressanykey, pressescape, pressenter, putcharacter, putstring, ringbell, wherecol, 
whererow, and whererowcol. These were not given names very similar at all to the 
ones in CLib for a couple of reasons including that those in CLib aren’t 
particularly standard and these were given names obvious of their functionality 
without being so close to those in CLib as to throw the caller into confusion about 
which call comes from which library.

sys/socket.h

See ws2nlm.h.

sys/utsname.h

Normally, nothing would need to be explained about a standard interface. 
However, this one is, in addition to the few POSIX-mandated fields, a treasure 
house of information about the calling thread’s NLM (NKS VM).

unistd.h

This is an ISO/IEC 9945-1 (POSIX) header. In addition to its standard interfaces 
can be found:

unilib.h
utf8.h

These are not the preferred interfaces for manipulating strings. NetWare’s 
wide-character solution is Unicode and that means using wchar.h. However, some 
of these functions operate independently of local code page, so when the string 
needs to be translated into or out of some other code page than the local one, these 
must be used. UTF-8 will one day doubtless become the string mode par 
excellence for applications, but for now, these basic functions that translate in and 
out of ASCII and Unicode, plus the ones that imitate functionality from string.h, 
will have to suffice.

chdir2

Cause the current working directory to change for the calling thread independently of 
all other threads in the VM (NLM). Later, calling it with nil returns the behavior of the 
calling thread to rely on the single current working directory of the process (or VM or 
NLM).

construct
Construct a directory-delimited path based on one or more input strings. The strings 
assembled are server and volume names, directory path and file or directory name. 
Similar to CLib’s _makepath.

deconstruct

Analyze a pathname by splitting out its contents into one or more strings as may be 
used by construct to reassemble the path. A flags argument is returned with a num-
ber of comments about the contents of the pathname (whether it was UNC, contain 
forward or backward slashes, DOS drive letter, etc.).
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wchar.h
wctype.h

These, on the other hand, are the preferred interfaces for manipulating 
wide-character strings respective to the local code page.

ws2nlm.h

LibC has fully integrated WinSock for use by applications. WinSock can be used 
directly (outside the library) or through Berkeley interfaces integrated with the 
library’s file, pipe, etc. descriptors. The choice is basically keyed off the inclusion 
of sys/socket.h or ws2nlm.h. The former gets a socket from socket that must be 
closed using close, while the latter gets a socket from socket, which is only a 
preprocessor redefinition of WS2_32_socket, that must be closed by closesocket, a 
redefinition of WS2_32_closesocket.

What Is Missing and Future Directions

No discussion on the state of things would be complete if it did not also include 
comments on what goals we’ve missed but still plan to reach, and where we plan 
to move in the future. Especially over the past year, we’ve taken many 
suggestions to heart and shifted gears accordingly. Sometimes it’s been easy, such 
as the monitor.h interfaces which represent mere additions to the library as 
suggested by one heart-and-soul NLM programmer who doesn’t work for Novell. 
In other cases, this has required a great deal of tear-up and rewrite, such as our 
effort to implement NDAP (netnlm32.nlm) and other cross-platform library 
support. Some of the greatest contributors have been the Novell SysOps, a group 
of talented engineers who aren’t on the Novell payroll. Other important 
contributions, especially in shaping the direction of the new library, have been the 
Open Source ports.

The areas where we feel there is not yet enough support are locale, characters 
representation, NetWare management, and file system.

Locale

Despite a plethora of NWL-prefixed functions, CLib had practically no locale 
support. LibC was designed to overcome this and ships with locale support for a 
number of locales as can be seen on the path c:\nwserver\nls, but still falls way 
short of the mark. One problem is a lack of intelligence for additional locales, but 
though we know where to go to gather this intelligence, we have yet to decide 
how to encapsulate it. Mostly, we just haven’t had the time to finish the solutions 
we have chosen. 
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Presently, the setlocale call functions a lot more than in CLib, but there are still 
disappointing results such as the failure of strcoll to response afterward to any 
change in locale setlocale may have resulted in. Presently, strcoll operates on the 
underlying locale (the same one as the server) and Lstrcoll does the same thing, 
but is more careful about the prospect of characters being composed of more than 
one byte. As this implementation is going forward to Modesto, we feel the 
greatest need to retain this as one of our most important problems to solve.

Character Representation

The question of ASCII, multibyte local code page, Unicode, and UTF-8 really tie 
in with the preceding problem of locale support. In fact, that locale support 
already mentioned has been held up precisely because of character representation.

Novell has had a Unicode solution in place since NetWare 4 primarily in support 
of Novell Directory Services (NDS). Translation in and out of the current locale 
has been provided. However, since the explosion of the Internet, simply moving 
between ASCII and Unicode seems a bit near-sighted. Many developers have 
asked us for UTF-8 support which we’ve quantified in the utf8.h interfaces, but 
this really does not go far enough. The convenient relationship between ASCII 
and UTF-8 is too much to pass up and we must enable more of our interfaces to 
accept implicitly UTF-8 strings. Whereas NKS started out with a default of 
Unicode and an ASCII option, we are questioning that commitment and asking 
ourselves if UTF-8 shouldn’t have at least an equal share of our attention if not 
become the default.

UTF-8 is easy to use with the right interfaces to manipulate individual character 
representations, storage effective as long as the actual bulk of string data doesn’t 
shift substantially from Western alphabets to Eastern systems, and it doesn’t 
require special retooling from ASCII as does Unicode in the source code. UTF-8 
might become the dominate representation at Novell within the next couple of 
years and this will affect both NetWare through LibC use as well as Modesto.

NetWare Management

As we accelerate toward our next-generation platform, one tends to forget that we 
are still in the business of supporting NetWare. Indeed, NetWare doesn’t become 
obsolete with the next platform any more than the V-Rod terminated the other 
Harley-Davidson lines. Instead, it promises exciting performance and the 
opportunity to do things in a new environment where we can increase our 
wingspan and our speed. And, just as the new V-Rod, we hope it will have the 
same throaty roar of NetWare as we twist back on the right hand grip.

So, CLib had a number of interfaces to gather information about NetWare. There 
are applications that want to do so. We have tried to move those pieces of 
information forward that were consumed from CLib and add new ones such as are 
found in monitor.h. This effort simply isn’t finished. There is more to come.
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File System

In order to claim a useful set of file system interfaces, we have to beat CLib at 
what it has offered. Direct File System (DFS) and other deep-down interfaces 
aren’t yet offered by LibC, so the new environment is ill-adapted at supporting 
back-up and virus checking. This will change thanks to NKS and developments in 
file system technology. We have already added the equivalent of readv and writev 
which presently only exist in CLib as interfaces to descriptors allocated via 
socket. These are done by NXReadEx and NXWriteEx and support files, FIFOs, 
devices and the console. 

As an example of what we plan that goes further beyond CLib, consider flattened 
I/O streams that eliminate the need for a back-up application to get file 
information, read the file, read extended attributes, get more namespace-specific 
information, and on and on, then find a format in which to store it. Consider 
instead, a flag to NXFileOpenEx that causes subsequent calls to NXRead to roll 
out all this information into a compact stream for direct consumption by back-up 
software. Consider another flag to NXFileOpenEx that reverses the process by 
enabling the back-up software to squirt this same stream back through NXWrite.

Conclusion

This is an outline of all that has changed over the final months of NetWare 6 since 
the others in this series of articles. NetWare 6 formally introduces NKS/LibC as 
the preferred way to program to NetWare moving it from the NDK futures area to 
one on a par with CLib with NetWare 5 service pack 4 support shortly behind. 
More than other software perhaps, a library is never quite done and the driving 
force in direction is spread between forward mobility to the next-generation 
platform, the continued march of NetWare, and suggestions from the developer 
community.
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 Introduction

As the number of Internet users increases, more services are required for Web 
applications. Web applications can provide more services by accessing services in 
the local system as well as on the Internet. To access remote services available on 
the Internet, there should be some remote mechanism. This AppNote explains a 
specific remote mechanism used on NetWare to access services available as 
ActiveX controls in the remote Windows machines.

On NetWare, the Remote ActiveX Provider provides the infrastructure to access 
remote ActiveX controls from Windows machines. Remote ActiveX Provider is a 
provider available with the Universal Component System (UCS). UCS provides 
an interface to different programming languages as well as scripting languages on 
NetWare to access different component systems. This makes the reusable 
components available in different component systems.

About the Remote ActiveX Provider

The Remote ActiveX Provider is part of the provider interface of UCS. It allows 
access to remote ActiveX controls residing on Windows machines. It is based on a 
master/slave model. The NetWare server from which the request originates acts as 
the master, and the Windows machine where the controls reside acts as the slave. 
The architectural model of UCS is shown in Figure 1.

Figure 1: Architecture of the Universal Component System (UCS).
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The Remote ActiveX Provider has two modules, UCS2RMT and UCSWIN. 

UCS2RMT is a NetWare executable (NLM). It processes the request on NetWare 
and sends the request to UCS2WIN on the Windows machine. UCS2RMT 
provides the following functionality:

• Encodes the request from the script to the SOAP packet and forwards the 
same to UCS2WIN

• Decodes the response from UCS2WIN and sends it to the script

UCS2WIN in a Windows executable (EXE). It provides the following 
functionality:

• HTTP Listener

• SOAP Server

• ActiveX Container

As an HTTP Listener, UCS2WIN waits for the request from the master. After 
receiving a request, it decodes the same and invokes the appropriate ActiveX 
control. It encodes the invocation result and sends the response in a SOAP packet.

All About SOAP

The communication between UCS2RMT and UCS2WIN takes place using SOAP 
(Simple Object Access Protocol) 1.0, a protocol used over HTTP to access objects 
across the Internet. 

SOAP is a lightweight and simple XML-based protocol that is designed to 
exchange structured and typed information on the Web. The purpose of SOAP is 
to enable rich and automated Web services based on a shared and open Web 
infrastructure. SOAP can be used in combination with a variety of existing 
Internet protocols and formats including HTTP, SMTP, and MIME and can 
support a wide range of applications from messaging systems to RPC.

SOAP is a way to use the existing Internet infrastructure to enable applications to 
communicate directly with each other without being unintentionally blocked by 
firewalls. It does not replace any distributed object protocols, nor is it tied to any 
single object model. It gives a flexibility to access applications across the Internet.

• Provides a standard object invocation protocol built on Internet standards, 
using HTTP as the transport and XML for data encoding

• Creates an extensible protocol and payload format that can evolve over time

SOAP is meant to be simple. Its specification states that it does not want to 
“define all aspects of a distributed object system.” That means no distributed 
garbage collection, type safety or versioning, no bi-directional HTTP 
communications, no message boxcarring or pipeline processing, no 
object-by-reference, and no object activation. 
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A simple SOAP packet consists of:

• HTTP Header

• SOAP Envelope

• SOAP Body (payload)

Setting Up the Remote ActiveX Provider

To set up the Remote ActiveX Provider, first download UCS from the Novell 
Developer Web site at http://www.developer.novell.com/ndk/ucs.htm. Run the 
setup program on a NetWare server. It will install UCS2WIN.EXE in the server’s 
SYS:PUBLIC\WIN32 folder. Execute the HTTP Listener (UCS2WIN.EXE) on 
the Windows machine on which you want to utilize the ActiveX controls.

By default, the HTTP Listener uses port 80. If that port is not available because it 
is being used by another application, you must configure UCS2WIN to use an 
available port. To do this, follow these steps:

1. Select Server from the menu.

2. Select the Properties menu item.

3. Modify the port and click OK/Apply.

The scripts should be changed to use the specified port in the HTTP Listener. 
Here is an example of how to change the port to nn:

Set object = CreateObject(“OLE:Prog_ID@host_IP_address;nn “)

If the HTTP Listener is using the default port, you do not need to specify the port 
as shown in this example.

Coding Examples

This section provides examples of how to use the Remote ActiveX Provider from 
scripting languages such as Perl and Novell Script for NetWare (NSN). It also 
shows how to access ActiveX controls from a Java Servlet using the Remote 
ActiveX Provider.

Accessing Remote ActiveX Controls in Perl

This sample uses both UCX components on NetWare and ActiveX controls on a 
Windows machine. The NetWare UCX component (NWDIR) accesses user 
information in Novell eDirectory and updates the information in the remote 
Microsoft Access database using the Remote ActiveX Provider and ActiveX 
controls.
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#Reads NDS users and updates the remote database on the Windows machine. 
#Uses UCS component to read NDS and remote ActiveX control to update the 
#remote database

use PERL2UCS;
$NDS_CONTEXT = "Tree\\Organization"; #NDS tree and Organization
$OU = "Context"; #Context under which we are interested
# DSN information will be included here
$DSN = "DSN=EMPDSN;DefaultDir=D:\\TempWork;DBQ=D:\\TempWork\\MYDB.MDB";
#Change your remote IP address for host_IP_address and progID version with x
$location="OLE:Adodb.Connection.2.x\@ host_IP_address ";
$dir = PERL2UCS->new("UCX:NWDIR") or die "Unable to create  the NWDir object";
$dir->login("userID","passWord");
$databaseobj = PERL2UCS->new($location);
$dir->{"fullName"}="nds:\\\\" . $NDS_CONTEXT . "\\" .$OU; 
$entries = $dir->entries() or die "Not able to get entries \n";
$databaseobj->Open($DSN);

while ($entries->hasMoreElements())
{

$entry = $entries->next();
$layout = $entry->{"layout"};
$attribute= $layout->{"name"};

if($attribute eq "User")
{

$ShortName=$entry->{"ShortName"};
if(!$ShortName) { $ShortName=" ";};
$UserEmail=$entry->getFieldValue("Internet EMail Address");
if(!$UserEmail)  {  $UserEmail=" "; }
$TelExt=$entry->getFieldValue("Telephone Number");
if(!$TelExt) { $TelExt=-1;}
$Title=$entry->getFieldValue("Title");
if(!$Title)  {   $Title=" "; }

$SQLINSERT="Insert into Emp(Shortname,Description,Phone,Email)
values('$ShortName','$Title','$TelExt','$UserEmail')";

if($databaseobj->Execute($SQLINSERT))
{

print "Updated from NDS \n";
}
else
{

print "Not able to update the infromation \n";
}

}
}
$databaseobj->close();
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Accessing Remote ActiveX Controls through NSN
This sample creates an Excel spreadsheet on a remote Windows machine using 
the Remote ActiveX Provider and ActiveX controls. It adds a few items in the 
spreadsheet and draws a chart according to the items’ values.

'******************************************************************************
'  Description: Remote ActiveX Sample to demonstrate the modification of remote
' Excel spreadsheets
' 1. x should be replaced by a number specific to your installation, by looking
' into the Windows registry
' 2. host_IP_address should be replaced by the IP address of the Windows machine
' 3. Excel control should be registered in the windows machine.
'******************************************************************************

Dim ProductShortNames (4)
Dim ProductFullNames (4)
Dim ProductAge (4)

On Error Resume Next

Set Excel = CreateObject("OLE:Excel.Application.x@ host_IP_address ")
If (Err.number <> 0 ) Then

Print ("Unable to create Excel application object")
Exit Sub

End If

Print "Creating the Active Sheet ..."

Excel.Visible = True
Set Wbs         = Excel.Workbooks
Set Wb          = Wbs.Add()

Set Sheet      = Excel.ActiveSheet
Sheet.Name  = "Novell Scripting Technologies"

ProductShortNames(0) = "Product Short Name"
ProductShortNames(1) = "NSN"
ProductShortNames(2) = "Perl"
ProductShortNames(3) = "SE"
ProductShortNames(4) = "UCS"

ProductFullNames(0) = "Product Full Name"
ProductFullNames(1) = "Novell Script for NetWare"
ProductFullNames(2) = "Perl 5 for NetWare"
ProductFullNames(3) = "ScriptEase for NetWare"
ProductFullNames(4) = "Universal Component System"

ProductAge(0) = "Product Age(Months)"
ProductAge(1) = "36"
ProductAge(2) = "30"
ProductAge(3) = "18"
ProductAge(4) = "12"

Print "Entering the product information ..."
For I = 0 To UBound(ProductShortNames)

RowNo = I + 1

Set Cell = Sheet.Range("A" & CStr(RowNo))
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Cell.Value = ProductFullNames(I)
Cell.Font.Bold = True

Set Cell = Sheet.Range("B" & CStr(RowNo))
Cell.Value = ProductShortNames(I)

Set Cell = Sheet.Range("C" & CStr(RowNo))
Cell.Value = ProductAge(I)

Next
Print "Completed creation of Excel spread sheet"

Print "Creating Charts"
XlBarClustered = 57
XlColumns = 2
set ChartObj = Sheet.ChartObjects
set AgeChartContainer = ChartObj.Add(200,30,300,200)
Set AgeChart = AgeChartContainer.Chart
geChart.ChartType = XlBarClustered

Set dataRange = Sheet.Range("B2:C5")
AgeChart.setSourceData(dataRange, XlColumns)
AgeChart.Refresh

Accessing Remote ActiveX Controls through a Java Servlet
We have an extension for Java (JAVA2UCS) on NetWare, which helps to access 
UCS. Once Java can access UCS, it is able to access all services that UCS can 
access. Accessing remote ActiveX controls is one among them. 

This sample servlet accesses a GroupWise control on the remote ActiveX control 
and sends an e-mail message. The user must provide a GroupWise userID, 
password, subject, message and the recipient’s address. All of these can be 
supplied to this servlet from a form.

import com.novell.utility.ucs.*;
import java.io.*;
import java.lang.*;

import javax.servlet.*;
import javax.servlet.http.*;

public class SendMail extends HttpServlet
{ 

/**
* doPost
*
* The doPost method is the primary entry point of this servlet.  It is
* designed to be called as the result of an HTML form post.  This servlet will
* read and validate the posted parameters, then call the GW control
* to send e-mail.
*
* @param      request    the request object 
* @param      response    the response object
* @return     <code>void</void>
* @exception  IOException problem reading from or writing to
*             the req or res streams
*/
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public void doPost (
HttpServletRequestrequest,
HttpServletResponse response

) throws ServletException, IOException
{

PrintWriterout;
String title = "Mail Sent";
String userId    = null;                         // user id found on form
String userPw  = null;                         // password
String to          = null;                             // to
String sub        = null;                            // subject
String msg       = null;                            // message
userId  = request.getParameter("UserName"); // obtain userid data form 
userPw = request.getParameter("Password");   // obtain GroupWise password

 // from form
to  = request.getParameter("To");  // obtain to url from form
sub  = request.getParameter("Subject");    // obtain subject url from form
msg  = request.getParameter("Message"); // obtain message url from form 

// set content type and other response header fields first
response.setContentType("text/html");

// then write the data of the response
out = response.getWriter();

out.println("<HTML>");
out.println("<HEAD><TITLE>");
out.println(title);
out.println("</TITLE></HEAD><BODY TEXT=WHITE>");
out.println("<CENTER><H1><FONT COLOR=RED>" + title +

"</FONt></H1></CENTER>");

try{

UCSClassFactory cf = new UCSClassFactory();
//Set the host_IP_address with the windows IP address where GroupWise
//client is installed
UCSClass ucsCls  =  cf.getInstance

("OLE:NovellGroupWareSession@host_IP_address");
UCSObject nwGrpwse = ucsCls.createObject();
if (nwGrpwse ==null){

System.out.println("object not created : ");
return;

}

UCSVariable retVal = new UCSVariable();
UCSVariable argList[] = new UCSVariable[3];
argList[0] = new UCSVariable(userId);
//Modify the MAILSERVER with your mail server and PORT with the
//MAILSERVER's PORT

argList[1] = new UCSVariable("/ipa-MAILSERVER /ipp-PORT"); 
argList[2] = new UCSVariable(userPw);
retVal = nwGrpwse.callMethod("Login",argList); //Authenticates to mail 
//server
UCSObject GWRootAccount = retVal.getObject();

 retVal = GWRootAccount.getProperty("WorkFolder");
 UCSObject WorkFolder = retVal.getObject();

retVal = WorkFolder.getProperty("Messages");
UCSObject Msgs = retVal.getObject();
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UCSVariable arg = new UCSVariable("GW.MESSAGE.MAIL");
retVal = Msgs.callMethod("Add", arg);
UCSObject Msg = retVal.getObject();
retVal = Msg.getProperty("Subject");
UCSObject  Subject = retVal.getObject();    
UCSVariable PlainText = new UCSVariable(sub); //Adds subject to mail
Subject.setProperty("PlainText", PlainText);
UCSVariable BodyText = new UCSVariable(msg); //Adds message
Msg.setProperty("BodyText", BodyText);
retVal = Msg.getProperty("Recipients");
UCSObject recps = retVal.getObject();
UCSVariable EmailAddr = new UCSVariable(to); // Recipient's email ID
retVal = recps.callMethod("Add", EmailAddr);
UCSVariable Priority = new UCSVariable(3); //Normal pripority
Msg.setProperty("Priority", Priority);
retVal = Msg.callMethod("Send"); //Sends the mail

} catch (UCSException e){
System.out.println("UCSException");
System.out.println(e.getMessage());

  }catch (java.lang.Throwable e){
System.out.println("java language exception");
System.out.println(e.toString());

}
}

}

Conclusion

The Remote ActiveX Provider, a part of UCS, provides access to ActiveX 
controls residing in remote Windows machines. It uses SOAP over HTTP, which 
gives access to services available on the network over Internet. Accessing 
components over the Internet provides greater flexibility in building one Net 
solutions. It is a great value proposition for system integrators and solution 
providers.

For additional information, refer to the following resources:

• UCS: http://developer.novell.com/ndk/ucs.htm

• Perl: http://developer.novell.com/ndk/perl5.htm

• NSN: http://developer.novell.com/ndk/nscript.htm

• Novell ActiveX Controls: http://developer.novell.com/ndk/ocx.htm

• SOAP: http://www.develop.com/soap/
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How to Define a Corporate 
Naming Policy Using DirXML 
Stylesheets

Karl Bunnell
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This AppNote describes how to use DirXML stylesheets to define and enforce 
adherence to a corporate naming policy when creating user accounts. The 
automation of the account-creation process provides significant cost savings by 
relieving IS&T staff from the chore of manually creating and maintaining 
corporate accounts. It also eliminates human error and enables employees to 
become productive quickly through the immediate creation of corporate 
application accounts.

It is recommended that you also read the AppNote entitled “How to Write 
a Simple DirXML Stylesheet” in the March 2001 issue, available online at 
http://developer.novell.com/research/appnotes/2001/march/04/a010304.htm.
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 Introduction

This AppNote describes how to compose a DirXML create rule using XSLT 
(Extensible Stylesheet Language Transformations) and XPath to define and 
enforce a corporate naming policy. The corporate naming policy is a series of 
business rules that define how user account names are constructed from data 
supplied by one or more master data sources. An example of a master data source 
is a Human Resources (HR) application such as PeopleSoft, Baan, or SAP. These 
applications are used to collect and maintain key information about an employee 
such as their name information (given name, middle name, surname, and so on), 
location, address information, benefit and compensation information, and so on. 

The corporate naming policy is used to transform this raw data into account names 
used to identify a user to corporate applications such as Novell eDirectory, 
GroupWise, Lotus Notes, and so on. For example, suppose a new employee 
named John David Doe is hired and entered into the corporate human resources 
application. The creation of a new record in the HR application generates an event 
that is submitted to the DirXML driver’s publisher channel in the form of an XML 
document. 

As the data flows from the HR application to Novell eDirectory by way of 
DirXML, the publisher create rule can be used to implement a series of data 
checks and transformations that generate an account name that conforms to the 
corporate naming policy. Read on to learn how to compose a DirXML create rule 
that defines and enforces a corporate naming policy.

Corporate Naming Policy

Every company has a corporate naming policy that governs how account names 
for corporate applications are defined. The corporate processes that define and 
enforce the corporate naming policy are often manual and require well-established 
communication between groups.

For example, the new-hire process is carried out by the HR department. HR then 
sends a message to the IS&T department to create network accounts, e-mail 
accounts, and so on. The IS&T staff uses some policy to create the names for 
these accounts that ensures each account name is unique and follows a corporate 
naming standard. Often the policy is very loose and new employees may be asked 
what e-mail or network ID they would like to use. In other cases, a policy is 
well-defined that stipulates explicitly how an account name is to be constructed. 

An example of a primary naming policy is an account name that consists of first 
letter of the given name concatenated with the surname. In the case of John David 
Doe, the corporate naming policy would yield the account name JDoe. The 
naming policy must also detect name collisions and provide additional fallback 
policies to ensure that corporate account names are unique. 
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As the number of employees grows in a company, it becomes more difficult to 
avoid name collisions and the automation of the account creation process that 
enforces compliance with a corporate naming policy becomes a necessity. This is 
where DirXML and create rules come to the rescue.

DirXML Create Rcreate ruleule

DirXML provides a policy engine that allows business rules to be defined and 
enforced on data as it moves from disparate, external systems to eDirectory, and 
as it flows from eDirectory to the connected external systems. An HR application 
typically triggers the first event in the life of an employee record, as this marks the 
“new hire” status of a new employee. This employee record information is 
considered “raw,” as it has yet to be transformed to meet the demands of the 
corporate applications that need to consume it. 

The raw employee data is submitted via the publisher channel of the DirXML 
driver that provides connectivity between the HR application and the DirXML 
engine. As this data moves through the publisher channel, it is acted on by a 
number of rules and data transformation stylesheets, one of which is the publisher 
create rule. At a minimum, the create rule defines the set of data required to create 
an object in the target system. This AppNote focuses on how the create rule can 
act on the data to define and enforce the corporate naming policy. 

For purposes of this AppNote, the focus is on the publisher channel; thus 
eDirectory is the target system. For example, in order to create a User object in 
eDirectory, the minimum data set required is mandated by the mandatory 
attributes of the object class “User”, which include an object class, a common 
name (CN), and a surname. The create rule, if it is doing its job, must ensure that 
these attributes exist in the <add> document. Otherwise, the create rule will 
“veto” the operation and the DirXML engine will return an error to the originating 
driver indicating that the add operation could not be completed.

A simple create rule can be defined using a series of XML tags that stipulate the 
object class and attributes that must exist in order for the add operation to continue 
successfully. The XML tags shown below demonstrate a simple create rule that 
stipulates that the object class must be of type “User” and values for the “Given 
Name” and “Surname” attributes must exist in the <add> document in order for 
the object creation to be allowed to complete. 

<create-rules> 
<create-rule class-name="User"> 

<required-attr attr-name="Given Name"/> 
<required-attr attr-name="Surname"/> 

</create-rule> 
</create-rules>
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While this create rule provides a simple way to define creation criteria, an XSLT 
stylesheet is required to define more complex object creation requirements such as 
a corporate naming policy. 

To create a create rule stylesheet, follow the steps below. 

1. In ConsoleOne, create a DirXML-StyleSheet object beneath the Publisher 
object.

2. Right-click the Publisher object, select Properties, and then select the 
Other tab. 

3. Add a new attribute named “DirXML-CreateRule” and add the DirXML- 
StyleSheet object as the value (see Figure 1). 

Figure 1: Adding a DirXML-Stylesheet object to the Publisher object.

DirXML will now rely on the DirXML-StyleSheet object contents to carry out the 
function of a create rule.

Note: To see a functioning example of how to implement all of the techniques 
discussed in this AppNote, download the sample DirXML driver from 
http://developer.novell.com/research/downloads.htm. Extract the 
CorpNamingDrv.zip file and read the included README.TXT for instructions on 
how to install and configure this driver to work in an existing DirXML deployment.

Once the DirXML-StyleSheet object is in place as the DirXML-CreateRule, you 
are ready to start the work of authoring XSLT and XPath to fulfill the function of 
the create rule and to define a corporate naming policy.

Composing the Create Rule

The first order of business when authoring a create rule using XSLT is to ensure 
that the create rule stylesheet serves its primary function. In this case, that is to 
ensure that the required attributes are present in the <add> document. This is 
accomplished by defining an XSLT template that filters all elements but the 
<add> element (see line 02 in the listing below). 



w w w . n o v e l l . c o m / a p p n o t e s
76

01 <xsl:transform version="1.0" xmlns:hrxyz="http://www.novell.com/
dirxml/drivers/HRxyz" xmlns:query="http://www.novell.com/nxsl/java/
com.novell.nds.dirxml.driver.XdsQueryProcessor"
xmlns:xsl="http://www.w3.org/1999/XSL/Transform">

02 <xsl:template match="add">
03 <!-- ensure we have required NDS attributes -->
04 <xsl:if test="add-attr[@attr-name='Surname'] and

add-attr[@attr-name='Given Name'] and
hrxyz:policy-attr[@hrxyz:attr-name='Middle Name']">

05 <!-- copy the add through -->
06 <xsl:copy>
07 <xsl:apply-templates select="@*"/>
08 <!-- Call template to create name according to policy.-->
09 <xsl:variable name="object-name">
10 <xsl:call-template name="create-object-name"/>
11 </xsl:variable>
12 <add-attr attr-name="CN">
13 <value type="string">
14 <xsl:value-of select="$object-name"/>
15 </value>
16 </add-attr>
17 <!-Copy everything else through. -->
18 <xsl:apply-templates select="* | comment() |

 processing-instruction() | text()"/>
19 </xsl:copy>
20 </xsl:if>
21 </xsl:template>
. . .

Within the “add” template, an XSLT <xsl:if> instruction is used to ensure that 
required attributes are present in the <add> document. Otherwise, the content of 
the <add> document is not copied to the result document to be submitted to the 
DirXML engine for processing.  If the content of the <add> document is not 
copied, the operation is “vetoed” by the create rule. Processing of the event is 
terminated and an error indicating such is returned to the DirXML driver. 

The <xsl:if> instruction is defined as follows (line 04):

<xsl:if test="add-attr[@attr-name='Surname'] and 
add-attr[@attr-name='Given Name'] and 
hrxyz:policy-attr[@hrxyz:attr-name='Middle Name']">

The “test” expression is evaluated by determining if each of the selected attributes 
(Surname, Given Name, and Middle Name) exists in the source <add> document. 
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One of the expressions merits further explanation. The hrxyz:policy-attr[@ 
hrxyz:attr-name='Middle Name' expression looks for an attribute defined in the 
“hrxyz” namespace. The DirXML engine ignores attributes defined in other XSL 
namespaces, which presents some interesting implications. The use of an 
application-defined XSL namespace provides a mechanism to pass application 
data to a stylesheet that does not need to be mapped via an eDirectory attribute. 
Therefore, the create rule stylesheet can use this “policy” data to construct an 
account name without the requirement that the data be mapped to an eDirectory 
attribute. 

In order to use a namespace, it must be defined as an attribute on a parent element 
relative to where it is used. The namespace attribute is defined as follows: 

xmlns:hrxyz="http://www.novell.com/dirxml/drivers/Hrxyz

In this example, this attribute is added to the <xsl:transform>  element at the top 
of the create rule stylesheet (line 01), which allows the “hrxyz” namespace to be 
used within any element in the stylesheet.

Nested within the <xsl:if> tags (lines 04 and 20) are the <xsl:copy> tags (lines 06 
and 19). The <xsl:copy> instruction copies data from the source <add> document 
as instructed by the <xsl:apply-templates> instructions on line 07 (copy all 
attributes) and line 18 (copy other elements, text and instructions) to the result 
document to be submitted to the DirXML engine for processing. 

The real work of defining the naming policy begins on line 09. An <xsl:variable> 
named “object-name” is defined by calling a template (line 10) named “create- 
object-name”. The object-name variable will contain the account name as 
generated by the call to the <xsl:call-template name="create-object-name"/> 
instruction. The <add-attr attr-name="CN"> instruction (lines 12 - 16) adds an 
attribute named “CN” (common name) to the resultant <add> document. 

Notice on line 14 that the value of the object-name variable is selected as the value 
for the new CN attribute. The CN attribute is referenced by the publisher 
placement rule to create the object in the proper location within eDirectory with 
the proper name. The publisher placement rule is listed below:

<?xml version="1.0" encoding="UTF-8"?>
<placement-rules dest-dn-format="slash" src-dn-format="slash">

<placement-rule>
<match-class class-name="User"/>
<placement>\KBEDIR2-TREE\Novell\<copy-attr

attr-name="CN"/></placement>
</placement-rule>

</placement-rules>
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To summarize what occurs in the <xsl:template match="add"> template:  First, 
it ensures that processing continues only if the required attributes are included in 
the source <add> document. Second, if the required attributes are present, it 
copies the relevant data from the source <add> document to the resultant <add> 
document. Third, it calls the “create-object-name” template to generate the 
account name according to corporate naming policy. Finally, it adds an attribute 
named “CN” to the resultant <add> document so an object with a name that 
complies with the corporate naming policy can be created within eDirectory as 
directed by the placement rule. 

It is important to note that the other external applications connected via DirXML 
will receive a corresponding <add> event with the account name generated by the 
naming policy. These applications can then leverage the use of this account name 
to create e-mail accounts, database accounts, PBX accounts, and so on, thus 
ensuring that all corporate applications comply with the corporate naming 
standard. 

Now that the work of creating the resultant <add> document is understood, the 
key details of how to define and enforce the corporate naming policy can be 
analyzed. The magic occurs in the call to the “create-object-name” template, 
which was called from the “add” template.

Defining a Corporate Naming Policy Using XSLT

The real work of defining the corporate naming policy begins in the “create- 
object-name” template. This template represents the primary naming policy, 
which is defined as the first letter of the first name concatenated with the last 
name. The template is listed below:

01 <xsl:template name="create-object-name">

02 <!-- first try is first letter first name followed by surname -->

03 <xsl:variable name="given-name" select="add-attr[@attr-name='Given Name']/value"/>

04 <xsl:variable name="surname" select="add-attr[@attr-name='Surname']/value"/>

05 <xsl:variable name="prefix" select="substring($given-name,0,2)"/>

06 <xsl:variable name="object-name" select="concat($prefix,$surname)"/>

07 <!-- then see if name already exists in NDS -->

08 <xsl:variable name="exists">

09 <xsl:call-template name="query-object-name">

10 <xsl:with-param name="object-name" select="$object-name"/>

11 </xsl:call-template>

12 </xsl:variable>

13 <!-- if exists, then try 1st fallback, else return result -->

14 <xsl:choose>

15 <xsl:when test="string-length($exists) != 0">

16 <xsl:call-template name="create-object-name-2"/>

17 </xsl:when>

18 <xsl:otherwise>

19 <xsl:value-of select="$object-name"/>

20 </xsl:otherwise>

21 </xsl:choose>

22 </xsl:template>
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Lines 03 through 06 do the work of defining variables that contain the values of 
the name components used to create the proposed account name. Notice that 
XPath string functions (substring() and concat( )) are used to retrieve the name 
components from the source <add> document and to concatenate the components 
together to create the account name candidate contained in the “object-name” 
variable (line 05). 

Next, lines 08 through 11 define a variable named “exists” that is populated by a 
call to a template named “query-object-name”. The query-object-name template is 
passed a parameter “object-name” which contains the proposed account name as 
constructed on lines 03 - 06. The query-object-name template is used to submit a 
query to eDirectory to determine if the proposed account name is already in use by 
an existing object (more about this in the next section). If it is, the template will 
return the name of the object, otherwise, nothing will be returned. The variable 
“exists” will contain the result of the query. 

The logic on lines 14 through 21 determines whether a name collision occurred. If 
the length of the “exists” variable is zero, then the proposed account name does 
not exist in eDirectory and is therefore a valid, unique account name that complies 
with the corporate naming policy. This signals that the search for a unique name 
that complies with the corporate naming policy is complete. The account name is 
returned to the calling template and is added as the value of the “CN” attribute of 
the resultant <add> document.

If the “exists” variable contains a value, the proposed account caused a name 
collision. A second template named “create-object-name-2” is called to continue 
the search for a unique name that complies with a fallback naming policy. The 
create-object-name-2 template utilizes the same logic as the create-object-name 
template but simply generates a new account name candidate based on a 
secondary naming policy. 

In the case of this example, the first fallback policy consists of the first letter of 
the first name, the first letter of the middle name, and the last name concatenated 
together in that order. This “chaining” of calls to additional create-object 
templates continues until the proposed account name does not cause a naming 
collision with an existing object in eDirectory. 

It is customary to have a final fallback policy that will yield a unique name 
when all the previous proposed names have caused a collision. This can be 
accomplished by generating a name that includes a sequential numerical digit (for 
example, Jdoe1, Jdoe2, and so on) or by including a value that is known to be 
unique, such as the user’s employee ID as part of the account name (for example, 
Jdoe02124). The example included with this article uses a sequential digit 
concatenated to the name to ensure uniqueness of name as the final fallback 
policy. 
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To summarize, the initial call to the create-object-name template begins the 
execution of the corporate naming policy. Each create-object-name template 
generates a new account name candidate and submits it for approval by querying 
eDirectory to determine if the proposed name already exists in eDirectory. Each 
successive call to an additional create-object-name template represents a fallback 
policy used to resolve name collisions. In the end, the account name returned to 
the “add” template represents a unique account name that complies with the 
corporate naming policy. 

Submitting a Query to eDirectory from a Stylesheet

Novell eDirectory is the central hub of the DirXML-connected framework and 
therefore serves as the master repository for account names. In order to ensure that 
a proposed name is unique, the create rule must have the capability to query the 
master repository, eDirectory, to determine if a proposed account name is unique. 

Fortunately, DirXML provides a powerful mechanism to query eDirectory by 
submitting a query document that complies with the DirXML DTD. The DirXML 
engine passes two useful parameters named srcQueryProcessor and destQuery- 
Processor to every stylesheet that it processes. These are references to the source 
and destination query processors. In the case of the publisher channel, the 
destQueryProcessor represents the call interface used to query eDirectory and the 
srcQueryProcessor represents the call interface used to query the application 
driver. For the subscriber channel, the call interface of these parameters is 
swapped; that is, the srcQueryProcessor is used to query eDirectory and 
destQueryProcessor is used to query the application driver. 

References to these objects are made available by adding the following lines 
beneath the <xsl:transform> element of the stylesheet:

<xsl:param name="srcQueryProcessor"/>
<xsl:param name="destQueryProcessor"/>

One piece of the puzzle is still missing: how to issue the query to eDirectory. A 
reference to the actual query object is made available to the stylesheet by adding 
the following attribute to the <xsl:transform> element (see line 01 of the add 
template listing shown previously):

xmlns:query="http://www.novell.com/nxsl/java/com.novell.nds.dirxml.
driver.XdsQueryProcessor

This namespace attribute makes the DirXML query object available for use by 
any templates within the stylesheet. The “query-object-name” template uses these 
query facilities to validate whether a proposed object name is unique. The 
query-object-name template is listed below:
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01 <xsl:template name="query-object-name">

02 <xsl:param name="object-name"/>

03 <!-- build an xds query as a result tree fragment -->

04 <xsl:variable name="query">

05 <nds dtdversion="1.0" ndsversion="8.5">

06 <input>

07 <query>

08 <search-class class-name="{ancestor-or-self::add/@class-name}"/>

09 <!-- NOTE: depends on CN being the naming attribute -->

10 <search-attr attr-name="CN">

11 <value>

12 <xsl:value-of select="$object-name"/>

13 </value>

14 </search-attr>

15 <!-- put an empty read attribute so only object is returned. -->

16 <read-attr/>

17 </query>

18 </input>

19 </nds>

20 </xsl:variable>

21 <!-- query eDirectory -->

22 <xsl:variable name="result" select="query:query($destQueryProcessor,$query)"/>

23 <!-- return an empty or non-empty result tree fragment depending on result of query -->

24 <xsl:value-of select="$result//instance/@class-name"/>

25 </xsl:template>

The query result-tree fragment (think of this as an XML document) is composed 
on lines 04 through 20 by defining a “query” variable that contains the query 
content consumable by the DirXML query processor. Notice on line 12 that the 
passed “object-name” parameter is used as the value of the CN (common name) 
attribute to query. The query is submitted to eDirectory (line 22) by using the 
query method and passing the appropriate query processor and query document 
as input parameters to the method. The “result” variable contains the result of 
the query. 

Note that the XPath statement <xsl:value-of select="$result//instance/ 
@class-name"/> is used to select the class name of a returned instance. If no 
instances are returned, the result will be a zero-length string; otherwise, the class 
name is returned which indicates that the proposed object name does exist in the 
directory and is therefore in use.
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Conclusion

The corporate naming policy, implemented as a DirXML create rule stylesheet, 
provides a powerful, automated mechanism to enforce corporate naming 
standards that are leveraged by all corporate applications interconnected via 
DirXML. The automation of the account-creation process enables strict 
enforcement of the corporate naming policy, eliminates human error, enables 
employees to become productive quickly through the immediate creation of 
corporate application accounts. It also provides significant cost savings by 
relieving IS&T staff from the chore of manually creating and maintaining 
corporate accounts.
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How to Certify an NLM 
Application on NetWare 6
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Novell provides a process by which software vendors may test products that 
operate in a Novell NetWare environment. This program is called Yes, Tested and 
Approved. This article discusses how the application testing tools operate so you 
can get your software application Yes, Tested and Approved. More information 
on the testing process is available at http://developer.novell.com/yespgm/.
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Topics YES Tested and Approved, NLM application, NetWare 6

Products NetWare 6

Audience developers

Level beginning

Prerequisite Skills familiarity with application development

Operating System NetWare 6

Tools Java Runtime Environment (JRE), Novell TestConsole, 
Novell Software Test Tools

Sample Code no
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Introduction

In this article, you will learn the process used to test software products that 
include a Netware Loadable Module (NLM). The Yes program is available for 
testing hardware devices, client side applications as well as server side 
applications. This article focuses on the server side application that is not a 
backup product and will be most useful for developers. Additional information 
regarding all Novell test tools can be found online in our documentation at 
http://developer.novell.com/ndk/doc.htm#No.

Setting up the Test Environment

You must have at least one client machine that will run the test tools and one 
server running NetWare. Additional servers and clients may be necessary if you 
will be testing a product that uses NDS or contains functionality that requires 
additional machines to transfer files or information. If in the process of exercising 
your product you need a particular configuration of machines to successfully 
execute the functionality of the product, you will need to create that same 
environment.

Install the Java Runtime Environment (JRE)

Prepare the client machine by installing the Java Runtime Environment (JRE) 
found at http://java.sun.com/products/jdk/1.1/jre/download-jre-windows.html.

Install the Novell TestConsole

TestConsole is a Java-based utility used to automate test execution in a testing 
network or lab. It provides a common interface to plug in all the test suites 
provided through the Novell DeveloperNet Program for testing and certification 
of software applications. This tool is available at http://developer.novell.com/
yespgm/softwarecert.htm.

To install the TestConsole follow these directions:

1. Execute tconsole.exe.

2. Select Next after viewing the Welcome screen.

Client Requirements Server Requirements

Java-enabled Pentium 200-MHz client 
with 64 MB memory running Windows 98, 
2000, or NT and above.

Monitor minimum resolution of 800 x 600

IP Connection

NetWare 5.0, 5.1, or 6.0 (test tools are 
different for NetWare 6)

If you have interest in certifying on Net-
Ware 4.x please contact Developer Sup-
port by phone 800-733-9673 or by email 
devsup@novell.com.



D e c e m b e r  2 0 0 1 85

3. Select Yes after reading the license agreement.

4. Select Next after viewing the Readme file.

5. Select Next to install to the default folder, or Browse to choose a different 
folder.

6. The program checks for an existing Java Runtime Environment (JRE), and 
prompts you to install the JRE if one is not present. If multiple JREs are 
present, you are able to select the one you wish to use with TestConsole 
(1.1.8 or 1.2.2). 

7. When the installation is complete, select Finish.

Install the Software Test Tool Kit

The Software Test Tool kit includes Procedure and Allocation Logger (PAL), 
Sentry, NLM Test Tool, and the Electronic Tick Sheets. PAL tests the ability of 
NetWare Loadable Modules (NLM) to handle failed memory allocation calls and 
tracks the amount of memory allocated in order to test for memory leaks. It also 
tracks the procedures that are called, and how many times they are called. These 
test suites will appear as separate tests in the NetWare 5 test tools. PAL, Sentry, 
and the NLM test tool have been combined into one test in the NetWare 6 test 
tools.

1. Authenticate to the test server(s) sys volume with admin rights or equivalent. 

2. Execute Soft test.exe.

3. Select Next after reading the statement about closing other Windows 
Applications.

4. Select Yes after reading the license agreement.

5. Select Next after reading the contents of the package.

6. Select the desired server(s).

7. Select Yes or write down the lines that need to be added to the file as 
mentioned and then add them manually after.

8. Select Finish.

Install Your Product

This process will place the NLM on the test server. If your product does not 
include any NLMs then you will want to follow directions on testing client 
applications. Likewise, if your product is a backup application you will need to 
use additional tools and can find directions at http://developer.novell.com/
ndk/bktest.htm.  
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It is a good idea to load your product’s NLM(s) before beginning the testing 
process to make sure that it loads properly. This is important because the nature of 
the test tools creates behavior you may not see in other situations. 

Make sure that you use debugging versions of the NLM or copy the NLM’s 
associated MAP file into the directory as the NLM is being tested. The MAP files 
used must be those created at the time you compile the NLM. Each NLM being 
tested should have a MAP file. 

Load Tools on Server

At the server console enter load pal. In the NetWare 6 testing process, this will 
initiate all the server side tools. If testing against NetWare 5 you will need to type 
additional commands. These commands will create a log screen. This screen is 
accessible from the server when you hit <ctrl> <esc> simultaneously. Do not 
leave this log screen on continuously during testing as it slows the testing process. 
You may wish to refer to this log to see if there has been any activity during a 
period of testing where there appears to be no activity.

Run Test Console

Return to the client machine and execute the test console. This can be done from 
the short cut on the desktop or from the Start menu, click Programs > Novell 
Software Test Tools > TestConsole. Wait for several windows to open including 
the following window. Then begin the setup for the test process.

Figure 1: Test Console.

1. Select Software Application and then click Select as seen in Figure 2.
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Figure 2: Select New Project Template.

2. You must input information about the product before you begin testing. To 
enter information use the menu options Product & Submission > Product & 
Company Information as shown in Figure 3 or double click on setup.

Figure 3: Enter product information by using the menu or double click on setup.

Enter product information
by using the menu or
double click on "Setup".
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3. Enter the appropriate information under all three tabs. You will need to enter 
the product name and version. Figure 4 shows two columns Product 
Attributes and Attribute Characteristics. For each line under Product 
Attributes, you will need to either select an option under Attribute 
Characteristics or enter values in the attribute description box. 

Figure 4: Product & Company Information.

4. Notice in Figure 5 that options under Attribute Characteristics change as you 
select a new lines under Product Attributes. Be sure to enter information for 
each line in Product Attributes. 
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Figure 5: Characteristics change as you select a different product.

5. Enter your company’s information under the second tab shown in Figure 5.

Figure 6: Product & Company Information.

6. The third tab is different in the tools for NetWare 6 compared to NetWare 5. 
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NetWare 5 – In the field File Search Specification, enter the path where the 
NLMs to be tested are found. Find the NLM under Available Files and click Add 
do this until all the NLMs in your product appear in the window labeled Selected 
File List. Once the NLMs have been selected, save the information by clicking 
Save As and OK.

Figure 7: Add NLMs to Selected File List.

NetWare 6 – The steps are the same only the interface is slightly different see 
Figures 8-10. 
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Figure 8: Product File Names.

Figure 9: Add Files.
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Figure 10: Save the information.

Now the console will show the tests that can be run. The window, as shown in 
Figure 12, is different in the NetWare 6 tools because the PAL, Sentry, and NLM 
tools have been combined. Before running the test be sure you are connected to 
the server and the IP address has been selected using the menu shown in 
Figure 11. 

Figure 11: IP Address selected.
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Figure 12: NetWare 6 text tools combine PAL and Sentry.

1. Check the server to see that PAL is loaded. If not, load pal by typing load pal 
at the console prompt.

2. Return to the client test console and select the tests you wish to run (see 
Figure 13). Then add them to the run queue by double clicking on them. For 
the NetWare 6 tests, you simply double click on NLM test shown in Figure 
14. 

Figure 13: Select test you wish to run.

NetWare 6 test tools
combine PAL and Sentry.
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Figure 14: NetWare 6 text tools combine PAL and Sentry.

Running the test tools will open a window that will display each of the NLMs you 
selected on a separate line. If the NLMs do not appear you may not be connected 
to the server or you may not have added the MAP files to the directory where the 
NLMs are found.

Figure 15: Novell NLM Test Tool.

By default the certification mode is not selected. At this time you may enter 
Certification mode as shown in Figure 16. In the NetWare 5 tools, this is 
accomplished by clicking the button marked Deny All Memory.

NetWare 6 test tools
combine PAL and Sentry.
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Figure 16: Certification through TestConsole.

Now your environment is properly set for testing. 

Exercise Your product

This is different for every product. This portion of the test process involves hitting 
every piece of code (if possible) in the product. Because the testing program is set 
to certification mode you will experience new behavior. The first time your NLM 
may not load. In fact, it may take 50 or more attempts to load the NLM before it 
successfully loads. You will need to test unloading as well. While it is loaded you 
should exercise every piece of functionality of the program. As you do, you will 
see the numbers change in the test window.

Figure 17: Test window.

While exercising the product, each feature of the product must be run. Once all the 
code has been tested. Proceed to the electronic tick sheet shown in Figure 18.
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Figure 18: Electronic tick sheet.

With the test sheet open you will be required to perform the tests as explained in 
the documentation. At the start menu select Programs > Novell Software Test 
Tools > Software Doc html. Here you will find the corresponding tasks that need 
to be performed to pass the tests in the tick sheet.

Figure 19: Tick Sheet.
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If you have completed the requirement for the test in the tick sheet double click on 
the word Fail and it will change to Pass (see Figure 20). Proceed to the other tabs 
Client, NLM, and NDS/LDAP. You can save information as you verify each test. 

Figure 20: Electronic Tick Sheets.

Once you have completed and passed all the tests in the tick sheet click OK.

During this process you will need to verify that you have registered any virtual 
resources for your product. Sign and submit the contract, which is available at 
http://developer.novell.com/labsguide/contracts/devnetagreement.pdf.

Submission

Results may be submitted in two ways. A subscription to the DeveloperNet 
program at the Executive level or higher, allows you to submit the results directly 
to Novell. To do this, follow the directions below. Others may submit the product 
to be tested through a Novell Authorized Testing Center (NATC). Choose an 
NATC from those listed at http://www.developer.novell.com/yespgm/natc.htm.  

1. Select Product & Submission > Result Submission.

2. Select Generate Report.

3. Select Explain Exceptions.

4. Submit To Novell.
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Figure 21: Result Submission.

Figure 22: Result Submission Window.

Successful completion of the testing process will be awarded a bulletin. This 
information is available to all Novell customers through our solutions search 
http://www.developer.novell.com/nss/.  

Copyright © 2001 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
their respective companies or distributors.
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Console Commands in 
NetWare 5.1: SPOOL, START 
PROCESSORS, STOP 
PROCESSORS, SWAP, TIME

Kevin Burnett
Senior Research Engineer
Novell AppNotes

This section is one in a series that intends to describe 
each of the NetWare 5.1 console commands (both 
normal and hidden) in alphabetical order and to tell 
when, why, and how to use them properly. To see a list 
of the commands that you can perform at the sever 
console, type HELP<Enter> at the server console 
prompt. To use the commands described here, simply 
type the command at the server console prompt 
followed by the <Enter> key.

SPOOL
The SPOOL console command is part of the NetWare 
legacy print functionality starting with NetWare 2.x 
and made popular with NetWare 3.x. This command 
allows you to create, change, or display spooler 
mappings. These mappings are needed to set up default 
print queues for the legacy NPRINT and CAPTURE 
print utilities. They also support applications that make 
calls to printer numbers rather than to print queues. 
With the release of Novell Distributed Print Services 
(NDPS) in NetWare 5.x and Novell iPrint in 
NetWare 6, NetWare legacy printing has all but been 
forgotten. The syntax for the SPOOL command is:

SPOOL spool_number [TO] [QUEUE] queue_name

If you are running NetWare 5.x or 6, typing SPOOL on 
the server’s console will return the following message:

No spoolers are active

START PROCESSORS
NetWare 5.1 and NetWare 6 has the ability to support 
multiple processors. The NetWare Operating System 
takes advantage of the number of processors available 
on the server hardware. Several of the NetWare 
utilities have been updated to utilized multiple 
processors when they are available. 

You can use the START PROCESSORS console 
command to start one or more of the secondary system 
processors (1, 2, n …). The NetWare Operating 
System utilizes processor 0 as a base for running 
essential processes such as the scheduler, but the OS 
can schedule processes to run on additional processors 
when available. As a result, the START 
PROCESSORS command will not work with 
processor 0. If it did, you would have the power to 
immediately bring down your NetWare server. 

The syntax for the Start Processors command is:

START PROCESSORS [n…]

For example, if you have a five-processor server 
system, you could issue any of the following 
commands:

START PROCESSORS 1

This would bring Processor 1 on line. The following 
confirmation message will be displayed at the server 
console prompt:

Processor 1 is ONLINE.

You can start two or more processors as follows:

START PROCESSORS 2 3

The following confirmation message will be displayed:

Processor 1 is ONLINE. Processor 2 is ONLINE. Pro-
cessor 3 is ONLINE

To start all available system processors, enter the 
following command:

START PROCESSORS

The following confirmation message will be displayed 
on the server console (if you have a five-processor 
machine):

Processor 1 is ONLINE.Processor 2 is ONLINE.Proces-
sor 3 is ONLINE.Processor 4 is ONLINE.

Parameter Use

(no parameter) Start all secondary processors.

n… Specify by processor number, 
which secondary processors to 
start.
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If you decide to start the secondary processors when 
NetWare boots, make sure you place the following 
command in the STARTUP.NCF file:

Set Auto Processors = OFF 

To stop secondary processors, see the STOP 
PROCESSORS command explained next.

STOP PROCESSORS

Since NetWare has the ability to start secondary 
processors, it only makes sense that there should be a 
way to stop secondary processors. Thus the STOP 
PROCESSORS console command. 

You can use the STOP PROCESSORS at the server 
console prompt to stop one or more secondary 
processors. You will not be able to stop Processor 0, 
since this is the processor that is homebase to the 
NetWare Operating System. Trying to shut down 
Processor 0 would give you a free ticket to a violently 
downed NetWare sever. 

The syntax for STOP PROCESSORS is:

STOP PROCESSORS [n…]

For example, lets say you have the same five-processor 
system that we used in the START PROCESSOR 
example.

Note: Run the DISPLAY PROCESSORS command, 
covered previously in the October 2000 AppNote, 
before stopping a secondary processor to determine 
the processor’s status and its number.

When you stop a processor, the threads that were 
running on the processor are automatically migrated to 
another processor. If you run STOP PROCESSORS 
without specifying the identifying number of the 

processor(s), all secondary processors are stopped and 
all threads are migrated to Processor 0.

To stop secondary processors 1 and 4, enter:

STOP PROCESSORS 1 4

A confirming message is displayed on the server 
console:

Processor 1 is OFFLINE.
Processor 4 is OFFLINE.

To stop all secondary processors in the system:

STOP PROCESSORS

The confirming message is displayed on the server 
console:

Processor 1 is OFFLINE.
Processor 2 is OFFLINE.
Processor 3 is OFFLINE.
Processor 4 is OFFLINE.

To start secondary processors, see the START 
PROCESSORS command as explained earlier in this 
article.

SWAP

The SWAP console command adds or removes the 
swap file from a NetWare volume and sets MIN, 
MAX, and MIN Free parameters with the command. If 
no parameters are given, then all swap file information 
is displayed. 

The swap file is used with the NetWare Virtual 
Memory System (VMS), which allows you to extend 
your NetWare Server’s memory and is only limited by 
the amount of disk space you have on your server. This 
swap file is used to store the least frequently-used 
information that is presently in NetWare memory. 
However, this information will be swapped into RAM 
when it is requested. The syntax for the SWAP 
command is:

SWAP [ADD vol_name [parameter = value]] [DEL 
vol_name] [PARAMETER vol_name parameter = value]

Parameter Use

(no paramters) Stop all secondary processors.

n… Specify by number the 
secondary processor(s) to stop.

Since NetWare has the
ability to start second-
ary processors, it only
makes sense that there
should be a way to stop
secondary processors.
Thus the STOP PRO-
CESSORS console com-
mand.
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Some hints on using the SWAP command follow:

1. If a swap file is being used when it is deleted, then 
the swapped data is moved to another swap file. If 
there is no other swap file, an error message is 
displayed and the swap file is not deleted.

2. You can create one swap files per volume. The 
swap file for the SYS volume is created by 
default; you can delete it if necessary.

3. Data moved to disk by virtual memory will be 
stored in any available swap file; it does not 
matter which volume the swap file is on. 
Generally, you will place swap files on the fastest 
volume or the one with the most available space.

4. You can add a swap file to a volume by executing 
the SWAP ADD command, even if the volume is 
not mounted. Once you’ve added the swap file, 
the file will be created when you mount the 
volume.

5. When you dismount a volume, the swap file is 
deleted. To keep a swap file on that volume, you 
must create the swap file again. The exception is 
the SYS volume swap file, which is created by 
default. For convenience, place the commands to 
create swap files in the AUTOEXEC.NCF file so 
the files will be created each time the server is 
started.

6. Swap files are dynamic; they change size as data 
is swapped in and out of memory.

Usage examples are presented below:

SWAP

SWAP ADD VOL2

SWAP ADD VOL3 MIN = 5 MAX = 100 MIN FREE = 10

SWAP DELETE VOL3

SWAP PARMETER VOL1 MIN = 2 MAX = 1000 MIN
FREE = 100

Parameter Use

(no parameter) Display a screen containing all information about swap files.

ADD vol_name
Parameter = value

Creates a swap file on the named volume. You can specify the following 
optional parameters when you create a swap file:

MIN = , MAX =, and MIN FREE=. These parameters specify the minimum and 
maximum size of the swap file and the minimum free space that must be left 
on the volume. The values are in millions of bytes (MB). If you don’t specify 
parameters, the following default values are used:
MIN = 2
MAX = Free volume space
MIN FREE = 5

DEL vol_name Delete a swap file from the named volume. If you are using protected address 
space, the Novell JVM for NetWare product, or any other application that uses 
virtual memory, be sure to keep at least one swap file available. (Per Sun’s 
Java specification, a swap file is required for the JVM.)

By default, a swap file is created on the SYS volume whenever you start the 
NetWare server. If you do not want a swap file on SYS, place the SWAP DEL 
command in the startup.ncf file before the command to mount volumes and 
create a swap file on a different volume.

PARAMETER = vol_name
parameter = value

Change the parameter values for a swap file on the named volume. You can 
specify the following parameters: MIN=, MAX=, and MIN FREE=. There 
parameters specify minimum and maximum size of the swap file and the 
minimum free space that must be left on the volume. Values are in millions of 
bytes (MB). Here again, the default values are:
MIN = 2
MAX = Free volume space
MIN FREE = 5

Data moved to disk by
virtual memory will be
stored in any available
swap file; it does not
matter which volume the
swap file is on. Gener-
ally, you will place
swap files on the fastest
volume or the one with
the most available
space.
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TIME
The TIME server console command has one very 
simple purpose: display the server time, and a little bit 
more information. TIME is used at the server console 
to display:

• Date and time kept by the NetWare server’s clock.

• Daylight saving time status.

• Time synchronization information.

The syntax is elementary:

TIME

When you execute TIME, information similar to the 
following appears on the server’s console screen.

Note: The output displayed on the server’s console is 
formatted to your loacal time and date configuration.

Time zone string: “MST7MDT”
DST status: OFF

DST start: Sunday, April 7, 2002 2:00:00 am MST
DST end: Sunday, October 27, 2002 2:00:00 am MDT

Time Synchronization is active.
Time is synchronized to the network.

Wednesday, October 31, 2001 12:55:06 pm UTC
Wednesday, October 31, 2001 5:55_06 am MST

For more information on modifying the NetWare 
server’s time, see the November issue of Novell 
AppNotes at: http://developer.novell.com/research/

Console Command Function Example

SPOOL spool_number [TO] [QUEUE] 
queue_name

Create, change or display 
spooler mappings.

SPOOL 1 TO QUEUE LASER
SPOOL

START PROCESSORS [P# P# P# …] Starts secondary 
processor(s) on a NetWare 
MPU server.

START PROCESSORS
START PROCESSORS 1 3

STOP PROCESSORS Stops secondary 
processor(s) on a NetWare 
MPU server.

STOP PROCESSORS
STOP PROCESSORS 1 3

SWAP [ADD|DELETE volume_name] Adds or removes the swap 
file from a volume and 
sets MIN, MAX, and MIN 
Free. If no parameters 
are given then swap file 
information is displayed.

SWAP
SWAP ADD VOL2
SWAP ADD VOL3 min = 5 max = 100 
min free = 10
SWAP DELETE vol3
SWAP PARAMETER vol2 min = 2 max 
= 1000 min free = 100

TIME Displays the file server 
current date and time.

TIME

The output displayed on
the server’s console is
formatted to your loacal
time and date configu-
ration.



net
management

D e c e m b e r  2 0 0 1 103

How to Install NDS Corporate 
Edition on Solaris or Linux

Paul Thompsom
Novell, Inc.

Listed here are the summary steps that are needed to 
install the NDS (Novell Directory Services) Corporate 
Edition on either Solaris or Linux servers. (For a 
summary of the differences between NDS Corporate 
Edition, eDirectory, and other versions of NDS, please 
see Solution #10026433.)

The following steps are only a summary of the 
installation process. For complete directions, please 
consult the product documentation.

1. Install NDS Corporate Edition. Run “./nds-install” 
from the product software directory, typically 
ending in “WWcdrom/Linux [Solaris]”

2. Install ConsoleOne v1.2c2 or later. Copy the 
appropriate snap-ins from the product CD version 
of ConsoleOne to the new version (See Solution 
10051850).

3. Install Support Pack 1. Download and run 
“n8slinux.01” from the minimum patch list on the 
Support Connections web site located at: 
http:support.novell.com.

4. Edit the “/etc/nsswitch.conf” file. In this file, 
remove the NIS and NISPLUS entries from the 
“shadow,” “passwd,” and “groups” entries. Leave 
the hash mark with the NDS entry following.

5. Edit the “/var/ndsuam/migrate2nds.inp” file. 
Make sure the correct admin user name and 
context are specified. Remove the hash mark and 
correct any other entries.

6. Run the migration utility. Execute the 
“migrate2nds” option, which should be in the 
default path statement.

7. Edit the “etc/nsswitch.conf” file. Remove the hash 
mark before the NDS entry in both the “passwd” 
and “groups" entries. 

8. Create a backup of the pam.d file (if you are 
running Solaris) or the directory (if you are 
running Linux). For Linux, type the following at 
the server prompt:

cp r /etc/pam.d /etc/pam.d.old

9. Copy and/or edit the appropriate pam files and 
entries. Copy the appropriate files (such as login, 
rlogin, ftp, and xdm) from the “/etc/pam.d.nds” 
directory to the “/etc/pam.d” directory. For 
example, for the primary login authentication 
using SSO, type the following:

cp /etc/pam.d.nds/login.nds.sso /etc/pam.d/login

10. Restart the NDS services. You do this by either 
restarting the machine (which works better from 
our experience) or by restarting NDS. You do this 
by typing 

/etc/rc.d/init.d/nds stop 

and 

/etc/rc.d/init.d/nds start

11. Copy new passwd and shadow file. If any 
migrated accounts were deleted, copy 
files_passwd, files_group, and files_shadow to the 
/etc directory to their corresponding file names. If 
the NIS database is missing, rebuild the database 
with these files.

12. Modify any necessary file ownership assignments. 
If migrated users already exist as UNIX users in 
NDS, the user ids will need to be modified in 
order to preserve file and directory ownership.

13. Provide access to UNIX resources for all 
applicable NDS users. Users should have UNIX 
profiles properly completed, and should be 
members of groups that are members of applicable 
UNIX workstation objects.

Federated Tree Information

Paul Thompsom
Novell, Inc.

Applications Using Federated Trees
If an application relies on resolving to [Root] for 
finding information, it will not work in the federated 
environment. In previous versions of eDirectory, 
[Root] indicated the root of the namespace, the 
management space, and the schema space. Tree 
federation changes the root of the namespace. 

Future releases of the directory will separate the root of 
the management space from the schema space as well.
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Using the Novell Client in a Federated 
Tree
The existing Novell Client looks for broadcast 
information regarding existing NDS eDirectory trees in 
the environment it is attached to. Current eDirectory 
and new eDirectory 8.5 servers advertise or broadcast 
the partition root names they hold (for example, 
Serv1.novell.com.dns). 

To display the trees, all information other than the tree 
name is stripped off and discarded, leaving only the 
Domain Name Service (DNS) component. Thus, in the 
federated environment, the Client will only show the 
tree nameDNS and will not show the individual, 
independent federation points.

To successfully use the Novell Client in a federated 
environment, enter a fully qualified username, 
password, and server name. You should leave the tree 
name and context fields blank. 

Instead of using the NetWare services GUI for client 
connections, run the Novell login from the Start menu 
(instead of from the system tray). This issue will be 
completely resolved in a future fix.

Network Address Translation and 
Federated Trees
Because of address embedding, Network Address 
Translation (NAT) is not compatible with the NCP 
protocol that Novell Directory Services (NDS) 
communications use. As a result, federation of NDS 
trees that reside on different private networks and that 
use NAT to translate unregistered IP addresses will not 
work.

As a workaround, you can use a Virtual Private 
Network (VPN) which will eliminate the need for NAT 
for IP communication between the private networks. 
VPN also provides encryption security for the NCP 
protocol information.

Timesync Directory Tree 
Mode and DNS-rooted Trees

Paul Thompsom
Novell, Inc.

You must take care to ensure that time synchronization 
is configured correctly when you use Timesync 
Directory Mode in conjunction with multiple 
DNS-rooted trees.

Currently, all first servers in each DNS-rooted tree will 
be set to SINGLE reference time servers. If this is not 
changed, timesync will have problems because 
multiple servers will then advertise as the SINGLE 
reference time source for the DNS tree.

If you do use SINGLE reference servers, you must 
either turn off Directory Tree Mode and then use 
Configured Time Sources, or you need to make sure 
only one server is a SINGLE reference time source.

If you are using Directory Tree Mode and you install 
the Nth server into a DNS-rooted tree, the timesync 
setup automatically makes this server a SECONDARY 
time source. Timesync also adds a TIMESOURCE line 
to the TIMESYNC.CFG file with the name of the 
root-most master server of the current tree. You may 
need to remove this if your master is not a SINGLE, 
PRIMARY or REFERENCE time source for your 
DNS-rooted tree.

Novell Distributed Print 
Services (NDPS) Information

Paul Thompsom
Novell, Inc.

How to Use the NDPS Migration Utility
To begin migrating your printing resources to Novell 
Distributed Print Services, perform the following 
steps:

1. From whatever version of Windows you are 
using, run DPMIGW3X.EXE (the NDPS 
Migration utility) from your server’s 
SYS:PUBLIC directory.

• The SYS:PUBLIC directory will probably be 
designated as network drive Z:. If you have never 
run the NDPS Migration utility on this 
workstation, the Select Path dialog appears.

You must take care to
ensure that time syn-
chronization is config-
ured correctly when you
use Timesync Directory
Mode in conjunction
with multiple
DNS-rooted trees.
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2. Select the directory in which to store the migration 
database. In most cases, you will want to use the 
same database directory for the entire migration 
process.The Select Resource Manager screen then 
appears.

3. Select the Resource Management Service you 
want to use. The Migration utility needs to know 
which NDPS Broker has the Resource 
Management Service (RMS) enabled that you 
want to use for your migrated printers. Select a 
Broker here. (The Select Container (Add) dialog 
appears if you have not previously run the 
Migration utility.)

4. Select the container with the objects you want to 
migrate.The Migration utility assembles all the 
information about the printers in the container you 
select. The utility uses this information to create 
the migration database in the directory you 
specified above, or the information is added to an 
existing database. 

• A browser view showing the hierarchical structure 
of the container’s printing objects appears with the 
title “Candidate Printers to Migrate.”

5. Select the printer you want to migrate.

6. From the Edit pulldown menu, select Properties. 
The Edit Properties screen is displayed, 
containing the following tabs.

The NDPS Printer Agent and .PD2 Files
When creating a new NDPS Printer Agent from within 
the NWADMN32 utility, the list of “Gateway Types” 
that is presented for selection is based upon the *.PD2 
files that are present in the NWADMN32 directory.

For instance, there is a CONFIGPD.PD2 file that 
presents the “Novell Printer Gateway.” There are also 
various third-party .PD2 files, such as 
CONFIGHP.PD2 which presents the 
“Hewlett-Packard IP/IPX Printer Gateway,” the 
XPD2.PD2 file which presents the “Xerox Printer 
Gateway,” etc.

These .PD2 files present the gateway-specific 
configuration dialogs that are used during the NDPS 
Printer Agent creation. (For example the configuration 
dialog for the Hewlett-Packard IP/IPX Printer Gateway 
queries the network and lists the available JetDirect 
printer devices.) 

The .PD2 files are also responsible for reporting the 
proper “Port Handler” and “Gateway” command lines 
to the NDPS Manager to invoke when loading the 
NDPS Printer Agent. For example the 
CONFIGPD.PD2 for the “Novell Printer Gateway” 

would end up sending a PH.NLM command line for 
“Port Handler” and a PDS.NLM command line for 
“Gateway.”

On the other hand, the CONFIGHP.PD2 for the 
Hewlett-Packard IP/IPX Printer Gateway sends an 
HPGATE.NLM command line for the “Gateway” and 
would leave the “Port Handler” command line blank. 
Any additional parameters that are passed on to the 
NLM load commands depend on the options that were 
selected during the configuration dialogs of the .PD2 
files themselves.

Note: Having the .PD2 file present in the NWADMN32 
directory does not necessarily mean that the Novell 
NetWare server where the NDPS Manager is loaded 
actually has the corresponding NLMs installed or even 
made available. The reverse can also be true. 

The Novell NetWare server running the NDPS Manager 
may have a full array of NDPS gateway NLMs installed, 
but if the directory in which NWADMN32 is launched 
does not have the appropriate .PD2 files, those 
gateways will not be listed in the “Gateway Types” 
dialog.

Moving the NDPS Manager to Another 
Server
When loading an NDPS Manager at a Novell NetWare 
server, the NDPSM.NLM checks the NDPS Manager 
object you have selected and verifies that the 
“Database Volume” attribute on the NDPS Manager 
object references a NDS volume object which 
corresponds to a volume on the local Novell NetWare 
server.

If the “Database Volume” references a volume from 
some other server, the NDPSM.NLM will halt and post 
a warning dialog on the NDPSM.NLM console screen. 
The warning states the volume that the selected NDPS 
Manager uses is not on the local server, and that before 
the NDPS Manager can be loaded, the NDPS Manager 
database directory must be moved to the local server. 

If this prompt is accepted, a following dialog will 
prompt for you to confirm whether the NDPS Manager 
database should be moved to the local server. If this 
action is confirmed, the NDPSM.NLM will present a 
list of local volumes upon which the NDPS Manager 
database may be hosted. 

After selecting one of the local volumes to place the 
NDPS Manager database, NDPSM module will then 
restore the database from the backup that is stored on 
the NDPS Manager’s NDS object. After successfully 
restoring the database to the selected volume, 
NDPSM.NLM will next start the NDPS Printer 
Agents. 

When creating a new
NDPS Printer Agent
from within the
NWADMN32 utility, the
list of “Gateway Types”
that is presented for
selection is based upon
the *.PD2 files that are
present in the
NWADMN32 directory.
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The spooling location for the printer agents (which is 
used to refer to a volume location on the previous 
NetWare server) will default to the same location as 
the newly selected NDPS Manager database location. 

Note: Only the NDPS Printer Agents themselves have 
been moved; any existing or held print jobs for the 
NDPS Printer Agents will not be transferred to the new 
NDPS Manager location.

Steps to Moving the NDPS Manager. There are 
several actions that will help ensure success in moving 
an NDPS Manager from one server to another, and 
these actions should happen before you unload the 
NDPS Manager from the original server. 

1. On the “NDPS Manager Status and Control” | 
“Database Options” | “Backup Database Options” 
selection route, be sure that the “Backup Database 
to NDS” entry is set to “Yes.” 

2. Select the “Backup Database Files” option from 
the “Database Options” list so that the database 
will be immediately saved to NDS. 

3. Then using DSREPAIR | “Report Synchronization 
Status” and DSTRACE (if necessary), ensure that 
NDS synchronization has been successful. This 
will help ensure that the latest database backup 
saved on the NDPS Manager object has been 
synchronized to all the NDS replicas. 

4. Now unload the NDPS Manager from the original 
Novell NetWare server and load the 
NDPSM.NLM on the new server selecting the 
existing NDPS Manager object and confirming 
the prompts for moving the NDPS Manager to the 
new server and volume.

Moving an NDPS Broker to Another Server

Unlike the NDPS Manager objects, an NDPS Broker 
object can be loaded at an alternate server, technically 
without making any modifications whatsoever. The 
only issue is that since the “Resource Mgr Database 
Volume” still refers to the volume object of the 
original server location (regardless of which server you 
loaded the NDPS Broker on), it will attempt to make a 
remote connection back to that specified volume.

To correct this condition, first copy the 
NDPS\RESDIR directory from the old location to the 
new target volume. Ensure the directory structure 
remains the same (i.e., that the \NDPS\RESDIR 
directory is at the root of whichever volume the 
directory is copied to).

Once the directory exists at the intended location, load 
the ConsoleOne utility from either the NetWare server 
or from a client workstation. Navigate to the context 
where the NDPS Broker object exists, select the 
Broker object and then bring up the “Properties” dialog 
by right-clicking on the object and selecting 
“Properties” or by selecting “Properties” from the 
“File” menu.

Once the “Properties” dialog is displayed, go to the 
“Other” tab, which will display a page named “Edit.” 
You will see a list of the existing attributes on the 
NDPS Broker object. Find the “Resource Mgr 
Database Volume” attribute in this list, ensuring not to 
confuse it with “Resource Mgr Database Path” option, 
which is also listed. 

Expand the tree control on the “Resource Mgr 
Database Volume” attribute and you will see that the 
existing value is still referencing the old volume 
object. Highlight that existing value (the actual value, 
not the “Resource Mgr Database Volume” attribute 
name) and then select the “Modify” button on the 
“Edit” page.

The existing attribute value will now have a browse 
button from which you can browse and select the new 
volume object from within NDS. Once you confirm on 
the “Properties” screen to save the changes that you 
made to the NDPS Broker object and those changes are 
synchronize throughout NDS, the BROKER.NLM 
should no longer attempt to connect to the old volume 
for the RMS broker.

NDPS Banner Page

Some of you have asked, “why can’t I see the banner 
page selections I want in NDPS?” The banner pages 
that NDPS allows for a printer is based on the 
languages that the NDPS Manager database is aware of 
that the selected printer supports. 

As such, if only a text-mode banner is being allowed, 
it’s because NDPS is unaware that the printer has any 
other language capability. With vendor-specific printer 
devices and gateways, this banner information is 
normally queried live from the printer itself and is then 
written into the NDPS Manager database.

For other situations where the printer language 
information is not being queried from the printer, 
create or re-create the NDPS Printer Agent and select 
“(Generic) PCL” or “(Generic) PS” as the Printer Type 
(depending upon which banner option you desire).

Some of you have asked,
“why can’t I see the
banner page selections I
want in NDPS?” The
banner pages that
NDPS allows for a
printer is based on the
languages that the
NDPS Manager data-
base is aware of that the
selected printer sup-
ports.
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DirXML Drivers, Engine and 
Story—Part 2

Kevin Burnett
Senior Research Engineer
Novell AppNotes

In the November issue, we started giving a little 
background into the DirXML engine and DirXML 
drivers. As we continued, we ran out of room in our 
hardcopy magazine for the complete explanation. 
Instead of having the hardcopy and web version out of 
sync, we decided to break up our discussion of the 
DirXML engine and DirXML drivers into two parts.

So let’s finish up the question and answer session 
about the DirXML engine and the DirXML driver 
interface. Then we will have the basic understanding 
necessary to begin tackling how to debug a DirXML 
driver. For a refresher course on what was discussed 
last month, please see: http://developer.novell.com/
research/sections/netmanage/dirprimer/2001/
November/p011001.htm

What Do I Need to Know to Implement a 
Rule Using an XSLT Stylesheet?

1. Understand XSLT and the XML you will be 
transforming. A good working knowledge of 
XSLT is a good place to start. Obtain the XSLT 
and XPath specifications. 

Make sure any tutorial or book reference on the 
subject is based on the final November 16, 1999 
W3C Recommendation. A good recommendation 
would be the XSLT Programmer’s Reference, by 
Michael Key, published by Wrox Press (ISBN 
1-861003-12-9). You’ll also need a good working 
understanding of the XML as specified by 
NDS.DTD.

2. Understand the goal of the rule you are 
implementing. Each kind of rule accomplishes 
specific kinds of tasks as outlined in a general 
fashion as stated in last month’s column. 
Additional things you might need to know about 
each rule type are as follows:

Input Transformation Rule:

• This rule performs any pre-processing of XML 
issued to DirXML from the driver. 

• It is a good place to perform data format mapping.

• Names are in the application namespace. 

• This rule can change event types, generate extra 
events, and remove events.

Output Transformation Rule:

• This rule does any post-processing of XML that is 
issued from DirXML to the driver before the 
XML is sent to the driver. 

• This is a good place to perform data format 
mapping.

• Names are in the application namespace as well. 

• You can change event types, generate extra 
events, and remove events using this rule.

Event Transformation Rule:

• This rule has its names in the NDS namespace. 

• You can also change event types, generate extra 
events, and remove events.

Matching Rule:

• This rule only operates on <add> events. 

• Names are in the NDS namespace. 

• On the Subscriber channel, you must add an 
<association> parameter to the <add> command 
for any matches that are found in the application.

• On the Publisher channel, you must fill in the 
dest-dn (Destination Domain Name) attribute of 
the <add> command if a match is found in 
eDirectory. (The special value of a single unicode 
character &#xFFFD; signals that multiple matches 
were found.) 

• You cannot change event types or generate extra 
events, but you can remove events.

Create Rule:

• This rule only operates on <add> events. 

• Names are in the NDS namespace. 

• You can add attributes and values to the <add> 
command as appropriate. 

• You can remove events as well (this is how add is 
vetoed).

Placement Rule:

• This rule only operates on <add> events. 

• Names are in the NDS namespace. 

• This rule fills in the dest-dn attribute of the <add>. 

• For the Subscriber channel, this must be in the 
application namespace. 
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• For the Publisher channel, this must be in the NDS 
namespace. 

• It can also remove events.

3. Start out with the identity transformation. Unless 
you are translating to or from an XML format that 
is completely different from the DirXML format 
in the Input and Output Transformation Rules, 
you will want to start your stylesheet with 

templates that implement the identity 
transformation. This is so that anything in the 
document that you don’t specifically try to 
intercept and change will be passed through as it 
is. 

The following two templates together implement 
the identity transform:

<xsl:template match=”/” >
<xsl:apply-templates select=”node()|@*”/>

</xsl:template>

<xsl:template match=node()|@*” >
<xsl:copy>
<xsl:apply-templates select=”node()|@*”/>

</xsl:copy>
</xsl:template>

4. Use the parameters that are passed into the 
stylesheet. Except for the Input and Output 
Transformation Rules, rules implemented as 
stylesheets are passed several parameters from 
DirXML that the stylesheet can use:

• fromNDS – boolean value that is true if the rule 
being processed by the Subscriber channel and 
false if the rule is being processed by the Publisher 
channel.

• srcQueryProcessor – a Java object of 
class.com.novell.nds.dirxml.driver.XdsQueryProc
essor. This allows the stylesheet to query the event 
source for more information.

• destQueryProcessor – a Java object class from 
com.novell.nds.dirxml.driver.XdsQueryProcessor. 
This allows the stylesheet to query the event target 
for more information.

To use these parameters, include the following 
information at the top level of your stylesheet:

<xsl:param name=”fromNDS”/>
<xsl:param name=”srcQueryProcessor”/>
<xsl:param name=”destQueryProcessor”/>

Use of query processors depends on the Novell 
XSLT implementation of extension functions. In 
order to make a query, you need to declare a 
namespace for the XdsQueryProcessor interface. 
This is done by adding xmlns:query=
“http://www.novell.com/nxsl/java/com.
novell.nds.dirxml.driver.XdsQueryProcessor” to 
the <xsl:stylesheet> or <xsl:transform> element of 
the stylesheet. An example of using one of the 
query processors follows:

<!-- query object name queries NDS for the passed object-name. Ideally, this would   -->
<!-- not depend on "CN": to do this, add another parameter that is the name of the   -->
<!-- naming attribute.                                                                   -->

<xsl:template name="query-object-name">
<xsl:param name="object-name"/>

<!-- build an xds query as a result tree fragment -->
<xsl:variable name="query">
<nds ndsversion="8.5" dtdversion="1.0">
<input>
<query>
<search-class class-name="{ancestor-or-self::add/@class-name}"/>
<!-- NOTE: depends on CN being the naming attribute -->
<search-attr attr-name="CN">
<value><xsl:value-of select="$object-name"/></value>

</search-attr>
<!-- put an empty read attribute in so that we don't get the whole object back -->
<read-attr/>

</query>
</input>

</nds>
</xsl:variable>
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<!-- query NDS -->
<xsl:variable name="result" select="query:query($destQueryProcessor,$query)"/>

<!-- return an empty or non-empty result tree fragment depending on result of query -->

<xsl:value-of select="$result//instance"/>
</xsl:template>

5. Use extension functions as needed. XSLT is an 
excellent tool for performing some kinds of 
transformations and a rather poor tool for other 
types of transformations (such as non-trivial string 
manipulation, iterative processes, etc.). 
Fortunately the Novell XSLT processor 
implements extension functions that allow the 
stylesheet to call a function that is implemented in 
Java (and by extension any other language that 
can be accessed through JNI). 

Additional documentation on using extension 
functions with Novell’s XSLT implementation can 
be found elsewhere. For specific examples, see the 
above example that uses the query processor. The 
following example illustrates how to use Java for 
string manipulation:

<!-- get-dn-prefix places the part of the passed dn that precedes the   -->
<!-- last occurrence of '\' in the passed dn in a result tree fragment   -->
<!-- meaning that it can be used to assign a variable value               -->
<xsl:template name="get-dn-prefix" xmlns:jstring=
"http://www.novell.com/nxsl/java/java.lang.String">
<xsl:param name="src-dn"/>
<!-- use java string stuff to make this much easier -->
<xsl:variable name="dn" select="jstring:new($src-dn)"/>
<xsl:variable name="index" select="jstring:lastIndexOf($dn,'\')"/>
<xsl:if test="$index != -1">
<xsl:value-of select="jstring:substring($dn,0,$index)"/>

</xsl:if>
</xsl:template>

How Do I Invoke the Novell XSLT Processor 
Directly?
Drivers can invoke the Novell XSLT processor directly 
by using the com.novell.xsl.StyleSheet class. There are 

various ways in which this can be set up and invoked, 
so it pays to read all of the documentation. A typical 
invocation is illustrated by the following code 
fragment:

import com.novell.nds.dirxml.driver.*;
import com.novell.xsl.*;
import com.novell.xsl.result.*;
import org.w3c.dom.*;

.

.

.
try
{
XmlDocument inputDoc = new XmlDocument();
XmlDocument stylesheetDoc = new XmlDocument();

// load the input and stylesheet documents from a file
inputDoc.readDocument(new FileInputStream("input.xml"));
stylesheetDoc.readDocument(new FileInputStream("stylesheet.xsl"));

// create the stylesheet processor and give it the stylesheet
Stylesheet  styleSheet = new Stylesheet();
styleSheet.load(stylesheetDoc.getDocument());

// pass in any stylesheet parameters that the stylesheet might need
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styleSheet.setParameter("fromNds", new Boolean(fromNDS));

// setup a result handler to get a DOM tree

Document resultDoc = com.novell.xml.dom.DocumentFactory.newDocument();

DOMResultHandler resultHandler = new DOMResultHandler(resultDoc);

styleSheet.setResultHandler(resultHandler);

// apply the stylesheet

styleSheet.process(doc, null);

// result will be in resultDoc

}

catch( XSLException xsle )

{

// handle any exception thrown

}

Are There Other Utility Classes Available?

There are a number of utility classes provided by 
DirXML or nxsl.jar that are useful to driver writers.

Among the most useful are:

• com.novell.xml.dom.DOMQuery – A class that 
uses Xpath expressions to find nodes in a DOM 
tree.

• com.novell.xml.dom.DOMUtil – This is a utility 
class for implementing things that XSLT and 
DirXML need for DOM that are not defined by 
the 1.0 DOM specification (such as namespaces, 
serialization, whitespace stripping, id resolution, 
etc.)

• com.novell.xml.dom.DOMWriter – This is a class 
for serializing DOM trees that are used by 
XmlDocument and DOMUtil. Using this class 
allows for finer control of the serialization 
process.

• com.novell.xsl.util.Util – This utility has a method 
called getXSLStringValue(), which evaluates the 
string value of a Node according to the Xpath 
definition. This is useful for the text content of an 
element.

• com.novell.nds.dirxml.driver.DriverFilter and 
com.novell.nds.dirxml.driver.ClassFilter – These 
filters allow for easy use of the Publisher Event 
Filter or the Subscriber Event Filter that is passed 
to the shim through the init() method.

• com.novell.nds.dirxml.driver.Trace – This is a 
facility for drivers to use in order to output 

debugging trace messages to the DSTRACE 
console and to the DirXML log file.

• com.novell.nds.dirxml.driver.DelimitedText – You 
can use this class for representing a delimited text 
file as XML.

• com.novell.nds.dirxml.driver.ThreadBridge – This 
class implements a method of calling methods on 
a different thread.

• com.novell.xml.util.Base64Codec – This class 
implements encoding and decoding of binary data 
using the Base64 encoding method. DirXML uses 
Base64 encoding to encode binary data in 
command and event notification documents.

Next Month

With this DirXML Engine/Driver explanation now 
completed, you will be ready for next month’s exercise 
in debugging DirXML drivers using DSTRACE. As to 
how to set this up, the following will hopefully whet 
your appetite:

Messages originating from DirXML show up in 
DSTRACE if you enable the DirXML Drivers events 
(DVRS on NetWare). By default very little 
information is given--mostly just the status of events. 

To enable more verbose output, add the 
DirXML-DriverTraceLevel attribute to the 
DirXML-DriverSet object using the Other tab on the 
ConsoleOne Properties dialog.

Until next issue…

There are a number of
utility classes provided
by DirXML or nxsl.jar
that are useful to driver
writers.
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Getting the Most Out of Your 
Novell Support Forum 
Experience

Jim Henderson
Novell Support Forum SysOp

Server problems? Having trouble with a GroupWise 
MTA? Directory Services problems keeping you 
awake at night? Pack up your troubles and bring them 
on over to the Novell Support Forums on the internet!

In this month’s Network Troubleshooter column, we’re 
going to talk about the Novell Support Forums and 
how to get the most out of your support experience in 
the forums.

Where Are the Forums and What Are 
They?
The Novell Support forums are on the internet and are 
available through both a web-based interface and a 
news (NNTP) interface. To access these forums go to 
http://support.novell.com.

The Novell Support Forums are a collection of 
newsgroups hosted on servers at Novell that are staffed 
by volunteer SysOps from around the world. These 
SysOps come from all walks of IT life – system 
administrators, network engineers, independent 
consultants, and even a few software developers, CNIs, 
and authors. 

There are currently about 35 SysOps servicing the 118 
forums on the Novell-provided news server. Like 
well-rounded IT professionals, they do not strictly 
focus on one specific technology, but instead work 
with a range of technologies in their everyday jobs. 
They also have a good understanding of how networks 
are put together, starting from the basics of physical 
network design and topologies on up through operating 
a workstation or installing software on a client 
workstation.

What you will find, however, is that the SysOps tend to 
have expertise in the areas that they work in the most; 
some focus solely on GroupWise issues, while others 
focus on issues in eDirectory. Even well-rounded 

professionals have to have a niche within their 
business.

“Help! I Have a Server Down and I Need 
Immediate Assistance! Can Someone Help 
Me?”
It’s very important to understand how the forums work 
when asking a question of the nature stated above. 
Discussion groups like the forums are not necessarily 
on an “immediate-response” basis. The SysOps 
volunteer their time in the forums when they have 
time, and the support given is always on a “best 
educated guess” basis. 

The SysOps who answer in the forums are not 
dedicated support personnel who are waiting to jump 
on the next issue posted. For most of us SysOps, forum 
work is after hours (wherever we live in the world at 
that time) or during our lunch breaks as we earn a 
living at our normal jobs. 

There is nothing wrong with posting a critical problem 
in the support forums and hoping for an immediate 
response. However, if you don’t get one, it’s not 
because you’re being ignored. There are many reasons 
you might not receive an immediate reply. 

One of the most common reason is that none of the 
group who work the forum you are posting in happens 
to be online at the time. This is bound to happen and 
does happen every day. Some people might see a 
response posted within a minute or two, while others 
might take several hours or days, depending on the 
nature of the problem and SysOp availability.

In your critically high situations, you (as an IT 
professional) and your management have to make a 
decision: Is the cost of the system being down higher 
than the cost of opening an incident with Novell 
Technical Support directly? In most cases, the answer 
to this will be “Yes.” If the problem is not pressing, 
then you might be in a better position to work through 
the issue in a more leisurely manner – sometimes over 
a period of several days – before you receive a 
resolution.

Why, Then, Would I Use the Forums If 
Responses and Resolutions Can Take Days?
In some cases, a longer resolution time is not an issue. 
If, for example, you have a problem with obituaries not 
purging in your NDS or eDirectory environment, you 
might have the luxury of taking some time to 
understand the problem rather than paying for a Novell 
technician to dial-in and resolve the issue. 
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A decision like this can frequently be made on strictly 
economic grounds. A standard incident costs money, 
but if the system is functioning and your business is 
functioning, then spending money to resolve this issue 
at this particular point might not make sense.

However, the real advantage in posting a question in 
the forums is that expertise comes from all over the 
world. The forums are provided on a peer-to-peer 
support basis. You can read other people’s problems 
and they can read yours, and you can interact with 
other end-users to help solve each other’s problems.

Another advantage is that if you post a problem and the 
problem is resolved, the information is left on the news 
server, so the next person with the problem (if they 
take the time to search the messages) might find their 
resolution without even having to ask a question. The 
many-to-many relationship of users with problems and 
people with solutions means that in many cases, 
resolutions are found quickly.

Providing the Necessary Detail
When posting questions on the forums, it’s important 
to provide as much detail as possible about your 
configuration and your problem. Too many times the 
entire content of a message is “my server crashed,” or 
“I get an error in the client.” We even had one question 
several years ago giving the entire text as “my thing’s 
broke!” 

These types of questions tend to leave the SysOps (and 
probably a large number of other readers) scratching 
their heads with no place to start troubleshooting. Your 
message should include some very specific 
information, such as:

• Specific error messages from the client or server.

• Steps you have already tried, so we don’t suggest 
them again.

• An abend.log entry if the issue is a server crash.

• If the problem is reproducible at will, what steps 
you take to reproduce it.

• Network configuration information 
(switched/hubs, routers that might be involved, 
protocols, number of users per segment and in 
total, and so on).

• Server configuration information (make/model of 
server, amount of memory, CPU speed and type, 
network card configs. (Output from 
CONFIG.NLM is really good for this 
information.)

• Client configuration information (client platform, 
Novell client version, software installed that 
might be interacting with the client).

• Also include anything that might have some 
bearing on the diagnosis of the problem. 

Remember, the more relevant information you provide, 
the better we are going to be able to help you without 
asking for additional information and the faster your 
resolution is likely to be.

Occasionally, we’ll get questions from people who 
have an intermittent problem that isn’t easy to 
reproduce. These happen once in a while. When such a 
problem happens, take down as much information as 
you can about the incident. Being proactive in cases 
like this (saving console logs, abend logs, and system 
configuration information) means that when we ask for 
information about your problem, you can provide it 
rather than responding with “well, I didn’t save the 
error messages and I don’t remember what they were.” 
Without specific information, it’s virtually impossible 
to help you resolve the problem. 

Note: The error messages you get tell us exactly what 
happened at the time of the problem in the system 
occurs. There is actually very little beyond system-pro-
vided information and error messages that can help 
you towards a speedy resolution.

Organization Is Key to Good Messages

A well organized message is also important. Describe 
the problem clearly and succinctly. Put some thought 
into how you are going to express yourself and 
describe the problem in a clear and understandable 
manner.

If English is not your native language, do not despair! 
A number of our SysOps speak multiple languages and 
chances are we can help you in your native language. 
(In fact, several SysOps do not have English as their 
first language, and in some cases English is a second or 
third language to them). 

But keep in mind that in most cases, this means that 
another SysOp will have to translate for us or that we 
might use a translation program, and as a result, 
responses may take longer to write. You may want to 
try explaining the problem in English as best you can, 
and then include a more thorough description in your 
native tongue with the hopes that we can get the 
general idea about the problem from the English text 
and deduce more of the details from your more 
thorough description.

When posting questions
on the forums, it’s
important to provide as
much detail as possible
about your configura-
tion and your problem.
Too many times the
entire content of a mes-
sage is “my server
crashed,” or “I get an
error in the client.” We
even had one question
several years ago giving
the entire text as “my
thing’s broke!”
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Take a Look at the Available Forums
Take a few minutes to look over the list of forums that 
are available, then try to pick the best possible forum to 
post to. You can save yourself some time by trying to 
place your question in the most appropriate forum. A 
significant number of users’ issues take longer to 
resolve because the forum they select is not related to 
the question they are asking.

For example, asking a question about how to protect 
your GroupWise system from the latest 
MAPI-exploiting virus in the 
novell.support.other.alexander-spk forum will most 
likely get you a “redirection” response, asking you to 
post your question in one of the GroupWise forums 
instead. (The novell.support.other.alexander-spk forum 
is dedicated to supporting the Alexander LAN Server 
Protection Kit-—a server abend analysis and 
prevention product) 

If you are unable to determine which forum is the best 
forum for your question, go with your instinct. If you 
guess wrong, you’ll still be redirected to the proper 
place. But if you had asked that GroupWise question in 
one of the GroupWise forums, chances are you’d guess 
closer and might get your question to the right people 
without being redirected. 

Rather than post to all of the forums that cover 
GroupWise, pick just one that seems best suited to the 
problem. Cross-posting or posting multiple copies of 
the same message create more work for the volunteers, 
and duplication of effort is something that reduces the 
SysOps’ effectiveness. 

In some cases, a SysOp might end up responding to 
your post in multiple locations, thereby taking time 
away from other issues. In other cases, multiple 
SysOps might be working on the same problem and not 
even know it, which also is a duplication of effort that 
impacts the effectiveness of the system. 

Remember, there are 117 support forums on the site, 
and very few volunteers who staff them read every 
single forum.

How Can I Help?
Occasionally, someone who is interested asks how to 
become a member of the SysOp team. The SysOps are 
selected through a fairly rigorous peer-review process, 
and new SysOps are added on an as-needed basis and 
by invitation only.

This does not, however, preclude anyone from helping 
out in the forums themselves. If you have the time, 
inclination, and expertise, feel free to help others out 
with their problems—that’s how peer-to-peer support 
works. 

Also, if you have a problem that you’ve posted and you 
found a solution, post an update telling how you 
resolved the problem. Your information may help 
someone else who is struggling with the same problem. 
Taking the time to follow-up does help others, and 
someday, someone else’s follow-up might help you.

Don’t be afraid to jump in and provide advice on 
someone else’s problem, but if you’re guessing, please 
tell the person that you’re guessing. Remember that 
this is someone else’s network that you are potentially 
putting at risk, and providing unsound advice or a “best 
guess” means that if you’re wrong, they could end up 
in a worse position than when they started.

How Can I Help the SysOps Help Me with 
My Problem?
Eric S. Raymond wrote a very good guide about how 
to ask questions in a way that is likely to get you a 
satisfactory answer. You can get a PDF version of this 
document (his guide is the preface to another larger 
document) at http://www.smoothwall.org/download/
pdf/docs/0.9.9/doc.faq.pdf

Be warned, this document is written with an “attitude” 
and discusses such items as what drives people to 
volunteer their time to help others and why they like 
doing this so much. It also contains some guidelines 
for keeping volunteers interested in their search for 
solutions by the way you increase the interest level in 
your questions.

Don’t be afraid to jump
in and provide advice
on someone else’s prob-
lem, but if you’re guess-
ing, please tell the
person that you’re
guessing. Remember
that this is someone
else’s network that you
are potentially putting
at risk, and providing
unsound advice or a
“best guess” means that
if you’re wrong, they
could end up in a worse
position than when they
started.
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Novell Product Support SysOp 
Forums

The Novell Product Support System Operators 
(SysOps) get a chance to see every kind of problem 
that you can imagine (and some you can’t). Here they 
share some of their most pressing issues that users are 
currently facing, along with their solutions.

Q. I have created an Additional Document 
Directory in Novell Enterprise Web Server, and when I 
try to access it, I get the message:

THIS SERVER IS NOT SECURE.

Logins using your NDS user name & password have 
been disabled by your administrator! To access this 
page, type

HTTPS instead of http at the beginning of the URL.

Your client is not allowed to access the requested object

If I access the page using https, it works fine.  How can 
I access this page via http?

A. On the Novell Enterprise Web Server, go into the 
Admin Server utility and click on the Restrict Access 
selection, then add the Additional Document Directory 
to the list of Public Directory Designations.

Q. After installing the “padlock” fix, my GroupWise 
clients are showing duplicate address book entries.  
How can I fix this?

A. Apply G32EP3B.EXE and GEPBENG.EXE.  
G32EP3B.EXE has the client files and 
GEP3BENG.EXE has the engine files to take care of 
this duplicate entry issue. 

Q. Since installing NetWare 5.1 Support Pack 3, I 
often get the error message “tree or server not found” 
when I try to login. And when it does work, some drive 
mappings are intermittently failing. What can cause 
these kinds of problems?

In many cases seen so far, these kinds of problems are 
due to an incorrect SLP configuration. So the best 

place to start is to recheck your SLP configuration 
information and ensure that this is correct.

Q. If I want to use ZENworks for Desktops v3.2 and 
remote control access, my users are using both IPX 
and IP. The documentation says don't run remote 
control with IPX. But I'm using IP too. Can I expect 
any problems?

A. There is no piece of ZENworks for Desktops that 
requires the user to log onto the server via IP.  As long 
as the desktops are running IP, you should not have a 
problem.

Q. I’m getting a slow login response or I can’t login 
at all to my local NetWare servers when the WAN link 
is down. Why is my local connection affected by the 
WAN link?

A. With the latest DS.NLM in NetWare5.x and 
NetWare4.x, concurrent connections are being 
enforced as default. This means that servers must 
contact each server on the replica ring before 
authentication is allowed. If one of the servers holding 
a copy of that replica is placed on the remote location 
and the location is down, the concurrent connection 
process will slow down the login process.

There are two solutions to this problem: either do not 
place replicas on remote servers that use the WAN 
link, or do not enforce concurrent connections on 
users.

Q. I've just updated my DS.NLM to version 8.77, but 
I am confused about which NDS product is installed. 
Isn’t v8.77 a larger version number than v8.5?  Does 
this mean I have eDirectory 8.5 installed?

A. There are two different version numbers 
involved in versioning for NDS: the version of the 
DS.NLM module and the product version number.

• DS.NLM version 7.xx is referred to as “NDS 7.”

• DS.NLM version 8.xx is referred to as “NDS 8.”

• DS.NLM version 85.xx is referred to as 
“eDirectory 8.5.”

Q. I am checking the error and access logs for 
Novell Enterprise Web Server and they are getting 
huge all of a sudden. What is happening? Am I being 
hacked? My error log shows the following:

After installing the
“padlock” fix, my
GroupWise clients are
showing duplicate
address book entries.
How can I fix this?
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[25/Sep/2001:11:52:46] warning: for host
cust298.tnt1.dial.cal1.uunet.ca trying to GET
/MSADC/root.exe, send-file reports: can’t find
web:/htmldocs/public/MSADC/root.exe (File Not Found
Error)

[25/Sep/2001:11:52:50] warning: for host
cust298.tnt1.dial.cal1.uunet.ca trying to GET
/c/winnt/system32/cmd.exe, send-file reports: can’t find
web:/htmldocs/public/c/winnt/system32/cmd.exe (File
Not Found Error)

[25/Sep/2001:11:52:59] warning: for host
cust298.tnt1.dial.cal1.uunet.ca trying to GET
/d/winnt/system32/cmd.exe, send-file reports: can’t find
web:/htmldocs/public/d/winnt/system32/cmd.exe (File
Not Found Error)

[25/Sep/2001:11:54:42] warning: for host
phonebridge.com trying to GET /scripts/root.exe,
send-file reports: can’t find
web:/htmldocs/public/scripts/root.exe (File Not Found
Error)

[25/Sep/2001:11:54:42] warning: for host
phonebridge.com trying to GET /MSADC/root.exe,
send-file reports: can’t find
web:/htmldocs/public/MSADC/root.exe (File Not Found
Error)

[25/Sep/2001:11:54:42] warning: for host
phonebridge.com trying to GET
/c/winnt/system32/cmd.exe, send-file reports: can’t find
web:/htmldocs/public/c/winnt/system32/cmd.exe (File
Not Found Error)

[25/Sep/2001:11:54:43] warning: for host
phonebridge.com trying to GET
/d/winnt/system32/cmd.exe, send-file reports: can’t find
web:/htmldocs/public/d/winnt/system32/cmd.exe (File
Not Found Error)

[19/Jul/2001:11:19:59] warning: for host
OPERATIONS.CROWTHER.NET trying to GET
/default.ida, send-file reports: can’t find
/crowther/docs/default.ida (File Not Found Error)

At this point, what should I do?

A. These are Nimda/Code Red/Code Red II infected 
IIS servers trying to infect your server. The Novell 
Enterprise Web Server is not vulnerable to Nimda, 
Code Red or Code Red II. The only problem you may 
run into is that if your log files get too large, the web 
server may choke. Here are several solutions that you 
can do:

1. Call your ISP and find out if they can activate a 
filter on their router.

2. If you are running Novell BorderManager 3.5 or 
3.6 and reverse-proxying your web server, get the 
pxy026.exe (or later) proxy patch and apply the 
anti-Nimda virus pattern matching included with 
the patch.

3. Rotate the error logs by hand frequently if you 
cannot perform either of the above solutions.

Q. We have an in-house application that is built in 
Microsoft Access and I need to back up the database 
every night. The problem I am facing is that some users 
never log out and my backup software skips files when 
they are open. What’s the best solution to getting my 
users to log out so I can back up the app?

A. With a file-sharing database, there is no way to 
close the database, unless everyone logs out. Your best 
bet here would be to enforce policies that simply make 
people log out. 

As an additional safeguard, you could use the CRON 
utility and the utilities in TOOLBOX 
(support.novell.com) to schedule a copy of the file and 
then backup the copy. Depending on the database, this 
approach should work, but you could also end up with 
an unusable copy.

Q. I am seeing high utilization on my NetWare 
servers constantly. I also see a lot of constant traffic in 
my network interface card’s statistics. What can I do 
about this?

A. You may have been hit by the sircam virus. 
Workstations with sircam active will generate up to 
several thousand useless requests per second to any 
attached server. You may also browse through the 
userlist in the MONITOR utility to identify currently 
logged-in users that have extreme high counts for 
server requests. This might help you to identify the 
infected workstations.

Q. I have recently installed NetWare 5.1 Support 
Pack 3 (NW51SP3) and now my remote document 
directories do not work. What should I do?

A. This particular problem has been reported to 
Novell and is being worked on. You can sometimes fix 
this error by performing the following steps:

1. Copy NWHDIR.NLM from NW51SP2A to 
\novonyx\suitespot\plugins\nwhdir and reboot the 
server.
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2. Reinstall NW51SP2A over the top of Support 
Pack 3 (this procedure is not recommended, but it 
has been reported to work consistently).

3. Wait for Novell to fix the problem.

This is a top question and is asked in this manner all to 
frequently. 

Q. My server abended today. What do I do?

A. Posting “My server abended today” does not do 
any good for either you to me. You should as a 
minimum provide the following information:

1. Provide the version of NetWare you are running.

2. Provide all of the support packs and patches that 
you have installed on the server.

3. Provide a detailed description of the hardware.

4. Provide a detailed description of any changes you 
have recently made to the server.

5. Provide a detailed description of the problem 
itself. If there are error messages, make sure you 
include the exact error message. Browsing 
through the SYS:\etc\console.log file is very 
helpful in finding error messages.

6. If you are asking for help on a server ab-end, 
provide the latest Abend 1 entry from 
SYS:\system\abend.log. Then provide the entire 
ab-end entry, including the loaded modules list. 
Abend 2 or above does not help, as Abend 1 has 
already corrupted the server’s memory so any 
other abend information is not reliable. 

For more information on how to best ask questions on 
the SysOps forums, please read December 2001 
AppNote’s “Network Troubleshooter” column entitled 
“Getting the Most Out of Your Novell Support Forum 
Experience.”

TIDs of the Month

The Technical Information Documents (TIDs) are 
brought to you by Novell’s Support Connection site, 
which you can find at http://support.novell.com. We’ll 
be looking at a selection of TIDs from several 
categories, giving you a brief summary of the issue the 
TID addresses, along with its TID number and 
corresponding URL for your quick perusal. 

The categories for this month include Novell Directory 
Services (NDS), NetWare 4, NetWare 5, NetWare 6, 
ZENworks, Novell Client for Windows NT/2000, and 
GroupWise.

Novell Directory Services (NDS) 
Suppose you just did a hardware upgrade on your 
server that is running eDirectory 8.5 and you start 
receiving one of the following error messages:

Error: “File “SYS:\SYS-
TEM\$HWNDS.BAK\00000000.$HW” cannot be 
opened.” 

or:

Error: “error code 128 (80 hex)”

or:

Error: “nwconfig-5-235”

These kinds of messages are usually caused when you 
try to restore local NDS information after hardware 
upgrade and when $HWNDS.BAK directory is saved 
directly under the SYS:\SYSTEM directory. Because 
the SYS:\SYSTEM is the default directory for creating 
the backup directory, it will not restore from this 
directory. So what do you do?

Well, take a look at Technical Information Document 
#10064949, as it addresses this very issue at 
http://support.novell.com/cgi-bin/search/
searchtid.cgi?/10064949.htm

NetWare 4
So you have NetWare 4.11 and you want to run 
NetWare IP. Well TID #10016249 can get you pointed 
in the right direction. Entitled “Novell NetWare/IP Hot 



net
support

D e c e m b e r  2 0 0 1 117

Start,” this TID is for NetWare 4 systems running the 
following support packs:

• Novell NetWare 4.2 Support Pack 9 
(NW4SP9.EXE) 

• Novell NetWare 4.11 Support Pack 9 
(NW4SP9.EXE) 

• Novell NetWare 4.2 Support Pack 8A 
(NW4SP8A.EXE) 

• Novell NetWare 4.11 Support Pack 8A 
(NW4SP8A.EXE) 

• NetWare/IP 2.2 

For those of you who are new to this, NetWare/IP 
(sometimes called NWIP) is a set of NetWare 
Loadable Modules (NLMs) and client software that 
enable NetWare 4.x (and NetWare 5.x in special 
circumstances) servers to use TCP/IP or Novell’s IPX 
(or both) as their transport protocol. Having both 
protocols allows you to run a total IP environment or a 
mixed IPX and IP environment. 

This TID covers steps for a very basic setup of 
NetWare/IP with all of the services (DNS, DSS and 
NWIP) all on one server. Generally this configuration 
is suitable only for small networks or in a lab 
environment for the purpose of becoming familiar with 
the product. 

According to TID #10016249, some of the benefits of 
running NetWare/IP are that it:

1. Uses standard TCP/IP components and systems 
(domains, DNS, and so on), and provides the 
option of running NetWare on an IP-only 
infrastructure.

2. Eases migration of IPX-based networks to TCP/IP 
networks and eliminates dual administration of IP 
and IPX on routers.

3. Existing client and server based NetWare 
applications can run seamlessly over TCP/IP.

4. Gives users the ability to log in to NetWare 
resources from the Internet.

5. Eliminates the periodic SAP and RIP broadcasts 
associated with native IPX by providing a well 
known repository for SAP and RIP information. 
This is especially useful over a WAN link. 
Eliminating periodic SAP and RIP broadcasts 
improves bandwidth performance. 

6. Domain Name System (DNS) - Links a host name 
to its associated IP address. Provides a flexible 
way for NetWare/IP clients and servers to locate a 
NetWare Domain SAP/RIP Servers (DSSes). 
With DNS in place, users can contact a given host 
by name rather than by its four-octet integer IP 
address.

7. Domain SAP/RIP Server (DSS) - is a distributed, 
replicated BTRIEVE database of all services and 
routes within a particular NetWare/IP domain. In 
a NetWare/IP environment, DSS acts as a 
replacement for IPX broadcast-based SAP and 
RIP updates. 

This TID was known formally as #2924417. You can 
view TID #10016249 at http://support.novell.com/
cgi-bin/search/searchtid.cgi?/10016249.htm

NetWare 5
Some of you who have been running Novell 
NetWare 5.1 or the NetWare Enterprise FTP Server 
and are using the NWFTPD.NLM have experienced 
certain problems. Some of you have been using the 
FTP ABORT command and have been getting the 
following messages back for the experience:

• FTP ABORT command is not working. 

• FTP ABOR command is not working. 

• Error: 500 ' abor' : Unknown Command. 

• FTP session hangs after the ABOR command is 
sent. 

• Error: Connection closed by remote host. 

These problems stem from NWFTPD’s 
implementation of the ABORT or ABOR command, 
and TID #10064981 addresses these issues. You can 
view TID #10064981 at http://support.novell.com/
cgi-bin/search/searchtid.cgi?/10064981.htm.

NetWare 6
For those who have installed Novell’s new NetWare 6 
and are having problem with some SMS compatibility, 
take a look at TID #2960484. Entitled “SMS modules 
for NetWare 6,” this TID contains some important 
fixes for the SMS components that were delivered with 
NetWare 6. It also contains a file that is called 
nw6sms1a.exe and is downloadable from this TID.

The fixes deal with compatibility issues between 
earlier versions of NetWare and the NetWare 6 SMS 
modules. In addition, the patch includes updates to 
SMS components (including SMDR and TSA), which 
have made the product more stable and more robust 
than the ones released with the NetWare 6 product.

For those who have
installed Novell’s new
NetWare 6 and are hav-
ing problem with some
SMS compatibility, take
a look at TID #2960484.
Entitled “SMS modules
for NetWare 6,” this
TID contains some
important fixes for the
SMS components that
were delivered with Net-
Ware 6. It also contains
a file that is called
nw6sms1a.exe and is
downloadable from this
TID.
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You can view this TID at http://support.novell.com/
cgi-bin/search/searchtid.cgi?/2960484.htm

ZENworks

Some of you out there wanted separate roaming 
profiles for Citrix connections that are different than 
the normal user login. Others of you wanted to use 
ZENWorks for roaming profiles, but with a separate 
profile for Citrix/Terminal server connections. Still 
others wanted roaming profile to be used for Citrix 
connections, but not when user log into workstation. 

So the question becomes: “Can you have separate 
profiles for terminal server connections and normal 
logins?” And that is the question that is addressed 
through TID #10024457. This TID looks at such 
connection capabilities using the following 
configuration:

• Novell Client 4.6 SP2 for Windows NT 

• Microsoft Windows NT Server version 4.0, 
Terminal Server Edition 

• Citrix Metaframe 1.8 

• Using roaming profiles through ZENWorks 
Windows NT User Policy Package. 

• Using Dynamic Local User through ZENWorks 
Windows NT User Policy Package. 

• Novell ZENworks for Desktops 2 

Unfortunately, there isn’t a way to do this directly, but 
TID #10024457 does give you some ideas as what you 
can try until a solution is made.You can view this TID 
at http://support.novell.com/cgi-bin/search/
searchtid.cgi?/10024457.htm

Novell Client for Windows

Some users who are running Novell Client 4.6 SP2 for 
Windows NT were having problems bringing up the 
Network Neighborhood and when it did come up, it 
would be very slow. 

This particular problem stems from using a workgroup 
model that has more than 180 objects in it, and this 
scenerio results in slow performance due to master 
browser election requirements. To make this work, 

TID #10016631 gives you some solutions. You can 
view this TID at http://support.novell.com/
cgi-bin/search/searchtid.cgi?/10016631.htm

GroupWise

Have you ever had your GWIA server “black listed” as 
it is open for relay? While not a common problem, it 
can be rather disconcerting. Other symptoms include 
the mssage relaying capabilities are prevented on 
GWIA; however, tests from Mail-Abuse Prevention 
sites still show the GWIA server as open for relay. 

Other indications are that MAPS blacklists the GWIA 
server as an open relay, or that the GWIA server 
receives ORBS messages about GWIA as well as spam 
or relay issues. Those seeing such problems are users 
of Novell GroupWise 5.5 running Service Pack 4 and 
the Novell GroupWise Enhancement Pack.

TID #10058841 looks into this particular problem. 
Entitled “GWIA Server is Black Listed as it is Open 
for relay,” this TID gives you the information you need 
to resolve this issue.You can view this TID at 
http://support.novell.com/cgi-bin/search/
searchtid.cgi?/10058841.htm

You Want Some More?

If you want to find more TIDs in these several 
categories or on any other Novell products, perform 
the following steps from your browser: 

1. Go to the http://support.novell.com URL.

2. In the list of Support Links that appear along the 
left-hand side of the screen, click on the 
“Product-Specific Support” link. 

3. From the resulting list of Novell products, select 
the product of your choice.

4. Under the “What’s New” category, click on “Last 
7 days” to see the technical documents that were 
created or have been updated in the last 7 days for 
the product you selected. You can also look at 
documents that have been created in the last 14 or 
30 days.

5. Choose the TIDs that apply to your circumstances.

Some users who are
running Novell Client
4.6 SP2 for Windows
NT were having prob-
lems bringing up the
Network Neighborhood
and when it did come
up, it would be very
slow.
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Answers to Your Technical 
Questions

NetWare IP Sockets
Dear Ab-end: It is my understanding that by default 
McAfee VirusScan 6 for Windows installs with a copy 
of McAfee Firewall, and this by default screens out the 
IP-protocol traffic required for NWClient over IP.
Would you know anything about this, and could you 
direct me to where I can find more information?
—Firewalled Out in Farmington

Dear Firewalled: The Internet protocols TCP and 
UDP are both used by NetWare 5.x and NetWare 6 for 
Pure IP connectivity. The following ports are used for 
such communication:

• TCP 524 - NCP Requests - Source port will be a 
high port (1024-65535)

• UDP 524 - NCP for time synchronization - Source 
port will be a high port

• UDP 123 - NTP for time synchronization - Source 
port will be the same

• UDP 427 - SLP Requests - Source port will be the 
same (427)

• TCP 427 - SLP Requests - Source port will be the 
same (427)

• TCP 2302 - CMD - Source port will be a high port

• UDP 2645 - CMD - Source port will be the same 
(2645)

An expanded description of the port usage follows: 

NCP Requests - TCP 524 If you are running in Pure IP 
mode (not in compatibility mode (CMD)) and are not 
dependant on SLP for locating your servers, all 
communication will happen on this port. If you create 
an exception to allow a destination TCP port 524 
coming in to the NetWare server and a source TCP port 
524 going out from the NetWare server, you will be 
covered. The actual source port used by the client 
making contact to the server will be a high port 
(1024-65535). 

SLP Requests - TCP & UDP 427 If you would like to 
locate your servers through SLP, then you will need to 

allow communication through TCP and UDP port 427. 
Both the source and destination will be port 427. The 
User Agent (UA) will contact the Service Agent (SA) 
or Directory Agent (DA) using a UDP packet. If the 
response is larger than one packet can hold it will 
respond with as much data as it can and set the 
overflow bit. The UA will then connect via TCP and 
will make the same request again to get the complete 
response. 

CMD Communication - TCP 2302 & UDP 2645 
CMD or Compatibility Mode Driver is necessary when 
an IP device must communicate to an IPX device or an 
application that is running requires a direct IPX inter-
face. Both the source and destination ports will use the 
same port number. All communication destined for an 
IPX device through a Migration Agent (MA) will use 
UDP packets. Devices communicating to the MA for 
information on services available and routes to those 
services will use the following protocols:

• A NetWare 5 server running SCMD to MA uses 
TCP

• A 3.x Client running CMD to MA uses UDP

• Two servers with a MA to MA setup uses UDP 

Simply make sure your firewall is configured to allow 
the above mentioned ports to pass data in and out.

Stress Testing a NetWare Server
Dear Ab-end: I am in search of a software or hardware 
solution for “Load and Stress” testing on NetWare v5.1 
Operating System. I have found performance monitor-
ing tools for NetWare but I have not found any that 
would simulate load and stress. In my search I have 
found a variety of load, stress and scalability testing 
tools for Microsoft Windows, Unix, and Web Servers. 
One of the best sites is http://www.testing
faqs.org/tools.htm. 
The problem I am having is that I am unable to dupli-
cate in my test environment, including all of the prob-
lems that occur in production. Any direction, web links 
or contact information to either a software or hardware 
solution is greatly appreciated.
—Stressing in Santa Fe

Dear Stressing: There was a time when Novell 
provided stress-testing software for LAN Driver 
Developers. Novell currently does not provide any 
type of stress-testing software for NetWare. However 
during BrainShare 2001, Bob Ross, of LAN Utilities 
L.L.C., had a Breakout Session entitled “Don’t Get 
Caught with Your Network Down.” He had a software 
solution that you may be interested in. His Web site is 
at http://www.lanengineer.com.



net
support

w w w . n o v e l l . c o m / a p p n o t e s
120

I believe that his LAN Engineer product has stress test 
capabilities. In addition, there are two Novell App-
Notes that Bob authored located at:
http://developer.novell.com/research/appnotes/
1997/january/04/index.htm and 
http://developer.novell.com/research/appnotes/
1997/february/04/index.htm

Portal Problems on NetWare 6
Dear Ab-end: I am having difficulties getting Novell 
Portal Services (NPS) v1.01 to work correctly on Net-
Ware 6 and NetWare 6 with Clustering enabled. Any 
help would be greatly and immensely appreciated. 
—Webbed with Distinction in Wilmette

Dear Webbed: You wouldn’t be the only person with 
these types of Portal problems. Lucky for you, Novell 
has pieced together solutions for your NetWare 6 and 
NetWare 6 with Clustering problems. To get NPS 
v1.0/SP1 running on NetWare 6, perform the following 
steps:
1. For the path to where WebApps are to be 

installed, use SYS:WEBAPPS.

2. For the file path to the Tomcat configuration file, 
use:
\\your.ip.address\SYS\apache\conf\adminserv.conf

3. Finish installing both NPS v1.0 and it's service 
pack (SP1).

4. After the installs are completed, go to 
SYS:TOMCAT\33\CONF subdirectory and create 
a file named nwapps-nps.xml with the following 
contents, or you can copy and modify the contents 
of nwapp-webaccess.xml:

<?xml version="1.0" encoding="ISO-8859-1" ?> 
<webapps>

<!--  Setting special properties for nps context  --> 
<Context path="/nps"

docBase="SYS:/webapps/nps"
debug="0"
reloadable="false" > 

</Context>
</webapps>

5. Open up the the SYS\apache\conf\adminserv.conf 
file and go to the NPS section. Find the following 
two lines:

JkMount /nps/servlet/* ajp12
JkMount /nps/*.jsp ajp12

Change the ajp protocol versions from 12 to 13 as 
follows:

JkMount /nps/servlet/* ajp13
JkMount /nps/*.jsp ajp13

6. In the NPS section of Adminserv.conf find the 
Alias entry and add the 3 additional commands as 
outlined below:

Alias /nps "sys:webapps/nps"
<Directory "sys:webapps/nps">

Options Indexes FollowSymLinks
AllowOverride None
Order deny,allow
Allow from all

</Directory>

7. In theory, the NPS section can be anywhere 
outside the virtual host section of the 
adminserv.conf file, my experience shows that it 
works better after the virtual host block. Move the 
NPS section to the end of, and outside of the 
virtual host block.

8. Now you can restart Apache & Tomcat or reboot 
the server. The new settings will take effect, 
allowing NPS to run on NetWare 6.

One way to get NPS v1.01 running on a NetWare 6 
Cluster is by completing the following steps:

Note: A cluster typically has a shared volume with an 
IP address assigned to it, this will be referred to in 
these instructions as SharedVOL or SharedIP. Simply 
replace these tags with the real volume name and the 
real IP address of your cluster.

1. For the WebServer Address and Port, use the 
SharedIP address.

2. For the path to where WebApps are to be 
installed, use SharedVOL:WEBAPPS

3. For the file path to Tomcat configuration file, use:
\\your.ip.address\SYS\apache\conf\adminserv.conf

4. Finish installing both NPS v1.0 and it’s service 
pack.

5. After the installs are completed, go to 
SYS:TOMCAT\33\CONF subdirectory and create 
a file named nwapps-nps.xml with the following 
contents, or copy and modify the contents of 
nwapp-webaccess.xml:

<?xml version="1.0" encoding="ISO-8859-1" ?> 
<webapps>

<!--  Setting special properties for nps context  --> 
<Context path="/nps"

docBase="SharedVOL:/webapps/nps"
debug="0"
reloadable="false" > 

</Context>
</webapps>

Note: The SharedVOL on the docBase line.

Once this is completed, copy nwapp-nps.xml to the 
other servers in the cluster.The following steps, 6 
through 8, modify the ADMINSERV.CONF file.

A cluster typically has a
shared volume with an
IP address assigned to
it, this will be referred
to in these instructions
as SharedVOL or
SharedIP. Simply
replace these tags with
the real volume name
and the real IP address
of your cluster.
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6. Open up the SYS\apache\conf\adminserv.conf file 
and go to the the NPS section. Find the following 
two lines:

JkMount /nps/servlet/* ajp12
JkMount /nps/*.jsp ajp12

Change the ajp protocol versions from 12 to 13 as fol-
lows:

JkMount /nps/servlet/* ajp13
JkMount /nps/*.jsp ajp13

7. In the NPS section of the Adminserv.conf file, 
find the Alias entry and add the 3 additional 
commands as outlined below:

Alias /nps "sys:webapps/nps"
<Directory "sys:webapps/nps">

Options Indexes FollowSymLinks
AllowOverride None
Order deny,allow
Allow from all

</Directory>

8. The NPS section that the NPS install writes to the 
adminserv.conf file must now be copied to the 
other servers in the cluster. In theory, the NPS 
section can be anywhere outside the virtual host 
section of the adminserv.conf file, my experience 
shows that it works better after the virtual host 
block. Move the NPS section to the end, and then 
copy it to the adminserv.conf on the other servers 
in the cluster. While doing this take note of step 9.

9. Change the address that Apache listens on to the 
SharedIP address as shown in the port 
configuration section of the adminserv.conf file.

# Start Apache Services Port Configuration
Port 80
Listen SharedIP:80
<IfModule mod_tls.c>

SecureListen SharedIP:443 "SSL CertificateDNS"
</IfModule>
# End Apache Services Port Configuration

10. To accommodate the above configuration, Tomcat 
and Apache can only be loaded on the server that 
is currently running NPS. This may not be the 
only solution, but that is as far as I’ve gone with it 
to date. 

To accomplish this, the Tomcat33 and NVXADMUP 
commands in the AUTOEXEC.NCF files of all servers 
in the cluster must be commented out. The following 
two commands should be added to the Cluster 
Resource Load Script:

TOMCAT33
NVXADMUP

The following two commands should be added to the 
Cluster Resource Unload Script:

TOMCAT33 -STOP
NVXADMDN

11. Reboot your servers.

Mixed Up With eDirectory Versions

Dear Ab-end: I just finished installing NetWare 6 on 
my new server hardware. I checked the version of eDi-
rectory and see two numbers, 8.6.0 and 10110.20. 
Would you explain to me the significance of the two 
numbers?

—Confused in Calcutta

Dear Confused: You are correct. The versioning 
information has been confusing for some time now. 
Novell eDirectory Development and Marketing have 
finally agreed to have two different version strings for 
their modules and eDirectory is the first product to use 
this new versioning process.

For eDirectory, the Marketing version string will be 
“eDirectory 8.6.0” and the Development version string 
will be “10110.20.” Both of these version strings are 
displayed when the user types:

MODULES DS.NLM

at the server console prompt.

The Marketing string is pretty easy to understand 
([Product] [Major Rev].[Minor Rev].[Update]); but the 
Development version string needs some explaining. 
The actual breakdown is as follows: [release number 
(1-4293)][sub-release number (01-99)][release source 
(1-4=Product or 5-9=CPR)][build number 
(001-999)][build source (0, 5, 6-26)]

So, “10110.20” is actually - Release number 1 (Dove), 
the first sub-release (FCS), released by the Product 
group, build number 2, built by Engineering.

Is this confusing? Yes. But, in the long run, we should 
be more able to determine what the customer is 
running and where they got it from.



net
support

w w w . n o v e l l . c o m / a p p n o t e s
122

Executing Container Login Scripts

Dear Ab-end: I’m issuing a tree command from my 
server’s login script. Any ideas how to have it run con-
tainer login scripts in the other tree? (I’ve setup a proof 
of concept for OnDemand in a disparate tree, but I 
need it to authenticate and run the login scripts of the 
production tree.)

—Login Script Leslie in Luxembourg

Dear Leslie: Typically only the container script where 
the first user object exists will run automatically (in 
addition to user/default and profile scripts). You can 
use the “include” command 
(http://www.novell.com/documentation/lg/noclienu/
noclienu/data/h1tb56sc.html#h1tb56sc) to execute the 
script of another container. Just be sure to issue a tree 
command prior to the include command in order to set 
the focus to the correct tree.

Also, you typically don’t run the tree command from 
the login script because the tree-command only 
authenticates the user who’s executing the script to the 
specified tree. No login script will be executed, nor 
will there be any variables read from the second tree. 
Instead, you run LOGINW32.EXE from the login 
script, as shown in the following example:

@loginw32.exe treename/.robert.novell /tr

This will execute the Login process for a second 
instance and gives you the advantage that the login 
script / variables will be executed. The treename is the 
name of the tree you login against and instead of 
specifying the name (.robert.novell), you can use all 
possible login script variables, so the user who logs in 
does not even have to specify the context. 

Last but not least, you specify “/tr” which tells the 
login process to use this login instance as a tree login, 
like in the good old days when VLMs where used. In 
this instance, we get from the CMD the login variables 
and during the initialization of the login process, we 
check if the /tr command has been processed. If that is 
the case, we skip the default_profile and turn over all 
information from the CMD line.

Another option in this context is the “/cont” parameter, 
which then avoids the second login to show the GUI. 
Hopefully these two suggestions will help you out.

ZENworks Configuration

Dear Ab-end: I am using the Novell ZENworks for 
Desktops 3 Automatic Workstation Import feature. I 
do not understand how to configure this in a WAN 
environment. Any and all help would be appreciated.

—Zenning in Zambia

Dear Zenning: There are four ways to provide 
automatic workstation import to site servers, 
depending on what you can and can’t do with your 
Domain Name Services (DNS):

1. Have different DNS subdomains for each site 
(such as zenwsimport.cpt.novell.com; 
zenwsimport.jhb.novell.com).

Obviously selection #1 is the cleanest way, but not 
everyone wants to implement that sort of DNS system. 
So the following suggestions apply for those who 
cannot have site subdomains:

2. Push out a different HOSTS file to each 
workstation at each different site.

Providing that you have the ZFD3 SP1 installed, you 
can apply the following:

3. Run WSREG32.EXE with the “-s” parameter 
pointing to the appropriate server. You could do 
that through the login script, such as:

WSREG32.EXE -s=server.provo.novell.com 

(alternatively, you can also use the server’s IP address 
instead of the full server name).

4. Specify an entry in the registry:

HKEY_LOCAL_MACHINE\SOFTWARE\Novell\
Workstation Manager\Import Server

@=”<domain name or IP address>”

You could distribute this entry through ZENworks or 
through a REG file in the login script (REGEDIT -s 
FILE.REG).

For more informations, see TID #10058431 at 
http://support.novell.com/cgi-bin/search/
searchtid.cgi?/10058431.htm
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Conversation With Carleton Watkins, 
Novell Developer Support
The following is an except of a conversation with 
Carleton Watkins, Director of Worldwide Developer 
Support for Novell:

Q. Carleton, you’ve been with Novell for quite a 
while. What did you do for Novell prior to your current 
position as director of Worldwide Developer Support?

A. When I started working at Novell in 1986, I was 
writing Local Area Network (LAN) software drivers 
for 3rd party LAN adapters. In 1987, I moved to 
designing LAN adapters and was the principal 
hardware engineer on the NE2000 and NE-2/32. 

My next stops at Novell were managing the hardware 
development team, the certification test development 
team for the LAN, SuperLab, and the Software 
Developer Support and Certification teams. In 1997, I 
became the director of the combined Novell Labs and 
Developer Support, which evolved into the current 
Worldwide Developer Support. 

Q. What does Developer Support do?

A. The mission of Worldwide Developer Support is 
to enable third-party developers to be successful in 
developing Novell-compatible hardware and software 
solutions. Developer Support provides direct 
development and compatibility assistance and support 
to the worldwide developer community by phone, in 
person, and via the Internet. 

Our clients include applications software developers 
(ISVs), OEMs, hardware developers (IHVs), 
consultant systems integrators (CSIs), corporate 
developers, and strategic partners. 

Q. How many developers do you support?

A. We currently support about 147,000 developers, 
which is up from the 2000 DeveloperNet members that 
begin with us in 1997. 

Q. What does the Developer Labs do and where are 
the labs located? Can you share a Developer Labs 
success story?

A. Developer Labs (which you can learn about at: 
http://developer.novell.com/devlabs/) are located in 
Utah, Massachusetts, Taiwan, with virtual labs in 
Japan and the United Kingdom. We’ve had dozens of 
great successes working with large corporations as 
well as with exciting new ISVs. 

Perhaps our greatest success was working with Yahoo! 
to integrate Novell eDirectory with the Corporate 
Yahoo portal. The success of this integration and the 
benefits that it delivered resulted in Yahoo!’s decision 
to replace the iPlanet directory with eDirectory. 

Q. What is DeveloperNet University?

A. DeveloperNet University (found at: 
http://developer.novell.com/servlet/devnet/education/i
ndex.html) is our Web site for providing on-line 
developer training. The Developer Education team 
maintains this great tool for developers. 

Q. How is developer interest in NetWare 6?

A. Developer interest has been very positive 
because NetWare 6 now offers the same Web scripting 
capabilities as Linux and other popular Web platforms. 
For example, with NetWare 6 developers don’t have to 
deploy both a Linux server and a NetWare server to get 
Web connectivity and file and print access. They can 
now get both from NetWare 6. 

In addition, developers and customers are recognizing 
the ground breaking benefits of iPrint and iFolder, as 
well as the highly scalable clustering features. 

Q. I understand that you work closely with the 
eDirectory group and associated technologies like 
iChain and DirXML. Tell us about that.

A. Our work with the Net Directory group has been 
extensive. They are very focused on developers. We 
have helped many developers integrate their products 
and solutions with eDirectory and other 
directory-based products like NMAS and DirXML. 

One other initiative we’ve been leading the charge on 
is the eDirectory redistribution program, where ISVs 
can bundle 250,000 user licenses of eDirectory with 
their product or solution at no charge. Because of this 
program, over 41 million new seats of eDirectory have 
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been deployed since June with the number climbing 
quickly. 

Q. The word on the street is that you are an avid 
biker. Is that true? 

A. I do love to bike. I also love to run and swim. 
Several times a year I put all of my swim, bike, and run 
training together and do triathlons of varying distances. 
I’ve registered for next year’s Ironman Utah. 
Hopefully, I’ll be prepared for the 2.4-mile swim, 
112-mile bike, and 26-mile run that make up that race. 

For more information about Novell Developer 
Support, see: http://developer.novell.com/.

Novell NetWare 6 Hits the Street Running
Novell recently announced that Novell NetWare 6 is 
now available through Novell Authorized Resellers 
and solution providers. NetWare 6 is the latest version 
of Novell’s premier platform for delivering Net 
services across all types of networks, storage systems 
and client desktops. 

Designed explicitly for today’s Net economy, 
NetWare 6 can be plugged into existing networks to 
integrate those networks into one Net, empower new 
services and maximize existing technology 
investments. In addition, NetWare 6 allows Windows, 
Macintosh, UNIX, Linux and Web-based client 
workstations to connect and store files and data on 
NetWare servers without any Novell client software on 
the workstation.

Unlike the competition, Novell doesn’t require a 
rip-and-replace strategy; adding NetWare 6 to a 
network brings significant benefits without significant 
cost. NetWare 6 licensing is user-based, meaning a 
user can access the network at any time, from any 
device and any location based on that user license.

NetWare is more cost effective than competitor 
offerings, because there are no server license fees and a 
single user can access the network using several 
different devices without penalty.

Organizations such as TransAmerica Business Credit, 
California Highway Patrol, University of Maryland, 
and Auditor of State of Ohio have been testing the 
NetWare 6 beta version and are scheduled to roll the 
shipping version out internally over the next few 
months. NetWare 6 gives their users and customers 
access to the powerful Net services, including 
anytime-anywhere access to files, printers, e-mail, 
calendar, corporate address book and other resources 

via a Web browser. These customers are among those 
who received the more than 400,000 NetWare 6 beta 
copies that were distributed.

“NetWare 6 will let our users access network services 
and the information they need to do their jobs from any 
location, any desktop, at any time,” said Bruce 
McLeod, system architect for the California Highway 
Patrol. “And NetWare 6’s iPrint will give our desktop 
and mobile users faster and easier printing from 
wherever they happen to be. 

“Those capabilities, combined with the fact that 
NetWare has always let me run my organization with 
fewer servers, helps us do more with less. This 
improves the return on our investment with this new 
technology, as well as the on-going return with our 
existing infrastructure.”

Michael Simpson, vice president of Novell’s platform 
solutions team, said, “NetWare 6 grants users the 
freedom to be mobile without giving up the advantages 
of office-based network access. It continues the 
NetWare tradition of delivering the industry’s most 
reliable, secure and real-world-tested networking 
services. NetWare 6 itself is a set of Net services, 
letting organizations tie disparate networks into a 
single network—One Net—that is seamless to end 
users, inside or outside the enterprise.”

Key Net Services
Key Net services provided by NetWare 6 include:

• Novell iFolder. The “access anywhere” 
information management software, Novell iFolder 
lets users securely access and synchronize their 
files, anywhere in the world, across all types of 
networks and on any Internet-enabled machine.

• iPrint. iPrint makes Internet printing a reality by 
allowing customers to use a simple Web browser 
in order to find and to install a printer. You can 
also securely print with the click of a mouse, so 
there are no location restraints on either the user or 
the printer. This means savings in terms of faster 
setup and reduced support calls, along with giving 
mobile users the ability to print anywhere.

• NetWare WebAccess. A scaled-down version of 
Novell Portal Services, NetWare WebAccess 
significantly reduces costs and management 
complexity. It does this by providing user access 
via a Web browser to files, printers, e-mail, 
calendar, corporate address book, etc., all through 
a customizable portal, regardless of desktop 
operating system or device.

• Cross-platform desktop support. NetWare 6 
allows Windows, Macintosh, UNIX, Linux and 

Unlike the competition,
Novell doesn’t require a
rip-and-replace strat-
egy; adding NetWare 6
to a network brings sig-
nificant benefits with-
out significant cost.
NetWare 6 licensing is
user-based, meaning a
user can access the net-
work at any time, from
any device and any
location based on that
user license.



codebreak

D e c e m b e r  2 0 0 1 125

Web-based client workstations to connect and 
store files and data on NetWare servers without 
any Novell client software on the workstation.

Testimonials

“With the state of the economy and shrinking IT 
budgets, our customers are making sure they’re doing 
the right thing, particularly with their network 
operating platform,” said Terry Beck, president of 
Harding Group, a Novell solution provider partner in 
Arlington, Texas. “The introduction of NetWare 6 
gives us the opportunity to provide real value to our 
customers.

“With NetWare 6 as a platform, we can build solutions 
that offer our customers non-stop access to network 
resources without upsetting their existing network. We 
are already seeing tremendous opportunities for 
growing our business with the release of NetWare 6.”

Pim Bilderbeek, vice president of European eBusiness 
& Networking Research for IDC, said, “The 
interconnection of a multitude of business-critical 
networks, from both inside and outside the firewall, is 
driving the need to simplify networking. This comes at 
a time when more and more users go online via various 
fixed and wireless devices. 

“The distinctions between networking categories are 
blurring as we move towards a world characterized by 
pervasive computing and always-on network 
connections. Point solutions will come under 
increasing pressure as vendors strive to provide an 
end-to-end approach based on a distinct networking 
vision and the centrality of solving business 
problems.”

Regular list price for NetWare 6 is $184 per user 
license. Within 30 days, NetWare 6 will be available in 
Portuguese, French, Italian, German, Spanish, Russian, 
Chinese Traditional and Chinese Simplified. 
Additional NetWare 6 product and pricing information 
is available at: http://www.novell.com/netware6.

NetWare 6 International Versions 
Announced
Novell announces the availability of NetWare 6 to all 
customers worldwide. NetWare 6 is the Net services 
software solution that brings non-stop access, 
Net-ready security and high availability to networked 
information. It enables file, print and other storage 
resources to be accessed as one Net across all types of 
networks—corporate and public, wired to wireless— 
storage systems and client desktops. 

NetWare 6 ensures the nonstop availability of 
information that can be securely accessed through any 
portal, from any device, in any location, along with 
support for up to 32 processors on 32 clustered servers. 
As a result, organizations can simplify storage resource 
management, secure digital assets throughout the Net 
and ensure the constant availability of enterprise 
networks and storage environments. 

NetWare 6 will now be licensed on a per-user basis, 
instead of simultaneous connections to a server. A user 
license must be purchased for every user who 
consumes NetWare services. The new NetWare user 
licenses enable customers to deploy as many NetWare 
servers as they need. A new customer would be 
required to purchase a NetWare user license for every 
user that consumes NetWare services.

Customers upgrading from a qualifying Novell product 
(previous NetWare version) will be able to upgrade to 
the new NetWare user licenses on a one-to-one basis 
from all Server Connection (SCON) licenses that they 
currently have. For example, a customer with a 
NetWare 50-Connection license may upgrade to a 
50-User NetWare 6 license, a 25-Connection license 
upgrades to a 25-User license, a Server plus 5 
Connection to a 5-User License, etc.

Novell Cluster Services (NCS) 1.6 Now 
Shipping
Novell is pleased to announce the availability of 
Novell Cluster Services (NCS) v1.6 (English) to all 
customers worldwide. Novell Cluster Services (NCS) 
1.6 is a cost-effective storage area network (SAN) 
management solution that ensures secure, non-stop 
access to mission critical data and resources using 
native file access protocols of client workstations. 
These clients include Novell, Windows, UNIX, Linux, 
Macintosh, Web and Internet clients and servers. NCS 
1.6 easily scales up to meet expanding storage 
requirements by allowing up to 32 NetWare 6 servers 
in a cluster and up to 32 processors per server.

NCS 1.6 builds upon the standard of reliability set by 
NCS 1.01 and enhances the industry-leading stability, 
performance and ease-of-management of NetWare 6 
networks, and all the while lowering the total cost of 
ownership. Since NCS 1.6 is integrated with Novell 
eDirectory and the new Novell Remote Manager, 
single-point management of SAN and cluster resources 
can be done at anytime and from anywhere using a 
Java-enabled web browser and an Internet connection.

The first two servers in a NCS 1.6 cluster are included 
with the purchase of NetWare 6. Additional licenses 
for servers can be added to a cluster (up to 32 servers 

“With NetWare 6 as a
platform, we can build
solutions that offer our
customers non-stop
access to network
resources without upset-
ting their existing net-
work. We are already
seeing tremendous
opportunities for grow-
ing our business with
the release of NetWare
6.”
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per cluster) and are purchased individually. There are 
no special cluster-user access licenses required to 
access a NCS 1.6 cluster. The same user access 
licenses that provide access to NetWare 6 servers, also 
allow access to NCS 1.6 clusters.

Upgrade pricing is available to customers who possess 
a valid license(s) for the following qualifying Novell 
products: Novell (or NetWare) Cluster Services 1.0 for 
NetWare 5, Novell (or NetWare) Cluster Services 1.01 
for NetWare 5, Novell (or NetWare) Cluster Services 
1.01 for NetWare 5.1, NetWare SFT III, Novell 
Standby Server, and/or Novell High-Availability 
Server. 

Note: The installation of an upgrade license requires 
the installer to provide a unique activation key. The 
serial number of a valid, qualifying Novell product is 
required in order to obtain the unique activation key 
for an upgrade license.

Because the software for NCS 1.6 is included in 
NetWare 6, there is no separate software media kit for 
NCS 1.6. All of the necessary documentation and 
media for NCS 1.6 is included in the NetWare 6 
documentation and media kit. All NetWare Cluster 
Services 1.6 licenses are available in electronically 
downloadable format only, and will not be made 
available via physical media.

Microsoft Agrees to Stop Dissemination of 
False Statements about Novell
Novell recently announced that Microsoft Corporation 
has agreed to stop the dissemination of statements 
about Novell that are the center of Novell’s false 
advertising lawsuit filed Oct. 1 against Microsoft. 
Microsoft has also agreed to send a retraction letter 
along with corrective information of Novell’s choosing 
to the same Novell customers who received the 
original Microsoft “Server Crunch” marketing piece 
containing what Novell asserts are false and 
misleading statements about Novell. Novell will 
continue to pursue the lawsuit to recover damages. 

In response to Novell’s motion for a temporary 
restraining order to prohibit Microsoft from further 
disseminating false statements about Novell, Microsoft 
entered into a stipulation on the record before the U.S. 
District Court in Utah in which Microsoft agreed to 
stop distribution of the statements in question in any 
form or media. Microsoft also agreed to send an 
amended correction letter to the recipients of the 
original Microsoft marketing piece.

Microsoft’s correction letter will include the following 
excerpt:

“Contrary to the statements made about Novell on the 
package by Microsoft, Novell has advised Microsoft 
that it is growing and expanding its software business, 
while adding significant resources to its existing 
consulting services business. Accordingly, Microsoft 
retracts its statements that Novell will not fully support 
NetWare, that NetWare has an ‘expiration date’ or that 
it is or will become ‘obsolete,’ and that NetWare will 
become costly and time-consuming to maintain.”

“We are pleased with today’s developments because 
Microsoft represented to a court of law that it will no 
longer disseminate the statements which Novell 
contends constitute false advertising, whether on the 
original marketing piece in question or by any other 
means,” said Joe LaSala, Novell senior vice president 
and general counsel. “We are also satisfied with 
Microsoft’s agreement to send out an amended 
retraction to our customers. 

“We believe this is recognition by Microsoft that its 
initial ‘corrective action’ was insufficient and shows 
Microsoft’s initial attempt to correct its false and 
misleading statements about Novell was half-hearted at 
best. While the revised retraction is a good beginning, 
it does not adequately redress the harm to Novell 
caused by Microsoft’s campaign of false statements. 
We are anxious to move to the next phase of the 
litigation where discovery will begin and we will put 
together our case for damages.”

According to Microsoft, it sent the marketing mailer in 
August to some 3,000 Novell customers. The piece, a 
box headlined “Microsoft Server Crunch,” contained 
false statements relative to the future of Novell’s 
NetWare product, Novell’s commitment to NetWare 
and its acquisition of Cambridge Technology Partners, 
among other misleading and untrue statements. 

Novell is fully committed to NetWare and has future 
versions of the product in development. NetWare is 
Novell’s flagship network operating system and is 
widely regarded in the computer industry as the most 
reliable and secure platform on the market.

Novell Identity Management Software to 
be Bundled with the TIBCO ActivePortal 
Platform
Novell recently announced an agreement with TIBCO 
Software Inc. (NASDAQ: TIBX) to bundle Novell’s 
identity management software, Novell eDirectory, with 
the TIBCO ActivePortal 3.5 platform. By bundling 
eDirectory, TIBCO will enable simplified portal 
management and give customers, partners, suppliers 
and employees access to the resources they need as 
they conduct business online. 
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“The real value of eDirectory as a Net services 
platform is no better demonstrated than by its rapidly 
growing adoption among leading ISVs and portal 
providers,” said Paul Smart, vice president and general 
manager of Novell’s Net Directory business. “TIBCO, 
Yahoo! and others have realized the benefits of 
building solutions on top of eDirectory, gaining the 
management, security and personalization power that 
the software delivers.”

“TIBCO’s ActivePortal line of products integrates 
business processes to the desktop, allowing users to 
manage business processes and access critical business 
information in a personalized, integrated, real-time 
fashion,” said Keith Goldstein, vice president of 
alliances for TIBCO. “Adding Novell’s eDirectory 
software to the ActivePortal solution provides 
enhanced personalization and access control and an 
effective way to simplify the management of identities, 
relationships and multiple portal solutions.”

Novell’s eDirectory serves as a foundation for the 
deployment of Net services solutions in areas like 
eProvisioning, Access Management, network 
management and others. This announcement marks 
another significant step in delivering on Novell’s 
promise of one Net, as the company’s cross-platform 
directory service continues to be adopted by leading 
independent software vendors (ISVs) as the core 
identity and access management solution for a variety 
of applications, portals and services. 

The TIBCO ActivePortal platform creates a framework 
for user integration that enables companies to develop 
and deploy enterprise portals, providing end-user 
visibility to critical corporate data, such as inventory, 
sales data and customer service information, in a 
timely manner, through wired and wireless 
connections.

Working with Novell’s Developer Labs, TIBCO will 
deliver Novell eDirectory as part of its ActivePortal 
platform by the end of this year.

About TIBCO Software Inc. TIBCO Software Inc. 
(NASDAQ: TIBX) is a leading provider of total busi-
ness integration solutions, delivering infrastructure 
software that enables businesses to seamlessly inte-
grate business systems in real-time. TIBCO technology 
was first used to digitize Wall Street and has since been 
adopted in diverse industries, including financial ser-
vices, telecommunications, electronic commerce, 
transportation, logistics, manufacturing and energy. 

TIBCO’s global customer base includes more than 
1,300 customers such as Cisco Systems, Yahoo!, NEC, 
Enron, Sun Microsystems, GE Capital, The Limited, 

Delta Air Lines, Philips, AT&T and Pirelli. Headquar-
tered in Palo Alto, California, TIBCO can be reached 
at 650-846-1000 or on the Web at: www.tibco.com.

New Market Study Ranks Novell the Top 
Provider of Single Sign-On Technology 
within Organizations
Novell recently announced that an IDC security report 
ranks Novell as the world’s number one provider of 
host single sign-on (SSO) technology, which helps 
organizations increase security and reduce costs by 
allowing users to access myriad applications and 
databases with a single password. Novell’s 30 percent 
share of the host SSO market leads other competing 
vendors by a significant margin. 

Building on its market-leading eDirectory software, 
Novell’s single sign-on technology offers a tested, 
comprehensive approach to protecting core corporate 
information in today’s increasingly connected world. 
Further, Novell’s strength in single sign-on solutions is 
underscored by the company’s overall growth in the 
security administration, authorization and 
authentication (3A) market. According to IDC, 
Novell’s 3A security business grew by 300 percent 
from 1999 to 2000.

Novell’s momentum in the security market comes as 
customers are increasingly looking to consolidate the 
number of security vendors they deal with and 
purchase solutions from a trusted source. The breadth 
of Novell’s security products, particularly in the area 
of Access Management, and the centralized 
administration offered by Novell’s eDirectory solution 
allow customers to manage and secure access to Web, 
host/internal and legacy applications without the 
difficulty of integrating offerings from a variety of 
vendors.

While Novell is the market leader in host SSO 
technology, the company also delivers compelling 
products that enable single sign-on to Web and legacy 
applications all based on a common, easy-to-manage 
directory infrastructure.

The IDC report, entitled “Worldwide Security 3As 
Software Market Forecast and Analysis, 2001-2005,” 
details revenue forecasts and key trends within the 
security 3A market. IDC expects the 3A market to 
grow from $2.8 billion in 2000 to $9.4 billion by 2005; 
and a significant portion of that market potential comes 
from single sign-on technologies for Web, 
host/internal and legacy systems and applications.

“Corporate employees often have to log into several 
applications and databases each day to do their jobs. 
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Managing all the passwords and account names can be 
a major headache for both the corporate user and the IT 
support staff, not to mention the costs that are 
associated with calls to the corporate help desk 
regarding lost or forgotten passwords,” said Brian 
Burke, senior research analyst covering Internet 
Security for IDC. “Vendors such as Novell are 
delivering host single sign-on technology to address 
this challenge, offering access to several applications 
and databases via a single password, a single login or 
both.”

Novell’s leadership in internal SSO technology is 
based on Novell SecureLogin and Novell Account 
Management and is a component of the company’s 
broader identity-based Access Management solutions. 
Novell iChain, for example, extends access and single 
sign-on to Web-based applications. Together, Novell’s 
suite of Access Management products allow 
companies to efficiently manage and secure access to 
network resources, allowing Web, wireless, dial-up, 
VPN and client-based users to have a secure single 
sign-on experience.

“Novell’s leadership in single sign-on technology and 
growth overall in the security market is indicative of 
the company’s decade of experience in identity 
management,” said Paul Smart, vice president and 
general manager of Novell’s Net Directory business. 
“Today companies are realizing that a sound security 
infrastructure addressing authentication, authorization 
and administration begins with knowing and managing 
the identities of employees, partners and customers.”

Novell’ eDirectory lays the foundation for identity 
management, and then Novell products like 
SecureLogin, iChain and Novell Account Management 
use those identity profiles to deliver access and single 
sign-on to platforms, internal applications and Web 
applications. For more information about Novell’s 
security products and solutions, go to: 
www.novell.com/products.

Novell Garners Two NetWorld+Interop 
Best of Show Awards 
Novell recently announced that two Novell products 
were named “Best of Show” at NetWorld+Interop 
2001 in Atlanta. Novell ZENworks for Desktops 3.2 
received the Best of Show award in the Network 
Management category, and Novell Internet Messaging 
System (NIMS) 3.0 was named Best of Show in 
Network Applications Software. Announced this week 
by CMP Media, the award winners were selected by 
editors of InternetWeek and Network Computing 
magazines for their impact on the industry and their 

level of innovation. Novell is the only vendor to have 
multiple products chosen as Best of Show. 

“These awards are independent validation of Novell’s 
success and innovation in providing customers 
solutions to real business problems,” said Craig Miller, 
vice president and general manager of Novell’s Net 
Management business unit. “Whether they are using 
ZENworks to reduce the time and costs associated with 
managing workstations, or NIMS to provide low-cost, 
standards-based messaging for up to millions of users, 
customers are able to leverage their existing 
infrastructure while helping employees be more 
productive and deliver improved service to their own 
customers.” 

NIMS 3.0, a cross-platform Internet messaging system 
that provides e-mail and calendar capabilities while 
supporting more than 100,000 users on a single server, 
is one of the first e-mail systems to deliver calendaring 
and schedule sharing across the Internet. NIMS 3.0 
leverages the strength of Novell eDirectory to deliver a 
highly scalable messaging infrastructure at a very low 
cost. NIMS operates on multiple platforms, including 
Novell NetWare, Solaris and Linux, and supports 
multiple clients such as Outlook, Eudora, Novell 
GroupWise and Netscape Mail. NIMS 3.0 delivers 
unmatched value and functionality to organizations 
that are looking to deploy flexible, low-cost, scalable 
messaging systems. 

Novell ZENworks for Desktops 3.2 is the latest version 
of the most widely deployed directory-enabled desktop 
management solution on the market. ZENworks 
simplifies network administration by leveraging 
eDirectory to automate and streamline software 
distribution and repair, desktop configuration, remote 
management, and workstation operating system 
imaging.

ZENworks for Desktops also operates across network 
operating systems, including NetWare and Windows 
NT/2000, managing Windows workstations on 
networks as one Net. According to a recent IDC white 
paper, ZENworks gave customers a payback time of 
less than three months and an average three-year return 
on investment of 2,039 percent. For more information 
about ZENworks, NIMS and other Novell Net services 
software, visit: http://www.novell.com/products.

Novell Delivers iChain Web Security 
Software: the Gatekeeper to Network and 
Application Resources
Novell recently announced the general availability of 
Novell iChain 2.0, the company’s Web security 
software which acts as the gatekeeper to network and 
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application resources. iChain allows organizations to 
secure their Web environments, control user access to 
those environments and provide users single sign-on to 
virtually all Web-based applications and content. As a 
key component of Novell’s Access Management 
security solutions, iChain simplifies enterprise 
complexity by creating a security infrastructure that is 
easily extended to all Net applications, systems, 
networks and platforms. The software also minimizes 
corporate risk and exposure by securing virtual 
organizations that span employees, customers, partners 
and suppliers. 

In the Net economy, organizations are forced to strike 
a delicate balance between accelerating their 
transformation to eBusiness while still securing their 
networks and data. This balance is driving the rapid 
adoption of security services, a market which analyst 
firm IDC expects to reach $21 billion by 2005. Today, 
Novell is helping companies secure their eBusiness 
environments by delivering Access Management 
solutions, which provide fine-grained access to 
platforms, applications and data for all types of users. 
iChain plays a pivotal role in these solutions by 
providing identity-based Web security services that 
control access to application and network resources 
across technical and organizational boundaries, as one 
Net.

Blue Cross Blue Shield of North Dakota (BCBSND) is 
the largest health care provider in the state of North 
Dakota, insuring nearly 400,000 members. To better 
serve those members, its employees and health care 
industry partners, and to relax the load on a 
sometimes-overwhelmed call center, BCBSND 
developed several Web-based applications which offer 
users quick and convenient access to health care 
information. In doing so, however, the company faced 
the added challenge of complying with new security 
and privacy regulations outlined in the Health 
Insurance Portability and Accountability Act 
(HIPAA). BCBSND turned to Novell software and 
services to address that challenge.

This latest version of iChain offers customers a number 
of new features and enhancements:

• XML-based Form Fill. Using XML, iChain can 
now provide single sign-on to virtually all 
Web-based applications and data without 
requiring customized programming or plug-ins.

• Advanced Authentication. iChain now gives 
customers the option of adding token-based 
authentication from leading vendors, such as 
ActivCard, RSA Security and Vasco to their 
Web-based systems, in addition to standard 

username/password, smart cards and 
certificate-based methods currently available.

• Improved management. The addition of several 
new management wizards has reduced iChain’s 
basic installation time from more than a day to as 
little as two hours.

• Increased scalability. Customers can now link a 
virtually unlimited number of iChain servers 
together to balance the load created by potentially 
millions of authentication requests while still 
giving an uninterrupted end-user experience.

• Enhanced performance. iChain is now 
significantly faster at processing user 
authentication requests, allowing those users to 
quickly connect to Web resources.

Novell Expands NetWare 6 Training to 
Meet Customer, Partner Demand - 
Pre-launch training effort largest ever in 
Novell history
Novell has announced the rollout of additional 
initiatives to meet the growing demand for NetWare 6 
expertise, training more partners and customers sooner 
than with any previously released Novell software. 
This announcement follows on the heels of highly 
successful NetWare 6 boot camps for solution provider 
partners and the currently running 50-city NetWare 6 
One Net Access Tour, where more than 10,000 
customers, solution providers and education partners 
are participating in the largest pre-launch training 
effort in Novell history. 

Novell’s worldwide training initiatives will help 
businesses maximize their return on investment in 
NetWare 6. According to Gartner Group, every hour of 
needed IT professional training is worth an average of 
5.75 hours of productivity to the enterprise. The new 
Novell Education training initiatives available are: 

• NetWare 6 First Class. This is the first Novell 
Education offering on NetWare 6. This two-day 
course provides participants with the first 
opportunity to receive hands-on training using 
enterprise equipment for NetWare 6.

• Upgrading to NetWare 6. This is a five-day course 
focused on the new features of NetWare 6. This 
course is designed to provide comprehensive 
experience and education on the value 
propositions of NetWare 6 and will be the 
cornerstone of the NetWare 6 CNE certification

• Upgrading to NetWare 6 Certified Novell 
Instructor (CNI) Training. This is the first 
NetWare 6 course offered by select Novell 
Authorized Education CenterSM (NAECSM) 
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partners worldwide. It is geared to the instructor 
audience and will accelerate growth of the 
worldwide expertise pool for NetWare 6.

Customers, education partners and solution providers 
who have attended NetWare 6 training are giving 
Novell high marks for its pre-launch training 
initiatives. “Novell’s NetWare 6 boot camp training 
and other courses they offer are top notch and show me 
Novell is committed to network engineers like me,” 
said Crystal Sroga, Master CNE with Benchmark 
Computer Training Centers in Edina, Minn. “I am 
thrilled to gain hands-on expertise from Novell 
because their technology is superior.”

Rick Rigby, director, Western Division for Novell 
solution provider partner at Cal Data Systems in 
Phoenix, adds, “Novell’s NetWare 6 boot camp was 
one of the best training courses I’ve participated in. 
The true value I gained was the ability to meet with 
knowledgeable instructors and implement the 
technology in a real-time lab set up. The hands-on 
experience has equipped me to know the product in 
such a way that I can more effectively sell it to 
customers.”

“Early demand indicators for NetWare 6 training are 
very strong,” stated Debbie Maucieri, vice president of 
Novell Education. “The reliable, secure and additive 
benefits of Net-ready NetWare 6 are driving interest 
among customers making eBusiness transformation 
decisions. With the rollout of these training initiatives, 
we ensure that a worldwide expertise on this product is 
readily available.”

Availability. NetWare 6 First Class is now available 
to customers in North America and Europe through 
January 2002. The Upgrading to NetWare 6 course 
becomes available Oct. 22 through NAECs worldwide. 
Upgrading to NetWare 6 CNI Training is available 
now through December and is free to Certified Novell 
Instructors. For more information, contact your local 
NAEC or visit: 
www.novell.com/education/netware6.html.

Customers can register to attend the free NetWare 6 
One Net Access Tour at www.novellregister.com, and 
solution providers can register at the 
www.novell.com/partners/nw6tour.

Novell’s New Specialist Certification 
Program Provides Expertise in One Net 
Solutions
Novell Education has announced the immediate 
availability of its Specialist Certificate program. 
Specialist Certificates provide a product and 

solutions-focused training that enterprises and 
consultants need to implement Novell-based solutions. 

Unlike many other certifications available today, 
Novell’s Specialist Certificate program does not 
require multiple courses and several tests to 
demonstrate broad understanding in large product 
areas. These certificates consist of only one course and 
one test on specific skills for Novell solutions, 
allowing the IT professional to quickly prove expertise 
in one specific area. 

“With the rapid adoption of one Net solutions from 
Novell and its subsidiary, Cambridge Technology 
Partners, the need for very focused, single-solution 
training became evident,” said Debbie Maucieri, vice 
president for Novell Education. “Specialist Certificates 
will meet that demand for more specific, accelerated 
solutions oriented training for members of the IT 
community, hundreds of thousands of whom already 
hold a Novell certification.”

The classes and tests available to earn a Specialist Cer-
tificate include: 

• Course 370: GroupWise 6 Administration (Test 
50-665) - NEW

• Course 770: Internet Security Mgmt w/ 
BorderManager (Test 50-650)

• Course 606: TCP/IP for Networking Professionals 
(Test 50-649)

• Course 781: Desktop Management with 
ZENworks for Desktops 3 (Test 50-662)

• Course 555: Integrating Novell eDirectory with 
Windows NT (Test 50-644) - NEW

• Course 556: Integrating Novell eDirectory and 
Active Directory (Test 50-663) - NEW

• Course 992: Directory and Database Integration 
Using DirXML (50-668)

Availability and Pricing. Specialist Certificates are 
awarded after only one test is taken and passed at a 
VUE or Prometric authorized testing center. Retail 
price for these tests is $100.

Courses to prepare for Certificate tests may be taken 
through Novell Authorized Education Centers 
(NAECs), via instructor-led training (ILT) and 
self-study kits. Self-study kits are sold through 
shopNovell and Novell Online Training Providers 
(NOTPs).

Pricing for courses and self-study kits is available 
through local NAECs (training locator: 
http://www.novell.com/education/locator or 
http://shop.novell.com 
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Novell Advocate Wins IT Professional of 
the Year at Computing Awards For 
Excellence 2001 
Novell has announced that its customer, Peter Kidd, 
Head of IT for Pinderfields & Ponterfract NHS 
Hospitals Trust, was named IT Professional of the 
Year by Computing magazine at the Computing 
Awards for Excellence. Pinderfields & Ponterfract 
Hospitals’ innovative IT developments and Kidd’s 
people management abilities were highlighted as 
winning qualities at the award presentation held at 
London’s prestigious Grosvenor House Hotel. 

“Receiving this award is an inspiring experience,” said 
Peter Kidd. “It is a major achievement, not only for 
myself, but also for the whole team. The staff at the 
Trust and at Novell have all contributed to winning this 
award.”

Newcastle United Football Club’s Learning Centre, 
another extensive user of Novell technology, was 
highly commended in the Comm.unity award in 
recognition of the project’s positive impact in bridging 
the digital divide to the benefit of the community. 

“We are delighted that our customers have been 
acclaimed as leaders in the IT industry,” said Steve 
Brown, Regional Director, Novell UK, Middle East 
and Africa. “Technology is now recognized as a key 
business enabler in the commercial world. However, 
what these awards demonstrate is that Public sector 
organizations are successfully embracing innovative 
technologies to drive greater business efficiencies and 
improve service delivery for the benefit of the general 
public.”

Using Novell Net Services software, Peter Kidd has 
dramatically changed the role of IT within the Trust, 
making it one of the first NHS trusts to deliver all the 
key components of the Electronic Patient Record 
initiative. In addition, Kidd’s decision to implement 
flexible, Internet-enabled systems based on Novell Net 
services software has accelerated the Trust’s ability to 
deliver value-added services to its staff and patients, 
including an online referral system that allows General 
Practitioners to book routine surgical operations for 
their patients online. 

Newcastle United Football Club has also utilized 
Novell Net Services software to run its purpose-built 
Learning Centre at St. James Park, 
Newcastle-upon-Tyne, one of Europe’s largest 
community education projects. The Centre provides 
e-learning facilities 7 days a week, improving literacy, 
numeracy and IT skills for 1,000 children and 1,000 
adults every week. 

Novell Small Business Suite 6 Now 
Shipping
Novell is pleased to announce the availability of 
Novell Small Business Suite 6 (English) to all Red Box 
and VLA Customers worldwide. Novell Small 
Business 6 (NSBS6) is especially designed to meet 
small businesses networking needs. It includes 
NetWare 6 (including iFolder and iPrint), GroupWise 
6, a full version of ZENWorks for Desktops 3.2 and 
Border Manger Enterprise Edition 3.6 (including VPN 
Services). Partner products included in the Suite 
include Tobit FaxWare, FatPipe Internet Software and 
Network Associates NetShield, VirusScan and 
SecureCast.

Novell Small Business 6 provides the critical tools 
small businesses need to securely communicate with 
customers and partners, such as e-mail, wireless 
messaging, faxing, firewall, virus scanning, and robust 
Internet integration including iFolder, iPrint, and 
NetWare Remote Management. It is easy to install, and 
easy to keep running.

NSBS 6 is ideal for 50 or fewer concurrent users on a 
single-site network. NSBS 6 provides flexible, secure, 
non-stop access to networked information, allowing 
small businesses to serve their customers better and 
work more effectively with partners.

Licensing. NSBS6 licensing is limited to 50 
concurrent users. A second server license is included in 
the NSBS6 to allow an additional server in the tree at 
no additional cost. Providing a second server license 
allows for flexibility as customers configure their 
network operating system environment. 

Upgrades. Upgrade pricing is available for the 
following Novell products:

• Novell Small Business Suite (all versions)

• NetWare for Small Business (all versions)

• NetWare (all versions)

• IntraNetWare (all versions)

• NetWare Lite (all versions)

• Personal NetWare (all versions)

Novell Small Business Suite 5.1 Server and Additive 
licenses will continue to be available on the price list.   

Competitive Upgrades. Upgrade pricing is 
available for the following competitive products:

• Microsoft Windows NT (all versions)

• Microsoft Windows 2000 (all versions)
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• Microsoft Small Business Server 2000 (all 
versions)

• Microsoft Back Office Small Business Server (all 
versions)

• Banyan Vines (all versions)

• Artisoft Lantastic (all versions)

Additional Licensing Information. NSBS6 is 
available in a base product of Server +5 and 
Connection Licenses in 1, 5 and 25 Connection 
packages. NSBS6 upgrades are available in Server +5 
Connections, Server +10 Connections and Server +25 
Connection packages.

As an example of Product Licensing for new customer, 
the new customer would purchase a Server +5 
connection license and any additional connection 
licenses needed to a maximum of 50 concurrent users. 
This is consistent with the existing licensing model in 
NSBS5.1.

Customers upgrading from a qualifying Novell product 
will be able to purchase an upgrade in a Server +5 
Connections, Server +10 Connections or Server +25 
Connections and any additive connection licenses 
needed to meet business requirements (not to exceed 
50 concurrent users).

Novell GroupWise 6 International Versions 
Available in English, Thai, Hebrew, 
Arabic, Turkish, Chinese Simplified, 
Chinese Traditional and Japanese
Novell is pleased to announce the availability of 
Novell GroupWise THATCCJ (English, Thai, Hebrew, 
Arabic, Turkish, Chinese Simplified, Chinese 
Traditional and Japanese) to customers worldwide. 
Novell GroupWise 6, the premier communication and 
collaboration tool for the one Net environment, 
accelerates your organizational productivity and is the 
first collaboration solution to include wireless 
connectivity in the box as an integrated function.

Incorporated in this multi-lingual release is SP1 for 
GroupWise 6. SP1 includes a number of additional 
enhancements, including mailbox Proxy for the 
WebAccess Client, improved LDAP authentication for 
the client and the ability to retrieve certificates from an 
LDAP server for encrypting and digitally signing mail 
items.

With GroupWise 6, people have access to their 
information and schedules, and can collaborate with 
others from anywhere, at anytime, so they are always 
in the collaboration zone.

On a broader scale, organizations can expand beyond 
the traditional “deskbound” workforce to the deskless 
workers who form the core of many corporations’ 
knowledge base. GroupWise 6 empowers employees 
to communicate across organizational boundaries to 
address job-related challenges and respond to the needs 
of customers quickly and easily, regardless of location.

Tight integration with Novell’s Net services software, 
including eDirectory and Novell DirXML, ensures 
unmatched ease in management, whether your 
environment supports 50, 5,000 or 50,000 mailboxes. 
Administrators can conveniently track the health of 
their GroupWise system from anywhere using a Web 
browser or wireless device. 

GroupWise offers superior scalability to support your 
escalating requirements for larger post office sizes and 
a growing number of mailboxes. Features such as 
Smart Caching allow administrators to support many 
more users on a single server. This minimizes the need 
to deploy and manage new servers, reducing both 
hardware and administrative costs.

GroupWise 6 enables you to maintain secure, 
authenticated communications with organizations and 
individuals outside your own enterprise. GroupWise 
supports such industry standards as Secure Sockets 
Layer (SSL), Secure Multipurpose Internet Mail 
Extension (S/MIME) and Public Key Infrastructure 
(PKI).

Novell Cluster Services delivers 99.99 percent 
availability of your GroupWise system for continuous 
access to essential data. Features such as smart backup 
and restore and multithreaded database checking 
enhance reliability and availability even further.

GroupWise provides flexible, integrated email, 
scheduling, and task, contact and document 
management capabilities across traditional, Web-based 
and wireless clients. This enables you to streamline 
internal and external communications so that 
employees, customers and partners work together to 
complete projects with optimum efficiency.

GroupWise natively supports Internet Message Access 
Protocol 4 (IMAP4), Post Office Protocol 3 (POP3) 
and other standards. In addition, the GroupWise client 
supports Network News Transfer Protocol (NNTP) and 
Lightweight Directory Access Protocol (LDAP) to 
give you the broadest interoperability for 
communications and authentication.

Incorporated in this
multi-lingual release is
SP1 for GroupWise 6.
SP1 includes a number
of additional enhance-
ments, including mail-
box Proxy for the
WebAccess Client,
improved LDAP authen-
tication for the client
and the ability to
retrieve certificates
from an LDAP server
for encrypting and digi-
tally signing mail items.
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Answers to Your Developer 
Questions

Q. Using Novell Beans for NetWare, how do you go 
about setting user log-on time restrictions on an User 
object? I remember with ActiveX it was setting a few 
bytes. More specifically, the information I need to 
know is what data type the value is. I am able to see 
two values “Logon Time Restrictions Map_DATA” 
and “Logon Time Restrictions Map_Length.” 

What are these? I see that Map_Data is 255 characters 
long (it’s mapped to SQL type varchar when using 
ODBC drivers), but do I set it with bytes or 
characters? Lastly, is there some type of Novell Bean 
data type (like NWValue, or NWTimeStamp) that I can 
use? Will I need to set that Map_Length as well?

A. The “Login Allowed Time Map” is of data type 
NWValueOctet String. The data length is 84 bytes.

This is how it works:

• The 84 byte string represents 7 days

• 1 week: 84 chars

• 1 day: 12 chars

• 4 hours: 2 chars = 1 byte in hex representation

• Each bit represents 30 minutes (0= No login, 1= 
Login OK).

Counting starts with Sunday 0am. Be aware that 
eDirectory is a global system and user attributes are 
stored once for the system. The values passed in must 
be adapted to your local time zone. In this case, you 
should get your time zone’s offset from GMT and shift 
the login time values appropriately.

I will explain this further with the help of an example. 
Suppose we have set up the time restrictions for a user 
using the NWadmin or the Console One utility and 
from there we read the value for that user. Suppose the 
server return the following string that begins like this:

“00FF80 ...”

This is hex-representation; therefore the fragment 
represents following three bytes:

x0, xff (255), and x80 (128).

In bit representation, this sample appears as: 

00000000 11111111 10000000

Each bit stands for a 30 minutes interval, with each 
byte representing 4 hours. The bit=0 means “Login 
denied” and bit=1 means “Login allowed.” Hence, in 
our sample, our user may not login for the first 
8*30min segments (i.e., Sunday 0:00am-3:59am 
GMT), then he’s allowed to login for 9*30min 
segments (i.e., Sunday 4:00am-8:29am), and denied 
access for the next 3.5 hours until 11:59am. 

From this example you can see that the first byte (8 
bits) stands for the first 4 hours (in eight 
30min-segments) of the week (i.e., Sunday 
0:00am-3:59am). The 2nd byte then stands for Sunday 
4:00am-7:59am), and accordingly, the 3rd byte stands 
for Sunday 8:00am-7:59am).

This whole calculation is without the time zone offset, 
but refers to GMT (Greenwich Mean Time). Let’s now 
assume you live somewhere in the US and have 
GMT-8h as your time offset. The first byte of the 
attribute still stands for Sunday 0:00am-3:59am GMT, 
which in your case you need to convert that offset into 
your numbers by subtracting 8 hours (GMT-8h). 
Hence the first byte now stands for Sat 16:00-19:59h 
your local time.

Q. In the GroupWise Administrative APIs, would 
you be able to give me the format of the Connect string 
when I use ConnectByDN(String XX)?

A. If you look at the gwadapi.h header file, you will 
see that the ConnectByDN method takes one required 
parameter (the DN or Distinguished Name), and one 
optional parameter (the Tree). The first argument is of 
type BSTR, and the second is a VARIANT string type. 
Hence, something like this should work (using both 
parameters).
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//Connect to server
char* szDomDN, *szNDSTre;
VARIANT MyTree;
BSTR MyDom;

szNDSTre = “SERVER-1-TREE”;    // tree

// the next line shows the format of “my” distinguished name in the directory
szDomDN  = “GWDomain.GroupWise.novell”;  // distinguished name.

VariantInit (&MyTree);
V_VT(&MyTree) = VT_BSTR;
V_BSTR(&MyTree) = SysAllocString(TO_OLE_STRING(szNDSTre));
MyDom = SysAllocString(TO_OLE_STRING(szDomDN));

//  I assume you already have the pIGWSystem Interface pointer.
if(!SUCCEEDED(pIGWSystem->ConnectByDN(MyDom, MyTree))) 
{

printf("Failed to connect\n");
return -1;

}

Q. When can we expect to see IBM WebSphere 4.0 
for NetWare? We have a new OS, NetWare 6, but now 
we need a new, fresh, version of IBM WebSphere!

A. Unfortunately, Novell has changed direction 
regarding WebSphere. You can read the letter from 
Jim Abbot Product Manager, Java Technologies 
below. Basically this has indicated that future 
WebSphere work has now been dropped. The version 
that ships with NetWare 5.x is little more than a 
JSP/Servlet runner, as such the port of Apache has 
replaced it. The reply also indicated that Novell had 
few sales of the advanced version.

“There has been a push at Novell to move away from 
things that require the NetWare client under them. In 
reality we have replaced the MVC Beans as you refer 
to them, with pure Java LDAP beans that use straight 
JNDI underneath and do not require NJCL to be there.

“With regard to WebSphere Advanced, this was purely 
a business decision. We were not selling a great deal of 
the product but were expending considerable resources 
to support the porting effort and felt we could better 
utilize the engineering resources on other Java based 
initiatives. Our customers, both internal (other 
development groups) and external, tell us what they 
really need is a portable highly open servlet / JSP 
container.

“They clearly wanted something very easy to manage 
with as small a memory foot-print as possible. In 
NetWare 6 we chose to include Tomcat to satisfy this 
requirement, so far it seems to meet the needs of the 
majority of our current developer needs.

“We are looking at a number of J2EE components as 
well as a number of Web Services and including XML, 
SOAP, UDDI and WebDav and the best delivery 
vehicle for making them available to our own internal 
and external development groups.

“We will continue to ship WebSphere Standard edition 
as part of NetWare 5.1 for some time into the future. 
Most of us feel WebSphere is an excellent product, we 
have similar feelings toward WebLogic as does our 
consulting group Cambridge Technologies. What 
Novell customers require today however, appears to be 
considerably less sophisticated in meeting their daily 
needs.”

Q. Does anyone know if it’s possible to set a user’s 
GroupWise password from LDAP?

A. The GroupWise password is not stored in 
eDirectory, but is set internally in the GroupWise 
software. As a result, you cannot modify it via LDAP. 
There are GroupWise APIs to do this: You can “clear” 
and “set” a GroupWise user’s password by using the 
GroupWise Administrative Object API—assuming 
you have administrative rights.

Does anyone know if it’s
possible to set a user’s
GroupWise password
from LDAP?
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However, when GroupWise engineers wrote the API, 
they did not want to provide a method to “get” the 
password. A new “Object” API method will also soon 
be available which will allow any user to change their 
own password. It currently does not exist in the 
GroupWise Object API.

Q. I am trying to use the Novell LDAP NDK on a 
Windows 2000 server without NetWare, just with 
Novell eDirectory. I’m getting a severe error message 
that says:

“Long namespace missing from volume SYS on ...
Please load long.nam from your NetWare console, type
“ADD NAME SPACE LONG to VOLUME SYS”

However, I cannot start a command line console from 
anywhere, nor can I find anywhere in ConsoleOne 
where I can enter such a command. Is there any way I 
can install the class libraries without full NetWare?

A. This is a relatively simple problem to fix. 
Without this solution, you will get a load of errors 
during the install. The solution is to make sure that 
ldap.jar file has been added to your classpath. That 
should allow you to connect using the library.

Q. I am new to NetWare Loadable Module (NLM) 
programming and C-programming. I would like to 
write an NLM that copies a list of files from a central 
server. The list of files will be in a text file. I know how 
to read the text file, but my problem is connecting to 
the central server and copying the files. 

If someone could just point me in the right direction 
i.e: Use this API then that API, etc. I am an 
experienced Delphi programmer, just new to C and 
NLMs.

A. The process is quite similar to opening a 
NetWare connection to another server from Delphi 
(without Win32 APIs):

• Open a new connection to server B

• Login/authenticate to server B

• Read/write the file

• Disconnect (optional)

You can find more details at: 
http://developer.novell.com/ndk/doc/nlmnwlib/ndev_e
nu/data/h89n7jtp.html 

This directory contains general information on bindery 
login. You can also get information on NDS 
authentication from: 
http://developer.novell.com/ndk/doc/ndslib/nds__enu/
data/huzx6sda.html 

Q. When using Novell’s ActiveX Controls, is there a 
simple way of getting a list of all users, including 
logged-in users with their login ID, full name, and IPX 
address? 

A. Unfortunately, this feature isn’t available 
directly, but you could use the indirect method of 
utilizing the Directory ActiveX Control. Set a Filter to 
“User” to get all the users for a specified context and 
retrieve each users’ “Network Address.” If you get a 
value back, then they are logged in; if you don’t, then 
you know they aren't currently logged in. 

The direct way would call the lower-level APIs from 
Delphi, as there are Delphi samples at: 
http://developer.novell.com/engsup/sample/tids/dmonit
or/dmonitor.htm

Q. I am not able to invoke the NetWare Internal 
Debugger. Even when the console is not secure, the key 
sequence for invoking the debugger does not work. INT 
3 in code causes the server to Ab-end and restart 
automatically. Please help.

A. This is a real strange situation, in that it is very 
rare when you cannot break into the NetWare Internal 
Debugger. A few possibilities that would prevent this 
would be a very tight loop of code executing in certain 
parts of a misbehaving NLM or a hardware hang. 

But considering what you have said in your question, I 
suspect a far more simpler solution to your problem is 
your keyboard. Your keyboard must support four keys 
pressed simultaneously and some older keyboard 
models do not. Just replace the keyboard, with a 
current model when the server is powered off. Then 
power the server back on and I suspect you will be able 
to enter the debugger.

When using Novell’s
ActiveX Controls, is
there a simple way of
getting a list of all
users, including
logged-in users with
their login ID, full
name, and IPX address?



codebreak

w w w . n o v e l l . c o m / a p p n o t e s
136

Need to Get Smart? Get 
Developer Training!

Want to create an enterprise Web portal or provide a 
single sign on experience over the Web and across the 
company network? Need to keep critical data 
synchronized across databases, directories, and 
applications?

DeveloperNet offers a broad range of training to help 
you get going on those high-priority development 
projects. Everything from seminars to on-line courses 
to customized on-site training is now available in an 
easy-to-use new site. 

Novell DeveloperNet now offers classroom code 
walk-through and hands-on training to teach you 
eDirectory, GroupWise, NetWare development and 
more. See http://developer.novell.com/support/
Training/DeveloperTraining.htm for a full list of 
available courses and sign up today. 

Customized Developer Training
Put together your own Developer Training. Use 
http://developer.novell.com/support/Training/
requestnew.htm and select from available courses and 
modules or request the creation of a custom module. 
Tell us where you’d like the training to take place, as 
well as the date and the number to be trained. A Novell 
Worldwide Developer Support representative will 
contact you with pricing information. If you have any 
questions, please contact us at +1-800-733-9673 option 
3 (outside the US use +1-801-861-5281, option 3).

Online Training
DeveloperNet University is your training and 
education source for sharpening your skills and 
accelerating your development of Net-based solutions.

The University offers online access to in-depth training 
on the latest Novell technologies, products, and 
technical publications. The site includes courses, 
self-checks, code samples, and much more. See 
http://developer.novell.com/servlet/devnet/
education/index.html.

On-line courses are in-depth discussions on application 
development for NDS and NetWare. They contain 
sample code with detailed discussions on how to use 
the code. Information is also provided on required 
configurations, tools and programming techniques. Go 
to: http://developer.novell.com/servlet/devnet/
education/lecture.html.

The Coding Projects (Tasks) page demonstrates the use 
of functions and interfaces to teach specific principles 
and general programming theory. This is found at: 
http://developer.novell.com/servlet/devnet/education/l
abs.html.

Event Training

The Novell Developer Seminar Tour takes 
DeveloperNet University to the road. This year, we 
present eight technical sessions over the course of 2 
days in most locations. Registration is FREE for all 
DeveloperNet members. Join with your peers and 
expert Novell engineers at a development seminar in a 
city near you. To find out more, see: 
http://www.developer.novell.com/education/tour/

There’s always plenty to learn at Brainshare in the 
Developer Den. At Novell BrainShare 2002 the power 
to change takes shape in a week of new solutions, 
intense training, certification testing and more. It’s the 
one event that brings it all together as only Novell can. 
Wrap your mind around it now — online registration 
opens December 1, 2001. Register before February 15, 
2002 and attend for just $1495—a savings of $200!

Check out the Training and Events page at 
http://developer.novell.com/training.html for a 
complete list of offerings or to request customized 
training to meet your specific needs.

DeveloperNet Univer-
sity is your training and
education source for
sharpening your skills
and accelerating your
development of
Net-based solutions.
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So Now What Do We Do?

Gamal B. Herbon
Editor-in-Chief
Novell AppNotes

We’ve all had a chance to catch our breath now and to 
think about everything that has happened since 
September 11th. It’s not business as usual any more, 
but we do need to return to normalcy (whatever that 
may be defined as now). Many of us have had to face 
the facts that we have been quite lax in our business 
processes and procedures, and this has definitely been 
a walk-up call. So, now what do we do?

Evaluate and Prepare
The first thing is to carefully evaluate the weaknesses 
as well as the strengths in our businesses, our business 
models, and our use of technology. Technology can be 
wonderful, but only in the hands of those who truly 
know how to use it. Case in point...airport and airline 
security. It has become quite clear that while the 
technology is available to make airports and airplanes 
more secure, the technology hasn’t been implemented 
to do so, or where it has, many of the people that use 
the technology either haven’t been properly trained in 
using it, or they have been lax in using it. Granted, 
there is always the human factor involved, and you 
never know when someone will take a bribe to “look 
the other way.” This will always be a problem, but this, 
too, can be improved through redundancies in systems 
and people.

What I want to focus on here is being prepared for 
whatever may still be coming. Preparation is still the 
best method for prevention. In the world today, there is 
always the chance of more economic chaos. As we are 
heavily dependent upon technology, we are aware that 
the world economy can be highly vulnerable.

Controlled by Technology
We take for granted how many things are controlled by 
technology, and not just in our offices. I remember 
reading years ago in a Reader’s Digest Condensed 
Book (a volume of condensed books under one cover) 
about a person who was seeking revenge on a specific 
city for something that happened to his family, and so 

he accessed the cities various computer systems and 
created havoc. Does this sound feasible? Could be!

Think about this for a minute. Most traffic light 
systems are controlled by computer now. So are public 
utilities, public transportation systems, government 
systems, etc. Are you concerned yet?

I know, I’m sounding paranoid, but we all need to be a 
little more aware of these things, and then, with our 
know-how and development of technologies, we can 
figure out a way to overcome deficiencies, make our 
world a safer place, and return our economies to steady 
growth. When I hear the phrase “United We Stand,” it 
has many meanings. I believe it means that together we 
can overcome obstacles to our security and well-being, 
and that we will win. I’m asking all of you to take on 
this challenge. We can make this world a safer, better 
place.

Freedom or Safety
There has been talk of a national security ID card here 
in the US. I’m not sure that is the answer. 
Unfortunately, many people will believe this to be the 
case until someone comes up with something better. 
This brings up the question of limiting rights and 
freedoms, something near and dear to all who live in 
the free world. Much blood has been shed over the 
years to allow and protect these freedoms. As 
Benjamin Franklin once said, “They that can give up 
essential liberty to obtain a little temporary safety 
deserve neither liberty nor safety.” I think old Ben was 
on to something there.

Continue to live life to the fullest, but be vigilant. You 
can make a difference — you can make this world 
safer. You have the keys to making this happen. 
Technology can help, but we need to improve it and 
make it work. Some products are already available 
others are being developed, but we need to do our part 
to push these developments along. Businesses need 
new technology now more than ever! At the same time, 
this will drive our economies and help the world thrive. 

Spend Some Money
With the holiday season upon us, I encourage you to 
celebrate as you normally would and to do all you can 
to bolster the economy. Please take care of your 
families, and your fellow humans, and use your 
technology savvy to make this world more secure.

Please consider these things carefully and with the 
appropriate sense of urgency. I wish you the best of 
holiday seasons and bid you peace. Until next month, 
I’ll just keep rambling . . . .

Continue to live life to
the fullest, but be vigi-
lant. You can make a
difference — you can
make this world safer. 
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The Twelve Bugs of Beta
To the tune of “The Twelve Days of Christmas”

For the first bug of Beta, my manager said to me:
See if they can do it again. 

For the second bug of Beta, my manager said to me:
Ask them how they did it ,and
See if they can do it again. 

For the third bug of Beta, my manager said to me:
Try to reproduce it,
Ask them how they did it, and
See if they can do it again. 

For the fourth bug of Beta, my manager said to me:
Run with the debugger,
Try to reproduce it,
Ask them how they did it, and
See if they can do it again. 

For the fifth bug of Beta, my manager said to me:
Ask for a dump,
Run with the debugger,
Try to reproduce it,
Ask them how they did it, and
See if they can do it again. 

For the sixth bug of Beta, my manager said to me:
Reinstall the software,
Ask for a dump,
Run with the debugger,
Try to reproduce it,
Ask them how they did it, and
See if they can do it again. 

For the seventh bug of Beta, my manager said to me:
Say they need an upgrade,
Reinstall the software,
Ask for a dump,
Run with the debugger,
Try to reproduce it,
Ask them how they did it, and
See if they can do it again. 

For the eighth bug of Beta, my manager said to me:
Find a way around it,
Say they need an upgrade,
Reinstall the software,
Ask for a dump,
Run with the debugger,
Try to reproduce it,
Ask them how they did it, and
See if they can do it again. 

For the ninth bug of Beta, my manager said to me:
Blame it on the hardware,
Find a way around it,
Say they need an upgrade,
Reinstall the software,
Ask for a dump,
Run with the debugger,
Try to reproduce it,
Ask them how they did it, and
See if they can do it again. 

For the tenth bug of Beta, my manager said to me:
Change the documentation,
Blame it on the hardware,
Find a way around it,
Say they need an upgrade,
Reinstall the software,
Ask for a dump,
Run with the debugger,
Try to reproduce it,
Ask them how they did it, and
See if they can do it again. 

For the eleventh bug of Beta, my manager said to me:
Say it's not supported,
Change the documentation,
Blame it on the hardware,
Find a way around it,
Say they need an upgrade,
Reinstall the software,
Ask for a dump,
Run with the debugger,
Try to reproduce it,
Ask them how they did it, and
See if they can do it again. 

For the twelfth bug of Beta, my manager said to me:
Tell them it's a feature,
Say it's not supported,
Change the documentation,
Blame it on the hardware,
Find a way around it,
Say they need an upgrade,
Reinstall the software,
Ask for a dump,
Run with the debugger,
Try to reproduce it,
Ask them how they did it, and
See if they can do it again. 

Disclaimer: Lightweight Access brings you humorous 
observations and refreshing diversions to give you a 
break from the daily grind. Opinions expressed here do 
not reflect Novell’s official position on anything.
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Oct 00 464-000060-010 Using NDS Corporate Edition to Manage Windows NT and Windows 2000
Using the Novell Import Convert Export Utility
NDS Tree Walking Issues and Recommendations
How to Update Applications, ZENworks Application Objects, and snAppShots 
Residing on Multiple Servers
KLib: A Kernel Runtime Library
GroupWise Object API in Visual Basic and C++
Accessing Novell Services from Perl on NetWare

Sep 00 464-000060-009 Using Novell Net Publisher to Publish, Share, and Store Files on the Web
Protecting Your Network from Hackers with Advanced BorderManger Packet 
Filtering
Migrating from NT to NetWare with the NetWare Migrating Wizard
How to Configure and Optimize eDirectory LDAP Servers
Time Functionality in the Standard C Library
How to Add C3PO Custom Buttons with GroupWise Object APIs in Visual Basic

Aug 00 464-000060-008 Multimedia Streaming with NetWare 5.1
Implementing Strong Passwords in an NDS Environment
Troubleshooting BorderManager Licensing Issues
Choosing a Scripting Language on NetWare
How to Develop Web Applications for WebSphere Using MVC Beans
NetWare Installation Guide for Non-NetWare Users
Novell Controls for ActiveX and Microsoft Excel

Jul 00 464-000060-007 An Introduction to Novell’s DirXML
What It Really Means to be Integrated with NDS eDirectory
System Requirements for NDS eDirectory
Novell eGuide: One-Click Connection to Directory-Based Information
How to Supercharge LDAP Searches with NDS eDirectory Indexes
How to Use Metrowerks CodeWarrior
Building an NDS-Enabled Application Using Visual Basic and Novell Controls for 
Active X, Part 1

June 00 464-000060-006 Implementing an Enterprise-Wide White Pages/Yellow Pages Lookup Service 
with NDS eDirectory
Troubleshooting TCP/IP Communication Issues in the NetWare 5 Environment
NetWare Security: Closing the Doors to Hackers

May 00 464-000060-005 Standardizing Network Server Configurations with Server Policies in ZENworks 
for Servers
NDS eDirectory Design, Implementation, and Maintenance Guidelines
Enabling Roaming Lotus Notes Users with ZENworks for Desktops
Configuring BorderManager Authentication Services for Use with ActivCard 
Tokens

Date Part Number Titles
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DeveloperNet University Publications

Apr 00 464-000060-004 An Introduction to NDS Corporate Edition
Understanding and Configuring SLP Directory Agents (DAs) and Scopes
Troubleshooting and Diagnosing NetWare 5.1 Server Problems Through the 
NetWare Portal Utility
Implementing Software Metering with ZENworks

Mar 00 464-000060-003 Providing Web Services on the Internet: Why I Chose NetWare 5 Over Windows 
NT and Linux
An Introduction to ZENworks for Servers
Novell Internet Messaging Service (NIMS) Configuration Tips
What’s New in ManageWise 2.7
Protecting NDS from Malicious Internal Attacks with NetVision’s DirectoryAlert

Feb 00 464-000060-002 Novell’s Support for Windows NT, Windows 2000, and Active Directory
Understanding Novell’s Single Sign-On
How to Set Up and Use Remote Control with ZENworks 1.1 and 2.0
A Strategy for Migrating to Novell Distributed Print Services in a Pure IP Envi-
ronment

Jan 00 464-000060-001 What’s New in NetWare 5.1: The Complete Solution for Web-Based Networking
Rolling Out NetWare 5.1 with the NetWare Deployment Manager
Upgrading Novell Client Software Across the Network Using ACU.EXE
An Overview of NetWare 5.1’s Management Portal Utility
Taking Advantage of NetWare’s Public Key Infrastructure with Novell Certifi-
cate Server 2.0
An Introduction to WebSphere: The Next-Generation Web Application Server

Dec 99 464-000057-012 The Novell Controls for ActiveX and Visual Basic: Writing NDS Field Values
Features of the Novell Kernel Services Programming Environment for NLMs: 
Part Four
WebSphere Components
Introduction to NetWare 5 Memory Enhancements
Novell, Java, and Voyager
Novell to Ship NetWare 5.1 Beta
Novell Year 2000 Testing

Nov 99 464-000057-011 Configuring Your Client Application for LDAP Secure Binds
ASN.1, OIDs, and NDS—The Common Fit
Features of the Novell Kernel Services Programming Environment for NLMs: 
Part Three
Novell SSL for Java
SecretStore Single Sign-on
Programming on NetWare Made Easy with Perl Scripting
Developer Tools: Contest Winners Use NDS and NetWare to Create Prize-
Winning Apps

Oct 99 464-000057-010 The Novell Controls for ActiveX and Visual Basic: Searching NDS Field Values
Using JNDI and Novell’s NJCL to Access NDS
Using the NetWare Deployment Kit to Upgrade to NetWare 5 
Features of the Novell Kernel Services Programming Environment for NLMs: 
Part Two
Features of the Novell Kernel Services Programming Environment for NLMs: 
Part Two
Overview of New Features in BorderManager Enterprise Edition 3.5
Novell Developer Workshop Tour ‘99

Date Part Number Titles
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To help us give you the kind of information you need to better design, configure, install, and maintain your network, 
please take a moment to answer a few questions about the Novell AppNotes. Fax the completed form to 801-861-4123. 
Thanks—we value your feedback.

1. How useful is each article in this issue?

2. I would like to see more articles on:

 Network design and optimization  Network management  Other____________________________
 Novell product implementation  NetWare theory and internals
 Third-party product integration  NetWare programming

3. The type of article that is most useful to me is:

 Theory/conceptual  Tutorial  Troubleshooting/support  Technical case study

4. My affiliation with Novell is:

 CNE/ECNE/NPA  Programmer  Systems Integrator  MIS
 CNI  Reseller  Systems Engineer  Network Supervisor
 CNA  Consultant  Technical Support  Other ____________________________

5. I use the following Novell-related products:

 NetWare 5  ManageWise  NetWare for SAA  LAN WorkPlace
 NetWare 4  GroupWise  NetWare NFS  LAN WorkGroup
 NetWare 3  BorderManager  NetWare TCP/IP
 NetWare 2  SFT III  Developer Tools
 Other_______________________________________________________________________________________

6. General comments about the Novell AppNotes: 

____________________________________________________________________________________________________
____________________________________________________________________________________________________
____________________________________________________________________________________________________
____________________________________________________________________________________________________

Article Title Indispensable Very useful Somewhat useful Not at all useful

Ensuring High Performance and Availability from NetWare 4.x and 
5.x Servers

Building eDirectory-Enabled Applications Using Delphi: ActiveX

How to Use the Novell Kernel Services Programming Environment 
and Standard Run-Time Library: NetWare 6 Update

How to Access Remote ActiveX Controls from NetWare

How to Define a Corporate Naming Policy Using DirXML 
Stylesheets

How to Certify an NLM Application on NetWare 6

Net Management

Net Support

CodeBreak

Viewpoints

Lightweight Access



Order Form

Use this form to order subscriptions to Novell AppNotes (now including Novell Developer Notes), and back issues of 
AppNotes and Developer Notes (subject to availability). Please type or print.

Payment   All orders must be prepaid.

 Check or money enclosed.

 Bill credit card number: Expiration date ________________

 VISA  MasterCard  American Express

Cardholder signature ______________________________________

Cardholder name (printed) _________________________________

Mail or fax this completed form to: or call:

Novell AppNotes Order Desk Fax Number: (800) 377-4136 (U.S. & Canada)
1601 Park Avenue West (303) 294-0930 (303) 297-2725 (other locations)
Denver, CO  80216-5199 Please have your order and credit card information ready.

Novell, Inc. • 1800 South Novell Place • Provo, Utah 84606-6194 • 801-861-6000         Pcode=APNOR

Name

Title

Company

Address

City State Postal Code

Country E-mail Address

Phone Fax

 APPNOTES SUBSCRIPTION
Qty Description Unit Price Total Price

One-year subscription to  Novell AppNotes (now includes Developer Notes) US$99.00*

 BACK ISSUES
Qty Part Number (required) Month/Year or Report Title Unit Price** Total Price

 All prices are subject to change without notice. TOTAL

*Shipping and taxes are included in subscription price.

**Back Issue Prices

1–9 copies US$15.00 each plus shipping & handling

10–49 copies US$ 9.00 each plus shipping & handling

50–99 copies US$ 7.00 each plus shipping & handling

100+ copies US$ 5.00 each plus shipping & handling
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