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Letter from the Editor

1

Dear AppNotes Readers:

Welcome to the November 2001 issue of Novell AppNotes! As the autumn season is upon us here in the 
Northern Hemisphere, people are finishing up their outdoor work and refocusing on indoor activities. For 
many this means spending even more time on computers. So with that in mind, we have another issue 
packed with articles and sections to get those creative juices flowing.

I know many of you have been wondering whether to use a directory or a database for different tasks. This 
month Vikas Mahajan sheds some light on the subject with his article, “Should I Use a Directory, a 
Database, or Both?” Another timely topic is covered by Randy Bender in, “Preparing a Disaster Recovery 
Plan for NetWare and eDirectory.” In our last survey, many of you asked for articles about Delphi 
development. This month Wolfgang Schreiber responds to that need with the first in a three-part series of 
articles on “Building eDirectory-Enabled Applications using Delphi.”

For this month’s How-To articles, we have “How to Use the eCommerce Beans for LDAP in Servelets, 
Java Server Pages, and Enterprise JavaBeans” by Jeff Hanson and “How to Install and Configure NetWare 
Enterprise Server or Apache Web Server with Tomcat” by Ulrich Neumann. If you’re doing anything with 
LDAP or Web servers, you should find these articles beneficial.

As usual, we also have your favorite sections and Lightweight Access humor. We are trying to refine the 
sections to make them even better for you. Over the coming months you will see some changes based on 
what you’ve told us you want. Please continue to provide feedback on what we are doing right, as well as 
what we could be doing better.

I am gratified by your response to our special NetWare 6 issue. If your feedback is any indication, it looks 
like NetWare 6 is going to be a major winner! Look for continued articles and section material on NetWare 
6 in the coming months. We will also be covering some really exciting new products that we’ve just gotten 
a peek at recently. These technologies are so exciting, the competition seems to be getting more than a 
little concerned, and rightly so!

For those of you who haven’t visisted our Web site lately, I encourage you to do so. We have been making 
changes to make your Web experience more pleasant and user-friendly. I’d also like to know what your 
thoughts are on eBooks and electronic information subscriptions. Please spare a moment and tell me  
whether or not you think they have a future, and what that future is. Fire off an e-mail to 
gherbon@novell.com and let me know what you think.

As always, your feedback is greatly appreciated. I share all the feedback I receive with the entire staff and 
we always consider your suggestions for ways to make AppNotes and our Web site better for you. 
Remember, you can contact me by using the feedback button on our Web site or by e-mailing me at 
gherbon@novell.com. 

Until next time,

Gamal B. Herbon
Editor-in-Chief

November 2001
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Correction Notice

In the AppNote entitled “Multiprocessing Support in NetWare 6” in the 
October 2001 issue of Novell AppNotes, it was erroneously stated that the 
NetWare News Server, NetWare Streaming Media Server, and NetWare 
Search Engine have been multiprocessor-enabled for NetWare 6. In 
actuality, all three of these components have been removed from the 
shipping version of NetWare 6. Novell has determined that customers prefer 
to use one of the many third-party servers that are available.

Also, in the October 2001 AppNote entitled “Multiprocessing Support in 
NetWare 6,” the paragraph on page 79 that reads: 

“There are two other synchronization primitives that NetWare 6 could have 
used: Spin Locks and Barriers. Spin Locks were rejected because NetWare 
6 is essentially a user-space package. Barriers were rejected because the 
other primitives were deemed sufficient to implement the protection.”

should read: 

“There are two other synchronization primitives that NetWare 6 uses: Spin 
Locks and Barriers. However, these primitives are only available in the 
NetWare Operating System Kernel address space. They are not accessible in  
the protected user address space.”

We also want readers to be aware that numerous updates and clarifications 
have been made to the October 2001 AppNote entitled “iFolder: Data 
Accessibility, Where and When You Need It”. We encourage all to view or 
download the corrected version available online.

We regret any confusion that may have resulted from these errors. The online 
HTML versions of these AppNotes have been corrected, as have the 
downloadable Adobe Acrobat (PDF) and Palm (PDB) versions. These are all 
available on the AppNotes Web site at http://www.novell.com/appnotes.
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Should I Use a Directory, a 
Database, or Both?

Vikas Mahajan
LDAP Directory Specialist
PriceWaterhouseCoopers
vikas.mahajan@us.pwcglobal.com

The question of whether to use a Directory or a Relational Database stirs up much 
controversy and can bring a directory project to a standstill while directory 
engineers and Database Administrators argue the benefits of their respective 
technologies. This AppNote tackles some of the major issues surrounding this 
controversy and demonstrates that the two technologies are actually 
complementary solutions.

This information is adapted from an article published on the LDAPzone Web site 
at http://www.ldapzone.com. This is a great source for learning how to profit from 
developing solutions and services with LDAP, as well as XML (eXtensible 
Markup Language), DSML (Directory Services Markup Language), and other 
network industry standards.

Contents:

• Introduction

• Characteristics of an LDAP-Compliant Directory

• Characteristics of an RDBMS

• How Directories Are Used

• Determining Directory or Database

• Conclusion

Topics databases, directories, network application development

Products Novell eDirectory

Audience network consultants, integrators, programmers 

Level beginner

Prerequisite Skills familiarity with directories and relational databases

Operating System n/a

Tools none

Sample Code no
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 Introduction

Few questions stir up as much controversy and confusion as that which asks, 
“Should I use a Directory or a Relational Database?” This single question can 
bring a directory project to its knees as directory engineers and DBAs hammer out 
the benefits of their technology while quickly showing scepticism and doubt about 
their counterparts’ gaudy visions for their respective systems.

But the battle doesn’t end there . . . . If either system is poorly implemented, the 
performance of the system suffers, resulting in blame and abandonment of the 
technology which, perhaps, was simply tasked with doing something it wasn’t 
designed to handle.

In this article, I hope to tackle some of the major issues surrounding this 
controversy. Furthermore, I hope to demonstrate that Directories and Relational 
Databases are complementary solutions. By gaining an understanding of each 
system’s suitability to task, you can analyze your data requirements and more 
easily determine the types of data each system should hold. The heated 
discussions with your DBA are still likely to take place, but now you can enter 
those meetings with the knowledge you need to stand your ground regarding the 
business and data needs your directory will satisfy. And, with a little work on your 
part, your DBA will soon find that you are a colleague working to solve the same 
business needs rather than a radical technologist looking to replace his or her 
database with the latest technology “buzzword.”

Characteristics of an LDAP-Compliant Directory

The Directory is perhaps the most misunderstood piece of network infrastructure 
in your enterprise. From application protocol to file system, many people have 
misconceptions regarding the function of the directory. So let’s clear the air and 
establish some rather clear and generally accepted statements regarding 
directories:

• Extremely fast Read operations. Directories are tuned for higher read 
performance because the nature of the data in the directory is more commonly 
read than written or updated.

• Relatively static data. The data most commonly stored in the directory is not 
frequently subjected to change or modification. 

• Distributed. The directory, and henceforth the data it stores, is distributed in 
nature. 

• Hierarchical. The directory is capable of storing objects in a hierarchical 
fashion for organization and relationship.

• Object-oriented. The directory represents elements and objects.  Objects are 
created from object classes, which represent a collection of attributes. 
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• Standard schema. Directories utilize a standard schema that is available to all 
applications making use of the directory.

• Multi-valued attributes. Directory attributes can be single or multi-valued.

• Multi-master replication. Most leading directories offer multi-master 
replication, allowing writes and updates to occur on multiple servers.  
Therefore, even if servers are unable to communicate for periods of time, 
operations can still occur locally and then be sent to other replicas once 
communication is restored.

Additionally, if the Directory is LDAP-compliant, you can be assured that the 
directory will interpret and respond to LDAP queries and requests from any 
LDAP-enabled application. LDAP is a protocol supported and maintained by the 
Internet Engineering Task Force. The LDAP standard also encompasses schema 
definitions, the LDIF file exchange format, and definitions for some object 
classes. Work is also being done to develop standard replication mechanisms and 
other directory-related operations.

Characteristics of an RDBMS

The Relational Database also possesses a set of characteristics relatively common 
across all Relation Database Management Systems (RDBMS), including:

• Write-intensive operations. The RDBMS is frequently written to and is often 
used in transaction-oriented applications.

• Data in flux or historical data. The RDBMS is designed to handle frequently 
changing data. Alternatively, a RDBMS can also store vast amounts of 
historical data which can later be anaylzed or “mined.”

• Application-specific schema. The RDBMS is configured on a per-application 
basis and a unique schema exists to support each application.

• Complex data models. The relational nature of the RDBMS makes it suitable 
for handling sophisticated, complex data models that require many tables, 
foreign key values, complex join operations, and so on. 

• Data integrity. The RDBMS features many components designed to ensure 
data integrity. This includes rollback operations, referential integrity, and 
transaction-oriented operations.

• ACID (Atomic, Consistent, Isolation, Durable) transactions. The transaction 
either commits (such that all actions are completed) or it aborts (all actions are 
reversed or not performed).

• Atomic. Atomic transactions consist of grouping of changes to tables or 
rows such that all or none of the changes take place. A rollback operation 
can reverse all the actions of the atomic transaction.

• Consistent. Transactions operate on a consistent view of the data. When 
the transaction is completed, the data is left in a consistent state.
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• Isolation. Transactions run isolated from other transactions. So if 
transactions are running concurrently, the effects of transaction A are 
invisible to transaction B, and vice-versa, until the transaction is 
completed.

• Durable. Upon commitment of the transaction, its changes are 
guaranteed. Until the transaction commits, none of its actions are durable 
or persistent. If the system crashes prior to a commit, the effects of the 
transaction will be rolled back.

Note that LDAP directories can be deployed as applications on top of relational 
databases. The LDAP specification does not define the underlying data store for 
the directory, so each vendor is left to choose their underlying database. Oracle 
and IBM offer Directory Servers running on top of their RDBMS systems. Is this 
the best of both worlds? Well, not quite. There are many challenges, possible 
limitations, and performance implications that may be associated with such a 
product. Mapping the LDAP hierarchy, supporting extensible schema, translating 
queries to SQL, and supporting multi-valued attributes are just some of the 
challenges faced by these solutions.

For a detailed overview of how IBM designed their solution, I suggest visiting 
http://www.research.ibm.com/journal/sj/392/shi.html. However, the fact that 
these RDBMS vendors have embraced LDAP and directory technology 
demonstrates that the directory does indeed have a unique position in the 
enterprise, working alongside the RDBMS to solve business problems.

How Directories Are Used

So far, this overview has told you what each system is good at, but it still doesn’t 
help you determine for what situations or applications each is best suited. So let’s 
take a look at how LDAP-compliant directories are deployed in the enterprise, 
working alongside the RDBMS to solve business problems. In the Internet space, 
we find directories serving three major roles: Authentication, Authorization, and 
Personalization.

The Directory as an Authentication Source

The Directory as an authentication source makes great sense since most 
directories were designed with security in mind. Extremely granular, robust 
security mechanisms are available, allowing security down to the attribute level. 
Many Directory-enabled applications are available to extend directory security 
mechanisms to include a wide variety of authentication mechanisms, including 
PKI, biometrics, tokens, and other advanced forms of authentication. 

Many portal deployments include a security framework that leverages a directory. 
Products such as Netegrity’s SiteMinder or Oblix’s Netpoint take advantage of the 
directory’s security framework to allow multiple grades of authentication as well 
as distributed management and application authorization.
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Databases are not, by default, as flexible with security. Most offer column-level 
security, but the advanced security solutions available with directories are far 
more flexible and granular.

The Directory as an Authorization Source
Permissions and restrictions to resources are also well suited to directories. Many 
security and identity management applications rely on directories to authorize 
users to resources or Web-based applications. Products such as SiteMinder, 
Netpoint, and iChain incorporate policy-based authorization as a major 
component of their security architectures. Once security policies are established 
and configured, they do not change frequently. However, the frequency at which 
they are read remains high because the policies are constantly being checked to 
ensure security is properly enforced.

The Directory for Personalization
From e-mail systems to policy-based security, more and more applications are 
finding the directory to be an ideal repository for storing data related to the user. 
Since the directory maintains a record for each user, it makes sense to store 
user-specific data with the user. For example, names, addresses, telephone 
numbers, and e-mail addresses are the most common type of personalized data 
found in a directory. This data is specific to the user, but often needed by many 
applications. 

This personalization can go much deeper to include many types of preferences 
(often referred to as profiling). For example, Netscape’s “My Netscape” portal is 
powered by the iPlanet Directory Server and hosts a plethora of personalization 
characteristics for users, allowing them to individually customize the look, feel, 
and content of the portal to suit their tastes.

Among the benefits of using a directory are the hierarchical design, multi-value 
attribute support, extensible schema, and standard LDAP support and APIs. The 
need for speed and scalability also play well to the strength of directories. A great 
example is CNN interactive, powered by Novell’s eDirectory. Originally designed 
on top of an RDBMS, CNN found they couldn’t achieve the performance they 
needed using a relational database. With a directory, however, CNN was able to 
achieve under 250 millisecond performance, with the directory responding to 
more than 2000 requests per second and upwards of 25 million directory lookups 
per day. The result was a Web site with the ability to instantly personalize content, 
even under the most stressful situations.
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Determining Directory or Database

OK, so now you have a fairly good idea of where a directory really makes sense in 
your enterprise and how your applications can make use of it. But you may still be 
left wondering how you determine if your application should store data in a 
Directory or RDBMS. Well, first of all, keep in mind that it is not an all-or- 
nothing situation. Actually, the two solutions are quite complementary. 

Portal products from vendors such as Epicentric, Plumtree, and Tibco are great 
examples of directories and databases working together. These products can be 
configured to rely on directories for authentication and maintenance of users and 
groups. However, these applications still utilize the RDBMS to store application- 
specific settings and entitlements, as well as data not suited for directories such as 
web pages, Java applets, BLOB data, and other information the portal needs to 
function. 

Now, take a closer look at your data and your applications. Ask yourself several 
questions:

• Is the data dynamic or relatively static?

• Does the data need to be distributed?

• Can the data be used by more than one application?

• Is the data multi-valued?

• Can your data or application take advantage of a hierarchical relationship?

• Do you need flexible security options?

• Do you need single sign-on?

• Do you need distributed or delegated administration capabilities?

If you can answer yes to some or all of these questions, then directories and 
directory-based applications would likely be useful to your application or project.

As you continue your analysis, also ask yourself if the data and/or the applications 
require the benefits of ACID transactions. While most directories offer some form 
of data integrity, such as referential integrity, the directory was never designed for 
transactional data. If the data changes frequently, then it probably doesn’t belong 
in the directory. For example, you may want to keep IDs or account numbers in a 
directory because the data is relatively static. But you wouldn’t store account 
balances in a directory because the number would likely change often. 

Furthermore, due to the loosely consistent nature of directories and the nature of 
multi-master replication, there may be times when a change made to a replica on 
Directory Server A will take some time to get replicated to Directory Server B. As 
such, an application reading from replica B could get a different result than an 
application reading from replica A if both are read immediately after the change is 
made to replica A. It is even possible that a different change can occur to the same 
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data on replica B before the changes of replica A are made to replica B. The 
inconsistencies will, in time, correct themselves (conflict resolution can be 
handled via timestamps, changelog records, and so on, and vary from vendor to 
vendor), but for accounting or finance applications, this is not suitable. The data 
must be committed and consistent. As such, finance and accounting data is best 
suited for a RDBMS. 

Remember that directory data should be relatively static such that its ratio or reads 
versus writes is relatively high. Since the data is unlikely to change, the 
probability of an event as mentioned above actually occuring is minimized. 
Furthermore, the nature of the data isn’t such that it is dependant upon 
transactional level data integrity. Don’t make the directory do something it was 
never designed to handle. 

Conclusion

Many of these issues require a thorough understanding of the application and the 
data involved. Be sure to consider the business requirements driving the project or 
application development. You will find that the business requirements will dictate 
the technology, not vice-versa. Remember that directories and databases are 
complementary, not competitive, solutions. The more you understand the benefits 
and cost-savings you can gain from a directory, the better you can justify the 
implementation and migration to a directory-enabled network infrastructure.

Copyright © 2001 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
their respective companies or distributors.
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Preparing a Disaster Recovery 
Plan for NetWare and eDirectory

Randy Bender
Independent Consultant
rbender@telocity.com

Protecting business-critical data from a disaster that affects an entire site is on 
many network administrators’ minds these days. The key to being able to continue 
operations after such an event is having a disaster recovery plan that has been 
carefully conceived and documented. This AppNote presents an outline of such a 
document and provides recommendations for an effective recovery of a Novell 
NetWare/eDirectory network environment.

Contents:

• Introduction

• The Disaster Recovery Plan Document

• Section 1: Overview

• Section 2: Document Maintenance

• Section 3: Disaster Recovery Action Plan

• Appendices

• Conclusion

Topics disaster recovery, backup, restore 

Products NetWare, Novell eDirectory

Audience network administrators, consultants, integrators

Level intermediate

Prerequisite Skills familiarity with NetWare and eDirectory

Operating System NetWare

Tools none

Sample Code no
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Introduction

Within many companies, data storage is growing at an exponential rate. As the 
amount of stored data grows, so does the potential consequence of losing data in a 
complete site disaster. For many businesses, the costs associated with the loss of 
critical data can be devastating. A detailed recovery plan may be crucial to the 
survival of any organization in the event of such a disaster.

This AppNote provides an outline that can be used for the creation of a disaster 
recovery plan for a NetWare/Novell eDirectory (NDS) environment. This plan 
can be used alone or as part of a complete IT recovery plan for your company. The 
procedures are valid whether you provide your own recovery facilities or decide 
to use a hot-site vendor, such as Sunguard or Comdisco.

The goal of this recovery plan is to enable you to restore your NetWare and 
eDirectory environment. Recovery of applications, such as GroupWise and 
DNS/DHCP, is not covered but may be the topic of future AppNotes.

The Disaster Recovery Plan Document

The structure of this AppNote mirrors the sections of a recommended disaster 
recovery plan document. You can use this as a guide in preparing a similar 
document tailored to the needs of your organization.

Table of Contents

The following is the Table of Contents for the disaster recovery plan document. 
Each section listed will be discussed in more detail in the sections that follow.

Section 1: Overview
Executive Summary
Assumptions
Scope and Limitations

Section 2: Document Maintenance

Section 3: Disaster Recovery Action Plan
Flowchart
Step 1 - Preparation

1.1 - Verify Hardware
1.2 - Obtain Media

Step 2 - Recovery
2.1 - Prepare Hardware
2.2 - Configure NetWare and NDS on the Recovery Servers
2.3 - Restore NDS
2.4 - Restore File System
2.5 - Set Up Printing
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Step 3 - Verification
3.1 - Verify NDS
3.2 - Verify File System
3.3 - Verify Login Scripts
3.4 - Verify Applications

Step 4 - Fail-back Plan
4.1 - Recover Original Server Environment
4.2 - Restore Changes Made During Recovery Mode
4.3 - Verification

Appendices
A: Vendor Support Contacts
B: Hardware Requirements
C: Software Requirements
D: Current Backup Scheme
E: Current Data Volume Configuration
F: Current Server Configuration
G: NDS Configuration
H: Troubleshooting Tips
I: Data Restore Flowchart
J: Login Scripts

Section 1: Overview

The overview contains summary information, plan objectives, assumptions, and 
project scope and limitations. This section should be brief enough to enable an 
executive to justify the project and understand the scope of the plan.

Executive Summary
The first section of the overview should be a brief summary of what this document 
is and what it includes. For example, this section might start with a paragraph such 
as this:

“The purpose of this document is to outline the disaster recovery 
procedures for <company>’s <site location> campus. At this site, the 
NetWare server infrastructure is currently providing file/print and 
authentication services. In the event of a site disaster, recovery of 
<number> NetWare servers will be required for business continuity.”

Next, state the goals of the recovery plan and give a brief outline of the recovery 
cycle. This should be a preview of the actual recovery plan. You may also include 
a recovery time estimate if you feel it is necessary. Here is an example:
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“The objective of this document is to provide a workable network disaster 
recovery plan for <company>’s NetWare file and print services. This 
document will provide a set of guidelines for a network technician to follow 
during a disaster recovery situation. These guidelines will streamline the 
recovery process and minimize the number of decisions required during the 
recovery. It is estimated that the recovery procedures outlined in this 
document will require thirty hours to be carried out. Fail-back procedures 
are also specified for reinstating the complete network environment after 
the disaster is over.”

This section should also name the author of this recovery plan and indicate the 
initial creation date. If you are a consultant developing this plan on behalf of a 
customer, include your contact information.

Assumptions
This section lists all of the assumptions that will be made at the beginning of the 
recovery process. For example, these could include the following:

• Access to hardware and software required for recovery (include a reference to 
a list of requirements)

• Access to all required backup tapes

• Replacement hardware is functional

• Required connectivity and cabling is available

• Network technician is familiar with the basics of networking in general, as 
well as the software and hardware contained within this plan

Scope and Limitations
This section specifies exactly what is and what is not contained within the plan. 
For example, the steps outlined in this document assume that this is a plan to 
recover whatever is necessary within the walls of the data center: servers, NDS, 
connectivity between the servers, and data.

In the event of a disaster, it is assumed that access to the main site is not available. 
The printing environment at the recovery site will therefore probably not be the 
same as it was in the production environment. Due to this, the recovery of the 
printing environment will be dependent on the equipment available at the 
recovery site. This document assumes that the specifics are not known and 
therefore the recovery printing environment will need to be configured manually.

If your organization has a hot site completely specified, you can include printing 
recovery in your plan. This topic will be discussed further in Section 3.
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Section 2: Document Maintenance

This disaster recovery plan is designed to recover the current production system; 
any changes to the production system will alter the recovery procedures. In order 
for this recovery plan to be relevant at the time of a disaster, it must be 
continuously maintained. It is therefore important to schedule routine 
maintenance of this document. 

This section outlines the items contained within this document that need to be 
routinely maintained. Most of the information that will need to be updated exists 
in the Appendices; however, some exists in the body of the document also. To 
maintain control over modifications, make the appropriate entry in a change log 
whenever this document is modified. Include a specific checklist of items to check 
on a routine basis. The schedule of this routine check should be determined by 
how frequently your network infrastructure is modified. 

Be sure to schedule a review of this document after any significant change is made 
to the network. Depending on the magnitude of the change, you may want to 
schedule a complete dry run of the plan.  Include verification of this list and any 
changes in the change log.

Note: It is recommended that you schedule a periodic pilot of the procedures within 
this document. This not only verifies the steps contained within, but also gives 
the network engineer practice performing the steps. This experience will be 
invaluable during the pressure of recovering from a real disaster.

When changes are made to this document, log changes to a table contained within 
the document. An example is given below. 

Date Name Description

Oct. 12, 2001 Randy Bender Initial creation of document.

Oct. 19, 2001 Randy Bender Verification of plan. Changed flowchart of 
data restore procedure due to a modifica-
tion to the production tape rotation.
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Section 3: Disaster Recovery Action Plan

The disaster recovery action plan itself is divided into three sections: Preparation, 
Restoration, and Verification. Each section is represented by a number to signify 
the order: 1 for Preparation, 2 for Restoration, and 3 for Verification. Tasks under 
each heading are distinguished by adding a decimal place. For example, restoring 
NDS is the third major task in the restoration phase and is represented as task 2.3. 
These tasks numbers should be shown on the flowchart. 

The final section of the recovery plan is a fail-back procedure. These instructions 
should be comprehensive, but not necessarily as detailed as the fail-over plan. 
Typically there isn’t as much time pressure during fail-back as there is during 
fail-over. However, it is still important to recover the delta changes. These 
procedures are outlined in Section 4.

I prefer to organize these steps into a checklist format that can be followed during 
recovery. This way, the engineer can initial and timestamp the completion of each 
step. An example of this format is given in the Preparation section.

Also, at the end of each major task is a section to verify that things have gone 
according to plan up to this point. It is important to verify your progress so 
“molehills” don’t turn into “mountains” later in the recovery procedure.

Flowchart

The first section of the action plan should be a flowchart that reflects the major 
sections of the recovery plan and illustrates their interdependence.

Note: I recommend that you wait to create this flowchart until after your plan is 
finalized. Otherwise, you will spend a lot of time changing it to match 
modifications of your plan. It is much easier to create the flowchart after 
the recovery plan is in place.

Step 1 - Preparation

The first step in recovering the NetWare server environment is to verify that you 
have all the components necessary before starting the procedures. The specific 
hardware and software that will be required are listed in Appendix B and C for 
ease of future maintenance.

The following table is a sample checklist format that can be used throughout the 
entire recovery plan. Once each step is complete, the network engineer can check 
the task as completed and record the time. This will help you adjust recovery time 
estimates for future recoveries.
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Step 2 - Recovery

This section is the “meat” of your document. It gives the steps necessary to 
recreate the NetWare server environment, including the NDS tree, and to recover 
the data.

Note: In the final disaster recovery document, this section—along with the 
others—should be in the checklist format presented in the previous section. 
For ease of reading, I will discuss the issues presented in each phase without 
using the checklist format.

Step 2.1 - Prepare Hardware. The first step in the recovery phase is to prepare 
the recovery hardware. List all the steps necessary to ensure that the hardware is 
ready for the installation of NetWare: define the array, configure the hardware 
interrupts, and so on. Also include the configuration of any connectivity hardware 
such as switches and routers.

I recommend using a scriptable NetWare installation procedure to save time and 
eliminate possible data entry errors during the server configuration. (For details, 
see “Automating the NetWare 5 Installation with a Response File” in the 
December 1998 issue, and “More About Automating the NetWare 5 Installation 
with a Response File” in the February 1999 issue of Novell AppNotes.)

If you are recovering to Compaq hardware, you should investigate Compaq’s 
Scripting Toolkit at http://www.compaq.com/manage/toolkit.html. This toolkit 
contains utilities which allow you to configure the hardware resources, configure 
the array, create and populate the configuration partition, create and format the 
DOS partition, and start the installation.

Checklist for Step 1: Preparation Done Date/Time

Step 1.1 - Verify Hardware 

Verify that the necessary hardware is available and in working 
condition. (See Appendix B for specific hardware require-
ments.) 

• Verify that all servers complete POST (Power-On Self Test) 
properly and count the correct amount of memory. 

• Verify the configuration of disk arrays on each server. 

• Verify power to connectivity hardware (routers/switches). 

Step 1.2 - Obtain Media 

Verify that necessary hardware is available and in working con-
dition. (See Appendix B for specific hardware requirements.) 

• Verify that all servers complete POST (Power-On Self Test) 
properly and count the correct amount of memory. 

• Verify the configuration of disk arrays on each server. 

• Verify power to connectivity hardware (routers/switches). 
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At the completion of this step, your hardware should be configured and ready for 
NetWare to be installed. If you decide to use the scriptable installation, you will 
automatically start Step 2.2.

Step 2.2 - Configure NetWare and NDS on the Recovery Servers. This step 
contains the instructions necessary to recreate the server environment. At the end 
of this step, you will have the NetWare servers installed into a skeleton NDS tree 
that matches your production environment.

Regardless of whether or not you are using a scriptable installation, recreate the 
first server alone. Be sure to create the tree with the original name and locate the 
server in the original context. This server will hold the Master NDS replica. 

The remainder of the servers can be recreated simultaneously. Be aware that the 
next two servers installed will automatically receive Read/Write replicas of NDS. 
There is a key in the response file that you can specify whether this server will get 
a replica. However, it is referring to a replica of the [Root] partition, as no other 
partitions have been created yet. 

Note: It is important to recreate each server with exactly the same name and Server ID. 
If not, you will not be able to recover trustee assignments later. Also, it is very 
important to reinstall servers into the same context as in the production system.

Remember to install all of the server and connection licenses at this time. The 
license installation may also be automated with the scriptable installation. It is 
important to install the licenses now because if you forget to do so later, you may 
encounter application authentication problems. Before you know it, you could 
spend hours troubleshooting what you believe to be a communications problem 
only to find out that your GroupWise POA can’t authenticate to your domain 
because there are no connection licenses available.

At this point, you will need to patch the servers to the latest level approved by 
your organization. To speed the patch installation, have available a copy of the 
expanded service pack on a CD for each server. This way you can install the 
patches to all the servers simultaneously. During a disaster recovery, you'll want 
to save as much time as possible wherever you can.

Next, recreate all data volumes on each server. The configuration for these should 
be listed in Appendix E. Don't forget to assign all name spaces that were assigned 
to the original server.

Before moving on to the next step, verify the current environment. At this point, 
you should have all the servers recreated and located in the same context as they 
were in the production environment. Verify that all of the volumes have been 
recreated and the proper name spaces have been assigned. Also triple-check the 
server names, server IDs, and addresses. It is easy to make a typo while under the 
pressure of a disaster recovery.  This is a big reason why I recommend taking the 
time to develop a response file to automate the server installation.
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Step 2.3 - Restore NDS. Before NDS or file system data can be restored, the same 
User ID that submitted the backup job must exist in this new tree, with the same 
password and rights as it had before. Be sure to record this User ID, password, and 
any security equivalences in the maintenance section of this document. This 
reference must be maintained up-to-date if any aspect of the User ID is changed in 
the production environment.

Next, restore your SMS-compliant backup program on the server with the master 
NDS replica. Verify that the TSA agents (TSANDS and TSA500) are loaded and 
that SMDR is configured (SMDR NEW).

Most backup programs require you to re-catalog the tape before you can restore. 
Veritas BackupExec v8.5 stores the catalog on each tape, which can be restored 
instead of rescanning the entire tape. This will save you critical time during the 
recovery phase. Insert and restore the catalog of the tape that contains the backup 
of NDS.

The first step to NDS recovery is to restore the schema extensions. To verify that 
the schema has been expanded, use the Schema Manager to record the number of 
object classes and attributes. Submit the schema restore job. Compare the number 
of classes before and after the schema restore. If the schema recovery fails and 
your recovery environment has applications that are dependent on specific 
classes, you will have to reinstall the application programs to extend the schema.

The next step is restoring the actual NDS objects. It is very important to choose 
only those object types that you will need during the fail-over phase. You may 
only want to restore the specific classes that you need during the recovery, such as 
User and Group objects. Do not restore objects that already exist in the recovered 
environment. Below is a list of some of the objects that you should not restore.

• Security container 

• OU containers that already exist

• Server objects

• Volume objects

• License containers and objects

• Printer objects (unless they are required)

• SMS objects

• Application objects that are recreated during installation (BackupExec and 
NetShield are two examples)

• Admin and Backup user objects

Once NDS is restored, verify that there are no unknown or renamed objects. These 
may be present if you restored an object that already exists. Verify time 
synchronization and NDS replication on all servers that have replicas. 
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Once the NDS restoration has been verified, you may set bindery contexts on 
servers that require them. Your instructions should also reference Appendix G 
with this information.

Step 2.4 - Restore File System. To restore the file system data, first restore your 
backup programs on the remainder of the servers and verify that the TSA agents 
are loaded. Then proceed with the data restoration. 

To decrease the overall restore time, your plan may specify that each recovery 
server be configured with its own tape drive. This will allow you to restore the 
servers in parallel, dramatically reducing the time required. In a perfect world, 
each server’s data would be contained on one tape and all the server restores could 
be submitted simultaneously. Obviously, this won’t always be the case. Your plan 
must analyze the current backup rotation and determine the most appropriate 
restore cycle. Identify the most critical data and create the first job to restore this 
data. 

Note: I recommend presenting the restore job submission in flowchart format. 
This way you will be able to show the relationships and dependencies of 
backup jobs.

It would ease recovery efforts to do full backups of each server each night; but 
again, this isn’t always the case. Your plan will have to include instructions for 
restoring differential or incremental data. Differential backups include all data 
that has changed since the last full backup. Incremental backups include all data 
that was changed since the last full or incremental backup. During a recovery, it is 
easier to restore from a differential backup because it will be contained on one 
tape (or tape set). To restore from an incremental backup, you will need all the 
incremental tapes since the last full restore that you used.

Step 2.5 - Set Up Printing. As mentioned previously, this document assumes a 
complete site disaster. If this is the case, the printing environment during the 
recovery is probably not going to be the same as it was in the production 
environment. The restored configuration will be determined by the equipment on 
hand at the recovery site. As the printing environment will have to be manually 
recreated, specific instructions are not included in this plan. 

I recommend recreating a Novell Distributed Printing Services (NDPS) 
environment since it can be easily configured to deploy the printer definitions to 
the workstations (assuming that the desktops are unavailable as well).

Be aware that some legacy applications—usually those that run within a DOS 
window—may require LPT ports to be captured. If this is the case, it’s a good idea 
to make a note of these applications and the capture settings in this document.

At this point, all of your servers should be properly thriving in the recovered NDS 
tree and have their data restored. But before you stop to celebrate, you need to 
verify that everything is golden. Move on to Step 3.
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Step 3 - Verification

Now that you’ve made it this far, please don’t abandon your discipline. All of 
your planning and efforts may be for naught if the right users can’t access the right 
information. It is important to check the accuracy of the recovered environment. 

Step 3.1 - Verify NDS. First, verify that time is synchronized on all servers in the 
tree. Next, verify that NDS is healthy by running DSREPAIR’s “Repair Local 
Database” option on each server that holds a replica. Verify that there are no 
errors.

Step 3.2 - Verify File System. Verify that the file system has been recovered by 
spot-checking file system and trustee assignments. If you have the tools to do so, 
include a trustee report with this plan. In the event of an error during the NDS 
restore, you may need this report to manually recreate trustee assignments. Also, 
check backup logs for restore errors.

Step 3.3 - Verify Login Scripts. Verify that login scripts are correctly mapping 
drives. It is a good idea to record the login scripts in Appendix J. They are a 
critical component that may be overlooked in the event of an NDS restore 
problem. 

Remember to comment out references to resources that do not exist in the 
recovered environment. For example, remove references to printers and mappings 
to servers that may not be part of the recovery procedure.

Step 3.4 - Verify Applications. If any applications were running on your servers, 
make a note to verify their proper functionality. List these applications in 
Appendix A and include a reference to this section. Examples of critical 
applications that may be running on a NetWare server are DNS/DHCP, 
GroupWise agents, and applications dependent on the Pervasive database.

Step 4 - Fail-back Plan

Once the disaster has been handled, you’ll be ready to restore the original 
production environment in its entirety. This section outlines the general steps to 
take when restoring the production environment. 

Step 4.1 - Recover Original Server Environment. If the disaster destroyed the 
original production servers, follow these steps. If the original servers are 
recoverable, move to Step 4.2. If not, rebuild the servers and connectivity 
hardware following the same procedures in Step 2. Use the same tapes that were 
used during the recovery to restore the files system to the new production servers. 
This will give you the starting point from which the recovery mode began.
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Step 4.2 - Restore Changes Made During Recovery Mode. Unless major 
changes have been made to the NDS tree while in recovery mode, NDS does not 
have to be backed up and restored to the new production system. Perform 
differential backups of the recovery servers to capture all data that has been 
modified.  Restore this differential data to the new production environment..

Step 4.3 - Verification. Follow the same procedures as in Step 3 above to verify 
the production environment’s proper operation. The only exception may be the 
printer restoration. Since you are recovering the original production site, the 
printers should be recovered as they originally were. If the physical site is 
recoverable, you can restore the NDS printer objects from tape. If the physical site 
is completely recovered, you will have to redefine the printers manually.

Appendices

The information in the Appendices is to be used as reference during the recovery. 
It is best to include specific information about your site so it is easy to maintain 
this document. The following are recommendations for what you may want to 
include in your disaster recovery plan.

Appendix A: Vendor Support Contacts

List the contact information for vendors of all components in this recovery plan. 
Below is a sample of what your table may look like and what information to 
include.

Appendix B: Hardware Requirements

Detail what specific hardware is required for recovery. Make a checklist so it is 
easy to verify that everything is there. The last thing you want is to realize that 
you have all of your servers, but only one monitor and keyboard.

Be sure to specify the same form factor of the tape drive on the recovery server. 
Verify that the recovery tapes can be read in the emergency drives.

Don’t forget cables!

Vendor Product Support Number Support ID

 Novell NetWare 1-800-858-4000 PIN XXXXXX

Compaq Proliant Servers 1-800-231-9977 XXXXXX

Veritas BackupExec v8.5 1-800-634-4747 
1-800-531-7750 
Express Routing 
Code: 020

#XXXXXXXXX
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Appendix C: Software Requirements

List the software requirements with the same diligence as the hardware list. In the 
event of a complete site disaster, software stored at the main location may not be 
accessible. For this reason, all of the items contained on this list should be stored 
offsite along with the backup tapes.

Be sure to include the following:

• NetWare media - one physical copy for each server

• The latest service pack on a CD, expanded (as with the OS media, include one 
physical copy for each server)

• Server vendor hardware configuration CDs (Compaq SmartStart, for 
example)

• Install scripts and scripting tools, if used

• NetWare server and connection licenses

• Backup software and licenses (if a tape drive is going to be installed on 
multiple servers, you may need more backup software licenses that you are 
currently using)

Appendix D: Current Backup Scheme

Provide a detailed spreadsheet of your current tape backup rotation scheme. This 
will help the engineer performing the recovery to quickly know which tape should 
be cataloged.

Appendix E: Current Data Volume Configuration

Include a table of the current volume configuration for each server. Be sure to 
include the volume name, size, and any name spaces that are loaded. You may 
also want to note whether the volume is in the traditional NetWare format or the 
new NSS format. Note any deviations from the default for block size, 
compression, and suballocation settings.

Server Volume Size Name Spaces

 FS1 SYS 5 GB DOS, LONG

VOL1 10 GB DOS, LONG

VOL2 5 GB DOS, LONG
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Appendix F: Current Server Configuration

Include specific information for each server being recovered. At minimum, 
include the following items:

• Server Name

• Server ID

• IP address (including subnet mask, DNS server, and default gateway)

• IPX frame type(s) and network address

• Server’s NDS context

• Any bindery contexts on this server

Appendix G: NDS Configuration

List information about how NDS is partitioned and replicated. You may also want 
to document trustee information here if you are fortunate enough to have the tools 
to do so (such as BindView).

Appendix H: Troubleshooting Tips

Include any troubleshooting tips that you feel may be useful during the recovery 
process. Make notes of the problems you encountered during the pilot of this plan. 
Ideas for topics include:

• How to add another name space to a volume

• SMDR issues

• How to catalog a BackupExec tape

Appendix I: Data Restore Flowchart

Depending on the complexity of your backup scheme, it may be useful to provide 
a flowchart for the data restore process. Show the order in which the restore jobs 
should be submitted and the interdependencies of the jobs. For example, if you 
have to wait until job 4 is complete before moving that tape to another server, a 
flowchart will show that more clearly that a restore job list.

Appendix J: Login Scripts

List each login script to be referenced in the event of an NDS restore problem. 
Login scripts are easy to overlook during a recovery. However, they can be 
critical to a successful recovery as far as users are concerned. You may have done 
everything right up to this point, but if the users can't see their P: drive, the 
recovery was unsuccessful in their eyes.
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Conclusion

This AppNote has detailed the creation of a disaster recovery plan for a NetWare/ 
eDirectory network environment. Having such a plan for your organization is a 
big step to protecting your valuable business data from a complete site disaster.

For additional information, refer to the following resources:

• TID #10012766, “How to Backup and Restore NetWare DS” dated May 15, 
2001, available at http://support.novell.com

• Disaster recovery articles in Network Computing magazine, March 5, 2001, 
available at http://www.networkcomputing.com/1205/1205toc.html

• “A Disaster Recovery Strategy for Mixed NetWare 4/5 Networks” 
(http://developer.novell.com/research/appnotes/1999/septembe/03/) 

• “Backing Up and Restoring Novell Directory Services in NetWare 4.11” 
(http://developer.novell.com/research/appnotes/1996/october/03/) 

• “Backing Up and Restoring Novell Directory Services in NetWare 4” 
(http://developer.novell.com/research/appnotes/1995/august/01/) 
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This is the first in a series of AppNotes on eDirectory (NDS) programming with 
Delphi. This article reviews the two main methodologies for eDirectory access: 
through ActiveX controls vs. low-level calls. It then presents some simple 
implementations. The second article will take a closer look at the ActiveX 
approach and review the specific features, benefits, and drawbacks of that 
approach, while the third article will review the more complex but more efficient 
low-level technique.
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Introduction

You can use Delphi to create eDirectory-enabled applications in one of two ways: 
through ActiveX use or low-level calls. If you follow the Rapid Application 
Development (RAD) approach and use off-the-shelf ActiveX components, a lot of 
the underlying complexity will be hidden from you. The more time-consuming 
but more flexible and powerful low-level approach with direct calls into the client 
DLLs will provide you with better resource utilization and higher speed.

Both approaches have their distinctive pros and cons. It is one of the main 
purposes of this article series to introduce both concepts and to help you making 
the right decision as to which one to use.

Getting Started

All concepts that we will discuss in this series deal with NDAP (NetWare 
Directory Access Protocol), Novell’s native protocol to access eDirectory. We 
will not discuss the popular alternative, LDAP (Lightweight Directory Access 
Protocol), although you can also use Novell’s ActiveX controls or low-level APIs 
through LDAP to access eDirectory and other directories.

When using NDAP, the NetWare Client 32 software is required on the 
workstation. Both the eDirectory ActiveX controls and the low-level APIs use the 
features of the NetWare Client 32 to talk to the directory. The architecture of this 
environment is represented in Figure 1.

Figure 1: Architecture of the NDAP development environment.

What is an ActiveX control, anyway? ActiveX controls represent reusable 
components (or objects) that you can insert into an application (or even a Web 
page) to implement packaged functionality that someone else programmed. For 
example, the Novell ActiveX controls enable you to enhance your application 
with sophisticated NetWare features.

Application A

Novell Client
NDS

Novell
Active X

Application B

Architectur
NDAP 
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Basically an ActiveX control is just another term for an OLE Object or 
Component Object Model (COM) Object. You often see ActiveX controls as 
*.OCX files, but strictly speaking a single OCX file may hold one or more 
ActiveX controls. Not all ActiveX controls have the OCX extension; some 
(including some Novell controls) are DLL files.

The main advantages of using ActiveX controls are the significantly reduced 
development cycle and smaller application size. However, you might feel 
restricted by the predefined objects, properties, and methods a control provides. 
Depending on the task and the implementation of the control, your application 
may be slower and more resource-intensive than low-level applications. Finally, 
with controls you are dependent on the quality of the control, whereas you can fix 
any bugs in the logic of your own code yourself.

You’re probably anxious to get your hands on the keyboard, so let’s leave the 
theory and start looking at some real stuff.

Quick Start: Your First ActiveX Application

This section takes you through how to write a simple application—and I do mean 
simple—that gives you a first impression of how the Novell ActiveX controls are 
used in development with Delphi. In this overview article I will not go into detail 
on any of the steps. More in-depth explanations of the steps will be provided in a 
later AppNote in this series, where we will take a closer look at the ActiveX 
controls and Delphi.

So, let’s get started!

Step 1: Obtain the Controls and Install

You can download the current Novell Controls for ActiveX from Novell’s 
DeveloperNet Web site at http://developer.novell.com/ndk/ocx.htm. If you are not 
yet a registered member of DeveloperNet, choose the free electronic membership 
for now.

Once you have completed the download, run the OCX.EXE file that you 
downloaded. This will add the controls to your local Win32 registry and install the 
help files, plus a few code samples.

Step 2: Register the Control with Delphi
To use any ActiveX control in Delphi, you first need to tell Delphi about its 
existence. To do this, start Delphi and, from the main menu, select Components | 
Import ActiveX Control. Choose one of the Novell controls (they all start with 
“Novell …”) and click on Install. Accept all upcoming information screens. 

Repeat this step for each control you plan to use. For the purposes if this AppNote, 
you just need the control named “Novell Directory Control”.
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The new controls should now show up as icons on the ActiveX tab in your Delphi 
IDE. Delphi will remember the new ones you have registered the next time you 
start it.

Step 3: Write Your Program
In Delphi, create a new form, and then add a button and two edit boxes. Now add 
the Novell Directory control by selecting it from the ActiveX tab and then 
clicking anywhere in your new form. It will appear as a small tree icon. Your 
screen should resemble the one shown in Figure 2.

Figure 2: Your form as seen in Delphi’s design mode (ActiveX example).

Now let’s start coding. Double-click the button on your form to open the code 
window, and then add the following lines of code:

procedure TForm1.Button1Click(Sender: TObject);
VAR

Me : NWEntry;
begin

Edit1.Text := NWDir1.LoginName;
Me := NWDir1.FindEntry(NWDir1.LoginName);
Edit2.Text := Me.GetFieldValue('Surname', '', FALSE);

end;

Now save and run the application.

What Did You Do?
In these lines of code you checked and displayed your identity, located your own 
User object in NDS, and read an NDS attribute (“Surname”).

We will take a much closer look into this in the next AppNote in this series. 
In the meantime, I encourage you to do a little experimentation on your own. The 
online help is available by pressing the <F1> key after selecting the NWDir icon 
on your form.

Form as seen in design 
mode (ActiveX example)
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Quick Start: Your First Low-Level Application

To compare usage of the ActiveX controls with direct low-level DLL calls as 
provided by your NetWare client, this section shows how to write a simple 
eDirectory application using only DLL calls. Again, I have not provided many 
details about what you’re doing, but many of your questions will hopefully be 
answered in an upcoming AppNote in this series.

If you’re ready, here we go!

Step 1: Obtain the Libraries and Install

You can download the current Novell Libraries for Delphi from Novell’s 
DeveloperNet Web site at http://developer.novell.com/ndk/delphilib.htm. If you 
are not yet a registered member of DeveloperNet, choose the free membership 
for now.

Once you have completed the download, run the DELPHILIB.EXE file that you 
downloaded. This will copy the Delphi header files and a small Delphi sample to 
your local disk.

Step 2: Tell Delphi All About It
Before you can use the new libraries, you need to make Delphi aware of them. 
In Delphi, start a new project and, from the main menu, select Project | Options. 
Select the Directories/ Conditionals tab and in the “Search Path” field add 
“C:\Novell\Libraries\Delphi\Src”.

To avoid having to re-enter this for every future NetWare project, check the 
“Default” check box. 

Step 3: Write Your Program
In Delphi, create a new form, and then add a button and one edit box. Your screen 
should resemble the one shown in Figure 3.

Figure 3: Your form as seen in Delphi’s design mode (low-level example).

Now it’s time to start coding. Double-click the button on your form to open the 
code window, and then add the following lines of code (do not forget the “uses” 
statement):

Form 
as 
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uses CalWin32, NetWin32;

procedure TForm1.Button1Click(Sender: TObject);
VAR

cCode   : NWDSCCODE;
context : NWDSContextHandle;
me      : Array[0..255] of char;

begin
cCode := NWCallsInit(nil, nil); // initialize
if cCode<>0 then exit;
cCode := NWDSCreateContextHandle(context); // create NDS context
if cCode<>0 then exit;
cCode := NWDSWhoAmI(context, @me);           // Who Am I
if cCode=0 then Edit1.Text := StrPas(@me);
NWDSFreeContext(context);

end;

Now save and run the application.

What Did You Do?
This example required a few more lines of code than the ActiveX sample. You 
first initialized the application and got a handle into eDirectory. Then you called 
the API to retrieve your eDirectory name and displayed the results from the 
return buffer.

We will scrutinize this code more closely in a future AppNote in this series. 
I promise to show how to read eDirectory attributes, too.

Performance and Overhead Issues

By default, low-level calls do exactly what you ask them to and no more, so there 
isn’t much of an overhead. As a result, the performance of applications using 
low-level calls is typically better than the performance of applications that use 
ActiveX controls. But it depends on the task performed. The reason for this is 
simple: even if you only want to read a single piece of information about a 
specific object, the controls typically retrieve more information about that object 
than you need. Or if you just want to select an object, the controls may read all the 
objects in a given container.

In most situations this is an acceptable behavior and the performance differences 
may hardly be perceivable, especially in strongly interactive applications or in 
environments that do not host thousands of objects. In these cases, you probably 
won’t care whether an operation takes 10 milliseconds or 300 milliseconds. 
However, if you need to operate on large numbers of objects, the performance 
differences may become too noticeable. 

Luckily, there are several ways to fine-tune the performance of your ActiveX 
applications. We’ll review some of these in the next AppNote in this series.
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Conclusion

Hopefully this AppNote has given you a first impression of how to access 
eDiretory from Delphi applications. We’ll learn a lot more about it in the next two 
AppNotes, which will look at what’s happening behind the scenes, how different 
Delphi versions affect your code, how to update existing library or ActiveX 
control versions, run-time prerequisites, tips and tricks, tuning considerations, and 
much more. We’ll also do real tasks such as reading the schema, scanning the 
objects, and reading and modifying their attributes.

For additional information, refer to the following resources:

• Help Files. The help files that come with the ActiveX controls will probably 
answer most of your questions. However, help for the low-level method is not 
available at this time.

• Online Documentation. The HTML-based ActiveX documentation is 
available online at http://developer.novell.com/ndk/ocx.htm. Documentation 
for the low-level calls, together with the C libraries documentation, can be 
downloaded or read online at http://developer.novell.com/ndk/ doc.htm. 
Check the components “NDS Libraries for C”and “NLM and NetWare 
Libraries for C.” 

• NDS Developer’s Guide. Published in 1999 by Novell Press, this helpful book 
may be partially outdated, but it still gives you a good overview on the various 
ways to programmatically access NDS.

• DeveloperNet University. At http://developer.novell.com/education you will 
find an online training facility with plenty of free courses on the latest Novell 
technologies and products.

• Developer Support Newsgroups. If the above resources don’t solve your 
problem, try the free support available through Novell’s developer support 
forums. Here are the relevant URLs: 

• Active X: news://devforums.novell.com/novell.devsup.activex

• Delphi: news://devforums.novell.com/novell.devsup.delphilib

• eDirectory: news://devforums.novell.com/novell.devsup.nds_client

• Other NetWare APIs: news://devforums.novell.com/novell.devsup. 
clib.xplatwin

For a complete list of newsgroups, see http://developer.novell.com/support/ 
newsgroups.

Copyright © 2001 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, 
including photocopying and recording, for any purpose 
without the express written permission of Novell.

All product names mentioned are trademarks of 
their respective companies or distributors.



How-To Article
NOVELL APPNOTES

w w w . n o v e l l . c o m / a p p n o t e s
34

How to Use the eCommerce Beans for 
LDAP in Servlets, Java Server Pages, 
and Enterprise JavaBeans

J. Jeffrey Hanson
Senior Architect
Zareus
jhanson583@aol.com

Novell’s eCommerce LDAP Beans are easy-to-use Java components enabling 
developers to integrate Web applications with directory services. These 
components are based on open protocols, have no dependencies on native code 
and use the Model-View-Controller (MVC) and Command design patterns. These 
beans enable authentication and read/write directory services access along with 
contextless login and SSL security.

Contents:

• LDAP Overview

• LDAP Connections

• Authenticating Users

• Maintaining State

• Browsing LDAP Entries Using JavaServer Pages

• Reading Attributes

• Summary

Topics Java, Java Server Pages (JSP), Servlets, Enterprise Java-
Beans, eCommerce Beans, LDAP

Products NetWare

Audience network designers, administrators, integrators

Level intermediate

Prerequisite Skills familiarity with Java, Java Server Pages, Servlets, 
Enterprise JavaBeans

Operating System NetWare

Tools eCommerce Beans for LDAP

Sample Code yes



N o v e m b e r  2 0 0 1 35

LDAP Overview

Directory services are designed to assist in locating organizations, people and 
other entities such as servers, printers, databases, groups, applications, etc. They 
link organizations and other entities together using a hierarchical tree structure 
and maintain logical order in a network that may interconnect many sites and may 
support thousands of users with multiple network objects and interconnections.

Many different directory services implementations exist with several different 
proprietary APIs used to access the directories that they represent. Recently, the 
introduction of Lightweight Directory Access Protocol (LDAP) has evolved as a 
platform and directory independent mechanism for creating, managing and 
accessing directory services servers. Developed at the University of Michigan at 
Ann Arbor, LDAP is a protocol for accessing and managing directory services. 

LDAP’s basic structure is based on a simple information tree called a “directory 
information tree” (DIT). Each leaf in the tree is an entry; the first or top-level 
entry is the root entry. An entry includes a distinguished name (DN) and any 
number of attribute/value pairs. The DN, which is the name of an entry, must be 
unique. It represents the relationship between the entry and the rest of the DIT 
similar to the way in which a file’s full path name represents its relationship in a 
file system.

The LDAP protocol defines six standard operations that can be performed:

• Binding/authenticating to the directory

• Searching for entries in the directory

• Reading attributes of entries in the directory

• Adding entries to the directory

• Modifying existing entries in the directory

• Removing an entry from the directory

Other services defined by LDAP are referral, (allowing directory servers to link to 
each other), replication, and encryption using SASL, SSL, user certificates, and 
Access Control Lists.
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LDAP Connections

Interacting with an LDAP server requires a number of items, starting with a 
connection to the server. Connecting to a server requires initializing a session with 
the LDAP server over the server’s LDAP port (typically 389). If the session 
initialization is successful, a connection handle is returned, containing 
information about the connection to the LDAP server. When you use the standard 
LDAP API functions to interact with the LDAP server, you need to pass the 
connection handle as a parameter to most of the functions. The connection handle 
is hidden and the interaction with an LDAP server is simplified when using 
Novell’s eCommerce Beans for LDAP, as we will demonstrate in the following 
examples.

Authenticating Users 

The first step in accessing an LDAP-based tree is to authenticate to the tree with a 
user’s credentials, such as, the user’s id and password. We will show in the 
following code examples, how to use Novell’s eCommerce LDAP Beans to 
accept data in proxy for a user and authenticate the user to an LDAP-based tree. 
We will show how to perform LDAP-authentication in a JavaServer Page, a 
Servlet and an Enterprise Java Bean.

Using JavaServer Pages

<%@ page import="com.novell.ecb.ldap.LdapConnection" %>
<%@ page errorPage="..error.jsp" %>
<HTML>
<HEAD>
<TITLE></TITLE>
</HEAD>
<BODY>

<!-- Include the command bean -->
<jsp:useBean id="bean" class="com.novell.ecb.ldap.AuthenticateLdap"
scope="request" />
<%

// Set the input properties of the command bean
bean.setURL(request.getParameter("URL"));
bean.setDN(request.getParameter("DN"));
bean.setPassword(request.getParameter("password"));
bean.setProtocol("ssl");

// Call the execute method of the command bean
bean.execute();

// Query the output properties of the command bean
// Save connection object in session
session.putValue("Connection", bean.getLdapConnection());

%>

<TABLE border="0" cellpadding="0" cellspacing="3" bgcolor="white">
<TBODY>

<TR>
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<TD colspan="2" bgcolor="#CCCC99" width="400">
<DIV class="tablehead1">AuthenticateLdap - SSL Connection</DIV>
</TD>

</TR>
<TR>

<TD>
<DIV class="indent1"><B><FONT color="green"

size="+1">Success!</FONT></B></DIV>
</TD>
<TD></TD>

</TR>
</TBODY>

</TABLE>
</BODY>
</HTML>

Using Servlets

public void doGet(HttpServletRequest request,
HttpServletResponse response)

throws ServletException, IOException
{

// Instantiate the command bean
com.novell.ecb.ldap.AuthenticateLdap   bean = null;

try {
// Instantiate the command bean
bean = (com.novell.ecb.ldap.AuthenticateLdap)

java.beans.Beans.instantiate(this.getClass().getClassLoader(),
"com.novell.ecb.ldap.AuthenticateLdap");

// Set the input properties of the command bean
bean.setURL(request.getParameter("URL"));
bean.setDN(request.getParameter("DN"));
bean.setPassword(request.getParameter("password"));
bean.setProtocol("ssl");

// Call the execute method of the command bean
bean.execute();

// Save connection object in session
HttpSession   session = request.getSession(true);
session.putValue("Connection", bean.getLdapConnection());

response.setContentType("text/html");
PrintWriter   out = response.getWriter();

out.println("<HTML>");
out.println("<HEAD>");
out.println("</HEAD>");
out.println("<BODY>");
out.println("<TABLE border=\"0\" cellpadding=\"0\""

+" cellspacing=\"3\" bgcolor=\"white\">");
out.println("  <TBODY>");
out.println("    <TR>");
out.println("      <TD colspan=\"2\" bgcolor=\"#CCCC99\""

+" width=\"400\">");
out.println("      <DIV class=\"tablehead1\">AuthenticateLdap - SSL"
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+" Connection</DIV>");
out.println("      </TD>");
out.println("    </TR>");
out.println("    <TR>");
out.println("      <TD>");
out.println("      <DIV class=\"indent1\"><B><FONT color=\"green\""

+" size=\"+1\">Success!</FONT></B></DIV>");
out.println("      </TD>");
out.println("      <TD></TD>");
out.println("    </TR>");
out.println("  </TBODY>");
out.println("</TABLE>");
out.println("</BODY>");
out.println("</HTML>");

} catch(ClassNotFoundException e) {
System.out.println("Error: " +e.toString());

} catch(com.novell.ecb.CommandException e) {
System.out.println("Error: " +e.toString());

}
}

Using Enterprise JavaBeans

The Enterprise JavaBeans architecture defines two kinds of remote objects, entity 
beans and session beans. Entity beans are mainly used to represent persistent 
entities such as, rows in a relational database. Session beans have a relatively 
short lifetime, usually the equivalent of a client’s session. The length of the 
client’s session is application specific, for example, it could be the duration of a 
Web application in a browser, the duration that an applet is running or the 
duration that a stand-alone application runs. In this article, we will focus on 
session beans for our discussions and code examples.

There are two kinds of session beans, stateless and stateful. A stateless session 
bean stores no conversational state between itself and a client across method calls, 
while a stateful session bean maintains conversational state between itself and a 
client across multiple method calls.

In this article, we will be referring to stateful session beans in our code samples, 
thus, we will not need to worry about restoring the state of our Enterprise Java 
Beans for each method call. We will also leave the intricate details of stateful 
session beans such as, passivation, activation, create methods, etc. for another 
article. Instead, we will discuss the business methods of stateful session beans and 
how to use them to exploit the functionality of Novell’s eCommerce LDAP 
Beans. For example, in the following code sample, we use the business method, 
authenticate, to embody the functionality for authenticating to an LDAP-based 
tree.

public interface MyLDAP extends javax.ejb.EJBObject
{

public void authenticate(String url, String userDN, String password)
throws java.rmi.RemoteException;

}
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public class MyLDAPBean implements javax.ejb.SessionBean
{

private com.novell.ecb.ldap.LdapConnection   _conn = null;

public void ejbRemove()
{
}

public void setSessionContext(javax.ejb.SessionContext ctx)
{
}

public void ejbPassivate()
{
}

public void ejbActivate()
{
}

public void authenticate(String url, String userDN, String password)
throws java.rmi.RemoteException

{
try {

// Instantiate the command bean
com.novell.ecb.ldap.AuthenticateLdap   bean =

(com.novell.ecb.ldap.AuthenticateLdap)
java.beans.Beans.instantiate(this.getClass().getClassLoader(),

"com.novell.ecb.ldap.AuthenticateLdap");

// Set the input properties of the command bean
bean.setURL(url);
bean.setDN(userDN);
bean.setPassword(password);
bean.setProtocol("ssl");

// Call the execute method of the command bean
bean.execute();

// Save connection object
_conn = bean.getLdapConnection();

} catch(ClassNotFoundException e) {
throw new java.rmi.RemoteException("Error: " +e.toString());

} catch(java.io.IOException e) {
throw new java.rmi.RemoteException("Error: " +e.toString());

} catch(com.novell.ecb.CommandException e) {
throw new java.rmi.RemoteException("Error: " +e.toString());

}
}

}
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Maintaining State 

Since the HTTP protocol is stateless, i.e. does not maintain state across multiple 
requests from the same user, we need a way to preserve the state of the user’s 
session. We do this by exploiting the state-saving mechanism presented to us by 
the HttpSession object exposed as an implicit object in all JSP pages. The session 
object can be used to store objects containing any arbitrary data that we need to 
keep track of during our session with each client. The following examples 
demonstrate how to use the implicit session object to store the LDAP connection 
object returned from the AuthenticateLdap bean.

LDAP Connection Using JavaServer Pages

<!-- Include the command bean -->
<jsp:useBean id="bean" class="com.novell.ecb.ldap.AuthenticateLdap" 
scope="request" />
<%

// Set the input properties of the command bean
bean.setURL(request.getParameter("URL"));
bean.setDN(request.getParameter("DN"));
bean.setPassword(request.getParameter("password"));

// Call the execute method of the command bean
bean.execute();

// Save connection object in session
session.putValue("Connection", bean.getLdapConnection());

%>

LDAP Connection Using Servlets

public void doGet(HttpServletRequest request,
HttpServletResponse response)

throws ServletException, IOException
{

com.novell.ecb.ldap.AuthenticateLdap   bean = null;

try {
// Instantiate the command bean
bean = (com.novell.ecb.ldap.AuthenticateLdap)

java.beans.Beans.instantiate(this.getClass().getClassLoader(),
"com.novell.ecb.ldap.AuthenticateLdap");

// Set the input properties of the command bean
bean.setURL(request.getParameter("URL"));
bean.setDN(request.getParameter("DN"));
bean.setPassword(request.getParameter("password"));

// Call the execute method of the command bean
bean.execute();

// Save connection object in session
HttpSession   session = request.getSession(true);
session.putValue("Connection", bean.getLdapConnection());

} catch(ClassNotFoundException e) {
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System.out.println("Error: " +e.toString());
} catch(com.novell.ecb.CommandException e) {

System.out.println("Error: " +e.toString());
}

}

LDAP Connection Using Enterprise JavaBeans

With a stateful session bean, the Enterprise Java Bean’s container maintains the 
conversational state. We maintain our LDAP connection by declaring a member 
variable and setting it to the return value of the eCommerce bean’s method, 
getLdapConnection, as in the following example.

public class MyLDAPBean implements javax.ejb.SessionBean
{

private com.novell.ecb.ldap.LdapConnection   _conn = null;

public void ejbRemove()
{
}

public void setSessionContext(javax.ejb.SessionContext ctx)
{
}

public void ejbPassivate()
{
}

public void ejbActivate()
{
}

public void authenticate(String url, String userDN, String password)
throws java.rmi.RemoteException

{
try {

// Instantiate the command bean
com.novell.ecb.ldap.AuthenticateLdap   bean =

(com.novell.ecb.ldap.AuthenticateLdap)
java.beans.Beans.instantiate(this.getClass().getClassLoader(),

"com.novell.ecb.ldap.AuthenticateLdap");

// Set the input properties of the command bean
bean.setURL(url);
bean.setDN(userDN);
bean.setPassword(password);
bean.setProtocol("ssl");

// Call the execute method of the command bean
bean.execute();

// Save connection object
_conn = bean.getLdapConnection();

} catch(ClassNotFoundException e) {
throw new java.rmi.RemoteException("Error: " +e.toString());

} catch(java.io.IOException e) {
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throw new java.rmi.RemoteException("Error: " +e.toString());
} catch(com.novell.ecb.CommandException e) {

throw new java.rmi.RemoteException("Error: " +e.toString());
}

}
}

Browsing LDAP Entries Using JavaServer Pages

A common operation performed on an LDAP-based tree is to allow users to 
browse over the entries at a certain location or context in the tree. Once the user 
has found the desired entry, operations such as, adding attribute values, modifying 
attribute values or removing attribute values can be performed on the entry. The 
following examples will show how to use Novell’s eCommerce LDAP Beans to 
browse for entries in an LDAP-based tree.

<%@ page import="com.novell.ecb.Connection" %>
<%@ page errorPage="..error.jsp" %>
<HTML>
<HEAD>
<TITLE></TITLE>
</HEAD>
<BODY>
<TABLE border="0" cellpadding="0" cellspacing="3" bgcolor="white">

<TBODY>
<TR>

<TD bgcolor="#CCCC99" width="400">
<DIV class="tablehead1">ListLdapEntries</DIV>
</TD>

</TR>

<!-- Instantiate the command bean -->
<jsp:useBean id="bean" class="com.novell.ecb.ldap.ListLdapEntries" 
scope="request" />
<%

// Set the input properties of the command bean
bean.setConnection((Connection)session.getValue("Connection"));
bean.setName(request.getParameter("name"));

// Call the execute method of the command bean
bean.execute();

// Query the output properties of the command bean
String[] names = bean.getNames();

for (int i=0; i < names.length; i++)
{

String color = (i % 2 == 0) ? "#FFFFFF" : "#EFEEE9";
%>

<TR bgcolor="<%=color%>">
<TD>
<DIV class="indent1"><%=names[i]%></DIV>
</TD>

</TR>
<%
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}
%>

</TBODY>
</TABLE>
</BODY>
</HTML>

Browsing LDAP Entries Using Servlets

public void doGet(HttpServletRequest request,
HttpServletResponse response)

throws ServletException, IOException
{

response.setContentType("text/html");
PrintWriter   out = response.getWriter();

out.println("<HTML>");
out.println("<HEAD>");
out.println("</HEAD>");
out.println("<BODY>");

com.novell.ecb.ldap.ListLdapEntries   bean = null;

try {
// Instantiate the command bean
bean = (com.novell.ecb.ldap.ListLdapEntries)

java.beans.Beans.instantiate(this.getClass().getClassLoader(),
"com.novell.ecb.ldap.ListLdapEntries");

// Set the input properties of the command bean
HttpSession   session = request.getSession(true);
bean.setConnection((com.novell.ecb.ldap.LdapConnection)
session.getValue("Connection"));
bean.setName(request.getParameter("name"));

// Call the execute method of the command bean
bean.execute();

out.println("<TABLE border=\"0\" cellpadding=\"0\""
+" cellspacing=\"3\" bgcolor=\"white\">");

out.println("  <TBODY>");
out.println("    <TR>");
out.println("      <TD bgcolor=\"#CCCC99\" width=\"400\">");
out.println("      <DIV class=\"tablehead1\">"

+"ListLdapEntries</DIV>");
out.println("      </TD>");
out.println("    </TR>");

// Query the output properties of the command bean
String[] names = bean.getNames();

for (int i=0; i < names.length; i++)
{

String color = (i % 2 == 0) ? "#FFFFFF" : "#EFEEE9";
out.println("    <TR bgcolor=\"" +color +"\">");
out.println("      <TD>");
out.println("      <DIV class=\"indent1\">" +names[i] +"</DIV>");
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out.println("      </TD>");
out.println("    </TR>");

}

out.println("  </TBODY>");
out.println("</TABLE>");

} catch(ClassNotFoundException e) {
out.println("<P> Error: " +e.toString());

} catch(com.novell.ecb.CommandException e) {
out.println("<P> Error: " +e.toString());

}

out.println("</BODY>");
out.println("</HTML>");

}

Browsing LDAP Entries Using Enterprise JavaBeans

public interface MyLDAP extends javax.ejb.EJBObject
{

public void authenticate(String url, String userDN, String password)
throws java.rmi.RemoteException;

public String[] browse(String name)
throws java.rmi.RemoteException;

}

public class MyLDAPBean implements javax.ejb.SessionBean
{

private com.novell.ecb.ldap.LdapConnection   _conn = null;

public void ejbRemove()
{
}

public void setSessionContext(javax.ejb.SessionContext ctx)
{
}

public void ejbPassivate()
{
}

public void ejbActivate()
{
}

public void authenticate(String url, String userDN, String password)
throws java.rmi.RemoteException

{
try {

// Instantiate the command bean
com.novell.ecb.ldap.AuthenticateLdap   bean =

(com.novell.ecb.ldap.AuthenticateLdap)
java.beans.Beans.instantiate(this.getClass().getClassLoader(),

"com.novell.ecb.ldap.AuthenticateLdap");
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// Set the input properties of the command bean
bean.setURL(url);
bean.setDN(userDN);
bean.setPassword(password);
bean.setProtocol("ssl");

// Call the execute method of the command bean
bean.execute();

// Save connection object
_conn = bean.getLdapConnection();

} catch(ClassNotFoundException e) {
throw new java.rmi.RemoteException("Error: " +e.toString());

} catch(java.io.IOException e) {
throw new java.rmi.RemoteException("Error: " +e.toString());

} catch(com.novell.ecb.CommandException e) {
throw new java.rmi.RemoteException("Error: " +e.toString());

}
}

public String[] browse(String name)
throws java.rmi.RemoteException

{
try {

// Instantiate the command bean
com.novell.ecb.ldap.ListLdapEntries   bean =

(com.novell.ecb.ldap.ListLdapEntries)
java.beans.Beans.instantiate(this.getClass().getClassLoader(),

"com.novell.ecb.ldap.ListLdapEntries");

// Set the input properties of the command bean
bean.setConnection(_conn);
bean.setName(name);

// Call the execute method of the command bean
bean.execute();

// return names
return (bean.getNames());

} catch(ClassNotFoundException e) {
throw new java.rmi.RemoteException("Error: " +e.toString());

} catch(java.io.IOException e) {
throw new java.rmi.RemoteException("Error: " +e.toString());

} catch(com.novell.ecb.CommandException e) {
throw new java.rmi.RemoteException("Error: " +e.toString());

}
}

}

Reading Attributes 

Once a user has successfully authenticated to an LDAP-based tree, the user can 
access the attributes of the entry using Novell’s eCommerce LDAP Beans. The 
following code samples show how to use Novell’s eCommerce LDAP Beans in a 
JavaServer Page, a Servlet and an Enterprise Java Bean to view some of the 
attributes of an entry found at a given context within an LDAP-based tree.
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Reading LDAP Attributes Using JavaServer Pages

<%@ page import="com.novell.ecb.ldap.LdapConnection" %>
<%@ page errorPage="..error.jsp" %>
<HTML>
<HEAD>
<TITLE></TITLE>
</HEAD>
<BODY>

<!-- Include the command bean -->
<jsp:useBean id="bean" class="com.novell.ecb.ldap.ReadLdapEntry" scope="request"
/>
<%

try {
// Instantiate the command bean
ReadLdapEntry bean = new ReadLdapEntry();

// Set the input properties of the command bean
bean.setLdapConnection((Connection)

session.getValue("Connection"));
bean.setName("cn=wcoyote, o=acme");

// Call the execute method of the command bean
bean.execute();

// Query the output properties of the command bean
String cn = bean.getStringValue("cn");
String sn = bean.getStringValue("sn");

} catch (CommandException e) {
// Handle exception
out.println(e.toString());

} 
%>

<TABLE border="0" cellpadding="0" cellspacing="3" bgcolor="white">
<TBODY>

<TR>
<TD colspan="2" bgcolor="#CCCC99" width="400">
<DIV class="tablehead1">ReadLdapEntry</DIV>
</TD>

</TR>
<TR>

<TD>
<DIV class="indent1">

<B><FONT color="green" size="+1">Common Name: <%=cn%></FONT></B>
</DIV>
</TD>
<TD></TD>

</TR>
<TR>

<TD>
<DIV class="indent1">

<B><FONT color="red" size="+1">Surname: <%=sn%></FONT></B>
</DIV>
</TD>
<TD></TD>

</TR>
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</TBODY>
</TABLE>
</BODY>
</HTML>

Reading LDAP Attributes Using Servlets

public void doGet (HttpServletRequest request,
HttpServletResponse response)

throws ServletException, IOException
{

response.setContentType("text/html");
PrintWriter   out = response.getWriter();

out.println("<HTML>");
out.println("<HEAD>");
out.println("</HEAD>");
out.println("<BODY>");

// Instantiate the command bean
com.novell.ecb.ldap.ReadLdapEntry   bean = null;

try {
// Instantiate the command bean
bean = (com.novell.ecb.ldap.ReadLdapEntry)

java.beans.Beans.instantiate(this.getClass().getClassLoader(),
"com.novell.ecb.ldap.ReadLdapEntry");

// Set the input properties of the command bean
HttpSession   session = request.getSession(true);

bean.setLdapConnection((com.novell.ecb.ldap.LdapConnection)
session.getValue("Connection"));
bean.setName("cn=wcoyote, o=acme");

// Call the execute method of the command bean
bean.execute();

// Query the output properties of the command bean
String cn = bean.getStringValue("cn");
String sn = bean.getStringValue("sn");

out.println("<TABLE border=\"0\" cellpadding=\"0\""
+" cellspacing=\"3\" bgcolor=\"white\">");

out.println("  <TBODY>");
out.println("    <TR>");
out.println("      <TD colspan=\"2\" bgcolor=\"#CCCC99\""

+" width=\"400\">");
out.println("      <DIV class=\"tablehead1\">ReadLdapEntry</DIV>");
out.println("      </TD>");
out.println("    </TR>");
out.println("    <TR>");
out.println("      <TD>");
out.println("      <DIV class=\"indent1\"><B><FONT color=\"green\""

+" size=\"+1\">Common Name: " +cn +"</FONT></B></DIV>");
out.println("      </TD>");
out.println("      <TD></TD>");
out.println("    </TR>");
out.println("    <TR>");
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out.println("      <TD>");
out.println("      <DIV class=\"indent1\"><B><FONT color=\"red\""

+" size=\"+1\">Surname: " +sn +"</FONT></B></DIV>");
out.println("      </TD>");
out.println("      <TD></TD>");
out.println("    </TR>");
out.println("  </TBODY>");
out.println("</TABLE>");

} catch(ClassNotFoundException e) {
out.println("<P>Error: " +e.toString());

} catch(com.novell.ecb.CommandException e) {
out.println("<P>Error: " +e.toString());

}

out.println("</BODY>");
out.println("</HTML>");

}

Reading LDAP Attributes Using Enterprise JavaBeans

public interface MyLDAP extends javax.ejb.EJBObject
{

public void authenticate(String url, String userDN, String password)
throws java.rmi.RemoteException;

public String[] read(String name)
throws java.rmi.RemoteException;

}

public class MyLDAPBean implements javax.ejb.SessionBean
{

private com.novell.ecb.ldap.LdapConnection   _conn = null;

public void ejbRemove()
{
}

public void setSessionContext(javax.ejb.SessionContext ctx)
{
}

public void ejbPassivate()
{
}

public void ejbActivate()
{
}

public void authenticate(String url, String userDN, String password)
throws java.rmi.RemoteException

{
try {

// Instantiate the command bean
com.novell.ecb.ldap.AuthenticateLdap   bean =
(com.novell.ecb.ldap.AuthenticateLdap)
java.beans.Beans.instantiate(this.getClass().getClassLoader(),
"com.novell.ecb.ldap.AuthenticateLdap");

// Set the input properties of the command bean
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bean.setURL(url);
bean.setDN(userDN);
bean.setPassword(password);
bean.setProtocol("ssl");

// Call the execute method of the command bean
bean.execute();

// Save connection object
_conn = bean.getLdapConnection();

} catch(ClassNotFoundException e) {
throw new java.rmi.RemoteException("Error: " +e.toString());

} catch(java.io.IOException e) {
throw new java.rmi.RemoteException("Error: " +e.toString());

} catch(com.novell.ecb.CommandException e) {
throw new java.rmi.RemoteException("Error: " +e.toString());

}
}

public String[] read(String name)
throws java.rmi.RemoteException

{
try {

// Instantiate the command bean
com.novell.ecb.ldap.ReadLdapEntry   bean =

(com.novell.ecb.ldap.ReadLdapEntry)
java.beans.Beans.instantiate(this.getClass().getClassLoader(),

"com.novell.ecb.ldap.ReadLdapEntry");

// Set the input properties of the command bean
bean.setConnection(_conn);
bean.setName(name);

// Call the execute method of the command bean
bean.execute();

// Query the output properties of the command bean
String[]   values = new String[2];
values[0] = bean.getStringValue("cn");
values[1] = bean.getStringValue("sn");

// return values
return (values);

} catch(ClassNotFoundException e) {
throw new java.rmi.RemoteException("Error: " +e.toString());

} catch(java.io.IOException e) {
throw new java.rmi.RemoteException("Error: " +e.toString());

} catch(com.novell.ecb.CommandException e) {
throw new java.rmi.RemoteException("Error: " +e.toString());

}
}

}
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Summary

Novell’s eCommerce Beans for LDAP provide Java components to integrate Web 
applications with LDAP-based directory trees. Since these components are 100% 
Java, they can be used with JavaServer Pages, Servlets and Enterprise JavaBeans. 
These components enable authentication and read/write directory access along 
with features such as contextless login and SSL security. Using Novell’s 
eCommerce Beans for LDAP as the foundation for directory service access, 
enables Web application developers to build on a platform that is secure, 
transportable, re-usable and scalable.

For more information on these topics, see the following URLs:

• http://developer.novell.com/ndk/ecb.htm

• http://developer.netscape.com/docs/manuals/dirsdk/dirsdk.htm

• http://java.sun.com/products/ejb/

• http://java.sun.com/products/jsp/index.html

• http://java.sun.com/products/servlet/index.html

Copyright © 2001 by Novell, Inc. All rights reserved. 
No part of this document may be reproduced or transmitted 
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How to Install and Configure 
NetWare Enterprise Web Server or 
Apache Web Server with Tomcat

Ulrich Neumann
Technical Director
GNE – Grebe Neumann Gliwa GmbH, Germany
u_neumann@gne.de

Many of you have heard about Tomcat, but may not know how to install and 
configure Tomcat with NetWare Enterprise Web Server, Apache or both 
simultaneously. Tomcat is the reference implementation for Servlets 2.2 and Java 
Server Pages 1.1. This AppNote discusses the installation of Tomcat and tells how 
to integrate Tomcat with NetWare Enterprise Web Server and Apache Web 
Server for NetWare. 

Contents:

• Introduction

• Installing Tomcat

• Integrating Tomcat with NetWare Enterprise Web Server

• Installing Apache

• Integrating Tomcat with Apache

• Conclusion

Topics Tomcat, NetWare Enterprise Web Server, Apache

Products NetWare Enterprise Web Server

Audience network designers, administrators, integrators

Level intermediate

Prerequisite Skills familiarity with Web Servers

Operating System NetWare 5.x, NetWare 6

Tools n/a

Sample Code yes
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Introduction

Let’s start with the goal of the Jakarta Project as stated on their Web site: “To 
provide commercial-quality server solutions based on the Java Platform that are 
developed in an open and cooperative fashion. Jakarta is the overall project for 
many subprojects. For example, Tomcat is the Servlet+JSP Engine which is a 
subproject of the Jakarta Project. Many people confuse Jakarta and Tomcat; the 
reality is that Jakarta is essentially just this Web site and Tomcat is a product on 
this Web site.”

For information about each of the projects, see http://jakarta.apache.org.

Jakarta-Tomcat is a servlet/JSP engine published under the Apache license. In a 
more exact description, Tomcat itself is a combination of several products. It is a 
Web server and a servlet/JSP engine; it uses the build tool ant, which is another 
subproject of Jakarta.

Installing Tomcat

Do not run Tomcat on a server with BorderManager, because both applications 
use port 8080. If you do, be sure that the primary interface port 8080 is usable for 
Tomcat.

1. Download Tomcat from http://jakarta.apache.org/tomcat. You need the 
following files:

•  jakarta-tomcat-3.2.2.zip

•  jni_conn.nlm

• mod_jk.nlm 

• nsapi_rd.nlm

2. Extract jakarta-tomcat-3.2.2.zip to sys:\jakarta-tomcat-3.2.2. Be sure 
that you have the folders sys:\jakarta-tomcat-3.2.2\lib and 
sys:\jakarta-tomcat-3.2.2\bin.

3. Add the following lines to your sys:\etc\java.cfg file:

TOMCAT_HOME=sys:\jakarta-tomcat-3.2.2
CLASSPATH=$CLASSPATH;$TOMCAT_HOME/lib/ant.jar
CLASSPATH=$CLASSPATH;$TOMCAT_HOME/lib/jasper.jar
CLASSPATH=$CLASSPATH;$TOMCAT_HOME/lib/jaxp.jar
CLASSPATH=$CLASSPATH;$TOMCAT_HOME/lib/parser.jar
CLASSPATH=$CLASSPATH;$TOMCAT_HOME/lib/servlet.jar
CLASSPATH=$CLASSPATH;$TOMCAT_HOME/lib/webserver.jar



N o v e m b e r  2 0 0 1 53

4. Create sys:\system\tomcat.ncf with the following line (all in one line):

Java -Dtomcat.home="sys:/jakarta-tomcat-3.2.2" org.apache.tomcat.startup.Tomcat

5. Restart JAVA (type “java –exit” and then “java” at the system console). 

6. Type “tomcat” at the system console.

7. Test Tomcat with http://YourServerIP:8080

You can configure contexts with the URL: http://YourServerIP:8080/admin. If 
you want to access your contexts with full information, you must edit 
sys:\jakarta-tomcat\conf\server.xml, search for <Context path=”/admin” and 
change the statement trusted=“false” to trusted=“true”. Now you can view all 
contexts. If you need to log in, you should look up all predefined usernames and 
passwords in sys:\jakarta-tomcat\conf\tomcat-users.xml.

Your server should have at least 256MB of RAM, or your servlets and JSP pages 
will be very slow.

Integrating Tomcat with NetWare Enterprise Web Server

During the first start of Tomcat, the automatic config file sys:\jakarta-tomcat- 
3.2.2\conf\obj-auto.conf is generated. This file holds all information for the 
Netware Enterprise Web Server integration.

1. Edit sys:\jakarta-tomcat-3.2.2\conf\workers.properties and set the following 
values:

workers.tomcat_home=sys:\jakarta-tomcat-3.2.2
workers.java_home=sys:\java

For JVM 1.2.2 or JVM 1.3:

worker.inprocess.jvm_lib=$(workers.java_home)$(ps)jre$(ps)bin$(ps)
classic$(ps)jvm.nlm

For JVM 1.1.7b:

worker.inprocess.jvm_lib=$(workers.java_home)$(ps)bin$(ps)java.nlm

2. Copy nsapi.nlm and jni_conn.nlm to sys:\system.
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3. Edit sys:\novonyx\suitespot\https-SERVER\config\obj.conf and insert the 
following lines:

# Netscape Communications Corporation - obj.conf
# You can edit this file, but comments and formatting changes
# might be lost when the admin server makes changes.

Init fn="load-types" mime-types="mime.types"
Init fn="cache-init" MaxTotalCachedFileSize=2400

Init fn="load-modules" funcs="jk_init,jk_service"
shlib="sys:/system/nsapi_rd.nlm"
Init fn="jk_init" worker_file="sys:/jakarta-
tomcat-3.2.2/conf/workers.properties" log_level="debug"
log_file="sys:/jakarta-tomcat-3.2.2/logs/netscape_redirect.log"

…
<Object name="default">
NameTrans fn="assign-name" from="/servlet/*" name="servlet"
NameTrans fn="assign-name" from="/*.jsp" name="servlet"
# Name Translation for examples context
NameTrans fn="assign-name" from="/examples/servlet/*"
name="servlet"
NameTrans fn="assign-name" from="/examples/*.jsp"
name="servlet"
NameTrans fn="pfx2dir" from="/examples"
dir="sys:/jakarta-tomcat-3.2.2/webapps/examples"
# Name Translation for the admin context
NameTrans fn="assign-name" from="/admin/servlet/*" 
name="servlet"
NameTrans fn="assign-name" from="/admin/*.jsp" name="servlet"
NameTrans fn="pfx2dir" from="/admin"
dir="sys:/jakarta-tomcat-3.2.2/webapps/admin"
# Name Translation for the test context
NameTrans fn="assign-name" from="/test/servlet/*"
name="servlet"
NameTrans fn="assign-name" from="/test/*.jsp" name="servlet"
NameTrans fn="pfx2dir" from="/test"
dir="sys:/jakarta-tomcat-3.2.2/webapps/test"
…

<Object name="servlet">
ObjectType fn="force-type" type="text/html"
Service fn="jk_service" worker="ajp12" path="/*"
</Object>

Place the tomcat redirector behind the Init fn=“cache-init” … line and the 
<Object name=“servlet”> …</Object” before the asp2lcgi Object.

4. Shuptdown Netware Enterprise Web Server and restart it (type nswebdn and 
nsweb at the system console).

5. Test NetWare Enterprise Web Server/Tomcat integration with the following 
servlet: http://YourServerIP/servlet/SnoopServlet

If all is correct, you’ll get several Server and Client parameters.
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6. To test the predefined contexts, type the URLs listed below. You’ll be 
prompted for NDS username and password to access these contexts. If you 
don’t want authentication, you must add a public directory designation to 
sys:/jakarta-tomcat-3.2.2/webapps/… with the Netware WebManager.

• https://YourServerIP/test

• https://YourServerIP/admin

• https://YourServerIP/examples/jsp/dates/date.jsp

If you manually made changes to obj.conf to be accepted by the WebManager, do 
the following:

• Start WebManager with https://YourServerIP:2200.

• Click Enterprise Webserver.

• Click Apply.

• Click Load Configuration Files. (I know, clicking on “Load Configuration 
Files” sounds confusing, but it works.)

The examples are located in sys:\jakarta-tomcat-3.2.2\webapps\examples\. The 
default location for servlets is sys:\jakarta-tomcat-3.2.2\webapps\examples\
WEB-INF. For example, you can copy sys:\java\servlets\SimpleServlets to this 
location and it works with Tomcat.

If you want to start NetWare Enterprise Web Server and Tomcat within your 
AUTOEXEC.NCF, start NetWare Enterprise Web Server first and give it enough 
time to load and then start Tomcat. You can use the following lines to load 
NetWare Enterprise Web Server and Tomcat:

java
nsweb
?echo off
?echo off
?tomcat

The question mark is a delay of about 10 seconds during startup. It is very 
important to load Java first; otherwise Tomcat doesn’t start correctly if you boot 
the server.

Installing Apache

1. Download Apache Web server from http://httpd.apache.org/
dist/httpd/binaries/netware/Apache_1.3.20_Netware.zip.

2. Extract Apache_1.3.20_Netware.zip to sys:\apache. Be sure that you have 
the folders sys:\apache\modules, sys:\apache\conf, and so on.
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If you want to use NetWare Enterprise Web Server and Apache 
simultaneously on the same server, select another port or add a secondary IP 
address to your server for Apache.

3. Edit sys:\apache\conf\httpd.conf and configure the following parameters:

ServerAdmin you@domain.com
ServerName www.domain.com
Port 80
Bind * or
Bind YouServerIP

4. Type “search add sys:\apache” at the system console.

5. Start Apache by typing “apache” at the system console.

6. Test Apache with http://YourServer.

If you want to load Apache simultaneously with NetWare Enterprise Web Server 
during server startup, insert the following lines in your AUTOEXEC.NCF file:

add secondary ipaddress x.x.x.x
search add apache
apache

Integrating Tomcat with Apache

1. Install Tomcat as mentioned at the beginning of this article.

2. Copy mod_jk.nlm to sys:\apache\modules.

3. Edit sys:\jakarta-tomcat-3.2.2\conf\workers.properties and set the following 
values:

workers.tomcat_home=sys:\jakarta-tomcat-3.2.2
workers.java_home=sys:\java

For JVM 1.2.2 or JVM 1.3:

worker.inprocess.jvm_lib=$(workers.java_home)$(ps)jre$(ps)bin$(ps)
classic$(ps)jvm.nlm

For JVM 1.1.7b:

worker.inprocess.jvm_lib=$(workers.java_home)$(ps)bin$(ps)java.nlm
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4. Edit sys:\apache\conf\httpd.conf and insert the following lines just before the 
other LoadModule statements:

LoadModule jk_module modules/mod_jk.nlm
JkWorkersFile sys:/jakarta-tomcat-3.2.2/conf/workers.properties

Search for the line LogLevel warn and insert the following behind this line:

JkLogLevel error

Search for the line CustomLog… and insert the following behind this line:

JkLogFile sys:/jakarta-tomcat-3.2.2/logs/mod_jk.log

Search for the line ServerSignature On and insert the following behind this 
line:

JkMount /*.jsp ajp12
JkMount /servlet/* ajp12

5. Unload and reload Apache.

6. Test Apache/Tomcat integration with the following servlet: http://Your- 
Server IP/servlet/SnoopServlet. If all is correct, you’ll get several Server and 
Client parameters. Be sure that you use the IP address of the Apache Web 
server.

7. To enable the examples context of Tomcat, insert the following lines in your 
httpd.conf file (these lines must be added near by the JkMount statements 
mentioned before):

JkMount /examples/servlet/* ajp12
JkMount /examples/*.jsp ajp12

Search for the statement <IfModule mod_alias.c> and place the following 
lines behind this statement:

# The following line makes apache aware of the location of the /examples
context
Alias /examples "sys:/jakarta-tomcat-3.2.2/webapps/examples"
<Directory "sys:/jakarta-tomcat-3.2.2/webapps/examples">

Options Indexes FollowSymLinks
</Directory>
# The following line prohibits users from directly accessing WEB-INF
<Location "/examples/WEB-INF/">

AllowOverride None
deny from all

</Location>
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<Directory "sys:/jakarta-tomcat-3.2.2/webapps/examples/WEB-INF/">
AllowOverride None
deny from all

</Directory>
# The following line prohibits users from directly accessing META-INF
<Location "/examples/META-INF/">

AllowOverride None
deny from all

</Location>
<Directory "sys:/jakarta-tomcat-3.2.2/webapps/examples/META-INF/">

AllowOverride None
deny from all

</Directory>

8. To enable the admin context of Tomcat, insert the following lines to your 
httpd.conf file (these lines must be added near by the JkMount statements 
mentioned before): 

JkMount /admin/servlet/* ajp12
JkMount /admin/*.jsp ajp12

Search for the statement <IfModule mod_alias.c> and place the following 
lines behind this statement:

# The following line makes apache aware of the location of the /examples
context
Alias /admin "sys:/jakarta-tomcat-3.2.2/webapps/admin"
<Directory "sys:/jakarta-tomcat-3.2.2/webapps/admin">

Options Indexes FollowSymLinks
</Directory>
# The following line prohibits users from directly accessing WEB-INF
<Location "/admin/WEB-INF/">

AllowOverride None
deny from all

</Location>
<Directory "sys:/jakarta-tomcat-3.2.2/webapps/admin/WEB-INF/">

AllowOverride None
deny from all

</Directory>
# The following line prohibits users from directly accessing META-INF
<Location "/admin/META-INF/">

AllowOverride None
deny from all

</Location>
<Directory "sys:/jakarta-tomcat-3.2.2/webapps/admin/META-INF/">

AllowOverride None
deny from all

</Directory>

9. To enable the test context of Tomcat, insert the following lines to your 
httpd.conf file (these lines must be added near by the JkMount statements 
mentioned before):
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JkMount /test/servlet/* ajp12
JkMount /test/*.jsp ajp12

Search for the statement <IfModule mod_alias.c> and place the following 
lines behind this statement:

# The following line makes apache aware of the location of the /examples 
context
Alias /test "sys:/jakarta-tomcat-3.2.2/webapps/test"
<Directory "sys:/jakarta-tomcat-3.2.2/webapps/test">

Options Indexes FollowSymLinks
</Directory>
# The following line prohibits users from directly accessing WEB-INF
<Location "/test/WEB-INF/">

AllowOverride None
deny from all

</Location>
<Directory "sys:/jakarta-tomcat-3.2.2/webapps/test/WEB-INF/">

AllowOverride None
deny from all

</Directory>
# The following line prohibits users from directly accessing META-INF
<Location "/test/META-INF/">

AllowOverride None
deny from all

</Location>
<Directory "sys:/jakarta-tomcat-3.2.2/webapps/test/META-INF/">

AllowOverride None
deny from all

</Directory>

10. Unload and reload Apache

11. Test Apache/Tomcat integration with the following links:

• https://YourApacheServerIP/test

• https://YourApacheServerIP/admin

• https://YourApacheServerIP/examples/jsp/dates/date.jsp

You can use Tomcat with NetWare Enterprise Web Server and Apache 
simultaneously on the same server, if you add a secondary IP address for 
Apache.

If you use the admin context, username and password is “tomcat”.
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Conclusion

I hope this AppNote helps you get NetWare Enterprise Web Server, Apache, and 
Tomcat to work as expected. 

The process described in this “How-To” AppNote is a collection of information 
from FAQ, newsgroups, documentation, and discussions. Much more information 
is available about these products, but I can’t describe every aspect in this 
AppNote. If you need more information about Apache and the Jakarta project, 
visit the following Web sites:

• http://www.apache.org

• http://jakarta.apache.org
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A Look at the Disk SET 
Parameters in the NetWare 
Remote Manager Utility

Edward Liebing
Senior Editor
Novell AppNotes

Last month we looked at the new features of the utility 
formerly known as the NetWare Management Portal 
utility but which is now known as the NetWare Remote 
Manager utility since the release of NetWare 6.

But breaktime’s over, and we must all get back on our 
heads. So let us once again look into the SET parame-
ters and this month we’ll look at the Disk SET parame-
ters. To view the Disk SET parameters in the NetWare 
Remote Manager utility, select the SET Paramaters 
option under the Manage Server heading found in the 
left-hand column of Remote Manager. You can then 
select the Disk SET parameter option, and you will see 
a screen similar to Figure 1.

NetWare 6 adds only one new SET parameter to the 
Disk parameter listing that you see with NetWare 5.1. 
It is called Auto Scan for Devices, so let’s start there.

Auto Scan for Devices. This parameter 
defaults to ON, so that Netware automati-
cally scans for any new devices when the 
storage adapter loads. If you set this param-
eter to OFF, the scan for devices must be 
done manually by going to the server con-
sole prompt and typing:

SCAN FOR NEW DEVICES <Enter>

This can be performed manually, or it can 
be done through a system call or through an 
application call. This SET parameter is 
“owned” by the NWPA.NLM module and 
can be changed at any time as needed. All 
changes are saved to the NetWare Configu-
ration Database Engine (CDBE) and will 
therefore be used the next time the server is 
rebooted.

Auto Scan of CDM modules. This SET parameter is 
known as Auto Load of CDM modules in NetWare 6, 
but the parameter is the same in either case. This 
parameter defaults to ON, so that the NetWare operat-
ing system automatically scans and loads any defined 
generic CDMs (Common Device Modules). If, how-
ever, you turn this parameter to OFF, then any CDMs 
must be loaded manually, or added to the STAR-
TUP.NCF file.

Sequential Elevator Depth. This SET parameter 
sets how many sequential requests the madia manager 
will send to a particular device at the same time. The 
default is eight, which can be quite low, depending on 
the speed of your storage devices and the number of 
requests the server is receiving. You can set this num-
ber from 0 to 4294967295 of elevator depth sequential 
request seeking on a device.

This particular parameter is owned by the Media Man-
ager (MM.NLM), so it will check to see if this particu-
lar device is mirrored. If the device is mirrored and has 
reached its parameter setting, the media manager will 
start sending any additional requests over to the mir-
rored device for processing.

This parameter can be changed at any time as needed. 
All changes are saved to the NetWare Configuration 
Database Engine (CDBE) and will therefore be used the 
next time the server is rebooted.

Enable IO Handicap Attribute. In conjunction with 
the Sequential Elevator Depth parameter, certain 
device drivers and applications can set an attribute to 
inhibit or handicap read requests from one or more 
devices. The Enable IO Handicap Attribute defaults to 

Figure 1: The Disk SET parameters as they are found in NetWare 5.1.
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OFF, but if you set this parameter to ON, it will enable 
the inhibit/handicap attribute to function.

However, Setting this parameter to OFF allows Net-
Ware to treat the device as any other device. Do not set 
this parameter to ON unless instructed to do so by a 
device manufacturer.

This SET parameter is “owned” by the MM.NLM mod-
ule (Media Manager) and can be changed at any time as 
needed. All changes are saved to the NetWare Configu-
ration Database Engine (CDBE) and will therefore be 
used the next time the server is rebooted.

Mirrored Devices Are Out Of Sync Message Fre-
quency. This SET parameter defines how many min-
utes the Media Manager will check for devices that are 
out of synchronization. This number can be set from 5 
minutes to 9999 minutes (approximately 167 hours). 

This SET parameter is also owned Media Manager 
NLM and can be changed at any time. All changes are 
saved to the NetWare Configuration Database Engine 
(CDBE) and will therefore be used the next time the 
server is rebooted.

Remirror Block Size. This parameter set how large 
the remirror block size will be in 4K block sizes and 
increments. You can set this from 1 (the default of 4K) 
to 8, which equals 32K block size. 

This SET parameter is also owned Media Manager 
NLM and can be changed at any time. All changes are 
saved to the NetWare Configuration Database Engine 
(CDBE) and will therefore be used the next time the 
server is rebooted.

If you need to learn more about how to remirror or 
reduplex network drives, take a look at Technical 
Information Document #10027525, which is entitled 
“How to Remirror or Reduplex Drives.” Or if you have 
earlier versions of NetWare, try TID #10011974, 
which is entitled “How To Remirror Partitions On Mir-
rored Or Duplexed Drives.” 

Concurrent Remirror Requests. This parameter 
deals with how many remirror requests the server can 
support per logical partition. The default setting is set 
to 32, which is the maximum setting possible, with the 
range being between 2 and 32.

If you are having problems remirroring your network 
drives, take a look at Technical Information Document 
#10027525. Entitled “How to Remirror or Reduplex 
drives,” this TID walks you through the methods 
necessary to restore you back to a working model. 

You can quickly go to the TID at: http://support.novell.
com/cgi-bin/search/searchtid.cgi?/10027525.htm

As with most of the parameters under this category, 
this SET parameter is also owned Media Manager 
NLM and can be changed at any time. All changes are 
saved to the NetWare Configuration Database Engine 
(CDBE) and will therefore be used the next time the 
server is rebooted.

Ignore Partition Ownership. This parameter deals 
with partitions that are in a clustering environment. 
Setting this parameter to ON will allow partitions 
owned by other servers in the cluster to be activated on 
this server.

This SET parameter is also owned Media Manager 
NLM and can be changed at any time. All changes are 
saved to the NetWare Configuration Database Engine 
(CDBE) and will therefore be used the next time the 
server is rebooted.

Ignore Disk Geometry. This SET parameter affects 
things when reading or writing to the disk partition and 
defaults to Off. Turning this setting On while modify-
ing or creating partitions will allow the creation of 
non-standard and unsupported partitions on the disk. 
However, such an action may adversly affect other file 
systems on the disk, so use caution when performing 
such actions.

If you see an error such as:
Error “NWCONFIG.NLM detected an inconsistency in
your partition table with respect to the disk geometry.”

The error message can appear if you are trying to cre-
ate volume SYS and are editing the partition properties 
during the initial installation. TID #10013218 
addresses this issue and suggests in such circumstances 
to make the DOS partition less than 2GB in size as 
well as set this SET parameter to ON.

This SET parameter is owned Media Manager NLM 
and can be changed at any time. All changes are saved 
to the NetWare Configuration Database Engine 
(CDBE) and will therefore be used the next time the 
server is rebooted.

Enable Hardware Write Back. The parameter 
allows drivers to use hardware Write Back capabilities 
if they are supported by the installed hardware. This 
parameter defaults to Off, but can be set to On if so 
supported. Then I/O write requests can be cached, 
sending back a write complete reply before data is 
actually commited to the media, thus increasing write 
performance. (However, this setting excludes Transac-
tion Tracking requests.)

Concurrent Remirror
Requests. This param-
eter deals with how
many remirror requests
the server can support
per logical partition.
The default setting is set
to 32, which is the maxi-
mum setting possible,
with the range being
between 2 and 32.
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This SET parameter is also owned Media Manager 
NLM and can be changed at any time. All changes are 
saved to the NetWare Configuration Database Engine 
(CDBE) and will therefore be used the next time the 
server is rebooted.

Enable Disk Read After Write Verify. Read back 
all data written to disk and verify correctness. This par-
ticular parameter deals with Hot Fix. In short, Hot Fix 
compares written data to the data that’s still in the 
server’s memory. If the data matches, then Hot Fix is 
finished and does nothing else. If, however, the data 
does not match, the Hot Fix routine rewrites the data 
from the server memory to a select place on the disk 
with another read-after-write-verification and marks 
the bad data blocks and places their location in the bad 
block table. 

This particular procedure is more often than not han-
dled by the hard disk drives and drivers, so you can get 
better performance by having this parameter set to Off 
at the server level (the default) and using this capabili-
ties at the hardware level. 

This SET parameter is also owned Media Manager 
NLM and can be changed at any time. All changes are 
saved to the NetWare Configuration Database Engine 
(CDBE) and will therefore be used the next time the 
server is rebooted.

Conclusion
This finishes up the Disk SET parameters for both Net-
Ware 5.1 and NetWare 6.0. Next month, we’ll take a 
look at the Error Handling SET parameters and what 
they can do for you.

Command Default Range

MM.NLM (Novell Media Manager)

Auto Scan for Devices ON (ON/OFF owned by NWPA.NLM)

Auto Scan of CDM modules ON (ON/OFF owned by NWPA.NLM)

Sequential Elevator Depth 8 (0 to 4294967295)

Enable IO Handicap Attribute OFF (ON/OFF)

Mirrored Devices Are Out Of Sync Message 
Frequency

28 (5 to 9999)

Remirror Block Size 1 (1 to 8)

Concurrent Remirror Requests 32 (2 to 32)

Ignore Partition Ownership OFF (ON/OFF)

Ignore Disk Geometry OFF (ON/OFF)

Enable Hardware Write Back OFF (ON/OFF)

Enable Disk Read After Write Verify OFF (ON/OFF)
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Console Commands in 
NetWare 5.1: SERIALVER, 
SET, SET TIME, SET TIME 
ZONE, SPEED

Kevin Burnett
Senior Research Engineer
Novell AppNotes

This section is one in a series that intends to describe 
each of the NetWare 5.1 console commands (both nor-
mal and hidden) in alphabetical order and to tell when, 
why, and how to use them properly. To see a list of the 
commands that you can perform at the server console, 
type HELP<Enter> at the server console prompt. To 
use the commands described here, simply type the 
command at the server console prompt followed by the 
<Enter> key.

SERIALVER
Object Serialization in Java refers to being able to 
write the complete state of an object to an output 
stream. This gives you the ability to recreate the object 
later by reading its serialized state from an input 
stream. Object Serialization is used in many places in 
Java, such as the cut and paste operation. Additionally, 
it is used to transfer objects between a client and server 
for remote class execution. 

SERIALVER is a command that is used with object 
serialization. When you deserialize an object, it is criti-
cal to verify that the version of the class file for that 
object matches the version that was used to serialize it. 
This is done by executing a unique number for the 
class and encoding it to a private location in the class. 

When you type SERIALVER <Enter> at the NetWare 
server console, you will get the following usage mes-
sage:

Usage: serailver [-show] [classname...]

SERIALVER will display the version number, or seri-
alization-unique identifier, for a class or classes. SERI-
ALVER’s output is a line of Java code, suitable for 
pasting into a class definition.

SET
The NetWare server allows the setting and modifying 
of SET parameters, much like DOS does. The NetWare 
server environment has over 14 categories, each with 
several set commands. You have the ability to view or 
set current operating system parameters. Typically, 
most parameters do not need to be changed, however, 
they nay be configured to fit your situation.

There are two command-line parameters. The first is 
the parameter you want to modify. The second is the 
value to set the parameter to.

SET [parameter name] [= parameter_value]

Type SET to list the categories of server set com-
mands.

Type SET parameter name to see the current value of a 
SET parameter.

Type SET parameter name = value to set the parame-
ter name to the new value.

Edward Liebing’s “Beyond the Basics” column has 
been covering the different SET parameters in greater 
detail for some months now and would be worth a look 
if you are interested in what each parameter means and 
does. Also, October’s “Tips & Tricks” section contains 
a list of all of the new SET parameters that come with 
NetWare 6.

SET TIME
The SET TIME console command simply sets the Net-
Ware server’s internal clock and calendar. There are 
two command-line parameters:

Options Description

- show The -show command-line option 
causes the creation of a simple 
graphical interface that allows the 
user to type in a single classname at 
a time, obtaining its serializing UID. 
When using the -show option, no 
class names may be specified on the 
command-line.

classname
...

Any number of classnames may be 
specified on the command-line when 
not using the -show option. The 
output will contain class names with 
their respective version number or 
serialization-unique identifier.

There are two com-
mand-line parameters.
The first is the parame-
ter you want to modify.
The second is the value
to set the parameter to.
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SET TIME [month/day/year] [hour:minute:second]

The first is the date, which is displayed as 
month/day/year when you get help for the command 
(HELP SET TIME <Enter>). However, the date may 
be entered as day/month/year or month/day/year. You 
must keep the year as the third entry, as entering the 
year in either of the other two spaces will cause misin-
terpreted data.

The second is the time, which must be entered in the 
form hh:mm:ss. However, you can leave the seconds 
off if you wish.

After resetting the time, you may be prompted with the 
following warning:

Warning: Time synchronization is active on this server. 
Are you sure you want to change the time?

It’s important that you have your hardware clock set 
(whether by DOS or another means) before you bring 
your server up. This will ensure that you have the least 
amount of time variance—especially in a multi-server 
environment.

If you are running eDirectory on a multi-server net-
work, changing a secondary server’s time may not be 
desirable because you run the risk of throwing that 
server into “synthetic time.” Changing the time on the 
Primary time server can cause problems if the time is 
set behind any secondary servers that are getting their 
time from this Primary time server. You then also run 
the risk of throwing the servers into synthetic time.

Synthetic time occurs when time synchronization is 
lost because the server’s local time has been set back-
wards. Synthetic time is the process of creating times-
tamps from the most recent timestamp in eDirectory. 
From this timestamp, the event counter increments 
until it reaches 65,535 events, then another second is 
added to time and the event counter continues to incre-
ment. This process continues until real time catches up 
with the synthetic time stamps being used.

You can type “N” for NO to not change the time, or 
“Y” or YES to go ahead and change the time anyway.

An example would be in the form of:

SET TIME November 29 2001 10:11:12 pm

To verify the server’s date and time, type TIME at the 
server prompt and press <Enter>. Output similar to the 
following will appear on the server console:

Time Zone String: “MST7MDT”
DST Status: ON
DST Start: Sunday, April 7, 2002 2:00:00 am MST
DST End: Sunday, October 28, 2001 2:00:00 am MDT
Time synchronization is active
Time is synchronized to the network
Thursday, September 27, 2001 10:39:29 pm UTC
Thursday, September 27, 2001 4:39:29 pm MDT

SET TIME ZONE
The SET TIME ZONE console command can be used 
to either display the server’s current time zone or set 
the server’s time zone. To display the server’s current 
time zone, type the following on the server console:

SET TIME ZONE <Enter>

Text similar to the following will be displayed on the 
server’s console:

Time zone is set to: MST7MDT

In order to set the server’s time zone, you need to use 
the command’s command-line parameter:

SET TIME ZONE [hour [daylight]]

An example of this would be:

SET TIME Zone MST7MDT

The following are valid Standard Time Zone Settings: 

 Time Zone Standard Time Zone Daylight Savings Time

"Australia, Central Time"  CST, '-09:30' CSut, '+1:00'

"Australia, Eastern Time" EST, '-10:00'  ESuT, '+1:00'

"Australia, Western Time" WST, '-08:00' WSuT, ' +1:00'

"Belgium, Mid-European Time" MET, '-1:00' MEST, '+1:00'

"Canada, Newfoundland Time" STD: NST, '+03:30'  NDT, '+1:00' 

"Canada, Atlantic Time" AST, '+04:00' ADT, '+1:00'

It’s important that you
have your hardware
clock set (whether by
DOS or another means)
before you bring your
server up. This will
ensure that you have the
least amount of time
variance—especially in
a multi-server environ-
ment.
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The time zone is composed of three elements. For 
example: MST7MDT is made up of:

MST = First Component
7 = Second Component
MDT = Third Component

The first component indicates the type of time. In this 
case, MST is Mountain Standard Time. The second 
component is the time relative to Grenwich Mean Time 
(GMT), which is an international time standard. In this 
case, MST is +7 hours relative to GMT. The third com-
ponent indicates if Daylight Savings Time is used in 
the time zone. In this case, MDT means Mountain 
Daylight Time, which is a type of Daylight Savings 
Time. This variable gives the NetWare server all the 
information it needs to change the time when Daylight 
Savings Time goes on and goes off.

SPEED
This console command displays the server’s processor 
speed. If the server has more than one processor, infor-
mation is displayed for each processor. This is accom-
plished by using special APIs that Intel provides 
through requesting specific version information from 
the processor (s). To execute the console command, 
type the following on the server’s console:

SPEED <Enter>

The output is displayed on the server console, appear-
ing similar to:

Processor Speed 450 MHZ, CPUID: Genuine Intel
Family 6, Model 15, Stepping 2
Feature Flags 183F9FF
L1 cache: 32K bytes, L2 cache: 512K bytes
Current revision: 14

"Canada, Central Time" CST, '+06:00' CDT, '+1:00'

"Canada, Eastern Time" EST, '+05:00' EDT, '+1:00'

"Canada, Mountain Time" MST, '+07:00' MDT, '+1:00'

"Canada, Pacific Time" PST, '+08:00' PDT, '+1:00'

"England, Greenwich Mean Time" STD: GMT, '+00:00' BST, '+1:00'

"France, Mid-European Time" MET, '-01:00' MEST, '+1:00'

"Germany, Mid-European Time" MET, '-01:00' MEST, '+1:00'

"India, Indian Time" IST, '-05:30'

"Italy, Mid-European Time" MET, '-01:00 MEST, '+1:00'

 "Ireland, Greenwich Mean Time" STD: GMT, '+00:00' BST, '+1:00'

"Japan, Japan Time"  JST, '-09:00'

"Luxemburg, Mid-European Time" MET, '-01:00' DAY: MEST, '+1:00'

"Netherlands, Mid-European Time" MET, '-01:00' DAY: MEST, '+1:00

"New Zealand, New Zealand Time" STD: NZST, '-12:00' DAY: NZDT, '+1:00'

"United Kingdom, Greenwich Mean Time" GMT, '+00:00' DAY BST, '+1:00'

"United States of America, Alaskan Time"  KST, '+09:00' KDT, '+1:00'

"United States of America, Atlantic Time" AST, '+04:00 ADT, '+1:00'

"United States of America, Central Time" CST, '+06:00' CDT, '+1:00'

 "United States of America, Eastern Time" EST, '+05:00' EDT, '+1:00'

"United States of America, Hawaiian-Aleutian Time" HST, '+10:00' HDT, '+1:00'

"United States of America, Mountain Time" MST, '+O7:00' MDT, '+1:00' 

"United States of America, Pacific Time" PST, '+O8:00' PDT, '+1:00' 

 Time Zone Standard Time Zone Daylight Savings Time
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The following is a description of the information 
returned: 
Processor Speed: The actual operating speed of the 
system processor. In this case it is 450 MHZ.

CPUID: This identifies who manufactured the proces-
sor. In this case, Intel manufactured the processor.

Family: This identifies the group or family of which 
the processor is a part of. In this case it is family 6, 
which is a specific part of the Intel Pentium family.

Model: This identifies the model of the processor. In 
this case, 15.

Stepping: This identifies a change to the mask used to 
manufacture the processor. This can occur for a variety 
of reasons: to fix bugs, to improve the number of good 
chips on a wafer, or to solve an electrical issue. Intel 
defines stepping in two forms. A letter change is a 
major revision which indicates a complete change of 
masks to manufacture the chip. A number change 
refers to a change in a subset of the masks. 

For example, A1 to A2 is a change involving only one 
or two masks. B0 to C0 is a change to all the masks. In 
this case, the stepping value is 2, indicating a minor 
revision.

It is important to remember that you shouldn’t mix 
steppings in a multi-processor (MPK) system. If the 
steppings are mismatched, your MPK system will be 
headed for serious problems. 

Feature Flags: The feature flags denote what features 
of your processor are available to be used. These are all 
very low-level features that an operating system will 
typically utilize. More information about the features 
flags can be obtained in Intel’s Instruction Set Refer-
ence for your processor model.

L1 and L2 Cache: This refers to the size of the caches 
available for the processor to use. The L1 cache is typ-
ically on board with the processor, while the L2 cache 
is usually external to the processor, but not always. 
This cache is used by the processor to store look-ahead 
instructions, and to make sure the processor is always 
operating as efficiently as possible. In this case, there is 
a L1 cache of 32K bytes and a L2 cache of 512K bytes.

Current Revision: This refers to the revision of the pro-
cessor. The revision can be used, along with the model 
and stepping to determine the exact type of processor. 
The samples revision is 14.

The commands we have discussed in this column are 
summarized below:

Console Command Function Example

SERIALVER Displays the serial version UID for 
one or more classes so you can copy 
it into an evolving class.

SERIALVER -show
SERIALVER myClass yourClass

SET View or set current operating 
system parameters.

SET replace console prompt with 
server name = off

SET TIME Sets the file server date and time. SET TIME October 9 2001 5:25:00 
pm

SET TIME ZONE Displays or sets the file server time 
zone.

SET TIME ZONE
SET TIME ZONE MST7MDT

SPEED Display processor relative speed and 
other processor information.

SPEED

It is important to
remember that you
shouldn’t mix steppings
in a multi-processor
(MPK) system. If the
steppings are mis-
matched, your MPK
system will be headed
for serious problems.
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Building a Poor Man’s SCSI-Based 
Cluster Hardware System

Thomas F. Miller
Senior System Engineer
Novell, Inc.

Servers – Compaq ML330(PIII 733 MHz) with 512 
Mb RAM On board SCSI Controller for SYS and 
CDROM Adaptec 29160 Controllers for the Shared 
Storage (adpt160.ham version 14.00 3rd Dec 1999)

Hardware Interrupt setting are as follows:

SCSI adapter settings are as follows:

Here’s the process I used to get everything to work:

• Power on the Shared Storage first

• Power on node1 (ID6) and let it boot to DOS

• Power on Node2 (ID7) and let it boot to DOS and 
then run SERVER.EXE

• Run SERVER.EXE on node1

The most importing thing is the reduction of the trans-
fer rate. I found it to be most stable when I reduced it to 
10Mbit. At 40 Mbits, I was getting a lot of “SCSI Bus 
Reset By 3rd Party” messages with drive deactivation, 
as well as the bus was also hanging. At 10Mbits, the 
frequency of the “SCSI Bus Reset By 3rd Party” mes-
sages is much less and more importantly, I have am not 
experiencing bus hangs or drive deactivations.

Borland Delphi 6 and Novell’s 
ActiveX Controls

Wolfgang Schreiber
Manager Developer Support
Novell, Inc.

The first release of Borland’s Delphi 6 has a problem 
with the type library import utility that is used to 
import third-party ActiveX controls into Delphi’s IDE.

This Delphi bug incorrectly imports several third-party 
controls, or it completely fails to import a control. This 
problem affects controls like Formula One and Lead 
Tools, but also some of the Novell ActiveX controls.

Controller Type Slot Interrupt

Compaq SCSI 2 (Onboard) 3 10

NIC (Onboard) 3 5

Adaptec 29160 1 11

Video Controller - 7

Advanced Management 
System

- 15

LPT1 - Disabled

SCSI Adapter Setting Node1 Node2

Host adapter SCSI ID 6 7

SCSI parity Checking Disabled Disabled

Host Adapter SCSI 
Termination

 LVD/SE connector Auto Auto

 SE Connector Auto Auto

Additional Boot Options

 Boot device options    0 0

SCSI Device Configuration 

 Sync Transfer Rate 10 10

 Initiate wide negotiation YES YES

 Enable Disconnection YES YES

 Send Start Unit Command NO NO

Advanced Options

 Reset SCSI Bus at IC /Init Disabled Disabled

 Display Cntl <A> msg Enabled Enabled

 Extended Bios Translation Enabled Enabled

 Verbose/Silent Mode Verbose Verbose

The first release of Bor-
land’s Delphi 6 has a
problem with the type
library import utility
that is used to import
third-party ActiveX con-
trols into Delphi’s IDE.
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Even if the control seems to be imported correctly 
(e.g., like NWDir), errors may occur at run-time.

Typical error messages during the ActiveX import are:

• Errors about Get_ and Set_ methods

• Syntax errors about “([..])” constructions

• Warnings that no return value is specified

Borland US reportedly is aware of the problem and is 
working on it (as of July 2001), so keep an eye on 
upcoming updates at the http://www.inprise.com/
devsupport/delphi/.

Here are also some work-arounds that may resolve the 
issue:

• If you have Delphi 5, import your ActiveX control 
with D5, copy the D5 TLB import files 
(NW*.TLB and NW*.DCR) from the 
“Delphi5\Imports” directory to the 
“Delphi6\Imports” directory.

• Manually edit the generated TLB import files in 
the “Delphi6\Imports” directory by performing 
the following steps:

a. If the generated Get_ and Set_ don’t match, 
remove the “Get_” or “Set_”

b. If the generated function call is really an array 
index, change the ( ) pair to [ ]

c. If there are warnings where no return value is 
specified, simply add “result :=” to the 
beginning of the line in the getter.

Understanding “Stuck” Partitions

Tim Slaton
Software Engineer
Novell, Inc.

When you add or change a replica type, the operation 
should complete quickly. If it does not, look at the par-
tition status on NDS Manager, and if the status is stuck 
on “new” or “Transition ON,” you’ve got deeper prob-
lems. You cannot fix these stuck transitions, and when 
they occur it usually means that you have a corrupted 
master replica somewhere that is preventing the replica 
changes from getting into NDS properly. 

To fix the problem, delete the stuck partitions. Then 
carefully check the root Master replica. Send NDS 
updates from each Read/Write and the Master replica. 
Use the DSVIEW and DSBROWSE utilities to com-
pare the Master and R/W replicas as you try to find 
schema problems. 

It is probably a missing attribute in the Master replica 
that is causing this problem. If you think the Master 
replica has a corrupted schema, then promote a R/W 
replica to Master, then do a “receive all updates” on the 
old Master replica to dump its database and get a new 
one, then promote it back to be the Master replica.

If you think the R/W replica copy is bad, do a “reset 
local schema” operation to flush the R/W replica’s 
NDS database and get a new copy from the Master rep-
lica. Once you think you are clean again, then go back 
to the replicas operations you were attempting before 
they got “stuck.” If you have resolved the Root Master 
replica problems, the new replicas should finish 
smoothly.

NDS for NT: Cached Administrator 
Password Wait Time Value

Paul Thompson
DSE
Novell, Inc.

The locally-cached Administrator password on the 
PDC is used to authenticate the Administrator if SAM-
SRV detects that the domain is not connected to Novell 
Directory Services.

SAMSRV checks the HKLM\Security\NWSAM key 
for the existence of the Cached Account Wait Time 
value. This value specifies how long, in milliseconds, 
the SAMSRV.DLL will wait before using the cached 
Administrator information for login and stop attempt-
ing to log in to NDS.

If this value is not set, it may take as few as five min-
utes or as long as 15 minutes to timeout and allow the 
use of the Administrator account.

Alias Objects: Find the “Aliased 
Object Name” with Novell’s 
ActiveX Controls

Wolfgang Schreiber
Manager Developer Support
Novell, Inc.

The problem with reading Alias objects through 
Novell’s ActiveX controls is that the controls automat-
ically de-reference the Alias objects. This means that 
only information about the object referenced by the 
alias, rather than alias object, is returned.

Assume that you have an Alias object called “Chef” 
that refers to a real user object (the Aliased Object) 
“Admin.”

The locally-cached
Administrator pass-
word on the PDC is
used to authenticate the
Administrator if SAM-
SRV detects that the
domain is not connected
to Novell Directory Ser-
vices.
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If you read an Alias object (e.g., Chef) into an NWEn-
try variable, all subsequent operations will work on the 
Aliased Object (Admin). Also, properties like NWEn-
try.Layout.Name will return the layout of the Aliased 
object (“User”), instead of returning the layout name 
“Alias.”

You cannot even read the only (mandatory) attribute of 
an Alias object, the field “Aliased Object Name,” 
because every read attempt is run against the refer-
enced object (e.g., user Admin) that does not have such 
attribute. You can only read the properties of the 
Aliased Object.

This makes it rather difficult to determine, what the 
name and location of that Aliased Object is (e.g., in 
which the Admin user object resides).

If you have an NWDir entry X, that contains the Alias 
object Chef, you can read the “Aliased Object Name” 
utilizing the NWDirQuery control - set the properties 
of NWDirQuery1 like this:

• NWDirQuery1.Filter ‘Alias(CN=” & 
X.ShortName & “)”

• NWDirQuery1.FullNameX.Parent

• NWDirQuery1.Fields “Aiased Object Name”

• NWDirQuery1.SearchScope 
qrySearchSubordinates

• NWDirQuery1.SearchMode 
qrySearchSynchronous

• NWDirQuery1.MaximumResults 1

• NWDirQuery1.SortKeys ‘CN’

Then, after calling NWDirQuery1.Search, the query 
results will contain the alias object with the “Aliased 
Object Name” attribute.

What Is a “Node Castout; Fatal SAN 
Device Alert”?

Michael Spong
System Test Engineer
Novell, Inc.

If you change screen to the system console screen, 
you’ll see the device driver has also reported a fatal 
fibre channel error. When the device driver says it can 
no longer access the device, it deactivates it. All users 
of the device get a callback to inform them the device 
went away. 

Clustering also receives this callback and since it 
essentially means the I/O path to all shared disks has 
failed according to the device driver, clustering forces 

the node to fail (as fast as it can), to allow applications 
to failover to other nodes. 

In this scenario, a graceful shutdown is unlikely to be 
successful because applications will themselves fail or 
hang trying to use a shared disk that is no longer avail-
able to them. 

The root cause is the shared disk device driver, in this 
case, CPQFC.HAM,has decided (for whatever reason) 
the I/O path to shared disk has hard-failed and it (the 
driver) deactivates all devices previously presented to 
the NetWare Operating System.

So, either the driver or the SAN itself has experienced 
some kind of fault that hard faults the I/O path from 
server to disk. Normally, the CPQFC device driver 
module can deal with soft faults (fibre channel LIPs for 
example). But in this case, it has decided the SAN has 
hard failed. 

Compaq has a couple of tools (the FCMON and the 
FCDIAGS utilities) that can help you debug what their 
FC driver thinks is happening on the SAN.

How to Get Multiple Connections to 
NDS on a Single Computer

Rostislav Letos
Software Engineer
Novell, Inc

NW client for NT/2000 handles all incoming requests 
from upper layers (applications) by using security con-
text of the user running application/thread belongs to. 
This way only one NW identity is allowed per one 
security context. Logged-on user on Windows NT or 
Windows 2000 system can use only one NW identity 
to a given DS tree. 

In case the user or the application the user is running 
requires different NW identity to the same Directory 
Services tree, the user has to logout first and so loses 
current NW identity as well as the current connection 
in order to get a new one.

There is a way (work-around) that will allow you to get 
multiple connections to one DS tree at the same time 
from one application. It can be achieved by using a 
so-called “impersonation” technique.

The idea is quite simple. Using several Win32 APIs, an 
application creates a new NT security context, imper-
sonates itself, and accesses NetWare client services. 
This way, the NetWare client is informed about the 
new security context, which is different from the 

Compaq has a couple of
tools (the FCMON and
the FCDIAGS utilities)
that can help you debug
what their FC driver
thinks is happening on
the SAN.
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default one, so that NetWare client is allowed to create 
new, but different NW identity. 

After finishing the task under the new NetWare iden-
tity, application logs out, cleans the connection, and 
reverts the impersonated identity back to the original 
one. Below lists the needed APIs and their order:

   • RevertToSelf()

   • LogonUser()

   • ImpersonateLoggedOnUser()

   • NWCallsInit()

   • NWDSCreateContextHandle()

   • NWDSLogin()

   • ...

   • NWDSLogout()

   • NWDSFreeContext()

   • CloseHandle()

   • RevertToSelf()

User issuing LogonUser() Win32 API should have fol-
lowing right set in the system:
“Act As Part Of The Operating System” 
Otherwise this API fails.

Copying Files Using NETBASIC

Everett Young
System Test Engineer
Novell, Inc.

A limitation of NETBASIC is that it has difficulties 
copying files when using the command line, such as: 

COPY Filename.Ext

Sometimes performing a file COPY in NETBASIC 
will fail if you use the “dot extension” of the file name. 
However, if you use a “dot asterisk,” (.*), it will usu-
ally work.

Saying this another way, sometimes...

COPY Filename.Ext 

will fail to copy, but

COPY Filename.* 

will copy just fine. Be aware that the original date and 
time stamp of the file will be changed to the present 
date and time of the copied file.

Windows Capture Settings with 
Client32

Wolfgang Schreiber
Manager Developer Support
Novell, Inc.

There are two separate sets of capture settings (like 
banners, form feeds, tabs, etc.). One set is defined 
through text utilities like CAPTURE/PRINTCON, or 
with APIs like NWSetCaptureFlags(). These settings 
are stored in client tables, and will only affect printing 
from the DOS box.

The other set affects printing through Windows appli-
cations. You can define this set through the tab 
“Default Capture” in the Client32 Properties menu 
(e.g., from the System Tray icon). These settings are 
stored in the Windows registry for Windows 9.x under 
the HKLM\Network\Novell\System Config\Network 
Provider\Capture Flags entry, or for Windows NT 
/Windows 2000 under the HKLM\Software\
Novell\Network Provider\Capture Flags entry.

If you’d like to set the Windows capture flags from a 
command line with the CAPTURE.EXE syntax, you 
can download the file WINCAPT.EXE, a Win32 con-
sole application with full source; it can be found at the 
http://developer.novell.com/support/sample.htm.

There are two separate
sets of capture settings
(like banners, form
feeds, tabs, etc.). One
set is defined through
text utilities like CAP-
TURE/PRINTCON, or
with APIs like NWSet-
CaptureFlags(). These
settings are stored in
client tables, and will
only affect printing from
the DOS box.
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DirXML Drivers, Engine and 
Story

Kevin Burnett
Senior Research Engineer
Novell AppNotes

In the October issue, we covered the changes in Novell 
eDirectory between the version that released with 
NetWare 5.x and NetWare 6. Previous to the October 
issue, we were discussing using DSTRACE. 

In the September issue, we covered using DSTRACE 
to do something useful, and I hinted at the possibility 
of the next issue talking about setting up and debug-
ging a DirXML driver using DSTRACE. However, as I 
thought about this, I figured it may not be so good to 
dive right into debugging a DirXML driver without 
first giving a little background about the DirXML 
engine and DirXML drivers.

So without insulting any-
one’s intelligence, I would 
like to go through a question 
and answer session about 
the DirXML engine and the 
DirXML driver interface 
before tackling debugging a 
DirXML driver. The rest of 
this Q&A will be covered 
next month.

What is DirXML?
DirXML is a product for Novell eDirectory 8.x and 
greater. DirXML makes possible the synchronization 
of data between Novell eDirectory and other directory 
services or applications. 

The DirXML product contains the following compo-
nents:

• DirXML Driver Infrastructure

• DirXML Drivers

• ConsoleOne Snap-ins for DirXML administration

DirXML allows an application to do the following:

• Share data with eDirectory

• Synchronize that data to eDirectory when 
modified in the application database

• Synchronize that data to the application when 
modified in eDirectory

If you choose to use multiple applications utilizing 
DirXML to synchronize with eDirectory, DirXML will 
synchronize shared data with all the applications. Fig-
ure 1 shows this concept.

The flexibility and simplicity of DirXML is derived 
from the following features:

XML. The DirXML engine converts eDirectory data 
and modification events in XML documents that can 
be easily read by other applications.

Associations. DirXML does not need to share a 
unique ID with the other application. Rather, it uses an 
association attribute which associates an eDirectory 
object with whatever the external application uses to 
identify a unique record.

Schema Mapping. This feature allows an eDirectory 
attribute to be associated with a corresponding file in 
the external application. For example, the eDirectory 
Surname can be mapped to a Last Name field.

Authoritative Data Sources. eDirectory rights 
determine which application has sufficient rights to 
update an attribute or an entry.

Create Rules. Each application that is being synchro-
nized with eDirectory might have different conditions 
for creating a new entry. The Create Rule feature con-
trols the creation of entities in both eDirectory and the 
synchronizing application.

Selected Data. Most applications store information 
that is specific to the application. DirXML allows only 
selected specific data to be shared. 

Data Transformations. DirXML handles data trans-
formations to ensure that dates of one format are con-

NDS to NotesNDS to Exchange

NDS to AD NDS to PBXSimulator

NDS Tree 1 NDS Tree 2

NDS
to

NDS

Figure 1: DirXML exchanging data.

DirXML is a product for
Novell eDirectory 8.x
and greater. DirXML
makes possible the syn-
chronization of data
between Novell eDirec-
tory and other directory
services or applications.
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sistent with other formats. 
This is true for all format 
specific data.

DirXML Engine. The 
DirXML engine is responsi-
ble for eDirectory’s commu-
nication, schema mapping, 
rule enforcement, and data 
filtering. Since the engine 
does most of the work, the 
DirXML driver has only two 
main responsibilities: com-
municating with the applica-
tion and notifying the 
DirXML engine when events 
occur in the application.

DirXML Architecture
The DirXML engine is the 
key module in the DirXML 
architecture and provides the interface that allows 
DirXML drivers to synchronize external application 
information with eDirectory. Figure 2 Illustrates the 
interactions between a DirXML driver, the DirXML 
engine, eDirectory, and an external database.

When eDirectory initializes, it reads the event filter, 
registers the driver for the appropriate eDirectory 
events, filters the data according to the filter’s specifi-
cation, and sets up a cache to the events. eDirectory 
then notifies the DirXML engine when an event 
occurs. The DirXML engine reads all of the rules you 
have set up for the subscription shim of your driver 
(such as event transformations, matching, placement, 
create, mapping, and output style) and sends the data to 
your subscription shim.

The subscriber portion of your driver is responsible for 
the following tasks:

• Data Conversion

• Event Transform Rules

• Data Sending

• Response Handling

The publisher portion of your driver performs the gath-
ering and sending of updates from the external data-
base to eDirectory. The following tasks are 
driver-implemented specific:

• Changing data

• Filtering data

• Converting data

• Sending data

Questions About Design
The DirXML driver acts as the link between your 
external application or directory and eDirectory. The 
following are some questions that might be asked when 
designing a DirXML driver.

Q. How does a driver fit into the DirXML 
framework?

A. DirXML can be thought of as two separate black 
boxes called channels. Each channel takes an event on 
it input and issues a set of command on its output. The 
goal of the transformation from events to commands is 
to propagate the changes made by the application 
connected to the channel input into the application 
connected to the channel output. The transformation 
involves fixed logic in DirXML together with a set of 
configurable rules that guide the transformation of 
event to commands.

Q. What are the responsibilities of a driver?

A. A driver does only what DirXMl tells it to do 
(through the Subscription shim).

A driver reports to DirXML any relevant events that 
occur in the application (through the Publication shim).

Novell
eDirectory

Publisher
Shim

External
System

Subscriber
Shim

Publisher
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Implement
Event

Placement
Rule

Matching
Rule

Mapping
Rule

Create
Rule

XDS Add
Command?

Input
Stylesheet
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Event
Transform
Stylesheet
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Figure2: DirXML Engine, Driver, eDirectory and External Application.
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Q. Does a driver need to know anything about 
rules?

A. No. It is useful for the driver writer to understand 
what rules do, but the driver has no responsibility for 
rules processing. The driver writer should have a good 
understanding of the responsibilities of the driver 
before worrying about rules.

Q. What is association?

A. Associations are the mechanism used by which 
DirXML establishes and maintains a correspondence 
between an object in eDirectory and an application 
object. The driver provides a unique key value for each 
object and to notify DirXML of those key values in 
eDirectory.

Q. How does DirXML communicate with the 
driver?

A. DirXML communicates with a driver through 
interfaces. In Java these are represented by Java 
interfaces. In C++ these are represented as pure 
abstract base classes. In order to keep this document 
somewhat short, I will focus on the Java interfaces. 
C++ interface documentation is available through 
http://developer.novell.com.

Q. What interfaces are implemented by the driver?

A. Here are the following interfaces:

 • DriverShim. The top-level interface 
responsible for starting up and shutting down 
the driver.

 • SubscriptionShim. The interface responsible 
for accepting and processing commands from 
DirXML.

 • PublicationShim. The interface responsible for 
notifying DirXML of events that occur in the 
application.

 • XmlQueryProcessor. The interface passed by 
the PublicationShim into 
XmlCommandProcessor.execute() when 
calling DirXML to report an application event.

Q. What interfaces are implemented by DirXML?

A. Here are the following interfaces:

 • XmlCommandProcessor. The interface passed 
to PublicationShim.start() so that the 
PublicationShim can notify DirXML of 
application events.

 • XmlQueryProcessor. The interface passed by 
DirXML to SubscribeShim.execute() so that 
the SubscriptionShim can query DirXML for 
additional information it may need to process a 
command.

Q. How are these interfaces used?

1. The object implementing DriverShim is 
instantiated by DirXML via introspection using a 
no-argument constructor.

2. The DriverShim.init() method is called by 
DirXML. DirXML passes in the driver 
initialization parameters.

3. DirXML retrieves the object implementing the 
SubscriberShim interface using 
DriverShim.getPublicationShim().

4. DirXML retrieves the object implementing the 
PublicationShim interface using 
DriverShim.getPublicationShim().

5. DirXML calls SubscriptionShim.init(), passing 
the Subscriber initialization parameters.

6. A separate Publisher thread is created. In the 
Publisher thread:

 • DirXML calls PublicationShim.init(), passing 
the Publisher initialization parameters.

 • DirXML calls PublicationShim.start(), passing 
the DirXML object that implements XmlCom-
mandProcessor. The PublicationShim.start() 
method loops, notifying DirXML using Xml-
CommandProcessor.execute() whenever a rele-
vant event occurs in the application.It does not 
return until DriverShim.shutdown() is called, 
unless there is a fatal error.

 • XmlCommandProcessor.execute() processes 
the event, possibly calling the driver XmlQue-
ryProcessor(passed into XmlCommandProces-
sor.execute()) one or more times if additional 
information is needed by DirXML to process 
the event.

7. At this point, DirXML monitors eDirectory for 
relevant events and invokes Subscription
Shim.execute() when an application object must 
be created or a change must be made to an appli-

How does DirXML com-
municate with the
driver?
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cation object. In addition, DirXML invokes Sub-
scriptionShim.execute() to query the application 
for information about application objects. Sub-
scriptionShim.execute() processes the command, 
optionally calling the DirXML XmlQueryProces-
sor(passed into SubscriptionShim.execute()) one 
or more times if additional information is needed 
to process the command.

8. At some time in the future eDirectory sends 
DirXML an event telling DirXML to shut down 
the driver. DriverShim.shutdown() is called, 
which performs whatever driver-specific cleanup 
is needed (including signaling the 
PublicationShim to return from start().)

Q. What is the XmlDocument used by the 
interfaces?

A. XmlDocument is a high level abstraction 
representing an XML document. It allows for easy 
conversions between several common representations 
of XML, notably Document Object Model (DOM), 
Simple API for XML 1.0 (SAX), and a serialized, 
human-readable form.

Q. How do I create a DOM document?

A. The implementation of DOM used by DirXML 
is provided by nxsl.jar (which contains Novell’s XSLT 
processor as well as many XML utility classes.) To 
create a document that uses the same implementation 
as DirXML, use the 
com.novell.xml.dom.DocumentFactory.new 
Document().

Q. What is the structure of the XML documents that 
passes to and from the various interface methods?

A. The documents passed to and from the various 
methods have a structure defined by nds.dtd. All 
documents use <nds> as the document (top-level) 
element, which may contain an optional <source> 
element. Documents that are passed as parameters to 
interface methods also contain a single <input> 
element that contains an arbitrary number of events or 
commands as applicable. 

Documents that are returned from interface methods 
contain a single <output> element which contains the 
results of the processing the events or commands 
contained in the input document and may contain a 
limited set of commands.

For example, if the DirXML sends:

<nds dtdversion="1.0" ndsversion="8.5">
<source>
<product asn1id="2 16 840 1 113719 1 x" version="1.0b3">DirXML</product>
<contact>Novell, Inc.</contact>

</source>
<input>
<! - input commands or events go here -- >

</input>
</nds>

The Shim returns:

<nds dtdversion="1.0" ndsversion="8.5">
<source>
<product version="1.0b3">Some Application Driver</product>
<contact>Nobody in particular</contact>

</source>
<output>
<! - results from commands or events go here -- >

</output>
</nds>

Q. What is the difference between events and 
commands?

A. The distinction is subtle but important. Many of 
the possible child elements of <input> can be 
interpreted either as commands or as events, depending 
on the context, and have essentially the same syntax. In 

XmlDocument is a high
level abstraction repre-
senting an XML docu-
ment. It allows for easy
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Object Model (DOM),
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general, for elements that can be used as either a 
command or as notification of an event, the following 
applies: 

• If the element is being sent to the driver, the 
element is a command; and if the element is being 
sent to DirXML, the element is an event 
notification. 

• When the driver sends an event notification to 
DirXML, the driver is informing DirXML of 
something that occurred in the application. 
DirXML will then determine, based on 
configurable rules, what commands, if any, must 
be sent to eDirectory. 

• When DirXML sends a command to the driver, 
DirXML has already taken an eDirectory event as 
input, applied the appropriate rules, and 
determined that the change in the application is 
represented by the command is necessary.

Q. What are rules?

A. Rules help DirXML transform an event or 
channel input into a set of commands on the channel 
output. All rules can be implemented using XSLT 
stylesheets, but rules that perform well-defined roles 
more commonly use a DirXML-specific XML format 
that more easily describes the transformation needed. 

Rules stores in theXmlData attribute of the 
DirXML-Rule and DirXML-Stylesheet objects. The 
DirXML-Driver, DirXML-Subscriber, and 
DirXML-Publisher objects have attributes that 
reference rule objects.

Q. What does the Schema Mapping Rule do?

A. The Schema Mapping Rule is referenced by the 
driver object and applies to both the Subscriber 
channel and to the Publisher channel. The purpose of 
the Schema Mapping Rule is to map schema names 
between the eDirectory namespace and the application 
namespace.

Q. What does the Input Transformation Rule do?

The Input Transformation Rule is referenced by the 
driver object and applies to both the Subscriber 
channel and to the Publisher channel. The purpose of 

this rule is to perform any preliminary transformation 
on all XML documents that are sent to DirXML by the 
driver and are returned to DirXML from the driver.

The Input Transformation Rule is applied to the XML 
document sent to XmlCommandProcessor.execute() 
and XmlQueryProcessor().query()(when called by the 
driver) and to the XML document that returned from a 
SubscriptionShim.execute() call and/or a 
XmlQueryProcessor().query() (when called by 
DirXML). The Input Transformation rule is applied 
before the Schema Mapping Rule.

Q. What does the Output Transformation Rule do?

A. The Output Transformation Rule is referenced 
by the driver object and applies to both the Subscriber 
channel and to the Publisher channel. The purpose of 
this rule is to perform any final transformation 
necessary on the XML documents that are sent to the 
driver. Functionality is very similar to the Input 
Transformation Rule, except it is applied to the output.

Q. What does the Event Transformation Rule do?

A. An Event Transformation Rule may be 
referenced by the Subscriber object and/or the 
Publisher object. The purpose of an Event 
Transformation Rule is to perform preliminary 
transformations on events. The Event Transformation 
Rule is always implemented using an XSLT stylesheet.

There are are many common applications for the Event 
Transformation Rule, including:

• custom event filtering;

• changing the event type;

• transforming the event directly into a custom 
command to be passed to the application;

• and generating additional events.

Q. What does the Matching Rule do?

A. A Matching Rule may be referenced by the 
Subscriber object and/or the Publisher object (typically 
the Subscriber and Publisher would reference different 
rule objects.) The purpose of the Matching Rule is to 
automatically associate objects in eDirectory with 

What does the Schema
Mapping Rule do?
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objects in the application. The rule syntax is defined by 
the documentation for <matching-rules>. The 
matching rule is only applied to <add> events.

Q. What does the Create Rule do?

A. The Create Rule can be referenced by the 
Subscriber object and/or the Publisher object. The 
purpose of the Create Rule is to decide whether or not 
to create a new object if a suitable association could 
not be automatically generated by the Matching Rule.

A Create Rule also can perform other modifications to 
the <add> event such as providing default values for 
attributes and/or specifying  an object to use as a 
template for creating the new object.

Q. What does the Placement Rule do?

A. The purpose of the Placement Rule is to 
determine where in the storage hierarchy to place an 
object that is to be created and to determine the name 
for the new object. For eDirectory and other directory 
applications, this means generating a distinguished 
name for the new object. The Placement Rule is only 
applied to <add> events which were not “vetoed” by 
the Create Rule.

Q. What does an Event Filter do?

A. An Event Filter specifies the classes of objects 
and the attributes of those objects for which DirXML 
will process events. Separate event Filters are specified 
for the Subscriber and Publisher channels. Event 
Filters only pass events on objects whose effective 
class matches one of those classes that are specified by 
the filter. Event Filters do not pass events on objects 
that are a subclass of a class specified in the filter 
unless the subclass is also specified.

Q. What is the general flow of an event through the 
Event Filter and rules?

A. The following is the general order of rule 
processing. Note that this is an extreme 
over-simplification of the processing that actually 
occurs and that processing may stop at any point or 
skip to the last step if the results of processing a rule 
dictates it.

Subscriber Channel:

1. Event generated by eDirectory.

2. Filter event using Subscriber Event Filter.

3. Apply Event Transformation Rule.

4. If event is <modify> on unassociated object, 
convert to <add>.

5. If event is <add>

 • Apply Matching Rule.

 • Apply Create Rule.

 • Apply Placement Rule.

6. Apply Schema Mapping Rule.

7. Apply Output Transformation Rule.

8. Send command(s) to driver.

Publisher Channel:

1. Event sent to DirXML by the driver.

2. Apply Input Transformation Rule.

3. Apply Schema Mapping Rule.

4. Apply Event Transformation Rule.

5. Filter event by the Publisher Event Rule.

6. If event is <modify> on unassociated object, 
convert to <add>.

7. If event is <add>

 • Apply Matching Rule.

 • Apply Create Rule.

 • Apply Placement Rule.

8. Send command(s) to eDirectory.

Continued next issue...

What is the general flow
of an event through the
Event Filter and rules?
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How to Set Up a DNS Zone for 
Reverse Lookups

For those of you who are running Novell NetWare 5.0 
or 5.1, Novell Domain Name Services (DNS) Dynamic 
Host Configuration Protocol (DHCP) Services, Novell 
DNSDHCP Management Console, or are using Novell 
DNS 5.x or Novell DHCP 3.x, you may be wondering 
how you can set up a DNS zone for reverse lookups.

When setting up your DNS DHCP services, some you 
have received the following error messages or prob-
lems:

• DNSDHCP -- IN-ADDR.ARPA Domain Not 
Working.

• IN-ADDR.ARPA Not Configured Properly. 

• The DNS server does not respond when queried 
for the PTR record. 

• Or when creating records for the domain zone, the 
associated PTR record is not created. 

The Cause
The reason for such error messages or problems is 
because you are using the Zone for a subnet that has a 
224 mask on the fourth byte. Example: Network 
address is 200.1.1.160 returning the range of addresses 
from 160 - 191 (160 being the subnet and 191 the 
broadcast address).

Note: IN-ADDR.ARPA does not recognize subnet masks. 
Class A addresses should include only the first octet of 
the address, i.e. 10.0.0.0. Class B addresses should 
include the first two octets, i.e. 128.1.0.0. Class C 
addresses should include the first three octets, i.e. 
192.168.1.0 The numbers will show up automatically 
reversed as 1.168.192.IN-ADDR.ARPA. 

By identifying the larger subnet (0 on the last byte) the 
server will respond to any requests for look-up within 
that known range.

The Solution 
Create the IN-ADDR.ARPA domain and indicate a 
subnet that ends in a zero.

To create an IN-ADDR.ARPA Zone object, complete 
the following steps: 

1. Click the DNS Service tab of the DNS/DHCP 
Management Console. 

2. Click Create on the tool bar, select Zone, then 
click OK. You will see the Create Zone dialog box 
displayed. The default setting is to create a new 
Primary zone. 

3. Select Create IN-ADDR.ARPA. 

4. Use the browse button to select the NDS context 
for the zone.

5. Enter an IP address in the Zone Domain Name 
field. After you enter the IP address, it is reversed 
and prepended to .IN-ADDR.ARPA and reflected 
in the box below the Zone Domain Name field. 

6. Under Zone Type, select Primary or Secondary. If 
you select Secondary, you must enter the IP 
address of the DNS Name Server that will provide 
“zone out” transfers to this zone. 

7. In the Assign Authoritative DNS Server field, 
select a DNS server. 

8. Once you have selected an authoritative DNS 
server, the Name Server Host Name field is filled 
with name of the authoritative DNS server. Click 
Create, then click Save. 

For More Information
For more information configuring Domain Name Ser-
vices, see http://www.novell.com/documentation/
lg/nw5/usnds/dhcp_enu/data/hz6yi7mh.html 
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I’m using ZENworks for
Desktops 3 and the
icons intermittently do
not show up in Novell
Application Launcher
(NAL) or in the NALEX-
PLD?

Novell Support Connection 
Forums

The Novell Support Connection System Operators 
(SysOps) get a chance to see every kind of problem 
that you can imagine (and some you can’t). Here they 
share some of their most pressing issues that users are 
currently facing, along with their solutions.

Issue #1:  I’ve tried installing BorderManager 3.6 on 
my new Netware 5.1 Support Pack 3 server and the 
install terminates with an error, what have I done 
wrong?

You’ve done nothing wrong; get NW51NI1.EXE from 
the File Finder at http://support.novell.com/
filefinder/ and apply it to the server. Reinstall Border-
Manager, and this time you should be successful.

Issue #2: I’m using ZENworks for Desktops 3 and the 
icons intermittently do not show up in Novell Applica-
tion Launcher (NAL) or in the NALEXPLD?

Solution:  There are several things that can cause this 
problem. First, make sure that Directory Services is 
synchronized and healthy. If DS is healthy and you still 
have the problem, then it is likely that the workstations 
are reading NAL from different servers. 

A packet trace (see Technical Iinformation Document 
#2924660) will show exactly where the failure is 
occurring.  You can try locking DS on the server where 
you suspect users are having troubles (run a local 
repair and don’t hit Escape when it’s finished), then 
run NAL. If the icons show up consistently, then you 
have narrowed down the server with the corrupt NAL 
objects. 

If this is the case, perform a “send all objects” from the 
good server if it is the Master, or a “receive all objects” 
on the bad server if it contains a Read/Write replica.

Issue #3: I applied Support Pack 3 to NetWare 5.1 and 
it did not go well. The file copy did not complete and 
now I’m getting public symbol errors. What can I do?

Solution:  Public symbol errors are caused by mis-
matched NLMs. We used to copy system and public 
files, then re-apply the support pack, but since Net-
Ware 5.1 Support Pack 2a, this method no longer 
works, as NDS works significantly different from the 
shipping product. 

One way to get around the problem is to do an In-place 
Upgrade (from 5.1 to 5.1) with the overlay to overwrite 
all system and public files with the Support Pack 3 ver-
sion at the same time. For more information on this 
procedure, follow the instructions found in the 
\TOOLS\NWOVLY\NWOVLY.TXT file that is 
included with the Support Pack.

Issue #4: I have reinstalled NICI (Novell International 
Cryptographic Infrastructure), and PKI (Public Key 
Infrastructure) is still not loaded, and Directory Ser-
vices will not initialize. Now what do I do?

Solution:  You may have missed a step when you rein-
stalled NICI. Follow the information provided in TID 
#10025666 to reinstall NICI.  This is found at:
http://support.novell.com/cgi-bin/search/
searchtid.cgi?/10025666.htm 

If NICI still will not load, check the C:\NWSERVER 
directory for the NOVXENG.XLM file. We have 
found on occasion that this file is not there when you 
expected that it was. If it is not, copy the appropriate 
file according to the TID information (DOMX-
ENG.XLM or EXPXENG.XLM) and NICI should 
start working.

Issue #5: Is NetWare 6 cool?

Solution:  Absolutely! You no longer need a NetWare 
client, and you can administer it securely over the web.  
There’s also no need to rip and replace, it will fit in 
easily in your existing infrastructure whether you have 
NetWare, NT or other operating systems. 

No more server based licensing (yeah!). It is scalable 
to 32 clusters, 32 processors. It will reduce support 
calls, maximize your hardware investments, and lower 
your total cost of ownership. For more information, see 
http://nw6launch.novell.com/nw6launch/index.jsp. 
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TIDs of the Month
The Technical Information Documents (TIDs) are 
brought to you by Novell’s Support Connection site, 
which you can find at the http://support.novell.com 
URL. We’ll be looking at a selection of TIDs from sev-
eral categories, giving you a brief summary of the issue 
the TID addresses, along with its TID number and cor-
responding URL for your quick perusal. 

The categories for this month include Novell Directory 
Services (NDS), NetWare 4, NetWare 5, ZENworks, 
Novell Client for Windows NT/2000, GroupWise, 
ManageWise, and BorderManager.

Novell Directory Services (NDS) 
You are trying to install the Account Management soft-
ware for Windows 2000 servers running ADSYNC 
software and you have eDirectory 8.5 running on the 
server. As you perform this process, you are finding 
that the installation process for Account Management 
hangs or that the install for eDirectory hangs when 
shutting down DHOST services, or that eDirectory will 
not shutdown in the middle of Account Management 
for Windows 2000.

These are all symptoms of a problem with the JCLI-
ENT.DLL and JCLIENT.JAR files. If you are having 
similar problems, TID #10064189 can help you. Dated 
14 September 2001, this TID covers the file update 
needed to make this work for you.

NetWare 4
Have you ever wondered why you receive the error 
message:

Error: "Synthetic time is being issued. . . "

So what is synthetic time anyway? If you are wonder-
ing this and other items about time synchronization and 
NetWare, take a look at Technical Information Docu-
ment #10013670. Entitled “SYNTHETIC TIME - 
Summary / Fix,” this TID covers information for 
Novell NetWare 4.11, Novell NetWare 5.0, Novell 
NetWare 5.1, Novell Directory Services. 

The information contained in TID #10013670 was for-
merly found in TIDs #2921231 and #2909011and has 

been updated. It also can be found as Web Solution 
#10013670.

TID #10013670 covers topics such as what synthetic 
time is, what causes synthetic time, what happens on 
the server during synthetic time, and what you can do 
about the phenomenon. 

NetWare 5
You have a NetWare 5.1 server and you just installed 
the NetWare 5 Support Pack 4 patch. Now you are 
having problems with Novell Distributed Print Ser-
vices not being able to find SRS in an IP-only environ-
ment. You also received the following error message:

Error: NDPSM-2.20-280. Error (327682) occurred while
creating a Service Registry reference.

If you find yourself in just a boat, TID #10026868 
could be the answer to your queries. Citing that there is 
an issue with the SLP modules that shipped in Net-
Ware 5.1, the document states that the updated SLP 
modules in the NetWare 5.1 Support Pack 4 prevents 
the NDPS module from finding the local SRS service 
via SLP. It further gives you information on where you 
need to go to get the correct and working modules.

ZENworks
You are running Novell ZENworks for Desktops 3.2 
and a Microsoft Windows 2000 Server. Suppose you 
are having the standard DHCP server and ZENworks 
Proxy DHCP server are running on the same NT or 
2000 server. At this point, you are finding that ZEN-
works Imaging fails. What do you do?

TID #10064741 addresses this issue and is entitled 
“How to enable standard DHCP and ZENworks Proxy 
DHCP on the same Windows NT/2000 Server.” In this 
TID, you will find the steps necessary to set up Tag 60 
so this option will work.

Novell Client for Window NT/2000
While it’s been out for a while, it still worth covering. 
In case you didn’t know about this, there’s a Support 
Pack 3 available for the Client v4.8 for Windows 
NT/2000 software. Information about that actual 
download file is found in TID #2959558, and the 
download file is called 48SP3.EXE. This file contains 
updates for the English version of the Novell Client 
v4.8 for Windows NT/2000. 

TID #10064774 speaks of Support Pack 3 in conjunc-
tion with eDirectory 8.5, which I guess solves some 
problems Windows NT/2000 clients have when con-
necting to servers running eDirectory 8.5 (although I 
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could not find any specific problems that it solved for 
eDirectory v8.5).

Some of the changes and problems addressed in this 
release of Service Pack 3 (since the client release) 
include:

• Accessibility options have been added to 
accommodate users with disabilities. 

• Saving Lotus WordPro documents that exceed 
directory space limits and which locks the NT 
workstation.

• MS Project file fails to save when another user has 
it opened in READ ONLY mode on Windows 
2000.

• WM redistributes NDPS printer drivers although 
no change to configuration was made.

• Password expiration prompt still appears even 
after changed login for account with expired 
password.

• Unable to get roaming profiles to work if the GUI 
username is specified incorrectly in the context 
field.

• CMD does not work with Windows 2000.

• With the Fourth Shift application via a terminal 
server session, after updating a record, the record 
timestamp is not set to the correct time.

• After upgrading to the 4.80 client, cannot unlock 
the workstation when doing a workstation-only 
login to the local machine.

• The logon to the NT workstation fails if the user is 
associated with an NT dynamic local user policy 
and the Username field of the Novell Login screen 
includes the distinguished name of the user with 
its context (i.g., the "Username" box says 
"user.ou" and the "Context" field only has the 
organization). 

• Intruder Lockout not working through the Lock 
Workstation feature of Windows NT.

This is by no means an exhaustive list of the changes 
and fixes in this release of Support Pack 3 .

GroupWise
There was an interesting problem with GroupWise 6 
that has been addressed in GroupWise 6.0’s Support 
Pack 1. It seems that people were getting their mes-
sages stuck or pending or building up or never leaving 
the MSLOCAL/MSHOLD Queue. On top of that, the 
messages would get stuck again even after renaming 
the MSLOCAL/MSHOLD Queue to a different name.

It was also noted that Pressing F6 on the MTA (Mes-
sage Transfer Agent) did not help, neither did restart-
ing the MTA. TID #10064898 looks into these 
problems and gives you an option to download 
a Field Test File named FGW6N3.EXE from 
http://support.novell.com/filefinder/.

ManageWise
Suppose you have ManageWise 2.6 or 2.7 and you 
want to print the inventory of users that are listed on 
the Network View window. How do you do this?

Well, TID #10061145 looks into the process that will 
give you the steps necessary to print the inventory that 
you want printed. 

BorderManager
If you have been trying to configure the BorderMan-
ager Enterprise Edition 3.0 or 3.5 product using the 
NetWare Administrator (NWADMN) utiilty, some of 
you have received the following error:

BSCOV ... Unable to Update NDS
attributes (-614). 

and the configuration changes that you have made 
through NWADMIN may not have taken effect. The 
indication is that Schema has become corrupted or that 
you may need to remove Bordermanager from NDS.

Well, before you do, take a look at TID #10020395. 
Entitled “BorderManager Enterprise Edition 3.x DS 
Utilities,” this TID covers the file (BM3RMV3.EXE) 
you need to download and what’s all in it to get you 
around this particular issue.

You Want Some More?
If you want to find more TIDs in these several catego-
ries or on any other Novell products, perform the fol-
lowing steps from your browser: 

1. Go to the http://support.novell.com URL.

2. In the list of Support Links that appear along the 
left-hand side of the screen, click on the 
“Product-Specific Support” link. 

3. From the resulting list of Novell products, select 
the product of your choice.

4. Under the “What’s New” category, click on “Last 
7 days” to see the technical documents that were 
created or have been updated in the last 7 days for 
the product you selected. You can also look at 
documents that have been created in the last 14 or 
30 days. Choose the TIDs that apply to your 
circumstances.

Suppose you have Man-
ageWise 2.6 or 2.7 and
you want to print the
inventory of users that
are listed on the Net-
work View window.
How do you do this?
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Answers to Your Technical 
Questions

NetWare Core Protocols
Dear Ab-end: Where can I find more information 
about the NetWare Core Protocols (NCP) over IP 
TCP/UDP? A local government service provider needs 
to clear the security on the utilized ports to allow gov-
ernment sector to access the standard client-server 
access with VPN. They will want to know more about 
NCP before they give us the green light.

—All Protocoled out in Persia

Dear Protocoled: For many years Novell considered 
the NetWare Core Protocols to be a trade secret. A 
couple of years ago, Novell Developer Support 
received permission to publish the NCP documentation 
on their Web site: http://developer.novell.com/ndk/
ncp.htm 

Granted, these documents are somewhat dated. The 
Web site lists the download as being dated August 19, 
2001. Make sure you read the Revision History to see 
the changes made to the documents after the first publi-
cation in October 1996. This documentation should 
provide you with the information you need.

DNS Caching
Dear Ab-end: When implementing Dynamic Naming 
Service (DNS) on a NetWare 5.x server, we need to 
include a cache-only server before going to the DNS 
server that accesses the Internet for DNS resolution. 
See http://www.novell.com/documentation/
lg/nw5/usnds/dhcp_enu/data/hz6yi7mh.html#fb32572 
for more information.

Windows 2000 seems to do this automatically, without 
the need of extra hardware. What’s the situation in 
NetWare 6? Also, when we unload the NAMED.NLM, 
do we loose the Name cache? Is there a way we can 
save it? 

—Crunched with Caching in Chunchon

Dear Crunched: This service is available in NetWare 
5.x and hence also in NetWare 6.0 as well. Simply con-
figure the DNS server as a forwarder and configure the 
IP address to forward to. All forwarded responses are 
automatically cached, however the cache is purged 
when NAMED NLM is unloaded.

Successful DirXML Synchronization
Dear Ab-end: One of the consultants at my company 
uncovered this issue in a client’s lab and forwarded the 
Technical Information Document on to me. We are 
both working on large scale DirXML projects with 
implementations slated for this month. We recom-
mended placing all Read/Write (RW) replicas on the 
DirXML servers. We have seen moves go through 
sporadically when there is a RW on the server, and all 
of the time when there is a Master on the server.

Has anyone run into this issue? Is there a fix? I still 
need to perform further testing, but any advanced help 
would be great.

—DirXMLing in Daytona Beach

Dear DirXMLing: You are right about TID 
#10060809 stating that sometimes you will get a 

–631 error moving objects via DirXML

error message. This can happen when using DirXML 
to synchronize two eDirectory trees—every object 
move will return the –631 error. This is cause by 
DirXML requiring the Master replica to reside on the 
same server as the DirXML engine. 

The quick fix is to change the replicas on the DirXML 
server to be Masters. In greater detail, with DirXML 
1.0, moves will fail unless you are running the driver 
on the master of both the source and destination con-
tainer. This issue was addressed in DirXML 1.1, but 
not completely. Until it is completely resolved, you 
will need to use the Move Proxy Driver that is avail-
able at Novell’s Web site, www.novell.com. Below is a 
summary of what the driver does:

• The Move Proxy driver was designed as a means 
of getting around the current DirXML limitation 
that prevents move operations from occurring 
through DirXML, unless the server running the 
DirXML driver holds the master replica of the 
source object and the destination container. 

• The Move Proxy monitors events that add a value 
to a new attribute. The Subscriber Event 
Transformation Rule looks for a modify event that 
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I have a NetWare 5.x
shop with more than 20
servers. I plan to
upgrade to NetWare 6.
Do I need to worry
about my NSS volumes,
or will the NetWare 6
upgrade utility take care
of any conversions?

adds a value to the moveProxyTrigger attribute. 
The Rule then converts it to a custom event that 
contains the DN of the object to be moved and the 
DN of the container to move it to. All other events 
are blocked. 

• The Output Transformation looks for the custom 
event generated by the Event Transformation Rule 
and converts it to a delimited text record 
containing the relevant DNs. This record is 
written to a file by the flat file driver subscriber 
channel. 

• The flat file driver publisher channel monitors the 
same directory and extension that the subscriber 
writes, so it picks up the files written by it’s own 
subscriber. 

• The Input Transformation converts the delimited 
text record to a move operation and removes the 
value from the moveProxyTrigger. 

You may wonder if this can be achieved without using 
the flat file driver, since this would add more complex-
ity to the design. Yes, just keep all the masters on one 
server, which gets even more complicated because you 
have more than one driver per tree. So how would you 
handle moves between the US and UK? With great dif-
ficulty. 

The best shot you have is to have a single driver per 
tree and either place the master on that server or use the 
Move Proxy. Having multiple drivers per tree makes it 
almost impossible to complete all moves (specifically 
between the different GEOs).

Upgrading NetWare NSS Volumes
Dear Ab-end: I have a NetWare 5.x shop with more 
than 20 servers. I plan to upgrade to NetWare 6. Do I 
need to worry about my NSS volumes, or will the 
NetWare 6 upgrade utility take care of any conver-
sions?

—Veronica Volumes in Versailles

Dear Veronica: When you upgrade an existing Net-
Ware 5.x server to NetWare 6, you should upgrade 
your existing NSS 2.xx and legacy volumes to NSS 
3.0. The upgrade procedure will not do this automati-
cally, but there are easy ways to do this task manually.

For example, if you have the following:

NetWare 5.1 with Support Pack 2a installed and a 6 
GB Hard Disk, with volume SYS and DATA as legacy 
volumes and V1 and V2 as NSS 2.xx volumes.

After upgrading to NetWare 6, you have: 

NetWare 6 SYS and DATA remain legacy volumes 
and are mountable, but the V1 and V2 are not as yet 
mountable.

Type the following command at the server console 
prompt:

NSS /ZLSSVolumeUpgrade=V1

This creates a pool V1 and a logical volume V1. You 
can create additional logical volumes in pool V1. Now 
V1 is a standard NSS 3.0 pool and with same name you 
get a normal NSS 3.0 volume. 

You may want to upgrade eDirectory to the correct 
NDS information as well. For this action, use the Con-
soleOne utility. In the NSSPOOLS menu, right click 
on server name and select Properties, then in the Media 
tab, click on Upgrade NDS. To upgrade legacy volume 
data, use the VCU.NLM. For help, type vcu /? at the 
server console prompt.

Note: When upgrading the SYS volume, make sure that 
your Virtual Memory swap file is not on SYS—put the 
swap file on another volume. Then rename SYS during 
the upgrade.

No Clustering
Dear Ab-end: Is it possible to have a NetWare 5.x 
SYS volume on a Storage Area Network (SAN)? 
I am asking this because if the box that runs the 
NetWare 5.x server crashes, can you just connect 
another box to the SAN and run the NetWare 5.1 
server from that box? There is no Novell Clustering 
Services considered in this configuration.

—Can’t Cluster in Cuxhaven

Dear Can’t Cluster: The answer is YES with Xiotech, 
EMC, IBM Shark and QLogic adapters. We have our 
Dell 2450’s set up to boot off the SAN. Basically all 
you have to do is set up the fiber channel cards to load 
their BIOS during post. We’ve even gone so far as to 
completely disable the local disk subsystem on the 
servers in our rack.

On the Xiotech-based servers, you can set up a parti-
tion that is private to the particular server adapter. Set 
it up as LUN #0, and the server should have no prob-
lems booting off of it just as it would a SCSI device. 
Using this technique, we have bootable configurations 
on our SAN of 3 NetWare 6 boxes clustered, or we can 
reconfigure to two NetWare 6 boxes and a Windows 
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2000 box (completely different installs, so no NDS 
complaints) just by making a quick configuration 
change on the Xiotech. 

I can change what servers in the rack boot off which 
partitions just by using the management utilities that 
Xiotech has on their box to “bind” a partition to a par-
ticular hardware device.

NIMS and NSS
Dear Ab-end: I know the issues around Novell Inter-
net Messaging System (NIMS), Novell Storage Ser-
vices (NSS) volumes, etc., but I need some practical 
advice here, preferably from people with practical 
experience in similar situations.

We have a customer who wants to roll NIMS out over 
a campus environment to about 15,000 students. They 
want a centralized message store on a cluster. Natu-
rally it’s being done on NetWare and Novell Cluster 
Services. 

I’d like to know if you have had any practical imple-
mentation experience on this, and whether you can 
share any gotchas. More importantly, I’d like to know 
how I can tune NSS to perform better with lots of small 
files.

—NIMsNSSer in Nanjing

Dear NIMsNSSer: The Ab-ender has been busy work-
ing with NIMs and NSS, so you are in luck. Below is 
the NSS configuration that I have applied in my test 
lab. I have a 300GB NSS volume where home directo-
ries of 3500 users are located. More than 1,000,000 
files are modified each day, most of them small html 
files. The server has 1GB of RAM complete with a 
700MHZ CPU. I’m not saying you need to take the 
same numbers but I’m sure (or hope) you can get some 
good idea.

You will need to create a NSSPOWER.NCF file with 
the following commands. 

Load NSS /nocachebalance
/minbuffercachesize=200000
/closedfilecachesize=100000 /namecachesize=40000
/openfilehashshift=15 /fileflushtimer=10
/bufferflushtimer=1

Then unload NSS and start this .NCF file (just type 
NSSPOWER <Enter> at the server console prompt). 
This approach will tune NSS to work more efficiently 
with lots of smaller files. It will also provide a perfor-
mance boost for your network configuration.

iFolder on Mac
Dear Ab-end: I have a customer asking me what the 
story is between iFolder and the Macintosh? More spe-
cifically:

1. As far as I know, we do not have a iFolder client 
for the Mac right now. Does anybody know if we 
intend to create such a client? I think that it would 
be great!

2. Is it also possible to access and use iFolder 
through Internet Explorer from a Mac client (thus, 
without using the iFolder client)? Will the Mac 
extensions be supported and preserved? 
(Assuming of course that iFolder resides on a 
volume supporting the Mac name space.)

Did anybody ever test this? Any feedback/comments?

—Mac Maniac in Munich

Dear Maniac: I have successfully used the iFolder 
Web interface on a Macintosh running Mac OS9 and 
Internet Explorer 5.x. The earlier betas fell apart with 
Java errors, but the ifolder.i-login.net works fine. I 
haven’t tested files with Mac names and extensions yet 
though (I’m not sure if the i-login.net iFolder server 
has the Mac name space loaded on it yet).

Is it also possible to
access and use iFolder
through Internet
Explorer from a Mac
client (thus, without
using the iFolder cli-
ent)? Will the Mac
extensions be supported
and preserved? (Assum-
ing of course that
iFolder resides on a vol-
ume supporting the Mac
name space.)
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Novell Files Suit Against Microsoft; Seeks 
Injunction, Damages
Novell, Inc., a leader in eBusiness solutions and Net 
services software, has announced it has filed suit in 
U.S. District Court in Salt Lake City against Microsoft 
Corporation for making and distributing false and mis-
leading statements about Novell and its products in 
violation of state and federal laws. Novell is seeking 
injunctive relief to immediately stop dissemination of 
the false and misleading statements by Microsoft, in 
addition to seeking corrective advertising, a recall of 
the false advertising and unspecified money damages. 

Microsoft’s campaign of disparagement and false-
hoods appears to be its response to Novell’s recent 
introduction of NetWare 6, the latest version of the net-
work operating system widely regarded in the industry 
as the most reliable and secure platform on the market. 
NetWare is Novell’s premier platform for delivering 
Net services across all types of computer networks, 
storage systems and client desktops. 

Microsoft’s false statements were contained in a mar-
keting piece shaped like a breakfast cereal box that it 
recently distributed to a large number of Novell cus-
tomers across the country. The box was headlined 
“Microsoft Server Crunch,” and on it were printed a 
number of false and misleading statements, including:

• “What’s the expiration date on that NetWare 
platform?

• “As a result of the recent Cambridge Technology 
Partners merger, Novell is shifting its focus from 
software development to consultancy services. 

• “You’re left with a server platform without the 
full support of its manufacturer. Which means 
increasing costs as it rapidly becomes obsolete, 
forcing you to implement time-consuming 
retrofits.”

“These questions and statements are completely false 
and misleading,” said Stewart Nelson, Novell execu-
tive vice president and chief operating officer. 
“Microsoft has tried to create a fictitious end of life for 
NetWare to create fear and uncertainty within Novell’s 
customer base and to discourage future customers from 
doing business with Novell. While corporate America 
has long grown used to Microsoft’s bullying business 
tactics, with this campaign Microsoft has crossed well 
over the line. These misrepresentations about Novell, 
its products and product support go far beyond com-

parative advertising and we believe are clear violations 
of state and federal law.” 

The cereal-box campaign isn’t Microsoft’s first use of 
misleading statements to try to create confusion among 
Novell customers and the market. In April of this year, 
Microsoft published an article on MSN Money Central 
that was subsequently posted on TheStreet.com that 
falsely stated, “Novell recently announced that it is 
moving out of the software business and into the net-
work consulting and services business.” In response to 
a demand from Novell, Microsoft eventually modified 
the statement. 

There is no expiration date for NetWare. NetWare has 
been and continues to be Novell’s flagship software 
offering. In fact, development of NetWare 6.1 and 
future releases of NetWare have been underway for 
more than a year. Far from becoming obsolete, 
NetWare is a state-of-the-art networking platform, and 
it has Novell’s full support both for currently shipping 
versions and versions yet to be announced. 

“IDC’s system software group expects that Novell’s 
NetWare will be a player in the server operating envi-
ronment market throughout IDC’s current forecast 
period—calendar years 2001 through 2005,” said Dan 
Kusnetzky, vice president, system software, IDC. “The 
new features in Novell’s NetWare 6 clearly show that 
Novell has a vision of how it can add value to its cus-
tomers’ networks as their applications evolve from the 
traditional client/server model to a broader Web ser-
vices model.” 

Consulting has been a key part of Novell’s business for 
many years. Novell’s acquisition of Cambridge 
Technology Partners dramatically elevates Novell’s 
ability to meet the eBusiness needs of customers and 
deliver the eBusiness solutions customers are looking 
for today. In no way, however, does this remove 
Novell focus from software development. Cambridge 
consultants help clients solve complex business prob-
lems using best-of-breed technology, and in many 
cases that is Novell technology. In fact, it is anticipated 
that the expansion of consulting services at Novell will 
result in increased software sales and development for 
the company. 

Virgin Trains Delivering World-Class Train 
Service with Novell NetWare 6
Novell, Inc. and Virgin Trains have announced the 
implementation of the latest version of Novell’s net-
work operating system as the Net services platform to 
enhance Virgin Trains’ ability to deliver world-class 
train services by 2003. Virgin Trains, the United 
Kingdom’s rail operator for Cross Country Trains and 
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West Coast Trains, is leading the UK in upgrading to 
Novell NetWare 6, with Cap Gemini Ernst & Young 
providing the systems integration expertise to manage 
the rollout across the company’s IBM eServer xSeries 
servers. 

Virgin Trains is driving an ambitious program to 
deliver a revolution in rail travel by 2003 and is work-
ing with partners Novell, Cap Gemini Ernst & Young 
and IBM to provide world-class IT services to support 
its business. Jeremy Acklam, Virgin Trains’ head of 
IT, has key responsibilities for delivering 24x7 IT ser-
vices for Virgin Trains and the nationwide implemen-
tation of major IT projects for the UK rail network. 

“NetWare 6 allows Virgin Trains to keep up with 
growth by being very flexible,” Acklam explained. 
“We can add new sites and new systems to the network 
and adapt rapidly to change.”

When Virgin Trains took over the two rail franchises, 
it faced the challenge of substantially improving sys-
tems that had suffered through lack of investment. 
Acklam added, “We needed to select the appropriate 
partners to build a robust IT infrastructure to meet our 
objectives and Cap Gemini Ernst & Young provided 
the right skills. Reliability is essential to Virgin Trains 
and NetWare 6 is essential in delivering reliable IT ser-
vices to the business to keep our train services on 
schedule and minutes lost to a minimum. The flexibil-
ity and reliability of Novell’s one Net vision allows us 
to deliver the solutions necessary for Virgin Trains to 
provide world-class train services to our customers in 
2003.”

Mark Smith, consultant for Cap Gemini Ernst & 
Young, is part of a team that manages the outsourced 
IT services delivery for Virgin Trains. Explaining the 
team’s role, Smith said, “Virgin Trains’ IT services 
have operated on Novell software and IBM hardware 
for many years and the proven reliability of this combi-
nation gave us the confidence to develop the network 
and bring it to world-class standards. We’re looking 
forward to delivering Novell’s one Net solutions based 
on the latest technologies such as Novell iFolder and 
Novell Storage Services on the NetWare 6 platform to 
accelerate Virgin Trains’ eBusiness transformation.”

Virgin Trains employs 3,800 staff at more than 80 
locations across the UK. The Virgin Trains network 
carries 30 million passengers each year and will 
expand to serve up to 60 million passengers a year after 
2003. CrossCountry Trains is the only national rail net-
work in the UK, and West Coast Trains serves passen-
gers between London and Glasgow and the northwest 
of England. 

Jim Tanner, director of NetWare product management 
for Novell, said, “One of the most innovative compa-
nies in the rail industry, Virgin Trains is using 
NetWare 6 to tie together the disparate operating sys-
tems that make up its network. Novell and NetWare 6 
provide the core infrastructure that guarantees always 
available, reliable and secure access to all data, appli-
cations and services for all users, regardless of loca-
tion.” 

Novell Takes Cross-Platform Support to 
the Desktop

Novell, Inc. has announced availability of the Novell 
Native File Access Pack, which gives users of Win-
dows, Macintosh, UNIX and Linux desktop operating 
systems access to storage on Novell NetWare servers 
without any Novell software on their workstations. 
Managed through Novell eDirectory, Novell Native 
File Access Pack lets users of these disparate systems 
to access NetWare storage right out of the box using 
standard Internet protocols and the networking features 
included in each operating system, giving organiza-
tions a unified network that is less complex, faster and 
more secure. The Novell Native File Access Pack fur-
ther establishes Novell’s leadership in managing heter-
ogeneous network environments, providing companies 
the freedom to choose what works best for them and 
helping them leverage the technologies they have. 

With the Novell Native File Access Pack, users are 
able to efficiently retrieve and store the information 
they need on the network, regardless of the type of 
workstation they have, while system administrators 
gain improved management capabilities, plus the 
proven security and reliability benefits of NetWare. 
Novell is extending its industry-leading cross-platform 
support in the server realm to the desktop, ensuring 
customers can use the technology they want while still 
maintaining the security and manageability of their 
network. 

Previous access solutions have required Novell client 
software on workstations to take advantage of the man-
agement features of eDirectory. Not anymore. Now, 
network administrators can manage Windows, Macin-
tosh, UNIX and Linux workstation users and assign 
access controls just as they would with a NetWare 
client. In addition, the Novell Native File Access Pack 
leverages the native authentication features of each 
desktop operating system to securely transmit a user’s 
password to a NetWare server. The password creden-
tials are verified against the user’s password in eDirec-
tory, providing secure authentication to the NetWare 
server. 

“NetWare 6 allows Vir-
gin Trains to keep up
with growth by being
very flexible,” Acklam
explained. “We can add
new sites and new sys-
tems to the network and
adapt rapidly to
change.”
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The Novell Native File Access Pack uses standard 
Internet protocols, reducing the number of network 
protocols to be managed while increasing overall net-
work performance. 

Windows users access NetWare using the Common 
Internet File System (CIFS) protocol over TCP/IP. 

Macintosh users access NetWare using the Apple 
Filing Protocol (AFP) over TCP/IP. 

UNIX and Linux users access NetWare using the Net-
work File System (NFS) protocol over TCP/IP. 

The Novell Native File Access Pack for NetWare 5.1 is 
now available through Novell authorized resellers and 
solution providers. The product is also available at 
http://shop.novell.com. 

Computer Associates And Novell Team Up 
To Integrate BrightStor ARCserve Backup 
With NetWare 6
Novell, Inc.and Computer Associates International, 
Inc. (CA), the world’s leading provider of eBusiness 
management solutions, have announced that CA’s 
BrightStor ARCserve Backup (formerly ARCserve for 
NetWare) is supported on the newly announced Novell 
NetWare 6 Net services platform. As acknowledged 
eBusiness technology leaders, CA and Novell together 
provide a comprehensive solution for data availability 
across heterogeneous networks. 

The growth of eBusiness has created an explosion in 
the volume, diversity and uses of enterprise data. As 
companies move their core business processes online, 
the challenges associated with storing and managing 
this data to derive full potential business benefits are 
increasing dramatically. 

To compete, companies need to know where the data 
is, how to protect it, and how to retrieve it when and 
where it’s needed. 

With a strong presence in major corporations and large 
organizations, Novell NetWare currently hosts an esti-
mated 2.4 million terabytes of data. As organizations 
move more of the their business to the Internet, they 
are looking to manage and enhance the security and 
integrity of this data. This new integration from CA 
and Novell provides a compelling and cost-effective 
method of achieving this objective. CA is the largest 
provider of backup software for NetWare. 

BrightStor ARCserve for NetWare fully addresses the 
challenge of operating NetWare environments by 
addressing the eBusiness demands of storage availabil-

ity, scalability, interoperability, performance and man-
agement. It fully supports and protects Novell 
eDirectory and backs up both the base and extended 
schema that are created by eDirectory-compliant appli-
cations to ensure complete data protection. An exten-
sive suite of options offers additional support for 
additional platforms, the sharing of devices over stor-
age area networks (SANs), online backup of business 
applications and fast disaster recovery. Please visit 
http://www3.ca.com/Solutions/Brand.asp?id=3054 for 
additional information about the BrightStor family of 
solutions. 

Novell and Yahoo! to Deliver Enterprise 
Directory and Portal Solutions
Novell, Inc. has announced an extended relationship 
with Yahoo! Inc. (Nasdaq: YHOO), a leading global 
Internet communications, commerce and media com-
pany, to deliver solutions for the rapidly expanding 
enterprise portal market. As part of the agreement, 
Yahoo! will include Novell eDirectory as the default 
directory server for the Corporate Yahoo! enterprise 
portal, replacing the iPlanet Directory Server. In addi-
tion, Novell is integrating its Net services with Corpo-
rate Yahoo! and will deliver solutions built around 
both companies’ technologies to Novell customers and 
partners. 

Enterprise portals are an increasingly important ele-
ment in eBusiness strategies, providing organizations 
with the ability to customize their interaction with part-
ners, suppliers, customers and employees. A Delphi 
Group survey points out that in 2001, 54 percent of 
businesses surveyed were planning to implement mul-
tiple portals to solve specific customer needs, up from 
21 percent in 2000. 

Deploying Corporate Yahoo! solutions allow busi-
nesses to create employee, partner and consumer por-
tals that aggregate and present corporate resources, 
corporate applications and Yahoo! content within a 
flexible interface. Adding the user identity manage-
ment capabilities of eDirectory provides greater per-
sonalization and simplifies the challenge of managing 
identities, relationships and multiple portal solutions. 

This announcement marks another significant step in 
delivering on Novell’s promise of one Net, as the lines 
between intranet, extranet and the Internet are blurred 
by this type of integrated solution. In January, Novell 
and Yahoo! announced an agreement to develop inte-
gration between eDirectory and Corporate Yahoo!. 
With that initial integration complete, the companies 
have extended their relationship with this new agree-
ment.

The growth of eBusiness
has created an explo-
sion in the volume,
diversity and uses of
enterprise data. As com-
panies move their core
business processes
online, the challenges
associated with storing
and managing this data
to derive full potential
business benefits are
increasing dramati-
cally.
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The merging of both companies strengths—the eBusi-
ness infrastructure of Novell and Yahoo!’s leadership 
in delivering enterprise portal solutions that help com-
panies increase productivity, reduce costs and extend 
global business content to decision makers—provides 
a proven solution for customers amid an otherwise 
fragmented portal market. 

Yahoo! will deliver eDirectory as part of the Corporate 
Yahoo! enterprise portal by the end of this year. Novell 
will be delivering portal solutions based on Corporate 
Yahoo! by the first calendar quarter of 2002. 

Corporate Yahoo! (http://corporate.yahoo.com) is a 
customized enterprise information portal solution 
based on the widely used My Yahoo! 
(http://my.yahoo.com) interface. Enterprise customers 
licensing Corporate Yahoo! can integrate proprietary 
corporate content and applications with access to 
Yahoo!’s personalized Internet content and services 
behind existing firewalls. Corporate Yahoo! is a global 
solution that leverages Yahoo!’s position as the No. 1 
most visited property at work, according to 
Nielsen/NetRatings’ latest rankings, as well as an 
existing platform across 24 world properties and 12 
languages. 

Novell Small Business Suite 6 Puts 
Non-Stop Networking Power to Work for 
Small Businesses
Novell, Inc., a leader in eBusiness solutions and Net 
services software, has announced availability of Novell 
Small Business Suite 6, the latest version of Novell’s 
complete networking solutions suite for small busi-
nesses. In addition to providing top-quality, affordable 
software to network small businesses, the Novell Small 
Business Suite lets customers seamlessly integrate 
their local networks with the Internet, simply and 
securely, creating a unified network—one Net—that 
they can manage more easily and cost effectively.

Novell Small Business Suite 6 provides core network-
ing and storage capabilities through NetWare 6, as well 
as full-fledged collaboration with GroupWise 6, desk-
top management with ZENworks for Desktops 3.2, and 
network security through BorderManager Enterprise 
Edition 3.6. Partner products Tobit FaxWare, Network 
Associates VirusScan and NetShield, and FatPipe 
Internet Software provide additional collaboration, 
security and broadband features. Small businesses can 
become eBusinesses overnight with Novell Small 
Business Suite 6. 

Novell Small Business Suite 6 leverages the strengths 
of the latest Novell technology to provide Net services 
to small businesses with up to 50 users. 

The suite includes NetWare 6 “access anywhere” fea-
tures such as Novell iFolder, iPrint and NetWare 
WebAccess that allow file, print, directory, e-mail and 
other core network resources to be accessed and man-
aged from any desktop, from any device, in any loca-
tion, significantly reducing costs and management 
complexity. (See today’s Novell announcement, 
“Novell NetWare 6 Brings Net Services to the 
User—No Strings Attached.”) Novell Small Business 
Suite builds on the proven reliability and security of 
NetWare, which is critical for small businesses that 
can’t afford dedicated information technology 
resources to keep the network healthy. 

Novell Small Business Suite 6 will be available in 
early November through Novell authorized resellers 
and solution providers. The product will also be avail-
able at http://shop.novell.com.

PartnerNet for the Small Business 
Specialist
In conjunction with the release of Novell Small Busi-
ness Suite 6, Novell is bolstering its support for part-
ners focused on the small business sector. The 
PartnerNet for the Small Business Specialist program 
—currently available in North America—provides 
tips, techniques and peer support to help channel part-
ners sell Novell solutions, grow their businesses, 
increase sales and expand consulting services. 

New features of this PartnerNet program include:

   • no membership fee 

   • monthly interactive Web-based training 

   • inclusion in the popular online Novell Channel 
Partner Locator 

   • co-marketing activities 

For more information about the PartnerNet for
the Small Business Specialist program or to 
become a Small Business Specialist, visit 
http://www.novell.com/partners/channel/nsbs.html. 

Sumitomo Mitsui Banking Corporation 
Counts on Novell for Secure, Reliable 
Network
Novell, Inc.is helping Sumitomo Mitsui Banking Cor-
poration (SMBC), a leading international bank head-
quartered in Tokyo with more than 27,000 employees, 
secure and manage its network more efficiently and 
cost effectively. SMBC offers commercial banking, 
asset management, eCommerce and other services to 
clients across the globe. SMBC has tapped Novell’s 
NetWare as the core foundation of its global network, 
both because of the need for always-on access in the 

Novell Small Business
Suite 6 leverages the
strengths of the latest
Novell technology to
provide Net services to
small businesses with up
to 50 users.
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financial industry and for its strong security features. 
SMBC is currently testing and preparing to deploy 
NetWare 6, the latest version of Novell’s leading Net 
services platform, to provide non-stop and secure 
access to the network anytime, anywhere. 

The Internet revolution over the last six years has 
transformed many industries, but none perhaps more 
so than banking. Customers have become accustomed 
to instant access to their financial information, day or 
night. Technology has become a key competitive 
advantage for financial institutions. Accurate, real-time 
information is the lifeblood of the banking system. 
Sumitomo Mitsui Banking Corporation has tapped 
Novell Net services software to help it meet its cus-
tomer information needs. 

SMBC, a globally distributed commercial bank, 
depends on Novell’s NetWare platform to help keep its 
network up and running efficiently and securely. 
Because of the reliability and stability of NetWare, the 
Bank can manage its U.S. and European network with 
only three administrators, freeing up IT staff to work 
on more strategic applications. SMBC also counts on 
NetWare for security, a top priority for an institution 
whose business depends on confidentiality. 

Due to its success with NetWare, SMBC has adopted 
additional Net service solutions from Novell, using 
Novell’s ZENworks desktop management software to 
distribute applications to employees across the network 
and Novell Cluster Services to help keep the network 
up and running. SMBC is currently deploying 
NetWare 6 in a test environment. With new features 
like pure Internet-based file and print, NetWare 6 pro-
vides true non-stop access to the network, making it 
possible for employees to obtain and print their docu-
ments from any Internet browser. 

Novell NetWare 6 Brings Net Services to 
the User—No Strings Attached
Novell, Inc. has announced the general availability of 
Novell NetWare 6, the premier platform for delivering 
Net services across all types of networks, storage sys-
tems and client desktops. New NetWare features such 
as Novell iFolder, iPrint and NetWare WebAccess 
allow file, print, directory, e-mail and other core net-
work resources to be accessed and managed from any 
desktop, from any device, in any location, significantly 
reducing costs and management complexity.

NetWare 6 continues Novell’s tradition of delivering 
the industry’s most reliable and secure networking ser-
vices, while allowing Windows, Macintosh, UNIX, 
Linux and Web-based client workstations to connect to 
and store files and data on centrally managed servers 

and storage area networks without Novell client soft-
ware on the workstation. Designed explicitly for 
today’s Net economy, NetWare 6 can be plugged into 
existing networks to integrate those networks, 
empower new services and maximize existing technol-
ogy investments. Unlike the competition, Novell 
doesn’t require a rip-and-replace strategy. The addition 
of NetWare 6 to a network brings significant benefits 
without significant cost. 

NetWare 6 grants users freedom to be mobile without 
giving up the advantages of office-based network 
access. NetWare WebAccess provides user access via 
a Web browser to files, printers, e-mail, calendar, cor-
porate address book, etc., all through a customizable 
portal, regardless of desktop operating system or 
device. With Novell iFolder, users can securely access 
and synchronize their files across all types of networks 
and on any Internet-enabled machine. Novell iPrint lets 
customers use a simple Web browser to find and install 
a printer and securely print with the click of a mouse, 
all via the Internet, so there are no location restraints 
on either the user or the printer. That means savings in 
terms of faster setup and reduced support calls, along 
with giving mobile users the ability to print anywhere. 

Dan Kusnetzky, vice president, system software, IDC, 
said, “Most organizations are trying to integrate a com-
plex IT environment. It is clear that Novell understands 
this and is doing its best to help. The addition of Novell 
iFolder, iPrint and the freedom to use NetWare in a 
mixed environment without a Novell client will make 
it easier for organizations to use the complex networks 
they have deployed.” 

“Because the exciting new Net services in NetWare 6 
can be added to our network without requiring a mas-
sive upgrade of our infrastructure, we will be able to 
quickly and efficiently provide those new services to 
our users,” said Matt Krieger, associate director of 
Global Network Architecture Services for Reader’s 
Digest Association, Inc. 

“The Net services component-based architecture 
allows us to deploy individual services such as iPrint in 
our existing NetWare 5 environment without a whole-
sale upgrade. The capabilities in the iPrint service will 
allow us to better support mobile user printing with 
little or no helpdesk involvement. In addition, iFolder 
may fit into our strategic IT goals by allowing us to 
remove servers from remote sites, provide any-
time/anywhere access to user data and lower IT sup-
port costs.”

NetWare 6 will be available mid-October through 
Novell authorized resellers and solution providers. The 
product is also available at http://shop.novell.com for 

“Because the exciting
new Net services in Net-
Ware 6 can be added to
our network without
requiring a massive
upgrade of our infra-
structure, we will be
able to quickly and effi-
ciently provide those
new services to our
users,” said Matt
Krieger, associate
director of Global Net-
work Architecture Ser-
vices for Reader’s
Digest Association, Inc.
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regular list price of $184 per user license. NetWare 6 
licensing is user-based like other Novell Net 
services software products. One user equals one eDi-
rectory user object, making it easy for customers to 
count users and licenses accordingly. There are no 
server license fees, meaning customers can deploy as 
many NetWare 6 servers as they wish with no addi-
tional charge. Within 30 days of the English version 
shipping, NetWare will be available in Portuguese, 
French, Italian, German, Spanish, Russian, Chinese 
Traditional and Chinese Simplified. Additional 
NetWare 6 product and pricing information is available 
at http://www.novell.com/products/netware. 

More than 10,000 solution providers, Certified Novell 
Instructor (CNI) professionals and customers will have 
been trained on NetWare 6 by the time it ships. In addi-
tion, select Novell Authorized Education Center part-
ners around the world are ready to immediately deliver 
standard classroom training on NetWare 6 upon ship-
ment. 

To help customers take immediate advantage of Net-
Ware capabilities, Novell Deployment Solution Guides 
have been created. Brief, step-by-step processes of 
“best practices,” the guides are quick-reference docu-
ments to help system administrators and systems inte-
grators more easily implement and configure Novell 
and partner technologies. The guides also cross refer-
ence with other Novell resources (documentation, 
AppNotes, DevNotes, Knowledge Base, etc.). Guides 
include “Upgrading to newer versions of Novell Net-
Ware” and “Migrating from Windows NT Server to 
Novell NetWare.” The Novell Deployment Solution 
Guides can be found at http://www.novell.com/prod-
ucts/netware/deployment_solutions. 

Answers to Your Developer 
Questions

Q. How do I use the NetWare Core Protocols 
(NCP) in C++? I would like to use Get Object 
Effective Rights for Directory Entry 0x2222 22 50. But 
how do I use it in C++?

A. Many NCP calls have counterparts in the 
NetWare libraries for C. It’s my understanding that the 
method you mentioned is equivalent to 
NWGetObjectEffectiveRights() C function. If you 
would like to call this method directly, there are C – 
based API calls that will do the job. Please visit 
http://developer,novell.com, downloading the NetWare 
API for the compiler of your choice, C, Java, etc.

Q. I am working with IPX sockets programming. I 
would like to know more about SNMP over IPX. What 
are the best ways to implement it. I would like to write 
an SNMP Manager (NLM) for an IPX device. What 
would you recommend to learn how to program IPX 
and SNMP over IPX. Please give some guidelines. 

A. I can understand why you would want to 
program to the IPX protocol. IPX is faster, slimmer, 
and all around better than TCP/IP, but in today’s 
world, not necessarily the best of something wins. 
(Witness the VHS video format winning out over 
BetaMax.) 

So, rather than direct IPX programming look into the 
WinSock APIs. Details on the SNMP components and 
functions can be found on http://developer.novell.com
/ndk/doc/snmpcomp/snmp_enu/data/h8gltawn.html. In 
addition, you can also fine the details on the now 
obsolete ManageWise SDK at (http://developer.novell.
com/ndk/graveyard.htm). If after these suggestions you 
are still wanting to do the direct IPX programming 
thing, check out the following resources on the Web:

   • http://www.helmig.com

   • http://www.lex-con.com/protocols/netware.htm

More than 10,000 solu-
tion providers, Certi-
fied Novell Instructor
(CNI) professionals and
customers will have
been trained on Net-
Ware 6 by the time it
ships. In addition, select
Novell Authorized Edu-
cation Center partners
around the world are
ready to immediately
deliver standard class-
room training on Net-
Ware 6 upon shipment.
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Also see Laura Chappell’s excellent book, Nov-

ell’s Guide to NetWare LAN Analysis, Second Edi-
tion, ISBN 0-7821-1362-1.

Q. Using Visual Basic 6, I need to be able to take an 
IP address of a PC and get the name of the user logged 
onto that PC. Unfortunately I do not know where to 
start as I am new to the NDK. Can anybody help/point 
me in the right direction please? 

A. A quick way to do this would be to use the 
NWDirQ control from the Novell ActiveX components 
(http://developer.novell.com/ndk/ocx.htm), and 
compare the result values of “Network Address” 
attribute with the target address. A more elaborate 
solution would involve using the low level VBLIB 
calls and create a search filter on “Network Address” 
(http://developer.novell.com/ndk/doc/ndslib/nds__enu/
data/hddp9m9i.html#h67x ly9k).

Q. With the ActiveX controls, I am using the 
following code to return the users home directory: 
strHomeDrive = EditEntry.GetFieldValue(“Home 
Directory”, ““). All this tells me is that the NDS Home 
Directory is set and what it is. What would be a good 
way to check to see if the folder exists? 

A. A few steps are required:

 1. From the NDS names of the server and the 
volume, get the file system names (which may be 
the same or may be different). For that purpose, 
get the NDS volume objects and retrieve the 
properties “Host Resource Name” and “Host 
Server.” Use these names to get the complete 
UNC path.

 2. Use Win32 APIs or the NWVolAdmin control to 
check existence of the path. 

Q. I have recently started to study programming to 
eDirectory, using the Novell NDK. I have looked all 
over Novell’s Web site for good eDirectory 
information, such as what is a NDS verb. Would you be 
able to point me in the right direction to get this 
information?

A. A couple of good Web links would be: 
http://developer.novell.com/ndk/ndslib.htm

This one will give you all the information you will 
need to program to eDirectory. This next one will give 
you information about the eDirectory LDAP interface: 
http://developer.novell.com/ndk/cldap.htm

As for NDS verbs, see NDS Core Services, at: 
http://developer.novell.com/ndk/doc/ndslib/index.html
?dsev_enu/data/sdk124.html.

Q. Does anyone know in what versions of the 
NetWare clients (NT/W2000/95/98) that the 
NWDSGetAttrValModTime() function became 
available? I have started using this and 
NWGetAttrValFlags, and have already had one 
customer report that their client does not support these 
functions.

A. From what I can tell, looking at past NDK header 
files, it looks like NDK 15, dated around July 10, 1998, 
was the first time these functions showed up. That 
would translate to clients released from mid 1998 until 
now.

Q. How can I determine if a remote computer is a 
NetWare server? All I have to work with is a machine 
name. Any and all help would be appreciated.

A. A couple of APIs to use would include, 
NWCCOpenConnByName() or 
NWCCOpenConnByAddress(). These APIs can be 
used to determine if a NetWare connection is possible.

You may even want to consider trying a generic 
connect such as WnetAddConnection or 
WnetAddConnection2. Either way, you should be able 

How can I determine if
a remote computer is a
NetWare server? All I
have to work with is a
machine name. Any and
all help would be appre-
ciated.
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Q. Is there a theoretical limit to the number of 
members an eDirectory group can contain?

A. Technically, no there is no limit, as defined by 
Novell, but if you have a single group that has 
100,000s of members, you will encounter problems as 
eDirectory must handle a list with 100,000s of entries. 
There are a couple of other options:

 1. eDirectory is unique in that when you place a user 
into a group, the user object ends up with a 
reference to the group and the group ends up with 
a reference to the group. If you use Novell’s 
LDAP interface, only the user is updated. For 
large systems, the LDAP solution is the better 
answer.

 2. Instead of using groups, see if you can use context 
to store users that need to be grouped.

Q. We are writing an application that requires the 
NetWare Client to be present on a NT workstation. 
How can we verify that this is so? We have seen a 
registry key that shows the version of the NetWare 
Client, HKEY_LOCAL_MACHINE – SOFTWARE – 
NOVELL – CurrentVersion. Is this consistent through 
all Novell Client versions?

A. Checking the registry might be OK in most 
cases, but I am not sure if it will account for changes in 
future versions of the Novell Client software. Also, an 
improper removal of the Novell Client may leave 
entries in the registry, even though the Client is no 
longer properly installed.

My recommended method is to have a test program 
that dynamically loads CALWIN32.DLL. You can use 
LoadLibrary() to do this. Next use GetProcAddress() 
to get a pointer to NWCallsInit(). Call NWCallsInit() 
and check the return status. 

If CALWIN32.DLL can be found, dynamically loaded 
and NWCallsInit() can be dynamically found, called 
successfully and returns success, then the Novell 
Client is most likely installed properly. Any failure 
along the way indicates that the Novell Client is either 
not installed at all, or is not properly installed.

Q. Quick question. What is the recommended 
method of locating trees or validating a particular tree 
in a pure IP environment? Under IPX I know I can use 
NWScanObject, but I suspect that this would be a 
no-go under IP. Thanks in advance!

A. The location of any service in a pure IP based 
environment is best done by using Service Location 
Protocol (SLP). Novell is using this for many of its 
services. You can see this by typing the following at 
the console for a NetWare 5.x server:

DISPLAY SLP SERVICES

A tree name will be listed in the form of:

Service:ndap.novell:///[tree name]

By using the SLP API, you can then access attributes 
that are assigned to the record. The best API to use, 
from the SLP based API group, would be 
NWGetObjectNamesBeginA(). This API sets up an 
environment so that NWGetObjectNamesNextA() can 
retrieve the names of trees or servers. This API will 
work on versions of NetWare as far back as 3.11 and 
up to and including NetWare 6.x. 

FYI, NWGetObjectNamesBeginA() internally calls 
WinSock2 name space functions to retrieve tree or 
server names from SAP and SLP name spaces. It also 
allocates a buffer to store retrieved names as a sorted 
and ordered list.

We are writing an appli-
cation that requires the
NetWare Client to be
present on a NT work-
station. How can we
verify that this is so? We
have seen a registry key
that shows the version
of the NetWare Client,
HKEY_LOCAL_MACH
INE – SOFTWARE –
NOVELL – CurrentVer-
sion. Is this consistent
through all Novell Cli-
ent versions?
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Novell Developer Seminar 
Tour 2001 

Need to learn more about using open APIs (LDAP, 
XML, Java, JDBC, Scripting, Beans) to create solu-
tions on your target platforms? How convenient! This 
year, Novell will visit 31 cities beginning in October. 
Sponsored in part by www.ldapzone.com and DevX 
(www.devx.com), this year’s seminar sessions and con-
tent will cater to beginning and intermediate develop-
ers, as well as ISVs, consultants and OEMs interested 
in bundling Novell eDirectory with their commercial 
software and hardware solutions. For complete infor-
mation and registration, see www.developer.nov-
ell.com/education/tour.

Follow the leaders and build a better networking world 
with eDirectory. As Jeff Mallet, Yahoo! president and 
chief operating officer, recently noted: “Yahoo!’s deci-
sion to include eDirectory as a core component in its 
Corporate Yahoo! solutions was based not only on the 
technical merits of Novell’s directory software, but 
also its tremendous adoption in the market and world-
wide support infrastructure.”

You don’t need to be a big company like Yahoo! to 
benefit from integrating or bundling eDirectory. At 
these convenient day-long seminars, we’ll share the 
proven benefits of using eDirectory to personalize your 
Web server applications, protect sensitive data, speed 
time to deployment, and much more. You’ll receive the 
new release of NetWare 6 on CD — along with the lat-
est version of NDS eDirectory for use on all your 
favorite platforms. We’ll deliver invaluable technical 
sessions with a wealth of ideas, examples, and lively 
discussion that will assist you in developing far more 
powerful and flexible Web-based applications, wher-
ever you run them.

Attend to learn how to create secure, directory-enabled 
Web solutions with eDirectory:

   • Enhance and strengthen business relationships 

   • Provide secure, seamless access to personalized 
and sensitive information

   • Learn what data to use and how to show or expose 
it

   • Learn when to use the directory, a database (or 
both)

   • Learn how to choose proper integration methods 
and products 

   • Explore the various interfaces and methods to 
extend eDirectory schema

Whether you’ve depended on Novell’s directory for 
years, or you’re simply a non-Novell developer who’s 
ready to learn why eDirectory and other Net services 
software such as NetWare consistently win industry 
accolades and awards and outperform the competition, 
this seminar’s for you!

Seminar registration is free of charge for Novell Devel-
operNet members. If you’re not a member, you can 
become a Net (online) member for free as well! Just 
visit www.developer.novell.com/subscribe. For addi-
tional information about this year’s Novell Developer 
Tour, including tour schedule, session descriptions and 
registration information see www.developer.novell.
com/education/tour.

What’s New in the Novell Developer Kit?
The September 2001 CD release of the Novell Devel-
oper Kit (NDK) provides the open APIs, libraries and 
tools you need to develop directory-powered solutions 
on your target platforms.

For access to files that are larger than four gigabytes, 
we’ve included File System Services (64-Bit). 
Code-named zAPIs—File System Services supports a 
64-bit interface to the Novell Storage Services (NSS) 
file system and allows users to use and access files 
larger than 4 Gigabytes. Also included for the first time 
is Virtual File Services for NetWare, which provides a 
special class of pseudo files whose content is generated 
at the time the file is read. For example, NetWare 6 
provides a simple interface to common NSS and 
Novell eDirectory user and volume tasks. 

iChain User Services provides four Java servlets to 
assist you in managing users, offering an easy-to-man-
age user self-provisioning environment based on 
LDAP. The user services include: user self-registra-
tion, user account modification, change password, 
password manager and redirect. Enterprise versions of 
these services are included with Novell Portal Services 
(NPS). A Novell client is not needed.

In addition, Leading Edge #151, Perl 5.6 for NetWare 
is now available at http://developer.nov-
ell.com/ndk/perl5.htm, and from CPAN (Comprehen-

The September 2001 CD
release of the Novell
Developer Kit (NDK)
provides the open APIs,
libraries and tools you
need to develop direc-
tory-powered solutions
on your target plat-
forms.
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sive Perl Archive Network) at www.cpan.org. Perl 5.6 
for NetWare is a port of the latest version of Perl avail-
able and includes the standard extensions (Fcntl, IO, 
SDBM_File, etc.,) that are shipping with CPAN. It also 
contains the UCS extension for Perl and Perl2UCS 
(formerly UCSExt) to access UCS components and the 
CGI extension for Web programming.

For more information about what’s new in the Novell 
Developer Kit, see http://www.developer.nov-
ell.com/ndk. 

Report on Novell’s eDirectory 
Redistribution Initiative 
Is your development business ready for eDirectory? 
Leading OEM developers and consultants are applaud-
ing Novell’s bold move to make Novell eDirectory the 
directory platform of choice for developing and 
deploying secure, scalable, cross-platform Web ser-
vices and solutions. And why wouldn’t they? Commer-
cial application providers can now quickly qualify to 
bundle a 250,000 user version of the world’s leading 

LDAP directory with their solutions absolutely free of 
charge. 

Making eDirectory free greatly lowers application cost 
of ownership for customers by eliminating up to 
$500,000 in directory licensing costs, driving down 
cost barriers and driving sales instead. 

What’s more, the bundled-product customer can get 
complete technical support for eDirectory from Novell, 
ranging from free forums and technical documentation 
to fee-based support services from Novell Technical 
Services. 

Novell has a proven secure directory solution for adop-
tion and use by the entire IT industry. It’s free for the 
developer and the customer. It performs seamlessly 
across your customer’s servers, desktops, networks, 
intranets, and the Internet. It’s a platform that can help 
you create a better IT world and scalable, secure 
LDAP-enabled applications that will drive your bottom 
line. For more information about bundling eDirectory 
in your commercial applications or services, please 
visit developer.novell.com/eDirectory. 

Making eDirectory free
greatly lowers applica-
tion cost of ownership
for customers by elimi-
nating up to $500,000 in
directory licensing
costs, driving down cost
barriers and driving
sales instead.
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How Tragedy Can Make Us 
Stronger

Gamal B. Herbon
Editor-in-Chief, Novell AppNotes
gherbon@novell.com

By now, the shock has worn off from the September 11 
terrorist attacks in the United States. Now we are try-
ing to come to grips with the ramifications of these 
events and the subsequent bioterrorism threats. Even as 
we grieve for the loss of so many lives, we mourn the 
passing of our former sense of security and safety. Like 
many of you, I have been thinking about how this will 
affect the high tech industry over the long run.

A New Cry for Security
These tragic events have brought to light the critical 
need for improved security in all aspects of our lives. 
One of the most sobering realizations is how terrorists 
were able to exploit our great advances in technology 
and use them against us in such a deadly manner. 
Rather than abandon technology, we must continue to 
make advances and find better ways to enhance our 
businesses and protect our people and data resources.

For some time now we have been warned of possible 
“cyber attacks” on the free world’s computer systems. 
September 11 was a real wake-up call for all of us. We 
know we can no longer afford to be lax in our network 
security. We mustn’t overlook even the most obscure 
threats, let alone the obvious ones. How many times 
have we heard of organizations that load their servers 
with every kind of security program available, but then 
leave the server closet open so anyone can physically 
access the servers, disconnect them, take a hammer to 
them, or even haul them away? We must do better.

We also need to do better at identifying who and what 
we are trying to protect against. We need to think of 
all the possibilities, not just the obvious ones. Most 
security breaches are internal. Keep in mind that, espe-
cially during difficult financial times, layoffs can 
prompt people to do desperate things.

The Importance of eProvisioning
That fact alone makes eProvisioning a very important 
technology right now, as it provides a quick and secure 
way to grant as well as remove access to valuable net-
work resources. 

In the past it has been a difficult and error-prone task 
to assign all the necessary rights for newly-hired 
employees, or for those who relocate from one office 
to another. In their haste to get these people up to speed 
as quickly as possible, administrators often caused 
more unintentional problems than they were solving. 
With an eProvisioning solution such as the “Zero Day 
Start” initiative deployed here at Novell, it is a simple 
matter to give new employees access to the informa-
tion they need as soon as they log in for the first time.

Even more critical is prohibiting access to former 
employees on a timely basis. Once a person is no 
longer an employee, you should restrict their access to 
the network immediately. This not only protects the 
company, but the ex-employees as well. It helps pre-
vent important trade secrets from getting into the 
wrong hands, and removes the temptation for departing 
employees to alter, steal, or delete sensitive data.

Novell’s one Net vision takes this a step further by pro-
viding authenticated and secure access for employees 
—any time, anywhere. With Novell’s Net services, 
you can set up an Internet portal from which employ-
ees can access the resources they would normally have 
access to in their offices. All they need is a computer 
with Web browsing capability. You can “push out” 
productivity software to your users’ desktops no matter 
where they are. You can provide real-time updates on 
business and related news or announcements to all 
employees quickly and efficiently. 

Think of what this could have meant to the companies 
that suffered losses recently. While they can’t easily 
replace lost employees, those who survived could have 
gone back to work within the week, from their own 
computers at home or other locations. I hope I’m not 
sounding insensitive here. I know this has been tough 
on all of us. But one of the ways we can help defeat ter-
rorists is by not letting them slow us down. We must 
all work hard to get the economy back on track.

We Shall Overcome
Yes, many challenges lie ahead of us. But the more 
obstacles we can overcome now, the smoother the ride 
will be down the road. I still believe that the high 
industry is poised for a turnaround in the near future. 
Innovation and creativity are key to making this hap-
pen, and I truly believe you are all up to the challenge.

So how about it? What are you doing to deal with the 
new realities we are all facing? Do you have an effec-
tive disaster recovery plan that you’d like to share with 
others? I look forward to hearing your thoughts on this 
and other topics. Until then, I’ll just keep rambling . . . 
.

We can no longer afford
to be lax in our network
security. We mustn’t
overlook even the most
obscure threats, let
alone the obvious ones.
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Computer Error Messages
as Haiku Poetry
In Japan, they have replaced the impersonal and 
unhelpful computer error messages with Haiku 
poetry. This style of verse has strict construction 
rules. Each poem is three lines long; the first line 
has five syllables, the second has seven, and the 
third has five. Haiku is used to communicate a 
timeless message, often achieving a wistful, 
yearning, and powerful insight through extreme 
brevity.

Your file was so big.
It might be very useful.
But now it is gone.

The Web site you seek
Cannot be located, but
Countless more exist.

Chaos reigns within.
Reflect, repent, and reboot.
Order shall return.

Program aborting;
Close all that you have worked on.
You ask far too much.

Windows has now crashed.
I am the Blue Screen of Death.
No one hears your screams.

Yesterday it worked.
Today it is not working.
Windows is like that.

First snow, then silence.
This thousand-dollar screen dies
So beautifully.

With searching comes loss
And the presence of absence:
“My Novel” not found.

The Tao that is seen
Is not the true Tao—until
You bring fresh toner.

Stay the patient course.
Of little worth is your ire.
The network is down.

A crash reduces
Your expensive computer
To a simple stone.

Three things are certain:
Death, taxes, and lost data.
Guess which has occurred.

You step in the stream,
But the water has moved on.
The page is not here.

Out of memory,
We wish to hold the whole sky,
But we never will.

Having been erased,
The document you’re seeking
Must now be retyped.

Serious error.
All shortcuts have disappeared.
Screen. Mind. Both are blank.

Disclaimer: Lightweight Access brings you humor-
ous observations and refreshing diversions to give 
you a break from the daily grind. Any opinions 
expressed here do not reflect Novell’s official 
position on anything.

Haiku poetry is used
to communicate a time-
less message, often
achieving a wistful,
yearning, and powerful
insight through extreme
brevity.
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DeveloperNet University Publications
For information on how to order these publications, refer to the Order Form. Prices for reprints 
are US$15 per copy in the United States, US$20 per copy in all other locations. Price includes shipping and 
handling. To obtain a complete, updated list of publications, call the Novell Order Desk at 800-377-4136. 
Outside the U.S. and Canada, call 303-297-2725. Or send e-mail to appnotes@hibbertco.com.

Novell AppNotes    (formerly Novell / NetWare Application Notes)

Date Part Number Titles

Nov 01 464-000062-011 Should I Use a Directory, a Database, or Both?
Preparing a Disaster Recovery Plan for NetWare and eDirectory
Building eDirectory-Enabled Applications using Delphi: Overview
How to Use the eCommerce Beans for LDAP in Servlets, Java Server Pages, 
and Enterprise JavaBeans
How to Install and Configure NetWare Enterprise Web Server or Apache 
Web Server with Tomcat

Oct 01 464-000062-010 What’s New in NetWare 6? A Features Overview
Upgrading or Migrating to NetWare 6
iFolder: Data Accessibility, Where and When You Need It
Novell iPrint: A Best-of-Breed Print Solution for Business
High Availability Networking with NetWare 6: NS 3.0 and Cluster Services 
1.6
Multiprocessing Support in NetWare 6

Sep 01 464-000062-009 Troubleshooting the Novell BorderManager 3.6 VPN Client
Moving Novell’s Legacy Print Services Between Volumes and Servers 
Implementing SecuGen’s Fingerprint Recognition Technology with NMAS 2.0
Ten Guidelines for Designing Effective Schema Extensions
How to Install ZENworks for Desktops 3
How to Use eDirectory-Based Home Directories with the Apache Web Server
How to Access NDS from HTML or ASP, Part 6(online article)

Aug 01 464-000062-008 Getting to Know LDAP and Directories: What to Consider
Enhancing ZENworks for Desktops 3 Imaging with ENGL Zim
How to Showcase Your Web Content Using Novell Portal Services
How to Use Novell Directory Control (NWDir), Part 3
How to Use Perl, Python, and PHP to Access NDS eDirectory 8.5 via LDAP
How to Access NDS from HTML or ASP, Part 5 (online article)

Jul 01 464-000062-007 An Overview of Biometrics Support in NetWare Through NMAS
Quick Guide to Installing and Configuring Novell iChain 1.5 Community 
Services
Printing from a Macintosh on an IP-Only NetWare Network with NDPS
How to Integrate NDS eDirectory with Your Web Application Using the 
eCommerce Bean for LDAP
How to Access NDS from HTML or ASP, Part 4 (online article)

Jun 01 464-000062-006 Configuring a Fault-Tolerant Messaging System Using GroupWise 5.5 and 
Novell Cluster Services
Quick Guide to Installing and Configuring Novell iChain 1.5 Authorization 
Services
How to Use the ODBC Driver with XML
How to Clear a User’s Connection Using a Perl Script
Centralis Contex: The ConsoleOne Extensions for Thin Client Server 
Solutions (online article)

May 01 464-000062-005 Performing an Unattended Installation of ZENworks for Desktops 3 on 
Remote Servers
Centralis AXE: The Power Utility for ZENworks for Desktops
Health Check Procedures for NDS eDirectory on Supported Platforms
Quick Guide to Installing and Configuring Novell ICS and iChain 1.5
How to Use Novell Directory Control (NWDir), Part 2
How to Access NDS from HTML or ASP, Part 3
How to Integrate NDS eDirectory, JDBC, and EJB (online article)
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Education Update
Novell’s Education Department offers a wide variety of courses, covering a variety of Novell Tech-
nology subjects. Regardless of whether you want to get your CNE, MCNE, CNI or CNA. Novell’s 
Education Courses are either instructor led, hands-on training or online training. The following lists 
some of the available instructor led courses. Visit http://www.novell.com/education/courses/ for 
more information or to register for a course.

DirXML
DirXML Bootcamp: The objective of this very intense 4-day (8am-6pm) accelerated session is to 
provide hands-on knowledge about DirXML. DirXML is Novell’s Net Services Solution to enable 
the collaboration and information exchange between disparate directories and databases in an enter-
prise environment.

Course 992: Directory and Database Integration Using DirXML: This 5-day course is based on 
Novell’s DirXML technology. Learn about the DirXML architecture, how it works, and how to 
import several application drivers, including Netscape/LDAP, Exchange, PeopleSoft, eDirectory to 
eDirectory, and NT Domain. Also covers implementation strategies, ways to customized the product 
to fit company’s needs, and deployment strategies.

GroupWise
Course 370: GroupWise 6 Administration: Become an effective and competent GroupWise 6.0 
administrator. Learning how GroupWise 6.0 can easily address your business messaging and collab-
oration needs is the focus of this 5-day course. A realistic scenario will serve as the context for learn-
ing how GroupWise 6.0 is implemented in businesses today. Additional information will be 
available shortly. The Self-Study Kit for this course will be releasing mid-September 2001.

Course 354: GroupWise Net Access and Connectivity (3 days): Teaches the various ways to connect 
GroupWise Internet/Intranet Access and users to other users both within an organization and via the 
Internet. 

eDirectory
Course 556: Integrating Novell eDirectory and Active Directory (3 days): Learn the fundamentals 
of Windows 2000 networking and how to integrate Active Directory with an eDirectory network. 
This course is ideally suited for CNE and CDE candidates who need the knowledge and skills to 
integrate Windows 2000 Professional, Windows 2000 Advanced Servers and Microsoft Active 
Directory with an eDirectory network.

Course 555 v 2.0: Integrating Novell eDirectory and Windows NT: Learn how to integrate Windows 
NT with a NetWare network. In addition, learn the fundamentals of Windows NT networking. The 
course is ideally suited for the Certified Directory Engineer (CDE) candidate who will need to inte-
grate Windows NT Workstations, Windows NT Servers and Windows NT Domain with a Novell 
eDirectory network.

Advanced eDirectory (Advanced Technical Training): The training is divided into three general top-
ics; Theory, Troubleshooting, and Solutions. The Advanced Technical Training on eDirectory is 
designed to provide participants with performance and troubleshooting for multi-platform e-Direc-
tory environments.

Course 575 v3: Novell eDirectory Design and Implementation (3 days): During this course, learn to 
design and implement Novell eDirectory trees and related components in any type of organization to 
achieve various types of organizational goals. Tree merges and changes will also be part of this 
instruction. 
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NetWare
NetWare 6 First Class (2 days): Coming in September! Be one of the first to receive training on the 
latest version of NetWare. Visit www.novell.com/registernow for a course summary and registration 
information.

Updating to NetWare 6 (Official Course Name and Number are TBD): Beginning in late fall 2001, 
Novell Authorized Education Centers will be offering a course that will assist users of NetWare 4.x 
and NetWare 5.x migrate to NetWare 6. This course focuses on the new features unique to NetWare 
6 and is designed to provide students with comprehensive experience and education on the value 
propositions of NetWare 6. 

ZENWorks
ZENworks for Desktops v 3.2 with iFolder and On Demand Advanced Technical Training (4 days): 
Learn how to install, configure, and troubleshoot workstations using ZENworks for Desktops 3 
Imaging and Automatic Workstation Import (AWI). This class will provide you with a real world, 
hands-on experience of the product.

Course 781: Desktop Management with ZENworks for Desktops 3 (5 days): This course provides 
you with the concepts and skills necessary to implement ZENworks for Desktops 3 with a focus on 
the application management features of this product. Learners also receive hands on experience 
leveraging NDS to use the application management components (i.e., Application Launcher, Snap-
shot, Microsoft Installer, and Directory Enabled Disk Imaging). You will also be provided with the 
concepts and skills necessary to implement the policy management features of ZENworks for Desk-
tops 3. Also available as a self-study kit.

ZENworks for Servers Advanced Technical Training (1 day): This class covers an in-depth look at 
the Tiered Electronic Distribution (TED) and Server Policy components of ZENworks for Servers. 
Solutions for integrating ZENworks for Desktops and ZENworks for Servers, deploying NetWare 
service packs using server packages and replicating file data throughout the enterprise is covered. 

DeveloperNet University Update
DeveloperNet University is your training and education source for sharpening your skills and accel-
erating your development of Novell solutions. DeveloperNet University offers online access to 
in-depth training on the latest Novell technologies along with popular legacy Novell technologies. 
The following are the current courses offered:

DirXML Driver Installation Featuring the NT4 Domain Driver: This course gives detailed 
instructions for the installation of the NT4 Domain Driver for DirXML. This is meant for an audi-
ence of technically proficient users who understand NT Domains and eDirectory Trees and is writ-
ten to the lowest common denominator. To investigate this course, go to: 
http://developer.novell.com/servlet/devnet/education/tutorials/dirxmlinstall/dirxmldr.htm

Custom DirXML Driver Development Course: This course will help you learn how to build cus-
tom DirXML drivers. You will be instructed on how to create a driver, integrating it with a test 
application and eDirectory. To investigate this course, go to: http://www.developer.novell.com/
servlet/devnet/education/tutorials/dirxml2/01.htm

ActiveX Course: This course takes you through the process of programming an application which 
accesses Novell’s NDS directory services with Novell’s Directory ActiveX control. The purpose of 
this application is to allow users to look up information about members of a community, similar to 
the white-pages in a telephone book. The application developed in this course allows users to 
browse a company, viewing such employee data as pictures, phone numbers, titles, and so on, 
obtained from Novell’s directory service, eDirectory. To investigate this course, go to: 
http://www.developer.novell.com/servlet/devnet/education/tutorials/vbactivex/index.htm

C – based LDAP Course: This course takes you through the process of programming an applica-
tion which accesses Novell’s eDirectory services with C-based LDAP. The purpose of this applica-
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tion is to allow users to look up information about members of a community, similar to the 
white-pages in a telephone book. The application developed in this course allows users to browse a 
company, viewing such employee data as pictures, phone numbers, titles, and so on, obtained from 
Novell’s directory service, eDirectory. To investigate this course, go to: http://www.developer.
novell.com/servlet/devnet/education/tutorials/whitepages/index.htm

Programming NDS with NetWare Loadable Modules (NLM): This course teaches you how to 
program to the NetWare NLM interface. Starting with a basic hello world NLM followed by more 
complex NLMs which provide Internet and NDS access. To investigate this course, go to: 
http://www.developer.novell.com/servlet/devnet/education/tutorials/nlm_nds/index.html

Programming NDS with C NetWare Directory Access Protocol: This course takes you through 
the process of programming an application which accesses Novell's eDirectory services using 
Novell’s traditional client APIs. The purpose of this application is to allow users to look up informa-
tion about members of a community, similar to the white-pages in a telephone book. The application 
developed in this course allows users to browse a company, viewing such employee data as pictures, 
phone numbers, titles, and so on, obtained from Novell’s directory service, eDirectory. To investi-
gate this course, go to: http://www.developer.novell.com/servlet/devnet/education/tutorials/
whitepages_ndap/index.htm

Programming NDS with JNDI (Java Naming Directory Interface): This course takes you 
through the process of programming an application which accesses Novell’s eDirectory services 
using JNDI. The purpose of this application is to allow users to look up information about members 
of a community, similar to the white-pages in a telephone book. The application developed in this 
course allows users to browse a company, viewing such employee data as pictures, phone numbers, 
titles, and so on, obtained from Novell’s directory service, eDirectory. To investigate this course, go 
to: http://www.developer.novell.com/servlet/devnet/education/tutorials/whitepages_jndi/index.htm

Programming NDS with Novell Java Beans: This course takes you through the process of pro-
gramming a “White Pages” application which accesses Novell’s NDS directory services using 
Novell’s directory Java beans. The purpose of this application is to allow users to look up informa-
tion about members of a community, similar to the white-pages in a telephone book. The application 
developed in this course allows users to browse a company, viewing such employee data as pictures, 
phone numbers, titles, and so on, obtained from Novell’s directory service, eDirectory. To investi-
gate this course, go to: http://www.developer.novell.com/servlet/devnet/education/tutorials/
whitepages_bns/index.htm

SSL Security Course: This course takes you through the process of programming a simple client 
and server application that uses SSL as the communication medium. The purpose of SSL is to pro-
vide a secure way of sending data from a client application to a server application. An example 
would be ordering an item over the Internet. When you send your credit card number to an Internet 
merchant you do so using SSL over a secure, encrypted channel. The client and server applications 
developed in this course provide an example of developing a simple yet comprehensive SSL pro-
gram. To investigate this course, go to: http://www.developer.novell.com/servlet/devnet/education/
tutorials/ssl/index.htm

Developing eBusiness Web Applications Using the Novell Web Application Development Envi-
ronment: This course is broken into modules that describe each component of the Novell Web 
Application Development environment. Each module contains hands-on exercises to assist you in 
learning how to develop web applications. Subjects covered include Novell Enterprise Web Server, 
Novell Script for NetWare, Perl Script for NetWare, Nombas Script for NetWare, Novell Servlet 
Gateway, Java Server Pages and WebSphere Application Server for NetWare. To investigate this 
course, go to: http://www.developer.novell.com/servlet/devnet/education/tutorials/ebusiness/
index.htm

In addition to the on-line courses, DeveloperNet University also provides Coding Projects (Tasks), 
Code Samples, Developer Library, Third-Party Resources, and a schedule for the Developer Semi-
nar Tour. For more information on any of these topics, visit: http://www.developer.novell.com/
servlet/devnet/education/index.html



   Novell Education Professional Education Program
    Advanced Technical Training

Advanced eDirectory
Advanced Technical Training
This 3-day training is divided into Theory, Trouble-
shooting, and Solutions. It is designed to provide
participants with performance and trouble-shooting for
multi-platform e-Directory environments.

Specific topics covered include:
-eDirectory architecture, background processes, new
 schema enhancements, new features, and new
 administration techniques
-Guidelines for successfully upgrading and integrating
 eDirectory
-Hands-on experience with new eDirectory tools, new
 utilities, and optimal performance tuning—all on a
 variety of platforms
-Hands-on experience with eDirectory, “broken trees”,
 and advanced troubleshooting techniques.
-In-depth information on tuning eDirectory for enterprise
 applications such as LDAP and DirXML

Cost:  $1,595.00 USD

Portal Services with iChain Security
Advanced Technical Training
In this 3-day course, students will learn in-depth
information about Portal Services deployment strategies,
how to implement Portal in diverse environments, and
how to securePortal Services with iChain.

Specific topics covered include:
-Installation of eDirectory and Portal Services
-Portal Services Management
-Gadget Overview, Configuration and Wizards
-Style Sheets Overview and Training
-Proxy Services
-Authentication, Management, and Authorization
 Services
-Web Single Sign On Services
-Management Services

Cost:  $1,595.00 USD

ZENworks for Desktops 3.2
+ iFolder and OnDemand Services
Advanced Technical Training
In this 4-day course, learn how to configure, troubleshoot,
and upgrade to ZENworks for Desktops 3.2.

Specific topics covered include:
-Application deployment to users in the simplest to the
most complex environments

-Novell’s iFolder solution integrated with ZENworks to
make user’s files available to them anywhere

-ZEN 3.2 imaging which adds several new features
including Pre Boot Services and Automatic Mode image
scripting

-Remote Management and Enterprise Asset Management
-Policy Management including Group Policy
implementation

-OnDemand Services and its integration with ZfD 3.2

Cost:  $1,995.00

NetWare 6 First Class
Professional Education Programs
In this 2-day hands-on training for NetWare
6, participants will use enterprise
equipment and receive real customer-environment
experience delivered in a curriculum that is engaging
and rich.

Specific topics covered include:
-iFolder – Gives you the ability to access your files from
anywhere, anytime.
-iPrint – Enables the user to print from anywhere to
anywhere.
-NetWare Web Access – Provides a single point of web
access for network resources for any user.
-Native File Access Pack – Allows Mac, UNIX, and Windows
users to access NetWare servers without installing a
client.

Cost: $995.00 USD

BorderManager Internet Solution
Advanced Technical Training
Instruction is designed to provide participants with
BorderManager architecture, background processes and
guidelines for design and implementation. This 2-day
course includes hands-on experience with all of the
advanced BMEE 3.5 configuration and troubleshooting
techniques.

Specific topics covered include:
-VPN Site to Site & client to Site
-Packet Filtering
-NAT
-Access Control Rules
-Cache Optimization

Cost:  $1,195.00 USD

Advanced DirXML 1.1
Advanced Technical Training
The objective of this intense 4 -day (8am-6pm)
accelerated session is to provide hands-on knowledge
about DirXML. DirXML is Novell’s Net Services Solution to
enable the collaboration and information exchange
between disparate directories and databases in an
enterprise environment.

Specific topics covered include:
-Architecture Overview
-XML, Rules, Filters
-Advanced XDS Rules and XSLT
-Utilizing XSLT style sheets for DirXML

Cost:  $4,995.00 USD

Limited Seating Available!
Register Now!
www.novell.com/registernow
or call 1-800-228-7613
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“NetWare is the keystone to the one Net vision. NetWare is the Net services platform that enables 
resources to work together as one Net across all types of networks—corporate and public.”
— Dr. Eric Schmidt, Novell Partner Summit 2001

NetWare 6 provides access to your files and applications “anywhere, anytime”, on any computer, non-
stop! How do you harness all this power to help you maximize your investment in NetWare 6? Novell 
Education has multiple training options. No matter what type of training you need . . . we have the 
answer.

NETWARE 6 FIRST CLASS
This First Class course is the first Novell Education offering on NetWare 6. This 2-day course provides 
participants the first opportunity to receive lecture based and hands-on training for NetWare 6. This is a 
high-level introduction to the new features and functions of NetWare 6. Lab exercises utilize enterprise 
equipment on NetWare 6 including new technologies such as iPrint, iFolder, Novell Cluster Services, and 
Native File Access. For additional information in the US and Canada go to www.novell.com/registernow. 
For additional information in EMEA see http://partnerweb.novell.com/partner/netware/
firstclass_register.html.

UPGRADING TO NETWARE 6 (COURSE 3000)
Upgrading to NetWare 6 (Course 3000) is a 5-day course focused on the new features unique to 
NetWare 6. This course is designed to provide a comprehensive experience and education on the value 
propositions of NetWare 6. Participants will see the value propositions of high availability and scalability 
as well as learn the “anywhere, anytime” access features of NetWare 6. Experience the power of NSS, 
Clustering Services, iFolder, iPrint, NFAP, NetWare Web Access, and management products that ship 
with NetWare 6. Self-study options will also be available. These products will be available through 
Novell Authorized Education Centers. Upgrade to a NetWare 6 CNE by passing the relevant exam for this 
course, available early 2002. Please visit www.novell.com/education/netware6 frequently for 
additional information.

UPGRADING TO NETWARE 6 (COURSE 3000) CNI TRAINING
Novell Education invites all Certified Novell Instructors (CNIs) to be one of the first prepared to teach 
Upgrading to NetWare 6 (Course 3000). This course will be the first NetWare 6 class offered by Novell 
Authorized Education Centers worldwide. Take advantage of this exciting CNI Training offer. Get trained 
NOW! A CNI rollout session is scheduled in a city near you. Worldwide availability with limited seating. 
Register TODAY to reserve your seat. In US and Canada register at CNI Registration. CNIs from EMEA can 
register at http://www.novell.com/offices/emea/education/cni.html#NW6. 

Additional NetWare 6 information is available at www.novell.com/education/netware6. In the US and 
Canada call 1-800-233-EDUC. In EMEA call the Education Hotline. Toll Free numbers for EMEA can be 
found at http://www.novell.com/offices/emea/education/hotline.html.

       Novell®

      NetWare® 6
       training



Order Form

Use this form to order subscriptions to Novell AppNotes (now including Novell Developer Notes), and back issues of 
AppNotes and Developer Notes (subject to availability). Please type or print.

Payment   All orders must be prepaid.

 Check or money enclosed.

 Bill credit card number: Expiration date ________________

 VISA  MasterCard  American Express

Cardholder signature ______________________________________

Cardholder name (printed) _________________________________

Mail or fax this completed form to: or call:

Novell AppNotes Order Desk Fax Number: (800) 377-4136 (U.S. & Canada)
1601 Park Avenue West (303) 294-0930 (303) 297-2725 (other locations)
Denver, CO  80216-5199 Please have your order and credit card information ready.

Novell, Inc. • 1800 South Novell Place • Provo, Utah 84606-6194 • 801-861-6000         Pcode=APNOR

Name

Title

Company

Address

City State Postal Code

Country E-mail Address

Phone Fax

 APPNOTES SUBSCRIPTION
Qty Description Unit Price Total Price

One-year subscription to  Novell AppNotes (now includes Developer Notes) US$99.00*

 BACK ISSUES
Qty Part Number (required) Month/Year or Report Title Unit Price** Total Price

 All prices are subject to change without notice. TOTAL

*Shipping and taxes are included in subscription price.

**Back Issue Prices

1–9 copies US$15.00 each plus shipping & handling

10–49 copies US$ 9.00 each plus shipping & handling

50–99 copies US$ 7.00 each plus shipping & handling

100+ copies US$ 5.00 each plus shipping & handling



Novell AppNotes Feedback Form November 2001

To help us give you the kind of information you need to better design, configure, install, and maintain your network, 
please take a moment to answer a few questions about the Novell AppNotes. Fax the completed form to 801-861-4123. 
Thanks—we value your feedback.

1. How useful is each article in this issue?

2. I would like to see more articles on:

 Network design and optimization  Network management  Other____________________________
 Novell product implementation  NetWare theory and internals
 Third-party product integration  NetWare programming

3. The type of article that is most useful to me is:

 Theory/conceptual  Tutorial  Troubleshooting/support  Technical case study

4. My affiliation with Novell is:

 CNE/ECNE/NPA  Programmer  Systems Integrator  MIS
 CNI  Reseller  Systems Engineer  Network Supervisor
 CNA  Consultant  Technical Support  Other ____________________________

5. I use the following Novell-related products:

 NetWare 5  ManageWise  NetWare for SAA  LAN WorkPlace
 NetWare 4  GroupWise  NetWare NFS  LAN WorkGroup
 NetWare 3  BorderManager  NetWare TCP/IP
 NetWare 2  SFT III  Developer Tools
 Other_______________________________________________________________________________________

6. General comments about the Novell AppNotes: 

____________________________________________________________________________________________________
____________________________________________________________________________________________________
____________________________________________________________________________________________________
____________________________________________________________________________________________________

Article Title Indispensable Very useful Somewhat useful Not at all useful

Should I Use a Directory, a Database, or Both?

Preparing a Disaster Recovery Plan for NetWare and eDirectory

Building eDirectory-Enabled Applications using Delphi: Overview

How to Use the eCommerce Beans for LDAP in Servlets, Java Server 
Pages, and Enterprise JavaBeans

How to Install and Configure NetWare Enterprise Web Server or 
Apache Web Server with Tomcat

Net Management

Net Support

CodeBreak

Viewpoints

Lightweight Access
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