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Dear AppNotes Readers:

Welcome to the September 2001 issue of Novell AppNotes! As the summer comes to an end here in the 
Northern Hemisphere and the daylight hours are getting shorter, the AppNotes staff is hard at work to 
provide you the information you need. You might have noticed on the cover that we are once again 
publishing under the Novell Research banner, which has served us well in the past and better reflects the 
type of information we publish.

Because you are the best readers in the world, I’d like to ask a special favor of you. This month Novell is 
sponsoring several events for the Juvenile Diabetes Research Foundation International, including a local 
“Walk to Cure Diabetes” here in Provo, Utah, as well as other activities to raise money for this worthwhile 
foundation. I would like to personally encourage each of you to support your local efforts for this 
foundation. Over 16 million people in the United States alone suffer from diabetes; every three minutes 
someone dies from diabetes. Chances are you know someone who suffers from this debilitating disease. 
Now is your chance to help. We have put together an information page at the back of this issue with more 
information on how you can get involved.

As usual, we have another informative issue of AppNotes for you this month, with feature articles, How- 
To articles, and the Sections. You may notice some subtle changes with this issue, particularly with our 
columns—some have been shortened and others have been discontinued. These changes are due to your 
feedback from our last readership survey, as we try to be responsive to the evolving needs of our readers.

If you haven’t been to our Web site lately, now would be a good time to visit us at http://www.novell.com/ 
appnotes or http://developer.novell.com/research. We have reorganized our main page to help you locate 
the types of articles you are looking for. We’ve also added a link to view the most recent Letter from the 
Editor, in response to many requests from our readers. We won’t keep an archive of past letters, unless we 
get requests for that as well.  We are looking at other enhancements to make our pages easier to navigate 
and to look more like an online magazine. Stay tuned for further developments.

Next month we will release our special NetWare 6 issue. The product looks quite exciting, and this will be 
just the first of many issues with information on NetWare 6 and related Net services. For those of you have 
contacted me with concerns about the future direction of Novell, rest assured that the company is strong 
and advancing more quickly than ever. We are already starting to see the fruits of the merger with 
Cambridge Technology Partners in the new business being generated. You’ll become more aware of this in 
future months, as things become more tightly integrated.

As always, I am anxious to hear from you to find out what the AppNotes staff can do to better serve your 
needs. Let me know how we are doing, what you think of AppNotes or Novell, and especially what topics 
you would like to see in upcoming issues. Also let me know how we’re doing with our Web site. You can 
contact me by using the feedback button on our Web site or by e-mailing me at gherbon@novell.com. 

Until next time,

Gamal B. Herbon
Editor-in-Chief
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Introduction

This AppNote will cover general concepts that are important to understand when 
working with Novell BorderManager 3.6’s Virtual Private Networking (VPN) 
Client. It documents useful tips and tools required to troubleshoot problems with 
the BorderManager VPN Client, specifically when used in conjunction with 
Network Address Translation (NAT).

IPsec and NAT: General Concepts

It is not the aim of this AppNote to discuss every technical aspect of IPsec and 
NAT in depth. However, it is worth clarifying some general concepts that are 
needed to understand IPsec issues through NAT.

Network Address Translation (NAT)

NAT was invented initially to overcome the shortage of IP addresses that could be 
officially assigned by the Internet Assigned Numbers Authority (IANA). Thanks 
to NAT, multiple devices with private or illegal address ranges can communicate 
on the Internet by using one single officially-registered IP address.

When the device that is performing NAT receives a packet directed to the 
Internet, it translates the source IP address into an officially-registered IP address, 
and then forwards the packet to the destination. When it receives an incoming 
packet, it translates the destination registered IP address into the internal IP 
address, and then forwards it to the real recipient. When NAT translates TCP 
packets, it also changes the checksum to make it compatible with the modified IP 
address.

According to its original specifications (RFC 1631), NAT should only translate 
TCP and UDP packets. It should not work for protocols, such as FTP, that contain 
IP addresses within the data field of the packet. Most vendors have now extended 
NAT features to allow the ICMP protocol and several other protocols containing 
IP addresses in the data portion of the packet.

For a more detailed description of NAT and Novell’s implementation of this 
technology, see the article entitled “Network Address Translator (NAT) 
Theory and Troubleshooting” in the March 1998 issue of Novell AppNotes 
(http://developer.novell.com/research/appnotes/1998/march/04/index.htm).

The IP Security Architecture (IPsec)

IPsec stands for “IP security architecture.” The last word, “architecture,” is 
important to remember; IPsec is not a protocol by itself, but is rather a framework 
of protocols. Its components work together to provide the state-of-the-art secure 
transport of data over an unsecure network. The IPsec specifications regulate how 
these different protocols interact.
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Some essential concepts used in IPsec are Security Associations, Tunneling mode, 
and Transport mode.

•  Security Association (SA) is a parameter used to identify the IPsec 
connection between two systems. The value of the SA depends on different 
parameters, including the destination IP address and the Security protocol 
(AH or ESP, see below).

• Tunneling is a technique in which one packet is wrapped into a new IP header. 
In general, tunneling is used to carry traffic of one protocol over a network 
that doesn’t support that protocol. A typical example is the encapsulation of 
IPX packets into IP packets to route them over the Internet or across a WAN 
link.

In Tunneling mode, the IPsec packet is encapsulated within a standard TCP or 
UDP packet, increasing the security of the connection. Tunneling can be used 
only when there is a gateway at either end of a Security Association (as in the 
case of the site-to-site BorderManager VPN). This is because the gateway 
must take care of removing the external IP header, retrieving the original 
packet, and sending it to the final destination.

• In Transport mode, the header of the encryption packet (AH or ESP) is 
inserted right after the IP header. Therefore, it is neither encrypted nor 
authenticated. Transport mode is only used by hosts, not by gateways. 
Gateways aren’t even required to support the transport mode.

The three main protocols constituting IPsec are: the Authentication Header (AH), 
the Encapsulating Security Payload (ESP), and the protocol for the exchange of 
the encryption keys. IPsec regulates how these different protocols and procedures 
operate together.

The Authentication Header (AH) is used to provide authentication and integrity of 
the IP packets. AH is identified by the protocol number 51. One part of the AH 
header is used for the Integrity Check Value (ICV) of the packet. This is a number 
calculated with an algorithm specified in the SA. When a packet crosses a device 
performing NAT, the Integrity Check fails and the packet is discarded. The AH 
protocol can be used in both transport mode and tunnel mode.

The Encapsulating Security Payload (ESP) provides integrity checking, 
authentication, and encryption for the IP packet. The SA determines what options 
are enabled. Authentication and integrity checking always work together, while 
encryption can be enabled independently from the other options. These services 
are all connectionless, and therefore operate on a per-packet basis. ESP is 
identified by the protocol number 50. The ESP protocol can be used in both 
transport and tunnel mode.
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Note that ESP seems to do everything AH does and more, because it also encrypts 
the data. The main difference between ESP and AH is that ESP doesn’t encrypt 
the IP header of the packet; therefore, it is less secure. Maintaining two encryption 
protocols instead of one allows more flexibility and control of the security.

The number of possible permutations with encryption protocols, modes, security 
options, and so on, is regulated by the SA. The IPsec standard also identifies the 
need for a protocol to automatically negotiate the SA and generate the 
cryptographic keys.

In the early days of IPsec, two protocols were identified for this role: the Simple 
Key Management for Internet Protocols (SKIP) and the Internet Key Exchange 
(IKE) protocol, also known as ISAKMP/Oakley. The BorderManager VPN was 
engineered before the IETF identified the IKE protocol as the standard framework 
to manage the security associations and encryption keys for IPsec. Therefore, 
BorderManager VPN uses only the SKIP protocol.

VPN Client Solutions through NAT

The standards-based VPN solution using IPSec is widely used today for secure 
remote access. However, there is an issue when this standard VPN is implemented 
over NAT.

Standard VPN Over NAT Issue

Most remote users come through an Internet Service Provider or ISP, using 
dial-up, ISDN, DSL, or Cable Modem for access. Some of the ISPs that provide 
high-speed Internet access assign a private IP address to incoming users, and use 
NAT to handle their traffic to the Internet. These so-called “traditional” NATs can 
only understand TCP and UDP (where the protocol-id in the IP header matches to 
any of the above protocols).

The IP header protocol-id for BorderManager's VPN traffic based on SKIP is 
specified as SKIP (57). The traditional dynamic NATs that sit between the Tunnel 
end-points translating TCP and UDP traffic cannot understand these protocols and 
may drop them, or pass them through untranslated. Similarly, if NAT is using 
static (one-to-one) mapping of private-to-public address, the IPSec authentication 
fails at the receiving end of the tunnel; the Authentication Header which 
authenticates the whole packet (including the header) fails because the IP address 
changes.

One more thing to note here is that, after a successful authentication, remote users 
are associated to the IP address they are coming from (a “NATed” address if NAT 
is enabled). This IP address would be used to identify the Security Association. So 
if many users are coming through the same NAT, this will cause the VPN 
connection to break for all of those users.
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Many draft proposals have been submitted to the IPsec charter of the IETF to try 
to address this problem, but there doesn’t yet appear to be one dominant design. 
To work around this issue, the BorderManager 3.6 development team came up 
with a proprietary design that would enable its VPN client traffic to successfully 
communicate through NAT.

Novell’s Solution to the VPN over NAT Issue

The VPN components of BorderManager 3.0 and 3.5 used SKIP and inherited the 
VPN over NAT problem described above. Since all IPX or IP traffic was tunneled 
over IP (encapsulation), the end packet IP header looked like this: 

IP+SKIP+AH+ESP

where the ESP contained the original IP+DATA or IPX+DATA encrypted.

Furthermore, after the VPN client users logged in and successfully authenticated, 
the authentication gateway (AUTHGW.NLM) would associate the users with the 
IP address they were coming in from. In a NAT environment, all users would be 
coming in with the same IP address. This meant that, when designing a VPN NAT 
solution, users needed to be differentiated in some other manner.

A typical NAT scenario is depicted in Figure 1.

Figure 1: Typical NAT scenario.

The BorderManager 3.6 VPN Client tunnel was designed to use UDP (Port 2010), 
which traditional NATs can understand. During the authentication of remote 
users, the VPN Server auto-detects whether the users are NATed. If so, it will:

• Use UDP tunneling at the server side, and

• Notify the VPN Client to switch to the UDP tunneling mechanism

The SKIP component was also enhanced to use IP address Name Space with 
Master-KeyID in the SKIP header being the Client or Server’s actual, bound IP 
address. This meant that the source address lookups performed at the 
authentication gateway were based on the Client’s actual IP address, and not on 
the NATed address.
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Protocol-Specific Changes

This section describes the protocol-specific changes that were made to the 
BorderManager VPN Client.

Authentication Stage

The BMEE VPN client-to-server authentication protocol is modeled after the 
NDS client authentication protocol. Basically, the VPN server authentication 
gateway (AUTHGW.NLM) acts as a proxy on behalf of the client to authenticate 
to NDS. During the VPN User login phase, this Authentication Gateway can 
detect whether the user is coming through NAT by doing the following:

• The VPN Client (VPNLogin) opens a TCP/IP connection to the VPN server 
(AUTHGW.NLM) using port 353.

• The VPN Login GUI sends an indication that it is a NAT-enabled VPN Client 
and also send its actual IP address in one of the reserved fields of the 
AUTH_HEADER packet (see the “Packet Format” section below).

• The BorderManager 3.6 Authentication Gateway compares the TCP 
connection IP address with the IP address specified in the reserved field of 
AUTH_HEADER packet. If they are different, it informs the VPN Login to 
switch to UDP-based Tunneling after successful authentication of the user.

Notes:

• If the reserved field of the AUTH_HEADER packet is zero, the 
Authentication Gateway knows that the VPN Client is not NAT-enabled 
and will not use the encapsulation for the SKIP packets.

• The Authentication Gateway module from VPN 3.0 or 3.5 does not look 
at this field. Therefore it is backwards-compatible.

After the user has successfully authenticated:

• The VPN Login module notifies the VPTunnel driver (SYS or VXD, 
depending on what Windows platform the client is running on) to use either 
UDP-based Tunneling or SKIP-based on whether the Authentication Gateway 
is aware of a NAT.

• The Authentication Gateway notifies VPNINF about the user’s actual IP 
address (instead of the current NATed IP address the packet came in with), 
the user’s DH public values, and the NAT Enable flag.

• Data exchanges between the VPN client and server are transmitted over UDP 
port 2010.
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Packet Format

This section describes the packet format used between VPN Clients going through 
a NAT and the VPN Server. The packet format is detailed in Figure 2.

Figure 2: Packet format for VPN Client communication.

The changes for the VPN 3.6 packet format over VPN 3.5 are as follows:

• IP Header. The Protocol ID in the IP Header is UDP (17) instead of SKIP 
(57). This is required for translation at the NAT.

• UDP Header. A new UDP header (with source and destination port = 2010) is 
inserted between the IP and SKIP headers.

• SKIP Header. The Source and Destination NSID (name space Identifier) is 
now 1 instead of 0. This indicates that the IP name space is used and that the 
key lookup is now based on the Master Key-ID field.

A new 32-bit field for Source and Destination Master Key-ID has been added. 

IP Header

Version HLEN Type of 
Service Total Length

Identifier Flags Fragment 
Offset

Time to Live Protocol=UDP Header Checksum

Source IP Address

Destination IP Address

UDP Header
Source Port=2010 Destination Port=2010

Length Checksum

SKIP Header

Version RSVD Source NSID=1 Dest. NSID=1 Next Header

Counter N

Kij Alg Crypt Alg MAC Alg Comp Alg

Kp Encrypted in Kijn (16 or 24 bytes)

Source Master Key-ID (If Source NSID is non-zero)

Destination Master Key-ID (If Dest. NSID is non-zero)

AH Header

Next Header Length RSVD

Security Parameter Index (SPI)

Authentication Data (four 32-bit words)

ESP Payload

Security Parameter Index (SPI)

Initialization Vector (IV)

Payload Data (variable)

....Padding Payload 
Lenght Payload Type
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This field contains bound source and destination IP addresses respectively (and 
not the NATed IP address).

Troubleshooting Tools and Steps

This section lists some tools that you can use to troubleshoot the BorderManager 
3.x VPN Client. It then outlines the recommended troubleshooting steps for the 
VPN Client 3.6.

Troubleshooting Tools

There are a number of tools you can use for troubleshooting the borderManager 
VPN Client 3.x.

• Novell VPN Login Screen. This screen (see Figure 3) is useful for verifying at 
what stage of the login procedure the VPN client is failing. 

Figure 3: The Novell BorderManager VPN Client login screen.

The progress box lets you know where in the authentication process the 
problem is occurring. You can also verify the negotiated key information.

• Network Settings in Control Panel. The Network settings in the Windows 
Control Panel must be used to verify that:

• No IPX protocol is bound to the actual interface of the client (DUN or 
LAN interface) if the NetWare client was installed with both IPX and IP 
protocols.

• There are no more than four IPX devices in the network properties at the 
client.
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• No IP address is bound to this LAN interface if the VPN client is 
connecting to a modem using DUN and the PC has a NIC enabled with IP 
bound to it. (Windows will often try to use the NIC IP address instead of 
the IP address assigned to the modem for IP communication.)

• Windows TELNET Utility. You can Telnet to TCP Port 353 (AUTHGW) to 
verify that the listener is available and processing incoming requests.

• TCPCON Utility. Use can also use this utility at the VPN Server console to 
verify what TCP ports are listening.

• Load TCPCON | Protocol Information | TCP | TCP Connections and 
verify that the authentication gateway port 353 is listed there.

• Load TCPCON | Protocol Information | UDP | UDP Listeners and verify 
that the authentication gateway port 353 is listed there, as well as the data 
port 2010.

• VPNSTATS Utility. Use this utility to diagnose problems and to determine the 
status of the tunnel (see Figure 4). 

Figure 4: The Novell VPN Statistics screen.

You can also use this utility to verify whether any packets were sent through 
the tunnel, and whether or not they were successfully encrypted.

• NETSTAT -R and TRACERT. Use the Windows “netstat -r” and “tracert 
<destination_IP_address>” commands to diagnose routing problems with the 
client. Connectivity problems often lead to failed VPN client sessions.

• NETSTAT -S. Use the Windows “netstat -s” command to verify whether any 
IP, ICMP, or TCP errors are occurring on the client. You can verify the state 
of the TCP connections (for example, on port 353), and view any errors that 
are occurring at the TCP and UDP layers.
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• SLPINFO. Use the “slpinfo /d” command to diagnose IP-only login problems. 
(See TID #10060136 at http://support.novell.com for information on how to 
troubleshoot using this tool.)

• DSTRACE. Use the SET DSTRACE command output file to determine 
whether any NDS errors are being reported at the time of a client login failure.

• NetWare Administrator (NWAdmin). Use the NWADMN32.EXE logging 
utility for BorderManager to verify that the ACLCHECK rules have not 
blocked access to the VPN or NetWare server for this user. You can also 
check the VPN client audit logs in this utility to get more information about 
the failed VPN connection attempts.

• LISTDLL. Use this tool to verify that the correct VPN-related DLLs are 
running on the system. Many versions of the same driver may be found in 
different directories and problems may arise if the loaded driver is not the 
version our VPN client expects. (LISTDLL can be downloaded from 
http://www.sysinternals.com/listdlls.htm.)

• SET TCP IP DEBUG Command. Use the “SET TCP IP DEBUG =1” 
command to make sure that no Discards are happening at the TCP/IP stack 
level of the server.

Troubleshooting Steps

Following are the recommended steps to take when troubleshooting problems 
with the BorderManager 3.6 VPN Client.

1. Make sure that the driver is seen in the Network Properties (see Figure 5).

Figure 5: Novell VPN entry in Network and Dial-up Connections.
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2. Check in NWAdmin (or the Novell VPN Statistics screen shown in Figure 6) 
to make sure that the parameters configured are appropriate for your VPN 
network.

Figure 6: List of “Protected ip networks” in the VPN Information screen 
(accessed by clicking the More button on the Novell VPN Statistics screen).

• Verify the WAN client IPX network address.

• Check for a correct list of protected networks (if any). The list of 
“protected ip networks” should include internal networks that you want to 
advertise through the encrypted VPN tunnel. That is, you want this VPN 
Server advertise to other VPN members that “to get to network x.x.x.x, go 
through me.” It is common for administrators to incorrectly use this field 
to list all remote networks for which they want traffic to be encrypted.

• Check that the inactivity and disconnect timeouts are not set too small. 
That may result in unnecessary disconnects from the VPN network.

• Verify that the data encryption and authentication parameters between the 
VPN Client and Server are in sync. There is no client-specific setting 
here, but if the VPN Server is using 3DES and the Client must use the 
Server’s security settings, the client needs to be a domestic version.

3. Make sure that the VPN dial-up server type is “PPP Server”.

Note: If the VPN LAN client is configured, you may not necessarily have Dial-Up 
Networking (DUN) installed on that workstation, and a dial-up network 
server will not have to be configured.
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4. Ascertain whether the problem is a DUN problem or a VPN problem by 
removing VPN and verifying that the dial-up functionality works to a dial-up 
PPP server type without the VPN.

5. Using the Novell VPN Login screen, identify what stage of the login process 
is failing (dial-up, authentication, encryption, or login).

In a pure IP NetWare 5 environment, statically configure at least one 
Directory Agent (DA) under the NetWare 5 Client properties Service 
Location tab, or attempt login via IP address rather than via the server’s 
name. Multicast detection of the DA will fail. (DA should only be configured 
when connecting to a NetWare 5 server, not a NetWare 4.11 server.)

If IPXWAN negotiation always fails, make sure IPXRTR.NLM is loaded and 
has WAN client support enabled.

Also, make sure that your client doesn’t have more than four IPX devices in 
the Network properties.

If configuration is set to encrypt all IP traffic but the number of unencrypted 
packets continues to increase, the machines in the intranet have found a route 
back to the VPN Client without going through the VPN server. This can 
happen if, for example, a server other than the VPN server also has a 
connection to the Internet. (See TID #2949583 for details about both 
server-to-server and client-to-server configurations that have this problem.)

6. If the NetWare client was installed with IPX and IP, verify that there is no 
IPX protocol bound to the actual interface of the client (DUN or LAN 
interface).

7. If the VPN client is connecting to a modem using DUN and there is also a 
NIC enabled on the PC, make sure that there is no IP address bound to this 
NIC. If there is, Windows will try to use the NIC IP address instead of the IP 
address assigned to the modem for IP communication.

8. Verify whether any NATs are running on routers between the client and the 
VPN server. If there is, do a test avoiding the NAT to see if this makes any 
difference.

Note that the BorderManager 3.6 VPN client solution will work when the 
VPN client is located behind a NAT. If the NAT Server is located behind a 
NAT, communication with the VPN client will fail. The VPN Server must 
not be located behind a NAT, as the information it stores and propagates at 
the application layer contains private IP addresses that are not accessible to 
public clients.
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9. Verify that no IP or IPX packet filtering is enabled on the NetWare servers 
that may block the various incoming requests from the client (manually 
unload IPFLT and IPXFLT at the server console). Use the “SET TCP IP 
DEBUG =1” command to verify that there are no Discard messages shown 
on the server console when the client logs in.

Note: Client-to-site communication requires TCP port 353 to be opened for 
authentication on the firewall, UDP port 353 for keep alive to the 
authentication gateway, and UDP port 2010 (decimal) for data.

10. Verify that there are no NDS problems on the VPN server, or on the NetWare 
server containing a replica (Read/Write or Master) of the User object trying 
to log in. TID #2909026 entitled “DSTRACE Commands, Filters and 
Processes” displays the various command options that may be used to 
establish the NDS request/reply communication, and how to dump it to file.

11. Verify that the ACLCHECK module is not blocking access to the VPN 
server for that user. The BorderManager administrator utility in 
NWADMN32 can be configured to log requests from the client; use this log 
to verify that the VPN client has been allowed through.

12. Using the VPNSTATS utility, verify that traffic through the tunnel is being 
encrypted. What often happens is that outbound traffic from the VPN is 
encrypted, but the reverse traffic is not. This is due to the fact that the best 
route to the destination is not through the VPN, but through a LAN router. 
NAT can be used to fake the client’s IP address and force the responding 
packets to go through the VPN Server. (See TID #10055792 at 
http://support.novell.com for details.)

13. If there is a Login Policy object in the VPN server’s tree’s security container, 
make sure there is a rule defined to allow users to use the VPN service.

14. If you cannot log in to NetWare using the VPN Login, uncheck the “login to 
NetWare” box in VPNLogin and then attempt to log in using the Novell 
Client after VPNLogin completes.
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Conclusion

This AppNote has covered several important concepts, tools, and procedures that 
will help you understand and troubleshoot the BorderManager VPN Client.

VPN Reference Material

Here are some additional sources of information you may want to consult:

• Border Manager VPN Client Quick Start (see Novell TID # 2946630 or 
Primus Solution #3.0.328812.2205046)

• IPsec information: RFC 1825 (Architecture), 1826 (AH), 1827 (ESP), 1828 
(keyed MD5), 1829 (DES-CBC), 1851 (3DES-CBC), 1852 (keyed SHA1), 
2104 (HMAC MD5/SHA1)

• VPN with IPSEC (ftp://ftp.ietf.org/internet-drafts/draft-ietf-ipsec-vpn-00.txt)

• SKIP (http://skip.incog.com/spec/SKIP.html and 
http://sunsite.uakom.sk/sunworld/swol-06-1997/swol-06-skip.html)

• Security links:

• VPN White Paper (http://www.firstvpn.com/)

• Security White Paper (http://www.aventail.com/)

• List of security products (http://www.securityspace.com/)
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This AppNote explains how to move Novell’s legacy (queue-based) print services 
from one NetWare server to another, or move the print queues located on one 
NetWare volume to another, without having to re-create the associated printing 
objects in the Novell Directory Services (NDS) environment. The discussion 
starts with an overview of the internal workings of NetWare’s legacy print 
services. It then outlines the procedures for moving Novell’s legacy print services 
to another volume on the same server, and to another server. Finally, the AppNote 
presents some tools that can manipulate the various print service-related objects to 
facilitate the moving of printing services.
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Introduction

As powerful server-class hardware becomes more affordable, it is common to 
consolidate two or more NetWare servers into one to simplify server 
management. Often, these file servers host NetWare print services. Since the 
Novell queue-based print services are somewhat server-centric (given their roots 
in the pre-NetWare 4 days), certain NDS attribute changes are required to effect 
the moving of legacy print services from one server to another. Unfortunately, not 
all of these NDS attributes are directly available for editing through the standard 
print management utilities, such as PCONSOLE or NetWare Administrator 
(NWAdmin); one must use either ConsoleOne or custom tools. Then there is the 
question of which NDS attributes need to be changed.

The focus of this AppNote is to first identify the NDS attributes that must be 
updated when you move legacy print services from one server to another, or from 
one volume to another. Next we outline the basic procedures for making the 
move. We then present a few utilities (from Novell and from third-party vendors) 
that can help you to easily implement the necessary changes to these NDS 
attributes.

Overview of Queue-Based Network Printing

To understand why only certain NDS attributes in the print services- related 
objects, such as Print Queue and Print Server, need to be changed, you need an 
insight into the internal workings of Novell’s legacy print services.

The architecture of Novell’s legacy queue-based print services is based on three 
components: printers, print queues, and print servers. To set up queue-based 
printing in an NDS environment, you first create these objects in NDS, using 
PCONSOLE or NWAdmin. You then link them together to establish their 
relationships: a print queue is serviced by a printer, and a printer is associated with 
a print server. Figure 1 shows how these printing components work together.

Note: The Print Services Quick Setup feature in NWAdmin and the Quick Setup 
option in PCONSOLE automatically create the necessary printing objects 
with default settings and assignments.
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Figure 1: Relationship between the legacy print services components.

Print Queues and Their Spool Directories

When a user selects the option to print a document within a word processing 
program or other application, a print job is created. A print job is simply a file that 
is sent to a print queue. The print queue is nothing more than a directory where the 
print job is stored until it is serviced by a print server. As soon as a print server has 
successfully sent the file to the printer, the print job is deleted from the queue 
directory.

Each print job is assigned a filename consisting of a variation of the first four 
digits of the print queue directory ID, four more numerals, and a .Q extension. In 
NetWare 4 and higher, the four-digit print queue directory ID in the filename is 
byte-swapped; for example, if the ID is 79030003, the four digits used in the print 
job filename are 0379.

When a print queue is created, either through NWAdmin or the PCONSOLE 
utility, a corresponding subdirectory is created under the QUEUES directory on 
the volume of your choosing on the file server where the print queue resides. The 
NetWare operating system uses this directory (commonly referred to as the spool 
directory) to hold the print job files that are waiting to be printed. The SYS 
volume is used by default, but you can select any other volume on the server.

Note: It is generally a good idea to place the print queues on a volume other 
than SYS. If the SYS volume runs out of disk space, NDS can become 
non-functional.

When you examine the QUEUES directory, you’ll see print queue directory 
names such as AC010015.QDR or 0400000B.QDR. The directory name 
corresponds to the Object ID number you can see when you select the 
“Information” option for a print queue in the PCONSOLE utility (see Figure 2).

Print Driver

Print Queue
Print Server

NetWare
Server

Printer

Workstations
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Figure 2: Viewing the Print Queue ID through PCONSOLE’s “Information” option.

Note that in the directory name, the Object ID is high-low word- and 
byte-swapped. For example, if the Object ID is 03000379, the directory name is 
79030003.QDR.

Note: For NetWare 5 where PCONSOLE is not included with the OS, you can use 
DSBROWSE.NLM to view the Object ID (see Figure 3).

Figure 3: Viewing the Print Queue Object ID through DSBrowse.

The following is an example of what you might see when you look into a print 
queue directory containing print jobs waiting to be printed. In this case, the 
directory name is 79030003.QDR.
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G:\QUEUES\79030003.QDR>NDIR
Files            = Files contained in this path
Size             = Number of bytes in the file
Last Update      = Date file was last updated
Owner            = ID of user who created or copied the file

SATURN_1/SYS:QUEUES\79030003.QDR\*.*
Files                      Size Last Update     Owner
----------------- ------------- --------------- -------------------------
03790001.Q              141,454  5/16/01  9:52p admin
03790002.Q              141,454  5/16/01  9:55p admin
Q_0379.SRV                    0  5/16/01  9:52p SATURN_1.SolarSystem
Q_0379.SYS                  840  5/16/01  9:55p SATURN_1.SolarSystem

283,748  bytes (when the files are not compressed)
67,072  bytes (disk space used by compressed and non-compressed files)

4  Files

The print job filenames include part of the queue ID and end with a number 
according to the order in which they are received; using PCONSOLE or 
NWAdmin to change the print sequence does not change the print job filenames. 
When the print services finish sending a print job to the printer, the print job is 
deleted from the queue and the file is immediately deleted from the queue 
directory.

Note: Although a printed job’s file is deleted, the file is not automatically 
purged from the volume. Therefore, it is possible to salvage a print job 
and reprint it by submitting that file to the queue again. However, 
simply undeleting a printed job’s file in the queue directory will not 
make it show up as an available print job in the queue. This is because 
some required control information would be missing (see the discussion 
about the .SYS file below). By the same token, if you are printing 
sensitive documents, it is advisable to flag your print queue directories 
as “Purge” so printed jobs are not salvagable.

As a job is removed from the queue, that print job number is freed up and is 
reused by the next print job submitted to the queue. So when job 03790001.Q is 
finished printing, the next print job placed in the queue will also be named 
03790001.Q.

The last two files have .SRV and .SYS extensions; they are flagged as Hidden and 
are maintained by the NetWare server. The .SRV file contains information about 
the print servers that are attached to the directory’s queue. If no print server is 
currently attached to the queue, the file is zero bytes in size.
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The .SYS file is specifically for Novell’s Queue Management Services (QMS), 
the engine behind the queue-based print services. The file contains information 
the server needs to maintain queues. All queues have this information, which 
includes the station that sent the job, the user’s ID number, the print job file 
names, when the jobs were entered in the queue, when they are to print, and a 
record area for information (such as banner and number of copies) specified via 
CAPTURE.EXE or in the client’s Default Capture properties. This type of 
information is stored for all print jobs files in the directory, and is updated as new 
print jobs are added and old ones are deleted.

The location of the spool directory of a given print queue is stored in the Print 
Queue object in NDS using the following attributes:

• Host Server - the NDS object representing the server on which the volume 
resides (for example, SATURN_1.SolarSystem)

• Queue Directory - the volume and directory names (for example, 
VOL2:QUEUES\79030003.QDR)

• Volume - the name of the NDS Volume object (for example, 
SATURN_1_VOL2.SolarSystem)

Also stored in the Print Queue’s NDS attributes are the NDS object names of the 
print queue operator (attribute name Operator) and print queue users (attribute 
name User) for this print queue.

Print Servers

A print server is a server that takes print jobs out of a print queue and sends them 
to a network printer. NetWare print servers can run as a NetWare Loadable 
Module (PSERVER.NLM) on a NetWare server, or the PSERVER logic can be 
embedded directly in the hardware inside the printer (for example, the JetDirect 
cards for HP printers). On NetWare 4 and higher, PSERVER NLM can support up 
to 255 printers and can service any number of print queues assigned to the 
printers.

When you create a print server through PCONSOLE or NWAdmin, NetWare 
creates a corresponding directory under the SYS:SYSTEM directory. Like print 
queue directories, print server directory names are a combination of numbers and 
letters, such as 7A03001B. The directory name corresponds to the Object ID 
number you see when you select the “Print Server ID” option from PCONSOLE’s 
“Print Server Information” menu. 

In the NDS environment, there are no files in these print server directories; they 
are created to be backwards compatible with bindery-based printing. All print 
server-related configuration information, such as associated printers and 
notification settings, is stored in NDS.
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Among the various Print Server object attributes, there is one that is 
server-specific: Host Device. This attribute is used by the print service auditing 
function (not to be confused with NDS auditing) to specify on which server the 
audit log file should be created. This log files is always created in the 
SYS:SYSTEM\xxxxxxx directory on that server. Therefore, when moving print 
services, the Host Device attribute of Print Server objects should be updated to 
reflect the change, especially if the old server is being removed from the tree.

Note: Even if you don’t enable print service auditing, PSERVER.NLM will always 
check for the availability of the server specified in the Host Device 
attribute. To prevent unwanted error messages should the server be 
unavailable, it is best to ensure that the Host Device is pointing to the 
server running PSERVER NLM. (This does not apply to dedicated 
hardware- based print servers such as Intel NetPort or HP JetDirect.)

Printers

Under NetWare’s bindery mode, print configuration data is stored as PRINT.0nn 
files in the print server directories, where nn is the printer number you assigned 
when creating the printer using PCONSOLE (see Figure 4).

Figure 4: Viewing the printer number in PCONSOLE.

In NDS mode, each printer’s configuration information is stored in the Printer 
object in NDS. No files are created in the print server directories. Since a Printer 
object contains only information relevant to the printer and makes no reference to 
server or volume information, no changes to the Printer objects are needed when 
you move legacy print services from one volume to another, or from one server to 
another.
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Printer Drivers

Although not part of the Novell queue-based print services architecture, every 
application requires a printer driver to process a print job for correct formatting 
and output on the printer. Printer drivers are usually installed locally on each 
workstation; sometimes they are embedded as part of the workstation application.

No changes are required of the printer drivers themselves when you move Novell 
legacy print services from one volume to another, or from one server to another.

Windows Registry Entries

The introduction of Windows workstations where configuration information is 
stored in the local registry adds one more piece to the printing puzzle. On the 
Windows 95/98 platform, Novell’s Client 32 software does not track 
server-specific information that is associated with a network printer (print queue). 
However, on Windows NT/2000 (Client 32 v4.5 and higher), Client 32 keeps 
track of information for each network printer using the following registry keys 
under HKEY_LOCAL_MACHINE:

• SOFTWARE \ Novell \ Print \ NDSConnections \ Tree_Name \ Queue_Name

• SOFTWARE \ Novell \ Print \ NDSConnections \ Tree_Name \ 
Queue_Name.Context

As an example, for the print queue named MoonBase in the 
ALPHA_QUADRANT tree, the keys are:

• SOFTWARE \ Novell \ Print \ NDSConnections \ ALPHA_QUADRANT \  
MoonBase

• SOFTWARE \ Novell \ Print \ NDSConnections \ ALPHA_QUADRANT \ 
MoonBase.SolarSystem

If the server is IP-based, the following key values and data are associated with the 
first key:

• DirectoryContext = context where print queue exists (for example, 
SolarSystem)

• HostAddress = address in Port:Address format (for example, 020c894157c1 
where 020c indicates Port 524 and 894157c1 is IP address 137.65.87.193)

• HostAddresstype = transport type (0x00000009 for IP)

• HostServer = fully distinguished name for the server holding the queue 
directory (for example, SATURN_1.SolarSystem)

A similar set of key values is associated with the second key (except for the 
DirectoryContext value, as that is part of the key name).

If the server is IPX-based, the key values and data for the first key are:
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• DirectoryContext = context where print queue exists (for example, 
SolarSystem)

• HostAddress = address in NetAddress:Node:Socket format (for example, 
123456780000000000010451 where 12345678 is the Network Address, 
0000000000001 is the Node Address, and 0451 is the socket address)

• HostAddresstype = transport type (0x00000001 for IPX)

• HostServer = fully distinguished name for the server holding the queue 
directory (for example, SATURN_1.SolarSystem)

Similarly, the same set of data is associated with the second key, except for the 
DirectoryContext value.

The newer versions of Client 32 are less dependent on these keys, because they 
poll NDS more often for updated information. However, you may encounter a 
situation where you can print successfully, but when attempting to open the print 
queue under Start | Settings | Printers | Print_Queue_Name you receive a “Failed 
to open, retrying” error in the title bar of the queue window. This indicates that 
some of these subkeys are missing or there is a mismatch in the data for the keys.

If you are using CAPTURE in the login script to associate print queues with LPT 
ports, none of the above keys will be created in the registry, even on Windows 
NT/2000 machines.

Printing from a Workstation to a Network-Attached Printer

To get a clearer understanding of how the whole NetWare printing process works 
(and thus get a better idea of what NDS attributes need changing when moving 
print services), let’s follow a print job on its journey from its creation in an 
application to its appearance as a final printout at the network printer.

When you choose the print option from within an application, the software first 
creates a file out of the print job. This file is temporarily stored at the workstation, 
either in memory or on a local disk, and is submitted for printing at a later time. 
Or, the application might bypass this step and send the data directly to the print 
services. The Client 32 software redirects print jobs from the workstation to the 
proper print queue, and therefore to the printer servicing the queue.

Client 32 first does an NDS lookup on the print queue to determine the server on 
which the print queue is located. It does so by reading the Host Server attribute 
from the Print Queue object. (Some versions of Client 32 will instead use the 
Windows registry key values for the server information, as discussed in the 
previous section.)
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Client 32 then converts the application request for print services to a NetWare 
print service call. This NetWare Core Protocol (NCP) “Create Queue Job and 
File” call opens a queue job on the target server and gives the job a file handle in 
the queue directory that stores the file. QMS determines the queue directory by 
reading the Volume and Queue Directory attributes of the Print Queue object. 
Client 32 then sends the print job to that file handle.

When the application finishes sending the print job data, Client 32 sends the 
“Close File and Start Queue Job” call. QMS interprets this to mean, “This print 
job is ready to be printed.” The print job is flagged as “Ready,” allowing the print 
server to service the job.

The print server polls print queues at regular intervals (PSERVER NLM does this 
every 15 seconds) to see if there is a job flagged “Ready” for printing. If the print 
queue has been busy and the print server just finished one of its print jobs, the 
print server immediately checks the queue for another job that is ready to print. 
When the print server picks up the next queued job, it gets the file handle of the 
file that has the actual data and checks the printer to see if it is ready to receive 
data. If the printer is ready, the print server streams the print job to the printer until 
the whole file is sent.

The print server then polls the print queue for the next job that is flagged “Ready,” 
and the whole process repeats itself.

Moving Novell’s Queue-Based Print Services

In the previous sections you learned about the location-specific dependencies in 
Novell’s legacy queue-based print services. These dependencies are summarized 
in the table below.

Depending on whether you are moving the print services between volumes or 
between servers, some or all of the above settings need 
to be updated.

Item Dependencies

Print Queue object Host Server (server-specific)
Queue Directory (not server-specific but volume-dependent)
Volume (not server-specific but volume-dependent)

Print Server object Host Device (server-specific)

Windows Registry 
keys

HKEY_LOCAL_MACHINE | SOFTWARE | Novell | Print | NDSConnections | 
Tree_Name | Queue_Name
HKEY_LOCAL_MACHINE | SOFTWARE | Novell | Print | NDSConnections | 
Tree_Name | Queue_Name.Context

HostServer (server-specific)
HostAddress (server-specific) 
HostAddresstype (server-specific)
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Moving Print Services to Another Volume 
on the Same Server

The procedure for moving legacy print services from one NetWare volume to 
another is fairly straightforward. The print queue’s spool directory needs to be 
physically moved and the corresponding NDS attributes updated. The steps are as 
follows.

1. Determine the Object ID of the print queue you want to move. This can be 
accomplished using PCONSOLE, DSVIEW.NLM, or DSBROWSE.NLM. 
This will give you the name of the corresponding .QDR directory name 
located under the volume:QUEUES directory.

2. On the NetWare volume to which you are moving the print queue, create a 
QUEUES directory (if it doesn’t already exist) directly under the root, and 
then create the .QDR directory under that, using the name determined in the 
previous step.

3. Update the Print Queue object’s Queue Directory and Volume attributes with 
the name of the new volume.

4. Restart any print servers (PSERVER.NLM or dedicated hardware-based 
print servers) so the new volume information will be used.

5. Restart all Windows workstations, as they may cache the volume information 
in memory. No changes to the Windows registry are necessary.

You can perform the above steps “on the fly,” without taking the server down or 
having to first log users out of the network. However, it is best to do this when no 
print jobs are pending in the queue.

Troubleshooting. .If printing does not work after the change, you can 
troubleshoot as follows. First, submit a job to the queue and use PCONSOLE or 
NWAdmin to see if it shows up in the queue. If you don’t have PCONSOLE or 
NWAdmin handy, check the QUEUES\ xxxxxxxx.QDR directory to see if any .Q 
files are being created. If you see the jobs, that means the new Queue Directory 
and Volume values are correct and are in effect. Otherwise, restart the workstation 
you are using to ensure it is using the new information and not old settings that 
may have been cached in RAM.

If the jobs are being created in the new spooling area but are not making it to the 
printer, the most likely cause is that the print server for the queue is still looking in 
the old location and not the new directory. Restart the print server.

Moving Print Services to Another Server

The procedure for moving legacy print services from one NetWare server to 
another is a little more involved. The steps are as follows.
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1. Determine the Object ID of the print queue you want to move. This can be 
accomplished using PCONSOLE, DSVIEW.NLM, or DSBROWSE.NLM. 
This will give you the name of the corresponding .QDR directory name 
located under the volume:QUEUES directory.

2. On the NetWare volume to which you are moving the print queue, create a 
QUEUES directory (if it doesn’t already exist) directly under the root, and 
then create the .QDR directory under that, using the name determined in the 
previous step.

3. Update the Print Queue object’s Queue Directory and Volume attributes with 
the name of the new volume.

4. Update the Print Queue object’s Host Server attribute with the name of the 
new server.

5. Update the Print Server object’s Host Device attribute with the name of the 
new server.

6. Restart any print servers (PSERVER.NLM or dedicated hardware-based 
print servers) so the new server and volume information will be used.

7. For Windows NT/2000 machines, update the HostServer, HostAddress, and 
HostAddresstype key values of the two Registry keys discussed above.

8. Restart all Windows workstations, as they may cache the volume and server 
information in memory.

These steps are best performed when no print jobs are pending in the queue and 
when users are logged out of the network (so they are not submitting new jobs).

Troubleshooting. .The troubleshooting process here is similar to the case of 
moving print queues between volumes, but with the added complexity of also 
having workstations in the equation.

Tools of the Trade

This section presents some of the utilities available from Novell and third-party 
developers that can help you accomplish the necessary NDS attribute changes to 
facilitate the moving of print services.

HostDev: Host Device Change Utility

HostDev is a Novell-developed utility that allows the Host Device attribute of a 
Print Server object to be changed without having to delete the Print Server object 
and recreate it.



w w w . n o v e l l . c o m / a p p n o t e s
30

Written in AppWare, HostDev requires VLM version 1.20 or greater and 
Windows 3.1 and higher. Although specifically written for the Windows 3.x 
environment, HostDev runs under Windows 95/98 and NT. Follow these steps to 
install HostDev:

1. Download HOSTDEV.EXE from http://support.novell.com/ 
servlet/filedownload/pub/hstdev.exe.

2. Extract the contents of this file into a desired directory.

3. Copy BWCC.DLL to the WINDOWS\SYSTEM directory (unless a copy 
already exists), if you want to run the program from other than that directory.

The following are instructions for using the Host Device Change Utility:

1. Log in to NDS as Admin (or another user with sufficient rights to modify 
objects in the tree).

2. Start the Host Device Change utility.

3. Browse the tree to select the Print Server object which requires a change, and 
then click on the Change Host Device button (see Figure 5).

Figure 5: Selecting the Print Server object in the 
Host Device Change utility.

4. Browse the tree again and select the file server you want to use as the new 
Host Device.

5. Click on the Modify button.

6. Repeat steps 3 through 5 as necessary until you have modified all Print 
Server objects to have the desired server as the Host Device.
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Novell provides HostDev free of charge as a courtesy to users; therefore, it is not a 
Novell-supported product.

ConsoleOne

You can download the latest version of Novell’s ConsoleOne utility from 
http://www.novell.com/download. Although ConsoleOne is shipped with NetWare 
5.0 and higher, you can download and use it with NetWare 4.x as well.

Through ConsoleOne, you can edit the attributes of any objects in your NDS tree 
(with the exception of streams-based attributes). If the attribute you want to edit is 
not available from one of the custom property pages, simply use the Other page, 
as shown in Figure 6.

Figure 6: Locating the print services-related attributes in ConsoleOne.

From this page, you can edit the Host Device attribute of Print Server objects, as 
well as the Host Server, Volume, and Queue Directory attributes of Print Queue 
objects.

The following steps outline how to change the Queue Directory attribute of a Print 
Queue object.

1. Log in to NDS as Admin (or another user with sufficient rights to modify 
objects in the tree.)

2. Start ConsoleOne; you can run it either on your workstation or on the 
NetWare 5 server console.

3. Browse the tree and select the Print Queue object which requires a change.

4. Double-click the object to display its properties.
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5. Click the Other tab at the top of the screen.

6. Double-click on “Queue Directory” to display the current setting.

7. Select the displayed value and click on the Modify button, or simply 
double-click on the displayed value, and enter the new queue directory 
location in the edit box (see Figure 7).

Figure 7: Changing the Queue Directory setting in ConsoleOne.

8. Click on the Apply button to save your change.

9. Repeat steps 3 through 8 as necessary until you have modified all Print 
Queue objects to have the desired values for the Queue Directory setting.

The procedures for updating the Host Device of Print Server objects and the Host 
Server and Volume attributes of Print Queue objects are similar to the above. 
However, for these attributes you can also click on the browse button to select the 
target object, instead of manually entering the fully distinguished name of the 
target object.

HostEditor

The HostEditor utility can make the changes to host/volume-related attributes for 
the following object types:

• Host Device attribute value of Print Server objects

• Host Device attribute value of Directory Map objects

• Host Server, Volume, and Queue Directory attribute values of Print Queue 
objects
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• Host Device attribute value of Volume objects

You can download HostEditor from http://www.dreamlan.com/ hostedit.htm. 
HostEditor has several advantages over ConsoleOne:

• HostEditor’s browse function displays only objects of relevance. For 
example, when browsing for Server objects, those are the only ones that will 
be displayed. With ConsoleOne, on the other hand, you see all object types 
while browsing. If you specify an object of the wrong object type for one of 
these NDS attributes, you will have a non-functional print configuration.

• Unlike ConsoleOne, which is written in Java, HostEditor is developed using 
C and is therefore extremely small and fast. In fact, HostEditor is less than 0.5 
MB in size! 

• HostEditor comes with a MAKE-QDR utility to facilitate batch creation of 
.QDR directories on the new volume.

The following steps illustrate how simple it is to use HostEditor to change the 
Host Server, Volume, and Queue Directory attributes of a Print Queue object.

1. Log in to NDS as Admin (or another user with sufficient rights to modify 
objects in the tree.)

2. Launch HostEditor.

3. Select the object class you want to modify from the pull-down list.

4. Browse the tree and select the Print Queue object which requires a change.

5. Click on the Select button to display the current Host Server, Volume, and 
Queue Directory settings (see Figure 8). 

Figure 8: Changing the NDS attributes of a Print Queue 
object using HostEditor.
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6. Use the browse (. . .) button in the Host section to browse the tree again and 
select the file server you want to use as the new Host Server.

7. Click the Update button in the Host section to change the value.

8. Use the browse (. . .) button in the Volume section to browse the tree and 
select the Volume which will host the queue.

9. Click the Update button in the Volume section to change the value. The 
volume information in the Queue Directory is automatically updated as well.

NDSPIE: NDS Printing Import Export Utility

All the utilities discussed above were designed to modify one object at a time. 
This makes them rather inefficient when you have a large number of print queues 
and print servers to modify. The NDS Printing Import Export (NDSPIE) utility is 
a GUI-based tool that addresses this shortfall by having a batch processing mode.

You can download NDSPIE from http://www.dreamlan.com/ ndspie.htm.

Using NDSPIE, you first export the necessary NDS attributes from one or more 
Print Queue or Print Server objects to a text file. You can select the objects by 
name using wildcards and starting NDS context (see Figure 9).

Figure 9: Using wildcards and a starting NDS context to select multiple objects in 
NDSPIE.

You edit the text file with the new settings and then update NDS using this 
modified data file.
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The following procedure illustrates how you can use NDSPIE to change the Host 
Server, Volume, and Queue Directory attributes of all the Print Queue objects in 
your tree.

1. Log in to NDS as Admin (or another user with sufficient rights to modify 
objects in the tree.)

2. Launch NDSPIE.

3. At the top of the screen, select “Export data to log file” as the action and 
“Queue” as the object class.

4. Click on the displayed default filename to choose a new one, if you want to 
use a different one.

5. Leave the object name as wildcard (“ * “), or click the browse icon to select a 
specific object.

6. Browse the tree and select the starting NDS context. Ensure that the Scan 
subtree box is checked.

7. Click on the Start run button to export the data to the selected text file.

8. Edit the resulting log file and update it with the new attribute values; you 
need to change the values for the Host Server and Volume attributes as well 
as the volume name portion of the Queue Directory values. (You can click on 
the “Edit data file” button to launch NotePad to edit this file from within 
NDSPIE.)

9. Change the action from “Export data to log file” to “Import changes to 
NDS”.

10. Click on “[Select input file]” to browse for your data file.

11. Click on the Start run button to import the data into NDS.

Similar to HostEditor, NDSPIE is able to make changes to Print Server, Print 
Queue, Directory Map, and Volume objects.
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Summary

This AppNote has outlined how to move Novell’s legacy queue- based print 
services from one NetWare server to another, or move the print queues located on 
one NetWare volume to another without having to re-create the associated 
printing objects in the NDS environment.

For more information about Novell’s network printing solutions, see 
http://www.novell.com/products/printing.
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In today’s highly-connected business environments, securing business-critical 
data is a vital concern. One of the most problematic areas of security is user 
authentication. Fortunately, the increasing popularity of biometric devices is 
making it easier to ensure that users logging in to the network are really who they 
say they are. This AppNote provides an overview of what is involved in 
implementing SecuGen’s fingerprint recognition devices with Novell Modular 
Authentication Service (NMAS).
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Introduction

In the 21st century, corporations depend on their networked resources 
to control their most valuable assets: intellectual property and data. 
Today, data on servers represents the core asset of most companies. 
With identity theft on the rise, it is critically important to ensure that 
the right people are accessing this information, that they are not being 
impersonated, or that someone else is not using their account to log 
in, even with the authorized user’s consent.

Where passwords or other methods may be deemed too weak or 
inconclusive in validating the credentials of an individual trying to 
access networked resources, biometric authentication can be used to 
effectively prove that those requesting access are really who they say 
they are. Biometric authentication methods do not rely on passwords 
(something you know, which can be forgotten), nor do they rely on a 
smart card or other token (something you have, which can be stolen 
or lost). Instead, they rely on unique physical characteristics of the 
individual—something you are.

Novell Modular Authentication Service (NMAS) Enterprise Edition 
2.0 allows customers to secure their Novell- managed environment by 
using multi-factor security/authentication mechanisms. In NMAS, 
“multi-factor” means more than one type of authentication 
mechanism can be assigned to and enforced for a specific user. This 
type of authentication can be set up as a graded login—the type of 
access and permissions available to a user can be assigned based on 
the authentication mechanisms used.

This AppNote describes how security hardware from SecuGen 
Corporation can be implemented with the NMAS software to form a 
powerful yet cost-effective means of authenticating users in a Novell 
environment.

Background on Biometrics

Iris and retinal scan technologies are the most secure methods of 
biometric authentication, since the eye provides the richest source of 
individual data types on the human body. However, this method has 
location, power, and condition variables associated with it that limits 
the technical application of such devices and makes mass deployment 
difficult. It is invasive (lasers are fired into the eyes of the individual 
being scanned) to the point that some users experience extreme 
discomfort. In addition, iris and retinal technology costs considerably 
more than other biometric methods.
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Voice identification is a low-cost authentication method. However, 
voice changes caused by sore throat, hoarseness, or the common cold 
can make identification difficult or impossible.

As a static biometric method, fingerprint technology is considered the 
best choice for most applications because of its accuracy, speed, 
reliability, non-intrusive interfaces, and cost-effectiveness.

SecuGen’s Fingerprint Technology

SecuGen manufactures a line of optical fingerprint identification 
devices which includes its EyeD Mouse, EyeD OptiMouse, EyeD 
Hamster, and EyeD Keyboard.

The advantages of using SecuGen’s fingerprint technology are many:

• Durability. SecuGen hardware is comprised of a shell with a 
patented, scratch-proof surface lens over a prism that directs data 
to a CMOS sensor unit. The CMOS sensor unit reads and extracts 
fingerprint data and sends it to a host PC for processing.

• Fast, Accurate. SecuGen uses its own proprietary algorithms to 
perform a number of steps in the fingerprint matching process. 
These algorithms have been specially designed for speed and 
accuracy. 

• Integrates into Existing Systems. SecuGen’s algorithms are 
incorporated into the software component of the solution to 
optimize the integration. This allows partners to develop 
solutions with SecuGen technology very rapidly.

• Cost Effective. SecuGen technology can be installed on all 
desktops in an organization at an acceptable cost. A recent study 
by the Gartner Group on a medium-size corporation (500 
desktops) where passwords are changed quarterly concluded that 
password maintenance cost the average corporation $340.00 (US) 
per user per year for password maintenance and administration.

• Leading Edge Technology. SecuGen manufactures its fingerprint 
identification devices under strict factory conditions, and 
maintains its own research division to continuously evolve the 
product line.

For more information about SecuGen’s security technology, visit the 
company’s Web site at http://www.secugen.com.
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How It Works

With SecuGen hardware and NMAS software, the fingerprint 
authentication process is simple. In order to log in, the user places the 
requested finger(s) on the reader, which performs a high-resolution 
scan of the fingerprint image. SecuGen devices use multiple LEDs to 
capture samples, which allows them to differentiate between actual 
fingers (three-dimensional objects) and fingerprints lifted from other 
sources (two-dimensional copies). The system will not allow copies 
of fingerprints to produce a match.

Once a valid fingerprint image is captured, the SecuGen device 
scans the image, looking for “minutiae” data (ridge ends, splits, dots, 
arches, bifurcations, and so on) that distinguish one fingerprint from 
another. This data is processed, enhanced, and sent to the host PC.

When the host PC receives the data, it creates a template by hashing 
the output data. This template is then sent to the NMAS client. The 
NMAS client encrypts the template and sends it over the network to 
the server, where it is unencrypted and matched against the supplied 
credentials. The process returns a simple “yes” or “no” for access. 
Keep in mind that, as a user name is provided at login time, the 
NMAS client is able to search against the NDS templates because the 
process provides one-to-one matching. This also aids in speeding up 
the matching process.

Many people interested in fingerprint identification technology are 
under the initial impression that the fingerprint images themselves are 
stored on the server or encrypted and stored in NDS, similar to the 
way passwords are managed. Actually, the fingerprints are never 
stored anywhere. Rather, it is the hased digest of the extracted 
fingerprint data that is stored as a template (in this case, in NDS).

It is important to note that SecuGen does not extend the NDS schema 
during the installation of the NMAS method; NMAS extends the 
NDS schema to provide a place for vendor NMAS values to be 
written to. Vendor methods are written around a compliant structure 
so they add with compliance to Novell’s structure. Thanks to Novell’s 
industry-leading reputation with their products, purchasers of 
third-party add-on products can have much higher confidence in the 
stability of the add-ons. For an independent company to come up with 
a competing product, they would have to go through independent 
testing and validation to prove the product’s stability. Even then, it is 
unlikely that a third-party, at the outset of their product introduction, 
would gain the same level of respect as Novell.
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Hardware and Software Requirements

NMAS 2.0 requires Novell eDirectory 8.51, Certificate Server 2.02, 
and NICI 1.57. On the NetWare platform, version 5.1 or higher is 
required. The system can use domestic (128-bit) encryption or lower 
encyryption for international installations; you just need to ensure 
that the server, OS, and client components are all properly matched. 
On Windows NT, version 4 Service Pack 5 or higher is needed (SP6a 
is recommended). Memory requirements vary depending on the size 
of your NDS structure.

Any workstation that will be using biometric authentication must 
have a mouse (or equivalent device) and the proper drivers installed 
to ensure the capture of fingerprint data. Workstations require 
NetWare Client 32 version 4.7 or higher for Windows NT/2000, or 
version 3.21 or higher for Windows 95/98. 

Note: Windows 95/98 is not a recommended platform in a truly 
secure environment, as local login can be permitted simply 
by escaping login screens rather than executing them. In 
cases where Windows 95/98 workstations are employed in a 
network, it is advisable to store all secure data on the 
network and guard against access using biometrics.

Implementation Overview

NMAS is installed by an Admin-equivalent user logged in to the 
target NetWare server using ConsoleOne. The installation is wizard- 
based and guides you through the process. It checks whether or not 
base requirements are met for OS software components (such as the 
version of NICI), and then asks which of the methods included in the 
NMAS 2.0 base package you want to install. You can choose any or 
all of the supplied methods, or come back and easily add or delete 
methods later. SecuGen’s fully-supported method integrates with 
NDS in a trouble-free manner; like all installed methods, it can be 
managed from inside ConsoleOne as needed.

Adding an Authentication Method

To add a new authentication method in ConsoleOne, navigate to the 
Login Policy object in the NDS tree, as shown in Figure 1.
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Figure 1: Locating the Login Policy via the NDS tree view in ConsoleOne.

Right-click on the Login Policy, and then choose to add an authorized 
Login Method object. In the resulting dialog box, navigate to the 
method of choice and point to its CONFIG.TXT file. This file 
contains descriptions of all the parameters to be supplied to NMAS 
when the method is installed on the server. Once the method is added, 
it is available—but it needs to be enabled to be used by clients.

After the method is installed, it needs to be activated as a Login 
Policy. This is done by selecting the Security object in the NDS tree 
(located in the left pane as shown in Figure 1), and then right-clicking 
on the Login Policy object in the right pane and selecting Properties. 
(The resultant dialog box can be seen in Figure 2.) Adding or 
removing Authorized Login Methods is also done from the Security 
object. Instead of selecting Login Policy, you double-click on the 
Authorized Login Methods object (just above Login Policy) and, 
once inside this area, manipulate the objects as needed.

One caveat: If you try to remove an Authorized Login Method that is 
associated with a Login Policy, the system will tell you “Method in 
use—cannot be removed.” You must unassociate the method from 
any active Login Policies before you can remove it, as the object is in 
use by NDS.
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Enabling the Biometric Login Method

Once the new SGENBIOM method is active, it can be set as the 
primary method for login. Or it can be used with any other supported 
method to provide graded, multi-factor authentication. In the dialog 
box shown in Figure 2, you select the SGENBIOM method by 
clicking on the arrow to move it from the “Available Login Methods” 
list to the “Selected Login Methods” list. This will enable the login 
method for use on your network.

Figure 2: Login Sequences page demonstrating where graded 
authenitcation is set up.

In order for users to use the biometric login functionality, the NMAS 
client must be installed at the users’ desktops, with SGENBIOM 
being the chosen method.

Disallowing Password Authentication

For administrators who require it, login methods such as NDS 
passwords can be “locked off,” disallowing users from authenticating 
via a password. In effect, this closes any password “back door” that 
an unauthorized user might try to exploit. As shown in Figure 3, this 
can be set on a user-by-user basis. Administrators can thereby employ 
a security architecture in which they can have extremely high 
confidence that any logged-in user viewed in a log file is in fact the 
authorized user.
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Figure 3: ConsoleOne property page demonstrating where to disable use of 
a user’s password for login purposes.

If you set the Disable Password option, the selected user will not be 
able to authenticate via a password under any circumstance for the 
account on which this setting has been activated.

Note: It is not recommended that top-level administrators of the 
tree use biometrics exclusively; if NDS becomes corrupted, a 
password will generally be needed to fix it.

Setting Authentication Sequences for Users

As shown in Figure 4, you can set the authentication sequences 
associated with the target user. For example, where the president of a 
company might access more sensitive data than a secretary, you 
would generally require different levels of proof for these two users. 
Users needing access to sensitive data can have stricter policies 
enforced, while less-sensitive users can have less strict policies.
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Figure 4: ConsoleOne property page to set clearances (grades) of 
authentication by user.

Updating and Exporting Methods

As shown in Figure 5, you can update an authentication method when 
a newer release becomes available (using the Update Method 
button). You can also export a method to another server if it is 
unavailable on that server and you need to get its source for another 
target system (using the Export Method button).

Figure 5: SGENBIOM method property page (General) from within 
ConsoleOne.
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Enrolling a User’s Fingerprint

To enroll a user’s fingerprint, start ConsoleOne, go to the properties 
page for the user, and select the SecuGen tab (see Figure 6). Click 
on the Enroll Fingerprint button to invoke the SecuGen User 
Registration process.

Figure 6: SGENBIOM method property page (Enrollment) from within 
ConsoleOne.

Depending on how the administrator has configured the login policy, 
more than one digit may be asked for during registration. 

Note: It is not recommended that the little finger (“baby” or 
“pinkie” finger) be used for registration. Extensive research 
has shown that this finger has minimal data and can prove to 
be inconclusive for matching purposes.

Figure 7 shows the User Registration dialog box after a fingerprint 
has been scanned.
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Figure 7: SecuGen User Registration dialog box.

The user is registered with two samples, which are then verified 
against the finger, for a total of three samples for richer matching. 
Once all of the required digits are registered, click on the Done button 
(it is dimmed until all the registration is performed). The sample 
template data is then written to NDS.

On workstations with the client tool installed, users can enroll using 
this same interface from their workstations; using the same interface 
keeps the process consistent. Users will need to perform a sample 
capture for use as a base template. Therefore, they should understand 
the need for consistency and correct placement of the finger on the 
optic scanner for authentication at the user’s workstation in the field. 
The best possible scan should be acquired to ensure the best possible 
results.

Be aware that the only way to enforce a true trust model is to 
supervise the user enrollment process. Allowing users to enroll 
themselves without supervision allows users other than the intended 
ones to register. This is why a remote registration module would be 
less useful—unless the process is rigorously supervised, you can 
never warranty the integrity of a user’s credentials.
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Conclusion

SecuGen and NMAS provide a highly secure and effective 
replacement for passwords in an organization. In addition to 
password replacement, this solution provides a high level of 
assurance users of a system are who they say they are.

NMAS can be implemented in an entire organization at the server 
level, and then deployed on a workstation-by-workstation model. 
Adopters can rest assured that this solution can be implemented as 
needed; there is no outside requirement to convert the entire 
organization once NMAS is installed.

NMAS can be used in conjunction with Novell Single Sign-On to 
provide a total solution for securing passwords at application levels. 
NMAS controls the login to NDS, while Single Sign-On allows a user 
to securely store passwords to applications and Web pages as needed. 
This combination allows for a rapidly-deloyable solution.

NetWare 6.0 has a native NMAS solution, providing two-factor 
authentication right out of the box. An upgrade to NMAS Enterprise 
Edition allows all the flexibility and tailoring an installation might 
desire.

Reviewing the costs of NMAS and SecuGen hardware, the cost 
savings on password maintenance alone can demonstrate a payback 
window of a single year. This doesn’t even take into account 
increased productivity and decrease in fraud activity comensurate 
with this approach.

SecuGen’s superior hardware solution with NMAS allows for a full 
featured, best-of-breed solution. The nature of SecuGen’s technology 
makes it quick to integrate into existing applications, allowing rapid 
deployment of biomentrically-secure solutions as an extension of this 
solution.

For more information about SecuGen’s line of biometric products, 
see http://www.secugen.com.

For more information about network security solutions, see 
http://www.novell.com/products/security.
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This AppNote provides ten guidelines to help software designers, in-house 
developers, and network administrators create effective extensions to the Novell 
eDirectory schema. It also contains references to other resources to find additional 
information on the topics presented.

Contents:

• Introduction

• Schema Extension Guidelines

• Conclusion

Topics directory services, Novell Directory Services (eDirectory), 
schema extensions, programming guidelines

Products Novell eDirectory (all versions)

Audience network administrators, developers, integrators

Level intermediate

Prerequisite Skills familiarity with Novell eDirectory and database 
programming

Operating System n/a

Tools Novell Developer Kit

Sample Code no



w w w . n o v e l l . c o m / a p p n o t e s
50

Introduction

Since its inception in 1994, Novell Directory Services (NDS) has always featured 
an extensible schema. (The schema is a set of definitions that define the types of 
objects and attributes that are supported in the NDS database.) Over the years, 
thousands of software designers, in-house developers, and administrators have 
taken advantage of this feature to extend and customize the schema to tailor NDS 
for their specific needs and environment.

NDS itself has continually evolved until it is now a multi-platform, highly 
scalable, distributed enterprise directory called Novell eDirectory. When 
combined with leading-edge technologies such as DirXML, Novell eDirectory 
can store, manage, and synchronize data from hundreds of different sources. 

With these advancements, the need for customization has only increased. As 
extending the eDirectory schema has become more common, Novell has 
responded by creating a number of valuable resources for schema development. 
This AppNote highlights many of these resources and gives you pointers to help 
you create the most effective schema possible. Coming from some of the top 
schema designers at Novell and the Novell Schema Review Board, these 
guidelines are intended to help you avoid many of the pitfalls that occur when 
working with a highly scalable, distributed enterprise directory.

If you need to brush up on your schema basics, refer to the list of relevant 
resources at the end of this AppNote.

Schema Extension Guidelines

This section outlines ten guidelines and recommendations to help you become 
more proficient when extending the eDirectory schema. The guidelines are listed 
here, and then each one is explained in more detail under the headings that follow. 

1. Register a prefix and a unique ID.

2. Conform to LDAP naming conventions.

3. Consider using LDIF.

4. Use auxiliary classes.

5. Use the correct syntax.

6. Define inclusive containment.
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7. Select appropriate class flags and attribute constraints.

8. Comment each class and attribute.

9. Add attributes as needed.

10. Maintain compatibility.

1. Register a Prefix and a Unique ID

To avoid schema conflicts, Novell Worldwide Developer Support maintains an 
eDirectory schema registry with the Novell Base schema (“Red Box”), 
technology forum-defined schema, and developer-defined schema. By registering 
a unique prefix and an ASN.1 OID in this registry, you can ensure that your 
schema extensions will be unique and will not cause collisions with other schema.

Even developers creating in-house schema that may never be distributed should 
register. Why? Because the OID you use may unintentionally collide with another 
reserved number. Replacing an OID requires a revamp of your schema, which can 
dramatically affect the current entries in your directory trees.

To register, http://developer.novell.com/support/schreg2c.htm or call 
1-800-REDWORD (1-800-733-9673). You will be asked to select a three- to 
eight-letter unique prefix, and you will receive an ASN.1 OID from Novell (or 
you can provide your own). Once you have registered a prefix and an ASN.1 OID, 
you can immediately design and implement schema extensions that are unique in 
NDS with the current schema definitions.

2. Conform to LDAP Naming Conventions

LDAP allows attribute and class names to contain only ASCII letters and 
hyphens. NDS has been less restrictive, allowing spaces, underscores, and colons. 
To solve this conflict, NDS internally maps incompatible names with compatible 
names (this mapping can be viewed using ConsoleOne). 

To minimize mapping issues and for future compatibility, we strongly 
recommend that any new classes or attribute names that you create should follow 
LDAP rules.

It is also a recommended convention to prefix each schema definition with your 
extension in lowercase and capitalize the first letter of each descriptive word. For 
example, if you registered the prefix xyz, your schema name would start with xyz 
in lowercase, with each descriptive work in initial caps; for example, 
xyzKillerClass and xyzKillerAttribute.
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3. Consider using LDIF

LDAP Data Interchange Format (LDIF) is designed to be readable and portable 
across LDAP directories. LDIF files are the preferred format for making schema 
extensions, as they provide a few distinct advantages:

• Code does not need to be recompiled to make a change.

• They are in human-readable format.

• Administrators can easily see schema changes before they are made.

• The format is based on open standards, making your extensions compatible 
with other LDAP directories.

Novell has developed a powerful utility to handle LDIF files. This Novell Import 
Convert Export utility allows you to import data from an LDIF file, an LDAP 
directory, or a delimited-data file. The imported data can then be exported to an 
LDAP directory, or to a different file format. If you would like to take a look at 
the LDIF format, this tool can be used to export schema definitions from and 
LDAP directory and import them to an LDIF file.

LDIF is defined in RFC 2849, “The LDAP Data Interchange Format 
(LDIF)—Technical Specification.” For more information, see 
http://www.ietf.org/rfc/rfc2849.txt.

4. Use Auxiliary Classes

Where possible, do not add attributes to core NDS objects; use auxiliary classes 
instead. Auxiliary classes and their attributes are added to existing entries in the 
tree, and are great for extending entries with application-specific information, or 
for extending a subset of entries. Auxiliary classes provide a great deal of 
flexibility, and they can be removed easily. 

Also note that if you are adding a new class definition or attributes to existing 
NDS classes, some modules in versions of NetWare earlier than NetWare 5 SP4 
have a 4KB limit for a definition.

Before creating a new class or modifying an existing class, consider if the 
attributes would be better served in an auxiliary class.

5. Use the Correct Syntax

When designing new attributes, carefully evaluate the syntax you have selected 
for each attribute. Try to keep schema data simple and usable by multiple 
applications, and make sure that you have selected the best fit for the type of data 
you are storing. 

NDS uses over 25 syntaxes. Taking the time to learn them is well worth the effort. 
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6. Define Inclusive Containment

If containment is defined for a class, make it as inclusive as possible (domain, 
locality, country, OU, O). If it is restricted, consider the reasons for doing so. 
Inclusive containment provides flexibility for a number of different configurations 
and makes your classes more adaptable.

7. Select Appropriate Class Flags and Attribute Constraints

When creating classes and attributes, take care to select only the appropriate flags 
and constraints. Understand each flag and constraint and their performance 
implications. For example, if you specify a sync immediate constraint for an 
attribute that is continually updated, performance could be affected.

For classes, you need to determine:

• If the object should be a container

• If administrators should be able to remove this class from the schema

For attributes, you need to determine:

• Who should be allowed to read and modify the information, and if an 
administrator should be allowed to remove this attribute from the schema

• When the information needs to be synchronized

• If the value should be limited to a specific type of data, such as a sized 
attribute with an upper and lower bound

By taking the time to consider each flag or constraint when you create a new class 
or attribute, you can create the most efficient schema possible.

8. Comment Each Class and Attribute

Your schema extensions should contain a comment about the purpose of each 
class or attribute. Add enough information that someone unfamiliar with your 
code could determine what each class and attribute does. This is especially 
important for attributes that store in application-defined format using octet strings.

When creating attributes, add a note in the comments telling what syntax the 
attribute uses. This will save anyone reading the code from looking up the OID to 
determine the syntax type. If another developer needs to maintain this schema at a 
future time, explaining the definition and usage can save a lot of time and trouble.

These comments sometimes prove especially handy. It might be a long time 
before you are asked to make additional changes to the schema.
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9. Add Attributes as Needed

Make sure that all attributes are used by a class definition. Attributes that might be 
used in a future release should be added in that future release. Your plans may 
change, or you may find a better approach at a future time. Remember that it is 
much easier to add new schema when needed than to change or remove existing 
schema. 

10. Maintain Compatibility

Avoid making changes to schema that is already in use. If you make 
modifications, you should create another version of your file and add the 
modifications in a separate section. This will ensure that your schema remains 
backward compatible.

Conclusion

By following the guidelines and recommendations in this AppNote, you should be 
able to create effective schema extensions and avoid many of the pitfalls that can 
occur when working with a highly scalable, distributed enterprise directory.

Here is a list of reference manuals, utilities, and programming interfaces for 
creating schema extensions.

• LDAPZone – This Web site contains news, developer forums, and the latest 
LDAP-related information. See http://www.ldapzone.com.

• NDS Schema Reference – This reference contains definitions for all of the 
base attributes, classes, and syntaxes, as well as conceptual information on the 
NDS schema. If you perform any work with the NDS schema, this manual is a 
must. It can be viewed online, or it can be downloaded in PDF format with 
any of the NDS APIs. See http://developer.novell.com/ndk/doc/ndslib/
index.html?schm_enu/data/h4q1mn1i.html.

• NDS Technical Overview – This reference provides overview and conceptual 
information on NDS. It can be viewed online, or it can be downloaded in PDF 
format with any of the NDS APIs. See http://developer.novell.com/ndk/doc/
ndslib/index.html?dsov_enu/data/h6tvg4z7.html.

• LDAP and NDS Integration Guide – This guide explains terminology 
differences between NDS and LDAP, and discusses NDS support for the 
LDAP schema. It can be viewed online, or it can be downloaded in PDF 
format with any of the NDS APIs. See http://developer.novell.com/
ndk/doc/ldapover/index.html?ldap_enu/data/a3wyu4m.html.
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• Novell Import Convert Export Utility – Included with the LDAP Libraries for 
C, this utility makes it easy to create schema extensions. By using popular 
formats such as LDIF and delimited-data files, schema extensions can be 
made without programming. This utility is the recommended method to make 
schema updates. See http://developer.novell.com/ndk/cldap.htm.

• ConsoleOne – The Schema Manager built into the ConsoleOne utility lets you 
manage and view your schema, and the LDAP Group Object can be used to 
view LDAP to NDS class and attribute mappings. See 
http://www.novell.com/download/#Management.

• LDAP Programming Interfaces – Novell provides two multi-platform LDAP 
programming libraries which contain APIs to extend the schema. 
The LDAP Libraries for C is a full-featured C API for LDAP. (See 
http://developer.novell.com/ndk/cldap.htm; on the LDAP Libraries for C 
page, the complete download contains the C libraries, all of the manuals in the 
reference sections, an API-specific manual, and the Novell Import Convert 
Export utility.) The LDAP Class Libraries for Java is a full-featured Java API 
for LDAP. (See http://developer.novell.com/ndk/jldap.htm.)

Copyright © 2001 by Novell, Inc. All rights reserved. 
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This Appnote demonstrates how to install and configure ZENworks for 
Desktops 3 in a simple Novell NetWare environment.
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Introduction

ZENworks for Desktops is a desktop management tool that enables you to 
centrally create and manage policies and user profiles for Windows 2000, 
Windows NT, and Windows 95/98 workstations. This tool can make desktop 
deployment and management tasks easier— reducing the effort required to 
perform everyday tasks. I guess that’s why “ZEN” stands for Zero Effort 
Networks. 

This article is intended to help administrators or engineers who aren’t familiar 
with this very impressive product “get their feet wet.” We discuss many of the 
basic items in a standard install and cover the most important steps of the 
installation process.

Specific concerns, such as migrating from previous versions of ZENworks for 
Desktops, are outside the scope of this document. For information on migration 
see http://www.novell.com/documentation/
lg/zfd3/docui/index.htm.

It is important when evaluating any product to establish a test environment. A test 
lab allows you to dissect the whole installation and configuration process of a new 
product. While having a spare server is nice, you can get by with two workstations 
(one of which will play the role of a server); system requirements are listed later in 
this article.

Overview of New Items

ZENworks for Desktops 3 has enhancements in workstaion management, 
application management, and remote management.

Workstation Management

Automatic Workstation Import/Removal: ZENworks for Desktops 3 leverages the 
power of the NDS directory more than its predecessors. ZfD3 automatically 
imports and removes workstation objects from the directory. This function is 
provided by a Java applet that runs as a service on your network server. The 
service looks at a policy that you configured in NDS. The workstation object is 
created and associated with the workstation automatically; the object is named 
based on the format specified in the policy. A policy can also be set with a time 
period limiting how long a workstation may be absent from the network; 
workstations that exceed this limit will have their objects removed automatically. 

Imaging: This is probably my favorite feature. I could write a whole article about 
it but I’ll keep this short and informative. ZfD3 imaging consists of imaging a 
standard workstation(s) up to the server. Administrators can then distribute 
workstation images by booting off a Linux partition or floppies. To make a long 
story short, imaging a workstation can be automated so network administrators do 
not have to visit each workstation that needs to be re-imaged.
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Application Management

MSI Integration: Newer applications often use MSI (Microsoft System Installer) 
to install on to workstations. ZENworks for Desktops 3 supports MSI files 
natively, allowing you to publish applications without running through the 
snAppShot process.

Application Uninstall: Applications installed via ZENworks for Desktops can be 
uninstalled from the workstation. This feature can uninstall applications that have 
been installed by ZENworks 2; the uninstall process was somewhat trickier in 
ZEN2. 

Disconnected Application Launcher: NAL can now have the capability to run 
when the user is disconnected from the network. Applications can be marked as 
downloadable having the application downloaded and cached in the local file 
system.

Application Reporting Enhancements: The system can write directly to a database 
instead of generating SNMP events.

Imaging Application Launcher Support: Store a workstation image on the server 
and have an image object point to it in NDS. Administrators can then inject 
application objects into the image created in the tree.

Tiered Electronic Distribution Integration: TED (Tiered Electronic Distribution) 
gives the network administrator the capabilities to distribute files to any or all 
servers within the network.
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Remote Management

Remote control software has been updated to improve performance. Remote 
control supports Windows 95/98, Window NT and Windows 2000.

Wake on LAN: If by chance your hardware supports Wake on LAN functionality, 
the network administrator can use the workstation object to send a Wake on LAN 
packet to that workstation. The workstation must be imported and run an 
inventory scan before this function is available.

Administration Tools: ConsoleOne replaces NWAdmin as the utility used to 
manage ZENworks for Desktops. The most viewable change is the combining of 
the workstation policy into a single workstation policy package.

Explanation of Scenario

This scenario describes an “out of the box” installation. This process consists of 
installing all the ZEN components on a specified server. It extends the schema of 
the NDS tree, copies the files to the server or servers, TID10056752 and creates 
the new Applications objects in the server’s container. 

Server Hardware Requirements

The following table shows the server hardware requirements.

*Prepare for the Workstation Inventory database to expand upon usage.

Resource Minimum 
Disk Space

Minimum Hardware 
Requirements

ZENworks server 
without Worksta-
tion Inventory data-
base

160 MB NetWare 4.11, 4.2, or 5.x servers: 
minimum 128 MB of RAM with 7 MB 
free

ZENworks server 
with Workstation 
Inventory database 
installed

220 MB * 256 MB of RAM on NetWare 4.11, 
4.2 or 5.x servers with 40 MB free
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Server Software Requirements

The following table shows the server software requirements.

Client Hardware 

The following table shows the client hardware requirements.

Platform Minimum Software Requirement

NetWare 4.x • NetWare 4.11 or 4.2; NW4SP8A.exe patch or 
later applied

• JVM 1.1.7b with JAVA.NLM (dated April 11, 
2000 or later) available in JVM.EXE shipping 
on the ZENworks For Desktops Companion 
CD (install after patch)

• ORB.EXE shipping on the Companion CD- 
install after support pack

• IP protocol stack and available on the 
servers

NetWare 5.0 • NW5SP5.exe patch or later applied

• IP protocol stack bound and available on the 
servers

NetWare 5.1 • NW51SP1.exe patch or later applied

• IP protocol stack bound and available on the 
servers

Windows NT server • NDS Corporate Edition of NDS eDirectory

• IP protocol stack bound and available on the 
servers

Windows 2000 server • NDS eDirectory on Windows 2000 update

Resource Minimum 
Disk Space

Minimum Hardware 
Requirements

User workstation with 
complete ZENworks 
install

5 MB Pentium processor, 75 MHz, 
16 MB of RAM

User workstation with 
ZENworkds remote man-
agement installed

2 MB Disk space on drive where 
workstation operating sys-
tem is installed
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Client Software 

The following table shows the client software requirements.

Pre-Installation Check List

The following is the pre-installation check list:

• Authenticate to the network as admin or equivalent

• Check that no JAVA Runtime Environments are running on NDS for NT 
servers

• Authenticate into servers to which you want to install ZENworks

• Make sure JAVA applets aren’t running on NetWare servers (Java –exit)

• Make sure no programs are running from SYS:\Public

• Quit any unnecessary applications running on the workstation you’re using

• Set your resolution to at least 800 x 600 for ConsoleOne

• Be certain you have two good backups of the NDS tree and servers 

Installation Process

1. Login into the tree you want ZENworks installed on. You do not want to 
mistakenly install on another server or tree, as the installation will make NDS 
schema changes.

2. Launch the Winsetup.exe on the ZENworks CD. You will have only one 
option; select English as your language and continue.

3. Next, you will have four options. You can read the documentation at your 
leisure. For now, choose Install ZENworks (see Figure 1). 

Platform Minimum Software Requirement

Window 95/98 Novell Client version 3.3 or later

Windows NT/2000 Novell Client version 4.8 or later
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Figure 1: WinSetup for ZENworks for Desktops.

4. The Novell Installation screen, which shows recommendations and legal 
stuff. Click Next.

5. Next, is the license agreement. Click Accept.

6. The following page will list the Install Prerequisites. Select Accept.

7. Next you are asked to select a ZENworks install type. You are doing a very 
basic installation, so select Typical (see Figure 2).

Figure 2: ZENworks Install Types.
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8. The following screen will list NDS tree’s that are logged in on the install 
workstation. Select your tree and then select Next.

9. Servers are next in the process. The next screen will show a list of servers the 
install workstation has authenticated into. Select the server that the 
installation will install files onto. After that select Next.

10. Now it’s decision time. The next screen will show the server you selected or 
do not install database. This where you decide if you want to utilize the 
inventory database or not. I’m going to use it. Select Next.

11. Depending if you selected to use the database or not. The next decision is to 
put the database on what volume. I recommend installing on a volume other 
then SYS (see Figure 3). Select Next.

Figure 3: Inventory Database Volume Selection.

12. A little box will pop-up reminding you of components that load on your file 
server. Don’t be alarmed select OK.

13. Select English as your language. Select Next.

14. Next you need to decide if you want to use workstation removal/import, 
import, removal or none (don’t use neither). See Figure 4. I’m going to use 
removal/import.
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Figure 4: Automatic Workstation Import Management.

15. Next you are introduced to Inventory Server Roles. Each role has their own 
job to do when collecting inventory data (see Figure 5). If you want to know 
more depth of each role go to: 
http://www.novell.com/documentation/lg/zfd3/docui/index.htm and select 
deployment. For now I will select standalone. My server will only be the 
only server handling attached workstations and is connected to the database. 
We are asked about placing the Scandir on a volume. This volume will hold 
the scan data for the workstations. The directory will grow upon 
implementation, it is recommended to place on a volume other then SYS. I’m 
going to select my VOL1. Select Next.

Figure 5: Inventory Server Roles.
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16. Site location is next. You need to enter a unique site location (3 numeric 
characters) and site name. The reason is for the inventory databases, if by 
chance you have remote sites using inventory database you can query an 
individual database. I will put in 224 for SiteID and Wrkst-DB for the Site 
Name (see Figure 6). Be sure to make note of what you have put down for 
each. When selecting Next you be reminded about not using the same SiteID. 
Select OK.

Figure 6: Site ID for Database.

17. The following screen will show an Install Summary. Select Finish. Sit back 
and watch the fireworks. You might get file date conflicts. I always select 
never overwrite newer.

Check Your Work

Launch Console One (see Figure 7). You will notice the application objects that it 
created and also how the schema has been extended for ZENworks.
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Figure 7: Novell ConsoleOne.

Check the server console. This is the console screen for the ZENworks Image 
Server (see Figure 8). This will give you a count of images going out and coming 
in.

Figure 8: Console screen for ZENworks Image Server.

This is the inventory database screen (see Figure 9). This console screen tells you 
that the database is loaded and ready to go.
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Figure 9: Console screen.

Conclusion

In this article, we’ve discussed the enhancements to ZENworks for Desktops 3. 
Along that line, we pointed out the requirements for installation. Then the 
installation process. 

In the end, the key to working with ZEN is having a suitable test environment. 
Being able to play around with each aspect of the product would be a benefit in 
the long run. From testing you can decide how and where processes would be 
setup. Having a set plan before you upgrade or implement can also make the 
experience more manageable. 

Just remember the philosophy behind it all: Zero Effort Networking.
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This AppNote discusses how the two modules MOD_HDir, and MOD_RDir 
available for Apache for NetWare allows the Apache Web Server to serve pages 
from a user’s home directory or from any remote NetWare file server within the 
same eDirectory tree.
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Introduction

One of the standard features of a network server such is NetWare, is the 
availability of user home directories. When an account is created in eDirectory, 
the user may be granted space on the network that belongs to them and is referred 
to as the user’s home directory. This is usually an area where the user can copy 
files for purposes of backups, sharing or just temporary storage. The user has total 
control over the files that are placed in their home directory and which other users 
have access rights to those files. But why restrict this functionality to just LAN 
users? Why not expand user home directories to the web? This is actually not a 
new concept. Allowing a web server the ability to serve pages from a user home 
directory has been around for quite a while. So how can the Apache Web for 
NetWare take advantage of this functionality and allow access to the eDirectory 
based user home directories? This article will discuss two new modules available 
for Apache for NetWare that allows the Apache Web Server to serve pages from a 
user’s home directory or from any remote NetWare file server within the same 
eDirectory tree.

What Is Required

First of all, the Apache Web Server for NetWare must be running. Since the 
Apache Web Server is an open source project, it is freely available on the Internet. 
To download a complete version of Apache for NetWare, go to 
http://www.apache.org/dist/httpd/binaries/
netware/.This web site contains not only the latest version of Apache for 
NetWare, but also several previous versions. The .ZIP file includes instructions on 
how to install the Apache software as well as basic configuration. Additional 
information can be found on the Apache Foundation’s web site at 
http://www.apache.org and by referring to the AppNotes article “How to Use 
NDS eDirectory to Secure Apache Web Server for NetWare” in the February 
2001 issue (http://developer.novell.com/research/appnotes/2001/february/02/
a010202.htm). 

The next requirement is the Apache modules Mod_HDirs and Mod_RDirs, which 
provide Apache with the ability to access user home directories and remote file 
systems. These modules as well as several other modules can be downloaded from 
the Apache Modules for NetWare page of the Novell Developer Kit web site 
(http://developer.novell.com/ndk/modapach.htm). To install these modules, 
simply unzip the file “ModApach.zip” and copy the Mod_HDirs and Mod_RDirs 
NLMs to the “/Apache/Modules” directory on your NetWare server. Several other 
modules are also contained in the same download. These modules include 
Mod_NDS, Auth_LDAP, Mod_LCGI, and Mod_DAV. Installing these modules 
is easy and each one includes instructions that explain how to configure and use 
them.
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MOD_HDIRS

Mod_HDirs is the module that allows the Apache Web Server to serve pages from 
a user’s eDirectory based home directory. Once the NLM has been copied to the 
“/Apache/Modules” directory on your NetWare server, it is now ready to be 
configured. The module is set up with default values, so there really isn’t much to 
do. The only requirement is that the Apache Web server load the module. Adding 
the following statement to the HTTPD.CONF file accomplishes this:

LoadModule hdirs_module modules/modhdirs.nlm

The LoadModule directive instructions the Apache Web server to load an external 
module. The name “HDirs_Module” is the symbol name of the external module 
and “modules/modhdirs.nlm” is the path and file name of the NLM to be loaded. 
The default settings are sufficient to allow Mod_HDirs to start serving pages from 
an eDirectory based user home directory and only need to be changed if a specific 
configuration is desired.

Every module that is loaded by the Apache Web server provides its own set of 
directives to allow it to be customized. Once a module is loaded, its directives are 
made available so that they can be included in Apache’s HTTPD.CONF 
configuration file. There are three configuration directives that are implemented 
by Mod_HDirs. These three directives are as follows:

UserSubTag

Syntax UserDirTag <tag>

Context server config

Description This sets the URI tag that indicates a user home directory. 
If omitted the default tag is '~'.
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UserSubDir

SearchNDSContext

Most implementations of eDirectory do not store all of their user objects within 
the root context or even a single context. For this reason Mod_HDirs provides the 
“SearchNDSContext” directive. This directive allows the administrator to define a 
list of contexts that should be searched whenever a user name needs to be resolved 
to a home directory path. This also requires that all user names within the search 
contexts listed must be unique. When a user name is resolved to a home directory 
path, Mod_HDirs simply starts searching through the listed contexts until it finds 
the first user name match. If the user names are not unique across all of the listed 
contexts, the home directory of the first user name found will always be returned 
even if it was not the intended user.

Built into Mod_HDirs is the ability to access web pages that do not reside on the 
web server’s local file system. This means that the user’s home directory can be 
stored on any file server that exists within the same eDirectory tree as the Apache 
Web server itself. When Mod_HDirs resolves the user name to a directory path, 
the path that is extracted from eDirectory contains a server specification in 
addition to the volume and path. Mod_HDirs sees the server specification, 
recognizes that it refers to a remote server and then proceeds to establish a 
connection. Once a connection has been established to a remote server, 
Mod_HDirs remembers this connection by caching it. The next time that a request 
is made to the same remote server, Mod_HDirs first checks its cache and uses an 
existing connection rather than spending the time to establish a new one. By 
caching the connection, only the first request to a remote server incurs the extra 
time to establish the connection. All subsequent requests to the same server are 
satisfied much quicker.

Syntax UserSubDir <Directory_Name>

Context server config

Description

This sets the sub-directory of the user home directory 
that should be used for publishing HTML web pages. If 
omitted the default sub-directory is 'PUBLIC_HTML'. The 
sub-directory name must not be preceded by a slash.

Syntax SearchNDSContext context.to.search1 .context.to
.search2 ...

Context server config

Description
This creates a list of additional contexts to search when 
resolving the user ID. If omitted, only the root context 
will be searched.
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Figure 1: Remote connection.

Now that Mod_HDirs has been installed and configured, users can start 
publishing their web pages by simply creating the directory “/PUBLIC_HTML” 
within their home directory and placing their HTML files there. The user’s web 
pages can be accessed from a browser by specifying the user’s home directory as a 
URL address. For example, the URL http://www.myserver.com/~bnicholes would 
instruct Apache to resolve the user name BNICHOLES to the user home directory 
and then retrieve the default HTML page (ie. Index.html) from the sub-directory 
“/PUBLIC_HTML”. 

Whenever documents are retrieved from the file system, the Apache configuration 
should include directives that apply to the parent directory, location or file so that 
the web server knows exactly how the documents should be accessed and what 
restrictions, if any, should be in place. Additional configuration can be applied to 
all user directories by defining a <Directory …>, <Location …> or <Files …> 
block within the HTTPD.CONF file. For example, the following configuration 
would be applied to all user home directories created under parent path 
“SYS:/Users/*”:
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<Directory Sys:/Users/*>
AllowOverride FileInfo AuthConfig Limit
Options MultiViews Indexes IncludesNoExec
<Limit GET POST OPTIONS PROPFIND>

Order allow,deny
Allow from all

</Limit>
<LimitExcept GET POST OPTIONS PROPFIND>

Order deny,allow
Deny from all

</LimitExcept>
</Directory>

The configuration above would apply to any user home directory created as a 
sub-directory of “Sys:/Users” on any server’s file system whether local or remote. 
The “AllowOverride” directive specifies which directive types can be overridden 
by a .HTACCESS file that has been placed in a user’s “/PUBLIC_HTML” 
sub-directory. The “Options” directive allows the home directory to emit an index 
listing of documents if a default web page (usually Index.html) is not found. It 
also disallows CGI scripts from being executed within a server-side include. The 
tags <Limit…> and <LimitExcept…> define which web access operations can be 
performed in a user home directory. The tags in the above example limit access to 
read-only for all documents accessed from parent directory “Sys:/Users/*”.

If not all user home directories are contained within the specified user parent 
directory, more <Directory…> tags can be defined to configure additional file 
locations. One advantage of creating multiple user parent directories is that each 
directory could be configured with different default directives. For example all 
users created under the user parent directory “Sys:/Users/Students/*” could be 
defined as in the example above which allows public read-only access to all 
documents placed in the user’s “/PUBLIC_HTML” directory. While all users 
created under the user parent directory “Sys:/Users/Faculty/*” could be defined to 
require a valid login before allowing access to the documents:

<Directory Sys:/Users/Faculty/*>
…
AuthType Basic
AuthName User_Faculty_Dir
AuthNDSTree eDirectory_Tree
AuthNDSContext .eDirectory_Context
require valid-user

</Directory>

In this manner, access to user home directories can be controlled simply by where 
they were created. If a student wanted to password protect their documents, this 
could also be done by defining additional security configuration in a .HTACCESS 
file that is placed in the “/PUBLIC_HTML” directory itself. We will talk more 
about how this could be done later in the article.
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The Apache Web server also includes the standard module Mod_UserDir. This 
module is actually built into the ApacheC NLM at build time, which means that it 
is always available. Mod_UserDir is the standard Apache Web server way to 
access user home directories. On the NetWare operating system as well as several 
other OS’s, Mod_UserDir’s access to a user home directory is restricted to the 
local file system. It is also not capable of interacting with eDirectory so its home 
directory support must be managed manually. But if simple home directory 
support on the web server’s local file system for a small number of users is all that 
is required, it does a very good job. For more information about how to configure 
and use Mod_UserDir, refer to the “UserDir” directive in the list of standard 
Apache runtime directives (http://www.apache.org/docs/mod/
directives.html). 

MOD_RDIRS

Now lets talk a little about accessing web documents that are not contained in a 
user home directory but still reside on a remote file system. Access to these 
documents is accomplished by loading the module Mod_RDirs using the 
following LoadModule statement:

LoadModule rdirs_module modules/modrdirs.nlm

Mod_RDirs does not implement any additional configuration directives. By 
simply loading the module, the Apache Web server is enhanced with the ability to 
access remote file systems whenever the server name is specified as part of the file 
path.

Server/Volume:/Path/File

Most file paths include a volume name as well as the full path to the directory or 
file. Including the server name as part of the path tells Mod_RDirs to make the 
appropriate connection to the remote server and retrieve the file once the 
connection has been established. In exactly the same way as Mod_HDirs, 
Mod_RDirs also caches remote connections so that only the first request has to 
pay the connection penalty. All subsequent requests to the same remote server 
simply reuse the connection that was previously established.

The only drawback to accessing files from a remote server is that all file names 
must be converted to their short 8.3 format. In addition, anytime a remote file path 
is included in the configuration of Apache, it must also be defined in 8.3 format. 
For example, the following configuration directives define an additional 
document directory that resides on a remote file server:
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#Refers to NWServer/Sys:/MyWebPages/MyFiles
Alias   /remote   NWServer/Sys:/MyWebp~1/MyFiles
<Directory "Sys:/MyWeb~1/MyFiles">

Options Indexes MultiViews
Order deny,allow
Allow from all

</Directory>

One important point to notice is that only the file path in the “Alias” directive 
includes the remote server name, the “<Directory…>” tag does not. The reason 
for this is because Mod_RDirs will automatically establish the connection to the 
remote server whenever it sees a server specification for the first time. In this 
example, the “Alias” directive is the first time that Mod_RDirs will see the remote 
path. Once the connection has been established, the “<Directory…>” tag only 
needs to know where the file is actually located on the remote server. The other 
point to notice is that both the “Alias” directive as well as the “<Directory…>” 
tag use the 8.3 format when specifying the directory path. Hopefully this 
restriction can be eliminated in the future, but for now it is just something that has 
to be remembered.

Tips and Tricks

Whenever new functionality is introduced, the things that everybody wants to 
know are “What do I need to watch out for?” and “How can I make it work 
better?” Hopefully in this section, I can explain some of the tips and tricks that I 
have run into that might help you better utilize the Mod_HDirs and Mod_RDirs 
Apache modules.

How to include a large number of contexts as part of the Mod_HDirs 
“SearchNDSContext” directive. Since eDirectory is capable of storing billions 
of objects, it is not uncommon for administrators to divide the user objects up into 
many different contexts. In some cases there could be hundreds of user contexts 
defined in the directory. One way to flatten the tree into a manageable set of 
searchable contexts would be to create one or more contexts that contain alias 
objects to the real user objects. Then rather than listing all of the user contexts as 
part of the “Search NDSContext” list, just define the alias contexts. 

Aliases also come in handy if there are user names that contain double-byte or 
extended characters. Since part of accessing a user home directory is specifying 
the user name as part of the URL, double-byte and extended characters don’t 
always translate well from client to web server especially if the client and server 
are not in the same codepage. One way to overcome this problem would be to 
alias the user name with a name that does not contain double-byte or extended 
characters. This way the user’s home directory will be globally accessible. 



w w w . n o v e l l . c o m / a p p n o t e s
76

How to access a remote file system directory that is in long file name format. 
As mentioned previously, one of the drawbacks of remote file system access is the 
fact that all directory and file names must be converted to 8.3 format. The area 
that this restriction impacts the most is in the configuration of the web server 
itself. Whenever a directory path refers to a remote file system, that path must be 
specified in 8.3 format. Two examples of this would be when specifying 
additional configuration directives for your user home directories and when 
configuring additional document directories that reside on a remote server. 

When defining a remote file system path, the most important point to remember is 
that the server name only needs to appear as part of the directory path the first 
time that the path is specified. All subordinate references should only include the 
volume and/or path and filename. For example, when defining additional 
directives for the user home directories, the <Directory…> tag should only 
contain the volume and path. The reason for this is because the user home 
directory itself, when extracted from eDirectory, will include the file server name. 
The eDirectory user home directory is the first time that Apache sees the directory 
path and at that point the remote connection is established. The <Directory…> tag 
will always be subordinate to the user home directory. 

A second example is defining additional document directories using the directives 
such as the “Alias” directive. The “Alias” directive should include the server 
name along with the path since it will be the first time Apache sees the path 
definition. If a <Directory…> tag is used in conjunction with the “Alias” 
directive, the file path that is used as part of the tag, should only include the 
volume and path since it is subordinate to the alias. 

How to secure a user home directory that was initially defined as public. In 
many instances when user home directories are defined in the configuration file, 
they are configured as publicly accessible directories. This means that anybody 
can access the web documents contained in the “/PUBLIC_HTML” subdirectory 
by simply specifying the “~UserName” as part of the URL. If the user wants to 
secure their documents, they can do so by placing the security directives in a 
.HTACCESS file and putting that file in their “/PUBLIC_HTML” subdirectory. 
Whenever the Apache Web server finds a .HTACCESS file at the same location 
as the document that is being retrieved, it opens the file, reads the additional 
directives and applies the new configuration to the request being serviced. An 
example of a .HTACCESS file that implements the security configuration 
directives is as follows:

AuthType Basic
AuthName User_Secure_Docs
AuthNDSTree eDirectory_Tree
AuthNDSContext .Some_Context
Require valid-user
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The directives used in the example above require that the Apache module 
Mod_NDS be loaded as part of the Apache Web server configuration. If other 
authentication modules have been loaded, the concept would still be the same but 
the actual directives used in the .HTACCESS file would be different. By 
implementing security in this manner, users have complete control over how 
documents are accessed and who is accessing them. In addition, if you are using 
Mod_NDS as the authentication module, the user can also control file level 
security by simply setting user file rights through eDirectory. Of course users may 
not want to deal with defining directives in a .HTACCESS file or the 
administrator may not want to give users the ability to alter the configuration. If 
this is the case then simply define a set of standard configuration directives for all 
users within the HTTPD.CONF file itself as in the example previously mentioned 
in this article. For more information about how to secure the Apache Web server 
through eDirectory, please refer to the article “How to Use NDS eDirectory to 
Secure Apache Web Server for NetWare” in the February 2001 issue of 
AppNotes. 

Other Remote File System “Gotcha’s”

There are several Apache directives that define how Apache retrieves documents 
from the file system. When a document is retrieved from a remote file system 
these directives need to be modified to make sure that the documents are accessed 
correctly. The first two directives that should be changed to allow for remote file 
system access are the “AccessFileName” and “IgnoreIndex”. The 
“AccessFileName” directive tells Apache what the additional configuration file 
name is. By default this is set to “.HTACCESS”. The thing to notice about the 
default access file name is that it begins with a dot and therefore violates the 8.3 
format that is required by remote file system access. This problem can be fixed in 
one of two ways. The first fix would be to change the value of the 
“AccessFileName” directive to a file name that is in the 8.3 format. Another way 
to fix this problem would be to add the value “HTACCE~1” to the directive list.

AccessFileName  .htaccess  htacce~1

The “AccessFileName” directive will accept more than one value which makes it 
easy to handle differences between local and remote file systems. When Apache 
searches the remote file system for the .HTACCESS file, the file name is 
automatically converted by the OS to “HTACCE~1”. By adding this value to the 
“AccessFileName” directive, .HTACCESS files in a remote document directory 
will still work as expected.

The “IgnoreIndex” directive tells Apache which files should not be included in a 
directory index listing. Since .HTACCESS files contain additional configuration 
directives, it is not a good idea to allow public access to these files. Just as in the 
case of the “AccessFileName” directive, “htacce*” must also be added to the 
“IgnoreIndex” directive so that these additional configuration files do not appear 
when a remote document directory is indexed. 
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IndexIgnore  .??*  *~  *#  HEADER*  README*  RCS  CVS  *,v  *,t  htacce*

Modifying these two directives enables .HTACCESS files to be used in remote 
document directories. But we still need to make sure that this file is not publicly 
accessible even though it resides in the user’s home directory or an additional 
document directory. To ensure that this file is safe from being tampered with, the 
following configuration directives also need to be added:

<Files ~ "^\htacce~1">
Order allow,deny
Deny from all

</Files>

The default configuration of Apache already contains a similar set of directives to 
protect .HTACCESS files on the local file system. The above set of directives 
provides the same protection for the .HTACCESS files on a remote file system. 
These directives simply instruct Apache to deny access from all users to any file 
matching the specified expression. This means that users accessing the document 
directory that contains a .HTACCESS file, cannot modify or even view it.

Conclusion

One of the strong points of the Apache Web server is the ability to enhance the 
functionality by means of loadable modules. This article has introduced two new 
modules that allows Apache to retrieve web documents from user home 
directories and remote file systems. Using Mod_HDirs, users now have the ability 
to publish their own web pages without having to give them rights to the web 
server’s document root. Users are already used to storing files in their home 
directories and now they can publish to the Internet from this directory as well. 

The Mod_RDirs module allows the Apache Web server to extend itself beyond its 
own hard drive and access documents from any NetWare server within the same 
eDirectory tree as itself. Using this Apache module, documents can be published 
and accessed from anywhere in the net without having to worry about who has 
rights to the physical web server machine. Extending the Apache Web server in 
this way makes Apache a much more accessible and powerful tool. Rather than 
just being a self contained web server it can now spread its wings to become a 
service on the net.
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NetWare 5.1's Directory 
Caching SET Parameters as 
Seen Through the Portal 
Management Utility

Edward Liebing
Senior Editor
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Last month we finished up the common Directory Ser-
vices SET parameters (those parameters that are not 
flagged as Hidden) as seen through the NetWare Man-
agement Portal utility. In that column, we covered the 
remaining SET parameters in the Directory Services 
category.

Now let’s look at the next SET parameter cate-
gory—Directory Caching. Once inside the NetWare 
Management Portal utility, you get to the SET Parame-
ters by clicking on its option on the left-hand side of 
the screen. Once you do this, the frame to the right dis-
plays all of the SET parameter categories. 

You can also see the SET parameters by typing “SET 
<Enter>” at the server console prompt, then selecting 
the category you wish to peruse. Another way to view 
and change SET parameters is through the MONITOR 

utility’s “Select a Parameters Category” menu.The 
Normal Directory Caching SET Parameters

Figure 1 shows Directory Caching SET parameters that 
you see if you don’t choose to display the hidden 
parameters.

Directory Caching is about as old at NetWare itself. 
When other companies were fiddling with disk ser-
vices in the early 80s, Novell took the file server 
approach and incorporated into the file system the con-
cept of directory caching as a means to speed up access 
to Directory Entry Tables (DETs). 

NetWare copies the directory entries into server mem-
ory in response to user/server/applications requests for 
file access, file creation, or file updates. Directory 
entries stay in a directory cache buffer as long as they 
are accessed more frequently than other directory 
entries, or for at least 5.5 seconds, (the NonReferenced 
Delay default). Or they may be overwritten as users 
make new file requests and their directory entries are 
not presently found in the directory cache buffers.

NetWare 5.1 includes the following SET parameters:

Command Default Range

FILESYS.NLM (Novell File System Services)

Dirty Directory Cache 
Delay Time

0.5 
seconds

(0 to 10 
seconds)

Maximum Concurrent 
Directory Cache 
Writes

75 (5 to 500)

Directory Cache 
Allocation Wait Time

2.2 
seconds

(0.1 seconds to 
2 minutes)

Directory Cache 
Buffer NonReferenced 
Delay

5.5 
seconds

(1 second to 1 
hour)

Maximum Directory 
Cache Buffers

700 (20 to 200000)

Minimum Directory 
Cache Buffers

200 (10 to 100000)

Maximum Number Of 
Internal Directory 
Handles

100 (40 to 1000)
Figure 1: The Directory Caching SET parameters as 
seen through the NetWare Management Portal utility.
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Dirty Directory Cache Delay Time
When you update or modify a file, the directory cache 
buffers can also become modified to accommodate the 
changes to file and its modified location on the disk. If 
the updated data is not presently written to disk, the 
directory buffer is marked as “dirty.” 

NetWare writes these dirty directory entries out to disk 
either as soon as all of the directory entries in the cache 
buffer are updated or after .5 seconds have elapsed. At 
which time, updated buffers are automatically written 
to disk. 

This particular parameter can be set from 0 to 10 sec-
onds and defaults to .5 seconds. You can also use this 
parameter along with the Dirty Disk Cache Delay Time 
parameter, which affects file writes. For instance, set-
ting these numbers a little higher can accommodate 
disk writing by turning many small write requests into 
fewer disk writes. Thus, with enough cache buffers to 
cover user read, write, and print requests, you can set 
the aging process to be a little longer to accommodate 
more complete directory entry writes to disk.

Maximum Concurrent Directory Cache 
Writes
You can use this SET parameter along with the file 
caching Maximum Concurrent Disk Cache Writes 
parameter. Between these two parameters, you can bet-
ter control how many dirty file and directory cache 
buffers are written to disk at a time. The Max Concur-
rent Directory Cache Writes parameter defaults to 75 
and can be set from 5 to 500 concurrent writes. 

You can use the NetWare MONITOR utility to view 
how file and directory cache buffers are being written 
to disk. If your updated file and cache buffers are con-
stantly reaching 50% of your total cache buffers, try 
doubling this SET parameter, as well as the Maximum 
Concurrent Disk Cache Writes parameter. 

However, this approach will affect the server’s ability 
to answer read requests, for upping disk writes can take 
away resources from disk reads, depending on your 
server’s performance and use.

Directory Cache Allocation Wait Time
This parameter defaults to 2.2 seconds, but it can be set 
between .5 seconds and two minutes. NetWare allo-
cates new directory cache buffers once the number set 
in the minimum cache buffers has been reached. 

The time of 2.2 seconds is used to first see if any other 
directory cache buffers become available during that 
time. If one does, that available buffer is first used 
before creating another directory cache buffer. If one 
does not, NetWare will allocate memory from the file 
cache pool to become directory cache buffers.

Directory Cache Buffer NonReferenced 
Delay
Directory buffers become available once they have 
waited the time set in the Directory Cache Buffer Non-
Referenced Delay SET Parameter. The directory buff-
ers must not be accessed for that 5.5 seconds, and if 
they are, that buffer has to wait another 5.5 seconds. If 
all of the directory buffers are presently is use and 
another request for an available directory cache buffer 
occurs, then NetWare waits the 2.2 second default 
before allocating another directory cache buffer.

The 5.5 second NonReferenced delay occurs before the 
OS overwrites the information in a directory cache 
buffer. If any of the directory entries have modified 
data, this data is first written to disk before the cache 
buffer is overwritten.

Since all cache buffers work from the Least Recently 
Used algorithm, they all carry a time stamp of when 
directory entries are placed in the buffer, as well as 
when it was last accessed. Time stamps are also used to 
mark how long the buffer keeps updated information 
before writing it to disk (thereby making a bunch of 
small cache writes into one large cache write).

The Directory Cache Buffer NonReferenced Delay 
parameter can be set from one second to one hour. 
Increasing the time before a cache buffer is overwritten 
will increase the number of cache buffers over time. 
The opposite can also happen if you lower this number 
as well, but this can be beneficial to some sys-
tems—especially for those that have a large number of 
files in a directory or on the NetWare volume (see the 
section Slow File System Performance).

Maximum/Minimum Directory Cache 
Buffers
You can set minimum/maximum ceilings for the num-
ber of directory cache buffers the server can have. This 
idea should send shivers down your spine and be one 

Maximum Number Of 
Directory Handles

20 (20 to 1000)

Command Default Range

You can use this SET
parameter along with
the file caching Maxi-
mum Concurrent Disk
Cache Writes parame-
ter. 
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of the first places for you to look if you are having 
sluggish file access.

The Maximum Directory Cache Buffers parameter is 
set to 700 by default, but it can go from 20 to 200,000, 
depending on your needs. The Minimum Directory 
Cache Buffers parameter is set to 200 by default, but it 
can go from 10 to 100,000. 

As the NetWare server comes up, it allocates directory 
cache buffers as they are needed until the operating 
system reaches the number set in the Minimum Direc-
tory Cache Buffers parameter. At this point, when Net-
Ware needs another buffer and none are available 
through the NonReferenced Delay setting of 5.5 sec-
onds, the operating system waits 2.2 seconds to see if 
an existing directory cache buffer becomes available. 
If none do become available, the server allocates 
another buffer.

The directory cache buffers eventually build up until 
the server has enough to handle all file requests from 
the users, or until it reached the number of buffers des-
ignated through the Maximum Directory Cache Buffer 
setting.

The effect you see if the Maximum setting is too low is 
that file access becomes sluggish, which can happen if 
you have A LOT of files in one directory or just a lot of 
files in general. Sluggishness can occur when all of the 
directory cache buffers are constantly being accessed 
before they reach the 5.5 second (NonReferenced 
Delay) mark. In this instance, the user will have to wait 
until a directory buffer becomes available.

Maximum Number Of Internal Directory 
Handles
I have yet to find a truly good explanation of this SET 
parameter, the HELP screen in Portal tells us that this 
setting is the maximum number of directory handles 
that are retained for NLMs using connection zero. This 
setting then facilitates rapid acquisition of access rights 
in a given directory.

The default setting is 100 internal directory handles, 
but this can be set between 40 and 1,000 handles. The 
owner of this SET parameter is the FILESYS.NLM 
and these settings can be changed at any time and are 
saved to the NetWare Configuration Database Engine 
(CDBE) and will therefore be used the next time the 
server is rebooted

Maximum Number Of Directory Handle
This SET parameter shows the Maximum number of 
directory handles retained per connection in order to 

facilitate the rapid acquisition of access rights in a 
given directory.

The default setting is 20 directory handles, but this can 
be set between 20 and 1,000 handles. The owner of this 
SET parameter is the FILESYS.NLM and these set-
tings can be changed at any time and are saved to the 
NetWare Configuration Database Engine (CDBE) and 
will therefore be used the next time the server is reboo-
ted.

Slow File System Performance
Some servers can experience slow file system perfor-
mance in a directory, especially if those directories 
have excessive files. According to TID #10021744, if 
you are experiencing such slow file system perfor-
mance, you can use the SET parameters outlined in this 
article to help alleviate the problem.

“There are really only a couple of things that can be 
done to solve this problem.

“#1. Decrease the amount of files in the directory. This 
is obvious, but is THE BEST and only real solution to 
this issue. By decreasing the amount of files in the 
directory, this problem will not be encountered. The 
best suggestion is to remove files until the server per-
formance for that directory is satisfactory.

“#2. For NetWare 4.x and 5.x there are 8 set parame-
ters that can be “pegged” to give the best possible 
directory searching capabilities. These set parameters 
will not fix the performance issue, but it certainly will 
help ease the problem, and hopefully increase perfor-
mance to a tolerable level.

“Here are some pointers on how to optimize the param-
eters. Change every directory caching set parameter to 
the highest / lowest (depending on the set parameter) 
value allowed. 

“There are four parameters specifically that should be 
singled out (among the 8):

1. Directory Cache Allocation Wait Time:

“This parameter tells the operating system how fast to 
allocate new directory cache buffers. This parameter 
should be set low; i.e., 0.1 sec. So, instead of waiting 
the default of 2.2 seconds before a new directory cache 
buffer is allocated, the server waits just 0.1 seconds.

2. Directory Cache Buffer NonReferenced Delay:

“This parameter tells the operating system how often to 
flush out unused data in the directory cache buffers 
table. The default is 5.5 seconds. This means that if 

Some servers can expe-
rience slow file system
performance in a direc-
tory, especially if those
directories have exces-
sive files.
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after 5.5 seconds a piece of information in a directory 
cache buffer isn't used, it will be flushed. This cache 
buffer will then be made available for another piece of 
data to use. 

“By setting this parameter high; i.e., 30 minutes, or 60 
minutes, then these directory cache buffers will not be 
reallocated as quickly and can help to keep a large 
directory structure (50,000 or so files) cached for a 
great deal of time.

3. Maximum Directory Cache Buffers:

“This is the upper limit on the number of directory 
cache buffers the OS can use for the caching of the 
directory structure on the ENTIRE server. These buff-
ers are specifically designed to increase the speed at 
which basic file operations occur. Anytime a “dir” is 
performed, that entire directory is cached in directory 
cache buffers.

4. Minimum Directory Cache Buffers:

This parameter informs the server of the amount of 
directory cache buffers to start out with when the 
server is first started. By having this parameter at an 
amount where the server has been previously 
base-lined at, this will save on time allocating these 
buffers (see “directory cache allocation wait time”), 
and utilization.

“#3. Update to the latest client available from Novell. 
The later clients have been known to fix many issues 
that the older client exhibited. 

“#4. Go into the directory which contains the files, and 
do a “dir”, or some other DOS command that will 
cause a “search” of the entire sub-directory to take 
place. What this will do is force NetWare to cache 
most of the files from the fat for this directory in the 
server ram; i.e., directory cache buffers. Do the “dir” 
command about 3 times and wait for it to finish the 
whole directory each time.

“#5. Another option is to use a DOS emulator like 
Shell on the server. This can be much faster for opera-
tions such as deleting files. To use the Shell on the 
server type “LOAD NETBASIC” and then type 
“SHELL.”

Note: The NSS file system will not fix this particular 
problem. Although NSS does handle larger directories 
and more complicated structures with a more robust 
engine (read: faster), it still will give similar results if 
excessive files (or excessive directories) exist in one 
specific directory. 

Also, according to TID # 10018669 entitled “Border-
Manager Proxy and Cache Performance and Tuning,” 
you should set the Directory Caching parameters to the 
following settings:

Dirty Directory Cache Delay Time = 0.1 sec
Maximum Concurrent Directory Cache Writes = 125
Directory Cache Allocation Wait Time = 0.1 sec
Directory Cache Buffer NonReferenced delay = 30 
min
Minimum Directory Cache Buffers = 1000
Maximum Directory Cache Buffers = 4000
Maximum Number of Internal Directory Handles = 
500

In addition, TID #2949232 entitled “Tuning NetWare 
for NIMs” postulates the idea that the Novell Internet 
Messaging System (NIMS) and Netscape Messaging 
Server for NetWare will run faster and more reliably 
by setting the NetWare parameters to certain specifica-
tions, with the Directory Caching parameters set to 
thus:

Dirty Directory Cache Delay Time -- 10 sec.
Maximum Concurrent Directory Cache Writes -- 500
Directory Cache Allocation Wait Time -- 0.1 sec.
Directory Cache Buffer Non Referenced Delay -- 30 
sec.
Maximum Directory Cache Buffers -- 20000
Minimum Directory Cache Buffers -- 2000
Maximum Number of Internal Directory Handles -- 
1000
Maximum Number of Directory Handles -- 1000

Conclusion
This ends our discussion of the Directory Caching SET 
parameters. Next month, we’ll take a look at what’s 
new in the now called Novell Remote Management 
utility. Then we’ll jump back to our discussion of the 
SET parameters.

Although NSS does han-
dle larger directories
and more complicated
structures with a more
robust engine (read:
faster), it still will give
similar results if exces-
sive files (or excessive
directories) exist in one
specific directory.
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This section is one in a series that intends to describe 
each of the NetWare 5.1 console commands (both nor-
mal and hidden) in alphabetical order and to tell when, 
why, and how to use them properly. To see a list of the 
commands that you can perform at the server console, 
type HELP <Enter> at the server console prompt. To 
use the commands described here, simply type the 
command at the server console prompt followed by the 
<Enter> key.

SCAN ALL
If your NetWare 5.1 server has a SCSI card or multiple 
SCSI cards in it, each card will typically support eight 
devices. These devices can be tape units, CD-ROMs, 
or most typically, hard drives. Earlier revisions of the 
SCSI specification has three address bits for addressing 
devices – hence the eight devices. The SCSI adapter 
counts as one device, so you can hook up seven other 
devices to the card.

The newer wide SCSI bus includes a fourth bit for 
device addressing, so there can be up to 16 devices 
supported. In addition to the device number assigned to 
a particular device, each device number can be subdi-
vided into logical unit numbers (LUNs). LUNs are 
very useful for devices such as CD-ROM changers and 
tape changes. The LUN allows unique interaction with 
a particular CD-ROM or tape unit in the changer.

The SCAN ALL console command scans all the LUNs 
of all SCSI adapters in the server or all the LUNs asso-
ciated with a specific SCSI adapter.

Note: Initiating a SCAN ALL command may take a 
few seconds to execute, depending on the number of 
SCSI cards you have in your server.

Usage is as follows:

SCAN ALL A(n)

SCAN FOR NEW DEVICES
NetWare uses disk drivers to interact between hard 
drives and other storage media such as tape drives and 
CD-ROM drives. These disk drivers are loaded by the 
NetWare operating system from the STARTUP.NCF 
file. After loading the appropriate disk driver, the Net-
Ware operating system typically is able to detect the 
hard drives and other devices that are available. 

In the rare circumstances when the NetWare operating 
system is unable to detect new devices after rebooting, 
use SCAN FOR NEW DEVICES. This will register 
the new devices with Media Manager, which is Net-
Ware’s functionality that controls access to external 
storage devices.

Usage:

SCAN FOR NEW DEVICES

Note: After executing SCAN FOR NEW DEVICES, 
there is no message or information returned to the 
NetWare server console.

Parameter Use

(no 
parameter)

Scan all the LUNs of all SCSI 
adapters in the server.

A(n) Replace (n) with the number 
of the SCSI adapter you want 
to scan. You can find (n) by 
executing the LIST STORAGE 
ADAPTERS console command 
(February 2001 AppNotes). 
The A(n) number is enclosed 
in square brackets to the left 
of the storage adapter name. 
For example: 

[V312-A2] ADAPTEC PCI HOST 
Adapter Module

In this case A(n) would be A2. 
To scan all LUNs associated 
with the adapter in this 
example, you would enter:

SCAN ALL A2

If your NetWare 5.1
server has a SCSI card
or multiple SCSI cards
in it, each card will typi-
cally support eight
devices. 
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A few usage notes follow:

• Use this utility if you add new devices after you 
boot your server and the devices do not appear with 
the LIST DEVICES console command.

• If you have added new storage devices, but the 
drivers are not loaded in the STARTUP.NCF file, 
you can use SCAN FOR NEW DEVICES to 
register the devices with the NetWare operating 
system.  

• This command only scans LUN0 of your SCSI 
adapters. To scan all LUNs of your SCSI adapters, 
use the SCAN ALL (above) console command. Be 
warned that you should only use SCAN ALL when 
you know that there is an undetected device on a 
LUN other than LUN0. 

• Once again, SCAN FOR NEW DEVICES does not 
produce any output on the server console.

• If you remove a hot-plug mirrored disk drive 
without first bringing down your server, you must 
execute SCAN FOR NEW DEVICES as soon as 
your remove the disk. This lets the NetWare 
operating system know that the remaining disk in 
the mirrored pair is no longer synchronized with a 
mirrored partner. If you unmirror the disk before 
removing it, you do not need to execute SCANFOR 
NEW DEVICES.

SEARCH
The SEARCH console command performs three main 
functions for the NetWare operating system:

• Tells the NetWare server where to look for loadable 
modules (NLM) files and *.NCF files. (NCF files 
are like batch files in DOS.  NetWare uses two by 
default: STARTUP.NCF and AUTOEXEC.NCF.

• Adds search paths or deletes current search paths.

• Allows you to view the current search paths on your 
NetWare server.

Usage:

SEARCH 

This command displays all of your current search drive 
on your NetWare server. Typing this command will 
produce output similar to the following on your Net-
Ware console:

Search 1: [Server Path] SYS:\ORAHOME1\NLM\
Search 2: [Server Path] SYS:\WEBDB210\NLM\
Search 3: [Server Path] SYS:\SYSTEM\
Search 4: [DOS Path] C:\NWSERVER\ (default direc-
tory)
Search 5: [Server Path] SYS:\JAVA\BIN
Search 6: [Server Path] SYS:\JAVA\NWGFX\
Search 7: [Server Path] SYS:\WEBSPHERE\APPS-
ERVER\BIN\
Search 8: [Server Path] SYS:\SYSTEM\SQLC\

These paths are the current paths that the NetWare 
operating system can search when you try to load an 
NLM or another driver. The SYS:\SYSTEM\ and the 
C:\NWSERVER\ directories are defaults set up by the 
system.

SEARCH ADD number path

This command allows you to add a new search drive to 
the NetWare operating system search table. The num-
ber parameter specifies the search drive you want to 
add. The path parameter specifies the complete path of 
the directory you want searched. The path parameter 
must begin with a DOS drive letter or a NetWare vol-
ume name. You can For example, if you type the fol-
lowing at the NetWare server console:

SEARCH ADD 9 SYS:\ETC\

And then execute SEARCH, with no command-line 
parameters, you will see the following or something 
similar:

Search 1: [Server Path] SYS:\ORAHOME1\NLM\
Search 2: [Server Path] SYS:\WEBDB210\NLM\
Search 3: [Server Path] SYS:\SYSTEM\
Search 4: [DOS Path] C:\NWSERVER\ (default direc-
tory)
Search 5: [Server Path] SYS:\JAVA\BIN
Search 6: [Server Path] SYS:\JAVA\NWGFX\
Search 7: [Server Path] SYS:\WEBSPHERE\APPS-
ERVER\BIN\
Search 8: [Server Path] SYS:\SYSTEM\SQLC\
Search 9: [Server Path] SYS:\ETC\

A ninth search drive and path was added to the end of 
the system search paths.

SEARCH DEL number

If you have added new
storage devices, but the
drivers are not loaded
in the STARTUP.NCF
file, you can use SCAN
FOR NEW DEVICES to
register the devices with
the NetWare operating
system. 
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This command allows you to delete a current search 
drive. The number parameter specifies the number of 
the search drive you want to delete.  For example, to 
delete the search drive created above, type the follow-
ing on your NetWare server’s console:

SEARCH DEL 9

Then execute the SEARCH command with no com-
mand-line parameters and you will see the following, 
or something similar:

Search 1: [Server Path] SYS:\ORAHOME1\NLM\
Search 2: [Server Path] SYS:\WEBDB210\NLM\
Search 3: [Server Path] SYS:\SYSTEM\
Search 4: [DOS Path] C:\NWSERVER\ (default direc-
tory)
Search 5: [Server Path] SYS:\JAVA\BIN
Search 6: [Server Path] SYS:\JAVA\NWGFX\
Search 7: [Server Path] SYS:\WEBSPHERE\APPS-
ERVER\BIN\
Search 8: [Server Path] SYS:\SYSTEM\SQLC\

The ninth search drive and path are no longer there. A 
few items to keep in mind include the following:

To set search paths each time you bring up your Net-
Ware server, place the SEARCH commands in your 
server’s AUTOEXEC.NCF file.

If you execute SECURE CONSOLE (see below), 
search functionality is disabled to prevent modules 
(NLMs) from being loaded from directories other than 
the boot directory (typically C:\NWSERVER\). The 
SYS:\SYSTEM\ search path remains in effect, but you 
are unable to create new search paths. Once you exe-
cute SECURE CONSOLE, you will need to bring 
down your server and reboot it in order to be able to 
create additional search paths.

SECURE CONSOLE
Executing the SECURE CONSOLE command pro-
vides for increased network security by doing the fol-
lowing things to the NetWare server:

• Allows the loading of modules (NLMs) only from 
the current search paths.

• Allows only the console operator to modify the 
server’s date and time.

• Prevents server console entry into the NetWare 
Internal Debugger.

Usage:

SECURE CONSOLE

The following is printed on the NetWare server con-
sole:

The console is secure.

When you try to add a search drive (SEARCH ADD 
number path), the following message will be displayed 
on the server’s console:

The console has been secured. Path 
specifiers are no longer allowed.

Additionally, this message will be displayed periodi-
cally as you interact with the NetWare server console.

It is important to note that once SECURE CONSOLE 
has been enabled, the only way to disable it is to reboot 
the server.

A few items to keep in mind:

SECURE CONSOLE is not a replacement for a safe 
server. If the wrong people have access to your  server 
console, bad things can happen. Make sure that your 
server is locked up in a secure room.

It is harder to load viruses on a NetWare server when 
SECURE CONSOLE is active. Without SECURE 
CONSOLE activated, a module (NLM) can be loaded 
from a DOS partition, a diskette drive, or any directory 
on a NetWare volume.

Some security and accounting features of NetWare rely 
on date and time of the server to govern functionality 
such as password expiration, time restrictions, intruder 
detection and lockout intervals. To keep this function-
ality as accurate as possible, SECURE CONSOLE 
should be active.

SEND
SEND allows the console administrator to send mes-
sages, from the NetWare server console to a user, to a 
select number of users, or to all users that are attached 
to the NetWare server. These messages can be sent 
using the users’ name or the users’ connection number.

To set search paths each
time you bring up your
NetWare server, place
the SEARCH com-
mands in your server’s
AUTOEXEC.NCF file.
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Usage:

SEND “message” [[TO] user-
name|connection_number] [[and|,] user-
name|connection_number…]

Examples:

To send a message to all connected users:

SEND “Hello!”

To send a message to two users, by username:

SEND “Hello!” to Gamal and Rebecca

To send a message to two users, by connection num-
ber:

SEND “Hello!” to 1 and 2

The commands we have discussed in this column are 
summarized below:

Console Command Function Example

SCAN ALL Scans all LUNs on SCSI adapters. SCAN ALL
SCAN ALL A0

SCAN FOR NEW DEVICES Causes the NetWare operating system storage 
device drivers to look for and add new storage 
devices on the system.

SCAN FOR NEW DEVICES

SEARCH Tells the NetWare operating system where to look 
for loadable modules and NCF files, or by itself it 
will display the current search paths.

SEARCH
SEARCH ADD 3 C:\NLMS\
SEARCH DEL 3

SECURE CONSOLE Adds the following security features: Allows 
loading loadable modules only from the current 
search paths, allows only the console operator to 
modify the date and time, prevents keyboard 
entry into the internal debugger.

SECURE CONSOLE

SEND Sends a message to all users logged in or attached 
to a file server or to a list of users or connection 
numbers.

SEND “Hello!”
SEND “Hello!” to jill
SEND “Hello!” to 3
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More On Using the DSTRACE 
Command

Kevin Burnett
DeveloperNet University

Last month we discussed how to get DSTRACE 
up and running. We also covered some of the 
basic DSTRACE commands. This time, lets get 
our hands dirty by doing something useful with 
the utility.

In the v4.x versions of NetWare, Novell engineers 
created a bunch of SET commands that were 
available on the server console. These SET com-
mands were NDS debugging commands and they 
called it DSTRACE. With the introduction of Net-
Ware 5 and later, the functionality of these SET 
commands, and a bit more technology, have been 
grouped into an NLM called DSTRACE. 

When running DSTRACE from NDS eDirectory 
for Windows NT, just highlight dstrace.dlm, in the 
NDS Services control box. Then, click the start 
button to bring up the DSTRACE window. 

Executing DSTRACE
For this month’s column, I’m going to use NDS eDi-
rectory on Windows NT as the basis for using 
DSTRACE. When you execute DSTRACE, the screen 
will look like Figure 1.

Click on the Edit menu and then the Options submenu. 
This will bring up the NDS Trace Options screen, as 
seen in Figure 2. This screen shows all of the available 
NDS processes that you can monitor. By default, 
DSAgent, Initialization, Replication Process and Sync 
Incoming are checked. 

Each of the checkable boxes represents a different 
NDS event or process that can be monitored by 
DSTRACE. For example, with the default events 
checked, you will be able to see status messages and 
error reports concerning inbound requests from other 
servers and clients (DSAgent), status messages and 

error reports concerning the NDS Database Initializa-
tion background process (Initialization), status and 
error reports concerning the NDS Replication process 
(Replication Process) and status and error reports for  
incoming synchronization events (Sync Incoming), as 
shown in Figure 3.

Figure 2: DSTRACE Options Screen.

Figure1: DSTRACE NLM Loaded on Windows NT console.
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Let’s look at this output step by step. The first line 
indicates that the DSTRACE utility is up and running. 
The next nine lines, down to the (-603) error are calls 
to internal NDS functions. They are all being called on 
behalf of connection 2, which is a system connection.

DSAResolveName resolves the specified name to an 
entry ID. In this case the name was sent from a client. 
DSARead returns the attribute values for a given NDS 
object, which was from the client attached at connec-
tion 2. 

Now look at line 10, where NDS attempts a DSARead 
and gets a –603 error back. This error indicates that 
NDS was not able to read a requested attribute of the 
requested object. This could happen if the attribute 
doesn’t exist or if there are insufficient rights to read 
the attribute.

The next block of code is similar to the first (lines 11 
through 21), so I will not elaborate on these. Jumping 
to line 22, we see a request to start a partition sync. 
This process causes NDS to update all NDS partitions 
with the most current information available. 

Line 23 indicates that the partition sync process was 
successful. Line 24 indicates that the partition has been 
updated. If the “All processed = YES” were to say “All 
processed = NO,” then somewhere between lines 22 
and 24 would be an error such as:

Agent: [07/31/01 xx:xx:xx]: SYNC: 
failed to communicate with server <xxx> 
ERROR: -625

If this was a real error, it would indicate that there are 
some synchronization problems on the server. This 
could be as simple as not being able to get to the 
requested server due to network problems, to as com-
plex as a corrupt partition in NDS.

Saving DSTRACE Information
You may be interested in saving this output without 
using some sort of screen capture utility. DSTRACE 
has a mechanism that allows you to write the 
DSTRACE output to a log file. The log file is stored in 
the following directory, typically on your C:\ drive:

Novell\NDS\DIBFiles\nds00001.log

Figure 3: DSTRACE output with default settings.
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The filename will always be nds00001.log. One thing 
to be aware of is that the first part of the log file looks 
like garbage. This data is binary data and can be 
ignored. The rest of the file will be text output of your 
DSTRACE session, readable by any text editor such as 
Notepad.

The Janitor Process
Lets look at another example, this time the Janitor pro-
cess. The Janitor process is an internal NDS process 
that cleans up NDS information. This process begins 
when an object is deleted or moved from NDS.

The Janitor process determines which object was 
moved or deleted, marks the object in each NDS rep-
lica with an obituary state, and then purges the deleted 
or moved entries and values that have been synchro-
nized with all the replicas. 

Additionally, the Janitor process does the following:

• Checks the Status attribute of the server’s object.

• Checks all of the identities of the replicas on the 
server.

• Automatically registers with another server to 
receive schema updates (if the server does not 
currently have any replicas.

• Executes the flat cleaner process.

• Performs optimizations of the NDS database.

• Notifies the NetWare operating system when 
synthetic time is being used on a partition.

• Updates inherited ACL attributes on the root 
partition objects.

Typically the Janitor process will be scheduled to run 
immediately after the NDS database is initialized (after 
bringing NDS up), and then is scheduled to run every 2 
minutes.

Looking at Figure 4, the first line of the Janitor process 
is the note that indicates the Begin Janitor. In the sec-
ond and third lines lock the resource which is going to 
be cleaned up. Lastly, on lines four and five, the 
resource is cleaned up. Typically the Janitor

process will be sched-
uled to run immediately
after the NDS database
is initialized (after
bringing NDS up), and
then is scheduled to run
every 2 minutes.

Figure 4: The Janitor Process in DSTRACE.

Figure 5: NCP Request/Reply.
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NCP Client and the NCP Engine Events of 
NDS for NT
The last area we will look at for this column is the NCP 
Client and the NCP Engine events of NDS for NT. 
Both of these events can be monitored by DSTRACE. 
NDS for NT is built upon the same core code as NDS 
for NetWare, NDS for Unix, etc. In order for NDS for 
NT to properly interact with the other versions of NDS, 
it needs to support a small subset of NetWare Core 
Protocols (NCPs). This is handled by a program called 
DHost. DHost sits beneath NDS and provides func-
tionality on non-NetWare platforms that the NetWare 
operating system provides naturally. DHost provides 
the following NetWare oriented services:

• NCP Engine

• Watchdog 

• Connection Table

• Event System

• Thread Pool

• NCP Extensions

• Message Digest

• Executable Module Manager

• Memory Manager

Referencing Figure 5, there are two parts to typical 
NCP communication, a request and a reply. In this 
example, the request is the Calling DS Ping conn:2 for 
client. (This request is sending a 
DS_PING_TREE_NAME. This will return the tree 
name of the immediate server.) The reply is usually 
returned immediately after, but not always. In this 
example, it is returned sequentially. The response 
packet contains the requested information, which is the 
tree name FRESH_AIRE.

Conclusion
In summary, we have covered bringing up DSTRACE 
on a Windows NT server, introduced you to the events 
options available in DSTRACE and covered using 
some of these events. The events we have covered 
include DSAgent, Initialization, Replication Process, 
Sync Incoming, NCP Client and NCP Engine. We also 
touched on the NDS internal process Janitor. 

Next month we will dive in deeper by discovering how 
to use DSTRACE to help in setting up/debugging a 
DirXML driver.

ZENworks Installation 
Problems

Adapted from Technical Information 
Document #10057371

Let’s say you are getting some strange errors when try-
ing to start up ZENworks for Desktops. Some of these 
problems include getting Java errors on the server after 
ZFDStart is loaded, inventory data that is not getting to 
the database server, or inventory data that is being 
rolled up to the Root server by the wrong Rollup server 
and therefore the inventory policy wasn’t appearing in 
the scheduler, and wasn’t running. 

Some of the questions you may be having might be: 

• How do I troubleshoot the ZENworks for Desktops 
3 Inventory Process? 

• Is a NDS replica required on a ZENworks Inventory 
and/or Database Server? 

• How do I properly configure the ZENworks for 
Desktops 3 Inventory Process?

When troubleshooting ZENworks problems, it’s a 
good idea to narrow the scope for a solution. For this 
troubleshooting exercise, let’s assume that you are 
using the following:

• Novell ZENworks for Desktops 3 

• ZENworks Inventory

• Novell ConsoleOne v1.2d.1

Proper Installation
By design, the replica doesn’t have to be on the Inven-
tory Server. But since the Inventory modules depend 
on Novell Directory Services for configuration infor-
mation, the Inventory NDS Policy information needs 
to be always available either from a primary replica or 
from a secondary replica in case the primary is down. 
Also in the case of the latter, the Policy information 
should have been synchronized between the Primary 
and the Secondary replicas. (Redundancy is always 
good!)
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It would be good to verify that you have properly setup 
and installed ZENworks. Do the following to verify 
this:

1. Was JAVA unloaded from the server and 
re-installed from the Companion CD?

Java errors may occur if the correct version of Java 
was not loaded on the server, or Java was not 
unloaded during the initial install of ZENworks for 
Desktops. To correct this problem, re-install Java 
from the Companion CD. To do this, perform the 
following steps:

• At the server prompt, type JAVA -exit 

• Run JVM.EXE from the companion CD. 

• Re-load JAVA on the server

• Run ZFDSTART.NCF

Note: A newer version of the 1.1.7B JVM is available 
on the www.developer.novell.com URL.

2. Was an Inventory Role selected for the server? 

3. Was the server installed as an Inventory Database 
server? 

4. Was the Site ID and Site name selected for the 
Database server? Note that Site IDs have to be 
between 0-255 ( you cannot use 0 or 255). Also, 
does the Site name have underscores in it? This is 
not supported. 

5. Have you installed Sybase?

6. Was this installed on a NetWare v4.11 or on a 
NetWare 5.1 server? If the server is NetWare 4.11, 
was ORB.EXE installed on the server? If the 
server is NetWare 5.1, ensure that the following 
entries exist in the JAVA.CFG file in the 
SYS:\ETC directory:

CLASSPATH=$CLASSPATH;
$OSA_HOME\LIB\VBJAPP.JAR;

CLASSPATH=$CLASSPATH;
$OSA_HOME\LIB\VBJORB.JAR;

These changes will be in effect only if you also 
perform the following steps:

• UNLOAD JAVA

• LOAD JAVA

• STARTINV

7. Are you installing on a Clustering server? 

You must install the Clustering Snap-in. This can 
be downloaded from Novell ZENworks CoolSolu-
tions Home Page at the following URL:

http://developer.novell.com/ndk/doc/nlmn-
wlib/index.html?ndev_enu/data/hqelnt4z.html

8. Were the Clients upgraded to v3.3 and v4.8?

The older clients are not compatible with ZEN-
works for Desktops 3.

Note: ALL INVENTORY SERVICES MUST BE STOPPED 
on the server before you create or modify the Inven-
tory policies or configure the objects. IF THEY ARE 
LOADED AT THIS POINT, KILL THE INVENTORY SERVICE 
ON THE SERVER. 

To stop inventory services, perform the following 
steps:

1. To reload the Inventory services, go to the server 
console Prompt and type the following: 

JAVA –show

This will show you all of the Java processes that are 
currently running. 

2. The following processes will need to be stopped 
and restarted. 

com.novell.orb.service.naming.NamingServer
com.novell.application.zenworks.autowsmanager-
ment.wsinmport.Imp
com.novell.zenworks.desktop.inventory.server-
common.ZENworksInv

3. You can stop these processes by typing the 
following:

JAVA -kill(process ID#) 

For example: 

JAVA -kill190

4. After you have verified the Installation of 
ZENworks, load ConsoleOne and check the 
following:

• Service Location Policy Package

• Server Package/Roll-up Policy

All inventory services
must be stopped on the
server before you create
or modify the Inventory
policies or configure the
objects. 
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• ZfD3InventoryDatabase Object

• ZenInvService Object

• Workstation Package

Service Location Policy Package

1. Is there a Service Location Policy Package in the 
same container as the Inventory Database Server's 
NCP object? There must be a Service Location 
Package for every server identified as a database 
server.

2. Make sure the Service Location Package is 
associated to the containers where the servers 
which will be using this Inventory database exists.

3. In the Service Location Policy package, is the 
Zenworks Database option enabled?

Click on the properties for the ZENworks Database 
option to check that the ZENworks Database DN is 
pointing to the correct object. 

Server Package/Roll-up Policy

1. Is the Inventory Server Associated to a Server 
Package? Does the Server Package Exist? If not, 
create one and associate the NCP server object or 
the container where the NCP server object exists. 

2. In the Server Package, Is the 
“zeninvRollUpPolicy” enabled? If so, go into the 
properties for the zeninvRollUpPolicy. The 
Inventory Role on this server will determine what 
“Destination Service Object” will be used.

• If the server is set up to be a Root Server or a 
StandAlone server, you will not need to specify 
a Destination Server Object, but the RollUp 
Policy will still need to be enabled.

• If the server is the only server in the tree and 
was installed as a Root Server and a 
“Destination Server” already, Inventory may 
fail. If this happens, it may be necessary to 
delete the inventory objects from ConsoleOne, 
unload the inventory services from the server, 
and reinstall the database again. 

Note: Do not define the “Destination Server” as it is 
not valid for a Root Server to have a “Destination 
Server” to roll up to. 

• If the server is set up as a Leaf Server or an 
Intermediate server, you will need to specific 
the next level Destination Server Object, where 
the Inventory data will be sent to. 

• If you are in a WAN environment, you may 
want to set up a Schedule when the server will 
“Roll Up” the inventory  data to the Destination 
Server.

ZfD3InventoryDatabase OBJECT
Is there a ZfD3InventoryDatabase Object for the 
Inventory Database Server? 

• If there is not, create one. 

• If there is, go into the properties of this object. 
Make sure the correct server DN name is added on 
the first line. 

ZenInvService OBJECT

1. Is there an ZenInvService Object? The name of 
this object should be 

<servername>_ZenInvService.

• To view the Rollup diagram for this server, 
double-click on this object. 

• To view the properties for this object, right 
click, then click on Properties. In the Properties, 
you will see the Inventory Role for this server. 
Make sure it is configured properly. 

2. This object also holds the Roll -Up Status reports. 
If the Inventory data is not being sent to the next 
level Inventory server, check the Roll-Up status 
logs to determine the following: 

• When the last Roll-up occurred.

• The name of the Roll-up Zip file that was sent 
to the next level server should be the SiteID of 
the correct database server.

• The size of the Roll-up file.

• What server sent the file and what server 
received the file.
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Workstation Package
Has a workstation Package been created?

• If yes, has it been configured properly? See below 
for more details.

• If No, create the workstation package.

Perform the following to Configure the Workstation 
Inventory Package: 

• Right click on the Workstation Package, click on 
Properties.

• Under the Association Tab, make sure you have 
added the containers, workstations, or workstation 
groups that will need to use this Policy package.

• Under the Policy tab, make sure the Workstation 
Inventory policy is enabled for each platform in 
your environment. 

• After it is enabled, go into to the properties of the 
Workstation Inventory policy. Make sure the 
<servername>_ZenInvService object is listed. Also 
make sure the “Enable software scan” box is 
checked. Otherwise, only minimal inventory 
information will be scanned and then sent to NDS.

• Make sure the Policy schedule is set up to meet your 
needs.

• Check the “Other” tab and verify that the 
WMSCHED class is present. If recreating the 
workstation object does not provide this class 
attribute, the ZFD 3 schema is not properly in place 
and a reinstall of the schema should be done and 
then verify all replicas and partitions are updated 
properly. Recreation of the policies that can 
manually be recreated would be recommended after 
the schema is properly populated in the NDS.

Note: Once all of the objects are created, and con-
figured properly, load the Java Processes by typing 
STARTINV at the server prompt. Also, if you are modi-
fying the Inventory policies or configuring the objects, 
always stop the Inventory Services. Configure the poli-
cies and properties of the objects. Restart the Inven-
tory Services again. 

To reload the Inventory services, go to the server con-
sole Prompt and type the following: 

JAVA –show

This will show you all of the Java processes that are 
currently running. The following processes will need 
to be stopped and restarted. 

• com.novell.orb.service.naming.NamingServer

• com.novell.application.zenworks.autowsmanagermen
t.wsinmport.Imp

• com.novell.zenworks.desktop.inventory.servercomm
on.ZENworksInv

Stop the processes by typing the following:

JAVA -kill(process ID#)

As an example: 

JAVA -kill190

Restart the Inventory processes by running the 
ZFDSTART.NCF file with the following command:

ZFDSTART

Once the processes are running again, go to the con-
tainer where the <servername>ZenInvService object is 
located, go to Tools, Configure DB

Configuring the Database
On the server, check the following:

1. Are the following Java processes loaded? Type 
Java -show, you should see the following services 
loaded:

• com.novell.zenworks.desktop.inventory.serverco
mman.ZENWorksInv

• com.novell.application.zenworks.autowsmanage
ment.wsimport.Imp

• com.novell.orb.service.naming.NamingServer

2. Are the following modules loaded on the server?

• ZENWS.NLM

• DBSRV7.NLM

3. Does the MGMTDB.LOG file exist in the 
SYS\SYSTEM directory?

If this file does not exist or has been deleted, the 
Database will not load on this server. 
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4. Has the Inventory Database been installed on an 
NFS volume?

This is not supported. This is documented in the ZEN-
works for Desktops 3 Readme, section 7.5.

On the Workstations, check the following: 

• Were the workstations imported properly?

• Is Workstation Manager Installed and running on 
the workstation?

From the desktop menu, right-click the Workstation 
Manager - Display NDS Information. The workstation 
object and the tree should be displayed. Alternatively, 
verify using the Registry Key:

HKEY-local machine\software\novell\\workstation 
manager\identification.

You should see the following settings under the Identi-
fication Key. If these settings do not exist, or have the 
wrong information, the workstation has not been prop-
erly imported. 

• Last registered Tree

• Registered in

• Registration Object

• Tree

• Workstation Object

Inventory Log Files and Scan Status Reports to help 
with troubleshooting. 

ZENERRORS.LOG -This is a log of the workstation 
scanner errors. File is stored in Windows\Temp on 
Win95/98 machine, or Temp directory on the Win-
dowsNT or Windows2000 machines.

HIST.INI - This is located on the local drive of the 
workstation. 

CONSOLE.LOG - Load CONLOG as near to the top 
of your AUTOEXEC.NCF file as possible. Next, 
unloaded CONLOG after all of the NLMs are loaded 
on the server.  This will allow you to conduct useful 
troubleshooting  to detect any errors loading the Java 
Processes or the Database NLMs during the initial boot 
up of the server.

Under the SYS:PUBLIC\ZEN-
WORKS\WMINV\LOGS directory, there are several 
useful trace files and log files that may help you to 
locate the problem. 

1. To view the scan status for the workstation, go to 
the Workstation Object, Click on ZENworks 
Inventory Tab, Click on the arrow, go to Scan 
Status.

2. To View the Roll-Up Policy status and the Roll-up 
Server Status, go to the ZenInvService object, right 
click on the object, go to Properties, Status Report 
Tab. 

To increase the verbosity of the log files, edit the 
SYS:PUBLIC\ZENWORKS\WMINV\PROPER-
TIES\TracerFilter.properties and the TracerMe-
dia.properties files In the TracerFilter.properties file, 
add a semi-colon in front of the *default*=BRIEF line. 
Then add an additional line *default*=DEBUG5 below 
it. Save the file.

In the TracerMedia.properties file, on the second line, 
you will see the word “INFORMATION” at the end of 
the line. Remove “INFORMATION” and add 
DEBUG5. Save the file. After the files have been 
saved, go into the SYS:PUBLIC\ZEN-
WORKS\WMINV\LOGS\InvServerLog.txt folder and 
delete all of the old log files. There will be one that is 
still in use; this is ok. After you stop the Inventory pro-
cesses on the server, then restart them, a new file will 
be created. It will have a lot more information in the 
file than before.

Hopefully after completing all of these troubleshooting 
steps, your ZENworks of Desktops and ZENworks 
Inventory will be up and working correctly.

Oops: Clarification on July’s “Starting the 
Conlog NLM from the STARTUP.NCF File”
On the Tip and Trick piece entitled “Starting the Con-
log NLM from the STARTUP.NCF File,” one of our 
readers, Robert Horgan, wrote the following:

“When trying this the 5.1 sp3 server reported that con-
log could not be loaded from the startup.ncf file.  clib 
and conlog were copied to the c:\nwserver directory. 
Did I miss something, or can this actually work?”

In reply to this query, Kevin Burnett, our intrepid 
finder of unusual problems, discovered the following:

“What you are seeing with trying to load CON-
LOG.NLM in Startup.NCF is correct. It is not possible 
to load CONLOG in Startup.NCF due to dependancies 
of CLIB. CLIB requires a mounted SYS volume in 
order to load.
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“There is a TID on Novell support site at the following 
URL:

http://support.novell.com/cgi-bin/search/ 
searchtid.cgi?/1002953.htm 

“This URL points you to TID #1002953. This Techni-
cal Information Document, although a little dated, con-
firms the above information.

“Wanting to verify that this TID had not been outdated, 
I talked to one of our premier CLIB engineers. He ver-
ified for me that CLIB can not be loaded in START- 
UP.NCF due to the requirement of a SYS volume 
being available.

“Lastly, I verified the problem by trying to load CON-
LOG in my server's STARTUP.NCF file. My test sys-
tem failed.

“Best Regards,
“Kevin Burnett”

We apologize if this has caused you any problems.

NETBASIC “Touches” Files

Everett Young
Novell, Inc.

When you use NETBASIC and you do a COPY com-
mand, be aware that NETBASIC “touches” the file as 
it copies the file and NETBASIC will put the present 
date and time stamp on the copied file.

The changing of the date and time stamp of a file could 
cause you grief.  So be aware of this fact.

GroupWise WebAccess Template Cache

Graham Cameron
Novell, Inc.

Creating custom templates for GroupWise WebAccess 
can increase the amount of memory required to cache 
the compiled templates, thereby affecting performance. 
You can check to see if this is happening by reviewing 
the WebAccess servlet log files (in Verbose mode) and 
look to see if compiled templates are being dropped 
from the cache.

If you need to increase the reserved cache, change the 
setting in the webacc.cfg file.

Novell Licensing Services Version Control

Tim Slaton
Novell, Inc.

Novell Licensing Services (NLS) is software that lets 
you monitor the use of licensed applications on a net-
work. Although first implemented in NetWare 4.x for 
Small Business, NLS has since been used in a variety 
of products, including NetWare 5.x, Border Manager, 
ZENWorks, and NetWare Cluster Services. (Note that 
Novell does not support NLS on NetWare 4.10 serv-
ers.)

When your environment includes multiple servers run-
ning different versions of NetWare, the version of NLS 
provided with each operating system must be correctly 
configured. It is critical that all servers in the tree be 
upgraded to run the same version of NLS. By default, 
NetWare 5.0 shipped with NLS version 4.0, while Net-
Ware 5.1 shipped with NLS version 5.0. The latest 
NLS release is version 5.02 as of this writing.

Also, make sure that each NetWare server is running 
the correct NLS NLM. In NetWare 5.x, this is 
NLSLSP.NLM, not the NetWare 4.x version of 
NLS.NLM.

Downloading the latest support pack will provide you 
with baseline updates for NLS. NW5SP6A.EXE and 
NW51SP2A.EXE were the latest as of this writing. 
Check with Novell support for the latest patches.

If you need to increase
the reserved cache,
change the setting in the
webacc.cfg file.
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Novell Support Connection Forums
The Novell Support Connection System Operators 
(SysOps) get a chance to see every kind of problem 
that you can imagine (and some you can’t). Here they 
share some of their most pressing issues that users are 
currently facing, along with their solutions.

Issue #1: Support Pack 7 for NetWare 5.0, Soon? 
Can you tell me when Novell plans to release Support 
Pack 7 for NetWare 5.0?

Solution. There won’t be any SP7 for NW 5.0. Support 
for NW 5.0 will be discontinued on 2001-08-31. See 
http://support.novell.com/lifecycle/forecast.html 

Issue #2: WindowsME PC and BorderManager. Is 
it possible to make a Client-Site VPN connection from 
a WindowsME PC to BorderManager?

Solution: No, critical networking components were 
left out of the WindowsME platform by Microsoft, and 
the BorderManager VPN client relies on those compo-
nents. It is not possible to make Client-Site VPN work 
between WindowsME and BorderManager. 

Issue #3: Windows 2000 Professional PC and 
NetWare 4.11. In a related question, is it possible to 
make a Client-Site VPN connection between a Win-
dows 2000 Professional PC and a NetWare 4.11 
server?

Solution: Because Windows 2000 Professional does 
not support IPX over Client-Site VPN, it is not possi-
ble to establish NCP communications over a Cli-
ent-Site VPN through BorderManager. 

The only possible method would be to use IPX Com-
patibility mode on the Windows 2000 Professional PC, 

and SCMD services within the LAN. CMD is not sup-
ported over BorderManager Client-Site VPN, and 
there appears to be no way to make it work.

Issue #4: Fault Tolerance and NDPS Printer 
Agents. When I configure more than one NDPS 
Printer Agent to service a single NetWare queue, all 
the jobs end up going to only one of the NDPS Printer 
Agents even when that Printer Agent isn’t online or 
available. What can I do to improve tolerance in this 
scenario?

Solution: NDPSM.NLM v2.20f (delivered with Nov-
ell NetWare 5.1 Support Pack 2a and Novell NetWare 
5.0 Support Pack 5a) and later can be loaded with a 
“/QLOADBALANCE” parameter. For example, use 
“NDPSM.NLM .MyManager.MyCompany /QLOAD-
BALANCE” when loading the NDPS Manager from 
the AUTOEXEC.NCF.

With /QLOADBALANCE specified, only idle NDPS 
Printer Agents can pick up a NetWare queue job, 
which provide both better load balancing and also 
keeps off-line printer agents from taking jobs from the 
queue.

Issue #5: Windows NT/2000 Support Pack 3 and 
Workstation Locking. I applied Novell Client 4.8 
Support Pack 3 for Windows NT/2000 on my worksta-
tion, but now if I lock the workstation and attempt to 
unlock it, the machine generates a 0xC000021A excep-
tion. What’s happening, and how can I resolve this?

Solution: Technical Information Document 
#10063454 describes this issue that occurs when 
logged in with bindery-mode credentials from an 
NT/2000 workstation running the 4.80 Support Pack 3 
client. Currently the fix is available as 269184.EXE 
from the Novell Support Connection web site. You can 
go there by clicking the following URL:
http://support.novell.com/servet/ filefinder? 
name=269184.exe



S e p t e m b e r  2 0 0 1 97

net 
support

Issue #6: File Locking and Windows NT Worksta-
tion. I am working with some files and doing lots of 
small reads/writes to a NetWare 5.1 server. From my 
Windows 98 workstation, it only takes 2 or 3 minutes 
to run a task, but from my Windows NT workstation it 
takes over 1.5 hours. 

I have checked that I have the latest service packs and 
that my duplex and speed settings are correct between 
the server and the switch. To make things worse, occa-
sionally it works the way it is supposed to (i.e., both 
workstations have fast speed). What ever could be the 
problem?

Solution: Check to be sure that your NT workstation is 
set to use TCPIP rather than IPXSPX for a protocol. If 
you have forced the workstation to use IPXSPX it will 
still sometimes use TCPIP anyway, which is when you 
will see the speed run normal.

Issue #7: Creating another Instance of a Netscape 
Enterprise Web Server. I used the option in the 
Netscape Enterprise Web Server to create another 
instance of the server. How do I delete this instance? 
There is nothing in the Admin server.

Solution: You delete the new instance by removing the 
directory structure for that instance. For example, if 
you created a server called “NewServer,” you will see 
\novonyx\suitespot\https-NewServer. Delete the 
https-NewServer directory and all subdirectories under 
it and the new instance will be gone.

Issue #8: Importing workstations into an Organiza-
tional Unit. I want to import the workstations into the 
Organizational Unit called Workstations and then 
move them into another OU, will the workstations still 
be updated?

Solution: Yes. When you move the workstation from 
one OU to another, a Workstation Tracking attribute is 
added to the original Organizational Unit. The next 
time the workstation starts up and tries to contact its 
Novell Directory Services object, the Workstation 
Tracking attribute tells it that it has moved to another 
location and this location is updated in the worksta-
tion's registry. So the answer is yes, you can move the 
workstation manually and it will still be updated.

Issue #9: How ZENworks for Server 2 is licensed. 
How is ZENworks for Server v2 licensed?

Solution: ZENworks for Servers is licensed on a 
per-user or per server basis. Customers may purchase a 
license for each network user accessing any ZENworks 
for Servers managed server, or for each managed 
server. For user based licensing, the product may be 
installed on any NetWare 4.11 or higher server that is 
accessed by ZEnworks for Servers v2 licensed users. 
Devices such as servers, routers or hubs are not consid-
ered to be users and do not require a ZENworks for 
Servers v2 license. 

As examples:

Company A is purchasing ZENworks for Servers 2 for 
its entire network, which supports 750 network users. 
Company A purchases 750 licenses and may then 
deploy ZENworks for Servers 2 to all servers accessed 
by the 750 users. 

Company B is purchasing ZENworks for Servers 2 for 
45 accounting servers worldwide. A total of 2500 
accounting and other personnel access the 45 account-
ing servers’ files and applications. Company B may 
either purchase 2500 ZENworks for Servers licenses or 
45 server licenses. 

Issue #10: Local vs. Remote Server Authentication. 
I have a lot of remote users authenticating to my local 
NetWare 5 server and am now getting a Policy Man-
ager message coming up on the PCs for the users 
logged in on the local site. The remote users should be 
authenticating to the remote server. What can I do 
about this?

Solution: In the Novell Client32 Properties applet on 
the user’s workstations, go to Location Profiles, select 
the profile to be used (usually “Default”). Click on 
Properties, select Login Services, click on Properties 
again, then select the NDS tab and enter the server you 
want the user to authenticate to in the Preferred Server 
entry, and leave the Preferred Tree entry blank. 

This will force the client to authenticate to the Pre-
ferred Server. If the Preferred Tree is set, the Preferred 
Server entry will be ignored

I used the option in the
Netscape Enterprise
Web Server to create
another instance of the
server. How do I delete
this instance?
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TIDs of the Month
The Technical Information Documents (TIDs) are 
brought to you by Novell’s Support Connection site, 
which you can find at http://support.novell.com. We’ll 
be looking at a selection of TIDs from seven catego-
ries, giving you a brief summary of the issue the TID 
addresses, along with its TID number and correspond-
ing URL for your quick perusal. The categories are 
Novell Directory Services (NDS), NetWare 4, Net-
Ware 5, ZENworks, Novell Client for Windows 
NT/2000, GroupWise, ManageWise and BorderMan-
ager.

Novell Directory Services (NDS) 
There is an NDS update available for those NetWare 5 
servers that are running with the FLAIM (85.x) data-
base. This update is for NDS eDirectory 8.5.1 (Interna-
tional) for NetWare only. 

According to TID #2959664, “the server must be 
patched with Support Pacl 2A for NetWare 5.1 or with 
Support Pack 6A for Netware 5.0, and Directory Ser-
vices must be installed with or upgraded to eDirectory 
8.5.1 level (DS.NLM Version 85.12a). Do not try to 
apply on NDS 6.x, 7.x, or 8.x servers.”

While those sound like stern warnings, there is a big 
upside to the upgrade. Accordint to the TID, “The 
install script for this patch will remove all static cache 
settings to take advantage of the new dynamic cache 
algorithms. This should result in a considerable 
improvement in performance” over earlier versions of 
Flame-based Directory Services.

NetWare 4
Do you know how to ged rid of stuck obituaries in Net-
Ware 4.11? Are you getting an error -637 when you try 
to perform a partition operation? Or do you get the 
error message “Previous Move in Progress” when you 
are performing a partition operation? 

If you find that your server’s obituaries are stuck and 
will not process, take a gander at TID #10022791. 
Entitled “How To Get Rid Of Stuck Obituaries,” this 
TID walks you through the steps necessary to get rid of 
this particular problem, starting with appling the latest 
DS.NLM to the server. 

NetWare 5
As of July 18th, 2001, TID #10012765 is the newest 
edition of the “Server Performance, Tuning and Opti-
mization” document. Formerly known as TIDs 
2943356 (Part1) and 2943472 (Part 2), this TID covers 
the following areas with performance tuning and opti-
mization techniques:

• MONITOR.NLM and Utilization

• Operating System Patches and Other NLM updates

• NDS and DS.NLM

• Service Processes

• Upgrade Low Priority Threads

• LRU Sitting Time

• Physical Packet Receive Buffers

• Packet Burst

• Cache Buffers

• Dirty Cache Buffers and Current Disk Requests

• Host Bus Adapters, Mirroring and Duplexing

• Directory Caching

• Block Suballocation

• Disk Block Size

• Hotfix and Redirected Blocks

• Suballocation and the Number of Free Blocks and 
Disk Space for Each Volume

• File Compression

• File Decompression

• Read After Write Verification

• Garbage Collection

• Read/Write Fault Emulation and Invalid Pointers

• Interrupt Allocation and Configuration

• Set Reserved Buffers Below 16 Meg

• AppleTalk

• Printing

ZENworks
Have you ever had any problems in downloading the 
ZENworks Policy Package from Novell? Or have you 
found that the User Policy Package is not being down-
loaded properly or it is not being applied to worksta-
tions when a user logs in? 

If you have had such problems, you may be in luck. 
TID #10013297 was written to troubleshoot why ZEN-
works Policy Packages might not be downloading 
properly. The TID is scheduled to be updated as new 
causes and solutions are discovered.

Have you ever had any
problems in download-
ing the ZENworks Pol-
icy Package from
Novell? Or have you
found that the User Pol-
icy Package is not being
downloaded properly or
it is not being applied to
workstations when a
user logs in? 
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Novell Client CD
Do you know how to add new print drivers to the 
NDPS (Novell Distributed Print Services) Broker for 
your Windows 2000 workstation? How about how to 
update drivers in the RMS (Remote Management Ser-
vices) database?

If printing is still a Win2K puzzler for you, perhaps 
TID #10014100 can help you figure out the ins and 
outs of Windows 2000 printing. Entitled “How To Add 
New Print Drivers To the NDPS Broker,” this TID was 
formally numbered #2936550, but has been updated 
with new information.

GroupWise
Have you ever needed to perform a “Top Down” 
rebuild on a GroupWise 5.x system? If such becomes 
your lot, TID #10007365 can assist you in the process. 
Entitled “Top Down Rebuild on a GroupWise 5.x Sys-
tem,” this TID goes into the details that you need to 
know in order to complete such a procedure.

The prodecure outlined can be performed for Novell 
GroupWise 5.0, Novell GroupWise 5.1, Novell Group-
Wise 5.2, Novell GroupWise 5.5, and GroupWise 
GWCheck Stand-alone Version using Novell NetWare 
Administrator. 

As stated in the TID, “The Top Down Rebuild process 
requires the use of NetWare Administrator (NWAd-
min). The Stand-alone version of GWCheck is also 
referred to in this document and although optional, is 
commonly used during this procedure. For GroupWise 
5.5 systems, the most current GWCheck is located in 
your patched Software Distribution Directory under 
the ADMIN\UTILITY\GWCHECK folder. A version 
for GroupWise 5.2 can be downloaded from the sup-
port.novell.com website.

ManageWise
When running ManageWise v2.7, you might have 
received a number of Public symbol errors that begin 
just after installing the product. The reason for such an 
interesting string of error messages after loading Man-
ageWise 2.7 is due to its load order.

Some of the messages that you might see include:

SERVER-5.00-918: Loader cannot find public symbol: 
btrvID for module IPCACHE.NLM. 

SERVER-5.00-1548: Load file referenced undefined 
public variable. 

Module IPCACHE.NLM NOT loaded. 

Module NXPIP.NLM cannot be loaded until 
IPCACHE is loaded. 

Module NXPIP.NLM NOT loaded. 

SERVER-5.00-918: Loader cannot find public symbol: 
IPC_Open for module IPGROPER.NLM. 

SERVER-5.00-918: Loader cannot find public symbol: 
IPC_Close for module IPGROPER.NLM. 

SERVER-5.00-918: Loader cannot find public symbol: 
IPC_AllocateHost for module IPGROPER.NLM. 

SERVER-5.00-918: Loader cannot find public symbol: 
IPC_FreeHost for module IPGROPER.NLM. 

BorderManager
So you just purchased Novell BorderManager product. 
Do you know how to configure Novell BorderManager 
Authentication Service (BMAS) 3.5 or 3.6 for its opti-
mal performance? Me neither, so a good place to start 
is TID #10017913.

This document looks configuration procedures for 
Novell NetWare 5.0, Novell NetWare 4.11, Novell 
BorderManager Authentication Service (BMAS) 3.5, 
and Novell BorderManager Authentication Service 
(BMAS) 3.6. 

To go directly to TID #10017913, click on the follow-
ing link: http://support.novell.com/cgi-bin/search/ 
searchtid.cgi?/10017913.htm

You Want More?

If you want to find more TIDs in these seven categories 
or on any other Novell product, perform the following 
steps from your browser: Go to
http://support.novell.com.

In the list of Support Links along the left-hand side of 
the screen, click on the “Product-Specific Support” 
link. 

From the resulting list of Novell products, select the 
product of your choice.

Under the “What’s New” category, click on “Last 7 
days” to see the technical documents that were created 
or have been updated in the last 7 days for the product 
you selected. You can also look at documents that have 
been created in the last 14 or 30 days.

Choose the TIDs that apply to your circumstances.

Do you know how to
add new print drivers to
the NDPS (Novell Dis-
tributed Print Services)
Broker for your Win-
dows 2000 workstation?
How about how to
update drivers in the
RMS (Remote Manage-
ment Services) data-
base?
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Answers to Your Technical 
Questions

Ab-end Updating NDS
Dear Ab-end: I have installed a new NetWare 5.1 
server. In an effort to update Novell Directory Services 
(NDS), I uninstalled the default NDS and was about to 
reinstall the latest version of NDS when the following 
Ab-end appeared on my server: 

Abend: Page Fault abend in UNICODE.NLM. 

Stack information includes UNICODE.NLM and UNI-
CODE.NLM. Why is my server Abending at this time? 
—Abending in Alaska

Dear Abending: Lucky for you, the Ab-end Guru has 
seen this behavior before on my own server. This 
Ab-end is caused because of a timing error between 
NDS (version 8.0 or higher) and the NICI version prior 
to 1.5.7. Granted, I have only seen this Ab-end on 
non-English servers, but I have noticed that the Ab-end 
can also occur if NICI (any version) is not able to ini-
tialize for some reason (for example, corruption). On 
English servers, the main symptom is that DS.NLM 
will fail to load. The reason the server was Ab-ending 
in UNICODE, is because of the following chain of 
events during the server boot process:

1. Volume SYS mounts and DS.NLM attempts to 
load.

2. NICI is sometimes not completely initialized 
(timing or corruption) and DS fails to load.

3. As NDS backs out of its load process, it unloads 
UNICODE Rule tables.

4. SLP attempts to translate a string using UNICODE 
and when it accesses an entry that was zeroed out 
by DS unloading, the server page fault Abends. 

NICI 1.5.7 or later prevents the timing problem. Make 
sure to install the same encryption level (56 bit or 128 
bit) that is already on the server. 

The way to determine if you are dealing with a timing 
error or corruption is quite simple. If the server abends 
every time you bring it up, there is a problem with 

NICI, and you will need to call Novell Technical Sup-
port to resolve it. If the server only Ab-ends sometimes 
as it comes up, you are experiencing the timing issue 
and just need to upgrade NICI to 1.5.7 or later. 

A solution to your Ab-end would include updating the 
version of NICI to 1.5.7 (or later). If NICI version 
1.5.7 is already installed and your server Ab-ends 
every time it attempts to come up, call Novell Support 
to resolve the NICI corruption. Be sure to NOT 
down-grade the encryption level of NICI installed on 
the server. 

If you cannot obtain NICI version1.5.7, a work-around 
can be implemented by creating a text file in 
C:\NWSERVER called INSTAUTO.NCF. It should 
contain the following statements: 

load c:\nwserver\dsloader
load c:\nwserver\ccs.xlm
set Command Line Prompt Time Out = 10
?set Command Line Prompt Default Choice=ON 

These statements move the loading of DSLOADER 
and CCS from the beginning of load stage 3 to the end 
of load stage 2 and cause a delay of 10 seconds before 
load stage 3 continues. In all of my testing, this delay 
has been sufficient to allow NICI to fully initialize 
before DS begins to load. You can increase the delay 
by changing the 10 to 15 (or any number of seconds). 
The ? at the beginning of the fourth statement is neces-
sary to implement the delay. 

Logging into more than One Tree
Dear Ab-End: I am having a bear of a time trying to 
login into more than one NDS Tree using the Novell 
GUI Login utility. Is this possible, and if so, how? 
—Bombed Out in Bosnia

Dear Bombed: I have some good news for you! You 
can use the TREE command in your login script. A: 
The syntax would be as follows:

TREE TREENAME</FULL.NDS.NAME>

An important note would be that the TREE command 
is CASE SENSITIVE and will not work without using 
uppercase letters.
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Pervasive SQL Licenses
Dear Ab-End: I desperately need a Pervasive SQL 
license for NetWare 5.1. NetWare 5.1 includes an 
unlimited time-2 user version and an unlimited 
users-90 days one, but the unlimited users does not 
work (I followed TID #10057415 with no luck). Can 
you help me out? —Desperate in Darlington

Dear Desperate: It is true that the default Pervasive 
SQL licensing included with NetWare v5.1 is an 
unlimited time two user version and an unlimited users 
90-day license. 

You have the option to upgrade the NetWare 5.1 ver-
sion of Pervasive SQL by buying Pervasive SQL 2000, 
with an unlimited license package. This would solve 
your problem, but may be cost prohibitive. Pervasive 
does make available 30 day trial licenses to customers 
on request to give them some time to buy the perma-
nent one, but for anything beyond the 30 days you have 
to contact the Pervasive sales office.

Pervasive agreed with Novell on the current licensing 
scheme for NetWare v5.1. In summary, if you can’t get 
the 90 day unlimited license to work, I would advise 
you to contact Pervasive Technical Support to either 
get a new version of the 90 day license, or to get the 30 
day license. Moreover, if you plan on using Pervasive 
SQL, consider upgrading to the unlimited user license.

Making Auto Restart Stick
Dear Ab-End: I am having a problem where the SET 
AUTO RESTART AFTER ABEND server console 
setting won’t stick. I’d like it to be 1 (active). I have set 
it in the STARTUP.NCF file as appropriate but in 
Monitor (as well as an actual ABEND condition) it acts 
like 0--you get the familiar “Press X to quit” screen. 
Any ideas? —Billy Binary in Boloxi

Dear Binary: Enter the NetWare debugger (press 
Left-shift+Right-shift+Alt+Esc). Type the following: 

dd autoRestartAfterAbend 4

if the value is 0 change it with:

cd autoRestartAfterAbend

to 1. Make sure you enter a ‘.’ to end the change pro-
cess. If the value is already set to zero, make sure that 
the SET parameter Set Developer Option=OFF. Repeat 
these instructions to set the value to 1.

Upgrading NDS
Dear Ab-End: We are testing our upgrade procedure 
on our test tree and have run into an issue. We are 
upgrading from: NDS 7.51 on NetWare 5.1 (Support 
Pack 2a) servers to NDS 8.512a. 

Our initial upgrade steps have been as follows:

• NDS Health Check - OK

• Copy DSREPAIR.NLM v5.26c from PreeDirD.exe 
to SYS:SYSTEM

• DSREPAIR \ Advanced Options\Global 
schema\Post Netware 5 Update (master root)

• Verified Schema Synchronization

• Dsrepair \Repair local database (defaults except No 
for mail) as part of the Health Check (one last time 
before the upgrade process, just to be safe)

We see the following errors running DSREPAIR under 
the action step for each user object:

Error: Adding property 'object class' 
value: NDSLoginProperties

Have you seen this or have any ideas? — Erred Out in 
Elsegundo

Dear Erred: NDSLoginProperties is a NDS V8.x aux-
iliary class that has things like password expiration, 
grace logins, etc., in it. This is something you will typ-
ically see, as I did when doing my NDS v7.x upgrade 
to NDS v8.x. This is definitely not a problem, but it is 
typical for your type of upgrade, though.

Dumping NDS Schema
Dear Ab-End: Is there an easy way to dump the NDS 
schema to a text file, preferably via LDAP? I tried 
ldapsearch cn=schema objectclass=*, but nothing 
returned. Specifically, the attributes of user objects 
(preferably with data types). Obviously I can do this 
from the GUI in C1, but I need it in text format for oth-
ers. — Dumping in Dachau

Dear Dumping: Two possibilities here:

1. The following command line should work from 
ldapsearch:

ldapsearch -h <host> -D <bind dn> 
-w <password> -b "cn=schema" -s 
base "objectclass=subSchema"

Is there an easy way to
dump the NDS schema
to a text file, preferably
via LDAP?
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2. You could also use the ICE utility (from the LDAP 
C SDK) and output the results in LDIF format.

Synchronizing NDS Attributes
Dear Ab-End: Over time, at least two attributes have 
been created by Schemax and added to my Novell 
Directory Services tree. These attributes are not set to 
Synchronize immediately. I went through the tree to 
check the attribute flags of the other attributes in the 
tree. 

It appears as if the base NDS attributes are set to syn-
chronize immediately, the ZENworks attributes are 
not, the Novonyx ones are, the Border Manager ones 
are not, etc. It seems to me that the different product 
groups each chose on their own what attribute flags to 
use for their attributes.

Is it a problem to have an attribute not set to synchro-
nize immediately? If an attribute is not set in this way, 
what triggers the synchronizations of any changes?

There may be a problem with these attributes as evi-
denced by problems in a program that is trying to 
access them. However, the problem may very well lie 
elsewhere. I think that I will be able to delete and then 
recreate the attributes via the LDAP APIs, but would 
rather not if it is not necessary. What’s Up?
— Synchronizing Solitude in Saratoga Springs

Dear Synchronizing: According to the guru of NDS 
Synchronization on Novell’s NDS Development 
Team, the following is true:

• If an attribute is flagged Sync Immediate, then 
when it is modified, the synchronization process is 
scheduled to run within 10 seconds. This does not 
necessarily guarantee that the attribute will be 
“immediately” sent to all other replicas, but the 
process does start. If there are other circumstances 
preventing or delaying successful synchronization, 
the attribute will take some time (depending on the 
specific circumstance) before being fully 
synchronized.

• If an attribute is not flagged Sync Immediate, then 
when it is modified, it schedules the 
synchronization process to run in 30 minutes or 
less. When the synchronization process is initiated, 
all changes within a given partition will be 
synchronized, so if 10 attributes are modified and 
only one is set to Sync Immediate, they will all go 
when that one does.

• NDS is a “loosely-consistent” database. It is 
possible and regularly happens that an object or 
attribute is modified on server-1 and then shortly 
after that the object or attribute is read from server-2 
and the change has not yet been synchronized there. 
NDS-aware software must take this possibility into 
account. However, if you modify something on 
server-1 and read it back again from server-1, you 
should always get the newly updated information.

In addition there are a few more things to consider 
when weighing sync immediate versus waiting for the 
batch sync. You may consider:

• Attribute Size. If the attribute is large, you may want 
to wait on the synchronization process, unless you 
expect the data to not change often, in which case it 
doesn’t hurt to set synchronize immediately.

• Change Rate. If the attribute is likely to change 
repeatedly during an operation, you may want to 
wait.

• Criticality of Correctness. If the program acting on 
the data is affected by the data being out of date, 
you should go ahead and synchronize immediately. 
However, if up-to-date data is VITAL to the 
program, you may want to go a step further by 
setting the CONFIDENCE level on the context 
handle to HIGH. 

This will cause the program to always use the master 
replica for both read and write. Of course you lose 
redundancy when you do this, but you are assured of 
data correctness and you still have replication of the 
data in case of catastrophe.

Thanks to the Novell Systems Engineering newsgroup, 
Novell Technical Support, and Novell NDS Engineer-
ing for contributing to this column.
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Novell Sponsors NetWare 6 PlugFest
Novell today announced strategic development part-
ners and leading solution vendors Computer Associ-
ates, CaminoSoft, Legato, St. Bernard, Symantec and 
Veritas had just completed an intensive five-day work-
shop designed to promote and ensure standards-based 
interoperability with Novell’s NetWare 6.

The workshop, dubbed “PlugFest,” was hosted by 
Novell July 16-20 at its Provo, Utah, campus and was 
the second in a series of NetWare 6 pre-release testing 
events for Novell’s strategic development partners.

This invitation-only PlugFest was hosted specifically 
for key Novell partners that supply backup, anti-virus, 
hierarchical storage management (HSM) and open file 
management solutions for NetWare. PlugFest events 
provide convenient pre-configured test combinations 
and advanced interoperability and compatibility test-
ing, allow participating vendors to ensure their prod-
ucts will work with NetWare 6 and in combination 
with other vendor solutions.

PlugFest provided vendors with pre-release application 
testing and debugging support on NetWare 6, as well 
as access to Novell engineers to help solve configura-
tion issues. PlugFest also provided an early opportu-
nity for partners to begin testing to receive Novell’s 
“Yes, Tested and Approved” product compatibility 
certification. Vendors had the opportunity to meet 
other solution providers face to face to resolve compat-
ibility issues and learn how their newest products will 
interact in the marketplace.

Novell’s eDirectory Tops 163 Million Seats 
Worldwide
Novell recently announced new market adoption num-
bers for its award-winning directory software, NDS 
eDirectory. With more than 163 million seats, eDirec-
tory is the industry’s most deployed directory service. 
Today customers like Toyota, City of the Hague, City 
of Toronto, American Airlines, Allina Health System, 
Children’s Hospital Oakland, Digital Island and Nissan 
are using eDirectory to simplify and secure their net-
works.

In an effort to remain competitive in eBusiness, enter-
prises are leveraging the Net to improve business pro-
cesses, reduce operating costs and enhance services. 
Directories are increasingly becoming critical security 
infrastructure for their ability to centrally manage user 
identities, network resources and information. The 
directory plays the central role in extending the enter-
prise network to employees, customers and partners 
around the globe by giving businesses the ability to 
control and monitor who has access to what informa-
tion — wherever it resides on the network. 

NDS eDirectory is the industry’s #1 directory service 
that provides centralized management of user identities 
and network resources and information. As the only 
directory service to work on all leading operating sys-
tems, including NetWare, Windows NT/2000, Solaris, 
Linux, Tru64 UNIX and soon IBM AIX, eDirectory is 
the most open, robust and secure platform to develop 
eBusiness applications. 

Unlike competing products on the market today, eDi-
rectory works with customers’ existing hardware and 
software, eliminating the need for businesses to go 
through the costly and time-consuming task of making 
hardware infrastructure changes. eDirectory was 
recently awarded Network Magazine’s Product of the 
Year Award for best directory service and is the only 
directory to receive SunTone Program Certification 
from Sun Microsystems, demonstrating superior levels 
of reliability and quality of service on the Solaris Oper-
ating Environment.

Novell Portal Services 1.0 Service Pack 1 
Now Available
Service Pack 1 for Novell Portal Services 1.0 — eBusi-
ness software that personalizes, secures and focuses a 
user’s business and key relationships - is now avail-
able. Novell Portal Services removes the barriers 
between intranets, extranets, the Internet, and wired 
and wireless networks while presenting users a single, 
unified view to the Net.

Novell Portal Services boosts employee productivity 
and enhances relationships with customers and part-
ners by providing personalized, single-view access to 
files, collaboration tools, information and applications 
from all over the Net. 

With Novell Portal Services, users login with one-step 
authentication to gain browser-based access anytime, 

Customers like Toyota,
City of the Hague, City
of Toronto, American
Airlines, Allina Health
System, Children’s Hos-
pital Oakland, Digital
Island and Nissan are
using eDirectory to sim-
plify and secure their
networks.
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anywhere to applications and information based on 
their business context (roles, identity, location, work-
groups, business hierarchy and any other identifying 
information that exists on the Net). Ultimately, Novell 
Portal Services raises productivity for a mobile work-
force.

Features Service Pack 1 adds to Novell Portal Services 
1.0 include:

• support for internationalization

• ease-of-use enhancements to administrative 
functions

• three- to four-fold performance increases in 
scalability, speed and user capacity

Novell Portal Services is built on industry standards 
like Java, XML, HTML and LDAP, and it runs on 
eBusiness platforms such as Linux, NetWare, Solaris 
and Windows NT/2000. Novell Portal Services 1.0 
Service Pack 1 is available for free download at 
http://www.novell.com/download. For additional prod-
uct information, go to the http://www.novell.com/
products/portal URL.

Novell Releases Consolidated Support 
Pack 6
Novell recently announced the availability of its Con-
solidated Support Pack 6, a collection of patches, fixes 
and language updates for key Novell products that 
have been tested and released simultaneously. The 
Consolidated Support Pack makes it easier to keep 
software up to date, providing added safety by ensur-
ing all patches and fixes work together seamlessly.

Consolidated Support Pack 6 includes the following 
updates:

• NetWare 5.1 Support Pack 3 (all languages)

• Novell Cluster Services 1.0 Support Pack 2 (all 
languages)

• NetWare NFS 3.0 Support Pack 2

• GroupWise 5.5 Enhancement Pack Support Pack 2 
(English) and Support Pack 2 (Multilingual version)

Included but not updated in Consolidated Support Pack 
6 are the following:

• NetWare 5.0 Support Pack 6a

• NetWare 4.x Support Pack 9

• BorderManager 3.5 Support Pack 2

• ManageWise 2.7 Support Pack 1

• GroupWise 5.5 Support Pack 4

Consolidated Support Packs are available on CD for 
$39 from http://support.novell.com/csp/orderinfo.html. 
Released approximately every six months, these CDs 
provide a convenient and flexible way to receive the 
latest software updates. 

To receive the Consolidated Support Pack regularly, 
subscribe to the Novell Support Connection CD at 
http://support.novell.com/additional/nsc-cd.html. 
Individual support packs continue to be available free 
via Web download on the Novell Support Connection 
Web site at http://support.novell.com.

Novell Launches NetDevice Family of 
Software Server Appliances 
Novell recently announced availability of the Novell 
NetDevice NAS, the first appliance in the Novell Net-
Device family of specialized server appliances. These 
Novell soft appliances, which are shipped as software 
only and offer customers flexibility to use their choice 
of new or existing compatible hardware, are designed 
to provide customers the power and functionality they 
need without paying for features they don’t need.

The Novell NetDevice NAS is a network attached stor-
age (NAS) appliance that delivers the entire Novell 
portfolio of robust file system technologies, with 
unparalleled security, manageability and reliability 
features. As appliances, Novell’s NetDevice servers 
can be plugged into any network, regardless of plat-
form, to help companies solve pressing eBusiness chal-
lenges today, without expensive and complex system 
upgrades. 

Storage is a massive challenge for today’s eBusinesses. 
With corporate data storage requirements doubling 
every 9 to 12 months and the cost of managing new 
storage at three to five times the price of the storage 
itself, IT managers are seeking more effective ways for 
storage provisioning and management.

Built on proven Novell NetWare technology, the Nov-
ell NetDevice NAS is designed to help companies 
store, find and retrieve data when and where end users 
need it, regardless of the platform the company is run-
ning. With Novell’s proven ease-of-management fea-
tures, this new appliance is particularly compelling for 
the branch office, workgroup and department markets, 
where IT resources are at a premium. In fact, the Nov-
ell NetDevice NAS is an ideal solution for additional 
storage in these markets. 

Novell NetDevice NAS serves a need that currently is 
going largely unmet. Novell NetDevice NAS is the 
only NAS appliance on the market that supports not 
only the Novell NDS eDirectory environment, but also 
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Windows, UNIX, Linux and Web-based clients. All 
have native access to the Novell NetDevice NAS, and 
all users—regardless of the client platform—can be 
centrally managed across Novell NetDevice NAS 
appliances through the power of eDirectory, making it 
as easy to manage an entire fleet of NAS appliances as 
it is to manage a few. 

By providing scalable storage to any network client, 
wired or wireless, and delivering centralized control of 
enterprise storage, the Novell NetDevice NAS reduces 
storage management costs. In addition, it creates 
opportunities to enhance collaboration and integrate 
enterprise systems, creating a unified network, one 
Net. 

The Novell NetDevice NAS is the industry’s first soft 
storage appliance, allowing customers to deploy the 
appliance throughout their entire organization on the 
hardware of their choice. This lets organizations oper-
ate within existing purchasing policies, leverage con-
tracts with established hardware suppliers, reduce staff 
training, and even redeploy existing hardware as high 
performing NAS appliances. 

The automatic imaging process of the Novell NetDe-
vice appliance allows administrators to fully deploy a 
system and grant access to thousands of users in about 
20 minutes, as simply booting from the Novell NetDe-
vice NAS compact disc automatically images and con-
figures the system. 

Novell will work with key hardware partners such as 
Compaq, Dell, IBM, HP and other vendors to certify 
popular systems to run the Novell NetDevice NAS. To 
see up-to-date information on certified systems for the 
Novell NetDevice NAS, go to the http://developer.nov-
ell.com/nss URL and search for Novell NetDevice 
NAS-certified hardware. 

The Novell NetDevice NAS storage appliance will be 
available the end of August through Novell authorized 
resellers and solution providers for http://shop.nov-
ell.com starting at $1,799. For more information, visit 
http://www.novell.com/products/netdevice. 

Novell and Computer Associates Simplify 
Network Management for eBusiness 
Novell and Computer Associates International, Inc. 
(CA) have announced the integration of Novel ZEN-
works, Novell’s industry-leading policy-enabled net-
work management software, into Unicenter, CA’s 
industry-leading enterprise management solution. The 
integrated solution will offer customers a unified man-
agement console from which they can optimize the 
management of their heterogeneous networks while 

securely maintaining the high availability and perfor-
mance required by their eCommerce applications and 
systems. 

The integration of ZENworks and Unicenter is planned 
to be made available in the third quarter of this year. It 
will be free to ZENworks and Unicenter customers. 

Unicenter, the Intelligent eBusiness Management 
Solution, is a component of the “Super-structure” 
required for successful eBusiness implementations. 
Unicenter provides the single point of control for 
administering virtually every hardware, software and 
non-IT critical resource regardless of vendor. CA’s 
end-to-end management capabilities optimize system 
availability, improve overall performance, and even 
predict when system outages may occur. For more 
information about Unicenter, please visit 
http://ca.com/unicenter. 

Code Red Worm Creates Security 
Concerns
With the advent of the new breed of computer viruses, 
the ones that propagate via the Internet, system admin-
istrators and security experts are blaming each other 
for the most recent worm to cause chaos, Code Red 
worm. The following is available from Symantec’s 
web site, http://www.symantec.com.

Machines that were infected by CodeRed have stopped 
propagating this worm as of July 28, 2001, due to its 
logic to go into infinite sleep mode. Although there 
was much speculation on whether or not this worm 
would wake up again on Aug 1, 2001, Symantec Anti-
Virus Research Center’s analysis of the CodeRed 
worm indicates a reinfection will not re-awaken 
machines that were already infected.

If the worm is once again injected into the Internet, the 
worm can only affect machines that have not been pre-
viously infected and still have the vulnerability on the 
Web server. SARC advises users of IIS4.0 and 5.0 to 
apply the Microsoft patch before Aug 1. SARC will 
continue to monitor for CodeRed activities on the 
Internet and will be posting updates to this page when 
available.

The CodeRed Worm affects Microsoft Index Server 
2.0 and the Windows 2000 Indexing service on com-
puters running Microsoft Windows NT 4.0 and Win-
dows 2000 that run IIS 4.0 and 5.0 Web servers. The 
worm uses a known buffer overflow vulnerability con-
tained in the file Idq.dll. Information about this vulner-
ability and a Microsoft patch is located at:

The automatic imaging
process of the Novell
NetDevice appliance
allows administrators to
fully deploy a system and
grant access to thou-
sands of users in about
20 minutes, as simply
booting from the Novell
NetDevice NAS compact
disc automatically
images and configures
the system. 
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http://www.microsoft.com/technet/security/bulle-
tin/MS01-033.asp

System administrators are encouraged to apply the 
Microsoft patch to prevent infection from this worm 
and other unauthorized access.

In a nutshell, only Windows NT servers and Windows 
2000 servers can be affected by the worm. If you are 
using Windows 9.x, ME or CE, you will not be 
affected.

Infinite Power For Your PDA
How many times have you been in that situation where 
the battery in your PDA has failed and you were unable 
to get to the data you needed? A device called Elec-
tronic Fuel provides for an easy way to recharge your 
PDA. 

The device is quite reasonably priced at $9.95 for the 
zinc-ion battery and $19.95 for the battery, case and 
cable. Once a special seal is broken on the battery, the 
battery is exposed to oxygen, allowing the battery to be 
used to recharge your PDA within 2 hours. The battery 
can be resealed and used up to two more time in three 
months. Without breaking the seal, the battery will last 
three months. The battery is compatible with HP, 
Casio, Palm and Handspring PDAs. For more informa-
tion contact: www.electricfuel.com.

Sun Releases XML Validating Tool 
Sun Microsystems recently released  Multi-Schema 
XML Validator, a Java tool for validating XML docu-
ments. This can be done against a variety of XML 
schema languages. The tool supports RELAX NG, 
RELAX Namespace, RELAX Core, TREX, XML 
DTDs, and a subset of XML Schema Part 1.

The utility can either be used as a standalone command 
line program, or as a library to enrich programs with 
XML validation capabilities. Source code and detailed 
documentation are included in the download.

See http://www.sun.com/software/xml/developers/mul-
tischema/ for more information.

Bundling Novell eDirectory: 
Wisest Decision You’ll Make 
This Decade

Yvonne Peterson
World Wide Developer Support

Integrating LDAP (Lightweight Directory Access Pro-
tocol) for your application customers? Don’t fight 
enterprise customer demand, bundle it! Include the 
industry’s premier LDAP directory along with your 
solution and save each customer up to US $500,000 in 
up-front costs related to licensing Novell eDirectory to 
power it.

The new Novell eDirectory Redistribution Kit makes it 
easy to include a free 250,000 user version of the 
world’s leading LDAP directory with every copy of 
your shipping software or hardware solution. All you 
need to do in return is recommend eDirectory to your 
potential customers and report your sales activity of 
bundled product to Novell. For more information, see 
http://developer.novell.com/eDirectory.

Enterprise customers are aggressively implementing 
LDAP directories and solutions that integrate with 
them. In fact, new customers may already be interested 
in your current LDAP-compatible solutions. But 
enhancing your current application’s performance, 
security, manageability and reliability with a full-ser-
vice LDAP directory could prove to be a deciding sales 
factor.

Thanks to its unparalleled scalability and reliability, 
eDirectory’s role as your application’s information 
repository can be as large (and as important) as your 
customer wants to make it. In addition, Novell handles 
all the directory-related support while you focus on 
your solution’s performance and logic. The intended 
result? Making a FREE 250,000 user version of eDi-
rectory—the hands-down best LDAP directory ser-
vice—available to customers along with your product 
will prove to be very smart product marketing indeed:

• Offer a bundled solution that lets you engage 
potential network customers regardless of current 
directory implementations or server platforms.

• Save each customer up to US $500,000 in up-front 
costs related to licensing eDirectory.

How many times have
you been in that situa-
tion where the battery in
your PDA has failed
and you were unable to
get to the data you
needed?
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• Close sales the competition can’t with a proven, 
cost-attractive approach.

• Deploy solutions faster, get paid quicker: your 
customer can rely on eDirectory from day one.

• Leverage joint press coverage with Novell Press 
Relations

• List your product in the Novell Solutions Search

If you are interested in increasing software or hardware 
product sales by offering a turnkey directory solution 
as part of the package, you really should look no fur-
ther than eDirectory! Visit http://developer.nov-
ell.com/eDirectory to get started. We’ve made it easy 
to complete an Novell eDirectory Redistribution 
Agreement and obtain the Redistribution Kit, which 
provides all the resources and information you need to 
offer Novell eDirectory FREE as an integral part of 
your product.

NetWare 6
Order your copy of NetWare 6 beta 3 from the Net-
Ware 6 product page. If you receive the Novell Soft-
ware Evaluation Library (SEL) as part of your 
DeveloperNet subscription, you will receive NetWare 
6 beta 3 as part of your next Novell SEL 18 delivery. 
Visit the NetWare 6 Development page for the most 
up-to-date information on NetWare 6 development.

LDAPzone
As part of Novell’s commitment to directory technol-
ogy, we have sponsored the successful LDAPzone.com 
website. Here, developers can come to a vendor-neu-
tral community and experience “all things LDAP.” 
This community atmosphere of developer-help-
ing-developer increases the awareness of Novell’s 
directory technology, bringing more people to NDS 
eDirectory.

Novell, Inc. hosted the latest LDAP PlugFest at their 
San Jose Silicon Valley Conference Center, which 
took place on July 11-13, 2001. For LDAP certification 
details see http://www.wwldap.org/. For more informa-
tion on the Open Group see http://www.open-
group.org/.

Developer Seminar Tour
Need to learn more about using today’s stan-
dards-based application programming interfaces 
(LDAP, XML, JDBC, Scripting (Perl, Python, PHP), 
ASP, JSP, Beans, and the Novell DSAPI) on your tar-
get platforms? More than ever, Novell can help you get 
a grip on IT, however you develop and deploy IT. 

Join with your industry peers and expert Novell devel-
opment engineers at a FREE seminar to be held this 
fall in a city near you.

Answers to Your Developer 
Questions

Q. Using Novell Beans, I'm trying to get/set some 
NDS attributes, from some users, with a servlet. Do I 
need to authenticate using NWDir( )? Or is the 
following the correct way to use NWDir Bean?

NWDir dirBean = new NWDir();
NWEntry entry = null;
dirBean.set 

FullName("NDS:\\\\MYTREE\\MYCON
TEXT\\someuser");

entry = dirBean.getEntry();

I am running the servlet on a NetWare v5.1 server, but 
the servlet is unable to get the desired attributes. I am 
not given any errors/exceptions, it appears that the 
attribute just doesn't exist, but I know it exists!.

So, I’m thinking that the servlet must authenticate to 
the server/tree or I need to give rights to my Server 
object. Please, can anybody clarify this?

A. If the object/attribute has no pubic read rights, it 
will return null even though attribute exists.

You have to authenticate with appropriate rights to 
read values of all attributes of an NDS object. By 
default, all you can get without authentication is public 
objects and attributes.

Q. Is there a complete listing of the names all NDS 
user attributes?  I looked in all the documentation 
available to me and couldn’t find any information. To 
set a user’s e-mail address at creation time, for 
example, I finally found in an unrelated TID, that the 
attribute’s name is Internet EMail Address, however 
NDS Manager for Win32 shows it as E-Mail Address, 
which, of course does not work. Now what do I do?

A. The Users attributes list can be obtained by 
retrieving the FieldDescriptions of Layout  from 
NWDir Bean Component. This information can also be 
obtained at: http://developer.novell.com/ndk/doc/
ndslib /index.html?schm_enu/data/hotadinr.html

As part of Novell’s com-
mitment to directory
technology, we have
sponsored the successful
LDAPzone.com website.
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Q. Is it possible to change a GroupWise user’s 
password using a GroupWise API? Additionally, can 
the API be intercepted to allow password quality to be 
checked before it’s changed?

A. You can “clear” and “set” a GroupWise user’s 
password by using the GroupWise Administrative 
Object API—assuming you have administrative rights.  
However, when GroupWise engineers wrote the API, 
they did not want to provide a method to “get” the 
password.

A new “Object” API method will also soon be avail-
able which will allow any user to change their own 
password.  It currently does not exist in the shipping 
GroupWise Object API. GroupWise Engineering has 
recently added an API that allows a user to change his 
own password.The API requires both the old and the 
new password. It will be included in SP1 for GW 6.0.  
My understanding is that SP1 will be released in Sep-
tember or October.  Also, please note that this is being 
added to the Object API - not the admin API - and it 
requires knowledge of the old password.

Q. I am writing an LDAP client that connects to a 
NW5.1 server. My client is supposed to run on 
Windows NT4.0. I would like to connect to the server 
using SSL. All the information that I have found 
mentioned the ldapssl_client_init function, declared in 
ldap_ssl.h. My problem is that I don’t know where to 
find this file.

I need this file in order to compile and execute my cli-
ent on the Windows NT4.0, using SSL, but it seems like 
this file does not exist. Any ideas how can I use the  
ldapssl_client_init?

A. Make sure you are using the Novell LDAP SDK 
for .c. If you go to http://developer.novell.com/ 
ndk/cldap.htm and use the Software Download link, 
when you run the cldap sdk install, it should put this 
file into \\novell\ndk\cldapsdk\inc.

Q. I am using the SDK for Novell Certificate Server. 
Does NWPKICreateUserCertificate support general 
purpose extensions to the certificate? According to the 
document, it supports only four types of extensions: 
keyusage, novell attributes, altnames and basic- 
constraints. It says ASN1 extensions has not been 
implemented. I would like to know if this information is 
up to date.

A. The documentation is correct. Novell doesn’t 
currently support the capability to add any other 
extensions to the user certificate. However, Novell has 
designed the API to allow the adding of that capability 
in the future. If this is something you need now, e-mail 
developer@novell.com with your request.

Q. I’m interested in developing a ConsoleOne 
snap-in. To do this, I understand that I need a Java 
development package of some sort. I've already got MS 
Visual Studio Enterprise, which includes MS J++, and 
I've heard that MS J++ is not exactly the best Java 
development tool to use.

I already use Borland Delphi & Kylix for Object Pas-
cal development and Borland C++ Builder for GUI 
C/C++ app development [and Visual C/C++ for most 
Win32 DLL's].

Would one of the J Builder levels be appropriate for 
ConsoleOne snap-in development? If so, which level of 
J Builder is necessary?  Will the personal edition work 
or is it better to get the professional edition?

A. Symantec’s Visual Café will work quite well if 
you have a good solid MAKE file to create the snap-in. 
Other environments that work well include JBuilder 4 
personal edition and Jython, the Java/Python utility 
available at www.jython.org. Lastly, if you are a 
diehard, use the MAKE utility, editing with the great 
FREE IDE “jcreator” (with java syntax highlighting) 
on windows, and compiling/building on the unix 
platform. Seems a bit strange, but have you ever 
written a batch file to compile approximately 300 java 
files into a single application? I’ve got a unix heart, 
and I can’t go past a good old-fashioned Makefile.

Q. I have a NetBasic serial number, but the installer 
no longer asks for it and I forget the file that needs it. I 
know certain functions need a serial number to work 
correctly—where do I put it?

A. You should put it into:

SYS:SYSTEM\NBSYS.INI

on your NetWare server. The same file should be in the 
WINDOWS or WINNT directory on your workstation.
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The Dot-Com Crash Has 
Slowed . . . What Now?

Gamal B. Herbon
Editor-in-Chief, Novell Appnotes

In the past few months we’ve seen a marked slowdown 
in the crash of dot-com companies. The market has 
finally cleaned out those companies that were experi-
encing extremely high burn rates with little or no reve-
nue. While this is probably not the end of the crash, it 
does indicate that things are stabilizing somewhat. 

As the initial growth pains are dying down, I believe 
that the next phase of the “Internet economy” is about 
to begin. People are taking a second, more serious look 
at how eCommerce can be successful. Although I’m no 
expert, I think it will take a different direction than we 
previously thought. Whether or not it will make any of 
us rich remains to be seen. But let’s consider a few 
things to get the creative juices flowing.

Age-Old Truths
A time-honored “truth” holds that to be successful in 
business, you must bring in more money than you 
spend. Many of the early dot-coms thought they could 
provide goods and services to customers for less than it 
actually cost to do so, hoping to make their money in 
volume. Simple mathematics will tell you that this 
model is unsustainable over the long run. If you try to 
provide a service or product for less than it costs you, 
you’re not going to be profitable!

Despite the flaws in the online business model, there 
were some bright spots of success. Consumers were 
attracted to the lower prices and convenience of online 
shopping. It worked especially well in cases where the 
service could be planned for in advance and the deliv-
ery wasn’t time-critical, such as purchasing airline 
tickets and making other travel arrangements.

Another problem with online shopping was delivery 
time. Some Web businesses were promising to deliver 
whatever the customers wanted right to their doorstep 
within an few hours, and at a lower price! It didn’t take 

long for consumers to figure out that the lower prices 
were no bargain when shipping and handling costs 
were added. So what if you saved $5 on a DVD when 
you had to pay $4.99 in shipping and handling charges 
and wait 2 or 3 days for delivery? Besides, most people 
were comfortable with the existing model where, if 
they had the urge to see a movie, they simply drove to 
the nearest video store and got what they wanted— 
instant gratification and no shipping charges. Yes, they 
did have to pay for the gasoline in their car, but that 
doesn’t even come close to $5!

Doing Business on the Internet
As the next wave of online services takes shape, brick- 
and-mortar businesses will still be around. In fact, I 
think they might even be the first ones to figure out 
how to make the most money on the Internet.

Here’s one possible scenario. Suppose you could sub-
mit your grocery list to your favorite store once a 
week. You could specify exactly what brands you want 
and the quantities, and even comparison shop at the 
store’s online site. You’d pay via credit card and set up 
a convenient time for you to go pick up your groceries. 
For many people, it would be worth it to spend a few 
extra dollars for this service in order to save an hour or 
two of their time in obtaining what they would have to 
go out and buy anyway. In this scenario, everyone 
wins: you get the merchandise you need from your 
local store, which can remain profitable by charging a 
little extra to cover the costs of providing the service.

Building on that scenario, wouldn’t it be great if you 
could do all your shopping online at one mega-store, 
specify a pick-up time, and then drive up to a covered 
portico on the way home from work and get your gro-
ceries, videos for you, video games for the kids, your 
mother’s prescription, a book for your significant 
other, and a birthday gift for your father, all wrapped 
and with a personalized greeting card attached? Think 
of the benefits of such a service: it could save you 
valuable time, reduce some of the stress in your life, 
and help local merchants stay in business while keep-
ing the sales taxes in your town!

Until the Next Dot-Com Boom
I believe that online business scenarios such as these 
are feasible and would provide what consumers need. 
Give it some thought as we wait for the next dot-com 
boom—the one that is going to succeed. Who knows? 
You may find the secret to long-term profitability on 
the Internet. Until then, I’ll just keep rambling . . . .

A time-honored “truth”
holds that to be success-
ful in business, you must
bring in more money
than you spend. 
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The Top 20 Reasons Why Dogs 
Can’t Use Computers

20. Can’t stick their heads out of Windows 95. 

19. Fetch command not available on all platforms. 

18. Hard to read the monitor with your head cocked to 
one side. 

17. Too difficult to mark every Web site they visit. 

16. Can’t help attacking the screen when they hear, 
“You’ve got mail.”

15. Fire hydrant icon is simply frustrating. 

14. Involuntary tail wagging is dead giveaway they’re 
browsing www.pethouse.com instead of working. 

13. Keep bruising noses trying to catch that MPEG 
frisbee. 

12. Not at all fooled by Chuckwagon screen saver. 

11. Still trying to come up with an emoticon that 
signifies tail-wagging. 

10. Oh, but they will ... with the introduction of the 
Microsoft Opposable Thumb.

9.  Three words: Carpal Paw Syndrome.

8.  ‘Cause dogs ain’t GEEKS! Now, cats, on the other 
hand ... 

7.  Barking in next cube keeps activating your voice 
recognition software.

6. SmellU-SmellMe still in beta test. 

5. SIT and STAY were hard enough; GREP and AWK 
are out of the question! 

4. Saliva-coated mouse gets mighty difficult to 
maneuver. 

3. Annoyed by lack of newsgroup alt.pictures.
master’s.leg. 

2. Butt-sniffing more direct and less deceiving than 
online chat rooms. 

And the Number 1 reason why dogs can’t use 
computers ... 

1. TrO{gO DsA[M,bN HyAqR4tDc TgrOo TgYPmE 
WeIjTyH P;AzWqS,. * 

( * 1. Too Damn Hard To Type With Paws. ) 

Disclaimer: Lightweight Access brings you humor-
ous observations and refreshing diversions to give 
you a break from the daily grind. Any opinions 
expressed here do not reflect Novell’s official 
position on anything.

Ever wondered why our 
canine friends haven’t 
caught the computer 
bug? Here are 20 really 
good reasons . . . 
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NetWare Security: Closing the Doors to Hackers
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WebSphere Components
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Novell Year 2000 Testing

Nov 99 464-000057-011 Configuring Your Client Application for LDAP Secure Binds
ASN.1, OIDs, and NDS—The Common Fit
Features of the Novell Kernel Services Programming Environment for NLMs: 
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Novell SSL for Java
SecretStore Single Sign-on
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Education Update
Novell’s Education Department offers a wide variety of courses, covering a variety of Novell Tech-
nology subjects. Regardless of whether you want to get your CNE, MCNE, CNI or CNA. Novell’s 
Education Courses are either instructor led, hands-on training or online training. The following lists 
some of the available instructor led courses. Visit http://www.novell.com/education/courses/ for 
more information or to register for a course.

DirXML
DirXML Bootcamp: The objective of this very intense 4-day (8am-6pm) accelerated session is to 
provide hands-on knowledge about DirXML. DirXML is Novell’s Net Services Solution to enable 
the collaboration and information exchange between disparate directories and databases in an enter-
prise environment.

Course 992: Directory and Database Integration Using DirXML: This 5-day course is based on 
Novell’s DirXML technology. Learn about the DirXML architecture, how it works, and how to 
import several application drivers, including Netscape/LDAP, Exchange, PeopleSoft, eDirectory to 
eDirectory, and NT Domain. Also covers implementation strategies, ways to customized the product 
to fit company’s needs, and deployment strategies.

GroupWise
Course 370: GroupWise 6 Administration: Become an effective and competent GroupWise 6.0 
administrator. Learning how GroupWise 6.0 can easily address your business messaging and collab-
oration needs is the focus of this 5-day course. A realistic scenario will serve as the context for learn-
ing how GroupWise 6.0 is implemented in businesses today. Additional information will be 
available shortly. The Self-Study Kit for this course will be releasing mid-September 2001.

Course 354: GroupWise Net Access and Connectivity (3 days): Teaches the various ways to connect 
GroupWise Internet/Intranet Access and users to other users both within an organization and via the 
Internet. 

eDirectory
Course 556: Integrating Novell eDirectory and Active Directory (3 days): Learn the fundamentals 
of Windows 2000 networking and how to integrate Active Directory with an eDirectory network. 
This course is ideally suited for CNE and CDE candidates who need the knowledge and skills to 
integrate Windows 2000 Professional, Windows 2000 Advanced Servers and Microsoft Active 
Directory with an eDirectory network.

Course 555 v 2.0: Integrating Novell eDirectory and Windows NT: Learn how to integrate Windows 
NT with a NetWare network. In addition, learn the fundamentals of Windows NT networking. The 
course is ideally suited for the Certified Directory Engineer (CDE) candidate who will need to inte-
grate Windows NT Workstations, Windows NT Servers and Windows NT Domain with a Novell 
eDirectory network.

Advanced eDirectory (Advanced Technical Training): The training is divided into three general top-
ics; Theory, Troubleshooting, and Solutions. The Advanced Technical Training on eDirectory is 
designed to provide participants with performance and troubleshooting for multi-platform e-Direc-
tory environments.

Course 575 v3: Novell eDirectory Design and Implementation (3 days): During this course, learn to 
design and implement Novell eDirectory trees and related components in any type of organization to 
achieve various types of organizational goals. Tree merges and changes will also be part of this 
instruction. 
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NetWare
NetWare 6 First Class (2 days): Coming in September! Be one of the first to receive training on the 
latest version of NetWare. Visit www.novell.com/registernow for a course summary and registration 
information.

Updating to NetWare 6 (Official Course Name and Number are TBD): Beginning in late fall 2001, 
Novell Authorized Education Centers will be offering a course that will assist users of NetWare 4.x 
and NetWare 5.x migrate to NetWare 6. This course focuses on the new features unique to NetWare 
6 and is designed to provide students with comprehensive experience and education on the value 
propositions of NetWare 6. 

ZENWorks
ZENworks for Desktops v 3.2 with iFolder and On Demand Advanced Technical Training (4 days): 
Learn how to install, configure, and troubleshoot workstations using ZENworks for Desktops 3 
Imaging and Automatic Workstation Import (AWI). This class will provide you with a real world, 
hands-on experience of the product.

ZENworks for Desktops v3-Advanced Technical Training (3 days): This class is designed to give 
you all of the in-depth, technical knowledge about ZENworks for Desktops 3 that is necessary to 
install, configure, optimized, and troubleshoot the product. Topics covered include: Imaging Ser-
vices, Application management, Inventory and Reporting, Desktop Management and Remote Man-
agement.

Course 781: Desktop Management with ZENworks for Desktops 3 (5 days): This course provides 
you with the concepts and skills necessary to implement ZENworks for Desktop s3 with a focus on 
the application management features of this product. Learners also receive hands on experience 
leveraging NDS to use the application management components (i.e., Application Launcher, Snap-
shot, Microsoft Installer, and Directory Enabled Disk Imaging). You will also be provided with the 
concepts and skills necessary to implement the policy management features of ZENworks for Desk-
tops 3. Also available as a self-study kit.

ZENworks for Servers Advanced Technical Training (1 day): This class covers an in-depth look at 
the Tiered Electronic Distribution (TED) and Server Policy components of ZENworks for Servers. 
Solutions for integrating ZENworks for Desktops and ZENworks for Servers, deploying NetWare 
service packs using server packages and replicating file data throughout the enterprise is covered. 

DeveloperNet University Update
DeveloperNet University is your training and education source for sharpening your skills and accel-
erating your development of Novell solutions. DeveloperNet University offers online access to 
in-depth training on the latest Novell technologies along with popular legacy Novell technologies. 
The following are the current courses offered:

Custom DirXML Driver Development Course: This course will help you learn how to build cus-
tom DirXML drivers. You will be instructed on how to create a driver, integrating it with a test 
application and eDirectory. To investigate this course, go to: http://www.developer.novell.com/
servlet/devnet/education/tutorials/dirxml2/01.htm

ActiveX Course: This course takes you through the process of programming an application which 
accesses Novell’s NDS directory services with Novell’s Directory ActiveX control. The purpose of 
this application is to allow users to look up information about members of a community, similar to 
the white-pages in a telephone book. The application developed in this course allows users to 
browse a company, viewing such employee data as pictures, phone numbers, titles, and so on, 
obtained from Novell’s directory service, eDirectory. To investigate this course, go to: 
http://www.developer.novell.com/servlet/devnet/education/tutorials/vbactivex/index.htm

C – based LDAP Course: This course takes you through the process of programming an applica-
tion which accesses Novell’s eDirectory services with C-based LDAP. The purpose of this applica-
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tion is to allow users to look up information about members of a community, similar to the 
white-pages in a telephone book. The application developed in this course allows users to browse a 
company, viewing such employee data as pictures, phone numbers, titles, and so on, obtained from 
Novell’s directory service, eDirectory. To investigate this course, go to: http://www.developer.
novell.com/servlet/devnet/education/tutorials/whitepages/index.htm

Programming NDS with NetWare Loadable Modules (NLM): This course teaches you how to 
program to the NetWare NLM interface. Starting with a basic hello world NLM followed by more 
complex NLMs which provide Internet and NDS access. To investigate this course, go to: 
http://www.developer.novell.com/servlet/devnet/education/tutorials/nlm_nds/index.html

Programming NDS with C NetWare Directory Access Protocol: This course takes you through 
the process of programming an application which accesses Novell's eDirectory services using 
Novell’s traditional client APIs. The purpose of this application is to allow users to look up informa-
tion about members of a community, similar to the white-pages in a telephone book. The application 
developed in this course allows users to browse a company, viewing such employee data as pictures, 
phone numbers, titles, and so on, obtained from Novell’s directory service, eDirectory. To investi-
gate this course, go to: http://www.developer.novell.com/servlet/devnet/education/tutorials/
whitepages_ndap/index.htm

Programming NDS with JNDI (Java Naming Directory Interface): This course takes you 
through the process of programming an application which accesses Novell’s eDirectory services 
using JNDI. The purpose of this application is to allow users to look up information about members 
of a community, similar to the white-pages in a telephone book. The application developed in this 
course allows users to browse a company, viewing such employee data as pictures, phone numbers, 
titles, and so on, obtained from Novell’s directory service, eDirectory. To investigate this course, go 
to: http://www.developer.novell.com/servlet/devnet/education/tutorials/whitepages_jndi/index.htm

Programming NDS with Novell Java Beans: This course takes you through the process of pro-
gramming a “White Pages” application which accesses Novell’s NDS directory services using 
Novell’s directory Java beans. The purpose of this application is to allow users to look up informa-
tion about members of a community, similar to the white-pages in a telephone book. The application 
developed in this course allows users to browse a company, viewing such employee data as pictures, 
phone numbers, titles, and so on, obtained from Novell’s directory service, eDirectory. To investi-
gate this course, go to: http://www.developer.novell.com/servlet/devnet/education/tutorials/
whitepages_bns/index.htm

SSL Security Course: This course takes you through the process of programming a simple client 
and server application that uses SSL as the communication medium. The purpose of SSL is to pro-
vide a secure way of sending data from a client application to a server application. An example 
would be ordering an item over the Internet. When you send your credit card number to an Internet 
merchant you do so using SSL over a secure, encrypted channel. The client and server applications 
developed in this course provide an example of developing a simple yet comprehensive SSL pro-
gram. To investigate this course, go to: http://www.developer.novell.com/servlet/devnet/education/
tutorials/ssl/index.htm

Developing eBusiness Web Applications Using the Novell Web Application Development Envi-
ronment: This course is broken into modules that describe each component of the Novell Web 
Application Development environment. Each module contains hands-on exercises to assist you in 
learning how to develop web applications. Subjects covered include Novell Enterprise Web Server, 
Novell Script for NetWare, Perl Script for NetWare, Nombas Script for NetWare, Novell Servlet 
Gateway, Java Server Pages and WebSphere Application Server for NetWare. To investigate this 
course, go to: http://www.developer.novell.com/servlet/devnet/education/tutorials/ebusiness/
index.htm

In addition to the on-line courses, DeveloperNet University also provides Coding Projects (Tasks), 
Code Samples, Developer Library, Third-Party Resources, and a schedule for the Developer Semi-
nar Tour. For more information on any of these topics, visit: http://www.developer.novell.com/
servlet/devnet/education/index.html
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Novell Employees Invited to Walk for Juvenile Diabetes Research

Stewart Nelson, first Corporate Recruitment Chairman of the Utah Valley Area Juvenile 
Diabetes Research Foundation Walk to Cure Diabetes, has issued an invitation to all Utah 
employees and their families to join him in the walk on Saturday, September 29, at Rock 
Canyon Park in Provo. 

Novell has taken the lead in Utah Valley’s first Walk to Cure Diabetes and has set some 
aggressive goals. Novell is committed to having 500 individuals on the walk team and to 
raising $50,000.

What Is Diabetes?
Over 16 million people in the United States (over 5 million undiagnosed) have diabetes — 
a chronic, debilitating disease affecting every organ system. Every three minutes someone 
dies from diabetes, the leading cause of kidney failure, adult blindness, and non-traumatic 
amputations, a leading cause of nerve damage, heart attack, and stroke. The U.S. spends 
$105 billion every year in health-related costs to cope with this disease. By 2025, the 
World Health Organization estimates 300 million people will have diabetes. Daily insulin 
injections provide life support, but insulin is not a cure.

Juvenile Diabetes Research Foundation (JDRF)
The Juvenile Diabetes Research Foundation was founded in 1970 by parents of children 
with diabetes. Their mission: 
to find a cure for the disease 
and its complications through 
the support of research. JDRF 
is organized on a business- 
world model, a focus that has 
made it one of the nation’s 
most cost-efficient charities, 
providing at least 85 cents for 
every dollar to research and 
education about research. 
JDRF’s commitment to its 
mission will increase to $120 
million per year by 2001. 
Since 1970 JDRF has provided 
over $410 million for diabetes 
research, more than any other 
nonprofit nongovernmental 
health agency in the world. 

For information on how you 
can help, see 
http://www.jdrf.org/.
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