
GLOSSARY

3DES An abbreviation for Triple DES encryption.

802.11 A family of standards that describe network protocols for wireless devices.

802.1X An IETF standard for performing authentication over networks.

Access A subject’s ability to perform specific operations on an object, such as a file.
Typical access levels include read, write, execute, and delete.

Access control Mechanisms or methods used to determine what access permis-
sions subjects (such as users) have for specific objects (such as files).

Access control list (ACL) A list associated with an object (such as a file) that
identifies what level of access each subject (such as a user) has—what they can do to the
object (such as read, write, or execute).

Algorithm A step-by-step procedure—typically an established computation for
solving a problem within a set number of steps.

Annualized loss expectancy (ALE) How much an event is expected to cost
the business per year, given the dollar cost of the loss and how often it is likely to occur.
ALE = single loss expectancy * annualized rate of occurrence

Annualized rate of occurrence (ARO) The frequency with which an event
is expected to occur on an annualized basis.

Anomaly Something that does not fit into an expected pattern.

Application A program or group of programs designed to provide specific end-user
functions, such as a word processor or web server.

Asset Resources and information an organization needs to conduct its business.

Asymmetric encryption This is also called public key cryptography. It is a
system for encrypting data that uses two mathematically derived keys to encrypt and
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decrypt a message—a public key, available to everyone, and a private key, only available
to the owner of the key.

Auditing The name given to any actions or processes used to verify the assigned
privileges and rights of a user, as well as any capabilities used to create and maintain a
record showing who accessed a particular system and what actions they performed.

Audit trail A set of records or events, generally organized chronologically, that
record what activity has occurred on a system. These records (often computer files) are
often used in an attempt to recreate what took place when an incident occurred, and
they can also be used to detect possible intruders.

Authentication The process by which a subject’s (such as a user’s) identity is
verified.

Authentication, authorization, and accounting (AAA) AAA is short-
hand for three common functions performed upon system login. Authentication and
authorization are almost always done, with accounting being somewhat less common.

Authentication Header (AH) A portion of the IPsec security protocol that
provides authentication services and replay-detection ability. AH can be used either by
itself or with Encapsulating Security Payload (ESP). Refer to RFC 2402.

Availability Part of the CIA of security. Availability applies to hardware, software,
and data. All of these should be present and accessible when the subject (the user) wants
to access or use them.

Backdoor A hidden method to gain access to a computer system, network, or appli-
cation. Often used by software developers to ensure unrestricted access to the systems
they create. Synonymous with trapdoor.

Backup Generally used to refer to copying and storing data in a secondary location,
separate from the original, in order to preserve the data in the event that the original is
lost, corrupted, or destroyed.

Baseline Describes a system or software as it is built and functioning at a point in
time. Serves as a foundation for comparison or measurement, providing the necessary
visibility to control change.

Biometrics Used to verify an individual’s identity to the system or network. This
approach uses something unique about the individual for this verification process. Ex-
amples include fingerprints, retinal scans, hand and facial geometry, and voice analysis.

BIS Bureau of Industry and Security in the U.S. Department of Commerce, the de-
partment responsible for Export Administration Regulations which cover encryption
technology in the United States.
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Blowfish A free implementation of a symmetric block cipher developed by Bruce
Schneier as a drop-in replacement for DES and IDEA. It has a variable bit length scheme
from 32 to 448 bits, resulting in varying levels of security.

Capability Maturity Model (CMM) A structured methodology helping orga-
nizations improve the maturity of their software processes by providing an evolutionary
path from ad hoc processes to disciplined software management processes. Developed
at Carnegie Mellon University’s Software Engineering Institute.

Centralized management A type of privilege management that brings the au-
thority and responsibility for managing and maintaining rights and privileges into a
single group, location, or area.

Certificate A cryptographically signed object that contains an identity and a public
key associated with this identity. The certificate can be used to establish identity, analo-
gous to a notarized written document.

Certificate revocation list (CRL) A digitally signed object that lists all of the
current but revoked certificates issued by a given CA. This allows users to verify whether
a certificate is currently valid even if it is in date. This is analogous to a list of stolen
charge card numbers that allows stores to reject bad credit cards.

Certification authority (CA) An entity that is responsible for issuing and re-
voking certificates. CAs are typically third parties, although they exist for internal com-
pany use as well. This term is also applied to server software that provides these services.

Chain of custody Rules for documenting, handling, and safeguarding evidence to
ensure no unanticipated changes are made to the evidence.

Challenge Handshake Authentication Protocol (CHAP) Used to provide
authentication across point-to-point links using the Point-to-Point Protocol (PPP).

Change (configuration) management A standard methodology for perform-
ing and recording changes during software development and operation.

Change control board (CCB) A body that oversees the change management
process. Enables management to oversee and coordinate projects.

CHAP See Challenge Handshake Authentication Protocol.

CIA The CIA of security refers to Confidentiality, Integrity and Authorization, basic
functions of any security system.

Cipher A cryptographic system that accepts plaintext input and then outputs
ciphertext according to its internal algorithm and key.

Ciphertext -encrypted data Used to denote the output of an encryption al-
gorithm.

Glossary

3

All-In-One / Security+ Certification All-in-One Exam Guide / team / 222633-1/ Glossary

P:\010Comp\All-in-1\633-1\gloss.vp
Friday, May 23, 2003 10:08:53 AM

Color profile: Generic CMYK printer profile
Composite  Default screen



Collisions Used in the analysis of hashing cryptography, it is the property by which
an algorithm will produce the same hash from two different sets of data.

Computer security In general terms, the methods, techniques, and tools used to
ensure that a computer system is secure.

Computer software configuration item See configuration item.

Confidentiality Part of the CIA of security. Refers to the security principle that
states that information should not be disclosed to unauthorized individuals.

Configuration auditing The process of verifying that configuration items are
built and maintained according to requirements, standards, or contractual agreements.

Configuration control The process of controlling changes to items that have
been baselined.

Configuration identification The process of identifying which assets need to
be managed and controlled.

Configuration item (or computer software configuration item)
Data and software (or other assets) that are identified and managed as part of the
software change management process.

Configuration status accounting Procedures for tracking and maintaining
data relative to each configuration item in the baseline.

Control A measure taken to detect, prevent, or mitigate the risk associated with
a threat.

Cookie Information stored on a user’s computer by a web server to maintain the
state of the connection to the web server. Used primarily so preferences or previously
used information can be recalled on future requests to the server.

Countermeasure See control.

Cracking A term used by some to refer to malicious hacking in which individuals
attempt to gain unauthorized access to computer systems or networks. See also hacking.

Cryptanalysis The process of attempting to break a cryptographic system.

Cryptography The art of secret writing that enables an individual to hide the con-
tents of a message or file from all but the intended recipient.

Data Encryption Standard (DES) A private key encryption algorithm adopted
by the government as a standard for the protection of sensitive but unclassified infor-
mation.

Decision tree A data structure where each element in the structure is attached to
one or more structures directly beneath it.
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Denial of service (DOS) attack An attack in which actions are taken to deprive
authorized individuals access to a system, its resources, the data it stores or processes, or
the network it is connected to.

DES See Data Encryption Standard.

DIAMETER The DIAMETER base protocol is intended to provide an authentica-
tion, authorization, and accounting (AAA) framework for applications such as network
access or IP mobility. DIAMETER is a draft IETF proposal.

Diffie-Hellman A cryptographic method of establishing a shared key over an inse-
cure medium in a secure fashion.

Direct-sequence spread spectrum (DSSS) A method of distributing a com-
munication over multiple frequencies to avoid interference and detection.

Disaster recovery plan (DRP) A written plan developed to address how an
organization will react to a natural or man-made disaster in order to ensure business
continuity. Related to the concept of a business continuity plan (BCP).

Discretionary access control (DAC) An access control mechanism in which
the owner of an object (such as a file) can decide which other subjects (such as other us-
ers) may have access to the object, and what access (read, write, execute) these objects
may have.

Distributed denial of service (DDOS) attack A special type of denial of
service attack in which the attacker elicits the generally unwilling support of other sys-
tems to launch a many-against-one attack.

Diversity of defense The approach of creating dissimilar security layers so that
an intruder who is able to breach one layer will be faced with an entirely different set of
defenses at the next layer.

Domain Name Service (DNS) Domain Name Service.

DSSS See Direct-sequence spread spectrum.

Encapsulating Security Payload (ESP) ESP is a portion of the IPsec imple-
mentation that provides for data confidentiality with optional authentication and
replay-detection services. ESP completely encapsulates user data in the datagram. ESP
can be used either by itself or in conjunction with Authentication Headers for varying
degrees of IPsec services.

Escalation auditing The process of looking for an increase in privileges, such as
when an ordinary user obtains administrator-level privileges.

Evidence The documents, verbal statements, and material objects admissible in a
court of law.
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Exposure factor A measure of the magnitude of loss of an asset. Used in the cal-
culation of single loss expectancy (SLE).

False positive Term used when a security system makes an error and incorrectly re-
ports the existence of a searched-for object. Examples include when an intrusion detec-
tion system misidentifies benign traffic as hostile, an antivirus program reports the
existence of a virus in software that actually is not infected, or a biometric system allows
access to a system to an unauthorized individual.

FHSS See frequency-hopping spread spectrum.

File Transfer Protocol (FTP) File Transfer Protocol is an application level pro-
tocol used to transfer files over a network connection.

Forensics (or computer forensics) The preservation, identification, documen-
tation, and interpretation of computer data for use in legal proceedings.

Free space Sectors on a storage medium that are available for the operating system
to use.

Frequency-hopping spread spectrum (FHSS) A method of distributing a
communication over multiple frequencies over time to avoid interference and
detection.

Hacking The term used by the media to refer to the process of gaining unauthorized
access to computer systems and networks. The term has also been used to refer to the
process of delving deep into the code and protocols used in computer systems and net-
works. See also cracking.

Hash Form of encryption that creates a digest of the data put into the algorithm.
These algorithms are referred to as one-way algorithms because there is no feasible way
to decrypt what has been encrypted.

Hash value See message digest.

Honeypot A computer system or portion of a network that has been set up to attract
potential intruders to it, in the hope that they will leave the other systems alone. Since
there is no legitimate user of this system, any attempt to access it is an indication of un-
authorized activity and provides an easy mechanism to spot attacks.

Host-based intrusion detection system (HIDS) A system that looks for
computer intrusions by monitoring activity on one or more individual PCs or servers.

IDEA See International Data Encryption Algorithm.

IEEE See Institute for Electrical and Electronics Engineers.

IETF See Internet Engineering Task Force.

IKE See Internet Key Exchange.
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Impact The result of a vulnerability being exploited by a threat, resulting in a loss.

Incident response The process of responding to, containing, analyzing, and re-
covering from a computer-related incident.

Information security Often used synonymously with computer security but
places the emphasis on the protection of the information that the system processes and
stores, as opposed to on the hardware and software that constitute the system.

Institute for Electrical and Electronics Engineers A non-profit, technical,
professional institute associated with computer research, standards, and conferences.

Intangible asset An asset for which a monetary equivalent cannot be determined.
Examples are brand recognition and goodwill.

Integrity Part of the CIA of security, the security principle that requires that infor-
mation is not modified except by individuals authorized to do so.

International Data Encryption Algorithm (IDEA) IDEA is a symmetric
encryption algorithm used in a variety of systems for bulk encryption services.

Internet Assigned Numbers Authority (IANA) The central coordinator
for the assignment of unique parameter values for Internet protocols. The IANA is char-
tered by the Internet Society (ISOC) to act as the clearinghouse to assign and coordinate
the use of numerous Internet protocol parameters.

Internet Engineering Task Force (IETF) A large international community of
network designers, operators, vendors, and researchers, open to any interested individ-
ual concerned with the evolution of the Internet architecture and the smooth operation
of the Internet. The actual technical work of the IETF is done in its working groups,
which are organized by topic into several areas (such as routing, transport, and secu-
rity). Much of the work is handled via mailing lists, with meetings held three times
per year.

Internet Key Exchange (IKE) The protocol formerly known as ISAKMP/Oakley,
defined in RFC 2409. A hybrid protocol that uses part Oakley and part of SKEME proto-
col suites inside the Internet Security Association and Key Management Protocol
(ISAKMP) framework. IKE is used to establish a shared security policy and authenticated
keys for services that require keys (such as IPsec).

Internet Security Association and Key Management Protocol
(ISAKMP) A protocol framework that defines the mechanics of implementing a key
exchange protocol and negotiation of a security policy.

Intrusion detection system (IDS) A system to identify suspicious, malicious,
or undesirable activity that indicates a breach in computer security.

Internet Protocol (IP) The network layer protocol used by the Internet for rout-
ing packets across a network.
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IPsec IP Security, a protocol used to secure IP packets during transmission across
a network. IPsec offers authentication, integrity, and confidentiality services. It uses
Authentication Headers (AH) and Encapsulating Security Payload (ESP) to accomplish
this functionality.

ISAKMP/Oakley See Internet Key Exchange.

Internet service provider (ISP) Internet service provider, the term associated
with a telecommunications firm that provides access to the Internet.

Kerberos A network authentication protocol designed by MIT for client/server
environments.

Key In cryptography, a sequence of characters or bits used by an algorithm to encrypt
or decrypt a message.

Keyspace The entire set of all possible keys for a specific encryption algorithm.

Least privilege A security principle in which a subject is provided with the mini-
mum set of rights and privileges that the subject needs in order to perform its function.
The goal is to limit the potential damage that any subject can cause.

Level Two Tunneling Protocol (L2TP) L2TP is a Cisco switching protocol
that operates at the data-link layer.

Local area network (LAN) A LAN is a grouping of computers in a network
structure confined to a limited area and using specific protocols, such as Ethernet for
OSI Layer Two traffic addressing.

Logic bomb A form of malicious code or software that is triggered by a specific
event or condition. See also time bomb.

Mandatory access control (MAC) An access control mechanism in which the
security mechanism controls access to all objects (files), and individual subjects (pro-
cesses or users) cannot change that access.

Man-in-the-middle attack Any attack that attempts to use a network node as
the intermediary between two other nodes. Each of the endpoint nodes think they are
talking directly to each other, but they are actually talking to the intermediary.

Message digest The result of applying a hash function to data. Sometimes also
called a hash value. See hash function.

Metropolitan area network (MAN) A collection of networks interconnected
in a metropolitan area and usually connected to the Internet.

Mitigate Action taken to reduce the likelihood of a threat occurring.

Network-based intrusion detection system (NIDS) A system for exam-
ining network traffic to identify suspicious, malicious, or undesirable behavior.
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Network operating system (NOS) An operating system that includes addi-
tional functions and capabilities to assist in connecting computers and devices, such as
printers, to a local area network.

Nonrepudiation The ability to verify that a message has been sent and received.
This is a property of a system that prevents the parties to a transaction from subse-
quently denying involvement in the transaction.

Oakley A key exchange protocol that defines how to acquire authenticated keying
material based on the Diffie-Hellman key exchange algorithm.

Object reuse Assignment of a previously used medium to a subject. The security
implication is that before it is provided to the subject, any data present from a previous
user must be cleared.

One-time pad An unbreakable encryption scheme where a series of nonrepeating,
random bits are used once as a key to encrypt a message. Since each pad is used
only once, no pattern can be established and traditional cryptanalysis techniques are
not effective.

Operating system (OS) The basic software that handles things such as input,
output, display, memory management, and all the other highly detailed tasks required
to support the user environment and associated applications.

Orange Book The name commonly used to refer to the now outdated Department
of Defense Trusted Computer Security Evaluation Criteria (TCSEC).

Password A string of characters that are used to prove an individual’s identity to a
system or object. Used in conjunction with a userid, it is the most common method of
authentication. The password should be kept secret by the individual who owns the
password.

Patch A replacement set of code designed to correct problems or vulnerabilities in
existing software.

Penetration testing A security test in which an attempt is made to circumvent
security controls in order to discover vulnerabilities and weaknesses. This is also called a
pen test.

Permissions Authorized actions a subject can perform on an object. See also access
controls.

Phreaking Used in the media to refer to the hacking of computer systems and
networks associated with the phone company. See also cracking.

Plaintext In cryptography, a piece of data that is not encrypted. It can also mean the
data input into a encryption algorithm that would output ciphertext.
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Point-to-Point Protocol (PPP) PPP is the Internet standard for transmission
of IP packets over a serial line, as in a dial-up connection to an ISP.

Point-to-Point Protocol Extensible Authentication Protocol (PPP
EAP) EAP is a PPP extension that provides support for additional authentication
methods within PPP.

Point-to-Point Protocol Password Authentication Protocol (PPP
PAP) PAP is a PPP extension that provides support for password authentication
methods over PPP.

Pretty Good Privacy (PGP) A popular encryption program. It has the ability to
encrypt and digitally sign e-mail and files.

Preventative intrusion detection A system that detects hostile actions or
network activity and prevents them from impacting information systems.

Privacy Protecting an individual’s personal information from those not authorized
to see it.

Privilege auditing The process of checking the rights and privileges assigned to a
specific account or group of accounts.

Privilege management The process of restricting a user’s ability to interact with
the computer system.

Public key cryptography See asymmetric encryption.

Public Key Infrastructure (PKI) Infrastructure for binding a public key to a
known user through a trusted intermediary, typically a certificate authority.

Qualitative risk assessment The process of subjectively determining the
impact of an event that affects a project, program, or business. It involves the use of ex-
pert judgment, experience, or group consensus to complete the assessment.

Quantitative risk assessment The process of objectively determining the
impact of an event that affects a project, program, or business. It usually involves the use
of metrics and models to complete the assessment.

RADIUS Remote Authentication Dial-In User Service is a standard protocol for
providing authentication services. It is commonly used in dial-up, wireless, and PPP en-
vironments.

Repudiation The act of denying that a message was either sent or received.

Residual risk Risks remaining after an iteration of risk management.

Risk The possibility of suffering a loss.
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Risk assessment or risk analysis The process of analyzing an environment to
identify the threats, vulnerabilities, and mitigating actions to determine (either quanti-
tatively or qualitatively) the impact of an event affecting a project, program, or business.

Risk management Overall decision-making process of identifying threats and
vulnerabilities and their potential impacts, determining the costs to mitigate such
events, and deciding what actions are cost effective to take to control these risks.

Role-based access control (RBAC) An access control mechanism in which,
instead of the users being assigned specific access permissions for the objects associated
with the computer system or network, a set of roles that the user may perform will be as-
signed to each user.

Safeguard See control.

Secure Shell (SSH) SSH is a set of protocols for establishing a secure remote con-
nection to a computer. This protocol requires a client on each end of the connection and
can use a variety of encryption protocols.

Secure Sockets Layer (SSL) SSL is an encrypting layer between the session and
transport layer of the OSI model designed to encrypt above the transport layer, enabling
secure sessions between hosts.

Security association (SA) An instance of security policy and keying material
applied to a specific data flow. Both IKE and IPsec use SAs, although these SAs are inde-
pendent of one another. IPsec SAs are unidirectional and they are unique in each security
protocol, whereas IKE SAs are bidirectional. A set of SAs are needed for a protected data
pipe, one per direction per protocol. SAs are uniquely identified by destination (IPsec
endpoint) address, security protocol (AH or ESP), and security parameter index (SPI).

Security baseline The end result of the process of establishing an information
system’s security state. It is a known good configuration resistant to attacks and informa-
tion theft.

Segregation or separation of duties A basic control that prevents or detects
errors and irregularities by assigning responsibilities to different individuals such that
no single individual can commit fraudulent or malicious actions.

Service set identifier (SSID) Identifies a specific 802.11 wireless network. It
transmits information about the access point that the wireless client is connecting to.

Signature database Collection of predefined activity patterns that have already
been identified and categorized—activity patterns that typically indicate suspicious or
malicious activity.

Single loss expectancy (SLE) Monetary loss or impact of each occurrence of a
threat. SLE = asset value * exposure factor
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Single sign-on (SSO) An authentication process where the user can enter a single
userid and password and then be able to move from application to application or
resource to resource without having to supply further authentication information.

Slack space Unused space on a disk drive created when a file is smaller than the
allocated unit of storage (such as a sector).

S/MIME Secure/Multipurpose Internet Mail Extensions is an encrypted implementa-
tion of the MIME (Multipurpose Internet Mail Extensions) protocol specification.

SMTP Simple Mail Transfer Protocol, the standard Internet protocol used to transfer
e-mail between hosts.

Sniffer A software or hardware device used to observe network traffic as it passes
through a network on a shared broadcast media.

Social engineering The art of deceiving another individual so that they reveal
confidential information. This is often accomplished by posing as an individual who
should be entitled to have access to the information.

Spam E-mail that is not requested by the recipient and is typically of a commercial
nature. Also known as unsolicited commercial e-mail (UCE).

Spoofing Making data appear to have originated from another source so as to hide
the true origin from the recipient.

Symmetric encryption Encryption that needs all parties to have a copy of the
key, sometimes called a shared secret. The single key is used for both encryption and
decryption.

Tangible asset An asset for which a monetary equivalent can be determined. Ex-
amples are inventory, buildings, cash, hardware, software, and so on.

Tempest The military’s name for the field associated with electromagnetic eaves-
dropping on signals emitted by electronic equipment. See also van Eck phenomenon.

Threat Any circumstance or event with the potential to cause harm to an asset.

Time bomb A form of logic bomb in which the triggering event is a date or specific
time. See also logic bomb.

Token A hardware device that can be used in a challenge-response authentication
process.

Transport Control Protocol (TCP) TCP is the transport layer protocol for
use on the Internet and allows packet-level tracking of a conversation.

Transport layer security (TLS) A newer form of SSL being proposed as an
Internet standard.
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Trapdoor See backdoor.

Trojan horse A form of malicious code that appears to provide one service (and
may indeed provide that service) but that also hides another purpose. This hidden pur-
pose often has a malicious intent. This code may also be referred to as simply a Trojan.

Uninterruptible power supply (UPS) A source of power (generally a battery)
designed to provide uninterrupted power to a computer system in the event of a tempo-
rary loss of power.

Usage auditing The process of recording who did what and when on an informa-
tion system.

User Datagram Protocol (UDP) An Internet standard protocol for the trans-
port layer that does not sequence packets—it is fire and forget in nature.

Userid A unique alphanumeric identifier that identifies individuals when logging in
or accessing a system.

Van Eck phenomenon Electromagnetic eavesdropping through the interception
of electronic signals emitted by electrical equipment. See also Tempest.

Virtual local area network (VLAN) A broadcast domain inside a switched
system.

Virtual private network (VPN) An encrypted network connection across
another network, offering a private communication channel across a public medium.

Virus A form of malicious code or software that attaches itself to other pieces of code
in order to replicate. Viruses may contain a payload, which is a portion of the code that
is designed to execute when a certain condition is met (such as on a certain date). This
payload is often malicious in nature.

Vulnerability A weakness in an asset that can be exploited by a threat to cause harm.

WAP See Wireless Application Protocol.

War-dialing An attacker’s attempt to gain unauthorized access to a computer system
or network by discovering unprotected connections to the system through the tele-
phone system and modems.

War-driving The attempt by an attacker to discover unprotected wireless networks
by wandering (or driving) around with a wireless device, looking for available wireless
access points.

WEP See Wired Equivalent Privacy.

Wide area network (WAN) A network across a large geographic region.
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Wired Equivalent Privacy (WEP) The encryption scheme used to attempt to
provide confidentiality and data integrity on 802.11 networks.

Wireless Application Protocol (WAP) A protocol for transmitting data to small
handheld devices like cellular phones.

Wireless Transport Layer Security (WTLS) The encryption protocol that is
used on WAP networks.

Worm A independent piece of malicious code or software. Unlike a virus, it does not
need to be attached to another piece of code. A worm replicates by breaking into an-
other system and making a copy of itself on this new system. A worm may contain a
destructive payload but does not have to.

X.509 The standard format for digital certificates.

XOR Bitwise exclusive OR, an operation commonly used in cryptography.
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