
CHAPTER19Change Management
In this chapter, you will

• Learn why change management is an important enterprise management tool
• Understand the key concept of segregation of duties
• Review the essential elements of change management
• Learn a process for implementing change management
• Study the concepts of the Capability Maturity Model

It is well recognized that today’s software systems are extremely complex. It is obvious
that inventory management systems for large international enterprises like Wal-Mart or
Home Depot are probably as complex as an aircraft or skyscraper. Prominent operating
systems like Windows or UNIX are very complex, as are computer processors on a chip.
Even a Web-based shopping cart application is relatively complex.

It would be absurd to think of constructing an aircraft, large building, computer chip,
or automobile in the informal manner we sometimes use to develop and operate software
of equal complexity. Software systems have grown to be so complex and mission-critical
that enterprises can not afford to develop and maintain software in an ad hoc manner.

Change management procedures are one way to add structure and control to the devel-
opment of large software systems as they move from development to operation. Change
management, as discussed in this chapter, refers to a standard methodology for per-
forming and recording changes during software development and operation. The meth-
odology defines steps that ensure that system changes are required by the organization,
and are properly authorized, documented, tested, and approved by management. In
this chapter, the term software configuration management is considered synonymous with
software change management and, in a more limited manner, version control.

The term change management is often applied to the management of changes in the
business environment, typically as a result of business process reengineering or quality
enhancement efforts. The term change management as used in this chapter is directly re-
lated to managing and controlling software development, maintenance, and operation.

Why Change Management?
In Chapter 18, risk management was presented as an essential decision-making process.
In much the same way, change management is an essential practice for managing software
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during its entire lifecycle, from development, through deployment and operation, until
it is taken out of service. In order to effectively manage the software development and
maintenance processes, discipline and structure can help conserve resources and en-
hance effectiveness. Software change management, like risk management, is often con-
sidered expensive, non-productive, unnecessary, and confusing—an impediment to
progress. However, like risk management, it can be scaled to properly control and man-
age the development and maintenance of software effectively.

Change management should be used in all phases of software’s life: development, test-
ing, quality assurance (QA), and production. Short development cycles have not changed
the need for an appropriate amount of management control over software development,
maintenance, and operation. In fact, short turnaround times make change management
more necessary because once a system goes active in today’s Web-based environment, of-
ten it cannot be taken offline to correct errors—it must stay up and online or business will
be lost and brand recognition damaged. In today’s volatile stock market, even small indi-
cators of lagging performance can have dramatic impacts on a company’s stock value.

The following scenarios exemplify the need for appropriate change management pol-
icy and for procedures over software and data:

• The developers can’t find the latest version of the production source code.

• A bug corrected a few months ago mysteriously reappeared.

• Fielded software was working fine yesterday but does not work properly today.

• Development team members overwrote each other’s changes.

• A programmer spent several hours changing the wrong version of the software.

• A customer record corrected by the call center yesterday, shows the old,
incorrect information today.

• New tax rates stored in a table have been overwritten with last year’s tax rates.

• An application runs fine at some overseas locations but not at other locations.

Just about anyone with more than a year’s experience in software development can
relate to at least one of the preceding scenarios. However, each of these scenarios can be
controlled, and impacts mitigated, through proper change management procedures.

NOTE All software can be placed under an appropriate software change
management process, including:
Web pages
Service packs

Security patches
Third-party software releases
Test data and test scripts
Parameter files
Scripts, stored procedures, or job control language–type programs
Customized vendor code
Source code of any kind
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The Key Concept: Segregation of Duties
A key foundation for software change management is the recognition that involving more
than one individual in a process may reduce risk. Good business control practices require
that duties be assigned to individuals in such a way that no one individual can control all
phases of a process or the processing and recording of a transaction. This is called segrega-
tion of duties (sometimes called separation of duties). It is an important means by which er-
rors and fraudulent or malicious acts can be discouraged and prevented. Segregation of
duties can be applied in many organizational scenarios because it establishes a basis for
accountability and control. Proper segregation of duties can safeguard enterprise assets
and protect against risks. They should be documented, monitored, and enforced.

Information technology (IT) organizations should design, implement, monitor, and en-
force appropriate segregation of duties for the enterprise’s information systems and pro-
cesses. Today’s computer systems are rapidly evolving into an increasingly decentralized
and networked computer infrastructure. In the absence of adequate IT controls, such rapid
growth may allow exploitation of large amounts of enterprise information in a short time.
Further, the knowledge of computer operations held by IT staff is significantly greater than
that of an average user, and this knowledge could be abused for malicious purposes.

Some of the best practices for ensuring proper segregation of duties in an IT organiza-
tion are as follows:

• Segregation of duties between development, testing, quality assurance, and
production should be documented in written procedures and implemented
by software or manual processes.

• Program developers’ and program testers’ activities should be conducted on
“test” data only. They should be restricted from accessing “live” production data.
This will assist in ensuring an independent and objective testing environment
without jeopardizing the confidentiality and integrity of production data.

• End users or computer operations personnel should not have direct access to
program source code. This control helps lessen the opportunity of exploiting
software weaknesses or introducing malicious code (or code that has not
been properly tested) into the production environment either intentionally
or unintentionally.

• Functions of creating, installing, and administrating software programs should
be assigned to different individuals. For example, since developers create and
enhance programs, they should not be able to install it on the production system.
Likewise, database administrators should not be program developers on database
systems they administer.

• All accesses and privileges to systems, software, or data should be granted based
on the principle of least privilege, which gives users no more privileges than are
necessary to perform their jobs. Access privileges should be reviewed regularly to
ensure that individuals who no longer require access have had their privileges
removed.
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• Formal software change management policy and procedures should be
enforced throughout the enterprise. The number of changes in software
components (including emergency changes) that are implemented after the
product has been placed into production and that do not go through the
approved formal change management mechanism should be minimized.

Managers at all levels should review existing and planned processes and systems to en-
sure proper segregation of duties. Smaller business entities may not have the resources to
fully implement all of the preceding practices, but other control mechanisms, including
hiring qualified personnel, bonding contractors, and using training, monitoring, and
evaluation practices, can reduce any organization’s exposure to risk. The establishment of
such practices can ensure enterprise assets are properly safeguarded and can also greatly
reduce error and the potential for fraudulent or malicious activities.

Change management practices implement and enforce segregation of duties by adding
structure and management oversight to the software development process. Change man-
agement techniques can ensure that only correct and authorized changes, as approved by
management or other authorities, are allowed to be made, following a defined process.

Elements of Change Management
Change management has its roots in system engineering, where it is commonly referred
to as configuration management. For example, auto makers know that a certain amount of
configuration management is necessary to efficiently and effectively build safe cars.
Bolts and screws with proper strengths and qualities are used on every car, in specific
places—employees don’t just reach into a barrel of bolts, pull one out that looks about
right, and bolt it on. The same applies to aircraft—for an aircraft to fly safely, it must be
built of parts of the right size, shape, strength, and so on. Computer hardware and soft-
ware development have also evolved over the last few decades. Proper management
structure and controls must exist to ensure the products operate as planned.

Change management and configuration management have different terms for their
various phases, but they can all fit into the four general phases defined under configura-
tion management: configuration identification, configuration control, configuration
status accounting, and configuration auditing.

Configuration identification is the process of identifying which assets need to be man-
aged and controlled. These assets could be software modules, test cases or scripts, table
or parameter values, major subsystems, or entire systems. The idea is that, depending on
the size and complexity of the software project, an appropriate set of data and software
(or other assets) must be identified and properly managed. These identified assets are
called configuration items or computer software configuration items.

Related to configuration identification, and the result of it, is the definition of a base-
line. A baseline serves as a foundation for comparison or measurement. It provides the
necessary visibility to control change. In our case, a software baseline defines the soft-
ware system as it is built and running at a point in time. As another example, network se-
curity best practices clearly state that any large organization should build their servers to
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a standard build configuration to enhance overall network security. The servers are the
configuration items, and the standard build is the server baseline.

Configuration control is the process of controlling changes to items that have been
baselined. Configuration control ensures that only approved changes to a baseline are
allowed to be implemented. It is easy to understand why a software system, such as a
Web-based order entry system, should not be changed without proper testing and con-
trol—otherwise the system might stop functioning at a critical time. Configuration con-
trol is a key step that provides valuable insight to managers. If a system is being changed,
and configuration control is being observed, managers and others concerned will be
better informed. This ensures proper use of assets and avoids unnecessary downtime
due to the installation of unapproved changes.

Configuration status accounting consists of the procedures for tracking and maintain-
ing data relative to each configuration item in the baseline. It is closely related to config-
uration control. Status accounting involves gathering and maintaining information
relative to each configuration item. For example, it documents what changes have been
requested; what changes have been made, when, and for what reason; who authorized
the change; who performed the change; and what other configuration items or systems
were affected by the change.

Returning to our example of servers being baselined, if the operating system of those
servers is found to have a security flaw, then the baseline can be consulted to determine
which servers are vulnerable to this particular security flaw. Those systems with this
weakness can be updated (and only those that need to be updated). Configuration con-
trol and configuration status accounting help ensure systems are more consistently
managed and, ultimately in this case, the organization’s network security is maintained.
It is easy to imagine the state of an organization that has not built all servers to a com-
mon baseline and has not properly controlled their systems’ configurations. It would be
very difficult to know the configuration of individual servers, and security could quickly
become weak.

NOTE It is important to understand that even though all servers may be
initially configured to the same baseline, individual applications might require a
system-specific configuration to run properly. Change management actually
facilitates system-specific configuration in that all exceptions from the

standard configuration are documented. All people involved in managing and operating
these systems will have documentation to help quickly understand why a particular system
is configured in this unique way.

Configuration auditing is the process of verifying that the configuration items are built
and maintained according to the requirements, standards, or contractual agreements. It is
similar to how audits in the financial world are used to ensure that generally accepted ac-
counting principles and practices are adhered to and that financial statements properly re-
flect the financial status of the enterprise. Configuration audits ensure that policies and
procedures are being followed, that all configuration items (including hardware and soft-
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ware) are being properly maintained, and that existing documentation accurately reflects
the status of the systems in operation.

Configuration auditing takes on two forms: functional and physical. A functional con-
figuration audit verifies that the configuration item performs as defined by the documen-
tation of the software requirements. A physical configuration audit confirms that all
configuration items to be included in a release, change, or upgrade are actually included
and that no additional items are included—no more, no less.

Implementing Change Management
Change management requires some structure and discipline in order to be effective. The
change management function is scalable from small to enterprise-level projects. Figure 19-1
illustrates a sample change management flow appropriate for medium to large projects. It
can be adapted to small organizations, by having the developer only perform work on
his/her workstation (never on the production system) and having the system administrator
serve in the buildmaster function. The buildmaster is usually an independent person re-
sponsible for compiling and incorporating changed software into an executable image.

Figure 19-1 shows that developers never have access to the production system or data.
It also demonstrates proper segregation of duties between developers, quality assurance
(QA) and test people, and production. It implies that there is a distinct separation be-
tween development, testing and QA, and production environments. This workflow is for
major changes that have a major impact on production or the customer’s business pro-
cess. For changes that are minor or have minimal risk or impact on business processes,
some of the steps may be omitted.

The change management workflow proceeds as follows:

1. The developer checks out source code from the code-control tool archive to
the development system.

2. The developer modifies the code and conducts unit testing.

3. The developer checks the modified code into the code-control tool archive.

4. The developer notifies the buildmaster of changes and that they are ready for
a new build and testing/QA.

5. The buildmaster creates a build incorporating the modified code and compiles
the code.

6. The buildmaster notifies the system administrator that the executable image
is ready for testing/QA.

7. The system administrator moves the executables to the test/QA system.

8. QA tests the new executables. If tests are passed, test/QA notifies the manager.
If tests fail, the process starts over.

9. Upon manager approval, the system administrator moves the executable to
the production system.
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NOTE Observe the segregation of duties between development, test/QA,
and production. The functions of creating, installing, and administrating are
assigned to different individuals. Note also appropriate management review
and approval. This implementation also ensures that no compiler exists on

the production system.

The Purpose of a Change Control Board
To oversee the change management process, most organizations establish a change control
board (CCB). In practice, a change control board not only facilitates adequate manage-
ment oversight, it also facilitates better coordination between projects. The CCB con-
venes on a regular basis, usually weekly or monthly, and can be convened on an
emergency or as-needed basis. Figure 19-2 shows the process for implementing and
properly controlling software during changes.

Figure 19-1 Software change control workflow

Figure 19-2
Change control
board process
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The CCB’s membership should consist of development project managers, network
administrators, system administrators, test/QA managers, an information security man-
ager, an operations center manager, and a help desk manager. Others can be added as
necessary, depending on the size and complexity of the organization.

A software problem report (SPR) is used to track changes through the CCB. The SPR is
used to document changes or corrections to a software system. It reflects who requested
the change and why, what analysis must be done and by whom, and how it was cor-
rected or implemented. Figure 19-3 shows a sample software problem report.

Code Integrity
One key benefit of adequate change management is the assurance of code consistency
and integrity. Whenever a modified program is moved to the production source-code li-
brary, the executable version should also be moved to the production system. Auto-
mated change management systems greatly simplify this process and, hence, are better
controls for ensuring executable and source-code integrity. Again, at no time should the
user or application developer have access to production source and executable code li-
braries in the production environment.

Finally, in today’s networked environment, the integrity of the executable code is crit-
ical. It is a common hacking technique to replace key system executable code with mod-
ified code that may contain backdoors, allowing unauthorized access or functions to be
performed. Executable code integrity can be verified using a variety of host-based intru-
sion detection systems. These systems create and maintain a database of the size and
content of executable modules. This is usually done by performing some kind of hash-
ing or sophisticated checksum operation on the executable modules and storing the re-
sults in a database. The operation is performed on a regular schedule against the
executable modules, and the results are compared to the database to identify any unau-
thorized changes that may have occurred to the executable modules.

The Capability Maturity Model
One area that is likely to be covered on the Security+ test is the Capability Maturity
Model (CMM) for software developed at Carnegie Mellon University’s Software Engi-
neering Institute (SEI). The CMM relies on configuration or change management as one
of its fundamental concepts. It provides organizations with the capability to improve
their software processes by providing an evolutionary path from ad hoc processes to dis-
ciplined software management processes.

The SEI’s web page defines the five maturity levels:

• Initial The software process is ad hoc.

• Repeatable The software process is structured enough that success with one
project can be repeated for another similar project.

• Defined The software process is standardized and documented.
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• Managed Various aspects of the software process and products are measured
and evaluated.

• Optimizing Key business processes and their supporting software projects are
continuously improved based on measurements and testing new ideas.

EXAM TIP To complete your preparations for the Security+ exam, it is
recommended that you consult SEI's Web site (www.sei.cmu.edu/cmm/
cmm.sum.html) for specific CMM definitions.
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Figure 19-3 Sample software problem report
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Change management is a key process to implementing the CMM in an organization.
For example, if an organization is at CMM level 1, then it probably has no formal
change management processes in place. At level 3, an organization has a defined change
management process that is followed. At level 5, the change management process is a
routine part of improving software products and implementing new ideas. In order for
an organization to effectively manage software development, operation, and mainte-
nance, then it should be using the CMM and must have effective change management
processes in place.

Chapter Review
Change management is an essential management tool and control mechanism. The key
concept of segregation of duties ensures that no single individual or organization pos-
sesses too much control in a process. Therefore, it helps prevent errors and fraudulent or
malicious acts. The elements of change management (configuration identification, con-
figuration control, configuration status accounting, and configuration auditing), coupled
with a defined process and a change control board, will provide management with proper
oversight of the software lifecycle. Once such a process and management oversight exists,
the company will be able to use the Capability Maturity Model to help the organization
move from ad hoc activities to a disciplined software management process.

Questions

1. An upgrade to a software package resulted in errors that had been corrected in the
previously released upgrade. This type of problem could have been prevented by

A. The system administrator making the changes instead of the developer

B. Proper change management procedures over the object code

C. The use of an object-oriented design approach rather than a rapid prototyping
design approach

D. Proper change management procedures over the source code

2. Software change management procedures are established to

A. Ensure continuity of business operations in the event of a major disruption

B. Ensure changes in business operations caused by a major disruption are
properly controlled

C. Add structure and control to the development of software systems

D. Identify threats, vulnerabilities, and mitigating actions that could impact
an organization
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3. Which of the following is not a principle of segregation of duties:

A. Software development, testing, quality assurance, and production should
be assigned to different individuals.

B. Software developers should have access to production data and source-
code files.

C. Software developers and testers should be restricted from accessing “live”
production data.

D. The functions of creating, installing, and administrating software programs
should be assigned to different individuals.

4. Why should end users not be given access to program source codes?

A. It could allow an end user to implement the principle of least privilege.

B. It helps lessen the opportunity of exploiting software weaknesses.

C. It assists in ensuring an independent and objective testing environment.

D. It ensures testing and quality assurance perform their proper functions.

5. Configuration status accounting consists of

A. The process of controlling changes to items that have been baselined

B. The process of identifying which assets need to be managed and controlled

C. The process of verifying that the configuration items are built and maintained
properly

D. The procedures for tracking and maintaining data relative to each configuration
item in the baseline

6. Configuration identification consists of

A. The process of controlling changes to items that have been baselined

B. The process of identifying which assets need to be managed and controlled

C. The process of verifying that the configuration items are built and
maintained properly

D. The procedures for tracking and maintaining data relative to each configuration
item in the baseline

7. Which position is responsible for moving executable code to the test/QA or
production systems?

A. System administrator

B. Developer

C. Manager

D. Quality assurance
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8. Which computer security technology is used to ensure the integrity of
executable code?

A. Host-based intrusion detection systems

B. Firewalls

C. Gateways

D. Network-based intrusion detection systems

9. In the Software Engineering Institute’s Capability Maturity Model (CMM), which
of the following correctly defines Level 3, Defined?

A. Various aspects of the software process and products are measured and
evaluated.

B. Key business processes and the supporting software are continuously
improved based on measurements and testing new ideas.

C. The software process is standardized and documented.

D. The software process is structured enough that success with one project can
be repeated for another similar project .

10. In the Software Engineering Institute’s Capability Maturity Model (CMM),
which of the following correctly defines Level 2, Repeatable?

A. Various aspects of the software process and products are measured and
evaluated.

B. Key business processes and the supporting software are continuously
improved based on measurements and testing new ideas.

C. The software process is standardized and documented.

D. The software process is structured enough that success with one project can
be repeated for another similar project.

Answers

1. D. When errors reappear, it is likely caused by a developer not using the
most recent version of the source code. Answer A is wrong because proper
segregation of duties states that the developer is responsible for changing
software programs, not the system administrator. Answer B is wrong because
the source code will be recompiled, not the object code. Answer C is wrong
because the design approach would not have caused this problem.

2. C. The fundamental purpose of software change management is to add
structure and control to the software development process. Answers A and B
are incorrect because software change management does not apply directly
to ensuring business continuity. Answer D is incorrect; this is the definition
of risk management.
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3. B. Programmers should not be given direct access to production data or files.
All the other answers are principles of segregation of duties, as outlined in the
chapter.

4. B. End users having access to source code allows them to possibly view and
identify errors or weaknesses in the source code. Answer A is incorrect because
the principle of least privilege does not directly apply here. Answer C is incorrect
because end user access to program source code is not directly related to the
testing environment. Answer D is incorrect because end user access to program
source code is not directly related to the testing and quality assurance functions.

5. D. Answers A, B, and C are the definitions of configuration control, configuration
identification, and configuration auditing, respectively.

6. B. Answers A, C, and D are the definitions of configuration control, configuration
auditing, and configuration status accounting, respectively.

7. A. The system administrator is the only person allowed to move executables.
The developer modifies the source code, the manager approves moving the
executable to the production system, and quality assurance tests the executables.

8. A. Host-based intrusion detection systems create and maintain a database of the
size and content of executable modules. Firewalls filter IP traffic; gateways also
filter traffic, and network-based intrusion detection systems monitor IP traffic.

9. C. Answers A, B, and D are the definitions of Level 4, Managed; Level 5,
Optimizing; and Level 2, Repeatable.

10. D. Answers A, B, and C are the definitions of Level 4, Managed; Level 5,
Optimizing; and Level 3, Defined.

Chapter 19: Change Management

13

All-In-One / Security+ Certification All-in-One Exam Guide / team / 222633-1/ Chapter 19

P
A

R
T

V
II

P:\010Comp\All-in-1\633-1\ch19.vp
Friday, May 23, 2003 9:57:52 AM

Color profile: Generic CMYK printer profile
Composite  Default screen




