
CHAPTER18Risk Management
In this chapter, you will

• Discover the purpose of risk management and an approach to effectively
manage risk

• Learn the differences between qualitative and quantitative risk assessment
• See, by example, how both approaches are necessary to effectively manage risk
• Review important definitions and tools

Risk management can best be described as a decision-making process. In the simplest
terms, when you manage risk, you determine what could happen to your business, you
assess the impact if it were to happen, and you decide what you could do to control that
impact as much as you or your management deems necessary. You then decide to act or
not to act and, finally, evaluate the results of your decision. The process may then iterate.
Industry best practices clearly indicate that an important aspect of effectively managing
risk is to consider it an ongoing process.

An Overview of Risk Management
Risk management is an essential element of management from the enterprise level
down to the individual project. Risk management encompasses all the actions taken to
reduce complexity, increase objectivity, and identify important decision factors. There
has been, and will continue to be, discussion as to how complex risk management can
be, and whether or not it should be done. Businesses must take risk to retain their com-
petitive edge, and as a result, risk management must be done as part of managing any
business, any program, or any project.

Risk management is both a skill and a task that all managers do, either deliberately or
intuitively. It can be simple or complex, depending on the size of the project or business
and the amount of risk inherent in an activity. Every manager, at all levels, must learn to
manage risk. The required skills can be learned.

STUDY TIP This chapter contains several bulleted lists. These are designed
for easy memorization in preparation for taking the Security+ exam.
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Example of Risk Management at the International
Banking Level
The Basel Committee on Banking Supervision is composed of government central-bank
governors from around the world. This body created a basic, global risk management
framework for market and credit risk. They implemented internationally a flat 8 percent
capital charge to banks to manage bank risks. In layman’s terms, this means that for ev-
ery $100 a bank makes in loans, it must possess $8 in reserve to be used in the event of
financial difficulties. However, if banks can show they have very strong risk mitigation
procedures and controls in place, that capital charge can be reduced to as low as $0.37
(0.37 percent). If a bank has poor procedures and controls, that capital charge can be as
high as $45 (45 percent).

This example shows that risk management can be and is used at very high levels—the
remainder of this chapter will focus on smaller implementations. It will be shown that
risk management is used in many aspects of business conduct.

Key Terms Essential to Understanding Risk Management
There are a number of key terms that should be understood to manage risk. Some of
these terms will be defined here because they are used throughout the remainder of the
chapter. This listing is somewhat ordered according to the organization of this chapter.
More comprehensive definitions and other pertinent terms are listed alphabetically in
the glossary at the end of this book.

Risk The possibility of suffering harm or loss.

Risk management The overall decision-making process of identifying threats and
vulnerabilities and their potential impacts, determining the costs to mitigate such
events, and deciding what actions are cost effective for controlling these risks.

Risk assessment (or risk analysis) The process of analyzing an environment
to identify the threats, vulnerabilities, and mitigating actions to determine (either quan-
titatively or qualitatively) the impact of an event that would affect a project, program, or
business.

Security+ Certification All-in-One Exam Guide
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Risk According to the Basel Committee
The Basel Committee referenced at the beginning of this chapter defined three
types of risk specifically to address international banking:

• Market Risk Risk of losses due to fluctuation of market prices

• Credit Risk Risk of default of outstanding loans

• Operational Risk Risk from disruption by people, systems, processes, or
disasters
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Asset Resource or information an organization needs to conduct its business.

Threat Any circumstance or event with the potential to cause harm to an asset.

Vulnerability Characteristic of an asset that can be exploited by a threat to cause
harm.

Impact The loss resulting when a vulnerability is exploited by a threat.

Control (also called countermeasure or safeguard) A measure taken to
detect, prevent, or mitigate the risk associated with a threat.

Qualitative risk assessment The process of subjectively determining the im-
pact of an event that affects a project, program, or business. Qualitative risk assessment
usually involves the use of expert judgment, experience, or group consensus to complete
the assessment.

Quantitative risk assessment The process of objectively determining the im-
pact of an event that affects a project, program, or business. Quantitative risk assessment
usually involves the use of metrics and models to complete the assessment.

Mitigate To reduce the likelihood of a threat occurring.

Single loss expectancy (SLE) The monetary loss or impact of each occurrence
of a threat.

Exposure factor A measure of the magnitude of loss of an asset. Used in the cal-
culation of single loss expectancy.

Annualized rate of occurrence (ARO) On an annualized basis, the fre-
quency with which an event is expected to occur.

Annualized loss expectancy (ALE) How much an event is expected to cost
per year.

What Is Risk Management?
Three definitions relating to risk management show why it is sometimes considered dif-
ficult to understand.

• The dictionary defines risk as the possibility of suffering harm or loss.

• Carnegie Mellon University’s Software Engineering Institute (SEI) defines
continuous risk management as “processes, methods, and tools for managing risks
in a project. It provides a disciplined environment for proactive decision-making
to 1) assess continuously what could go wrong (risks); 2) determine which risks
are important to deal with; and 3) implement strategies to deal with those risks”
(SEI, Continuous Risk Management Guidebook [Pittsburgh, PA: Carnegie Mellon
University, 1996], 22).

Chapter 18: Risk Management
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• The Information Systems Audit and Control Association (ISACA) says,
“In modern business terms, risk management is the process of identifying
vulnerabilities and threats to an organization’s resources and assets and deciding
what countermeasures, if any, to take to reduce the level of risk to an acceptable
level based on the value of the asset to the organization” (ISACA, Certified
Information Systems Auditor (CISA) Review Manual, 2002 [Rolling Meadows,
IL:ISACA, 2002], 344).

These three definitions show that risk management is based upon what can go wrong
and what action should be taken, if any. Figure 18-1, provides a macro-level view of how
to manage risk.

Business Risks
There is no comprehensive identification of all risks in a business environment. In to-
day’s technology-dependent business environment, risk is often simplistically divided
into two areas: business risk and a major subset, technology risk.

Security+ Certification All-in-One Exam Guide

4

All-In-One / Security+ Certification All-in-One Exam Guide / team / 222633-1/ Chapter 18

Figure 18-1 A planning decision flowchart for risk management
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Examples of Business Risks
The most common business risks include

• Treasury management

• Revenue management

• Contract management

• Fraud

• Environmental risk management

• Regulatory risk management

• Business continuity management

• Technology

NOTE It is important to understand that technology, itself, is a business risk.
Hence, it must be managed along with other risks. Today, technology risks
are so important they should be considered separately.

Examples of Technology Risks
The most common technology risks include

• Security and privacy

• Information technology operations

• Business systems control and effectiveness

• Business continuity management

• Information systems testing

• Reliability and performance management

• Information technology asset management

• Project risk management

• Change management

Risk Management Models
Risk management concepts are fundamentally the same despite their definitions, re-
quiring similar skills, tools, and methodologies. There are several models for managing
risk through its various phases. Two models will be presented: the first can be applied to
managing risks in general, the second is tailored for managing risk in software projects.
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General Risk Management Model
The following steps can be used in virtually any risk management process. Following
these steps will lead to an orderly process of analyzing and mitigating risks.

Asset Identification Identify and classify the assets, systems, and processes that
need protection because they are vulnerable to threats. This classification leads to the
ability to prioritize assets, systems, and processes and to evaluate the costs of addressing
the associated risks. Assets can include

• Inventory

• Buildings

• Cash

• Information and data

• Hardware

• Software

• Services

• Documents

• Personnel

• Brand recognition

• Organization reputation

• Goodwill

Threat Assessment Identify the possible threats and vulnerabilities associated
with each asset and the likelihood of their occurrence. Threats can be defined as any cir-
cumstance or event with the potential to cause harm to an asset. Common classes of
threats include

• Natural disasters

• Man-made disasters

• Terrorism

• Errors

• Malicious damage or attacks

• Fraud

• Theft

• Equipment or software failure

Vulnerabilities are characteristics of resources that can be exploited by a threat to
cause harm. Examples of vulnerabilities include

• Unprotected facilities

• Unprotected computer systems

P:\010Comp\All-in-1\633-1\ch18.vp
Friday, May 23, 2003 9:57:23 AM

Color profile: Generic CMYK printer profile
Composite  Default screen



• Unprotected data

• Insufficient procedures and controls

• Insufficient or unqualified personnel

Impact Definition and Quantification An impact is the loss created when a
threat exploits a vulnerability. When a threat is realized, it turns risk into impact. Im-
pacts can be either tangible or intangible. For example, in a manufacturing facility, stor-
ing and using flammable chemicals creates a risk of fire to the facility. The vulnerability
is that there are flammable chemicals stored there. The threat would be that a person
could cause a fire by mishandling the chemicals (either intentionally or unintention-
ally). The impact would be the loss incurred (say $500,000) if a person ignites the
chemicals and fire then destroys part of the facility.

Tangible impacts include

• Direct loss of money

• Endangerment of staff or customers

• Loss of business opportunity

• Reduction in operational efficiency or performance

• Interruption of a business activity

Intangible impacts include

• Breach of legislation or regulatory requirements

• Loss of reputation or goodwill (brand damage)

• Breach of confidence

Control Design and Evaluation Controls (also called countermeasures or
safeguards) are designed to control risk by reducing vulnerabilities to an acceptable
level. For use in this text, the terms control, countermeasure, and safeguard will be consid-
ered synonymous and will be used interchangeably.

Controls, countermeasures, or safeguards can be actions, devices, or procedures.
They can be preventive or detective. Preventive controls are designed to prevent the vul-
nerability from causing an impact. Detective controls are those that detect a vulnerability
that has been exploited so that action can be taken.

Chapter 18: Risk Management
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Can All Risks Be Identified?
It is important to note that not all risks need to be mitigated or controlled; how-
ever, as many risks as possible should be identified and reviewed. Those deemed
to have potential impacts should be mitigated by controls or countermeasures.
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Residual Risk Management It is important to understand that risk cannot be
completely eliminated. Any risks that remain after implementing controls are termed re-
sidual risks. Residual risks can be further evaluated to identify where additional controls
are required to reduce risk even more. This leads us to the earlier statement that the risk
management process is iterative.

Software Engineering Institute Model
In an approach tailored for managing risk in software projects, SEI uses the following
paradigm (SEI, Continuous Risk Management Guidebook [Pittsburgh, PA: Carnegie Mellon
University, 1996], 23). Although the terminology varies slightly from the previous
model, the relationships are apparent, and either model can be applied wherever risk
management is used.

1. Identify Look for risks before they become problems.

2. Analyze Convert the data gathered into information that can be used to make
decisions. Evaluate the impact, probability, and timeframe of the risks. Classify
and prioritize each of the risks.

3. Plan Review and evaluate the risks and decide what actions to take to mitigate
them. Implement those mitigating actions.

4. Track Monitor the risks and the mitigation plans. Trends may provide
information to activate plans and contingencies. Review periodically to
measure progress and identify new risks.

5. Control Make corrections for deviations from the risk mitigation plans. Correct
products and processes as required. Changes in business procedures may require
adjustments in plans or actions, as do faulty plans and risks that become problems.

These two example models define steps that can be used in any general or software
risk management process. These risk management principles can be applied to any pro-
ject, program, or business activity, no matter how simple or complex. Figure 18-2 shows
how risk management can be applied across the continuum and that the complexity of
risk management generally increases with the size of the project, program, or business to
be managed.

Transferring Risk
One possible action to manage risk is to transfer that risk. The most common
method of transferring risk is to purchase insurance. Insurance allows risk to be
transferred to a third party that manages specific types of risk for multiple parties,
thus reducing the individual cost.
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Qualitatively Assessing Risk
Qualitative risk analysis allows expert judgment and experience to assume a prominent
role. To qualitatively assess risk, you compare the impact of the threat with the probabil-
ity of occurrence. For example, if a threat has a high impact and a high probability of oc-
curring, the risk exposure is high and probably requires some action to reduce this threat
(see darkest box in Figure 18-3). Conversely, if the impact is low with a low probability,
the risk exposure is low and no action may be required to reduce this threat (see white
box in Figure 18-3). Figure 18-3 shows an example of a binary assessment. There are only
two possible outcomes each for impact and probability. Either it will have an impact or
it will not (or it will have a low or high impact). And it can occur or it will not (or it will
have a high probability of occurring or a low probability of occurring).

In reality, there are usually a few threats that can be identified as presenting high-risk
exposure and a few threats that present low-risk exposure. The threats that fall some-
where between (see light gray boxes in Figure 18-3) tend to be those that will have to be
evaluated by judgment and management experience.

If the analysis is more complex, requiring three levels of analysis, such as low-me-
dium-high or red-green-yellow, there are nine possible combinations as shown in
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Business Dependencies
An area often overlooked in risk assessment is the need to address business depend-
encies—each organization must assess risks caused by other organizations with
which it interacts. This occurs when the organization is either a consumer of, or a
supplier to, other organizations (or both). For example, if a company is dependent
on products produced by a laboratory, then the company must determine the im-
pacts that could be caused if that laboratory could not deliver the product when
needed. Likewise, an organization must assess risks that can occur when it is consid-
ered a supplier to some other company dependent on its products.

Figure 18-2
Risk complexity
vs. project size

P:\010Comp\All-in-1\633-1\ch18.vp
Friday, May 23, 2003 9:57:24 AM

Color profile: Generic CMYK printer profile
Composite  Default screen



Figure 18-4. Again, the darkest boxes probably require action, the white boxes may
not require action, and the gray boxes require judgment. (Note that for brevity, in
Figures 18-4 and 18-5, the first term in each box refers to the magnitude of the im-
pact, the second term refers to the probability of the threat occurring.)

Other levels of complexity are possible. If there are five levels of analysis, there will be
25 possible values of risk exposure. In this case, the possible values of impact and proba-
bility could take on the values: very low, low, medium, high, or very high. Also, note
that the matrix does not have to be symmetrical. For example, if the probability is as-
sessed with three values (low, medium, high) and the impact has five values (very low,
low, medium, high, very high), the analysis would be as shown in Figure 18-5. (Again,
note that the first term in each box refers to the impact, the second term in each box re-
fers to the probability of occurrence.)

So far, the examples have focused on assessing probability versus impact. Qualitative
risk assessment can be adapted to a variety of attributes and situations in combination
with each other. For example, Figure 18-6 shows the comparison of some specific risks
that have been identified during a security assessment. The assessment identified the
risk areas listed in the first column (weak intranet security, high number of modems,
Internet attack vulnerabilities, and weak incident detection and response mechanisms).
The assessment also identified various potential impacts listed across the top (business
impact, probability of attack, cost to fix, and difficulty to fix). Each of the impacts has
been assessed as low, moderate, or high (depicted using green (G), yellow (Y), and red
(R), respectively). Each of the risk areas has been assessed with respect to each of the po-
tential impacts, and an overall risk assessment has been determined in the last column.

Quantitatively Assessing Risk
Whereas qualitative risk assessment relies on judgment and experience, quantitative risk
assessment applies historical information and trends to attempt to predict future perfor-
mance. This type of risk assessment is highly dependent on the historical data, and gath-
ering such data can be difficult. Quantitative risk assessment may also rely heavily on
models. These models provide decision making information in the form of quantitative
metrics, which attempt to measure risk levels across a common scale.

Security+ Certification All-in-One Exam Guide
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Figure 18-3
Binary assessment

Figure 18-4
Three levels
of analysis
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It is important to understand that key assumptions underlie any model, and differ-
ent models will produce different results even when given the same input data. Al-
though significant research and development have been invested in improving and
refining the various risk analysis models, expert judgment and experience must still be
considered an essential part of any risk assessment process. Models can never replace
judgment and experience, but they can significantly enhance the decision-making
process.

Adding Objectivity to a Qualitative Assessment
Quantitative assessment can be as simple as just assigning numeric values to one of
the tables shown in Figures 18-3 through 18-6. For example, the impacts listed in
Figure 18-6 can be prioritized from highest to lowest and then weighted as shown in
Table 18-1 with Business Impact weighted the most and Difficulty to Fix weighted least.

Chapter 18: Risk Management
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Figure 18-5
A 3 by 5 level
analysis

Figure 18-6 Example of a combination assessment
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Next, values can be assigned to reflect how each risk was assessed. Figure 18-6 can
thus be made more objective by assigning a value to each color that represents an assess-
ment. For example, a ‘red’ assessment means there are many critical, unresolved issues
and this will be given an assessment value of 3. Likewise, ‘green’ means there are few un-
resolved issues, so it is given a value of 1. Table 18-2 shows values that can be assigned
for an assessment using green, yellow, and red.

The last step will be to calculate an overall risk value for each risk area (each row in
Figure 18-6) by multiplying the weights depicted in Table 18-1 times the assessed values
from Table 18-2 and summing the products:

Risk = W1 * V1 + W2 * V2+…W4 * V4

The risk calculation and final risk value for each risk area listed in Figure 18-6 have
been incorporated into Figure 18-7. The assessed areas can then be ordered from highest
to lowest based on the calculated risk value to aid management in focusing on the risk
areas with the greatest potential impact.

A Common Objective Approach
More complex models permit a variety of analyses based on statistical and mathemati-
cal models. A common method is the calculation of the annualized loss expectancy
(ALE). This calculation begins by calculating a single-loss expectancy (SLE) with the fol-
lowing formula:

SLE = asset value * exposure factor

By example, to calculate the exposure factor, assume the asset value of a small office
building and its contents is $2 million. Also assume that this building houses the call
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Explanation Weight

Business Impact If exploited, would this have a material
business impact?

4

Probability of
Attack

How likely is a potential attacker to try this
technique or attack?

3

Cost to fix How much will it cost in dollars and
resources to correct this vulnerability?

2

Difficulty to fix How hard is this to fix from a technical
standpoint?

1

Table 18-1
Adding Weights
and Definitions
to the Potential
Impacts

Explanation Value

Red Many critical, unresolved issues 3

Yellow Some critical, unresolved issues 2

Green Few unresolved issues 1

Table 18-2
Adding Values to
Assessments
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center for a business, and the complete loss of the center would take away about half of
the capability of the company. Therefore, the exposure factor is 50 percent. The SLE is

$2 million * 0.5 = $1 million

The ALE is then calculated simply by multiplying the SLE by the number of times the
event is expected to occur in a year, which is called the annualized rate of occurrence
(ARO):

ALE = SLE * ARO

If the event is expected to occur once in 20 years, then the annualized rate of occur-
rence is 1/20. Typically the ARO is defined by historical data, either from a company’s
own experience or from industry surveys. Continuing our example, assume that a fire
where this business is located is expected to occur about once in 20 years. Given this in-
formation, the ALE is

$1 million * 1/20 = $50,000

The ALE determines a threshold for evaluating the cost/benefit ratio of a given coun-
termeasure. Therefore, a countermeasure to protect this business adequately should cost
no more than the calculated ALE of $50,000 per year.

Figure 18-7 Final quantitative assessment of the findings
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STUDY TIP It is always advisable to memorize these fundamental equations
for certifications such as Security+.

The examples in this chapter have been simplistic, but they demonstrate the concepts
of both quantitative and qualitative risk analysis. There are more complex algorithms
and software packages for accomplishing risk analysis, but these examples suffice for the
purposes of this text.

Qualitative vs. Quantitative Risk Assessment
It is recognized throughout industry that it is impossible to conduct risk management
that is purely quantitative. Usually risk management includes both qualitative and quan-
titative elements, requiring both analysis and judgment or experience. It is important to
note that in contrast to quantitative assessment, it is possible to accomplish purely quali-
tative risk management.

It is easy to see that it is impossible to define and quantitatively measure all factors
that exist in a given risk assessment. It is also easy to see that a risk assessment that mea-
sures no factors quantitatively but measures them all qualitatively is possible.

The decision of whether to use qualitative versus quantitative risk management depends
on the criticality of the project, the resources available, and the management style. The deci-
sion will be influenced by the degree to which the fundamental risk management metrics,
such as asset value, exposure factor, and threat frequency can be quantitatively defined.

Tools
Many tools can be used to enhance the risk management process. The following tools
can be used during the various phases of risk assessment to add objectivity and structure
to the process. Understanding the details of each of these tools is not necessary for the

Security+ Certification All-in-One Exam Guide
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Accepting Risk
In addition to mitigating risk or transferring risk, it may be acceptable for a manager
to accept risk in that despite the potential cost of a given risk and its associated prob-
ability, the manager or the organization will accept responsibility for the risk if it
does happen. For example, a manager may choose to allow a programmer to make
“emergency” changes to a production system (in violation of good segregation of
duties) because the system cannot go down during a given period of time. The man-
ager accepts the risk that the programmer could possibly make unauthorized
changes because of the high-availability requirement of that system. However, there
should always be some additional controls such as management review or a stan-
dardized approval process to ensure the assumed risk is adequately managed.
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Security+ exam, but understanding what they can be used for is important. More infor-
mation on these tools can be found in any good project-management text.

Affinity grouping A method of identifying items that are related and then identi-
fying the principle that ties them together into a group.

Baseline identification and analysis The process of establishing a baseline
set of risks. It produces a “snapshot” of all the identified risks at a given point in time.

Cause and effect analysis Identifying relationships between a risk and the fac-
tors that can cause it. This is usually accomplished using fishbone diagrams developed by
Dr. Kaoru Ishikawa, former Professor of Engineering at the Science University of Tokyo.

Cost/benefit analysis A straightforward method for comparing cost estimates
with the benefits of a mitigation strategy.

Gantt charts A management tool for diagramming schedules, events, and activity
duration.

Interrelationship digraphs A method for identifying cause-and-effect relation-
ships by clearly defining the problem to be solved, identifying the key elements of the
problem, and then describing the relationships between each of the key elements.

Pareto charts A histogram that ranks the categories in a chart from most frequent
to least frequent, thus facilitating risk prioritization.

PERT (program evaluation and review technique) charts A diagram
depicting interdependencies between project activities, showing the sequence and du-
ration of each activity. When complete, the chart shows the time necessary to com-
plete the project and the activities that determine that time (the critical path). The
earliest and latest start and stop times for each activity and available slack times can
also be shown.

Risk management plan A comprehensive plan documenting how risks will be
managed on a given project. It contains processes, activities, milestones, organizations,
responsibilities, and details of each major risk management activity and how it is to be
accomplished. It is an integral part of the project management plan.

Chapter 18: Risk Management
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Risks Really Don’t Change, But They Can Be Mitigated
One final thought to keep in mind is that the risk itself doesn’t really change, no
matter what actions are taken to mitigate that risk. A high risk will always be a high
risk. However, actions can be taken to reduce the impact of that risk if it occurs.
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Chapter Review
Risk management is a key management process that must be used at every level, whether
managing a project, a program, or an enterprise. Managing risk is key to keeping a busi-
ness competitive and must be done by managers at all levels. Both qualitative and quan-
titative risk assessment approaches must be used to effectively manage risk, and a
number of approaches were presented in this chapter. It is important to understand that
it is impossible to conduct a purely quantitative risk assessment, but it is possible to
conduct a purely qualitative risk assessment.

Questions

1. Which of the following correctly defines qualitative risk management?

A. The loss resulting when a vulnerability is exploited by a threat.

B. To reduce the likelihood of a threat occurring.

C. The process of subjectively determining the impact of an event that affects a
project, program, or business.

D. The process of objectively determining the impact of an event that affects a
project, program, or business.

2. Which of the following correctly defines risk?

A. The risks still remaining after an iteration of risk management.

B. The possibility of suffering harm or loss.

C. The loss resulting when a vulnerability is exploited by a threat.

D. Any circumstance or event with the potential to cause harm to an asset.

3. Single loss expectancy (SLE) can best be defined by which of the following
equations?

A. SLE = asset value * exposure factor

B. SLE = annualized loss expectancy * annualized rate of occurrence

C. SLE = asset value * annualized rate of occurrence

D. SLE = annualized loss expectancy * exposure factor

4. Which of the following correctly defines annualized rate of occurrence?

A. On an annualized basis, the frequency with which an event is expected to occur.

B. How much an event is expected to cost per year.

C. A measure of the magnitude of loss of an asset.

D. Resources or information an organization needs to conduct its business.

5. Which of the following are business risks?

A. Business continuity management

B. Fraud
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C. Contract management

D. Treasury management

E. All of the above

F. None of the above

6. The Basel Committee defines operational risk as which of the following?

A. Risk of default of outstanding loans

B. Risk of losses due to fluctuations of market prices

C. The possibility of suffering harm or loss

D. Risk from disruption by people, systems, processes, or disasters

7. Which of the following are not assets?

A. Hardware

B. Inventory

C. Equipment or software failure

D. Cash

E. All of the above

F. None of the above

For questions 8 and 9, assume the following: The asset value of a small distribution
warehouse is $5 million, and this warehouse serves as backup capability. Its complete
destruction by a disaster would take away about 1/5 of the capability of the business.
Also assume that this sort of disaster is expected to occur about once every 50 years.

8. Which of the following is the calculated single loss expectancy (SLE)?

A. SLE = $25 million

B. SLE = $1 million

C. SLE = $2.5 million

D. SLE = $5 million

9. Which of the following is the calculated annualized loss expectancy (ALE)?

A. ALE = $50,000

B. ALE = $20,000

C. ALE = $1 million

D. ALE = $50 million

10. When discussing qualitative risk assessment versus quantitative risk assessment,
which of the following is true?

A. It is impossible to conduct a purely quantitative risk assessment, and it is
impossible to conduct a purely qualitative risk assessment.

Chapter 18: Risk Management
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B. It is possible to conduct a purely quantitative risk assessment, but it is
impossible to conduct a purely qualitative risk assessment.

C. It is possible to conduct a purely quantitative risk assessment, and it is
possible to conduct a purely qualitative risk assessment.

D. It is impossible to conduct a purely quantitative risk assessment, but it is
possible to conduct a purely qualitative risk assessment.

Answers

1. C, by definition. Answer A is the definition of impact. Answer B is the definition
of mitigate. Answer D is the definition of quantitative risk assessment.

2. B, by definition. Answer A is the definition of residual risk. Answer C is the
definition of impact. Answer D is the definition of threat.

3. A, by definition.

4. A. Answer B is the definition of annualized loss expectancy. Answer C is the
definition of exposure factor. Answer D is the definition of asset.

5. E.

6. D. Answer A is the definition of credit risk. Answer B is the definition of market
risk. Answer C is the definition of risk.

7. C. Equipment or software failure is a threat. All other answers are examples
of assets.

8. C. SLE = asset value ($5 million) * exposure factor (1/5) = $1 million.

9. B. ALE = SLE ($1 million) * annualized rate of occurrence (1/50) = $20,000.

10. D.
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