
CHAPTER17Computer Forensics
In this chapter, you will

• Learn the rules and types of evidence
• Review the collection of evidence
• Study the preservation of evidence
• Discover the importance of a viable chain of custody
• Explore the steps to investigating a computer crime or policy violation

Computer forensics is certainly one of the popular buzzwords in computer security.
This chapter will address the key aspects of computer forensics in preparation for the Se-
curity+ certification. It is not intended to be a legal tutorial regarding the presentation of
evidence in a court of law. The principles are of value in conducting any investigative
processes, including internal or external audit procedures, but there are many nuances
of handling legal cases that are far beyond the scope of this text.

The term forensics relates to the application of scientific knowledge to legal problems.
Specifically, computer forensics involves the preservation, identification, documenta-
tion, and interpretation of computer data, as explained in Warren G. Kruse and Jay
Heiser’s Computer Forensics: Incident Response Essentials (Boston: Addison-Wesley, 2002).
In today’s practice, computer forensics can be performed for three purposes:

• Investigating and analyzing computer systems as related to a violation of laws

• Investigating and analyzing computer systems for compliance with an
organization’s policies

• Investigating computer systems that have been remotely attacked

This last point is often referred to as incident response and can be a subset of the first two
points. If an unauthorized person is remotely attacking a system, laws may indeed have
been violated. However, a company employee performing similar acts may or may not vi-
olate laws and may or may not violate corporate policies. So, any of these three purposes
could ultimately result in legal actions. Therefore, it is important to note that computer fo-
rensics actions may, at some point in time, deal with legal violations, and investigations
could go to court proceedings. It is extremely important to understand this concept, be-
cause even minor procedural missteps can have significant legal consequences.

1

All-In-One / Security+ Certification All-in-One Exam Guide / team / 222633-1/ Chapter 17

P:\010Comp\All-in-1\633-1\ch17.vp
Friday, May 23, 2003 9:56:58 AM

Color profile: Generic CMYK printer profile
Composite  Default screen



Evidence
Evidence consists of the documents, verbal statements, and material objects admissible in a
court of law. Evidence is critical to convincing management, juries, judges, or other authori-
ties that some kind of violation has occurred. The submission of evidence is challenging,
but it is even more challenging when computers are used because the people involved may
not be technically educated and thus may not fully understand what’s happened.

Computer evidence presents yet more challenges because the data itself cannot be
sensed with the physical senses. You can see printed characters, but you can’t see the bits
where that data is stored—it is a magnetic pulse on a disk or some other storage technol-
ogy. Therefore, it must always be evaluated through some kind of “filter” rather than
sensed directly by human senses. This is often of concern to auditors, because good au-
diting techniques recommend accessing the original data or a version as close as possi-
ble to the original data.

Standards for Evidence
To be credible, especially if it will be used in court proceedings or in corporate disciplinary
actions which could be challenged legally, evidence must meet these three standards:

• Sufficient The evidence must be convincing or measure up without question.

• Competent The evidence must be legally qualified and reliable.

• Relevant The evidence must be material to the case or have a bearing on the
matter at hand.

Types of Evidence
All evidence is not created equal. Some evidence is stronger and better than other,
weaker evidence. There are several types of evidence:

• Direct evidence Oral testimony that proves a specific fact (such as an
eyewitness’s statement). The knowledge of the facts is obtained through
the five senses of the witness. There are no inferences or presumptions.

• Real evidence (also known as associative or physical evidence) Tangible
objects that prove or disprove a fact. Physical evidence links the suspect to
the scene of a crime.

• Documentary evidence Evidence in the form of business records, printouts,
manuals, and the like. Much of the evidence relating to computer crimes is
documentary evidence.

• Demonstrative evidence Used to aid the jury and may be in the form of a
model, experiment, chart, and so on, offered to prove that an event occurred.
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For more information on the types of evidence, see Harold F. Tipton and Micki
Krause’s Information Security Management Handbook, 4th edition (Boca Raton: Auerbach
Publications, 2000), p. 607.

Three Rules Regarding Evidence
There are some rules that guide the use of evidence, especially if they could result in
court proceedings:

• Best evidence rule Courts prefer original evidence rather than a copy to ensure
that no alteration of the evidence (whether intentional or unintentional) has
occurred. There are instances when a duplicate can be accepted, such as when
the original is lost or destroyed by acts of God or in the normal course of
business. A duplicate is also acceptable when a third party beyond the court’s
subpoena power possesses the original.

• Exclusionary rule The Fourth Amendment to the United States Constitution
precludes illegal search and seizure. Therefore, any evidence collected in violation
of the Fourth Amendment is not admissible as evidence. Additionally, if evidence
is collected in violation of the Electronic Communications Privacy Act (ECPA)
or other related violations of the United States Code, it may not be admissible
to a court. For example, if there is no policy regarding the company’s intent to
electronically monitor network traffic or systems, and the employee has not
acknowledged this policy by signing an agreement, sniffing network traffic could
be a violation of the ECPA.

• Hearsay rule Hearsay is second-hand evidence—evidence not gathered from
the personal knowledge of the witness. Computer-generated evidence is
considered hearsay evidence—see Tipton and Krause’s Information Security
Management Handbook, p. 608–609.

NOTE The laws just mentioned are U.S. laws. Other countries and
jurisdictions may have other laws that are similar and would need to
be considered in a similar manner.

Collecting Evidence
When information or objects are presented to management or admitted to court to sup-
port a claim, that information or those objects can be considered as evidence or docu-
mentation supporting your investigative efforts. Senior management will always ask a
lot of questions—second- and third-order questions that you need to be able to answer
quickly. Likewise, in a court, credibility is critical. Therefore, evidence must be properly
acquired, identified, protected against tampering, transported, and stored.
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Acquiring Evidence
When an incident occurs, you will need to collect data and information to facilitate your
investigation. If someone is committing a crime or intentionally violating a company
policy, they will likely try to hide the fact that they were involved. Therefore, collect as
much information as soon as you can. Obviously, as time passes, evidence can be tam-
pered with or destroyed. Look around on the desk, on the Rolodex, under the keyboard,
in desktop storage areas, and on cubicle bulletin boards for any information that might
be relevant. Secure floppy disks, CDs, flash memory cards, USB drives, tapes, and other
removable media. Request copies of logs as soon as possible. Most Internet service pro-
viders (ISPs) will protect logs that could be subpoenaed. Take photos (some localities
require use of Polaroid photos, as they are harder to modify without obvious tamper-
ing) or video tapes. Include photos of operating computer screens and hardware com-
ponents from multiple angles. Be sure to photograph internal components before
removing them for analysis.

When an incident occurs and the computer being used is going to be secured, there
are two facts to consider: should it be turned off, and should it be disconnected from the
network? There has been much discussion concerning the reasons for turning a com-
puter on or turning it off. Some forensics professionals state that the plug should be
pulled in order to freeze the current state of the computer. However, this results in the
loss of any data associated with an attack in progress from the machine. Any data in
RAM will also be lost. Further, it may corrupt the computer’s file system and could call
into question the validity of your findings.

On the other hand, it is possible for the computer criminal to leave behind a software
bomb that you don’t know about, and any commands you execute, including shutting
down or restarting the system, could destroy or modify files, information, or evidence.
The criminal may have anticipated such an investigation and altered some of the sys-
tem’s binary files. This is trivial to do in UNIX systems and is now becoming common in
Windows systems. Dr. Larry Leibrock at University of Texas, Austin, led a research pro-
ject to quantify how many files are changed when turning a Windows workstation off
and on. Their research documents that approximately 0.6 percent of the operating sys-
tem files are changed each time a Windows XP system is shut down and restarted
(http://praetor.bus.utexas.edu/leibrock/xpforensics/).

Further, if the computer being analyzed is a server, it is unlikely management will
support taking it offline and shutting it down for investigation. So, from an investigative
perspective, either course may be correct and either course may be incorrect, depending
on the circumstances surrounding the incident. What is most important is that you are
deliberate in your work, you document your actions, and you can explain why you took
the actions you did.

EXAM TIP For Security+ testing purposes, the memory should be dumped,
the system powered down, and an image should be made and worked from.

There are many investigative methods. Figure 17-1 shows the continuum of investi-
gative methods from simple to more rigorous.
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Figure 17-2 shows the relationship between the complexity of your investigation and
both the reliability of your forensic data and the difficulty of investigation.

CAUTION You should never examine a system with the utilities provided by
that system. You should always use utilities that have been verified as correct
and uncorrupted. Do not open any files, or start any applications. If possible,
document the current memory and swap files, running processes, and open

files. Unplug the system from the network and immediately contact senior management. If
your organization has Computer Incidence Response Team (CIRT) procedures, follow them.
Capture and secure mail, Domain Name Service (DNS), and other network service logs on
supporting hosts. Unless you have appropriate forensic training and experience, consider
calling in a professional.

Identifying Evidence
Evidence must be properly marked as it is collected so that it can be identified as the par-
ticular piece of evidence gathered at the scene. Properly label and store evidence. Be sure
the labels can’t be easily removed. Keep a log book identifying each piece of evidence (in
case the label is removed), the persons who discovered it, the case number, the date,
time, and location discovered, and the reason for collection. This information should
be specific enough for recollection later in court. Log other identifying marks, such as
device make, model, serial number, cable configuration or type, and so on. Note any
type of damage to the piece of evidence.
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Figure 17-1 Investigative method rigor

Figure 17-2 Rigor of the investigative method versus both data reliability and the difficulty of
investigation
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Being methodical is extremely important while identifying evidence. Do not collect
evidence by yourself—have a second person who can serve as a witness to your actions.
A sample log is shown here:

Investigator Case # Date Time Location Reason

Dell Latitude laptop computer,
C600, Serial number: 62H5J25

Smith C-25 30 Jan 2003 1325 Room
312 safe

Safekeeping

Protecting Evidence
Protect evidence from electromagnetic or mechanical damage. Ensure that evidence is
not tampered with, damaged, or compromised by the procedures used during the inves-
tigation. Be careful not to damage the evidence to avoid potential liability problems
later. Protect evidence from extremes in heat and cold, humidity, water, magnetic fields,
and vibration. Use static-free evidence protection gloves as opposed to standard latex
gloves. Seal the evidence in a proper container with evidence tape, and mark it with your
initials, date, and case number.

Transporting Evidence
Properly log all evidence in and out of controlled storage. Use proper packing tech-
niques, such as placing components in static-free bags, using foam packing material,
and using cardboard boxes. Be especially cautious during transport of evidence to en-
sure custody of evidence is maintained and it isn’t damaged or tampered with.

Storing Evidence
Store the evidence in an evidence room that has low traffic, restricted access, camera
monitoring, and entry logging capabilities. Store components in static-free bags, foam
packing material, and cardboard boxes.

Conducting the Investigation
When analyzing computer storage components, it is important to use extreme caution.
A copy of the system should be analyzed—never the original system, as that will have to
serve as evidence. A system specially designed for forensics examination should be used.
Conduct analysis in a controlled environment with strong physical security, minimal
traffic, controlled access, and so on.

Remember that witness credibility is extremely important. It is easy to imagine how
quickly credibility can be damaged if the witness is asked, “Did you lock the file system”
and can’t answer affirmatively. Or, “When you imaged this disk drive, did you use a new
system?” and one can’t answer that the destination disk was new or had been com-
pletely formatted using a low-level format before data was copied to it.
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Unless you have tools specifically designed to take forensic images under Windows,
your imaging process should use DOS instead of standard Windows. Boot it from a
floppy disk or CD, and have only the minimal amount of software installed to preclude
propagation of a virus or the inadvertent execution of a Trojan horse or other malicious
program. Windows can then be used when examining copies of the system.

Although each investigation will be different, the following image backup process is
a good example of a comprehensive investigation (see Tipton and Krause’s Information
Security Management Handbook, p. 634):

1. Remove or image only one component at a time.

2. Remove the hard disk and label it. Be sure to use an anti-static or static-
dissipative wristband and mat before conducting forensic analysis.

3. Identify the disk type (IDE, SCSI, or other type). Log the disk capacity,
cylinders, heads, and sectors.

4. Image the disk by using a bit-level copy, sector by sector. This will retain
deleted files, unallocated clusters, and slack space.

5. Make either three or four copies of the drive: one replaces the drive removed if
the system is to be returned to its owner and you don’t want to divulge that the
drive has been exchanged; one is marked, sealed, logged, and stored with the
original, unmodified disk as evidence; one will be used for file authentication;
the last is for analysis.

6. Check the disk image to make sure there were no errors during the imaging process.

7. Before analyzing the suspect disk, generate a message digest for all system
directories, files, disk sectors, and partitions. MD5 and SHA are suitable and
are superior to the older CRC32 or weaker hashing algorithms. Remember that
even creating the message digest can change file access times, so it is important
to have the files locked and to use the image, not the original evidence. Keep a
good log of the hash values.

8. Inventory all files on the system.

9. Document the system date and time.

TIP You should note that although this text describes the process and
provides specific steps to be performed, they are to be used as guidelines.
Any notes or record of results you make can end up being evidence in a
court. Therefore, using a checklist and making notes on it could result in

those lists and notes becoming evidence. Your credibility could be damaged if you have
specific checklists and you skip a step or two because they aren’t applicable—remember
that you may need to explain why you skipped certain steps. While following the checklist,
keep a log of all commands you issued on the system between the time you identified the
incident and the time you imaged the disk. That way, if you are questioned in court about
whether you changed anything on the disk, you can say, in effect, “Yes, but here is exactly
what I did and here is how it would have changed things.”
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Chain of Custody
Evidence, once collected, must be properly controlled to prevent tampering. The chain
of custody accounts for all persons who handled or had access to the evidence. The
chain of custody shows who obtained the evidence, when and where it was obtained,
where it was stored, and who had control or possession of the evidence.

The following is a list of the critical steps in a chain of custody:

• Record each item collected as evidence.

• Record who collected the evidence along with the date and time.

• Write a description of the evidence in the documentation.

• Put the evidence in containers and tag the containers with the case number,
the name of the person who collected it, and the date and time.

• Record all message digest (hash) values in the documentation.

• Securely transport the evidence to a protected storage facility.

• Obtain a signature from the person who accepts the evidence at this storage
facility.

• Provide controls to prevent access to and compromise of the evidence while
it is being stored.

• Securely transport it to court for proceedings.

Free Space vs. Slack Space
When a user deletes a file, the file is not actually deleted. Instead, a pointer in a file allo-
cation table is deleted. This pointer was used by the operating system to track down the
file when it was referenced, and the act of “deleting” the file merely removes the pointer
and marks the sector(s) holding the file as available for the operating system to use. The
actual data originally stored on the disk remains on the disk (until that space is used
again); it just isn’t recognized as a coherent file by the operating system.

Free Space
Since the “deleted” file is not actually completely erased or overwritten, it just sits there
until the operating system needs to use that space for another file or application. Some-
times the second file that is saved in the same area does not occupy as many sectors as
the first file, so there will still be a fragment of the original file.

The sector that holds the fragment of this file is referred to as free space because the op-
erating system has marked it as usable when needed. As soon as the operating system
stores something else in this sector, it is referred to as allocated. The unallocated sectors
still contain the original data until the operating system overwrites those unallocated
sectors. Looking at the free space might reveal information left over from files the user
thought were deleted from the drive.
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Slack Space
Another place that should be reviewed is slack space, which is different from free space.
When a file is saved to a storage media, such as a hard drive, the operating system allo-
cates space in blocks of a predefined size, called sectors. The size of all sectors is the same
on a given system or hard drive. Even if your file contains only 10 characters, the operat-
ing system will allocate a full sector of, say 1,024 bytes—there will be space left over in
the sector. This is slack space.

It is possible for a user to hide malicious code, tools, or clues in slack space, as well as
in the free space. You may also find information in slack space from files that previously
occupied that same physical sector on the drive. Therefore, an investigator should re-
view slack space using utilities that can display the information stored in these areas.

What’s This Message Digest and Hash?
If files, logs, and other information are going to be captured and used for evidence, you
need to ensure that the data isn’t modified. In most cases, a tool that implements a hash-
ing algorithm to create message digests is used.

NOTE The mathematics behind these hashing algorithms has been
researched extensively, and although it is possible that two different data
streams could produce the same message digest, it is very, very improbable.
This is an area of cryptography that has been rigorously reviewed, and the

mathematics behind Message Digest 5 (MD5) and Secure Hash Algorithm (SHA) are very
sound. (For more information about hashing and algorithms, see Chapter 10.)

A hashing algorithm performs a function similar to the familiar parity bits, checksum,
or cyclical redundancy check (CRC). It applies mathematical operations to a data stream
(or file) to calculate some number that is unique based on the information contained in
the data stream (or file). If a subsequent analysis on the same data stream produces a dif-
ferent result, there is a very high probability that the data stream was changed.

The hash tool is applied to each file or log and the message digest value is noted in the
investigation documentation. When the case actually goes to trial, the investigator may
need to run the tool on the files or logs again to show that they have not been altered in
any way. The logs may also need to be written to a write-once media, such as a CD-ROM.

NOTE The number of files stored on today’s hard drives can be very large,
literally tens of thousands. Obviously this is far too many for the investigator
to analyze. However, if it were possible to know the message digests for most
of the files installed by the most popular software products, and those message

digests matched the message digests of the files on the drive being analyzed, approximately
90 percent of the files would not need to be analyzed by the investigator because they can
be assumed to be unmodified. (See Dan Mares’ “Using File Hashes to Reduce Forensic
Analysis” in SC Online, May 2002, www.scmagazine.com/scmagazine/sc-online/2002/article/
24/article.html. Also see www.nsrl.nist.gov.)
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Analysis
After successfully imaging the drives to be analyzed and calculating and storing the mes-
sage digests, the investigator will now begin the analysis. The details of the investigation
will depend on the particulars of the incident being investigated. However, in general,
the following steps will be involved:

• Check the Recycle Bin for deleted files.

• Check the web browser history files and address bar histories.

• Check the web browser cookie files. Each web browser stores cookies in different
places. Some examples are provided. Browsers not listed here will require
individual research. Netscape 7.0 for Windows stores them in a file called
cookies.txt (click Tools | Cookie Manager, or search for files named cookies.txt).
In Netscape 7.0 for Mac, click Netscape | Preferences | Privacy & Security |
Cookies. Netscape for UNIX stores them in $HOME/netscape. Internet Explorer
stores cookies in the Temporary Internet Files folder with all the other temporary
Internet files. (Each cookie is stored in a separate file with the format “Cookie:
<username>@URL”, where <username> is the user who is logged into the
Windows machine, and the URL is the address of the web server that set the
cookie. Opening each cookie file will give you the details about that specific
cookie. A handy tool for viewing Internet Explorer cookies is IECookiesView
found at www.simtel.net/pub/dl/59299.shtml.)

• Check the Temporary Internet Files folders. Usually these are found in the
Windows directory C:\Documents and Settings\<username>\Local Settings\
Temporary Internet Files. This location can be changed, so be sure to check
where Internet Explorer is storing those files. In Internet Explorer, click Tools |
Internet Options | General | Settings | View Files.

• Search files for suspect character strings. To conserve valuable time, be wise in
the choice of words you search for, choosing “confidential,” “sensitive,” “sex”
or other explicit words and phrases related to your investigation.

• Search the slack and free space for suspect character strings as described previously.

Chapter Review
This chapter has provided information essential to understanding the role of forensic
analysis. The topics covered help you understand that certain rules must be followed
when dealing with evidence and why evidence must be properly collected, protected,
and controlled to be of value during court or disciplinary activities. The terms discussed
and concepts presented are essential to understand in your preparation for the Security+
certification. Understanding the process of conducting an investigation will not only as-
sist the reader during Security+ exam preparations but will also help in the discovery of
potential violations of laws or corporate policies.
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Questions

1. Which of the following correctly defines evidence as being sufficient?

A. The evidence is material to the case or has a bearing to the matter at hand.

B. The evidence is presented in the form of business records, printouts, and so on.

C. The evidence is convincing or measures up without question.

D. The evidence is legally qualified and reliable.

2. Which of the following correctly defines direct evidence?

A. The knowledge of the facts is obtained through the five senses of the
witness.

B. The evidence consists of tangible objects that prove or disprove a fact.

C. The evidence is used to aid the jury and may be in the form of a model,
experiment, chart, or the like, offered to prove an event occurred.

D. It is physical evidence that links the suspect to the scene of a crime.

3. Which of the following correctly defines demonstrative evidence?

A. The evidence is legally qualified and reliable.

B. The evidence consists of tangible objects that prove or disprove a fact.

C. The evidence is used to aid the jury and may be in the form of a model,
experiment, chart, or the like, offered to prove an event occurred.

D. The evidence is in the form of business records, printouts, manuals, and so on.

4. Which of the following correctly defines the best evidence rule?

A. The evidence is legally qualified and reliable.

B. Courts prefer original evidence rather than a copy to ensure that no
alteration of the evidence (intentional or unintentional) has occurred.

C. The evidence is used to aid the jury and may be in the form of a model,
experiment, chart, or the like, offered to prove an event occurred.

D. Physical evidence that links the suspect to the scene of a crime.

5. Which of the following correctly defines the exclusionary rule?

A. The knowledge of the facts is obtained through the five senses of the
witness.

B. The evidence consists of tangible objects that prove or disprove a fact.

C. The evidence is used to aid the jury and may be in the form of a model,
experiment, chart, or the like, offered to prove an event occurred.

D. Any evidence collected in violation of the Fourth Amendment is not
admissible as evidence.
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6. Which of the following is the most rigorous investigative method?

A. Build a new system that completely images the suspect system.

B. Verify software on the suspect system and use that software for investigation.

C. Examine the suspect system using its software without verification.

D. Use a dedicated forensic workstation.

7. Which of the following correctly defines slack space?

A. The space on a disk drive that is occupied by the boot sector.

B. The space located at the beginning of a partition.

C. The remaining sectors of a previously allocated file that are available for the
operating system to use.

D. The unused space on a disk drive when a file is smaller than the allocated
unit of storage (such as a sector).

8. Which of the following correctly defines the process of acquiring evidence?

A. Dump the memory, power down the system, create an image of the system,
and analyze the image.

B. Power down the system, dump the memory, create an image of the system,
and analyze the image.

C. Create an image of the system, analyze the image, dump the memory, and
power down the system.

D. Dump the memory, analyze the image, power down the system, and create
an image of the system.

9. If you are investigating a computer incident, and you need to remove the disk
drive from a computer and replace it with a copy so the user doesn’t know it
has been exchanged, how many copies of the disk should you make, and how
should they be used?

A. Three copies. One to replace the drive removed, one to be used for file
authentication, and one for analysis.

B. Four copies. One to replace the drive removed; one is marked, sealed, logged,
and stored with the original, unmodified disk as evidence; one is for file
authentication; and one is for analysis.

C. Five copies. One to replace the drive removed; one is marked, sealed, logged,
and stored with the original, unmodified disk as evidence; one is for file
authentication; one is for analysis; and one is for holding message digests.

D. Four copies. One to replace the drive removed; one is marked, sealed, logged,
and stored with the original, unmodified disk as evidence; one is for file
authentication; and one is for holding message digests.
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10. Which of the following correctly describes the hashing concept?

A. A method of verifying that data has been completely deleted from a disk.

B. A method of overwriting data with a specified pattern of 1s and 0s on a disk.

C. An algorithm that applies mathematical operations to a data stream to
calculate a unique number based on the information contained in the data
stream.

D. A method used to keep an index of all files on a disk.

Answers

1. C, by definition. Answer A is the definition of relevant evidence. Answer B is
the definition of documentary evidence. Answer D is the definition of competent
evidence.

2. A, by definition. Answer B is the definition of real evidence. Answer C is the
definition of demonstrative evidence. Answer D is the definition of real evidence.

3. C, by definition. Answer A is the definition of competent evidence. Answer B
is the definition of real evidence. Answer D is the definition of documentary
evidence.

4. B, by definition. Answer A is the definition of competent evidence. Answer C
is the definition of demonstrative evidence. Answer D is the definition of real
evidence.

5. D, by definition. Answer A is the definition of direct evidence. Answer B is the
definition of real evidence. Answer C is the definition of demonstrative evidence.

6. D. Answers A and B are other methods on the rigor spectrum. Answer C is the
least rigorous method.

7. D. Answers A and B are contrived definitions. Answer C is the definition of free
space.

8. A. The other answers are not in the correct order.

9. B. The other answers are contrived responses.

10. C, by definition. The other answers are contrived responses.
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