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CHAPTER15Security and Law
In this chapter, you will

• Learn about the laws and rules concerning importing and exporting encryption
software

• Know the laws that govern computer access and trespass
• Understand the laws that govern encryption and digital rights management
• Learn about the laws that govern digital signatures
• Know the laws that govern privacy in various industries with relation to computer

security

Computer security is no different than any other subject in our society; as it changes our
lives, laws will be enacted to enable desired behaviors and prohibit undesired behav-
iors. The one substantial difference between this aspect of our society and others is that
the speed of advancement in the information systems world as driven by business, com-
puter network connectivity, and the Internet is much greater than in the legal system of
compromise and law-making. In some cases, laws have been overly restrictive, limiting
business options, such as in the area of importing and exporting encryption technology.
In other cases, legislation has been slow in coming and this fact has stymied business
initiatives, such as in digital signatures. And in some areas, it has been both too fast and
too slow, as in the case of privacy laws. One thing is certain—you will never satisfy ev-
eryone with a law, but it does delineate the rules of the game.

Import/Export Encryption Restrictions
Encryption technology has been controlled by governments for a variety of reasons. The
level of control varies from outright banning to little or no regulation. The reasons behind
the control vary as well, and control over import and export is a vital method of maintain-
ing a level of control over encryption technology in general. The majority of the laws and
restrictions are centered around the use of cryptography, which was until recently mainly
a military issue. The advent of commercial transactions and network communications
over public networks such as the Internet has expanded the use of cryptographic methods
to include securing of network communications. As is the case in most rapidly changing
technologies, the practice moves faster than law. Many countries still have laws that are
outmoded in terms of e-commerce and the Internet. Over time, these laws will be
changed to serve these new uses in a way consistent with each country’s needs.
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United States Law
Export controls on commercial encryption products are administered by the Bureau of
Industry and Security (BIS) in the U.S. Department of Commerce. The responsibility for
export control and jurisdiction was transferred from the State Department to the Com-
merce Department in 1996 and most recently updated on June 6, 2002. Rules governing
exports of encryption are found in the Export Administration Regulations (EAR), 15
C.F.R. Parts 730–774. Sections 740.13, 740.17, and 742.15 are the principal references
for the export of encryption items.

Needless to say, violation of encryption export regulations is a serious matter and is not
an issue to take lightly. Until recently, encryption protection was accorded the same level
of attention as the export of weapons for war. With the rise of the Internet, widespread
personal computing, and the need for secure connections for e-commerce, this position
has relaxed somewhat. The United States updated its encryption export regulations to
provide treatment consistent with regulations adopted by the European Union (EU), eas-
ing export and re-export restrictions among the 15 EU member states and Australia, the
Czech Republic, Hungary, Japan, New Zealand, Norway, Poland, and Switzerland. The
member nations of the Wassenaar Arrangement agreed to remove key length restrictions
on encryption hardware and software that is subject to the certain reasonable levels of en-
cryption strength. This action effectively removed “mass market” encryption products
from the list of dual-use items controlled by the Wassenaar Arrangement.

The U.S. encryption export control policy continues to rest on three principles: re-
view of encryption products prior to sale, streamlined post-export reporting, and license
review of certain exports of strong encryption to foreign government end users. The cur-
rent set of U.S. rules require notification to the BIS for export in all cases, but the restric-
tions are significantly lessened for “Mass Market” products as defined by all of the
following:

• They are generally available to the public by being sold, without restriction,
from stock at retail selling points by any of these means:

• Over-the-counter transactions

• Mail-order transactions

• Electronic transactions

• Telephone call transactions

• The cryptographic functionality cannot easily be changed by the user.

• They are designed for installation by the user without further substantial
support by the supplier.

• When necessary, details of the items are accessible and will be provided, upon
request, to the appropriate authority in the exporter’s country in order to
ascertain compliance with export regulations.

Mass-market commodities and software employing a key length greater than 64 bits
for the symmetric algorithm must be reviewed in accordance with BIS regulations. Re-
strictions on exports by U.S. persons to terrorist-supporting states (Cuba, Iran, Iraq,
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Libya, North Korea, Sudan, or Syria), their nationals, and other sanctioned entities are
not changed by this rule.

As you can see, this is a very technical area, with significant rules and significant pen-
alties for infractions. The best rule is that whenever you are faced with a situation involv-
ing the export of encryption-containing software, consult an expert and get the
appropriate permission, or else a statement that permission is not required, first. This is
one case where it is better to be safe than sorry; if in doubt, read the associated sidebar.
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For Immediate Release
January 7, 2003

Silicon Graphics Settles Criminal and Civil Charges that Computer Shipments
Violated U.S. Export Controls
The Department of Commerce’s Bureau of Industry and Security (BIS) announced
that Silicon Graphics, Inc. (SGI) of Mountain View, California pled guilty to two
felony charges that the company violated Commerce Department regulations by
illegally exporting high performance computers to a Russian nuclear laboratory in
1996. SGI agreed to pay $1 million in criminal fines to resolve the charges. In a re-
lated administrative case, SGI agreed to pay $182,000, the maximum penalty au-
thorized by the Export Administration Regulations (EAR), to settle civil charges
arising from the same exports to the Russian nuclear laboratory, as well as addi-
tional charges relating to illegal computer exports to Israel and for failure to meet
reporting requirements for exports to China, Qatar, and the United Arab Emirates.

As part of the settlement of criminal charges, SGI admitted that, on two occa-
sions in 1996, the company exported four Challenge L computer systems, upgrades,
and peripheral equipment to the All-Russian Institute for Technical Physics
(Chelyabinsk-70) in violation of U.S. export control regulations. Chelyabinsk-70,
located in Snezhinsk, Russia, is a nuclear laboratory operated by Russia’s Ministry of
Atomic Energy and is engaged in research, development, testing, and maintenance
of nuclear devices.

In addition to the monetary penalties, the civil settlement agreement provided
that SGI’s exporting privileges to Russia will be denied for a period of three years.
The denial of export privileges will be suspended provided that SGI does not com-
mit any export control violations involving Russia during the suspension period.
SGI also agreed, for a period of three years, not to exercise its eligibility to use Li-
cense Exception CTP for exports and re-exports to Russia, or to engage in any activ-
ity, such as repair or maintenance of computers, involving any military or nuclear
end-user, or end-user in Russia without the prior written consent of BIS. Finally,
SGI agreed to report to BIS, within 45 days, all of its exports to certain countries of
concern during the last six months.
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Non-U.S. Laws
Export control rules for encryption technologies fall under the Wassenaar Arrangement, an
international arrangement on export controls for conventional arms and dual-use goods
and technologies. The Wassenaar Arrangement has been established in order to contribute
to regional and international security and stability, by promoting transparency and greater
responsibility in transfers of conventional arms and dual-use goods and technologies, thus
preventing destabilizing accumulations. Participating states, of which the United States is
one of 33, will seek, through their own national policies and laws, to ensure that transfers of
these items do not contribute to the development or enhancement of military capabilities
that undermine these goals, and are not diverted to support such capabilities.

Many nations have more restrictive policies than those agreed upon as part of the
Wassenaar Arrangement. Australia, New Zealand, the U.S.A., France, and Russia go fur-
ther than is required under Wassenaar and restrict general-purpose cryptographic soft-
ware as dual-use goods through national laws. The Wassenaar Arrangement has had a
significant impact on cryptography export controls, and there seems little doubt that
some of the nations represented will seek to use the next round to move toward a more
repressive cryptography export control regime based on their own national laws. There
are ongoing campaigns to attempt to influence other members of the agreement toward
less restrictive rules, and in some cases no rules. These lobbying efforts are based on
e-commerce and privacy arguments.

Digital Signature Laws
On October 1, 2000, the Electronic Signatures in Global and National Commerce Act
(commonly called the E-Sign law) went into effect in the United States. This law imple-
ments a simple principle: a signature, contract, or other record may not be denied legal ef-
fect, validity, or enforceability solely because it is in electronic form. Another source of law
on digital signatures is the National Conference of Commissioners on Uniform State
Laws’ Uniform Electronic Transactions Act (UETA), which has been adopted in over 20
states. A number of the states have adopted a nonuniform version of UETA, and the pre-
cise relationship between the Federal E-Sign law and UETA has yet to be resolved and will
most likely be worked out through litigation in the courts over complex technical issues.

In announcing the settlement, Acting Assistant Secretary of Commerce for Ex-
port Enforcement Lisa Prager stated that this case demonstrates the Bureau’s deter-
mination to rigorously enforce its controls over items that can be used in the
proliferation of weapons of mass destruction. The Department of Commerce,
through BIS, administers and enforces export controls for reasons of national se-
curity, foreign policy, anti-terrorism, nonproliferation, and short supply. Criminal
penalties and administrative sanctions can be imposed for violations of the EAR.

http://www.bxa.doc.gov/press/2003/SiliconGraphics1_7.html
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Many states have adopted digital signature laws, the first being Utah in 1995. The
Utah law, which has been used as a model by several other states, confirms the legal sta-
tus of digital signatures as valid signatures, provides for use of state-licensed certification
authorities, endorses the use of public key encryption technology, and authorizes on-
line databases called repositories, where public keys would be available. The Utah act
specifies a negligence standard regarding private encryption keys and places no limit on
liability. Thus, if a criminal uses a consumer’s private key to commit fraud, the con-
sumer is financially responsible for that fraud, unless the consumer can prove that they
used reasonable care in safeguarding their private key. Consumers assume a duty of care
when they adopt the use of digital signatures for their transactions, not unlike the care
required for PINs on debit cards.

From a practical standpoint, the existence of the E-Sign law and UETA have enabled
e-commerce transactions to proceed, and the resolution of the technical details via court
actions will probably have little effect on consumers. It is worthy to note that consumers
will have to exercise reasonable care over their signature keys, much as they must over
PINs and other private numbers. For the most part, software will handle these issues for
the typical user.

Non-U.S. Laws
The United Nations has a mandate to further harmonize international trade. With this
in mind, the UN General Assembly adopted the United Nations Commission on Inter-
national Trade Law (UNCITRAL) Model Law on E-Commerce. To implement specific
technical aspects of this model law, further work on electronic signatures was needed.
The UN General Assembly then adopted the United Nations Commission on Interna-
tional Trade Law (UNCITRAL) Model Law on Electronic Signatures. These model laws
have become the basis for many national and international efforts in this area.

Canada
Canada was an early leader in the use of digital signatures. Singapore, Canada, and the
U.S. State of Pennsylvania were the first governments to have digitally signed an inter-
state contract. This contract, digitally signed in 1998, concerned the establishment of a
Global Learning Consortium between the three governments (source: Krypto-Digest
Vol. 1 No. 749, June 11, 1998). Canada went on to adopt a national model bill for
electronic signatures to promote e-commerce. This bill, the Uniform Electronic Commerce
Act (UECA), allows the use of electronic signatures in communications with the govern-
ment. The law contains general provisions for the equivalence between traditional and
electronic signatures (source: BNA ECLR, May 27, 1998, p. 700) and is modeled after
the UNCITRAL Model Law on E-Commerce (source: BNA ECLR, September 13, 2000,
p. 918). The UECA is similar to Bill C-54 in authorizing governments to use electronic
technology to deliver services and communicate with citizens.

Individual Canadian provinces have passed similar legislation defining digital signa-
ture provisions for e-commerce and government use. These laws are modeled after the
UNCITRAL Model Law on E-Commerce to enable widespread use of e-commerce trans-
actions. These laws have also modified the methods of interactions between the citizens
and the government, enabling electronic communication in addition to previous forms.
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The EU
The European Commission adopted a Communication on Digital Signatures and En-
cryption: “Towards a European Framework for Digital Signatures and Encryption.” This
communication states that a common framework at the EU level is urgently needed in
order to stimulate “the free circulation of digital signature related products and services
within the Internal market” and “the development of new economic activities linked to
electronic commerce” as well as “to facilitate the use of digital signatures across national
borders.” Community legislation should address (1) common legal requirements for
CAs, (2) legal recognition of digital signatures, and (3) international cooperation. This
communication was debated, and a common position was presented to the member na-
tions for incorporation into national laws.

On May 4, 2000, the European Parliament and Council approved the common posi-
tion adopted by the Council. In June 2000, the final version of the directive, Directive
2000/31/EC, was adopted. The directive is now being implemented by member states.
To implement the articles contained in the directive, member states will have to remove
barriers, such as legal form requirements, to electronic contracting, leading to uniform
digital signature laws across the EU.

Digital Rights Management
The ability to make flawless copies of digital media has led to another ‘new’ legal issue.
For years, the music and video industry has relied on technology to protect its rights
with respect to intellectual property. It has been illegal for decades to copy information
protected by copyright. This has included items such as music and videos. Even with the
law, people have for years made copies of music and videos to share, violating the basic
copyright law. This has not had a significant economic impact in the eyes of the indus-
try, as the copies were of lesser quality and that people would pay for original quality in
sufficient numbers to keep the economics of the industry healthy. As such, legal action
against piracy was typically limited to large scale duplication and sale efforts, com-
monly performed overseas and subsequently shipped to the U.S. as ‘counterfeit’ items.

The ability of anyone with a PC to make a perfect copy of digital media has led to in-
dustry fears that individual piracy actions could lead to major economic issues in the re-
cording industry. To protect the rights of the recording artists and the economic health
of the industry as a whole, the music and video recording industry lobbied the U.S. Con-
gress for protection, which was granted under the Digital Millennium Copyright Act
(DMCA) on October 20, 1998. This law was stated, “To amend title 17, United States
Code, to implement the World Intellectual Property Organization Copyright Treaty and
Performances and Phonograms Treaty, and for other purposes.” The majority of this law
was well crafted, but one section has drawn considerable comment and criticism. A sec-
tion of the law makes it illegal to develop, produce, and trade any device or mechanism
designed to circumvent technological controls used in copy protection.

Although on the surface, this seems to be reasonable. The methods used in most
cases are cryptographic in nature, and this provision had the ability to eliminate and/or
severely limit research into encryption, and the strengths and weaknesses of specific
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methods. A provision, Section 1201(g) of the Digital Millennium Copyright Act, was
included to provide for specific relief and allow exemptions for legitimate research.
With this section, the law garnered industry support from several organizations such as
the Software & Information Industry Association (SIIA), Recording Industry Association
of America (RIAA), and Motion Picture Association of America (MPAA). Based on these
inputs, the U. S. Copyright Office issued a report supporting the DMCA in a required re-
port to the Congress. This seemed to settle the issues until the RIAA threatened to sue an
academic research team headed by Professor Felten from Princeton. The issue behind
the suit was the potential publication of results demonstrating that several copy protec-
tion methods were flawed in their application. This research came in response to an
industry-sponsored challenge to break the methods. After breaking the methods developed
and published by the industry, Professor Felten and his team prepared to publish their
findings. The RIAA objected and threatened a suit under provisions of DMCA . After sev-
eral years of litigation and support of Professor Felten by the Electronic Freedom Foun-
dation (EFF), the case was eventually resolved in the academic team’s favor, although no
case law to prevent further industry-led threats was developed.

This may seem a remote issue; however, industries have been subsequently using the
DMCA to protect their technologically inspired copy protection schemes in such indus-
tries as laser-toner cartridges and garage-door openers. It is doubtful that the U.S. Con-
gress intended the law to have such effects, yet until they are resolved in court, the
DMCA may have wide-reaching implications. The act has specific exemptions for re-
search provided four elements are satisfied:

“(A) the person lawfully obtained the encrypted copy, phonorecord, performance,
or display of the published work;

(B) such act is necessary to conduct such encryption research;

(C) the person made a good faith effort to obtain authorization before the
circumvention; and

(D) such act does not constitute infringement under this title or a violation of
applicable law other than this section, including section 1030 of title 18 and those
provisions of title 18 amended by the Computer Fraud and Abuse Act of 1986.”*

Additional exemptions are scattered through the law, although many were pasted in
during various deliberations on the act and do not make sense when the act is viewed in
whole. The effect of these exemptions upon people in the software and technology in-
dustry is not clear, and until restrained by case law, the DMCA gives large firms with
deep legal pockets a potent weapon to use against parties who disclose flaws in encryp-
tion technologies used in various products. Actions have already been initiated against
individuals and organizations who have reported security holes in products. This will be
an active area of legal contention as the real issues behind digital rights management
have yet to be truly resolved.
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P:\010Comp\All-in-1\633-1\ch15.vp
Friday, May 23, 2003 9:55:36 AM

Color profile: Generic CMYK printer profile
Composite  Default screen



Privacy Laws
The advent of interconnected computer systems has enabled businesses and governments
to share and integrate information. This has lead to a resurgence in the importance of pri-
vacy laws worldwide. Governments in Europe and the United States have taken different
approaches in attempts to control privacy via legislation. There are many social and philo-
sophical differences that have lead to these differences, but as the world becomes inter-
connected, understanding and resolving these differences will be important.

United States Laws
The Electronic Communications Privacy Act (ECPA) of 1986 was passed by Congress
and signed by President Ronald Reagan to address a myriad of legal privacy issues that
were resulting from the increasing use of computers and other technology specific to
telecommunications. Sections of this law addressed e-mail, cellular communications,
workplace privacy, and a whole host of other issues related to communicating electroni-
cally. A major provision was the prohibition against an employer’s monitoring an em-
ployee’s computer usage, including e-mail, unless consent is obtained. Other legal
provisions protect electronic communications from wiretap and outside eavesdrop-
ping, as users were assumed to have a reasonable expectation of privacy and afforded
protection under the Fourth Amendment to the Constitution.

A common practice with respect to computer access today is the use of a warning ban-
ner. These banners are typically displayed whenever a network connection occurs and
serve four main purposes. First, from a legal standpoint, they establish the level of ex-
pected privacy (usually none on a business system) and serve as consent to real-time
monitoring from a business standpoint. Real-time monitoring can be for security rea-
sons, business reasons, or technical network performance reasons. The key is that the
banner tells the user that their connection to the network signals their consent to moni-
toring. Consent can also be obtained to look at files and records. In the case of govern-
ment systems, consent is needed to prevent direct application of the Fourth
Amendment. And the last reason is that the warning banner can establish the system or
network administrator’s common authority to consent to a law enforcement search.

The Patriot Act of 2001, passed in response to the September 11 terrorist attack on the
World Trade Center buildings in New York, substantially changed the levels of checks
and balances in laws related to privacy in the United States. This law extended the tap
and trace provisions of existing wiretap statutes to the Internet and mandated certain
technological modifications at ISPs to facilitate electronic wiretaps on the Internet. The
Act also permits the Justice Department to proceed with its rollout of the Carnivore pro-
gram, an eavesdropping program for the Internet. There has been much stated on both
sides of the controversy over Carnivore, but until changed, the Patriot Act mandates that
ISPs cooperate and facilitate monitoring. The Patriot Act also permits federal law en-
forcement personnel to investigate computer trespass (intrusions) and enacts civil pen-
alties for trespassers.

In November 1999, President Clinton signed the Gramm-Leach-Bliley Act, a major
piece of legislation affecting the financial industry, and also one with significant privacy
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provisions for individuals. The key privacy tenets enacted in GLB included the establish-
ment of an opt-out method for individuals to maintain some control over the use of the
information provided in a business transaction with a member of the financial commu-
nity. GLB is enacted through a series of rules governed by state law, federal law, securi-
ties law, and federal rules. These rules cover a wider range of financial institutions, from
banks and thrifts, to insurance companies, to securities dealers. Some internal informa-
tion sharing is required under the Fair Credit Reporting Act (FCRA) between affiliated
companies, but GLB ended sharing to external third-party firms.

Identity privacy and the establishment of identity theft crimes is governed by the
Identity Theft and Assumption Deterrence Act, which makes it a violation of federal law
to knowingly use another’s identity—identity theft. The collection of information nec-
essary to do this is also governed by GLB, which makes it illegal for someone to gather
identity information on another under false pretenses. Student records have even fur-
ther protections under the Family Education Records and Privacy Act of 1974.

Medical and health information also has privacy implications, which is why the U.S.
Congress enacted the Health Insurance Portability & Accountability Act (HIPAA) of 1996.
HIPAA calls for sweeping changes in the way health and medical data is stored, ex-
changed, and used. From a privacy perspective, significant restrictions of data transfers to
ensure privacy are included in HIPAA, including security standards and electronic signa-
ture provisions. HIPAA security standards mandate a uniform level of protections regard-
ing all health information that pertains to an individual and is housed or transmitted
electronically. The standard mandates safeguards for physical storage, maintenance,
transmission, and access to individuals’ health information. HIPAA mandates that orga-
nizations that use electronic signatures will have to meet standards ensuring information
integrity, signer authentication, and nonrepudiation. These standards leave to industry
the task of specifying the specific technical solutions and only mandate compliance to sig-
nificant levels of protection as provided by the rules being released by industry.

European Laws
The governments of Europe have developed a comprehensive concept of privacy admin-
istered via a set of statutes known as data protection laws. These privacy statutes cover all
personal data, whether collected and used by government or private firms. These laws
are administered by state and national data protection agencies in each country. With
the advent of the European Union (EU), this common comprehensiveness stands in
distinct contrast to the patchwork of laws in the United States.

Privacy laws in Europe are built around the concept that privacy is a fundamental hu-
man right that demands protection through government administration. When the EU
was formed, many laws were harmonized across the fifteen member nations, and data
privacy was among those standardized. One important aspect of this harmonization is
the Data Protection Directive, adopted by EU members, which has a provision allowing
the European Commission to block transfers of personal data to any country outside the
EU that has been determined to lack adequate data protection policies. The differences
in approach between the U.S. and the EU with respect to data protection lead to the EU
issuing expressions of concern about the adequacy of data protection in the U.S., a move
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that could pave the way to the blocking of data transfers. After negotiation, it was deter-
mined that U.S. organizations that voluntarily joined an arrangement known as Safe
Harbor would be considered adequate in terms of data protection.

Safe Harbor is a mechanism for self-regulation that can be enforced through trade
practice law via the Federal Trade Commission. A business joining the Safe Harbor Con-
sortium must make commitments to abide by specific guidelines concerning privacy.
Safe Harbor members also agree to be governed by certain self-enforced regulatory
mechanisms, backed ultimately by FTC action.

Another major difference between U.S. and European regulation lies in where the
right of control is exercised. In European directives, the right of control over privacy is
balanced in such a way as to favor consumers. Rather than having to pay to opt out, as in
unlisted phone numbers, consumers have such services for free. Rather than having to
opt out at all, consumers get the option to opt in. The default privacy setting is deemed
to be the highest level of data privacy, and users have to opt in to share information. This
default setting is a cornerstone of the EU Data Protection Directive and is enforced
through national laws in all member nations.

Computer Trespass
With the advent of global network connections and the rise of the Internet as a method of
connecting computers between homes, businesses, and governments across the globe, a
new type of criminal trespass can now be committed. Computer trespass is the unautho-
rized entry into a computer system via any means, including remote network connec-
tions. This has led to a new area of law, one that has both national and international
consequences. For crimes that are committed within a country’s borders, national laws
apply. For cross-border crimes, international laws and international treaties are the norm.

Computer trespass is treated as a crime in many countries. National laws exist in
many countries, including the EU, Canada, and the United States. These laws vary by
state, but they all have similar provisions defining the unauthorized entry into and use
of computer resources as a crime. Whether called computer mischief as in Canada, or
computer trespass as in the U.S., unauthorized entry and use of computer resources can
be a crime with significant punishments under any of these laws. With the globalization
of the computer network infrastructure, or Internet, issues that cross national bound-
aries have arisen and will continue to grow in prominence. Some of these issues are
dealt with through the application of national laws upon request of another govern-
ment. In the future, an international treaty may pave the way for closer cooperation.

Convention on Cybercrime
The Convention on Cybercrime is the first international treaty on crimes committed via
the Internet and other computer networks. The Convention is the product of four years
of work by Council of Europe experts, but also by the United States, Canada, Japan, and
other countries that are not members of the organization of the member states of the
European Council. The current status of the convention is as a draft treaty, ratified by
only two members. A total of five members must ratify it for it to become law.
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The main objective of the convention, set out in the preamble, is to pursue a com-
mon criminal policy aimed at the protection of society against cybercrime, especially by
adopting appropriate legislation and fostering international cooperation. This has be-
come increasingly an issue with the globalization of network communication. The abil-
ity to write a virus anywhere in the world and escape prosecution because of lack of local
laws has become a global concern.

The convention deals particularly with infringements of copyright, computer-related
fraud, child pornography, and violations of network security. It also contains a series of
powers and procedures covering, for instance, searches of computer networks and inter-
ception. It will be supplemented by an additional protocol making any publication of
racist and xenophobic propaganda via computer networks a criminal offence.

Chapter Review
From a system administrator’s position, these privacy laws are actually fairly easy to
comply with. Put warning banners in place on all of your systems that enable consent to
monitoring as a condition of access. This will protect you and the firm during normal
routine operation of the system. Safeguard all personal information obtained in the
course of your duties and do not obtain unnecessary information merely because you
can get it. With respect to the various privacy statutes that are industry specific—GLB,
FCRA, ECPA, FERPA, HIPAA—refer to your own institution’s guidelines and policies.
When confronted with aspects of the USA Patriot Act, refer to your company’s general
counsel, for although the act may absolve you and the firm of responsibility, this act’s
implications with respect to existing law are still unknown. And in the event that your
system is trespassed upon (hacked), you now have the ability to get federal law enforce-
ment assistance in investigating and prosecuting the perpetrators.

Questions

1. The VP of IS desires to monitor user actions on the company’s intranet. What is
the best method to obtain the proper permissions?

A. A consent banner displayed upon login

B. Written permission from a company officer

C. Nothing, the system belongs to the company

D. Written permission from the user

2. Your Social Security number and other associated facts kept by your bank are
protected by what law against disclosure?

A. The Social Security Act of 1934

B. The Patriot Act of 2001

C. The Gramm-Leach-Bliley Act

D. HIPAA
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3. Breaking into another computer system in the U.S., even if you do not cause
any damage, is regulated by what laws?

A. State law, as the damage is minimal

B. Federal law under the Identity Theft and Assumption Deterrence Act

C. Federal law under Electronic Communications Privacy Act (ECPA) of 1986

D. Federal law under the Patriot Act of 2001

4. Export of encryption programs is regulated by the

A. U.S. State Department

B. U.S. Commerce Department

C. U.S. Department of Defense

D. National Security Agency

5. For the FBI to install and operate Carnivore on an ISP’s network, what is required?

A. A court order specifying specific items being searched for

B. An official request from the FBI

C. An impact statement to assess recoverable costs to the ISP

D. A written request from an ISP to investigate a computer trespass incident

6. True or false: Digital signatures are equivalent to notarized signatures for all
transactions in the United States.

A. True for all transactions in which both parties agree to use digital signatures

B. True only for non–real property transactions

C. True only where governed by specific state statute

D. False, as the necessary law has not yet passed as of 2002

7. The primary factor(s) behind data sharing compliance between U.S. and European
companies is/are

A. Safe Harbor Provision

B. European Data Privacy Laws

C. U.S. FTC enforcement actions

D. All of the above

8. True or false: Writing viruses and releasing them across the Internet is a violation
of law.

A. Always True: All countries have reciprocal agreements under international law.

B. Partially True: Depends upon laws in country of origin.

C. False: Computer security laws do not cross international boundaries.

D. Partially True: Depends upon the specific countries involved, for the author
of the virus and the recipient.
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9. Publication of flaws in encryption used for copy protection is a potential
violation of

A. HIPAA

B. U.S. Commerce Department regulations

C. DMCA

D. National Security Agency regulations

10. Violation of DMCA can result in

A. Civil fine

B. Jail time

C. Activity subject to legal injunctions

D. All of the above

Answers

1. A. A consent banner consenting to monitoring resolves issues of monitoring
with respect to the Electronic Communications Privacy Act (ECPA) of 1986.

2. C. The Gramm-Leach-Bliley Act governs the sharing of privacy information with
respect to financial institutions.

3. D. The Patriot Act of 2001 made computer trespass a federal felony.

4. B. Export controls on commercial encryption products are administered by the
Bureau of Industry and Security (BIS) in the U.S. Department of Commerce.

5. B. The Patriot Act of 2001 mandated ISP compliance with the FBI Carnivore
program.

6. A. Electronic digital signatures are considered valid for transactions in the U.S.
since the passing of the Electronic Signatures in Global and National Commerce
Act (E-Sign) in 2001.

7. D. All of the above. The primary driver is European Data protection laws as
enforced on U.S firms by FTC enforcement through the Safe Harbor provision
mechanism.

8. D. This is partially true, for not all countries share reciprocal laws. Some common
laws and reciprocity issues exist in certain international communities, for example,
European Union, so some cross-border legal issues have been resolved.

9. C. This is a potential violation of the Digital Millennium Copyright Act of 1998
unless an exemption provision is met.

10. D. All of the above have been attributed to DMCA, including the jailing of a
Russian programmer who came to the U.S. to speak at a security conference.
See www.eff.org/IP/DRM/DMCA/20010830_eff_dmca_op-ed.html.
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