
CHAPTER14Disaster Recovery,
Business Continuity, and
Organizational Policies
In this chapter, you will

• Learn about the various ways backups are conducted and stored
• Discover different strategies for alternative site processing
• Understand the various components of a business continuity plan.
• Understand how policies and procedures play a daily role in addressing the se-

curity needs of an organization

Much of this book focuses on avoiding the loss of confidentiality or integrity due to a se-
curity breach. The issue of availability is also discussed in terms of specific events, such
as denial of service and distributed denial of service attacks. In reality, however, there are
many things that can disrupt the operations of your organization.

Disaster Recovery
Many types of disasters, whether natural or caused by people, can stop your organiza-
tion’s operations for some length of time. Such disasters are unlike the previously dis-
cussed threats to your computer systems and networks because the events that cause the
disruption are not specifically aimed at your organization. This is not to say that those
other threats won’t disrupt operations—they may, and industrial espionage, hacking,
disgruntled employees, and insider threats all must be planned for. The purpose of this
chapter is to point out additional events that may not have been previously considered.
How long your organization’s operations are disrupted depends in part on how pre-
pared it is for a disaster and what plans are in place to mitigate the effects of a disaster.
Any of these events could cause a disruption in operations:

fire flood tornado hurricane

electrical storm earthquake political unrest/riot blizzard

gas leak/explosion chemical spill terrorism war
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Fortunately these types of events do not happen too often. It is more likely that busi-
ness operations will be interrupted due to employee error (such as accidental corruption
of a database, or unplugging a system in order to plug in a vacuum cleaner—an event
that has actually occurred to more than one organization). A good disaster recovery plan
will prepare your organization for any type of organizational disruption.

Disaster Recovery Plans/Process
No matter what the event is that you are worried about—whether natural or not, tar-
geted at your organization or not—there are certain preparations you can make to lessen
the impact on your organization and the length of time that your organization will be
out of operation. A disaster recovery plan (DRP) is critical for effective disaster recovery ef-
forts. A DRP defines the data and resources necessary and the steps to take in order to re-
store critical organizational processes.

Put another way, what is it that is needed by your organization to perform its mis-
sion? Answer this question, and you have the beginning of a DRP, since you now know
what needs to be quickly restored. When speaking of the resources, don’t forget to in-
clude both the physical resources (such as computer hardware and software) and the
personnel (you need somebody who knows how to run the systems that process your
critical data).

A common way to begin creating your DRP is to answer the following questions for
all critical functions:

• Who is responsible for the operation of this function?

• What do these individuals need to perform the function?

• When should this function be accomplished in relation to other functions?

• Where will this function be performed?

• How is this function performed (what is the process)?

• Why is this function so important or critical to the organization?

By answering these questions, you can create an initial draft of your organization’s DRP. The
name often used to describe the document created by addressing these questions is a busi-
ness impact assessment (BIA). This plan, of course, will need to be approved by management,
and it is essential that they buy into the plan—otherwise your efforts will more than likely
fail. That old adage, “those who fail to plan, plan to fail” certainly applies in this situation.

It is important in a good DRP to include the processes and procedures needed to re-
store your organization so that it is functioning again and ensure continued operation.
What specific steps will be required to restore operations? These processes should be
documented and, where possible and feasible, they should be reviewed and exercised
on a periodic basis. Having a plan with step-by-step procedures that nobody knows how
to follow does nothing to ensure the continued operation of the organization. Exer-
cising your disaster recovery plans and processes before a disaster occurs provides you
with the opportunity to discover flaws or weaknesses in the plan when there is still time
to modify and correct them.

P:\010Comp\All-in-1\633-1\ch14.vp
Friday, May 23, 2003 9:55:06 AM

Color profile: Generic CMYK printer profile
Composite  Default screen



Categories of Business Functions
It may be useful in developing your BIA and DRP to categorize the various functions
your organization performs. This categorization is based on how critical or important
the function is to your business operation. Those functions that are the most critical will
be the ones that you want to restore first, and your DRP should reflect this. One possible
categorization scheme might be to divide functions into the following categories:

• Critical The function is absolutely essential for operations. Without the
function, the basic mission of the organization cannot occur.

• Necessary for normal processing The function is required for normal
processing, but the organization can live without it for a short period of time
(such as for less than 30 days).

• Desirable The function is not needed for normal processing but enhances
the organization’s ability to conduct its mission efficiently.

• Optional The function is nice to have but does not affect the operation of
the organization.

An important aspect of this categorization scheme is understanding how long the or-
ganization can survive without the specific function. Asking yourself “how long can my
organization operate without this function” will enable you to correctly place the func-
tion in the correct category. If the function is needed immediately, it is critical. If you can
live without it for at most 30 days before severely impacting your organization, it falls
into the necessary for normal processing category. If you can live without the function for
more than 30 days, but it is a function that will eventually need to be accomplished
when normal operations are restored, it falls into the desirable category (this implies
some subsequent catch-up processing will need to be accomplished). If the function is
not needed, and no subsequent processing will be required to restore this function, it
falls into the optional category. If the function doesn’t fall into any of these categories be-
cause it doesn’t really affect the operation of your organization, it falls into a category
not mentioned yet—get rid of it. You may want to consider eliminating this function,
since it may not really be providing any useful purpose.

Business Continuity Plans
Another term that is often used when discussing the issue of continued organizational
operations is business continuity plan (BCP). You might wonder what the difference is be-
tween a DRP and a BCP—after all, isn’t the purpose of the DRP the continued operation
of the organization or business? In reality, these two terms are sometimes used synony-
mously, and for many organizations there may be no major difference in the two. There
are, however, slight differences between a BCP and a DRP, one of which is the focus.

The focus of business continuity planning is the continued operation of the business
or organization. The focus of a disaster recovery plan is also on continued operation,
but that is in the face of a disaster. In a DRP, the protection of human life should be ad-
dressed and is a major focus of the document. Evacuation plans and system shutdown
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procedures should be addressed. The safety of employees should be a theme throughout
a DRP. In a BCP, on the other hand, you may not see the same level of emphasis placed
on protection of employees. In a BCP, you will often see a more significant emphasis
placed on the critical systems the organization needs to operate.

The difference between a DRP and BCP can be illustrated by imagining a disaster hit-
ting an organization. The organization quickly assesses the situation and the amount of
damage sustained. If systems can be restored within a maximum tolerable downtime,
the DRP is executed. If not, both the DRP and BCP are executed. In cases where there are
two separate plans, the DRP may be executed first, to ensure the safety of personnel,
then the BCP is employed to bring operations back up.

However you view these two plans, an organization that is not able to quickly restore
business functions after an operational interruption is an organization that will most
likely suffer an unrecoverable loss and may cease to exist.

Backups
A key element in any BCP or DRP is backups. This is true not only because of the possi-
bility of a disaster but also because hardware and storage media will periodically fail, re-
sulting in loss or corruption of critical data. Data backup is thus a critical element in
DRPs and BCPs, as well as in normal operation. There are several factors to consider in
an organization’s data backup strategy:

• How frequently should backups be conducted?

• How extensive do the backups need to be?

• What is the process for conducting backups?

• Who is responsible for ensuring backups are created?

• Where will the backups be stored?

• How long will backups be kept?

• How many copies will be maintained?

Keep in mind that the purpose of a backup is to provide valid, uncorrupted data in the
event of corruption or loss of the original file or the media where the data was stored.
Depending on the type of organization you are part of, there may be legal requirements
for conducting backups that will affect the factors mentioned previously.

What Needs to Be Backed Up
Backups are commonly thought of in terms of the data that an organization relies on to
conduct its daily operations. While this is certainly true, a good backup plan will con-
sider more than just the data; it will include any application programs needed to process
the data, and the operating system and utilities that the hardware platform requires to
run the applications. Obviously the application programs and operating system will
change much less frequently than the data itself, so the frequency with which these
items need to be backed up is considerably different. This should be reflected in the or-
ganization’s backup plan and strategy.
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The DRP should also address other items related to backups. Personnel, equipment,
and electrical power must also be part of the plan. Somebody needs to have an under-
standing of the operation of the critical hardware and software used by the organiza-
tion. If the disaster that destroyed the original copy of the data and the original systems
also results in the loss of the only personnel that know how to process the data, having
backup data will not be enough to restore normal operations for the organization. Simi-
larly, if the data requires specific software to be run on a very specific hardware platform,
then having the data without the application program or required hardware will also
not be sufficient. As you can see, a DRP or BCP is an involved document that must con-
sider many different factors and take into account many different possibilities.

Strategies for Backups
The process for actually creating a backup copy of data and software requires more
thought than simply stating “copy all required files.” The size of the resulting backup
must be considered, as well as the time required to conduct the backup. Both of these
will affect details such as how frequently the backup will occur and the type of storage
media that will be used for the backup. Other considerations for backup strategies in-
clude who will be responsible for conducting the backup, where the backups will be
stored, and how long they should be maintained. Short-term storage for those occa-
sional accidentally deleted files that users need to have restored should probably be
close at hand. Longer-term storage for backups that may be several months or even years
old should occur in a different facility. It should be evident by now that even something
that sounds as simple as maintaining backup copies of essential data requires careful
consideration and planning.

Types of Backups The amount of data that will be backed up, and the time it takes
to accomplish this, has a direct bearing on the type of backup that will be performed.
There are four basic types of backups that can be conducted, and the amount of space re-
quired for each, and the ease of restoration using each strategy, is outlined in Table 14-1.

The values for each of the strategies in the table are highly variable depending on
your specific environment. The more files are changed between backups the more these
strategies will look alike. What each strategy entails bears further explanation.

The easiest type of backup to understand is the full backup. In a full backup, all files
and software are copied onto the storage media. Restoration from a full backup is simi-
larly straightforward—you must copy all of the files back onto the system. While this is
easy to understand, it may take a considerable amount of time. Consider the size of even
the average home PC today, where storage is measured in tens and hundreds of giga-
bytes. Copying this amount of data takes time.
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Full Differential Incremental Delta

Amount of Space Large Medium Medium Small

Restoration Simple Simple Involved Complex

Table 14-1 Characteristics of Different Backup Types
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In a differential backup, only the files and software that have changed since the last full
backup was completed need to be stored. This also implies that periodically a full
backup needs to be accomplished. The frequency of the full backup versus the interim
differential backups depends on your organization and is part of your defined strategy.
Restoration from a differential backup requires two steps: the last full backup first needs
to be loaded, and then the differential backup can be applied to update the files that
have been changed since the full backup was conducted. Again, this is not a difficult
process, but it does take some time. The amount of time to accomplish the actual peri-
odic differential backup, however, is much less than a full backup, and this is one of the
advantages of this method. Obviously if the period of time between differential backups
is long, or if your environment results in most files changing frequently, then the differ-
ential backup does not differ much from a full backup. It should also be obvious that in
order to accomplish the differential backup, the system has to have a method to deter-
mine which files have been changed since some given point in time.

With incremental backups, even less information will be stored in each backup. The in-
cremental backup is actually a variation on a differential backup, and the difference is
that instead of copying all files that have changed since the last full backup, as in the case
of the differential, the incremental backup will only copy files that have changed since
the last full or incremental backup occurred. Just as in the case of the differential
backup, the incremental backup relies on the occasional full backup being accom-
plished. After that, you only back up files that have changed since the last backup of any
sort was conducted. To restore a system using this type of backup method requires quite
a bit more work. You first need to go back to the last full backup and reload the system
with this data. Then you have to update the system with every incremental backup that
has occurred since then. The advantage of this type of backup is that it requires less stor-
age and time to accomplish. The disadvantage is that the restoration process is more in-
volved. Assuming that you don’t frequently have to conduct a complete restoration of
your system, however, the incremental type of backup is a very valid technique.

The final type of backup that can be accomplished is the delta backup. The goal with
the delta backup is to save as little information as possible each time you conduct a
backup. As in the other strategies, an occasional full backup must be accomplished. Af-
ter that, when a delta backup is conducted at specific intervals, only the portions of the
files that have been changed will be stored. The advantage of this is easy to illustrate. If
your organization maintains a large database with thousands of records that is several
hundred megabytes in size, the entire database would be copied in the previous backup
types even if only one record is changed. For a delta backup, only the actual record that
changed would be stored. The disadvantage of this method should also be readily ap-
parent—restoration is a complex process since it requires more than just loading a file
(or several files). It requires application software be run to update the records in the files
that have been changed.

There are advantages and disadvantages to each of the backup types described. Which
type is best for your organization depends on a number of things, including the amount
of data you routinely process and store, how frequently it changes, how often you expect
to have to restore from a backup, and a number of other factors. The type you select,
however, will greatly affect your overall backup strategy, plans, and processes.
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Backup Frequency and Retention What type of backup strategy an organiza-
tion employs is often affected by how frequently the organization conducts the backup
activity. The usefulness of a backup is directly related to how many changes have oc-
curred since the backup was created, and this is obviously affected by how often backups
are created. The longer it has been since the backup was created, the more changes will
likely have occurred. There is no easy answer, however, to how frequently an organiza-
tion should perform backups. Every organization should consider how long it can survive
without current data from which to operate. It can then determine how long it will take to
restore from backups, using various methods, and decide how frequently backups need to
occur. This sounds simple, but it is actually a serious, complex decision to make.

Related to the frequency question is the issue of how long backups should be main-
tained. Is it sufficient to simply maintain a single backup from which to restore data? Se-
curity professionals will tell you the answer to this is easy—”no.” Multiple backups
should be maintained for a variety of reasons. If the reason for restoring from the
backup is the discovery of an intruder in the system, it is important to restore the system
to its pre-intrusion state. If the intruder has been in the system for several months before
being discovered, and backups are taken weekly, it will not be possible to restore to a
pre-intrusion state if only one backup is maintained. This would mean that all data and
system files would be suspect and may not be reliable. If multiple backups were main-
tained, at various intervals, then it is easier to return to a point before the intrusion (or
before the security or operational event that is necessitating the restoration) occurred.

There are several strategies or approaches to backup retention. One common and
easy to remember one is the “rule of three.” This entails simply keeping the three most
recent backups. When a new backup is created, the oldest copy is overwritten. Another
strategy is to keep the most recent copy of backups for various time intervals. For exam-
ple, you might keep the latest daily, weekly, monthly, quarterly, and yearly backups. It
should be noted that in certain environments, regulatory issues may prescribe a specific
frequency and retention period, so it is important to know your organization and its re-
quirements when determining how often you will create a backup and how long you
will keep it for.

If you are not in an environment where regulatory issues dictate the frequency and re-
tention for backups, your goal will be to optimize the frequency. In determining the op-
timal backup frequency, there are two major costs that need to be considered. The first is
the cost of the backup strategy you choose. The second is the cost of recovery if you do
not implement this backup strategy (meaning if there were no backups created). Into
this equation must also be factored the probability that the backup will be needed on
any given day. The two figures to consider then are:

(probability the backup is needed) × (cost of restoring with no backup)

(probability the backup isn’t needed) × (cost of the backup strategy)

The first of these two figures can be considered the probable loss you can expect if your
organization has no backup. The second figure can be considered the price you are will-
ing to pay (lose) to ensure that you can restore, should a problem occur (think of this as

Chapter 14: Disaster Recovery, Business Continuity, and Organizational Policies

7

All-In-One / Security+ Certification All-in-One Exam Guide / team / 222633-1/ Chapter 14

P
A

R
T

V
I

P:\010Comp\All-in-1\633-1\ch14.vp
Friday, May 23, 2003 9:55:07 AM

Color profile: Generic CMYK printer profile
Composite  Default screen



backup insurance—the cost of an insurance policy that may never be used but that you
are willing to pay, just in case).

In order to optimize your backup strategy, you need to determine the correct balance
between these two figures. Obviously you do not want to spend more in your backup
strategy than you face losing should you not have a backup plan at all. When working
with these two calculations, you have to remember that this is a cost-avoidance exercise.
The organization is not going to increase revenues with their backup strategy. All that
you are trying to do is minimize the potential loss due to some catastrophic event by cre-
ating a backup strategy that will address your organization’s needs.

When calculating the cost of the backup strategy, there are several elements that must
be taken into consideration. These include

• The cost of the backup media required for a single backup

• The storage costs for the backup media and the retention policy

• The labor costs associated with performing a single backup

• The frequency with which backups are created

All of these considerations can be used to arrive at an annual cost for implementing your
chosen backup strategy, and this figure can then be used as previously described.

Storage of Backups One of the elements to be factored into the cost of the
backup strategy was the expense of storing the backups. Backup storage is an important
issue to consider. A simple strategy might be to store all of your backups together for
quick and easy recovery actions. This is not, however, a good idea. Suppose the cata-
strophic event that made the restoration of backed-up data necessary was something
like a fire that destroyed the computer system the data was processed on. In this case,
any backups that were stored in the same facility might also be lost in the same fire.

The solution is to obviously keep copies of backups in separate locations. The most
recent copy could be stored locally, as it is the most likely to be needed. Other copies can
be kept at other locations. Depending on the level of security desired, the storage facility
itself could be reinforced against possible threats in your area (such as tornados or
floods). Another more recent advance is online backup services. There are a number of
third-party companies that now offer high-speed connections for storing data in a sepa-
rate facility on a frequent basis. Transmitting the backup data via network connections
alleviates some other concerns with physical movement of more traditional storage me-
dia—concerns such as the care during transportation (tapes do not fare well in direct
sunlight, for example) or the time that it takes to transport the tape data.

Alternative Sites An issue related to the location of backup storage is where the
restoration services will be conducted. If the organization has suffered physical damage
to a facility, having offsite storage of data is only part of the solution. This data will need to
be processed somewhere, which means that computing facilities similar to those used in
normal operations must be found. There are a number of ways to approach this prob-
lem, including hot sites, warm sites, cold sites, and mobile backup sites.
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A hot site is a fully configured environment similar to the normal operating environ-
ment that can be operational within a few hours. A warm site is partially configured, usu-
ally having the peripherals and software but perhaps not the more expensive main
processing computer. It is designed to be operational within a few days. A cold site will
have the basic environmental controls necessary to operate but will have few of the
computing components necessary for processing. Getting a cold site operational may
take weeks. Mobile backup sites are generally trailers with the required computers and
electrical power that can be driven to a location within hours of a disaster and set up to
commence processing immediately.

All of these options can come with a considerable price tag, which makes another op-
tion, mutual aid agreements, a possible alternative. With mutual aid agreements, similar
organizations agree to assume the processing for the other party in the event that a disas-
ter occurs. The obvious assumption here is that both organizations will not be hit by the
same disaster and that both have similar processing environments. If these two assump-
tions are correct, then a mutual aid agreement should be considered.

Issues with Long-Term Storage of Backups Depending on the media used
for an organization’s backups, degradation of the media is a distinct possibility and needs
to be considered. Magnetic media degrade over time (measured in years). In addition,
tapes can only be used a limited number of times before the surface begins to flake off.

Another consideration is advances in technology. The media you used to store your
data two years ago may now be considered obsolete (5.25-inch floppy drives, for exam-
ple). Software applications also evolve, and the media may be present but may not be
compatible with current versions of the software.

Another issue is security related. If the file you stored was encrypted for security pur-
poses, is there anybody remaining in the company who remembers the password to de-
crypt the file in order to restore the data?

Utilities
The interruption of power is a common issue during a disaster. Computers and net-
works obviously require power to operate, so emergency power must be planned for in
the event of any disruption of operations. For short-term interruptions, such as what
might occur as the result of an electrical storm, uninterruptible power supplies (UPSs)
may suffice. These devices contain a battery that provides steady power for short periods
of time—enough to keep a system running should power only be lost for a few minutes,
or enough to allow administrators to gracefully halt the system or network. For contin-
ued operations that extend beyond a few minutes, another source of power will be re-
quired. Generally this is provided by a backup emergency generator.

While backup generators are frequently used to provide power during an emergency,
they are not a simple, maintenance-free solution. Generators need to be tested on a reg-
ular basis, and they can easily become strained if they are required to power too much
equipment. If your organization is going to rely on an emergency generator for backup
power, you must ensure that the system has reserve capacity beyond the anticipated
load for the unanticipated loads that will undoubtedly be placed on it.
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There are a number of other issues with generators. They take time to start up, so
power will most likely be lost, even if only for a brief second, while they come on. This
means that a UPS should also be used to allow for a smooth transition to backup power.
Generators are also expensive and require fuel—when looking for a place to locate your
generator, don’t forget the need to deliver fuel to it or you may find yourself hauling
cans of fuel up a number of stairs.

When determining the need for backup power, don’t forget to factor in environmental
conditions. Power to computer systems in a room with no air conditioning in the middle
of the summer in the Southwest will result in an extremely uncomfortable environment
for all to work in. Mobile backup sites, generally utilizing trailers, often rely on generators
for their power but also factor in the requirement for environmental controls.

Power is not the only essential utility for operations. The most obvious other one is
communications. Depending on the type of disaster that has occurred, telephone and
Internet communication may also be lost. Wireless services may also not be available.
Planning for redundant means of communication (such as using both land lines and
wireless) can help with most outages, but for large disasters, your backup plans should
include the option to continue operations from a completely different location while
waiting for communications in your area to be restored. Telecommunication carriers
have their own emergency equipment and are fairly efficient at restoring communica-
tions, but it may take a few days.

Secure Recovery
Several companies offer recovery services, including power, communications, and tech-
nical support that may be needed in the event that your organization’s operations are
disrupted. These companies advertise secure recovery sites or offices from which your
organization can again begin to operate in a secure environment. Secure recovery is also
advertised by other organizations that provide services that can remotely (over the
Internet, for example) provide restoration services for critical files and data.

In both cases—the actual physical suites and the remote service—security is an im-
portant element. During a disaster, your data does not become any less important, and
you will want to make sure that you maintain the security (in terms of confidentiality
and integrity, for example) of your data.

High Availability and Fault Tolerance
Some other terms that may be used in discussions of continuity of operations in the face
of a disruption of some sort are high availability and fault tolerance.

High availability is exactly what it seems. We earlier defined one of the objectives of
security as the availability of data and processing power when an authorized user desires
it. High availability refers to the ability to maintain availability of data and operational
processing despite a disrupting event of some sort. Generally this requires redundant
systems, both in terms of power and processing, so that should one system fail, the
other can take over operations without any break in service.
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Fault tolerance basically refers to the same situation and is accomplished by the mir-
roring of data and systems. Should a “fault” occur, causing disruption in a device such as
a disk controller, the mirrored system provides the requested data with no apparent in-
terruption in service to the user.

Obviously, providing redundant systems and equipment comes with a price, and the
need to provide this level of continuous, uninterrupted operation needs to be carefully
evaluated.

Policies and Procedures
Disaster recovery and business continuity plans are designed to address the needs of an
organization in the event of a disruption of operations. What, however, governs the or-
ganization’s operations on a daily basis? Policies are high-level statements made by man-
agement laying out the organization’s position on some issue. Policies are mandatory
but are not specific in their details. Policies are focused on the result, not the methods
for achieving that result.

Standards are accepted specifications providing specific details on how a policy is to
be enforced. Procedures are generally step-by-step instructions that prescribe exactly how
employees are expected to act in a given situation or to accomplish a specific task. While
there are standard policies that can be described in general terms that will be applicable
to all organizations, standards and procedures are often more organizational specific
and driven by specific organizational policies. This chapter will therefore concentrate on
the higher-level general policy statements that every organization should have and will
leave specific implementations to the individual organizations.

In security, there are several common policies that every organization should have in
place. These policies include acceptable use policies, due care, separation of duties, and
password management, and they will be addressed in the following sections. Other impor-
tant policy-related issues that will also be covered include privacy, service level agreements,
human resources policies, code of ethics, and policies governing incident response.

Security Policies
In keeping with the high-level nature of policies, the security policy is a high-level state-
ment produced by senior management that outlines what security means to the organiza-
tion and what the organization’s goals are for security. Statements like “this organization
will exercise the principle of least access in its handling of client information” would be
an example of a security policy. The security policy may also describe how security is to
be handled from an organizational point of view (it may describe which office and
which corporate officer or manager oversees the organization’s security program).

The security policy should include the other more specific policies just mentioned
and spelled out next, and should be reviewed on a regular basis and updated as needed.
Generally, policies will need to be updated less frequently than the procedures that imple-
ment them, since the high-level goals will not change as often as the environment in which
they must be implemented. All policies should also be reviewed by the organization’s legal
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counsel, and a plan should be outlined describing how the organization will ensure that
employees will all be made aware of the policies. Policies can also be made stronger by
including references to the authority who make the policy (for example, whether this
policy comes from the CEO, or whether it is a department-level policy) and also refer to
any laws or regulations that are applicable to the specific policy and environment.

Acceptable Use
An acceptable use policy (AUP) outlines what the organization considers to be the appropri-
ate use of company resources, such as computer systems and networks. Organizations
should be concerned with the personal use of organizational assets which does not bene-
fit the company.

The goal of the policy is to ensure employee productivity while limiting organiza-
tional liability through inappropriate use of the organization’s assets. The policy should
clearly delineate what activities are not allowed. Issues such as the use of resources to
conduct personal business, installation of hardware or software, remote access to sys-
tems and networks, the copying of company-owned software, and the responsibility of
users to protect company assets, including data, software, and hardware should be ad-
dressed. Statements regarding possible penalties for ignoring any of the policies (such as
termination) should also be included.

Related to appropriate use of the organization’s computer systems and networks by
employees is the appropriate use by the organization. The most important of such issues
is whether the organization will consider it appropriate to monitor the employee’s use
of the systems and network. If monitoring is considered appropriate, the organization
will want to include a statement to this effect in the banner seen at login. This repeatedly
warns employees, and possible intruders, that their actions are subject to monitoring
and that any misuse of the system will not be tolerated. Should the organization have to
use any information gathered during monitoring in a civil or criminal case, the issue of
whether the employee had an expectation of privacy, or whether it was even legal for the
organization to be monitoring, is simplified if the organization can point to a statement
that is always displayed, stating that use of the system constitutes consent to monitor-
ing. Before any monitoring is conducted, or the actual wording on the warning message
is created, the organization’s legal counsel should be consulted to determine the appro-
priate way to address this issue in the particular location.

Internet Usage Policy In today’s highly connected environment, employee use
of access to the Internet is of particular concern. The goal for the Internet usage policy is to
ensure maximum employee productivity and to limit potential liability to the organiza-
tion from inappropriate use of the Internet in a workplace. The Internet provides a tre-
mendous temptation for employees to waste hours as they surf the Web for the scores of
the important games from the previous night, or conduct some quick online stock trans-
actions, or read the review of the latest blockbuster movie everyone is talking about. Ob-
viously, every minute they spend conducting this sort of activity is time they are not
productively engaged in the organization’s business, and their job. In addition, allow-
ing employees to visit sites that may be considered offensive to others (such as porno-
graphic or hate sites) may open the company up to accusations of condoning a hostile
work environment and may result in legal liability.
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The Internet usage policy needs to address what sites employees are allowed to visit,
and what sites they are not. If the company will allow them to surf the Web during
non-work hours, the policy needs to clearly spell out what the acceptable parameters
are, in terms of when they are allowed to do this and what sites they are still prohibited
from visiting (such as the potentially offensive ones mentioned before). The policy
should also describe under what circumstances an employee would be allowed to post
something from the organization’s network on the Web. A necessary addition to this
policy would be the procedure for an employee to follow to obtain permission to post
the object or message.

E-Mail Usage Policy Related to the Internet usage policy is the e-mail usage policy,
which deals with what the company will allow employees to send in terms of e-mail.
This policy should spell out whether non-work e-mail traffic is allowed at all or is at least
severely restricted. It needs to cover the type of message that would be considered inap-
propriate to send to other employees (for example, no offensive language, no sex-re-
lated or ethnic jokes, no harassment, and so on). The policy should also specify any
disclaimers that must be attached to an employee’s message sent to an individual out-
side of the company.

Due Care
Due care and due diligence are terms used in the legal and business community to address
issues where one party’s actions may have caused loss or injury to another’s. Basically,
the law recognizes the responsibility of an individual or organization to act reasonably
in relation to another. Reasonable precautions need to be taken that indicate that the or-
ganization is being responsible. In terms of security, it is expected that organizations
will take reasonable precautions to protect the information that it maintains on other
individuals. Should a person suffer a loss as a result of negligence on the part of an orga-
nization in terms of its security, a legal suit may be brought against the organization.

The standard applied—reasonableness—is extremely subjective and will often be de-
termined by a jury. The organization will need to show how it had taken reasonable pre-
cautions to protect the information, and despite these precautions, an unforeseen
security event occurred that caused the injury to the other party. Since this is so subjec-
tive, it is hard to describe what would be considered reasonable, but many sectors have
“security best practices” for their industry, which provides a basis for organizations in
that sector to start from. If the organization decides to not follow any of the best prac-
tices the industry agrees on, it needs to be prepared to justify its reasons in court should
an incident occur.

Another element which can help establish due care from a security standpoint is de-
veloping and implementing the security policies discussed in this chapter.

Separation of Duties
Separation of duties is a principle employed in many organizations to ensure that no sin-
gle individual has the ability to conduct transactions alone. This means that the level of trust
in any one individual is lessened, and the ability for any individual to do catastrophic
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damage to the organization is also lessened. An example might be an organization where
one person has the ability to order equipment, but it will be another individual who
makes the payment. This would mean that an individual who wants to make an unau-
thorized purchase for their own personal gain would have to convince another person
to go along with the transaction.

Separating duties as a security tool is a good practice, but it is possible to go over-
board with this and break transactions up into too many pieces or require too much
oversight. This results in inefficiency and may actually be less secure, since individuals
may not scrutinize transactions as thoroughly, since they know others will also be re-
viewing them. The temptation is to hurry something along and assume that somebody
else will or has examined it.

Another aspect of the separation of duties principle is that it spreads responsibilities
out over an organization so no single individual becomes the indispensable individual
with all of the “keys to the kingdom” or unique knowledge about how to make every-
thing work. If there are enough tasks that have been distributed, having a primary and a
backup person for each will ensure that the loss of any one individual will not have a di-
sastrous impact on the organization.

Need to Know
Another common security principle is that of need to know and least privilege. The guiding
factor here is that each individual in the organization is only supplied with the absolute
minimum amount of information and privileges they need in order to perform their
tasks. In order to obtain access to any piece of information, they must have a justified
“need to know” it. In addition, they will only be granted the bare minimum number of
privileges that are needed to perform their jobs.

A policy spelling out these two principles as guiding philosophies for the organiza-
tion should be created. The policy should also address who in the organization can
grant access to information or may assign privileges to employees.

Password Management
Since passwords are the most common authentication mechanism, it is imperative that
organizations have a policy addressing them. The password management policy should ad-
dress the procedures used for selecting user passwords (specifying what is considered an
acceptable password in the organization in terms of the character set and length, for ex-
ample), the frequency with which they must be changed, and how they will be distrib-
uted. Procedures for creating new passwords should an employee forget their old
password also need to be addressed, as well as the acceptable handling of passwords
(for example, they should not be shared with anybody else, they should not be written
down, and so on). It might also be useful to have the policy address the issue of pass-
word cracking by administrators, in order to discover weak passwords that may have
been selected by employees.

It should be noted that it is possible for the developer of the password management
policy and procedure to go overboard and create an environment that leads to poorer
security not better, and that negatively impacts employee productivity. If, for example,
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the frequency with which passwords are changed is too great, users will have a tendency
to write them down or forget them. Neither of these is a desirable outcome, as the one
makes it possible for an intruder to find a password and gain access to the system, and
the other leads to too many people losing productivity as they have to wait for a new
password to be created to allow them access again.

Disposal and Destruction
Many potential intruders have learned the value of “dumpster diving.” This entails the po-
tential intruder rummaging through the target organization’s trash in order to find valu-
able information that may be used to penetrate the organization’s security. The type of
information that may be found includes documents, letters, scratch paper, old removable
storage media, and even old equipment. Several government organizations have been
embarrassed when old computers they had sold to salvagers proved to still contain sensi-
tive documents on the hard drives. Other “dumpster diving” successes include finding
e-mail or yellow sticky notes that contained passwords and userids. It is critical for the or-
ganization to have a strong disposal and destruction policy and related procedures.

Important papers should be shredded, and important, in this case, means anything
that may be useful to a potential intruder. It is amazing what intruders can do with what
appear to be the most innocent pieces of information.

Magnetic storage media need to have all files deleted, and then the media should be
overwritten at least three times with all ones, all zeros, and then random characters.
There are commercial products available to destroy files using this process. It is not suffi-
cient to simply delete all files and leave it at that, since the deletion process only affects
the pointers to where the files are stored and doesn’t actually get rid of all of the bits in the
file. This is why it is possible to “undelete” files and recover them after they have been
deleted. A safer method for destroying files from a storage device is to magnetically de-
stroy the data by using a strong magnetic field to degauss the media. This effectively destroys
all data on the media, and there are several commercial degaussers that can be pur-
chased for this purpose. Another method that can be used on hard drives is to take a file
to them (the sort of file you’d find in a hardware store) and actually file off the magnetic
material from the surface of the platter. Shredding floppy media is normally sufficient,
but simply cutting a floppy into a few pieces is not enough—data has been successfully
recovered from floppies that were cut into only a couple of pieces.

Privacy
Customers place an enormous amount of trust in organizations when they provide per-
sonal information to them. These customers expect their information to be kept secure
so that unauthorized individuals will not gain access to it and so that authorized users
will not use the information in unintended ways. Organizations should have a privacy
policy that explains what their guiding principles will be in guarding personal data that
they are given access to. In many locations, customers have a legal right to expect that
their information is kept private, and organizations that violate this trust may find
themselves involved in a lawsuit. In certain sectors, such as health care, federal regulations
have been created that prescribe stringent security controls on private information.
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It is a general practice today in most organizations to have a policy that describes very
explicitly how information provided to the organization will be used (for example, it will
not be sold to other organizations). Watchdog organizations have sprung up that moni-
tor the use of individual information by organizations, and businesses can subscribe to
services that will vouch for the organization to consumers, stating that the company has
agreed to protect and keep private any information supplied to them. The organization is
then granted permission to display a seal or certification on their Web site where custom-
ers can see it. Organizations that then misuse the information they promised to protect
will find themselves subject to penalties from the watchdog organization.

Service Level Agreements
Service level agreements (SLAs) are contractual agreements between entities describing
specified levels of service that the servicing entity agrees to guarantee for the customer.
These agreements not only clearly lay out what the expectations are in terms of the service
provided and support expected, but also generally include penalties should the described
level of service or support not be provided. An organization contracting with a service pro-
vider should remember to include in the agreement a section describing the service
provider’s responsibility in terms of business continuity and disaster recovery. The pro-
vider’s backup plans and processes for restoring lost data should also be clearly described.

Human Resources Policies
It has been said that the weakest link in the security chain are the humans. Consequently,
it is important to examine the policies that organizations have in place in relation to these
employees. The first policies to be concerned with are those that relate to the hiring of in-
dividuals. You want to make sure that you hire individuals that you can trust with your or-
ganization’s data and that of its clients. Once you’ve hired employees, you want to keep
them from slipping into the category of “disgruntled employee.” Finally, you need poli-
cies to address the inevitable point in the future when your employees leave the organiza-
tion—either on their own or with the “encouragement” of the organization itself. There
are security issues that must be considered at each of these points.

Employee Hiring and Promotions
It has increasingly become common for organizations to run background checks on pro-
spective employees and check the references they supply. Drug tests, possible criminal ac-
tivity in the past, claimed educational background, and reported work history are all
elements that are frequently checked today. For highly sensitive environments, security
background checks may also be required. You want to make sure that you hire the most
capable and trustworthy employees, and your policies should be designed to ensure this.

Once you have made your selection and hired an individual, your organization
needs to minimize the risk that the employee will “turn against you.” Periodic reviews
by supervisory personnel, additional drug checks, and monitoring of activity during
work may all be considered by the organization. If there is an intent to accomplish any
of these, they need to specified in the organization’s policies, and prospective employees

Security+ Certification All-in-One Exam Guide

16

All-In-One / Security+ Certification All-in-One Exam Guide / team / 222633-1/ Chapter 14

P:\010Comp\All-in-1\633-1\ch14.vp
Friday, May 23, 2003 9:55:08 AM

Color profile: Generic CMYK printer profile
Composite  Default screen



should be made aware of these policies before being hired. What an organization can do
in terms of monitoring and requiring of additional drug tests, for example, can be se-
verely restricted if not spelled out in advance as terms of employment. New hires should
be made aware of all pertinent policies, especially those applying to security, and docu-
ments should be signed by them indicating that they have read them and that they un-
derstand them.

Occasionally an employee’s status will change within the company. If the change can
be construed as a negative personnel action (such as a demotion), supervisors should be
alerted to watch for changes in behavior that might indicate unauthorized activity is be-
ing contemplated or conducted. It is likely that the employee will be upset, and whether
they act on this to the detriment of the company is something that needs to be guarded
against. In the case of a demotion, the individual may also lose certain privileges or ac-
cess rights, and these changes should be made quickly so as to lessen the likelihood that
the employee can destroy previously accessible data if they become disgruntled and de-
cide to take revenge on the organization. On the other hand, if the employee is pro-
moted, privileges may still change, but the need to make the change to access privileges
may not be as urgent, though it should still be accomplished as quickly as possible. If
the move is a lateral one, there may still be changes that need to take place, and again
they should be accomplished as quickly as possible. The organization’s goals in terms of
making changes to access privileges should be clearly spelled out in their policies.

Retirement, Separation, or Termination of an Employee
An employee leaving an organization can be either a positive or a negative action. Em-
ployees who are retiring by their own choice may announce their planned retirement
weeks or even months in advance. Limiting their access to sensitive documents the mo-
ment they announce their intention may be the safest thing to do, but it may not be neces-
sary. Each situation should be evaluated individually. Should the situation be a forced
retirement, the organization must determine the risk to its data if the employee becomes
disgruntled as a result of the action. In this situation, it may be the wisest choice to quickly
cut off their access and simply provide them with some additional vacation time. This
may seem like an expensive proposition, but the danger to the company of having a dis-
gruntled employee may justify it. Again, each case should be evaluated individually.

When an employee decides to leave a company, generally as a result of a new job of-
fer, continued access to sensitive information should be carefully considered. If the em-
ployee is leaving as a result of hard feelings for the company, it may be the wise choice to
quickly revoke their access privileges. If they are leaving as a result of a better job offer,
you may decide to allow them to gracefully transfer their projects to other employees,
but the decision should be considered very carefully, especially if the new company can
be considered a competitor.

If the employee is leaving the organization because they are being terminated, you
have to plan on their becoming disgruntled. While it may not seem the friendliest thing
to do, an employee in this situation should immediately have their access privileges to
sensitive information and facilities revoked. Access cards, keys, and badges should be
collected, the employee should be escorted to their desk and watched as they pack their
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personal belongings and then should be escorted from the building. It is better to give
somebody several weeks of paid vacation rather than have a disgruntled employee trash
sensitive files they have access to. Combinations should also be quickly changed once
they have been informed of their termination.

No matter what the situation, the organization should have policies that describe the
intended goals, and there should be procedures that detail the process to be followed for
each of the described situations.

Code of Ethics
Numerous professional organizations have established codes of ethics for their mem-
bers. Each of these describe the expected behavior of their members from a high-level
standpoint. Organizations can adopt this idea as well. For organizations, a code of eth-
ics can set the tone for how employees will be expected to act and to conduct business.
The code should demand honesty from employees, and should require that they per-
form all activities in a professional manner. The code could also address principles of
privacy and confidentiality and state how employees should treat client and organiza-
tional data. Conflicts of interest can often cause problems, so this could also be another
item covered in the code of ethics.

By outlining a code of ethics, the organization can encourage an environment that
will be conducive to integrity and high ethical standards. For additional ideas on possi-
ble codes of ethics, check professional organizations such as the Institute for Electrical
and Electronics Engineers (IEEE), the Association for Computing Machinery (ACM), or
the Information Systems Security Association (ISSA).

Incident Response Policies
No matter how careful an organization is, eventually a security incident of some sort
will occur. When it happens, how effectively the organization deals with it will depend
greatly on how prepared they are to handle incidents. An incident response policy and as-
sociated procedures should be developed to outline how the organization will deal with
security incidents when they occur. Waiting until an incident happens is not the right
time to establish your policies—they need to be designed in advance.

There are several phases that should be covered in an incident response policy: prepa-
ration, detection, containment and eradication, recovery, and any follow-on actions.

Preparation
Preparing for an incident is the first phase. Steps to be taken when an incident is discov-
ered (or suspected) should be established. Points of contact should be determined. All
employees should be trained so they understand the steps to take and who to call. An in-
cident response team should be established, the equipment necessary to detect, contain,
and recover from an incident should be acquired, and those who will use the equipment
will need to be trained. Any additional training in areas such as computer forensics that
are determined to be necessary should also be done.

Security+ Certification All-in-One Exam Guide

18

All-In-One / Security+ Certification All-in-One Exam Guide / team / 222633-1/ Chapter 14

P:\010Comp\All-in-1\633-1\ch14.vp
Friday, May 23, 2003 9:55:09 AM

Color profile: Generic CMYK printer profile
Composite  Default screen



The incident response team is a critical part of the incident response plan. Team
membership will vary depending on the type of incident or suspected incident, but
there are some general points to think about. The team will need a leader, preferably a
higher-level manager who will have the ability to obtain the cooperation from employ-
ees as needed. A computer or network security analyst will be useful to have as a mem-
ber, since the assumption is that a security incident may have occurred. Specialists may
be added to the team for specific hardware or software platforms as needed. The organi-
zation’s legal counsel should be part of the team on at least a part-time or as-needed ba-
sis. The public affairs office should also be available on an as-needed basis, because it
will be their responsibility to formulate the public response should the event become
public. The organization’s security office should also be kept informed, and there
should be a point of contact for the team in case criminal activity is suspected. In this
case, care must be taken to preserve evidence, should the organization decide to push
for prosecution of the individuals.

This is by no means a complete list, as each organization is different and each will
need to evaluate what the best mixture is for their own response team. Whatever the de-
cision, the composition of the team, and how and when it will be formed, need to be
clearly addressed in the incident response policy.

Detection
It goes without saying that before an incident response team can begin the investigation
of an incident, there needs to be a suspected incident, which in turn implies that some-
body needs to have detected what they believe may be an incident. Security incidents
can take a variety of forms, and who discovers it will vary as well.

One of the most likely group of individuals to discover an incident will be the net-
work and security administrators. These are the people who run devices such as the or-
ganization’s firewalls and intrusion detection systems. So that this is not an ad hoc,
hit-or-miss proposition, procedures need to be established that describe the process the
administrators should use to check for possible security events. The tools for accom-
plishing this need to be identified during the preparation phase described previously,
and any required training to operate the equipment should also be acquired.

Another common incident is a virus. There are several packages available that can
help an organization discover potential virus activity or other malicious code,. Adminis-
trators will often be the ones to notice something is amiss, but so might an average user
who has been hit by the virus. Again, the appropriate hardware, software, and training
needs to be acquired during the preparation phase.

A common technique used by potential intruders to acquire information that may be
useful in gaining access to computer systems, networks, or the physical facilities that
house them is social engineering. Anybody in the organization can be the target of a so-
cial engineering attack, so all employees need to know what to be looking for regarding
this type of attack. In fact, it may not even be one of your organization’s actual employ-
ees that is the target—it may be an “extended employee” of the company, such as some-
body on the custodial staff or a night watchman. To thwart social engineering attacks,
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training is essential, and the organization should have a policy on who will be required
to receive this type of training and how frequently they should receive it.

Whatever the type of security incident suspected, and no matter who suspects it, a re-
porting procedure needs to be in place for the employees to use. Everybody needs to
know who to call should they suspect something, and everybody needs to know what to
do. A common technique is to develop a reporting template that can be supplied to an
individual suspecting an incident so that the necessary information is gathered in a
timely manner.

One final word on detection remains. One of the first jobs of the incident response
team will be to determine whether an actual incident has occurred. Many things can
happen that may be interpreted as a possible incident but that may not be. A software
bug in an application may cause a user to lose a file, and the user may blame this on a vi-
rus or similar malicious software. Each reported incident must be investigated and
treated as a possible incident until it can be determined whether it is or isn’t. This may
mean that your organization may want to respond initially with a limited response
team before wasting a lot of time having the full team respond.

Containment and Eradication
Once the determination has been made that an incident most likely has occurred, the
team is going to want to quickly contain the problem. At this point, or very soon after
containment begins, a decision will need to be made by management as to whether the
organization will want to prosecute the individual who has caused the incident, or
whether it is more important to simply restore operations. In certain circumstances
there may not be a choice, such as if there are specific regulations or laws that require in-
cidents in certain sectors to be reported. If the decision to prosecute has been made, spe-
cific procedures will need to be followed in handling potential evidence. Individuals
trained in forensics should be used in this case.

Another decision that will need to be made quickly is how to address containment. If
an intruder is on your system, one response is to disconnect from the Internet until the
system can be restored and vulnerabilities patched. This, however, means that your or-
ganization may not be accessible to customers over the Internet anymore, and it may re-
sult in lost revenue. A decision will need to be made as to which is more important for
your organization.

Other possible containment activities might include adding additional filtering rules
or modifying existing rules on firewalls, routers, or intrusion detection systems, updat-
ing antivirus software, or removing specific pieces of hardware or halting specific soft-
ware applications. If an intruder has gained access through a specific account, disabling
that account or removing it may also be necessary.

Once the immediate problems have been contained, the cause of the incident needs
to be addressed. If the incident is the result of a vulnerability that was not patched, the
patch should be obtained, tested, and applied. Accounts may need to be deleted or pass-
words changed. It may also be necessary to completely reload the entire operating sys-
tem if the intruder has been in the system for an unknown length of time or has been
seen to have modified system files. Determining when an intruder first gained access to
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your system or network is critical in determining how far back to go in restoring the sys-
tem or network.

Recovery
The major thrust of this chapter has been on business continuity and the quick recovery of
operations. After the incident has been contained, and any malicious software or vulnera-
bilities have been taken care of, it is time to put the procedures described earlier into
action. Again, the goal here is to quickly have the organization back to normal processing.

Follow-On Actions
Once the excitement of the incident is over and operations have been restored to their
pre-incident state, it is time to take care of a few last items. Senior-level management will
need and want to be informed of what occurred and what was done to address it. An af-
ter-action report should be created to outline what happened and how it was addressed.
Recommendations will most likely be made to improve processes and policies so that a
repeat incident will not occur. If prosecution of the individual responsible is desired,
there will be additional time that will be spent in helping law enforcement agencies and
possibly testifying in court. Training material may also need to be developed or modi-
fied as part of the new, modified policies and procedures.

Chapter Review
Each organization should have a plan to address the interruption of the organization’s
normal operations. The first step in developing such a plan is creating a business impact
assessment, which helps the organization determine the critical systems and processes
needed for the organization to function. A disaster recovery plan must also be created to
outline how the organization will address various disasters that may affect operations. A
business continuity plan should be created to address long-term disruptions of the orga-
nization’s operations, and it is focused on reestablishing those functions essential for
the continued operation of the organization.

There are also a number of policies that an organization should consider adopting.
Policies are high-level statements, approved by corporate management, that state the or-
ganization’s position on key issues. Policies don’t describe the mechanics of how these
positions will be implemented; instead they are focused on the result, not the method.
Example issues that organizations should consider addressing in policies are human re-
source issues, acceptable use of company assets, and whether employee use of assets will
be subject to monitoring.

Questions

1. A business impact assessment is designed to do which of the following?

A. Determine the impact your business has on other organizations

B. Determine the impact your business has on local, regional, and national
economies
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C. Determine the effect your corporate security strategy has on the way you
conduct your operations

D. Determine which processes, systems, and people are critical to the operation
of your organization

2. A good backup plan will include which of the following?

A. The critical data needed for the organization to operate

B. Any software that is required to process the organization’s data

C. Specific hardware to run the software or to process the data

D. All of the above

3. In which backup strategy are only the files and software that have changed
since the last full backup saved?

A. Full

B. Differential

C. Incremental

D. Delta

4. Which of the following is not a consideration in calculating the cost of a
backup strategy?

A. The cost of the backup media

B. The storage costs for the backup media

C. The probability that the backup will be needed

D. The frequency with which backups are created

5. Which of the following is the name for a fully configured environment similar to
the normal operating environment that can be operational within a few hours?

A. Hot site

B. Warm site

C. Online storage system

D. Backup storage facility

6. Which of the following is considered an issue with long-term storage of
magnetic media, as discussed in the chapter?

A. Tape media can only be used a limited number of times before it degrades.

B. Software and hardware evolve, and the media stored may no longer be
compatible with current technology.

C. Both of the above.

D. None of the above.
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7. The best approach to take for potential short-term loss of electrical power is

A. Don’t worry about it. If it is short term, then the systems will be back up in
at most a few minutes, and processing can resume.

B. Install an uninterruptible power supply to allow processing to continue
while you wait for power to be restored. If it will take longer than a few
minutes, the supply will allow you to gracefully bring the system down so
no loss of information is suffered.

C. Install a backup power generator and maintain a supply of fuel for it.

D. Have the power company install a backup power line into your facility.

8. What other common utility is it important to consider when developing your
recovery plans?

A. Water

B. Gas

C. Communications

D. Television/cable

9. Policies are

A. High-level statements made by management

B. Statements that lay out the organization’s position on some issue

C. Mandatory but not specific in their details

D. All of the above

E. None of the above

10. A policy that outlines what the organization considers to be the appropriate use
of company resources is known as

A. A security policy

B. An acceptable use policy

C. A due care policy

D. A need to know policy

11. Which of the following is true concerning an organization’s ability to monitor
employee use of resources?

A. It can generally be done, but a policy stating that it will be conducted should
be created, and a warning message should be displayed when employees use
the organization’s resources (such as the network).

B. It can be done without any policy or warning message since the corporation
owns the resources in the first place.

C. It cannot be done under any circumstances.

D. It cannot be done except under extreme circumstances, such as when a
person’s life is in danger.
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12. Due care and due diligence refer to

A. The situation in which one party’s actions may have caused loss or injury to
another’s as a result of reasonable cautions not being taken

B. The requirement to post safety notices about potentially hazardous situations

C. The practice of determining what precautions should be taken by an
organization to avoid financial responsibility for hazardous activities
required of employees

D. The responsibility placed on management to ensure that no corporate assets
are lost as a result of a computer intrusion

13. What is the term for the principle employed by an organization to ensure that
no single individual has the ability to conduct transactions alone?

A. Need to know

B. Due care/diligence

C. Separation of duties

D. No-lone-zone processing

14. The activity in which a potential intruder rummages through an organization’s
trash in order to try and discover valuable information that may be useful in
attempting to penetrate the organization’s security is known as

A. Incremental information discovery

B. Dumpster diving

C. Disposal container investigation

D. Social engineering

15. In which of the following situations is it imperative that badges and other
access control devices be immediately confiscated from an employee?

A. Termination of the employee

B. Announced retirement of the employee

C. Announced separation of the employee

D. All of the above

Answers

1. D. This is the description of what a business impact assessment is supposed to
accomplish. It is important to emphasize that the BIA not only includes the
systems (hardware and software) needed by the organization, but any supplies
or specific individuals that are critical for the operation of the organization.

2. D. All of these are important. Having copies of your data will not be useful if
specialized software is required to process it and if specialized hardware is
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needed to run the special software. You must consider all of these in your
backup plan.

3. B. This is the definition of a differential backup. In an incremental backup, the
data and software that has changed since the last full or incremental backup is
saved. A delta backup only saves those portions of the files that have changed,
instead of the entire file.

4. C. This was a trickier question. The probability that the backup will be needed is
a factor in determining the optimal backup frequency, but it was not discussed as
part of the cost of the backup strategy. It is also a figure that may be used in a
risk analysis to determine the optimum strategy.

5. A. This is the definition of a hot site.

6. C. Both A and B were identified as issues that must be considered when planning
your long-term storage strategy.

7. B. Purchasing and using a UPS is the best strategy to address short-term power
loss. It allows for continued operation if the loss is brief or lets you bring the
system down without loss of data. Generators are expensive to purchase and
maintain and are not appropriate for short-term power loss. They may be
essential for long-term loss of power in installations where this is likely and
processing is critical. Ignoring the issue (answer A) is not a good approach as
even a brief loss in power can disrupt processing and cause loss of data.
Installing a second power line is also not a reasonable answer.

8. C. Communications (whether telephone or wireless) is critical for organizations
today. Water and gas may be important, especially for long-term utility
interruption, but they are generally not considered as important as
communications, where even a short-term loss can be disastrous. While loss
of television or cable may result in you missing your favorite show, it generally
is not considered as crucial to business (unless the cable also supplies your
Internet connectivity and is relied on for business operations).

9. D. The first three answers describe what a policy is.

10. B. This is the definition of an acceptable use policy. There are several different
items that should be considered in this policy, and they may be addressed
separately or as a whole. These items include the use of the Internet and e-mail.

11. A. Though local laws should be checked, generally it is important to have a
policy and to let the employees (and potential intruders) know that monitoring
is being conducted.

12. A. This is the best answer (as it is the definition presented in the chapter). Posting
of safety notices may be considered part of an organization’s responsibility for
due care and diligence, but the responsibility is much broader. Trying to avoid
financial responsibility may be at the heart of the issue, as far as corporate
officers are concerned, but it is also just part of what due care and diligence is
all about. The last answer, again, may be a consideration, but it is not the only
reason for considering due care and diligence.
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13. C. This is the definition of separation of duties.

14. B. This is the definition of dumpster diving.

15. A. The only one that absolutely requires the immediate confiscation is the
termination of the employee. An announced separation or retirement may
prompt you to do the same, but only under unusual circumstances (such as
the employee leaving or retiring as a result of a major disagreement). The
announcement of a normal retirement or separation under friendly circumstances
will normally not require the immediate confiscation of access control devices—
especially since a retirement may be announced months in advance of the
actual date.
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