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CHAPTER13Operational/
Organizational Security
In this chapter, you will

• Learn about the various operational aspects to security in your organization
• See what physical security components can protect your computers and network
• Confront social engineering as a means to gain access to computers and networks

and how your organization should deal with it
• Consider the growing use of wireless cellular technology for data transmission

and how factors such as location affect our ability to secure it
• Explore the use of shielding technology to prevent disclosure through electronic

emanations
• Learn about the different types of fires and the various fire suppression systems

designed to limit the damage caused by fires

Recall from Chapter 1 the operational model of computer security. The model described
the various components in computer and network security. Specifically, the operational
model of computer security stated that:

Protection = Prevention + (Detection + Response)

Security Operations in Your Organization
Prevention technologies are designed to keep individuals from being able to gain access
to systems or data they are not authorized to use. Originally, this was the sole approach
to security. Eventually we learned that in an operational environment, prevention was
extremely difficult and relying on prevention technologies alone was not sufficient. This
led to the rise of technologies to detect and respond to events that occur when preven-
tion failed. Together, these form the operational model for computer security.

Prevention technologies are static. They are put in place and generally left alone. De-
tection and response technologies, on the other hand, are dynamic in the sense that they
acknowledge that security is an ongoing process. Systems and networks are constantly
changing. They therefore need to be constantly monitored. Monitoring the operation of
the various components that make up your security perimeter is an essential part of any
organization’s security program.
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Policies, Procedures, Standards, and Guidelines
An important part of any organization’s approach to implementing security are the poli-
cies, procedures, standards, and guidelines that are established to detail what users and
administrators should be doing to maintain the security of the systems and network.
Collectively, these documents provide the guidance needed to determine how security
will be implemented in the organization. Given this guidance, the specific technology
and security mechanisms required can be planned for.

Policies are high-level, broad statements of what the organization wants to accom-
plish. Standards are mandatory elements regarding the implementation of a policy.
Some standards may be externally driven. Regulations for banking and financial institu-
tions, for example, may require certain security measures be taken by law. Other stan-
dards may be set by the organization for its own goals. Guidelines are recommendations
relating to a policy. The key term in this case is recommendation—guidelines are not
mandatory steps. Procedures are the step-by-step instructions on how to implement
policies in the organization.

Just as the network itself constantly changes, the policies, procedures, and guidelines
should be living documents that are periodically evaluated and changed if necessary.
The constant monitoring of the network and the periodic review of the relevant docu-
ments are part of the process that is the operational model. This operational process
roughly consists of four steps:

1. Plan (adjust)

2. Implement

3. Monitor

4. Evaluate

The first step is to plan for security in your organization. In this step, you develop the
policies, procedures, and guidelines that will be implemented and design the security
components that will protect your network. Once these are designed and developed,
you can implement the plans. Next you monitor to ensure that both the hardware and
the software as well as the policies, procedures, and guidelines are effective in securing
your systems. Finally, you evaluate the effectiveness of the security measures you have in
place. This step may include a vulnerability assessment and penetration test of your sys-
tem to ensure the security is adequate. After evaluating your security posture, you begin
again with step one, this time adjusting the security mechanisms you have in place, and
then continue with this cyclical process.

The Security Perimeter
The discussion to this point has not included any mention of the specific technology
used to enforce operational and organizational security or a description of the various
components that constitute the organization’s security perimeter. If the average admin-
istrator were asked to draw a diagram depicting the various components of their net-
work, the diagram would probably look something like Figure 13-1.
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This diagram includes the major components typically found in a network. There is
some connection to the Internet. This connection will generally have some sort of pro-
tection attached to it such as a firewall. An intrusion detection system will also often be
part of the security perimeter for the organization. This may be on the inside of the
firewall, or the outside, or it may in fact be on both sides, the specific location depend-
ing on the company and what they are more concerned with preventing (i.e., the insider
threat or external threats). Beyond this security perimeter is the corporate network. This
is obviously a very simple depiction—an actual network may have numerous subnets
and extranets—but the basic components are present. Unfortunately, if this were the di-
agram provided by the administrator to show the organization’s basic network struc-
ture, the administrator would have missed a very important component. A more astute
administrator would provide a diagram more like Figure 13-2.
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Figure 13-1
Basic diagram of
an organization’s
network

Figure 13-2
A more complete
diagram of an
organization’s
network
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This diagram includes the other important network found in every organization, the
telephone network that is connected to the public switched telephone network (PSTN),
otherwise known as the phone company. The organization may or may not have any au-
thorized modems, but the savvy administrator would realize that because the potential
exists for unauthorized modems, the telephone network must be included as a possible
source of access for the network. When considering the policies, procedures, and guidelines
needed to implement security for the organization, both networks need to be considered.

While Figure 13-2 provides a more comprehensive view of the various components
that need to be protected, it is still incomplete. Most experts will agree that the biggest
danger to any organization does not come from external attacks but rather from the
insider—a disgruntled employee or somebody else who may have physical access to the
facility. Given physical access to an office, the knowledgeable attacker will quickly be able
to find the information needed to gain access to the organization’s computer systems and
network. Consequently, every organization also needs security policies, procedures, and
guidelines that cover physical security, and every security administrator should be con-
cerned with these as well. While physical security will probably not fall under the purview
of the security administrator, the operational state of the organization’s physical security
measures is just as important as many of the other network-centric measures.

Physical Security
Physical security consists of all mechanisms used to ensure that physical access to the
computer systems and networks is restricted to only authorized users. Additional physi-
cal security mechanisms may be used to provide increased security for especially sensi-
tive systems such as servers and devices such as routers, firewalls, and intrusion
detection systems. When considering physical security, access from all six sides should
be considered. Not only should the security of obvious points of entry be examined,
such as doors and windows, but the walls themselves as well as the floor and ceiling
should also be considered. Is there a false ceiling with tiles that can be easily removed?
Do the walls extend to the actual ceiling or only to this false ceiling? Is there a raised
floor? Do the walls extend to the actual floor, or do they stop at the raised floor? How
are important systems situated? Do the monitors face away from windows, or could the
activity of somebody at a system be monitored? Who has access to the facility? What
type of access control is there, and are there any guards? Who is allowed unsupervised
access to the facility? Is there an alarm system or security camera that covers the area?
What procedures govern the monitoring of these and the response should unauthorized
activity be detected? These are just some of the numerous questions that need to be
asked when examining the physical security surrounding a system.

Access Controls
The purpose of physical access controls is the same as that of computer and network ac-
cess controls—you want to restrict access to those who are authorized to have it. Simi-
larly, physical access controls can be based on something the individual has, something
they know, or something they are.
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The most common physical access control device, which has been around in some
form for centuries, is a lock. Combination locks represent an access control device that de-
pends on something the individual knows (the combination). Locks with keys depend on
something the individual has (the key). Each of these has certain advantages and disad-
vantages. Combinations don’t require any extra hardware, but they must be remembered
(which means individuals may write them down—a security vulnerability in itself) and
are hard to control. Anybody who knows the combination may provide it to somebody
else. Key locks are simple and easy to use, but the key may be lost, which means another
has to be made or the lock rekeyed. Keys may also be copied and can be hard to control
the dissemination of. Newer locks replace the traditional key with a card that must be
passed through a reader or placed against it. The individual may also have to provide a
personal access code, thus making this form of access both a something-you-know and
something-you-have method. In addition to locks on doors, other common physical se-
curity devices include video surveillance and even simpler access control logs (sign-in
logs). While sign-in logs don’t provide an actual barrier, they do provide a record of ac-
cess, and when used in conjunction with a guard who verifies an individual’s identity,
they can dissuade potential adversaries from attempting to gain access to a facility.

Another common access control mechanism is a human security guard. Many orga-
nizations employ a guard to provide an extra level of examination of individuals want-
ing to gain access. Other devices are limited to their designed function. A human guard
can apply common sense to situations that might have been unexpected. Having secu-
rity guards also addresses the common practice of piggybacking, where an individual
follows another person closely to avoid having to go through the access control proce-
dures. For example, if one employee enters the combination to a door and then opens it,
another individual might follow quickly behind before the door closes to avoid having
to enter the combination. A security guard checking each individual’s identification
would eliminate this problem.

Biometrics
Access controls that utilize something you know (e.g., combinations) or something you
have (e.g., keys) are not the only methods to limit facility access to authorized individuals. A
third approach is to utilize something unique about the individual, their fingerprints, for
example, to identify them. Unlike the other two methods, the something you are, known as
biometrics, does not rely on the individual to either remember something or to have some-
thing in their possession. Biometrics is a more sophisticated access control approach and is
also more expensive. Other methods to accomplish biometrics include handwriting analy-
sis, retinal scans, iris scans, voiceprints, hand geometry, and facial geometry.

Biometrics can be used to control access to computer systems and networks as well as to
serve as a physical access control device. Used for physical access control, however, this ap-
proach allows for methods that are not generally used in biometric access control for com-
puter systems and networks. Hand geometry, for example, requires a fairly large device. This
can easily be placed outside of a door to control access to the room but would not be as con-
venient to control access to a computer system, since a reader would need to be placed with
each computer or at least with groups of computers. In a mobile environment where
laptops are being used, a device such as a hand geometry reader would be unrealistic.
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To add an additional layer of security, biometrics are normally used in conjunction
with another method. An individual might, for example, be required to also provide a
personal access code or to pass a card through a reader, and thus the individual would
also need something you have and something you know. While it may seem at first that
nothing else should be needed besides a biometric access control, the biometric devices
currently in use are not 100 percent accurate and have been known to allow access to in-
dividuals who were not authorized. This is the reason for the additional something you
know or something you have method to supplement the biometric device.

It should be pointed out that all forms of authentication have weaknesses that can be
exploited. It is for this reason that “strong authentication” or “two-factor authentica-
tion” is often used. These methods use two of the three different types of authentication
(something you have, know, or are) to provide two levels of security. Which two are
used in combination depends on a number of factors, including user acceptance, bud-
get, and the exact level of security the organization is trying to obtain.

Physical Barriers
An even more common security feature than locks (using the term device to describe
them is unusual) is a physical barrier. Physical barriers help implement the physical-
world equivalent of layered security. The outermost layer of physical security should
contain the more public activities. A guard at a gate in a fence, for example, would be vis-
ible by all who happen to pass by. As you progress through the layers, the barriers and
security mechanisms should become less public to make it more difficult for observers
to determine what mechanisms are in place. Signs are also an important element in se-
curity, as they announce to the public what areas are public and which are private. In ad-
dition to walls and fences, open space can also serve as a barrier. While this may at first
seem to be an odd statement, consider the use of large areas of open space. For an in-
truder to cross this open space takes time—time in which they are vulnerable and their
presence may be discovered. In today’s environment in which terrorist attacks have be-
come more common, areas that may be considered a possible target for terrorist activity
should take additional precautions. In addition to open space, which is necessary to
lessen the effect of explosions, concrete barriers that will stop vehicles from getting too
close to facilities should also be used. It is not necessary for these to be unsightly con-
crete walls; many facilities have placed large, round concrete circles, filled them with
dirt, and then planted flowers and other plants to construct a large, immovable, planter.

Social Engineering
Social engineering is the process of convincing an authorized individual to provide confi-
dential information or access to an unauthorized individual. Social engineering takes
advantage of what continually turns out to be the weakest point in our security perime-
ter—the humans. Kevin Mitnick, a convicted cybercriminal turned security consultant,
once stated “Don’t rely on network safeguards and firewalls to protect your informa-
tion. Look to your most vulnerable spot. You’ll usually find that vulnerability lies in
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your people.” In 2000 after being released from jail, Mitnick testified before Congress
and spoke on several other occasions about social engineering and how effective it is.
He stated that he “rarely had to resort to a technical attack” because of how easily infor-
mation and access could be obtained through social engineering.

Individuals who are attempting to social-engineer some piece of information gener-
ally rely on two aspects of human nature. First, most people generally want to help
somebody who is requesting help. Second, people generally want to avoid confronta-
tion. The knowledgeable social engineer may call a help desk pretending to be a new
employee needing help to log on to the organization’s network. By doing so, valuable
information may be obtained as to the type of system or network that is being em-
ployed. After making this call, a second call may be made that uses the information
from the first call to provide background for the second call so that the next individual
the attacker attempts to obtain information from will not suspect it is an unauthorized
individual asking the questions. This works because people generally will assume that
somebody is who they claim to be, especially if they have information that would be
known by the individual they claim to be.

If the pleasant approach doesn’t work, a more aggressive approach may be at-
tempted. People will normally want to avoid unpleasant confrontations and will also
not want to get into trouble with their superiors. An attacker, knowing this, may attempt
to obtain information by threatening to go to the individual’s supervisor or by claiming
that they are working for somebody who is high up in the organization’s management
structure. Because employees want to avoid both a confrontation and a possible repri-
mand, they may provide the information requested even though they may realize that it
is against the organization’s policies or procedures.

The goal of social engineering is to gradually obtain the pieces of information neces-
sary to make it to the next step. This is done repeatedly until the ultimate goal is reached. If
social engineering is such an effective means of gaining unauthorized access to data and
information, how can it be stopped? The most effective means is through the training and
education of users, administrators, and security personnel. All employees should be in-
structed in the techniques that attackers might use and trained to recognize when a social
engineering attack is being attempted. One important aspect of this training is for em-
ployees to recognize the type of information that should be protected and also how seem-
ingly unimportant information may be combined with other pieces of information to
potentially divulge sensitive information. This is known as data aggregation.

Environment
Environmental issues may not at first seem to be of a security concern, but when consider-
ing the availability of a computer system or network, they must be taken into consideration.
Environmental issues include items such as heating, ventilation, and air conditioning
(HVAC) systems, electrical power, and the “environments of nature.” HVAC systems are
used to maintain the comfort of an office environment. A few years back, they were also crit-
ical for the smooth operation of computer systems that had low tolerances for humidity
and heat. Today’s systems are much more tolerant, and the limiting factor is now often the
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human user. One interesting aspect of HVAC systems is that they themselves are often com-
puter controlled and frequently provide remote access via telephone connections. These
connections should be protected in a similar manner to computer modems, or else attack-
ers may locate them and change the HVAC settings for an office or building.

Electrical power is obviously an essential requirement for computer systems and net-
works. Electrical power is subject to momentary surges and disruption. Surge protectors
are needed to protect sensitive electronic equipment from fluctuations in voltage.
Uninterruptible power supplies (UPSs) should be considered for critical systems so that
a loss of power will not halt processing. The size of the batteries associated with a UPS
will determine the amount of time that it can operate before it too loses power. Many
sites ensure sufficient power to provide administrators the opportunity to cleanly bring
the system or network down. For installations that require continual operations, even in
the event of a power outage, electric generators may be purchased that can automatically
start when a loss of power is detected. These systems may take a few seconds to start be-
fore they reach full operation, so a UPS should also be considered to smooth the transi-
tion between normal and backup power.

The frequency of natural disasters is a contributing factor that must be considered
when making contingency processing plans for an installation. In an area that experi-
ences frequent electric storms, for example, power surge protectors and UPSs are an ab-
solute must. Frequent storms and floods may require devices that can sense water
building up in a facility to warn of pending problems. Frequent hurricanes, earth-
quakes, and tornadoes in an area may require reinforced facilities to protect important
processing equipment. All of these provide reasons for not only having an active pro-
gram to ensure frequent backup of critical data, but off-site storage as well. Off-site stor-
age limits the chance that a natural disaster affecting one area will result in the total loss
of the organization’s critical data. When considering backup and contingency plans, it is
also important to consider a backup processing location in case a disaster not only de-
stroys the data at the organization’s primary site but all processing equipment as well.

Fire Suppression
According to the Fire Suppression Systems Association, 43 percent of businesses closed
as a result of a fire never reopen. An additional 29 percent will fail within three years of
the event. The ability to respond to a fire quickly and effectively is thus critical to the
long-term success of any organization. Addressing potential fire hazards and vulnerabil-
ities has long been a concern of organizations in their risk analysis process. The goal
should obviously be never to have a fire, but in the event that one does occur, it is im-
portant that mechanisms are in place to limit the damage the fire can cause.

Water-Based Fire Suppression Systems
Water-based fire suppression systems have long been, and still are today, the primary
tool to address and control structural fires. With the amount of electrical equipment
found in today’s office environment and since, for obvious reasons, this equipment
does not react well to large applications of water, it is important to know what to do
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with equipment if it does become subjected to a water-based sprinkler system. The 1992
National Fire Protection Association Standard 75 on Electronic Computer/Data Pro-
cessing Equipment outlines measures that can be taken to minimize the damage to elec-
tronic equipment exposed to water. This guidance includes these suggestions:

• Open cabinet doors, remove side panels and covers, and pull out chassis
drawers to allow water to run out of equipment.

• Set up fans to move room-temperature air through the equipment for general
drying. Move portable equipment to dry air-conditioned areas.

• Use compressed air at no higher than 50 psi to blow out trapped water.

• Use hand-held dryers on lowest setting to dry connectors, backplane wirewraps,
and printed circuit cards.

CAUTION Keep the dryer well away from components and wires.
Overheating of electrical components can cause permanent damage.

• Use cotton-tipped swabs for hard-to-reach places. Lightly dab the surfaces to
remove residual moisture. Do not use cotton-tipped swabs on wirewrap terminals.

• Water-displacement aerosol sprays containing Freon-alcohol mixtures are effective
as a first step in drying critical components. Follow up with professional restoration
as soon as possible.

NOTE The preceding list provides useful, albeit somewhat dated, guidance.
Users will probably not see wirewrap terminals, and other compounds are
now available to replace the Freon-alcohol mixture described. Overall,
however, the guidance is still sound and provides a useful starting point to
begin cleanup operations from.

Even if these guidelines are followed, damage to the systems may have already occurred.
Since water is so destructive to electronic equipment, not only because of the immediate
problems of electronic shorts to the system but also because of longer-term corrosive
damage water can cause, alternative fire suppression methods have been sought. One of
the more common alternative methods used was Halon-based systems.

Halon-Based Fire Suppression Systems
A fire needs fuel, oxygen, and high temperatures for the chemical combustion to occur.
If you remove any of these, the fire will not continue. Halon interferes with the chemical
combustion present in a fire. Even though Halon production was banned in 1994, a
number of these systems still exist today. They were originally popular because Halon will
mix quickly with the air in a room and will not cause harm to computer systems. Halon is
also dangerous to humans, especially when subjected to extremely hot temperatures
(such as might be found during a fire), when it can degrade into other toxic chemicals.
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As a result of these dangers, and also because Halon has been linked with the issue of
ozone depletion, Halon is no longer allowed to be used in new fire suppression systems.
It is important to note that under the Environmental Protection Agency (EPA) rules that
mandated no further production of Halon, existing systems were not required to be de-
stroyed. Replacing the Halon in a discharged system, however, will be a problem, since
only existing stockpiles of Halon may be used and the cost is becoming prohibitive. For
this reason, many organizations are switching to alternative solutions. These alterna-
tives are known as Clean Agent Fire Suppression Systems, since they not only provide
fire suppression capabilities but also protect the contents of the room including people,
documents, and electronic equipment. Examples of clean agents include carbon dioxide,
Argon, Inergen, and FM200 (heptafluoropropane).

Clean-Agent Fire Suppression Systems
The use of Carbon Dioxide (CO2) as a fire suppression agent have been known for a long
time. The Bell Telephone Company used portable CO2 extinguishers in the early part of
the twentieth century. Carbon Dioxide extinguishers attack all three necessary elements
for a fire to occur. CO2 will displace oxygen so that the amount of oxygen remaining is
insufficient to sustain the fire. It also provides some cooling in the fire zone and will also
reduce the concentration of “gasified” fuel. Argon extinguishes fire by lowering the oxy-
gen concentration below the 15 percent level required for combustible items to burn.
Argon systems are designed to reduce the oxygen content to about 12.5 percent, which is
below the 15 percent needed for the fire but is still above the 10 percent required by the
EPA for human safety. INERGEN is composed of three gases: 52 percent nitrogen, 40
percent argon, and 8 percent carbon dioxide. In a manner similar to pure Argon systems,
INERGEN systems reduce the level of oxygen to about 12.5 percent, which is sufficient
for human safety but not sufficient to sustain a fire. Another chemical used to phase out
Halon is FE-13, or trifluoromethane. This chemical was originally developed as a chem-
ical refrigerant and works to suppress fires by raising the total heat capacity of the envi-
ronment. FE-13 is gaseous and leaves behind no residue that would harm equipment
and is considered safe to use in occupied areas.

Handheld Fire Extinguishers
Automatic fire suppression systems designed to discharge when a fire is detected are not the
only systems you should be aware of. If a fire can be caught and contained before the auto-
matic systems discharge, it can mean significant savings to the organization in terms of both
time and equipment costs (including the recharging of the automatic system). Handheld
extinguishers are common in offices, but the correct use of them must be understood or di-
saster can occur. There are four different types of fire, as shown in Table 13-1. Each type of
fire has its own fuel source and method for extinguishing it. Type A systems, for example,
are designed to extinguish fires with normal combustible material as the fire’s source. Water
can be used in an extinguisher of this sort, since it is effective against fires of this type. Water,
as we’ve discussed, is not appropriate for fires involving wiring or electrical equipment.
Using a type A extinguisher against an electrical fire will not only be ineffective but can re-
sult in additional damage. Some extinguishers are designed to be effective against more
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than one type of fire, such as the common ABC fire extinguishers. This is probably the best
type of system to have in a data processing facility. All fire extinguishers should be easily ac-
cessible and should be clearly marked. Before anybody uses an extinguisher, they should
know what type of extinguisher it is and what the source of the fire is. When in doubt, get
out and let the fire department handle the situation.

Fire Detection Devices
Going hand-in-hand with fire suppression are fire detection devices (fire detectors). De-
tectors can be useful because some may be able to detect a fire in its very early stages be-
fore a fire suppression system is activated, and they can potentially sound a warning.
This warning could provide employees the opportunity to address the fire before it be-
comes serious enough for the fire suppression equipment to kick in.

There are several different types of fire detectors. One type, of which there are two vari-
eties, is activated by smoke. The two forms smoke detectors come in are ionization and
photoelectric. A photoelectric detector is good for potentially providing advance warning
of a smoldering fire. This type of device monitors an internal beam of light. If something
degrades the light, for example by obstructing it, the detector assumes it is something like
smoke and the alarm sounds. An ionization style of detector uses an ionization chamber
and a small radioactive source to detect fast-burning fires. Shown in Figure 3-3, the cham-
ber consists of two plates, one with a positive charge and one with a negative charge. Oxy-
gen and nitrogen particles in the air become “ionized” (an ion is freed from the molecule).
The freed ion, which will have a negative charge, will be attracted to the positive plate, and
the remaining part of the molecule, now with a positive charge, will be attracted to the
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Examples of Examples of
Suppression Methods

A Common Combustibles Wood, paper, cloth,
plastics

Water or dry chemical

B Combustible Liquids Petroleum products,
organic solvents

CO2 or dry chemical

C Electrical Electrical wiring and
equipment, power tools

CO2 or dry chemical

D Flammable Metals magnesium, titanium Copper metal or
sodium chloride

Table 13-1 Types of Fire and Suppression Methods

Figure 13-3
An ionization
chamber for an
ionization type of
smoke detector
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negative plate. This movement of particles creates a very small electric current that the de-
vice measures. Smoke will inhibit this process, and the resulting drop in current will be
detected and an alarm sounded. Both of these devices are often referred to as smoke detec-
tors, and combinations of both varieties are possible. For more information on smoke de-
tectors see http://home.howstuffworks.com/smoke2.htm.

Another type of fire detector is activated by heat. These devices come in two varieties.
Fixed-temperature or fixed-point devices activate if the temperature in the area ever ex-
ceeds some predefined level. Rate-of-rise or rate-of-increase temperature devices activate
when there is a sudden increase in local temperature that may indicate the beginning
stages of a fire. Rate-of-rise sensors can provide an earlier warning but are also responsi-
ble for more false warnings.

A third type of detector is flame activated. This type of device relies on the flames from
the fire to provide a change in the infrared energy that can be detected. Flame-activated
devices are generally more expensive than the other two types but can frequently detect
a fire sooner.

Wireless
When someone talks about wireless communication, they generally are referring to cellu-
lar phones. These devices have become ubiquitous in today’s modern office environment.
A cell phone network consists of the phones themselves, the cells with their accompany-
ing base stations that they are used in, and the hardware and software that allow them to
communicate. The base stations are made up of antennas, receivers, transmitters, and am-
plifiers. The base stations will communicate with those phones that are currently in the
geographical area that is serviced by that station. As a person travels across town, they may
exit and enter multiple cells. The stations must conduct a handoff to ensure continuous
operation for the phone. As the individual moves toward the edge of a cell, a mobile
switching center will notice the power of the signal beginning to drop. It will check to see
if another cell has a stronger signal for your phone (cells frequently overlap) and if so, it
can switch operation to this new cell and base station. All of this is done without the user
ever knowing that they have moved from one cell to another.

Cellular telephones are a tremendous technology providing a great service to modern
businesses and individuals. Cell phone technology is advancing, and more and more
phones are being used for more than just voice communication. Phones can also pro-
vide messaging capability, some even provide Internet connectivity, and some can be
used as digital cameras.

Wireless technology can also be used for networking. There are two main standards
for wireless network technology. Bluetooth is designed as a short range (approximately
10 meters) Personal Area Network (PAN) cable replacement technology that may be
built into a variety of devices such as mobile phones, PDAs, and laptop computers. The
idea is to create low-cost wireless technology so that many different devices can commu-
nicate with each other. Bluetooth is also interesting because, unlike other wireless tech-
nology, it is designed so that devices can talk directly with each other without having to
go through a central device (such as the base station described previously). This is
known as peer-to-peer communication.
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The other major wireless standard is the IEEE 802.11 set of standards, which is well
suited for the local area network environment. 802.11 networks can operate in either an
ad hoc peer-to-peer fashion or an infrastructure mode, which is more common. In this
mode, computers with 802.11 network cards will communicate with a wireless access
point. This access point connects to the network so that the computers communicating
with it are essentially also connected to the network.

In an office environment, wireless networks are tremendously useful, as they free the
user to take their computer anywhere in the building (as long as an access point is nearby).
If a new employee joins the company, wire cable does not need to be strung in order to con-
nect them; instead, they simply need to be within transmission distance to an access point.

While wireless networks are very useful in today’s modern office (and home), they are
not without their security problems. Access points are generally placed throughout a
building so that all employees can access the corporate network. The transmission and re-
ception areas covered by access points are not easily controlled. Consequently, many pub-
licly accessible areas might fall into the range of one of the organization’s access points,
and thus the corporate network may become vulnerable to attack. Wireless networks are
designed to incorporate some security measures, but all too often the networks are set up
without security enabled, and serious security flaws exist in the 802.11 design.

Electromagnetic Eavesdropping
In 1985, a paper by Wim van Eck of the Netherlands described what became known as the
van Eck phenomenon. In the paper van Eck described how eavesdropping on what was
being displayed on monitors could be accomplished by picking up and then decoding the
electromagnetic interference produced by the monitors. With the appropriate equipment,
the exact image of what is being displayed can be re-created some distance away. While the
original paper discussed emanations as they applied to video display units (monitors),
the same phenomenon applies to other devices such as printers and computers as well.

This phenomenon had actually been known about for quite some time before van
Eck published his paper. The U.S. Department of Defense used the term TEMPEST
(Transient Electromagnetic Pulse Emanation Standard) as both a description for a pro-
gram in the military to control these electronic emanations from electrical equipment
and the actual process for controlling the emanations. One of the simplest ways to pro-
tect against equipment being monitored in this fashion is to put enough distance be-
tween the target and the attacker. The emanations can be picked up from only a limited
distance. If the physical security for the facility is sufficient to put enough space between
the equipment and publicly accessible areas that the signals cannot be picked up, then the
organization doesn’t have to take any additional measures to ensure security.

A natural question to ask is, how prevalent is this form of attack? The equipment
needed to perform electromagnetic eavesdropping is not readily available, but it would
not cost an inordinate amount of money to produce it. The cost could certainly be af-
forded by any large corporation, and industrial espionage using such a device is a possi-
bility. While there are no public records of this sort of activity being conducted, it is
reasonable to assume that it can and may be taking place in large corporations and the
government, especially in foreign countries.
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Shielding
Distance is not the only way to protect against eavesdropping on electronic emanations.
Devices can be shielded so that their emanations are blocked. In fact, there are three ba-
sic ways to prevent these emanations from being picked up by an attacker:

• Put the equipment beyond the point that the emanations can be picked up.

• Provide shielding for the equipment itself.

• Provide a shielded enclosure (such as a room) to put the equipment in.

All of these solutions can be costly. Acquiring enough property to provide the neces-
sary distance needed to protect against an eavesdropper may be possible if the facility is
in the country with lots of available land surrounding it. If, however, the organization is
in the middle of a city, then purchasing additional property may be prohibitive. Indeed,
for smaller organizations that occupy only a few offices or floors in a large office build-
ing, it would be impossible to acquire enough space.

In this case, the organization may resort to purchasing shielded equipment. A
“TEMPEST approved” computer will cost at least double what a normal computer
would cost. Shielding a room (in what is known as a Faraday cage) is also an extremely
expensive endeavor. The cost of shielding is so substantial that in most cases it probably
cannot be justified. It may be a better idea to carefully select the location you put your
most sensitive equipment—maybe it is possible to protect these computers by putting
them in the center of your organization and leaving the less-sensitive equipment in the
areas closest to public areas.

Location
On several occasions, the careful placement of equipment has come up as a possible
means to provide security. It has been said that the three most important factors in the
success of most businesses are location, location, and location. While the same is not ex-
actly true of security (location is not the most important element in this case), it certainly
can play a contributing role. In the case of a wireless network, the location one picks to
place the wireless access points can make it easier or harder for an attacker to access the
network from a publicly accessible area. For electromagnetic emanations, location is also
a contributing factor. By placing the most sensitive equipment deep inside the organiza-
tion, enough space may be obtained to protect the equipment from eavesdropping. Loca-
tion also plays a significant role in physical security, since some facilities will be easier to
protect than others, depending on their proximity to other buildings and roads.

Chapter Review
In this chapter, the operational model of computer security was reviewed along with the
role that policies, procedures, standards, and guidelines play in it. Taken together, these
documents outline the security plan for the organization. The various components of
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the security perimeter for organizations were outlined, including the connections to the
telephone network, which are often overlooked when considering connections to the
outside world. Various factors that affect the security of the organization were discussed,
including physical security measures such as barriers and access control, as well as the
environment and natural disasters. Biometrics, which are a useful mechanism to en-
hance access control for electronic access to computers and networks, were described.
There are in fact more opportunities to use biometrics for physical access control, since
size limitations are not as severe and one access device can be used to cover access to an
area used by many individuals. Another common physical hazard that can affect secu-
rity is fire suppression. There are a number of methods to suppress fires, some more
damaging to electronic equipment or hazardous to humans than others. Knowing what
type of device to use on a fire, based on what is providing the fuel for the fire, is critical to
being able to effectively contain and suppress the fire.

Questions

1. Which type of fire extinguisher can be used for electrical fires?

A. Type A

B. Type AB

C. Type C

D. Type D

2. Social engineering attacks work so well because the individual who is the target
of the attack/attempt:

A. Is often not very intelligent and can’t recognize the fact that a social engineering
attempt is being tried on them.

B. Often either genuinely wants to help or is trying to avoid a confrontation,
depending on the specific tack the attacker is taking.

C. Is new to the organization and can’t tell that the story they are being fed is
bogus.

D. Knows the attacker.

3. The most common physical access control device is a

A. Lock

B. Card reader

C. Hand geometry reader

D. Security guard
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4. In what way does the location of an organization affect the security?

A. There may be sufficient controlled space to eliminate or reduce threats such
as those posed by electronic emanations and wireless access.

B. The location will have a bearing on the environment and the specific threats
posed by natural means.

C. The location, a high-crime area, for instance, may contribute to the chance
that a crime may occur.

D. All of the above.

5. Which of the following would be considered a clean-agent fire suppression
component?

A. Freon

B. Water

C. Argon

D. Compressed air

6. Why is Halon being replaced as a fire suppression agent in computer and
networking facilities?

A. Halon production has been banned and use regulated because it is considered
an ozone-depletion agent.

B. Halon will cause electrical shorts when discharged, thus ruining electronic
equipment.

C. Halon is a corrosive agent and will destroy sensitive electronic equipment.

D. Halon was found to not be effective in combating fires caused by electrical
equipment.

7. What technique can be used to protect against electromagnetic eavesdropping
(known as the van Eck phenomenon)?

A. Provide sufficient distance (too far for the signal to travel) between the
potential target and the nearest location an attacker could get to.

B. Put the equipment that you are trying to protect inside a shielded room.

C. Purchase specially shielded equipment.

D. All of the above.

8. Which fire detection device relies on sudden changes in temperature to activate?

A. Smoke detectors

B. Rate-of-rise fire detectors

C. Fixed-temperature fire detectors

D. Flame-activated fire detectors
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9. When should a human security guard be used for physical access control?

A. When the organization’s budget can afford it

B. To avoid piggybacking

C. When other access controls are unavailable

D. When the organization wants to enhance its image

10. What device should be used only for organizations where continuous operations
are essential?

A. Surge protector

B. Uninterruptible power supply

C. Backup power generator

D. Redundant array of in-line batteries (RAIB)

11. In the event of a fire, what is the most important priority?

A. Protect expensive electronic equipment.

B. Protect the critical data that your organization relies on for operations.

C. Extinguish the fire.

D. Ensure that all personnel are safe.

12. Which statement is most accurate when describing the prevalence of
electromagnetic eavesdropping?

A. It is so difficult that it is not likely to be occurring at any level.

B. It requires technical equipment that only governments and large corporations
would likely purchase or develop. It is therefore possible but how extensive it
is, is unknown.

C. The equipment required to perform it is easy to assemble and inexpensive.
Examples of this sort of activity has been seen at all levels of corporate and
government organizations.

D. It is extremely common; the equipment can be assembled by hobbyists who
can easily re-create the signals from any organization that they can get close
enough to.

13. Environmental issues should be considered when planning for security because:

A. They may affect the availability of the system and data.

B. Environmental activists may attempt to breach the physical security
perimeter in protest of various environmental issues.

C. Nobody else will be worried about them, so the job will fall to the network
security administrator.

D. They really don’t need to be considered.
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14. What common network access point is often forgotten when considering network
electronic perimeter defenses?

A. The Internet

B. An organization’s web site

C. The Public Switched Telephone Network and modems

D. Extranets connected to corporate partners

15. Which of the following is a high-level, broad statement of what the organization
wants to accomplish?

A. Policy

B. Procedure

C. Guideline

D. Standard

Answers

1. C. An electrical fire requires an extinguisher that is designed to suppress Type C
fires, which are electrical fires. It is very important to not use the wrong type of
extinguisher on a fire, as not only will it fail to extinguish the fire, but it may
cause additional damage as well. A type A extinguisher is used for fires involving
paper, wood, cloth, or plastic materials. A type AB extinguisher is useful against
type A fires as well as type B fires, which involve petroleum chemicals. A type D
extinguisher is a special device designed to be used for fires involving combustible
metals such as magnesium.

2. B. Social engineering works because people generally truly want to help an
individual asking for assistance or because they are trying to avoid a confrontation.
They also work because people generally want to believe that the individual
really is who they claim to be. Intelligence doesn’t matter for the target; anybody
can fall prey to a really good social engineer. Being new to an organization can
certainly make it easier for an attacker to convince a target they are entitled to
the information requested but it is not a requirement. Long-time employees can
just as easily provide sensitive information to a talented social engineer. The
target and attacker generally do not know each other in a social engineering
attack, so D is not a good answer.

3. A. The lock is the most common security access control device. They are
ubiquitous. We use them in our homes as well as our places of employment.
Biometrics are becoming more common but are not currently widespread.
Card readers are also becoming more common, and they may someday replace
locks (that use keys and combos) in the workplace, but that is still many years
away. Security guards are also a common access control technique but are still
not as common as the simple lock and key or combo lock.
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4. D. All of these are true. If sufficient space can be controlled, the ability of an
attacker to get close enough to try to catch a signal from electronic emanations
or from a wireless network will be significantly reduced. Where an organization
is also plays a role in the type of natural disaster (e.g., tornado, hurricane,
earthquake), that must be planned for. Whether the organization is located
in a high-crime area also would be a factor in its ability to remain secure.

5. C. Argon is a clean-agent fire suppression chemical. While water may be
considered clean, it is not discussed in the category of clean agents because
the goal is actually to move away from water as a fire suppression agent—it has
too many problems associated with it. Freon is used in refrigeration, not fire
suppression. Generally, you want to reduce the amount of oxygen, not increase
the amount of oxygen, available to a fire, so compressed air would not be a
correct answer.

6. A. Halon is associated with ozone depletion and its production has been
banned and its use regulated. It was, however, an effective fire suppression
agent. Halon had originally been used in computer rooms because it did not
cause the damage that water caused when it was discharged, subsequently
saturating the equipment in the room.

7. D. All of these are effective measures to take against possible electromagnetic
eavesdropping.

8. B. Rate-of-rise or rate-of-increase detection devices are keyed into rapid changes
in local temperatures such as might occur when a fire starts. Fixed-rate detectors
must wait until a specific temperature is reached. Smoke detectors rely on the
presence of smoke to warn of a fire (or potential fire). Flame-activated detectors
rely on changes in the infrared energy.

9. B. Human security guards should be used when judgment is necessary and to
avoid occurrences of things such as piggybacking. Guards are often going to be
more expensive than other widely available mechanisms. Use of them should
not be considered simply because the organization can afford them or because
the organization wants to enhance their image.

10. C. While a surge protector and UPS should both be used in a facility where
continuous operations are important, they are also both useful for other facilities
as well. The only time a backup generator is required is when continuous
operations are essential.

11. D. While the equipment is important and valuable, insurance can cover a
large portion of the expense to replace it. The data too is valuable, but if your
organization has an effective backup policy, then only a minimal amount of data
would be lost in the event of a fire. Putting the fire out would certainly solve the
problem, but unless it is a small fire that can be easily handled by a handheld
extinguisher (of the right type for the fire), then it is better to let professional
firefighters extinguish the fire. The most important priority should be the protection
of the personnel in the area and building. This is always the top priority.
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12. B. The equipment is specialized but not so expensive that larger organizations
and governments could reasonably be expected to acquire it. There is no current
example, however, of this being performed by corporations against other
corporations. The equipment is not believed to be in the hands of hobbyists.

13. A. Items such as heating, air conditioning, and electrical power can affect the
operation of the computer systems and networks and ultimately their availability.
As such, environmental issues should be considered as part of any security plan
for an organization’s computer systems and network.

14. C. One of the most often overlooked ways to access a network is through modems
and the ordinary telephone system. The problem of unauthorized modems is
a frequent security issue for any organization. The Internet and corporate web
sites (which go hand-in-hand) are certainly a possible method to access a system
inside your network, but this is understood and most security plans are designed
to address these points of access. Extranets are also a problem, but not everybody
has a connection to another organization that circumvents the rest of their security
devices, so the best answer is C.

15. A. This is the definition of what a policy is.
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