
CHAPTER12Standards and Protocols
In this chapter, you will

• Learn about the standards involved in establishing an interoperable Internet PKI
• Understand interoperability issues with PKI standards
• Discover how the common Internet protocols use and implement the

PKI standards

One of the biggest growth industries in the 1990s was the commercial use of the
Internet. While the early 2000s haven’t seen explosive growth, due to other factors, none
of the still steadily growing Internet commerce would be possible without the use of
standards and protocols to provide a common, interoperable environment for securely
exchanging information. Due to the wide distribution of users and businesses, the most
practical solution to date has been the commercial implementation of public key infra-
structures (PKIs).

This chapter examines the standards and protocols involved in secure Internet trans-
actions and e-business using a PKI. Though you may only use a portion of the related
standards and protocols on a daily basis, you should understand how they interact to
provide the services that are critical for security: confidentiality, integrity, authentica-
tion, and nonrepudiation.

Chapter 11 introduced the algorithms and techniques used to implement a PKI, but
as you probably noticed, there is a lot of room for interpretation. Various organizations
have developed and implemented standards and protocols that have been accepted as
the basis for secure interaction in a PKI environment. These standards fall into three
general categories:

• Standards that define the PKI These standards define the data and data
structures exchanged and the means for managing that data to provide the
functions of the PKI (certificate issuance, storage, revocation, registration,
and management).

• Standards that define the interface between applications and the underlying
PKI These use the PKI to establish the services required by applications.

• Standards that provide bits and pieces that glue everything together and
may address not only the PKI structure and the methods and protocols
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for using it, but that may also provide an overarching business process
environment for PKI implementation (for example, ISO 17799 and the FIPS
PUBS) These standards don’t neatly fit in either of the previous two categories.

Figure 12-1 shows the relationships between these standards and protocols.
Figure 12-1 conveys the interdependence of the standards and protocols discussed in

this chapter. The Internet PKI relies on three main standards for establishing
interoperable PKI services: Public Key Infrastructure X.509 (PKIX), Public Key Cryptog-
raphy Standards (PKCS), and X.509. There are other protocols and standards that help
define the management and operation of the PKI and related services— Internet Secu-
rity Association and Key Management Protocol (ISAKMP) and XML Key Management
Specification (XKMS) are both key management protocols, while Certificate Manage-
ment Protocol (CMP) is for managing certificates. Wired Equivalent Privacy (WEP) is
used to encrypt wireless communications in an 802.11 environment to support some of
the more application-oriented standards and protocols: Secure/Multipurpose Internet
Mail Extensions (S/MIME) for e-mail; Secure Sockets Layer (SSL), Transport Layer Secu-
rity (TLS), and Wireless Transport Layer Security (WTLS) for secure packet transmission;
and IP Security (IPsec) and Point-to-Point Tunneling Protocol (PPTP) to support virtual
private networks. ISO 17799, Common Criteria, and Federal Information Processing
Standards Publications (FIPS) each address security at the business process, application,
protocol, and PKI implementation levels. Finally, Pretty Good Privacy (PGP) provides
an alternative method spanning the protocol and application levels.

We’ll be examining each standard from the bottom up, starting with building an in-
frastructure through protocols and applications, and finishing with some of the inher-
ent weaknesses of and potential attacks on a PKI.
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PKIX/PKCS
Two main standards have evolved over time to implement PKI on a practical level on the
Internet. Both are based on the X.509 certificate standard (discussed shortly in the
“X.509” section) and establish complimentary standards for implementing PKI. Public
Key Infrastructure X.509 (PKIX) and Public Key Cryptography Standards (PKCS) inter-
twine to define the most commonly used set of standards.

PKIX was produced by the Internet Engineering Task Force (IETF) and defines stan-
dards for interactions and operations for four component types: the user (end-entity),
certificate authority (CA), registration authority (RA), and the repository for certificates
and certificate revocation lists (CRLs). PKCS defines many of the lower-level standards
for message syntax, cryptographic algorithms, and the like. The PKCS set of standards is
a product of RSA Security.

The PKIX working group was formed in 1995 to develop the standards necessary to
support PKIs. At the time, the X.509 Public Key Certificate (PKC) format was proposed
as the basis for a PKI. X.509 includes information regarding data formats and proce-
dures used for CA-signed PKCs, but it doesn’t specify values or formats for many of the
fields within the PKC. X.509 v1 (version 1) was originally defined in 1988 as part of the
X.500 Directory standard. After being co-opted by the Internet community for imple-
menting certificates for secure Internet communications, it became apparent that there
were several shortcomings. The current version, X.509 v3 was adopted in 1996. X.509 is
very complex, allowing a great deal of flexibility in implementing certificate features.
PKIX provides standards for extending and using X.509 v3 certificates and for managing
them, enabling interoperability between PKIs following the standards.

PKIX uses the model in Figure 12-2 for representing the components and users of a
PKI. The user, called an end-entity, is not part of the PKI, but they are either users of the
PKI certificates, the subject of a certificate (an entity identified by it), or both. The certifi-
cate authority (CA) is responsible for issuing, storing, and revoking certificates—both
Public Key Certificates (PKCs) and Attribute Certificates (ACs). The registration author-
ity (RA) is responsible for management activities designated by the CA. The RA may, in
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The PKIX model
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fact, be a component of the CA rather than a separate component. The final component
of the PKIX model is the repository, a system or group of distributed systems that pro-
vide certificates and certificate revocation lists to the end-entities.

PKIX Standards
Now that we have looked at how PKIX views the world, let’s take a look at what PKIX
does. Using X.509 v3, there are five major areas that the PKIX working group addresses:

• PKIX outlines certificate extensions and content not covered by X.509 v3 and
the format of version 2 CRLs thus providing compatibility standards for sharing
certificates and CRLs between CAs and end-entities in different PKIs. The PKIX
profile of the X.509 v3 PKC describes the contents, required extensions, optional
extensions, and extensions that need not be implemented. The PKIX profile
suggests a range of values for many extensions. In addition, PKIX provides
a profile for version 2 CRLs, allowing different PKIs to share revocation
information. (For more information on PKIX see “Internet X.509 Public
Key Infrastructure Certificate and CRL Profile” (RFC 3280).)

• PKIX provides certificate management message formats and protocols, defining
the data structures, management messages, and management functions for
PKIs. The working group also addresses the assumptions and restrictions of
their protocols. This standard identifies the protocols necessary to support
online interactions between entities in the PKIX model. The management
protocols support functions for entity registration, initialization of the certificate
(possibly key pair generation), issuance of the certificate, key-pair update,
certificate revocation, cross-certification (between CAs), and key pair recovery
if available.

• PKIX outlines certificate policies and certification practices statements (CPSs),
establishing the relationship between policies and CPSs. A policy is a set of
rules that help determine the applicability of a certificate to an end-entity. For
example, a certificate for handling routine information would probably have a
policy on creation, storage, and management of key pairs quite different from
a policy for certificates used in financial transactions, due to the sensitivity of
the financial information. A CPS explains the practices used by a CA to issue
certificates. In other words, the CPS is the method used to get the certificate,
while the policy defines some characteristics of the certificate and how it will
be handled and used.

• PKIX specifies operational protocols, defining the protocols for certificate
handling. In particular, there are protocol definitions for using Lightweight
Directory Access Protocol version 2 (LDAP v2), File Transfer Protocol (FTP),
and Hypertext Transfer Protocol (HTTP) to retrieve certificates from
repositories. These are the most common protocols for applications to
use when retrieving certificates.
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• PKIX includes time-stamping and data certification and validation services,
which are areas of interest to the PKIX working group, and which will probably
grow in use over time. A time stamp authority (TSA) certifies that a particular
entity existed at a particular time. A Data Validation and Certification Server
certifies the validity of signed documents, PKCs, and the possession or existence
of data. These capabilities support nonrepudiation requirements and are
considered building blocks for a nonrepudiation service.

PKCs are the most commonly used certificates, but the PKIX working group has
been working on two other types of certificates: Attribute Certificates and Qualified
Certificates.

An Attribute Certificate (AC) is used to grant permissions using rule-based,
role-based, and rank-based access controls. ACs are used to implement a privilege man-
agement infrastructure (PMI). In a PMI, an entity (user, program, system, and so on) is
typically identified as a client to a server using a PKC. There are then two possibilities: ei-
ther the identified client pushes an AC to the server, or the server can query a trusted re-
pository to retrieve the attributes of the client. This situation is modeled in Figure 12-3.

The client push of the AC has the effect of improving performance, but there is no in-
dependent verification by the server of the client’s permissions. The alternative is to
have the server pull the information from an AC issuer or a repository. This method is
preferable from a security standpoint, because the server or server’s domain determines
the client’s access rights. The pull method has the added benefit of requiring no changes
to the client software.

The QC is based on the term used within the European Commission to identify cer-
tificates with specific legislative uses. This concept is generalized in the PKIX QC profile
to indicate a certificate used to identify a specific individual (a single human rather than
the entity of the PKC) with a high level of assurance in a nonrepudiation service.

Table 12-1 summarizes the Internet Requests For Comment (RFCs) that have been
produced by the PKIX working group for each of these five areas.

There are other documents produced by the Internet Engineering Task Force PKIX
working group, but the ones listed in Table 12-1 cover the major implementation de-
tails for PKIX. For a complete list of current and pending documents, see the Internet
Draft for the PKIX working group roadmap.
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PKCS
RSA Laboratories created the Public Key Cryptography Standards (PKCS) to fill some of
the gaps in the standards that existed in PKI implementation. Just as with the PKIX stan-
dards, PKI developers have adopted many of these standards as a basis for achieving
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RFCs

Certificate and
CRL profiles

—RFC 3280 (replaces RFC 2459): Internet X.509 Public
Key Infrastructure Certificate and CRL Profile
—RFC 3039: Internet X.509 Public Key Infrastructure
Qualified Certificates Profile
—RFC 3280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile
—RFC 3281: An Internet Attribute Certificate Profile for
Authorization

Certificate management protocols —RFC 2510: Internet X.509 Public Key Infrastructure
Certificate Management Protocols
—RFC 2511: Internet X.509 Certificate Request Message
Format
—RFC 2560: X.509 Internet Public Key Infrastructure
Online Certificate Status Protocol—OCSP
—RFC 2797: Certificate Management Messages over
CMS

Certificate policies and CPSs —RFC 2527: Internet X.509 Public Key Infrastructure
Certificate Policy and Certification Practices Framework

Operational protocols —RFC 2528: Internet X.509 Public Key Infrastructure
Representation of Key Exchange Algorithm (KEA) Keys
in Internet X.509 Public Key Infrastructure Certificates
—RFC 2559: Internet X.509 Public Key Infrastructure
Operational Protocols—LDAP v2
—RFC 2585: Internet X.509 Public Key Infrastructure
Operational Protocols: FTP and HTTP
—RFC 2587: Internet X.509 Public Key Infrastructure
LDAP v2 Schema

Time-stamp and data validation —RFC 2875: Diffie-Hellman Proof-of-Possession
Algorithms
—RFC 3029: Internet X.509 Public Key Infrastructure
Data Validation and Certification Server Protocols
—RFC 3161: Internet X.509 Public Key Infrastructure
Time-Stamp Protocol (TSP)

Other PKIX topics —RFC 3279: Algorithms and Identifiers for the Internet
X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile
—RFC 3379: Delegated Path Validation and Delegated
Path Discovery Protocol Requirements

Table 12-1 PKIX Subjects and Related RFCs
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interoperability between different certificate authorities. PKCS is composed of a set of
(currently) 13 active standards, with 2 other standards that are no longer active. The
standards are referred to as PKCS #1 through PKCS #15, as listed in Table 12-2. The stan-
dards combine to establish a common base for services required in a PKI.
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Title and Description

PKCS #1 RSA Cryptography Standard: Definition of the RSA
encryption standard.

PKCS #2 No longer active; it covered RSA encryption of message
digests and was incorporated into PKCS #1.

PKCS #3 Diffie-Hellman Key Agreement Standard: Definition of the
Diffie-Hellman key-agreement protocol.

PKCS #4 No longer active; it covered RSA key syntax and was
incorporated into PKCS #1.

PKCS #5 Password-Based Cryptography Standard: Definition of a
password-based encryption (PBE) method for generating a
secret key.

PKCS #6 Extended-Certificate Syntax Standard: Definition of
an extended certificate syntax that is being replaced
by X.509 v3.

PKCS #7 Cryptographic Message Syntax Standard: Definition of the
cryptographic message standard for encoded messages,
regardless of encryption algorithm. Commonly replaced
with PKIX Cryptographic Message Syntax.

PKCS #8 Private-Key Information Syntax Standard: Definition of a
private key information format, used to store private key
information.

PKCS #9 Selected Attribute Types: Definition of attribute types
used in other PKCS standards.

PKCS #10 Certification Request Syntax Standard: Definition of a
syntax for certification requests.

PKCS #11 Cryptographic Token Interface Standard: Definition of
a technology-independent programming interface for
cryptographic devices (such as smart cards).

PKCS #12 Personal Information Exchange Syntax Standard: Definition
of a format for storage and transport of user private keys,
certificates, and other personal information.

PKCS #13 Elliptic Curve Cryptography Standard: Description of
methods for encrypting and signing messages using elliptic
curve cryptography.

PKCS #14 A standard for pseudo-random number generation.

PKCS #15 Cryptographic Token Information Format Standard:
Definition of a format for storing cryptographic
information in cryptographic tokens.

Table 12-2 PKCS Standards
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Though adopted early in the development of PKIs, some of these standards are being
phased out. For example, PKCS #6 is being replaced by X.509 v3 (covered shortly in the
“X.509” section) and PKCS #7 and PKCS #10 are used less, as their PKIX counterparts
are being adopted.

Why You Need to Know
If you or your company are simply planning to use one of the existing certificate servers
to support e-commerce, you may not need to know the specifics of these standards (ex-
cept perhaps for your exam). However, if you plan to implement a private PKI to sup-
port secure services within your organization, you will need to understand what
standards are out there and how the decision to use a particular PKI implementation (ei-
ther home grown or commercial) may lead to incompatibilities with other certificate-is-
suing entities. Your business-to-business requirements must be taken into account
when deciding how to implement a PKI within your organization.

X.509
So what is a certificate? In the late 1980s, the X.500 OSI Directory Standard was defined
by ISO and the ITU. It was developed for implementing a network directory system, and
part of this directory standard was the concept of authentication of entities within the
directory. X.509 is the portion of the X.500 standard that addresses the structure of cer-
tificates used for authentication.

There have been several versions of the certificates, with version 3 being the current
version (as this is being written). Each version has extended the contents of the certifi-
cates to include additional information necessary to use certificates in a PKI. The origi-
nal ITU X.509 definition was published in 1988 and was formerly referred to as CCITT
X.509 and is sometimes referred to as ISO/IEC/ITU 9594-8. The 1988 certificate format,
version 1, was revised in 1993 as the ITU-T X.509 definition when two more fields were
added to support directory access control. ITU-T is the Standards Section of the ITU cre-
ated in 1992.

The 1993, version 2 specification was revised following lessons learned from imple-
menting Internet Privacy Enhanced Mail (PEM). Version 3 added additional optional
extensions for more subject identification information, key attribute information, pol-
icy information, and certification path constraints. In addition, version 3 allows addi-
tional extensions to be defined in standards or to be defined and registered by
organizations or communities. Table 12-3 gives a description of the fields in a X.509 cer-
tificate.

Certificates are used to encapsulate the information needed to authenticate an entity.
The X.509 specification defines a hierarchical certification structure that relies on a root
certification authority that is self-certifying (meaning it issues its own certificate). All
other certificates can be traced back to such a root through a path. A certificate authority
issues a certificate to a uniquely identifiable entity (person, corporation, computer, and
so on)—issuing a certificate to “John Smith” would cause some real problems if that
were all the information you had when issuing the certificate. We are saved somewhat
by the requirement that the CA determines what identifier is unique (the distinguished
name), but when certificates and trust are extended between CAs, the unique identifica-
tion becomes critical.

Security+ Certification All-in-One Exam Guide
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Field Name

Certificate Signature X.509 version used for this certificate:
Version 1 = 0
Version 2 = 1
Version 3 = 2

Serial Number A nonnegative integer assigned by the certificate
issuer that must be unique to the certificate.

Signature Algorithm
Algorithm
Parameters (optional)

The algorithm identifier for the algorithm used by
the CA to sign the certificate. The optional
“parameters” field is used to provide the
cryptographic algorithm parameters used in
generating the signature.

Issuer Identification for the entity that signed and issued
the certificate. This must be a distinguished name
within the hierarchy of certificate authorities.

Validity
Not valid before time
Not valid after time

Validity specifies a period of time during which the
certificate is valid using a “not valid before” time
and
a “not valid after” time (expressed in UTC or in a
generalized time).

Subject The name for the certificate owner.

Subject Public Key Info This field consists of an encryption algorithm
identifier followed by a bit string for the public key.

Issuer Unique ID Optional for versions 2 and 3—a unique bit-string
identifier for the CA that issued the certificate.

Subject Unique ID Optional for versions 2 and 3—a unique bit-string
identifier for the subject of the certificate.

Extensions
Extension ID
Critical
Extension Value

Optional for version 3—the extension area
consists of a sequence of extension fields containing
an extension identifier, a Boolean field indicating
whether the extension is critical, and an octet string
representing the value of the extension. Extensions
can be defined in standards or defined and
registered by organizations or communities.

Thumbprint Algorithm
Algorithm
Parameters (optional)

This field identifies the algorithm used by the CA
to sign this certificate. This field must match the
algorithm identified above.

Thumbprint The signature is the bit-string hash value obtained
when the CA signed the certificate. The signature
certifies the contents of the certificate, binding the
public key to the subject.

Table 12-3 X.509 Certificate Fields
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Some other extensions to the X.509 certificate have been proposed for use in imple-
menting a PKI. For example, PKIX identified several extensions for use in the certificate
policy framework (see RFC 2427). It is essential to ensure that your PKI ignores exten-
sions that it is not prepared to handle.

SSL/TLS
Secure Sockets Layer (SSL) and Transport Layer Security (TLS) provide the most com-
mon means of interacting with a PKI and certificates. The older SSL protocol was intro-
duced by Netscape as a means of providing secure connections for web transfers using
encryption. These two protocols provide secure connections between the client and
server for exchanging information. They also provide server authentication (and op-
tionally, client authentication) and confidentiality of information transfers.

The IETF established the TLS Working Group in 1996 to develop a standard transport
layer security protocol. The working group began with SSL version 3.0 as its basis and re-
leased RFC 2246, TLS Protocol Version 1.0, in 1999 as a proposed standard. The work-
ing group also published RFC 2712, “Addition of Kerberos Cipher Suites to Transport
Layer Security (TLS),” as a proposed standard, and two RFCs on the use of TLS with
HTTP. Like its predecessor, TLS is a protocol that ensures privacy between communicat-
ing applications and their users on the Internet. When a server and client communicate,
TLS ensures that no third party may eavesdrop or tamper with any message.

TLS is composed of two parts: the TLS Record Protocol and the TLS Handshake Proto-
col. The TLS Record Protocol provides connection security by using supported encryp-
tion methods, such as the Data Encryption Standard (DES). The TLS Record Protocol
can also be used without encryption. The TLS Handshake Protocol allows the server and
client to authenticate each other and to negotiate a session encryption HYPERLINK
"http://searchVB.techtarget.com/sDefinition/0,,sid8_gci211545,00.html" algorithm
and cryptographic keys before data is exchanged.

Though TLS is based on SSL and is sometimes referred to as SSL, they are not
interoperable. However, the TLS protocol does contain a mechanism that allows a TLS
implementation to back down to SSL 3.0. The difference between the two is in the way
they perform key expansion and message authentication computations. TLS uses the
MD5 and SHA1 hashing algorithms XORed together to determine the session key. The
most recent browser versions support TLS. Though SSL also uses both hashing algo-
rithms, SSL is considered less secure because the way it uses them forces a reliance on
MD5 rather than SHA1.

The TLS Record Protocol is a layered protocol. At each layer, messages may include
fields for length, description, and content. The Record Protocol takes messages to be
transmitted, fragments the data into manageable blocks, optionally compresses the
data, applies a message authentication code (MAC) to the data, encrypts it, and trans-
mits the result. Received data is decrypted, verified, decompressed, and reassembled,
and then delivered to higher-level clients.

Security+ Certification All-in-One Exam Guide
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The TLS Handshake Protocol involves the following steps, which are summarized in
Figure 12-4:

1. Exchange hello messages to agree on algorithms, exchange random values,
and check for session resumption.

2. Exchange the necessary cryptographic parameters to allow the client and
server to agree on a pre-master secret.

3. Exchange certificates and cryptographic information to allow the client
and server to authenticate themselves.

4. Generate a master secret from the pre-master secret and exchanged
random values.

5. Provide security parameters to the record layer.

6. Allow the client and server to verify that their peer has calculated the same
security parameters and that the handshake occurred without tampering
by an attacker.

Though it has been designed to minimize this risk, TLS still has potential vulnerabili-
ties to a man-in-the-middle attack. A highly skilled and well-placed attacker can force
TLS to operate at lower security levels. Regardless, through the use of validated and
trusted certificates, a secure cipher suite can be selected for the exchange of data.

Once established, a TLS session remains active as long as data is being exchanged. If
sufficient inactive time has elapsed for the secure connection to time out, it can be
reinitiated.

Chapter 12: Standards and Protocols
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ISAKMP
The Internet Security Association and Key Management Protocol (ISAKMP) provides a
method for implementing a key exchange protocol and for negotiating a security policy.
It defines procedures and packet formats to negotiate, establish, modify, and delete se-
curity associates. Because it is a framework, it doesn’t define implementation-specific
protocols, such as the key exchange protocol or hash functions. An example of ISAKMP
is the Internet Key Exchange (IKE) protocol.

An important definition for understanding ISAKMP is the term security association. A
security association (SA) is a relationship where two or more entities define how they
will communicate securely. ISAKMP is intended to support security associations at all
layers of the network stack. For this reason, it can be implemented on the transport level
using TCP or UDP, or it can be implemented on IP directly.

Negotiation of a security association between servers occurs in two stages. First, the
entities agree on how to secure negotiation messages (the ISAKMP SA). Once the enti-
ties have secured their negotiation traffic, they then determine the security associations
for the protocols used for the remainder of their communications. Figure 12-5 shows
the structure of the ISAKMP header. This header is used during both parts of the ISAKMP
negotiation.

The initiator cookie is set by the entity requesting the SA, and the responder sets the
responder cookie. The payload byte indicates the type of the first payload. Payload types
include security associations, proposals, key transforms, key exchanges, vendor identi-
ties, and other things. The major and minor revision fields refer to the major version
number and minor version number for the ISAKMP protocol. The exchange type helps
determine the order of messages and payloads. The flag bits indicate options for the
ISAKMP exchange, including whether the payload is encrypted, whether the initiator
and responder have “committed” to the SA, and whether the packet is to be authenti-
cated only (and is not encrypted). The final fields of the ISAKMP header indicate the
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message identifier and a message length. Payloads encapsulated within ISAKMP use a
generic header, and each payload has its own header format.

Once the ISAKMP SA is established, multiple protocol SAs can be established using
the single ISAKMP SA. This feature is valuable due to the overhead associated with the
two-stage negotiation. SAs are valid for specific periods of time, and once the time ex-
pires, the SA must be renegotiated. For more information on the ISAKMP protocol, see
Internet RFC 2408. There are also many resources for specific implementations of
ISAKMP within the IPsec protocol.

CMP
The PKIX Certificate Management Protocol (CMP) is specified in RFC 2510. This proto-
col defines the messages and operations required to provide certificate management ser-
vices within the PKIX model. Though part of the IETF PKIX effort, CMP provides a
framework that works well with other standards, such as PKCS #7 and PKCS #10. CMP
provides for the following certificate operations:

• CA establishment, including creation of the initial CRL and export of the public
key for the CA

• Certification of an end-entity, including the following:

• Initial registration and certification of the end-entity (registration, certificate
issuance, and placement of the certificate in a repository)

• Updates to the key pair for end-entities, required periodically and when
a key pair is compromised or keys cannot be recovered

• End-entity certificate updates, required when a certificate expires

• Periodic CA key pair update, similar to end-entity key pair updates

• Cross-certification requests, placed by other CAs

• Certificate and CRL publication, performed under the appropriate
conditions of certificate issuance and certificate revocation

• Key pair recovery, a service to restore key pair information for an end-entity;
for example, if a certificate password is lost or the certificate file is lost

• Revocation requests, supporting requests by authorized entities to revoke
a certificate

CMP also defines mechanisms for performing these operations, either online or offline
using files, e-mail, tokens, or web operations.
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XKMS
The XML Key Management Specification defines services to manage PKI operations
within the Extensible Markup Language (XML) environment. These services are pro-
vided for handling PKI keys and certificates automatically. Developed by the W3C, it is
intended to simplify integration of PKIs and management of certificates in applications.
As well as responding to problems of authentication and verification of electronic signa-
tures, it also allows certificates to be managed, registered, or revoked.

XKMS services reside on a separate server that interacts with an established PKI. The
services are accessible via a simple XML protocol. Developers can rely on the XKMS ser-
vices, making it less complex to interface with the PKI. The services provide for retrieving
key information (owner, key value, key issuer, and the like) and key registration and
management (such as key registration and revocation).

Retrieval operations rely on the XML signature for the necessary information. There
are three tiers of service based on the client requests and application requirements.

Tier 0 provides a means of retrieving key information by embedding references to the
key within the XML signature. The signature contains an element called a RetrievalMethod
that indicates way to resolve the key. In this case, the client sends a request, using the re-
trieval method, to obtain the desired key information. For example, if the verification
key contained a long chain of X.509 v3 certificates, a retrieval method could be included
to avoid sending the certificates with the document. The client would use the retrieval
method to obtain the chain of certificates. For tier 0, the server indicated in the retrieval
method responds directly to the request for the key, possibly bypassing the XKMS server.
The tier 0 process is shown in Figure 12-6.

With tier 1 operations, the client forwards the key information portions of the XML
signature to the XKMS server, relying on the server to perform the retrieval of the desired
key information. The desired information may be local to the XKMS sever or it may re-
side on an external PKI system. The XKMS server provides no additional validation of
the key information, such as checking to see if the certificate has been revoked and is still
valid. Just as in tier 0, the client performs final validation of the document. Tier 1 is
called the locate service because it locates the appropriate key information for the client,
as shown in Figure 12-7.

Tier 2 is called the validate service, and it is illustrated in Figure 12-8. In this case, just
as in tier 1, the client relies on the XKMS service to retrieve the relevant key information
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from the external PKI. The XKMS server also performs a data validation on a portion of
the key information provided by the client for this purpose. This validation verifies the
binding of the key information with the data indicated by the key information con-
tained in the XML signature.

The primary difference between tier 1 and tier 2 is the level of involvement of the
XKMS server. In tier 1, it may serve only as a relay or gateway between the client and
the PKI. In tier 2, the XKMS server is actively involved in verifying the relation between
the PKI information and the document containing the XML signature.

XKMS relies on the client or underlying communications mechanism to provide for
the security of the communications with the XKMS server. The specification suggests us-
ing one of three methods for ensuring server authentication, response integrity, and rel-
evance of the response to the request. The three methods are digitally signed
correspondence, a transport layer security protocol (such as SSL, TLS, or WTLS), or a
packet layer security protocol (such as IPsec). Obviously, digitally signed correspon-
dence introduces its own issues regarding validation of the signature, which is the pur-
pose of XKMS.

It is possible to define other tiers of service. Tiers 3 and 4, an assertion service and an as-
sertion status service, respectively, are mentioned in the defining XKMS specification, but
are not defined. The specification states they “could” be defined in other documents.

XKMS also provides services for key registration, key revocation, and key recovery.
Authentication for these actions is based on a password or passphrase, which is pro-
vided when the keys are registered and when they must be recovered.
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S/MIME
The Secure/Multipurpose Internet Mail Extensions (S/MIME) message specification is
an extension to the MIME standard that provides a way to send and receive signed and
encrypted MIME data. RSA Security created the first version of the S/MIME standard, us-
ing the RSA encryption algorithm and the PKCS series of standards. The second version
dates from 1998 but had a number of serious restrictions, including the restriction to
40-bit DES. The current version of the IETF standard is dated August 2002.

The changes in the S/MIME standard have been so frequent that the standard has be-
come difficult to implement. Far from having a stable standard for several years that
product manufacturers could have time to gain experience with, there have been
changes to the encryption algorithms being used. Just as importantly, and not immedi-
ately clear from the IETF documents, the standard places reliance upon more than one
other standard for it to function. Key amongst these is the format of a public key certifi-
cate as expressed in the X.509 standard.

The S/MIME v2 specifications outline a basic strategy to provide security services for
electronic mail, but lack many security features required by the Department of Defense
(DoD) for use by the military. In early 1996, the Internet Mail Consortium (IMC) was
formed as a technical trade association pursuing cooperative use and enhancement of
Internet electronic mail and messaging. An early goal of the IMC was to bring together
the DoD (along with its vendor community) and commercial industry in order to devise
a standard security protocol acceptable to both. Several existing security protocols were
considered, including: MIME Object Security Services (MOSS); Pretty Good Privacy
(PGP); and S/MIME v2. After examining these protocols, it was determined that none
met the requirements of both the military and commercial communities. Instead of
launching into a development of an entirely new set of specifications, however, the
group decided that with certain enhancements the S/MIME set of specifications could
be used. It was also decided that, since the discussion was about a common set of speci-
fications to be used throughout the Internet community, it would be best if this result-
ing specification were brought under the control of the IETF.

Shortly after the decision was made to revise the S/MIME version 2 specifications, the
DoD, its vendor community, and commercial industry met to begin development of the
enhanced specifications. The new enhanced specifications would be known as S/MIME
Version 3. It was quickly agreed upon by the participants that backward compatibility
between the S/MIME v3 and v2 should be preserved otherwise S/MIME v3-compatible
applications would not be able to work with older S/MIME v2-compatible applications.

In order for different implementations of the new S/MIME v3 set of specifications to
be interoperable, a minimum set of cryptographic algorithms were mandated. This min-
imum set must be implemented in an application for it to be considered S/MIME-com-
pliant. Applications can implement additional cryptographic algorithms in order to
meet their customer’s needs, but the minimum set must also be present in the applica-
tion for interoperability with other S/MIME applications. Thus, users are not forced to
use S/MIME specified algorithms, they can choose their own, but if the application is to
be considered S/MIME compliant the standard algorithms must also be present.
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IETF S/MIME v3 Specifications
Building upon the original work by the IMC organized group, the IETF has worked hard
to enhance the S/MIME v3 specifications. The ultimate goal is to have the S/MIME v3
specifications receive recognition as an Internet standard. The current IETF S/MIME v3
set of specifications includes:

• Cryptographic message syntax (CMS)

• S/MIME version 3 message specification

• S/MIME version 3 certificate handling specification

• Enhanced security services (ESS) for S/MIME

The Cryptographic Message Syntax (CMS) defines a standard syntax for transmitting
cryptographic information about contents of a protected message. Originally based on
the PKCS #7 version 1.5 specification the IETF S/MIME Working Group enhanced the
specification to include optional security components. Just as the S/MIME version 3
provides backward compatibility with version 2, CMS provides backward compatibility
with PKCS #7 so applications will be interoperable even if the new components are not
implemented in a specific application.

Integrity, authentication, and nonrepudiation security features are provided by using
digital signatures utilizing the SignedData syntax described by the CMS. CMS also de-
scribes what is known as the EnvelopedData syntax in order to provide confidentiality
of the message’s content through the use of encryption. The PKCS #7 specification sup-
ports key encryption algorithms, such as RSA . Algorithm independence is promoted
through the addition of several fields to the EnvelopedData syntax in CMS which is the
major difference between the PKCS #7 and CMS specifications. The goal was to be able
to support specific algorithms such as Diffie-Hellman and the Key Exchange Algorithm
(KEA) which is implemented on the Fortezza Crypto Card developed for the DoD. One
final significant change to the original specifications is the capability to include X.509
Attribute Certificates in the SignedData and EnvelopedData syntaxes for CMS.

CMS Triple Encapsulated Message
An interesting feature of CMS is the ability to nest security envelopes to provide a com-
bination of security features. As an example, a CMS triple-encapsulated message can be
created in which the original content and associated attributes are signed and encapsu-
lated within the inner SignedData object. The inner SignedData is in turn encrypted and
encapsulated within an EnvelopedData object. The resulting EnvelopedData object is
then also signed and finally encapsulated within a second SignedData object, the outer
SignedData object. Usually the inner SignedData object is signed by the original user
and the outer SignedData is signed by another entity such as a firewall or a mail list
agent providing an additional level of security. It should be mentioned that this tri-
ple-encapsulation is not required of every CMS object. All that is required is a single
SignedData object created by the user in order to sign a message or an EnvelopedData
object if the user desired to encrypt a message.
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PGP
Pretty Good Privacy (PGP) is a popular program that has been around for several years
to encrypt and decrypt e-mail and files. It also provides the ability to digitally sign a mes-
sage so the receiver can be certain of the sender’s identity. Taken together, encrypting
and signing a message, the receiver can be positive of who sent it and can be assured that
it was not modified during transmission. Public domain versions of PGP have been
available for years as well as inexpensive commercial versions. It is one of the most
widely used programs and is frequently used by both individuals and businesses to en-
sure data and e-mail privacy. It was developed by Philip R. Zimmermann in 1991 and
quickly become a de facto standard for e-mail security.

How It Works
PGP uses a variation of the standard public key encryption process. In public key en-
cryption, the user (utilizing the encryption program) creates a pair of keys. One key is
known as the public key and is designed to be given freely to others. The other key is
called the private key and is designed to be known only by the creator. Individuals wish-
ing to send a private message to the user will encrypt the message using the user’s public
key. The algorithm is designed such that only the private key can decrypt the message so
only the user will be able to decrypt it. The method, known as public key or asymmetric
encryption, is time consuming. Symmetric encryption which uses only a single key is
generally faster. It is this because of this that PGP is designed the way it is. PGP uses a
symmetric encryption algorithm to encrypt the message to be sent. It then encrypts the
symmetric key used to encrypt this message with the public key of the intended recipi-
ent. Both the encrypted key and message is then sent. The receiver’s version of PGP will
first decrypt the symmetric key with the private key supplied by the recipient and then
uses the resulting decrypted key to decrypt the rest of the message.

PGP can utilize two different public key algorithms—Rivest-Shamir-Adleman (RSA)
or Diffie-Hellman. The RSA version uses the IDEA algorithm to generate a short sym-
metric key to be used to encrypt the message and RSA to encrypt the short IDEA key. The
Diffie-Hellman version uses the CAST algorithm to encrypt the message and the
Diffie-Hellman algorithm to encrypt the CAST key.

In order to generate a digital signature, PGP takes advantage of another property of
public key encryption schemes. Normally an the sender will encrypt using the receivers
public key and the message will be decrypted at the other end using the receiver’s private
key. The process can be reversed such that the sender encrypts with his own private key.
The receiver then decrypts the message with the sender’s public key. Since the sender is
the only individual who has a key that will correctly be decrypted with the sender’s pub-
lic key, the receiver knows that the message was created by the sender who claims to
have sent it. The way PGP accomplishes this task is to generate a hash value from the
user’s name and other signature information. This hash valueis then encrypted with the
sender’s private key known only by the sender. The receiver uses the sender’s public key,
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which is available to everyone, to decrypt the hash value. If the decrypted hash value
matches the hash value sent as the digital signature for the message, then the receiver is
assured that the message was sent by the sender who claims to have sent it.

Typically, versions of PGP will contain a user interface that works with common
e-mail programs such as Outlook. If you want others to be able to send you an encrypted
message, you will need to register your public key that was generated by your PGP pro-
gram with a PGP public key server. Alternatively you will have to send your public key to
all those who want to send you an encrypted message or post your key to some location
they can download it from such as your web page. Note that using a public-key server is
the better method for all of the reasons of trust described in the discussions of PKIs
found in Chapter 11. In order to help promote the use of public key encryption, Net-
work Associates maintains an LDAP/HTTP public key server with hundreds of thou-
sands of registered public keys.

Where Can You Use PGP?
For many years the U.S. government raged a fight over the exportation of PGP technol-
ogy and for many years its exportation was illegal. Today, however, PGP encrypted
e-mail can be exchanged with most users outside the U.S. and many versions of PGP are
available from numerous sites overseas. Of course, being able to exchange PGP en-
crypted e-mail requires the individuals on both sides of the communication to have
valid versions of PGP. Interestingly, international versions of PGP are just as secure as
domestic versions – a feature that is not true of other encryption products. It should be
noted that the freeware versions of PGP are not licensed for commercial purposes.

HTTPS
Most web activity occurs using the Hypertext Transfer Protocol (HTTP), but it is also
prone to interception. HTTPS uses the Secure Sockets Layer (SSL) to transfer informa-
tion. Originally developed by Netscape Communications and implemented in their
browser, HTTPS has since been incorporated into most common browsers. It uses the
open standard SSL to encrypt data at the application layer. In addition, HTTPS uses the
standard port 443 for TCP/IP communications rather than the standard port 80 used for
HTTP. HTTPS makes use of the 40-bit RC4 encryption algorithm in most cases. A
128-bit version is also implemented.

IPsec
IPsec (Internet Protocol Security) is a collection of IP security features designed to intro-
duce security at the network or packet-processing layer in network communication.
Other approaches have attempted to incorporate security at higher levels of the TCP/IP
protocol suite such as at the level where applications reside. IPsec is designed to be used

Chapter 12: Standards and Protocols

19

All-In-One / Security+ Certification All-in-One Exam Guide / team / 222633-1/ Chapter 12

P
A

R
T

V

P:\010Comp\All-in-1\633-1\ch12.vp
Tuesday, May 27, 2003 4:14:16 PM

Color profile: Generic CMYK printer profile
Composite  Default screen



to provide secure virtual private network capability over the Internet . In essence, what
IPsec does is provide a secure version of the Internet Protocol by introducing authentica-
tion and encryption at the packet level. IPsec is optional for the current version of the IP
protocol (IPv4) but is required for the next release (IPv6). Obviously both ends of the
communication need to use IPsec for the encryption/decryption process to occur.

IPsec provides two types of security service to ensure authentication and confidenti-
ality for either the data alone (referred to as IPsec transport mode) or for both the data
and header (referred to as tunnel mode). IPsec introduces several new protocols includ-
ing the Authentication Header (AH), which basically provides authentication of the
sender, and the Encapsulating Security Payload (ESP), which adds encryption of the
data to ensure confidentiality. IPsec also provides for payload compression before en-
cryption using IPcomp. Frequently encryption negatively impacts the ability to fully
compress data for transmission. By providing the ability to compress the data before en-
cryption IPsec addresses this issue.

CEP
Certificate Enrollment Protocol (CEP) was originally developed by VeriSign for Cisco
Systems. It was designed to support certificate issuance, distribution, and revocation us-
ing existing technologies. Its use has grown in client and CA applications. The opera-
tions supported include CA and RA public key distribution, certificate enrollment,
certificate revocation, certificate query, and CRL query.

One of the key goals of CEP was to use existing technology where possible. It uses
both PKCS #7 (Cryptographic Message Syntax Standard) and PKCS #10 (Certification
Request Syntax Standard) to define a common message syntax. It supports access to cer-
tificates and CRLs using either LDAP or the CEP-defined certificate query.

FIPS
The Federal Information Processing Standards Publications (FIPS PBS or simply FIPS)
describe various standards for data communication issues. These documents are issued
by the U.S. government through the National Institute of Standards and Technology
(NIST) who is tasked with their development. NIST develops these publications when
there is a compelling government need for a standard for use in areas such as security or
system interoperability when there is no recognized industry standard. There are three
categories of FIPS PUBS currently maintained by NIST. These
categories are:

• Hardware and Software Standards/Guidelines

• Data standards/guidelines

• Computer security standards/guidelines
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It is obviously this last category that we are most interested in. One way that these
documents are used is to require products sold to the U.S. government to comply with
one (or more) of the FIPS standards. The standards can be obtained from http://
www.itl.nist.gov/fipspubs.

Common Criteria (CC)
The Common Criteria (CC) are the result of an effort to develop a joint set of security
processes and standards that could be used by the international community. The major
contributors to the CC are the governments of the U.S., Canada, France, Germany, the
Netherlands, and the United Kingdom. The CC also provide a listing of laboratories that
apply the criteria in the testing of security products. Products that are evaluated by one
of the approved laboratories receive an Evaluation Assurance Level of EAL1 through
EAL7 (EAL7 is the highest level) with EAL4, for example, designed for environments re-
quiring a moderate to high level of independently assured security, and EAL1 being de-
signed for environments in which some confidence in the correct operation of the
system is required but where the threats to the system are not seen as serious. The Com-
mon Criteria also provide a listing of products by function that have performed at a spe-
cific Evaluation Assurance Levels.

WTLS
The Wireless Transport Layer Security (WTLS) protocol is based on the Transport Layer
Security (TLS) protocol. WTLS provides reliability and security for wireless communica-
tions using the Wireless Application Protocol (WAP). WTLS is necessary due to the lim-
ited memory and processing capabilities of WAP-enabled phones.

WTLS can be implemented in one of three classes. Class 1 is called anonymous au-
thentication but is not designed for practical use. Class 2 is called server authentication
and is the most common model. The clients and server may authenticate using different
means. Class 3 is server and client authentication. In Class 3 authentication, the client
and server’s WTLS certificates are authenticated. Class 3 is the strongest form of authen-
tication and encryption.

WEP
The Wired Equivalent Privacy (WEP) algorithm is part of the 802.11 standard and is
used to protect wireless communications from interception. A secondary function is to
prevent access to a wireless network from unauthorized access. WEP relies on a secret
key that is shared between a mobile station and an access point. In most installations, a
single key is used by all of the mobile stations and access points.
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WEP Security Issues
In modern corporate environments it is not uncommon to have wireless networks cre-
ated in which systems with 802.11 network interface cards communicate with wireless
access points which connect the computer to the corporations network. WEP is an op-
tional security protocol specified in the 802.11 standard designed to address the security
needs in this wireless environment. It uses a 24-bit initialization vector as a seed value to
begin the security association. This, in itself, is a potential security problem as there are
only just over sixteen million possible vectors with 24 bits. At the speeds modern net-
works operate, it does not take long before initialization vectors will repeat. The secret
key is only 40 to 64 bits in length, another problem since it does not take too long to
brute-force break encryption schemes utilizing key lengths this short. Some vendors are
providing 128-bit WEP 2 keys in their products to overcome the short encryption key
length. In addition, the WEP keys are static. It is up to the system administrator to manu-
ally change WEP keys. One final problem with WEP is that many wireless network im-
plementations do not even come with WEP enabled.

ISO 17799
ISO 17799 is a very popular and detailed standard for creating and implementing secu-
rity policies. ISO 17799 is based on Version 2 of the British Standard 7799 (BS7799)
published in May 1999. With the increased emphasis placed on security in both the gov-
ernment and industry over the last few years, many organizations are now training their
audit personnel to evaluate their organization against the ISO 17799 standard. The
standard is divided into ten sections, each containing more detailed statements describ-
ing what is involved for that topic. The ten major sections, as originally detailed in
BS7799, are:

• Business continuity planning

• System access control

• System development and maintenance

• Physical and environmental security

• Compliance

• Personnel security

• Security organization

• Computer and network management

• Asset classification and control

• Security policy
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Chapter Review
Chapter 11 discussed the various components of a public key infrastructure (PKI). This
chapter continued the discussion with the many different standards and protocols that
have been implemented to support PKI. Standards and protocols are important because
they define the basis for how communication will take place. Without these protocols,
two entities may independently develop their own method to implement the various
components for a PKI, as described in Chapter 11, and the two will not be compatible.
In the Internet, not being compatible and not being able to communicate is not an
option.

Three main standards have evolved over time to implement PKI on the Internet. Both
are based on a third standard, the X.509 standard, and establish complimentary stan-
dards for implementing PKI. These two standards are Public Key Infrastructure X.509
(PKIX) and Public Key Cryptography Standards (PKCS). PKIX defines standards for in-
teractions and operations for four component types: the user (end-entity), certificate au-
thority (CA), registration authority (RA), and the repository for certificates and
certificate revocation lists (CRLs). PKCS defines many of the lower-level standards for
message syntax, cryptographic algorithms, and the like.

There are other protocols and standards that help define the management and opera-
tion of the PKI and related services, such as ISAKMP, XKMS, and CMP. WEP is used to
encrypt wireless communications in an 802.11 environment and S/MIME for e-mail;
SSL, TLS, and WTLS are used for secure packet transmission; and IPsec and PPTP are
used to support virtual private networks.

The Common Criteria establishes a series of criteria from which security products can
be evaluated. The ISO 17799 standard provides a point from which security policies and
practices can be developed in ten areas. Various types of publications are available from
NIST such as those found in the FIPS series.

Questions

1. Which organization created PKCS?

A. RSA

B. IEEE

C. OSI

D. ISO

2. Which of the following is not part of a public key infrastructure?

A. Certificates

B. Certificate revocation list (CRL)
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C. Substitution cipher

D. Certificate authority (CA)

3. Which of the following is used to grant permissions using rule-based,
role-based, and rank-based access controls?

A. Attribute Certificate

B. Qualified Certificate

C. Control Certificate

D. Operational Certificate

4. Transport Layer Security consists of which two protocols?

A. TLS Record Protocol and TLS Certificate Protocol

B. TLS Certificate Protocol and TLS Handshake Protocol

C. TLS Key Protocol and TLS Handshake Protocol

D. TLS Record Protocol and TLS Handshake Protocol

5. Which of the following provides connection security by using common
encryption methods?

A. TLS Certificate Protocol

B. TLS Record Protocol and TLS Handshake Protocol

C. TLS Handshake Protocol

D. TLS Key Protocol

6. Which of the following provides a method for implementing a key exchange
protocol?

A. EISA

B. ISA

C. ISAKMP

D. ISAKEY

7. A relationship where two or more entities define how they will communicate
securely is known as what?

A. Security association

B. Security agreement

C. Three-way agreement

D. Three-way handshake
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8. The entity requesting an SA sets what?

A. Initiator cookie

B. Process ID

C. Session number

D. Session ID

9. What protocol is used to establish a CA?

A. Certificate Management Protocol

B. Internet Key Exchange Protocol

C. Secure Socket Layer

D. Public Key Infrastructure

10. What is the purpose of XKMS?

A. Encapsulates session associations over TCP/IP

B. Extends session associations over many transport protocols

C. Designed to replace SSL

D. Defines services to manage heterogeneous PKI operations via XML

11. Which of the following is a secure e-mail standard?

A. POP3

B. IMAP

C. S/MIME

D. SMTP

12. Secure Socket Layer uses what port to communicate?

A. 143

B. 80

C. 443

D. 53

Answers

1. A. RSA Laboratories created Public Key Cryptography Standards (PKCS).

2. C. The substitution cipher is not a component of PKI. The substitution cipher is
an elementary alphabet-based cipher.

3. A.
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4. D. Transport Layer Security consists of the TLS Record Protocol, which provides
security, and the TLS Handshake Protocol, which allows the server and client to
authenticate each other.

5. B. The TLS Record Protocol provides connection security by using common
encryption methods, such as DES.

6. C. The Internet Security Association and Key Management Protocol (ISAKMP)
provides a method for implementing a key exchange protocol and for
negotiating a security policy.

7. During a security negotiation, the client and the server will list the types of
encryption they are capable of and will choose the most secure encryption
standard that they have in common.

8. A. The entity requesting a security association will request an initiator cookie.

9. A. The Certificate Management Protocol is used to establish a CA.

10. D. XML Key Management Specification (XKMS) allows services to manage PKI
via XML, which is interoperable across different vendor platforms.

11. C. Secure/Multipurpose Internet Mail Extensions (S/MIME) is a secure e-mail
standard. Other popular standards include Pretty Good Privacy (PGP) and
OpenPGP.

12. C. SSL’s well-known port is 443. SSL was developed by Netscape.
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