
CHAPTER11Public Key Infrastructure
In this chapter, you will

• Learn the basics of public key infrastructures
• Understand certificate authorities
• Understand registration authorities
• Know certificate repositories
• Know trust and certificate verification
• Be able to use digital certificates
• Understand centralized or decentralized infrastructures
• Explore private key protection
• Learn public certificate authorities
• Understand in-house certificate authorities
• Understand outsourced certificate authorities
• Check out tying different PKIs together

Public key infrastructures (PKIs) are becoming a central security foundation for more
and more companies. The technology was developed more than a decade ago, but only
within the last few years has it really started to bloom and be integrated into diverse en-
vironments around the world. It can provide the underlying mechanisms that offer con-
fidentiality, integrity, authentication, and nonrepudiation. It does this by offering an
infrastructure that uses symmetric and asymmetric cryptographic technologies that can
be used by e-mail clients, virtual private network products, web server components, and
domain controllers to authenticate users for network participation and resource access.
The important point here is that it offers an infrastructure or a framework that provides a
foundation based on which different products and technologies can integrate with each
other to supply various security services. The other approach, without PKIs, is to imple-
ment many different security solutions and hope for interoperability and equal levels of
protection.

The Basics of Public Key Infrastructures
A PKI is a structure that provides all of the necessary components for different types of
users and entities to be able to communicate securely and in a predictable manner. A
PKI is made up of hardware, applications, policies, services, programming interfaces,
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cryptographic algorithms, protocols, users, and utilities. These components work together
to allow communication to take place using public key cryptography and symmetric keys
for digital signatures, data encryption, and integrity. (Please refer to Chapter 10 if you
need a refresher on these concepts.) Many different applications and protocols can pro-
vide the same type of functionality, so why would anyone need to go through the trouble
of constructing and implementing a PKI if applications and protocols can already do this?
It all comes down to a level of trust.

If John and Diane want to communicate securely, John can generate his own pub-
lic/private key pair and send his public key to Diane or place his public key in a directory
that is available to everyone. If Diane receives John’s public key, either from him or from
a public directory, how does she know it really came from John? Maybe another individ-
ual is masquerading as John and replaced John’s public key with her own, as shown in
Figure 11-1. If this took place, Diane would believe that her messages could only be read
by John and that the replies were actually from him. However, she would really be com-
municating with Katie. What is needed is a way to verify an individual’s identity, to en-
sure that a person’s public key is bound to their identity, and thus ensure that the
previous scenario (and others) cannot take place.

In PKI environments, entities called registration authorities and certificate authorities
will provide a service similar to that of the Department of Motor Vehicles (DMV). When
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Without a PKI,
individuals could
spoof each
other’s identities.
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John goes to register for a driver’s license, he has to prove his identity to the DMV by pro-
viding his passport, birth certificate, or other identification documentation. If the DMV
is satisfied with the proof John provides (and John passes a driving test), the DMV will
create a driver’s license that can then be used by John to prove his identity. If John is
stopped by a police officer a few months later, the officer will ask for this license. The of-
ficer will not fully trust John, but the officer does trust the DMV and will be more willing
to trust John and his identity claim if it matches what is stated on the license.

In the PKI context, while some variations exist in specific products, the registration
authority will require proof of identity from the individual requesting a certificate and
will validate this information. The registration authority will then advise the certificate
authority to generate a certificate, which is analogous to a driver’s license. The certificate
authority will digitally sign the certificate using its private key. When Diane receives
John’s certificate and verifies that it was actually digitally signed by a certificate authority
that she trusts, she will believe that the certificate is actually John’s—not because she
trusts John, but because she trusts the entity that is vouching for his identity (the certifi-
cate authority).

This is commonly referred to as a third-party trust model. Public keys are compo-
nents of digital certificates, so when Diane verifies the certificate authority’s digital sig-
nature, this verifies that the certificate is truly John’s and that the public key the
certificate contains is also John’s. This is how John’s identity is bound to his public key.

This process allows John to authenticate himself to Diane and communicate with her
through encryption without prior communication or a preexisting relationship. Once
Diane is convinced of the legitimacy of John’s public key, she can use it to encrypt and
decrypt messages between herself and John, as illustrated in Figure 11-2.
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There are several applications and protocols that can generate public/private key
pairs and provide functionality similar to what a PKI provides, but there is no third party
that the two communicating parties both trust. For two entities to choose to communi-
cate this way without a third party vouching for each other’s identity, they must choose
to trust each other and the communication channel they are using. In many situations,
it is impractical and dangerous to arbitrarily trust an individual you do not know, and
this is when the components of a PKI must fall into place—to provide the necessary
level of trust you cannot, or choose not to, provide on your own.

What does the “infrastructure” in “public key infrastructure” really mean? An infra-
structure provides a sustaining groundwork for other things to be built upon. For exam-
ple, network topology and data-link technologies (Ethernet, Token Ring, and the like)
provide us with a foundation for a network, but without the operating systems, applica-
tions, and users, nothing very interesting can take place. On the other hand, without this
network foundation (topology and data-link technologies) the operating systems, appli-
cations, and users could not communicate or participate in a network. So an infrastruc-
ture works at a low level to provide a predictable and uniform environment that allows
other higher level technologies to work together through uniform access points. The envi-
ronment that the infrastructure provides allows these higher level applications to com-
municate with each other and gives them the underlying tools to carry out their tasks.

Certificate Authorities
The certificate authority (CA) is the trusted authority for certifying individuals’ identities
and creating an electronic document indicating that individuals are who they say they
are. That electronic document is referred to as a digital certificate, and it establishes an as-
sociation between the subject’s identity and a public key. The private key that is paired
with the public key in the certificate is stored separately.

The CA is more than just a piece of software; it is actually made up of the software,
hardware, procedures, policies, and people who are involved in validating individuals’
identities and generating the certificates. This means that if one of these components is
compromised, it can negatively affect the CA overall and can threaten the integrity of the
certificates it produces.

Every CA should have a certification practices statement (CPS) that outlines how identi-
ties are verified, the steps the CA follows to generate, maintain, and transmit certificates,
and why the CA can be trusted to fulfill its responsibilities. It describes how keys are se-
cured, what data is placed within a digital certificate, and how revocations will be han-
dled. If a company is going to use and depend upon a public CA, the company’s security
officers, administrators, and legal department should review the CA’s entire CPS to en-
sure that it will properly meet the company’s needs, and to make sure that the level of se-
curity claimed by the CA is high enough for their use and environment. A critical aspect
of a PKI is the trust between the users and the CA, so the CPS should be reviewed and un-
derstood to ensure that this level of trust is warranted.

The certificate server is the actual service that issues certificates based on the data pro-
vided during the initial registration process. The server constructs and populates the
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digital certificate with the necessary information and combines the user’s public key
with the resulting certificate. The certificate is then digitally signed with CA’s private key.
(To learn more about how digital signatures are created and verified, review Chapter 10.)

Registration Authorities
The registration authority (RA) is the component that accepts a request for a digital certifi-
cate and performs the necessary steps of registering and authenticating the person re-
questing the certificate. The authentication requirements differ depending on the type
of certificate being requested.

The types of certificates available can vary between different CAs, but there are usu-
ally at least three different types, and they are referred to as classes.

• Class 1 A Class 1 certificate is usually used to verify an individual’s identity
through e-mail. A person who receives a Class 1 certificate can use their
public/private key pair to digitally sign e-mail and encrypt message contents.

• Class 2 A Class 2 certificate may be used for software signing. A software
vendor would register for this type of certificate so they could digitally sign
their software. This will provide integrity for the software after it is developed
and released, and it will allow the receiver of the software to verify where the
software actually came from.

• Class 3 A Class 3 certificate may be used by a company to set up its own
certificate authority, which will allow it to carry out its own identification
verification and generate certificates internally.

Each higher class of certificate can carry out more powerful and critical tasks than the
one before it. This is why the different classes have different requirements for proof of
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How Do We Know We Can Actually Trust a CA?
This question is part of the continuing debate on how much security PKIs actually
provide. Overall, people put a lot of faith in a CA. The companies that provide CA
services understand this and also understand that their business is based on their
reputation. If a CA was compromised or did not follow through on its various re-
sponsibilities, word would get out and they would quickly lose customers and
business. CAs work to ensure the reputation of their product and services by im-
plementing very secure facilities, methods, procedures, and personnel. But it is up
to the company or individual to determine what degree of trust can actually be
given and what level of risk is acceptable.
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identity. If you want to receive a Class 1 certificate, you may only be asked to provide
your name, e-mail address, and physical address. For a Class 2 certification, you may
need to give the RA more data, such as your driver’s license, passport, and company in-
formation that can be verified. To obtain a Class 3 certificate, you will be asked to pro-
vide even more information and most likely will need to go to the RA’s office for a
face-to-face meeting. Each CA will outline the certification classes it provides and the
identification requirements that must be met to acquire each type of certificate.

In most situations, when a user requests a Class 1 certificate, the registration process
will require the user to enter specific information into a Web-based form. The web page
will have a section that will step the user through creating a public/private key pair,
which will allow the user to choose the size of the keys to be created. Once all the data is
inserted into the form, the browser initiates the key generation process. It will often re-
quire random input values, which may be acquired through random mouse movements
or keystrokes, or by extracting specific information from within the system itself. These
random values are inserted into a cryptographic algorithm that is used to generate the
keys, and the resulting keys are saved to a local key store. If the key store is being created
for the first time, the application should request a password from the user that will be
used to access and use the keys held within that particular key store.

Once these steps have been completed, the public key is attached to the certificate
registration form and both are forwarded to the RA for processing. The RA is responsible
only for the registration process and cannot actually generate a certificate. Once the RA
is finished processing the request and verifying the individual’s identity, the request will
be sent to the CA. The certificate server (CS), which is a component of the CA, will gener-
ate the digital certificate, integrate the necessary data into the certificate fields (user
identification information, public key, validity dates, proper use for the key and certifi-
cate, and so on), and send a copy of the certificate to the user. These steps are shown in
Figure 11-3. The certificate may also be posted to a publicly accessible directory so that
others can have access to it.

In the previous description, a web browser generated the cryptographic key pair, but
other applications can have this capability too. A user can also have more than one pri-
vate/public key pair for different applications and for different purposes. In most imple-
mentations, different applications will create and maintain their own key store and not
share it with other programs unless the different applications were created by the same
vendor. If a user has two or more applications that were developed by the same software
vendor, they might, but might not, share the same key pair and store.

The keys and certificates within the stores can be accessed through specific interfaces.
If application A created its own key pair and key store, and application B knows how to
make a request to this store’s interface to use the keys and certificate, then it can use
these items instead of having to generate its own. However, if applications A and B have
created individual certificates and generated their own key pairs, they will most likely
also have created their own key stores.

If an application creates a key store that can be accessed by other applications, it will
provide a standardized interface, referred to as an application programming interface
(API). In Netscape and UNIX systems, this interface is usually PKCS #11, and in
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Microsoft applications the interface is Crypto API (CAPI). As an example, Figure 11-4
shows that application A went through the process of registering a certificate and gener-
ating a key pair. It created a key store that provides an interface to allow other applica-
tions to communicate with it and use the items held within the store.
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Figure 11-3 Steps for obtaining a digital certificate

Figure 11-4
Some key stores
can be shared by
different
applications.
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The local key store is just one location where these items can be held. Often the digi-
tal certificate and public key are also stored in a certificate repository (as discussed in the
“Certificate Repositories” section of this chapter) so that it is available to a subset of in-
dividuals.

Local Registration Authorities
A local registration authority (LRA) performs the same functions as an RA, but the LRA is
closer to the end users. This component is usually implemented in companies that have
their own internal PKI and have distributed sites. Each site has users that need RA ser-
vices, so instead of requiring them to communicate with one central RA, each site can
have their own LRA. This reduces the amount of traffic that would be created by several
users making requests across WAN lines.

The LRA will perform identification, verification, and registration functions. It will
then send the request, along with the user’s public key, to a centralized CA so that the
certificate can be generated. It acts as an interface between the users and the CA.

Certificate Repositories
Once the certificate is registered, identity proven, and a key pair generated, the certificate
must be put somewhere. Public keys need to be available to whomever requires them to
communicate within a PKI environment. These keys, and their corresponding certifi-
cates, are usually held in a publicly available repository. Repository is a general term that
describes a centralized directory that can be accessed by a subset of individuals. The di-
rectories are usually LDAP-compliant, meaning that they can be accessed and searched
via the Lightweight Directory Access Protocol (LDAP).

When an individual initializes communication with another person, the sender can
send their certificate and public key to the receiver, which will allow the receiver to com-
municate with the sender using encryption or digital signatures (or both) without need-
ing to track down the necessary public key in a certificate repository. This is equivalent

Sharing Stores
Different applications from the same vendor may share key stores. Microsoft ap-
plications keep a user’s keys and certificates in a Registry entry within that particu-
lar user’s profile. The applications save and retrieve them from this single location,
or key store.
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to the sender saying, “If you would like to encrypt any future messages you send to me,
or if you would like the ability to verify my digital signature, here are the necessary com-
ponents.” But if a person wants to encrypt the first message sent to the receiver, the
sender will need to find the receiver’s public key in a certificate repository. (For a re-
fresher on how public and private keys come into play with encryption and digital sig-
natures, please refer to Chapter 10.)

Since the certificates are to be available and used by the public, or by a wide range of
people, special emphasis should be put into looking at the specific information in-
cluded within the certificates. For example, some certificates allow the CA to insert an
individual’s address and phone number into specific fields within the certificate. This
may be more information than a company wants to release about its employees. Simi-
larly all certificates must contain a distinguished name, and this might give outsiders
some insight into the naming conventions used by the company. Before these items are
actually inserted into certificates and released, a company needs to ensure that it does
not provide too much information and possibly open the door to a security compro-
mise. The company can review the CA’s CPS to find out exactly what type of data will
and will not be included within the certificates the CA creates.

A certificate repository is a holding place for individuals’ certificates and public keys
that are participating in a particular PKI environment. The security requirements for re-
positories themselves are not as high as is needed for actual CAs and for the equipment
and software used to carry out CA functions. Since each certificate is digitally signed by
the CA, if a certificate stored in the certificate repository is modified, the recipient would
be able to detect this change and not accept the certificate as valid.

Trust and Certificate Verification
We have explored the reason that we would need a PKI—we do not automatically trust
individuals we do not know. Security is all about being suspicious and being safe, so we
need a third party that we do trust to vouch for the other individual before confidence
can be instilled and sensitive communication can take place. But what does it mean that
we trust a CA, and how can we use this to our advantage?

Distinguished Names
A distinguished name is a label that follows the X.500 standard. This standard de-
fines a naming convention that can be employed so that each subject within an or-
ganization has a unique name. An example is {Country = US, Organization = Real
Secure, Organizational Unit = R&D, Location = Washington}.

CAs use distinguished names to identify the owners of specific certificates.
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When a user chooses to trust a CA, they will download that CA’s digital certificate and
public key, which will be stored on their local computer. Most browsers have a list of
CAs configured to be trusted by default, so when a user installs a new web browser sev-
eral of the most well-known and most trusted CAs will be trusted without any change of
settings. An example of this listing is shown in Figure 11-5.

In the Microsoft CAPI environment, the user can add and remove CAs from this list as
needed. In production environments that require a higher degree of protection, this list
will be pruned, and possibly the only CAs listed will be the company’s internal CAs. This
ensures that digitally signed software will only be automatically installed if it was signed
by the company’s CA. Other products, like Entrust, use centrally controlled policies to
determine which CAs are to be trusted instead of expecting the user to make these criti-
cal decisions.

There are a number of steps involved in checking the validity of a message. Suppose
Maynard receives a digitally signed message from Joyce, who he does not know or trust.
Joyce has also included her digital certificate with her message, which has her public key
embedded within it. Before Maynard can be sure of the authenticity of this message, he
has some work to do. The steps are illustrated in Figure 11-6.

First, Maynard will see which CA signed Joyce’s certificate and compare it to the list of
CAs he has configured within his computer. He trusts the CAs in his list and no others.
(If the certificate was signed by a CA he does not have in the list, he would not accept the
certificate as being valid, and thus he could not be sure that this message was actually
sent from Joyce or that the attached key was actually her public key.)
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Maynard sees that the CA that signed Joyce’s certificate is indeed in his list of trusted
CAs, so he will pass Joyce’s certificate through a hashing algorithm (such as MD5 or
SHA1), which will result in a message digest—call the resulting message digest A.

Every certificate has a different encrypted message digest value embedded within it,
which is the digital signature. The embedded message digest value is encrypted with the
CA’s private key, which is what digitally signing means—to encrypt a message digest
with a private key. Maynard takes the CA’s public key and decrypts the embedded digital
signature value—call the decrypted digital signature value B.

If values A and B match, then Maynard can be assured that this CA did actually create
the certificate, so he can now trust the origin of Joyce’s certificate. But he is not done yet.
Maynard needs to be sure that the issuing CA has not revoked this certificate.

The use of digital signatures allows certificates to be saved in public directories with-
out the concern of them being accidentally or intentionally altered. If a user extracts a
certificate from a repository and creates a message digest value that does not match the
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Figure 11-6 Steps for verifying the authenticity and integrity of a certificate
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digital signature embedded within the certificate itself, that user will know that the cer-
tificate has been modified by someone other than the CA, and they will know not to ac-
cept the validity of the corresponding public key. Similarly, an attacker could not create
a new message digest, encrypt it, and embed it within the certificate because they would
not have access to the CA’s private key.

Although Maynard trusts the CA that created this digital certificate for Joyce, and he
trusts the integrity of the certificate (because the message digest values match), he still
has a few steps to complete.

As stated earlier, the CA generates the certificate and inserts the requester’s identifica-
tion information within it. For a simple function, such as proving one’s identity through
e-mail, the information that the requester of the certificate has to provide is pretty mini-
mal, but may include the user’s e-mail address. Once Maynard goes through the previ-
ous steps, he will also compare the e-mail address the CA inserted in the certificate with
the address that sent this message. If these values are the same, he can be assured that it
came from the e-mail address that was provided during the registration process of this
certificate.

The certificate also has start and stop dates, indicating a time during which the certifi-
cate is valid. If the start date hasn’t happened yet, or the stop date has been passed, the
certificate is not valid. Maynard reviews these dates to make sure the certificate is still
deemed valid.

Another step Maynard may go through is to check whether this certificate has been re-
voked for any reason, so he will refer to a list of revoked certificates to see if Joyce’s certif-
icate is listed. The revocation list could be checked directly with the CA that issued the
certificate or via a specialized online service that supports the Online Certificate Status
Protocol (OCSP). (Certificate revocation and list distribution will be explained in the
“Certificate Lifecycles” section, later in this chapter.)

To recap, here are the steps for validating a certificate:

1. Compare the CA that digitally signed the certificate to a list of CAs that have
already been loaded into the receiver’s computer.

2. Calculate a message digest for the certificate.

3. Use the CA’s public key to decrypt the digital signature and recover what is
claimed to be the original message digest embedded within the certificate
(validating the digital signature).

4. Compare the two resulting message digest values to ensure the integrity of the
certificate.

5. Review the identification information within the certificate, such as the e-mail
address.

6. Review the validity dates.

7. Check a revocation list to see if the certificate has been revoked.
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Maynard now trusts that this certificate is legitimate and that it belongs to Joyce. Now
what does he need to do? The certificate holds Joyce’s public key, which he needs to vali-
date the digital signature she appended to her message, so Maynard extracts Joyce’s pub-
lic key from her certificate, runs her message through a hashing algorithm, and calculates
a message digest value of X. He then uses Joyce’s public key to decrypt her digital signa-
ture (remember that a digital signature is just a message digest encrypted with a private
key). This decryption process provides him with another message digest of value Y.
Maynard compares values X and Y, and if they are the same, he is assured that the mes-
sage has not been modified during transmission. Thus he has confidence in the integrity
of the message. But, how does Maynard know that the message actually came from
Joyce? Because he can decrypt the digital signature using her public key. The public key
can only decrypt something that was encrypted with the related private key, and only
the owner of the private key is supposed to have access to it. Maynard can be sure that
this message came from Joyce.

After all of this he reads her message, which says, “Hi. How are you?” All of that work
just for this message? Maynard’s blood pressure would surely go through the roof if he
had to do all of this work only to end up with short and not very useful messages. Fortu-
nately, it all happens behind the scenes. Maynard didn’t have to exert any energy. He
simply replies, “Fine. How are you?”

Digital Certificates
A digital certificate binds an individual’s identity to a public key, and it contains all the
information a receiver needs to be assured of the identity of the public key owner. After
an RA verifies an individual’s identity, the CA generates the digital certificate, but how
does the CA know what type of data to insert into the certificate? The certificates are cre-
ated and formatted based on the X.509 standard, which outlines the necessary fields of a
certificate and the possible values that can be inserted into the fields. As of this writing,
X.509 version 3 is the most current version of the standard. X.509 is a standard of the
International Telecommunication Union (http://www.itu.int).

The different fields within a digital certificate are as follows:

Version number Identifies the version of the X.509 standard that was followed to
create the certificate. The version number indicates the format and fields that can be
used.

Subject Specifies the owner of the certificate.

Public key Contains the public key being bound to the certified subject. The public
key also identifies the algorithm that was used to create the private/public key pair.

Issuer Identifies the CA that generated and digitally signed the certificate.

Serial number Contains a unique number identifying this one specific certificate
issued by a particular CA.
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Validity Specifies the dates through which the certificate is valid for use.

Certificate usage Specifies the approved use of certificate, which dictates what
the user can use this public key for.

Signature algorithm Identifies the hashing algorithm and digital signature algo-
rithm used to digitally sign the certificate.

Extensions Allow additional data to be encoded into the certificate to expand the
functionality of the certificate. Companies can customize the use of certificates within
their environment by using these extensions. X.509 version 3 has extended the exten-
sion possibilities.

Figure 11-7 shows the actual values of these different certificate fields for a particular
certificate in Internet Explorer. The version of this certificate is V3 (X.509 v3) and the se-
rial number is also listed—this number is unique for each certificate that is created by a
specific CA. The CA used the MD5 hashing algorithm to create the message digest value,
and it then signed (or encrypted this value) with its private key using the RSA algorithm.
The actual CA that issued the certificate is Root SGC Authority, and the Valid dates indi-
cate how long this certificate is valid. The subject is MS SGC Authority, which is the en-
tity that registered for this certificate and is the entity that is bound to the embedded
public key. The actual public key is shown in the lower window and is represented in
hexadecimal.
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Figure 11-7
Fields within a
digital certificate
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The subject of a certificate is commonly a person, but it does not have to be. The sub-
ject can be a network device (router, web server, firewall, and so on), an application, a
department, a company, or a person. Each has its own identity that needs to be verified
and proven to another entity before secure, trusted communication can be initiated. If a
network device is using a certificate for authentication, the certificate may contain the
network address of that device. This means that if the certificate has a network address of
10.0.0.1, the receiver will compare this to the address from which it received the certifi-
cate to make sure a man-in-the-middle attack is not being attempted.

Certificate Attributes
There are four main types of certificates used:

• End-entity certificates

• CA certificates

• Cross-certification certificates

• Policy certificates

End-entity certificates are issued by a CA to a specific subject, such as Joyce, the Ac-
counting department, or a firewall, as illustrated in Figure 11-8.
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Figure 11-8
End-entity and
CA certificates
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A CA certificate may be self-signed, in the case of a standalone or root CA, or it may be
issued by a superior CA within a hierarchical model. In the model in Figure 11-8, the su-
perior CA gives the authority and allows the subordinate CA to accept certificate re-
quests and generate the individual certificates itself. This may be necessary when a
company needs to have multiple internal CAs, and different departments within an or-
ganization need to have their own CA servicing their specific end-entities in their sec-
tion. In these situations, a representative from each department requiring a CA registers
with the higher trusted CA and requests a Certificate Authority certificate. (Public and
private CAs are discussed in the “Public Certificate Authorities” and “In-House Certifi-
cate Authorities” sections later in this chapter, as are the different trust models that are
available for companies.)

Cross-certificates, or cross-certification certificates, are used when independent CAs es-
tablish peer-to-peer trust relationships. Simply put, they are a mechanism through
which one CA can issue a certificate allowing its users to trust another CA.

Within sophisticated CAs used for high-security applications, a mechanism is re-
quired to provide centrally controlled policy information to PKI clients. This is often
done by placing the policy information in a policy certificate.

Certificate Extensions
Certificate extensions allow for further information to be inserted within the certificate,
which can be used to provide more functionality in a PKI implementation. Certificate
extensions can be standard or private. Standard certificate extensions are implemented for
every PKI implementation. Private certificate extensions are defined for specific organiza-
tions (or domains within one organization), and they allow companies to further de-
fine different, specific uses for digital certificates to best fit their business needs.

There are several different extensions that can be implemented, one being key usage
extensions. Key usage extensions dictate how the public key that is held within the certifi-
cate can be used. Remember that public keys can be used for different functions: sym-
metric key encryption, data encryption, verifying digital signatures, and more. The
following are some key examples of certificate extension:

• DigitalSignature The key is to be used to verify a digital signature.

• KeyEncipherment The key is to be used to encrypt other keys used for secure
key distribution.

• DataEncipherment The key is to be used to encrypt data and cannot be used
to encrypt other keys.

• CRLSign The key is used to verify a CA signature on a revocation list.

• KeyCertSign The key is used to verify CA signatures on certificates.

• NonRepudiation The key is used when a nonrepudiation service is being
provided.
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A nonrepudiation service can be provided by a third-party notary. In this situation,
the sender’s digital signature is verified and then signed by the notary so that the sender
cannot later deny signing and sending the message. This is basically the same function
performed by a traditional notary using paper—validate the sender’s identity and vali-
date the time and date of an item being signed and sent. This is required when the re-
ceiver needs to really be sure of the sender’s identity and wants to be legally protected
against possible fraud or forgery.

If a company needs to be sure that accountable nonrepudiation services will be pro-
vided, a trusted time source needs to be used. This trusted time source can be a trusted
third party, referred to as a time stamp authority. Using a trusted time source allows us-
ers to have a higher level of confidence as to when specific messages were digitally
signed. For example, suppose Barry sends Ron a message and digitally signs it, and Ron
later civilly sues Barry over a dispute. This digitally signed message may be submitted by
Ron as evidence pertaining to an earlier agreement that Barry now is not fulfilling. If a
trusted time source was not used in their PKI environment, Barry could claim that his
private key had been compromised before that message was sent. If a trusted time source
was implemented, then it could be shown that the message was signed before the date on
which Barry claims his key was compromised. If a trusted time source is not used, no ac-
tivity that was carried out within a PKI environment can be truly proven because it is so
easy to change system and software time settings.

Critical and Non-Critical Extensions
Certificate extensions are considered either critical or non-critical, which is indicated by a
specific flag within the certificate itself. When this flag is set to critical, it means that the
extension must be understood and processed by the receiver. If the receiver is not config-
ured to understand a particular extension marked as critical, and thus cannot process it
properly, the certificate cannot be used for its proposed purpose. If the flag does not in-
dicate that the extension is critical, then the certificate can be used for the intended pur-
pose, even if the receiver does not process the appended extension.

So how does this work? When an extension is marked as critical, it means that the CA
is certifying the key for only that specific purpose. If Joe receives a certificate with a
DigitalSignature key usage extension and the critical flag is set, Joe can only use the pub-
lic key within that certificate to validate digital signatures, and no more. If the extension
was marked as non-critical, the key can be used for purposes outside of those listed in
the extensions, so in this case it is up to Joe (and his applications) to decide how the key
will be used.

Certificate Lifecycles
Keys and certificates should have lifetimes set, which will force the user to register for a
new certificate after a certain amount of time. The proper length of these lifetimes is a
trade-off. Shorter lifetimes limit the ability of attackers to crack them, but longer lifetimes
lower system overhead. More sophisticated PKI implementations perform automated
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and often transparent key updates to avoid the time and expense of having users register
for new certificates when old ones expire.

This means that the certificate and key pair has a lifecycle that must be managed. Cer-
tificate management involves administrating and managing each of these phases, in-
cluding registration, certificate and key generation, renewal, and revocation.

Registration and Generation
A key pair (public and private keys) can be generated locally by an application and stored
in a local key store on the user’s workstation. The key pair may also be created by a central
key-generation server, which will require secure transmission of the keys to the user. The
key pair that is created on the centralized server can be stored on the user’s workstation or
on the user’s smart card, which will allow for more flexibility and mobility.

In most modern PKI implementations, users have two key pairs. One key pair is often
generated by a central server and used for encryption and key transfers. This allows the
corporate PKI to retain a copy of the encryption key pair for recovery, if necessary. The
second key pair, a digital signature key pair, is usually generated by the user to make sure
that user is the only one with a copy of the private key. Nonrepudiation can be chal-
lenged if there is any doubt about someone else obtaining a copy of an individual’s sig-
nature private key. If the key pair was created on a centralized server, that could weaken
the case that the individual was the only one who had a copy of their private key. If a
copy of a user’s signature private key is stored anywhere other than in their possession,
or if there is a possibility of someone obtaining the user’s key, then true nonrepudiation
may not be provided.

The act of verifying that an individual indeed has the corresponding private key for a
given public key is referred to as proof of possession. Not all public/private key pairs can be
used for digital signatures, so asking the individual to sign a message and return it to
prove that they have the necessary private key will not always work. If a key pair is used
for encryption, the RA can send a challenge value to the individual, who, in turn, can use
their private key to encrypt that value and return it to the RA. If the RA can successfully
decrypt this value with the public key that was provided earlier, the RA can be confident
that the individual has the necessary private key and can continue through the rest of the
registration phase.

When the key pair is first generated, the administrator (or the individual user)
chooses the algorithm that is to be used to generate the key pair and the key size. (Who
actually chooses the algorithm type depends upon the configuration of the PKI imple-
mentation.) The specific algorithm will be chosen for its strength and interoperability
with other algorithms that will most likely be used by other end-entities. The key size
will depend upon the sensitivity of the data that is being protected. The RSA algorithm is
the de facto standard for asymmetric key generation, and if the data you will be protect-
ing with these keys is not considered sensitive, you may choose a key size of 128 bits.
The estimated time necessary to break this cryptosystem is less than five minutes, if the
hacker could dedicate at least 105 computers just to this task. If you choose a key size of
1,024 bits, the time estimated to break it would increase to three million years if the
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hacker has at least 114 computers dedicated to this task, with 170GB of memory, and
that much time to kill.

So if it could take an attacker up to three million years to break the cryptosystem, why
would you ever need to change the key pair? Surely the attackers won’t have that type of
time on their hands. Unfortunately, most encryption key compromises do not come
from brute-force attacks but from improper key management processes, poor software
implementations, and human error. A key can be shown in clear text or shared with an-
other user, the key store may not be protected with a password, or a user may fall victim
to a social engineering ploy. These types of attacks can be performed with the end goal
of obtaining a cryptographic key, and they are usually much easier to carry out than a
full brute-force attack on an algorithm.

Key regeneration and replacement is usually done to protect against these types of
threats, although as computers increase in processing power and our knowledge of cryp-
tography and new possible cryptanalysis attacks, key lifetimes may drastically decrease.
As with everything within the security field, it is better to be safe than surprised later and
sorry.

The PKI administrator usually configures the minimum required key size that users
must use to have a key generated for the first time, and then for each renewal. In most
applications, there is a drop-down list of possible algorithms to choose from, and possi-
ble key sizes. The key size should provide the necessary level of security for the current
environment. The lifetime of the key should be long enough that continual renewal will
not negatively affect productivity, but short enough to ensure that the key cannot be suc-
cessfully compromised.

Renewal
The certificate itself has its own lifetime, which can be different than the key pair’s life-
time. The certificate’s lifetime is specified by the validity dates inserted into the digital cer-
tificate. These are beginning and ending dates indicating the time period during which the
certificate is valid. The certificate cannot be used before the start date, and once the end
date is met, the certificate is expired and a new certificate will need to be issued.

A renewal process is different than the registration phase in that the RA assumes that
the individual has already successfully completed one registration round. If the certifi-
cate has not actually been revoked, the original keys and certificate can be used to pro-
vide the necessary authentication information and proof of identity for the renewal
phase.
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Approaches to Protection
Good key management and proper key replacement intervals protect keys from
being compromised through human error. Choosing a large key size makes a
brute-force attack more difficult.
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The certificate may or may not need to change during the renewal process; it usually
depends on why the renewal is taking place. If the certificate just expired and the keys
will still be used for the same purpose, a new certificate can be generated with new valid-
ity dates. If, however, the key pair functionality needs to be expanded or restricted, new
attributes and extensions may need to be integrated into the new certificate. These new
functionalities may require more information to be gathered from the individual re-
newing the certificate, especially if the class changes or the new key uses allow for more
powerful abilities.

This renewal process is required when the certificate has fulfilled its lifetime and its
end validity date has been met. This is different than if a certificate is revoked.

Revocation
Certificates are revoked when the certificate’s validity needs to be ended before its actual
expiration date is met. There are several reasons why a certificate may need to be re-
voked: a user may have lost a laptop or a smart card that stored a private key, an im-
proper software implementation may have been uncovered that directly affected the
security of a private key, a user may have fallen victim to a social engineering attack and
inadvertently given up a private key, data held within the certificate may no longer apply
to the specified individual, or perhaps an employee left a company and should not be
identified as a member of an in-house PKI any longer. In the last instance, the certificate,
which was bound to the user’s key pair, identified the user as an employee of the com-
pany, and the administrator would want to ensure that the key pair could not be used in
the future to validate this person’s affiliation with the company. Revoking the certificate
does this.

If any of these things happen, a user’s private key has been compromised or should
no longer be mapped to the owner’s identity. A different individual may have access to
that user’s private key and could use it to impersonate and authenticate as the original
user. If the impersonator used the key to digitally sign a message, the receiver would ver-
ify the authenticity of the sender by verifying the signature by using the original user’s
public key, and the verification would go through perfectly—the receiver would believe
it came from the proper sender and not the impersonator. If receivers could look at a list
of certificates that have been revoked before verifying the digital signature, they could
find out that the certificate had been revoked, and they would know not to trust the digi-
tal signature.

For example, if Joe stole Mike’s laptop, which held, among other things, Mike’s pri-
vate key, Joe might be able to use it to impersonate Mike. Suppose Joe writes a message,
digitally signs it with Mike’s private key, and sends it to Stacy. Stacy communicates with
Mike periodically and has his public key, so she uses it to verify the digital signature. It
computes properly, so Stacy is assured that this message did indeed come from Mike,
but in truth it did not. If, before validating any certificate or digital signature, Stacy could
check a list of revoked certificates, she might not fall victim to Joe’s false message.
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The CA can provide this type of protection by maintaining a certificate revocation list
(CRL), which is a list of serial numbers of certificates that have been revoked. The CRL
also contains a statement indicating why the individual certificates were revoked and a
date when the revocation took place. The list usually contains all certificates that have
been revoked within the lifetime of the CA. Certificates that have expired are not the
same as ones that have been revoked. If a certificate has expired, it means that its end va-
lidity date has been reached.

The CA is the entity that is responsible for the status of the certificates it generates,
and it is who needs to be told of a revocation, and it must be the one to provide this in-
formation to others. The CA is responsible for maintaining the revocation list and post-
ing it in a publicly available directory.

What if Stacy wants to get back at Joe for trying to trick her earlier, and she attempts to
revoke Joe’s certificate herself? If she is successful, then Joe’s participation in the PKI can
be negatively affected because others will not trust his public key. Although we might
think Joe may deserve this, we need to have some system in place to make sure people
cannot arbitrarily have others’ certificates revoked, whether for revenge or for malicious
purposes.

When a revocation request is submitted, the individual submitting the request must
be authenticated. Otherwise this could permit a type of denial of service attack, where
someone has another person’s certificate revoked. The authentication can involve an
agreed upon password that was created during the registration process, but authentica-
tion should not be based on the individual proving that they have the corresponding
private key, because it may have been stolen, and the CA would be authenticating an im-
poster.

The CRL’s integrity needs to be protected to ensure that attackers cannot modify data
pertaining to a revoked certification from the list. If this were allowed to take place, any-
one who stole a private key could just delete that key from the CRL and continue to use
the private key fraudulently. The integrity of the list also needs to be protected to ensure
that bogus data is not added to it. Otherwise anyone could add another person’s certifi-
cate to the list and effectively revoke that person’s certificate. The only entity that should
be able to modify any information on the CRL is the CA.

The mechanism used to protect the integrity of a CRL is a digital signature. The CA’s
revocation service creates a digital signature for the CRL as shown in Figure 11-9. To vali-
date a certificate, the user goes to the directory where the CRL is posted, downloads the
list, and verifies the CA’s digital signature to ensure that the proper authority signed the
list and to ensure that the list was not modified in an unauthorized manner. The user
then looks through the list to see if the serial number of the certificate that they are try-
ing to validate is listed. If the serial number is on the list, the private key should no lon-
ger be trusted, and the public key should no longer be used. This may sound like a
cumbersome process, so it has been automated in several ways that are described in the
next section.
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One concern is how up-to-date the CRL is—how often is it updated and does it actu-
ally reflect all the certificates currently revoked? The actual frequency with which the list
is updated depends upon the CA and its certification practices statement (CPS). It is im-
portant that the list is updated in a timely manner so that anyone using the list has the
most current information.

CRL Distribution
CRL files can be requested by individuals who need to verify and validate a newly re-
ceived certificate, or the files can be periodically pushed down to all users participating
within a specific PKI. This means the CRL can be pulled (downloaded) by individual us-
ers when needed, or the CRL can be pushed down (sent) to all users within the PKI on a
timed interval.

The actual CRL file can grow substantially, and transmitting this file and requiring
PKI client software on each workstation to save and maintain it can use a lot of re-
sources, so the smaller the CRL is, the better. It is also possible to first push down the full
CRL, and after that initial load, the following CRLs pushed down to the users are delta
CRLs, meaning that they only contain the changes to the original or base CRL. This can
greatly reduce the amount of bandwidth consumed when updating CRLs.

In implementations where the CRLs are not pushed down to individual systems, the
users’ PKI software needs to know where to look for the posted CRL that relates to the
certificate it is trying to validate. The certificate itself may have an extension that points
the validating user to the necessary CRL distribution point. The network administrator
sets up the distribution points, and there may be just one point for a particular PKI or
there may be more than one. The distribution point holds one or more lists containing
the serial numbers of revoked certificates, and the user’s PKI software scans the list for
the serial number of the certificate the user is attempting to validate. If the serial number
is not present, the user is assured that it has not been revoked. This approach helps point
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The CA digitally
signs the CRL to
protect its
integrity.
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users to the right resource and also reduces the amount of information that needs to be
scanned when checking that a certificate has not been revoked.

One last option for checking distributed CRLs is an online service. When a client
needs to validate a certificate and ensure that it has not been revoked, they can commu-
nicate with an online service that will query the necessary CRLs available within the en-
vironment. This service can query the lists for the client instead of pushing down the full
CRL to each and every system. So if Joe receives a certificate from Stacy, he can contact an
online service and send it the serial number listed in the certificate Stacy sent. The online
service would query the necessary revocation lists and respond to Joe indicating whether
that serial number was listed as being revoked or not.

Online services are newer technologies, and there are different protocols being devel-
oped and used for these purposes. Figuring out how to get information from within the
CRL to the different clients is one of the harder obstacles to be overcome in many PKI
implementations. In many cases, clients do not even check with any lists, and they
would never know if a certificate was revoked or not. This, of course, is not the optimal
approach, and solutions and technologies to ensure that CRL data gets properly popu-
lated and reviewed is continually being improved upon.

One of the protocols used for online revocation services is Online Certificate Status Pro-
tocol (OCSP). It is a request and response protocol that obtains the serial number of the
certificate that is being validated and reviews revocation lists for the client. The protocol
has a responder service that reports the status of the certificate back to the client, indicat-
ing whether it has been revoked, it is valid, or its status is unknown. This protocol and ser-
vice saves the client from having to find the right lists, download, and process them.

Suspension
Instead of being revoked, a certificate may sometimes need to be suspended, meaning it is
temporarily put on hold. If, for example, Bob is taking an extended vacation and wants
to ensure that his certificate will not be compromised or used during that time, a sus-
pension request can be made to the CA. The CRL would list this certificate and its serial
number, and in the field that describes why a certificate was revoked, it would instead
indicate a hold state. Once Bob returns to work, he can make a request to the CA to re-
move his certificate from the list.
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Authority Revocation Lists
In some PKI implementations, a separate revocation list is maintained for CA keys
that have been compromised or should no longer be trusted. This list is known as
an authority revocation list (ARL). In the event that a CA’s private key is compro-
mised or a cross certification is cancelled, the relevant certificate’s serial number is
included in the ARL. A client can review an ARL to make sure the CA’s public key
can still be trusted.
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Another reason to suspend a certificate is if the administrator is suspicious that a pri-
vate key may have been compromised. While the issue is under investigation, the certifi-
cate can be put on hold to ensure that it cannot be used.

Key Destruction
Key pairs and certificates have set lifetimes, meaning that they will expire at some speci-
fied time. It is important that the certificates and keys are properly destroyed when that
time comes, wherever the keys are stored (on users’ workstations, centralized key serv-
ers, USB token devices, smart cards, and so on).

The goal is to make sure that no one can gain access to a key after its lifetime has
ended and use this key for malicious purposes. The attacker might use the key to digi-
tally sign or encrypt a message with the hopes of tricking someone else about their iden-
tity (this would be an example of a man-in-the-middle attack). Also, if the attacker is
performing some type of brute-force attack on your cryptosystem, trying to figure out
specific keys that were used for encryption processes, obtaining an old key may give
them more insight into how your cryptosystem generates keys. The less information you
supply to potential hackers, the better.

The level of protection that is required within the environment will dictate the actual
key destruction procedures that must be followed. In most environments, just allowing
the applications that created the keys in the first place to delete the keys is enough. In envi-
ronments that require higher levels of protection (such as government and military agen-
cies) the media that holds the keys may need to go through a “zeroization” process. This
means that a specialized tool is used to overwrite the media that held the cryptographic
key, and the overwriting process that is usually carried out by this tool continually writes
NULL values to the sectors until that media holds no remnants of the original key.

Note that in modern PKIs, encryption key pairs usually must be retained long after
they expire so that users can decrypt information that was encrypted with the old keys.
For example, if Bob encrypts a document using his current key and the keys are updated
three months later, Bob’s software must maintain a copy of the old key so he can still de-
crypt the document. In the PKI world, this issue is referred to as key history maintenance.

Centralized or Decentralized Infrastructures
Keys used for authentication and encryption within a PKI environment can be generated
in a centralized or decentralized manner. In a decentralized approach, software on indi-
vidual computers generates and stores cryptographic keys local to the systems them-
selves. In a centralized infrastructure, the keys are generated and stored on a central
server, and the keys are transmitted to the individual systems as needed. There are sev-
eral reasons to choose one type or the other.

If a company uses an asymmetric algorithm that is resource intensive to generate the
public/private key pair, and if the key sizes that are needed are large (which is also re-
source intensive), then the individual computers may not have the necessary processing
power to produce the keys in an acceptable fashion. In this situation, the company can
choose a centralized approach where a very high-end server with powerful processing
capabilities is used, probably along with a hardware-based random number generator.
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To create cryptographic keys, the more randomness that is introduced, the better, be-
cause the resulting keys will be more indiscriminate and harder to brute force. The ran-
dom number generator creates numbers that work as seed values, or starting values, for
the algorithm to work from. The algorithm uses the seed value as a starting place to cre-
ate a key, and if the algorithm used the same seed values over and over again, it would
generate the same or similar keys over and over, which would make it easier for attackers
to uncover the key. The more random the seed values, the better, which is why a random
number generator is used.

Central key generation and storage has other benefits. For example, it is much easier
to back the keys up and implement key recovery procedures, when compared to a de-
centralized approach. Implementing a key recovery procedure on each and every com-
puter holding one or more key pairs is difficult, and many applications that generate
their own key pairs do not usually interface well with a centralized archive system. This
means that if a company chooses to allow their individual users to create and maintain
their own key pairs on their separate workstations, no real key recovery procedure can
be put in place. This puts the company at risk. If an employee leaves the organization or
is unavailable for one reason or another, the company may not be able to access its own
business information encrypted by that employee.

So a centralized approach seems like the best approach, right? Well, the centralized
method has some drawbacks to consider too. If the keys will be generated on a server,
they need to be securely transmitted to the individual clients that require them. This can
be harder than it sounds. A technology needs to be employed that will send the keys in
an encrypted manner, ensure the keys’ integrity, and make sure that only the intended
user is actually receiving the key.

Also, the server that centrally stores the keys needs to be highly available and can
provide a single point of failure, so some type of fault tolerance or redundancy mecha-
nism may need to be put into place. If that one server goes down, no one could access
their keys, which might prevent them from properly authenticating to the network, re-
sources, and applications. Also, since all the keys are in one place, it is a prime target
for an attacker—if the central key server is compromised, the whole environment is
compromised.
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Random Number Generators
In most cases, software- and hardware-based generators are actually considered
pseudo-random number generators because they have a finite number of values to
work from. They usually extract these values from their surroundings, which are
predictable in nature—the values can come from the system’s time or from CPU
cycles. If the starting values are predictable, the numbers they generate cannot be
truly random. An example of a true random number generator would be a system
that collects radiation from a radioactive item. The elements that escape from the
radioactive item do so in an unpredictable manner, and the results are used as seed
values for key generation.
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One other issue pertains to how the keys will actually be used. If a public/private key
pair is being generated for digital signatures, and if the company wants to ensure that it
can be used to provide true authenticity and nonrepudiation, the keys should not be
generated at a centralized server. This would introduce doubt that only the one person
had access to a specific private key.

If a company uses smart cards to hold users’ private keys, the private key often has
to be generated on the card itself and cannot be copied for archiving purposes. This is a
disadvantage of the centralized approach. There are also some types of applications that
have been developed to create their own public/private key pairs and do not allow
other keys to be imported and used. This means the keys would have to be created lo-
cally by these applications, and keys from a central server could not be used. These are
just some of the considerations that need to be evaluated before any decision is made
and implementation begins.

Hardware Storage Devices
PKIs can be constructed in software without special cryptographic hardware, and this is
perfectly suitable for many environments. But software can be vulnerable to viruses, hack-
ers, and hacking. If a company requires a higher level of protection than a purely soft-
ware-based solution can provide there are several hardware-based solutions available.

In most situations, hardware key-storage solutions are only used for the most critical
and sensitive keys, which are the root and possibly the intermediate CA private keys. If
those keys are compromised, the whole security of the PKI is gravely threatened. If a per-
son obtained a root CA private key, they could digitally sign any certificate, and that cer-
tificate would be quickly accepted by all entities within the environment. Such an
attacker might be able to create a certificate that has extremely high privileges, perhaps
allowing them to modify bank account information in a financial institution, and no
alerts or warnings would be initiated because the ultimate supreme being (the root CA)
signed it.

There are other hardware components that can be implemented within a PKI to hold
users’ private key information. These include smart cards, USB tokens, and Fortezza
cards. These items can be used to securely hold a user’s private key and can be inserted
into a reader attached to a workstation or server when the user needs to present their pri-
vate key for authentication purposes. These devices usually provide a higher level of pro-
tection compared to holding the keys in software because they are more tamper-proof in
nature. These items were covered further in Chapter 7.

Private Key Protection
Although a PKI implementation can be complex, with many different components and
options, there is a critical concept common to all PKIs that must be understood and en-
forced: the private key needs to stay private. A digital signature is created solely for the
purpose of proving who sent a particular message by using a private key. This rests on
the assumption that only one person has access to this private key. If an imposter
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obtains a person’s private key, authenticity and nonrepudiation can no longer be
claimed or proven.

When a private key is generated for the first time, it must be stored somewhere for fu-
ture use. This storage area is referred to as a key store, and it is usually created by the ap-
plication registering for a certificate, such as a web browser, smart card software, or other
application. In most implementations, the application will prompt the user for a pass-
word, which will be used to create an encryption key that protects the key store. So if
Cheryl used her web browser to register for a certificate, her private key would be gener-
ated and stored in the key store. Cheryl would then be prompted for a password, which
the software would use to create a key that will encrypt the key store. When Cheryl needs
to access this private key later that day, she will be prompted for the same password,
which will decrypt the key store and allow her access to her private key.

Unfortunately, many applications do not require that a strong password must be
chosen to protect the key store, and in some implementations the user can choose to not
provide a password at all. The user still has a private key available, and it is bound to the
user’s identity, so what do we care if a password must be entered or not? If, for example,
Cheryl decided to not use a password, another person could sit down at her computer,
use her web browser and her private key and digitally sign a message. If Cliff received
this message, he would think it came from Cheryl and not necessarily think that some-
one else could have sent it.

The moral to this story is that users should be required to provide some type of au-
thentication information (password, smart card, PIN, or the like) before being able to
use private keys. Otherwise, the keys could be used by other individuals or imposters,
and authentication and nonrepudiation would be of no use.

A private key is a crucial component of any PKI implementation, so the key itself
should contain the necessary characteristics and be protected at each stage of its life. The
following list sums up the characteristics and requirements of proper private key use:

• The key size should provide the necessary level of protection for the
environment.

• The lifetime of the key should correspond with how often it is used and the
sensitivity of the data it is protecting.

• The key should be changed and not used past its allowed lifetime.

• Where appropriate, the key should be properly destroyed at the end of its
lifetime.

• The key should never be exposed in clear text.

• No copies of the private key should be made if it is being used for digital
signatures.

• The key should not be shared.

• The key should be stored securely.

• Authentication should be required before it can be used.
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• The key should be transported securely.

• Software implementations that store and use the key should be evaluated to
ensure they provide the necessary level of protection.

If digital signatures will be used for legal purposes, these points and others may need
to be audited to ensure that true authenticity and nonrepudiation are provided.

Key Recovery
One individual may have one, two, or many key pairs that are tied to their identity. That
is because users can have different needs and requirements for public/private key pairs.
As mentioned earlier, certificates can have specific attributes and usage requirements
dictating what their corresponding keys can and cannot be used for. For example, David
can have one key pair he uses to encrypt and transmit symmetric keys. He can also have
one key pair that allows him to encrypt data and another key pair to perform digital sig-
natures. David can also have a digital signature key pair for his work-related activities
and another pair for personal activities, as in e-mailing his friends. These key pairs need
to be used only for their intended purposes, and this is enforced through certificate at-
tributes and usage values.

If a company is going to perform and maintain a key recovery system, they will gener-
ally only back up the key pair used to encrypt data, not the key pairs that are used to gen-
erate digital signatures. The reason that a company archives keys is to ensure that if a
person leaves the company, falls off a cliff, or for some reason is unavailable to decrypt
important company information, the company can still get to its company-owned data.
This is just a matter of the organization protecting itself. A company would not need to
be able to recover a key pair that is used for digital signatures, since those keys are only
to be used to prove the authenticity of the individual who sent a message. A company
would not benefit from having access to those keys and really should not have access to
them, since they are tied to one individual for a specific purpose.
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CA Private Key
The most sensitive and critical public/private key pairs are those used by CAs to
digitally sign certificates. These need to be highly protected because if they were
compromised, the trust relationship between the CA and all of the end-entities
would be threatened. In high security environments, these keys are often kept in a
tamper-proof hardware encryption store, only accessible to individuals with a
need to know.
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There are two elements to backing up and restoring cryptographic keys: key archiving
and key recovery. The key archiving system is a way of backing up keys and securely stor-
ing them in a repository; key recovery is the process of restoring lost keys to the users or
the company.

If keys are backed up and stored in a centralized computer, this system must be
tightly controlled, because if it were compromised, the attacker could then have access
to all keys for the entire infrastructure. Also, it is usually not a good idea to have only
one person who can recover all the keys within the environment, because that one per-
son could use this power for evil purposes instead of just recovering keys when they are
needed for legitimate purposes. In security systems, it is wise not to fully trust anyone.

Dual control can be used as part of a system to back up and archive data encryption
keys. PKI systems can be configured to allow multiple individuals to be involved in any
key recovery process. When a key recovery is required, at least two people can be re-
quired to authenticate by the key recovery software before the recovery procedure is per-
formed. This enforces separation of duties, which means that one person cannot complete
a critical task by themselves. Requiring two individuals to together recover a lost key is
called dual control, which simply means that two people have to be present to carry out a
specific task.

This approach to key recovery is referred to as the “m of n” authentication, where n
number of people can be involved in the key recovery process, but at least m (which is a
smaller number than n) must be involved before the task can be completed. The goal is
to minimize fraudulent or improper use of access and permissions. A company would
not require all possible individuals to be involved in the recovery process because get-
ting all the people together at the same time could be impossible with meetings, vaca-
tions, sick time, and travel. At least some of all possible individuals must be available to
participate, and this is the subset m of the number n.

All key recovery procedures should be highly audited. The audit logs should capture
at least what keys were recovered, who was involved in the process, and the time and
date. Keys are an integral piece of any encryption cryptosystem and are critical to a PKI
environment, so you need to track who does what with them.

Key Escrow
Key recovery and key escrow are terms that are often used interchangeably, but they are
terms that actually describe two different things. You should not use them interchange-
ably after you have read this section.

Key recovery is a process that allows for lost keys to be recovered. Key escrow is a process
of giving keys to a third party so that they can decrypt and read sensitive information
when this need arises. Key escrow almost always pertains to handing over encryption keys
to the government so that they can use them to collect evidence during investigations.

There have been several movements, supported by parts of the U.S. government, that
would require all or many people residing in the United States to hand over copies of
the keys they use to encrypt communication channels. The movement behind the Clipper
Chip is the most well-known effort to put this requirement and procedure in place. It
was suggested that all American-made communication devices should have a hardware
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encryption chip within them. The chip could be used to encrypt data going back and
forth between two individuals, but if a government agency uncovered a reason that they
should be able to eavesdrop on this dialog, they would just need to obtain a court order.
If the court order was approved, the law enforcement agent would take the order to two
escrow agencies, each of which would have a piece of the key that was necessary to de-
crypt this communication information. The agent would obtain both pieces of the key
and combine them, which would allow the agent to listen in on the encrypted commu-
nication outlined in the court order.

This was a standard that never saw the light of day because it seemed too “Big
Brother” to many American citizens. But the idea was that the encryption keys would be
escrowed to two agencies, meaning that each agency would hold one piece of the key.
One agency could not hold the whole key, because they could then use this key to wire-
tap people’s conversations illegally. Splitting up the key is an example of separation of
duties, put into place to try and prevent fraudulent activities.

Public Certificate Authorities
An individual or company may decide to rely on a CA that is already established and be-
ing used by many other individuals and companies—this would be a public CA. A com-
pany, on the other hand, may decide that they need their own CA for internal use, which
gives them more control over the certificate registration and generation process and al-
lows them to configure items specifically for their own needs. This second type of CA is
referred to as a private CA (or in-house CA).

A public CA is a company that specializes in verifying individual identities and creat-
ing and maintaining their certificates. These companies issue certificates that are not
bound to specific companies or inter-company departments. Instead, their services are
to be used by a larger and more diversified group of people and organizations. If a com-
pany uses a public CA, that means that it will be paying this other company for individ-
ual certificates and for the service of maintaining these certificates. Some examples of
public CAs are VeriSign, Entrust, and Baltimore.

One advantage of using a public CA is that they are usually well known and easily ac-
cessible to many people. Most web browsers have a list of public CAs installed and con-
figured by default, along with their corresponding root certificates. This means that if
you install a web browser onto your computer, it is already configured to trust a list of
CAs, even though you may have never heard of them before. So, if you receive a certifi-
cate from Bob, and his certificate was digitally signed by a CA listed in your browser, you
will automatically trust the CA and can easily walk through the process of verifying
Bob’s certificate. This has raised some eyebrows among security professionals, since
trust is installed by default, but the industry has deemed this is a necessary approach
that provides users with transparency and increased functionality. Users can remove
these CAs from their browser list if they want to have more control over who their sys-
tem trusts and who it doesn’t.

Earlier in the chapter, the different certificate classes and their uses were explained.
There is no global standard defining these classes, the exact requirements for obtaining
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these different certificates, or their uses. There are standards in place, usually for a partic-
ular country or industry, but this means that public CAs can define their own certificate
classifications. This is not necessarily a good thing for companies that depend upon
public CAs, because it does not give enough control to the company over how the com-
pany should interpret certificate classifications and how they should be used.

This means another component needed to be carefully developed for companies that
use and depend upon public CAs, and this component is referred to as the certificate pol-
icy (CP). This policy allows the company to decide what certification classes are accept-
able and how they will be used within the organization. This is different from the CPS,
which is what explains how the CA verifies entities, generates certificates, and maintains
these certificates. The CP is generated and owned by an individual company that uses an
external CA, and it allows the company to enforce its security decisions and control how
certificates are used with its applications.

In-House Certificate Authorities
A CA that is considered to be an in-house CA is implemented, maintained, and con-
trolled by the company that implemented it. This type of CA can be used to create certifi-
cates for internal employees, devices, applications, partners, and customers. This
approach allows the company to completely control how individuals are identified,
what certification classifications are created, who can and cannot have access to the CA,
and how the certifications can be used.

In-house CAs also provide more flexibility for companies, which often integrate
them into current infrastructures and into applications for authentication, encryption,
and nonrepudiation purposes. If the CA is going to be used over an extended period of
time, this can be a cheaper method of generating and using certificates than having to
purchase them through a public CA. However, when the decision between an in-house
and public CA is made, various factors need to be identified and accounted for. Many
companies have embarked upon implementing an in-house PKI environment, which
they estimated would be implemented within x number of months and would cost ap-
proximately y amount in dollars. If the proper homework is not done, the current envi-
ronment is not clearly understood, the intended purpose of the PKI is not completely
hammered out, and there is not enough skilled staff supporting the project, time esti-
mates can double or triple and the required funds and resources can become unaccept-
able. Several companies have started on a PKI implementation, only to quit halfway
through, resulting in wasted time and money, with nothing to show for it except heaps
of frustration and many ulcers.

In some situations, it is better for a company to use a public CA, since public CAs al-
ready have the necessary equipment, skills, and technologies. In other situations, com-
panies may feel it is a better business decision to take on these efforts themselves. This is
not always a strictly monetary decision—a specific level of security may be a require-
ment. Some companies do not feel that they can trust an outside authority to generate
and maintain their users’ and company’s certificates. In this situation, the scale may tip
towards an in-house CA.
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Each company is different, with various goals, security requirements, functionality
needs, budgetary restraints, and ideologies. The decision to use a private or in-house CA
depends upon the expansiveness of the PKI within the organization, how integrated it
will be with different business needs and goals, its interoperability with a company’s
current technologies, the number of individuals who will be participating, and how it
will work with outside entities. This could be quite a large undertaking that ties up staff,
resources, and funds, so a lot of strategic planning should be done, and a full under-
standing of what will and won’t be gained from a PKI should be carried out before the
first dollar is spent on the implementation.

Outsourced Certificate Authorities
The last available option for using PKI components within a company is to outsource
different parts of it to a specific service provider. Usually the more complex parts are
outsourced, such as the CA, RA, CRL, and key recovery mechanisms. This is done if a
company does not have the necessary skills to implement and carry out a full PKI
environment.

An outsourced CA is different than a public CA in that it provides dedicated services,
and possibly equipment, to an individual company. A public CA, in contrast, can be
used by hundreds or thousands of companies—they don’t maintain specific servers and
infrastructures for individual companies.

Although outsourced services may be easier for the individual company to imple-
ment, several factors need to be reviewed before making this type of commitment. The
company needs to determine what level of trust it is willing to give to the service pro-
vider and what level of risk it is willing to accept. Often a PKI and its components serve
as large security components within a company’s enterprise, and allowing a third party
to maintain the PKI may introduce too many risks and liabilities the company is not
willing to undertake. The liabilities the service provider is willing to accept, security pre-
cautions and procedures the outsourced CAs provide, and the surrounding legal issues
need to be examined before this type of agreement is made.

Some large vertical markets have their own outsourced PKI environments set up be-
cause they share similar needs and usually have the same requirements for certification
types and uses. This allows several companies within the same market to split the costs
of the necessary equipment, and it allows for industry-specific standards to be drawn up
and followed. For example, although many medical facilities work differently and have
different environments, they have a lot of the same functionality and security needs. If
several of them came together, purchased the necessary equipment to provide CA, RA,
and CRL functionality, employed one staff to maintain it, and each connected their dif-
ferent sites to the centralized components, they could save a lot of money and resources.
In this case, not every facility would need to strategically plan their own full PKI, and
they would not need to purchase redundant equipment or employ redundant staff
members. Figure 11-10 illustrates how one outsourced service provider can offer differ-
ent PKI components and services to different companies, and how companies within
one vertical market can share the same resources.
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A set of standards can be drawn up about how different facilities should integrate
their own infrastructures and how they should integrate with the centralized PKI com-
ponents. This also allows for less complicated intercommunication to take place be-
tween the different medical facilities, which will ease information-sharing attempts.

Tying Different PKIs Together
There are several reasons that more than one CA may be needed for a specific PKI to
work properly, and there may be a requirement for different PKIs to intercommunicate.
Here are some examples of where this may be required:

• A company wants to be able to communicate seamlessly with their suppliers,
customers, or business partners via PKI.

• One department within a company may have higher security requirements than
all other departments, and thus needs to configure and control their own CA.
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Figure 11-10 A PKI service provider (represented by the four boxes) can offer different PKI
components to companies.
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• One department may need to have specially constructed certificates with
unique fields and usages.

• Different parts of an organization want to control their own piece of the
network and the CA that is encompassed within it.

• The number of certificates that need to be generated and maintained would
overwhelm one CA, so multiple CAs may need to be deployed.

• The political culture of a company inhibits one department from being able to
control elements of another department.

• Enterprises are partitioned geographically, and different sites need their own
local CA.

These situations can add much more complexity to the overall infrastructure, inter-
communication capabilities, and procedures for certificate generation and validation.
To properly control this complexity from the beginning, these requirements need to be
understood, addressed, and planned for. Then the necessary trust model needs to be
chosen and molded for the company to build upon. Selecting the right trust model will
give the company a solid foundation from the beginning, instead of trying to add struc-
ture to an inaccurate and inadequate plan later on.

Trust Models
There is more involved in the previously listed scenarios than just having more than one
CA—each of the companies or each department of an enterprise can actually represent a
trust domain itself. A trust domain is a construct of systems, personnel, applications, pro-
tocols, technologies, and policies that work together to provide a certain level of protec-
tion. All of these components can work together seamlessly within the same trust
domain because they are known to the other components within the domain and are
trusted to some degree. Different trust domains are usually managed by different groups
of administrators, have different security policies, and restrict outsiders from privileged
access.

Most trust domains (whether individual companies or departments) are not usually
islands cut off from the world—they need to communicate with other less trusted do-
mains. The trick is to figure out how much two different domains should trust each
other, and how to implement and configure an infrastructure that would allow these
two domains to communicate in a way that will not allow security compromises or
breaches. This can be harder than it sounds.

In the non-digital world, it is hard to figure out who to trust, how to carry out legiti-
mate business functions, and how to ensure that one is not being taken advantage of or
lied to. Jump into the digital world and add protocols, services, encryption, CAs, RAs,
CRLs, differing technologies and applications, and the business risks can become over-
whelming and confusing. So start with a basic question: What is the criteria we will use
to determine who we trust and to what degree?
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One example of trust that we considered earlier in the chapter was the driver’s license
issued by the DMV. Suppose Bob is buying a lamp from Carol and he wants to pay by
check. Since Carol does not know Bob, she does not know if she can trust him or have
much faith in his check. But if Bob shows Carol his driver’s license, she can compare the
name to what is on the check, and she can choose to accept it. The trust anchor (the
agreed-upon trusted third party) in this scenario is the DMV, since both Carol and Bob
trust it more than they trust each other. Since Bob had to provide documentation to
prove his identity to the DMV, and they trusted him enough to generate a license, and
Carol trusts the DMV, she decides to trust Bob’s check.

Consider another example of a trust anchor. If Joe and Stacy need to communicate
through e-mail and would like to use encryption and digital signatures, they will not
trust each other’s certificate all by itself. But when they receive each other’s certificate
and see that they have been digitally signed by an entity they both do trust—the
CA—then they have a deeper level of trust in each other. The trust anchor here is the CA.
This is easy enough, but when we need to establish trust anchors between different CAs
and PKI environments, it gets a little more complicated.

When two companies need to communicate using their individual PKIs, or if two de-
partments within the same company each have their own CA, there are two separate
trust domains to contend with. The users and devices from these different trust domains
will need to communicate with each other, and they will need to exchange certificates
and public keys. This means that trust anchors need to be identified, and a communica-
tion channel must be constructed and maintained.

A trust relationship must be established between two issuing authorities (CAs). This
happens when one or both of the CAs issue a certificate for the other CA’s public key, as
shown in Figure 11-11. This means that each CA registers for a certificate and public key
from the other CA. Each CA validates the other CA’s identification information and gen-
erates a certificate containing a public key for that CA to use. This establishes a trust path
between the two entities that can then be used when users need to verify other users’ cer-
tificates that fall within the different trust domains. The trust path can be unidirectional
or bidirectional, so either the two CAs trust each other (bidirectional) or only one trusts
the other (unidirectional).

As illustrated in Figure 11-11, all the users and devices in trust domain 1 trust their
own CA 1, which is their trust anchor. All users and devices in trust domain 2 have their
own trust anchor, CA 2. The two CAs have exchanged certificates and trust each other,
but they do not have a common trust anchor between them.

The trust models describe and outline the trust relationships between the different
CAs and different environments, which will indicate where the trust paths reside. The
trust models and paths need to be thought out before implementation to properly re-
strict and control access and to ensure that there are as few trust paths as possible. There
are several different trust models: the hierarchical, peer-to-peer, and hybrid models will
be discussed in the following sections.
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Hierarchical Trust Model
The first type of trust model to look at is a basic hierarchical structure that contains a
root CA, intermediate CAs, leaf CAs, and end-entities. The configuration is that of an in-
verted tree, as shown in Figure 11-12. The root CA is the ultimate trust anchor for all
other entities in this infrastructure, and it generates certificates for the intermediate CAs,
which in turn generate certificates for the leaf CAs, and the leaf CAs generate certificates
for the end-entities (users, network devices, applications).

As shown in Figure 11-12, there are no bidirectional trusts—they are all unidirec-
tional trusts as indicated by the one-way arrows. Since no other entity can certify and
generate certificates for the root CA, it creates a self-signed certificate. This means that the
certificate’s issuer and subject fields hold the same information, both representing the
root CA, and the root CA’s public key is what will be used to verify this certificate when
that time comes. This root CA certificate and public key is distributed to all entities
within this trust model.

Security+ Certification All-in-One Exam Guide

36

All-In-One / Security+ Certification All-in-One Exam Guide / team / 222633-1/ Chapter 11

Figure 11-11 A trust relationship can be built between two trust domains to set up a communication
channel.

Root CA
If the root CA’s private key was ever compromised, all entities within the hierarchi-
cal trust model would be drastically affected, because this is their sole trust anchor.
The root CA usually has a small amount of interaction with the intermediate CAs
and end-entities, and can therefore be taken offline much of the time. This pro-
vides a greater degree of protection for the root CA, because when it is offline it is
basically inaccessible.
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Walking the Certificate Path When a user in one trust domain needs to com-
municate with another user in another trust domain, one user will need to validate the
other’s certificate. This sounds simple enough, but what it really means is that each cer-
tificate for each CA, all the way up to a shared trusted anchor, needs to be validated also.
If Debbie needs to validate Sam’s certificate, as shown in Figure 11-12, she actually also
needs to validate the Leaf D CA and Intermediate B CA certificates, as well as Sam’s.

So in Figure 11-12, we have a user, Sam, who digitally signs a message and sends it
and his certificate to Debbie. Debbie needs to validate this certificate before she can trust
Sam’s digital signature. In Sam’s certificate, there is an issuer field, which indicates that
the certificate was issued by Leaf D CA. Debbie has to obtain Leaf D CA’s digital certifi-
cate and public key to validate Sam’s certificate. Remember that Debbie validates the
certificate by verifying its digital signature. The digital signature was created by the certif-
icate issuer using its private key, so Debbie needs to verify it using the issuer’s public key.

Debbie tracks down Leaf D CA’s certificate and public key, but now needs to verify
this CA’s certificate, so she looks at the issuer field, which indicates that Leaf D CA’s cer-
tificate was issued by Intermediate B CA. Debbie now needs to get Intermediate B CA’s
certificate and public key.

Debbie’s client software tracks this down and sees that the issuer for the Intermediate
B CA is the Root CA, which she already has a certificate and public key for. So Debbie’s
client software had to follow the certificate path, meaning it had to continue to track
down and collect certificates until it came upon a self-signed certificate. A self-signed
certificate indicates that it was signed by a root CA, and Debbie’s software has been con-
figured to trust this entity as her trust anchor, so she can stop there. Figure 11-13 illustrates
the steps Debbie’s software had to carry out just to be able to verify Sam’s certificate.

Figure 11-12
The hierarchical
trust model
outlines trust
paths.
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This type of simplistic trust model works well within an enterprise that easily follows
a hierarchical organizational chart, but many companies cannot use this type of trust
model because different departments or offices may require their own trust anchors.
These demands can be derived from direct business needs or from inter-organizational
politics. This hierarchical model may also not be possible when two or more companies
need to communicate with each other. Neither company will let the other’s CA be the
root CA, because they do not necessarily trust the other entity to that degree. In these sit-
uations, the CAs will need to work in a peer-to-peer relationship instead of in a hierar-
chical relationship.

Peer-to-Peer Model
In a peer-to-peer trust model, one CA is not subordinate to another CA, and there is no es-
tablished trusted anchor between the CAs involved. The end-entities will look to their
issuing CA as their trusted anchor, but the different CAs will not have an agreed-upon
anchor.

Figure 11-14 illustrates this type of trust model. The two different CAs will certify the
public key for each other, which creates a bidirectional trust. This is referred to as cross
certification, since the CAs are not receiving their certificates and public keys from a
superior CA, but instead they are creating them for each other.

One of the main drawbacks to this model is scalability. Each CA must certify every
other CA that is participating, and a bidirectional trust path must be implemented, as
shown in Figure 11-15. If there was one root CA certifying all the intermediate CAs,
scalability would not be as much of an issue.

Figure 11-15 represents a fully connected mesh architecture, meaning that each CA is
directly connected to and has a bidirectional trust relationship with every other CA. As
you can see in this illustration, the complexity of this setup can become overwhelming.
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Figure 11-13 Verifying each certificate in a certificate path
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Hybrid Trust Model
Companies can be complex within themselves, and when the need arises to properly
communicate with outside partners, suppliers, and customers in an authorized and se-
cured manner, it can make sticking to either the hierarchical or peer-to-peer trust model
difficult, if not impossible. In many implementations, the different model types have to
be combined to provide the necessary communication lines and levels of trust. In a hy-
brid trust model, the two companies have their own internal hierarchical models and are
connected through a peer-to-peer model using cross certification.

Another option in this hybrid configuration is to implement a bridge CA. Figure 11-16
illustrates the role that a bridge CA could play—it is responsible for issuing cross-certificates
for all connected CAs and trust domains. The bridge is not considered a root or trust
anchor, but just the entity that generates and maintains the cross certification for the
connected environments.
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Figure 11-14
Cross
certification
creates a
peer-to-peer
PKI model.

Figure 11-15
Scalability is a
drawback in
cross-certification
models.
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Chapter Review
Public key infrastructures can be complex beasts, as this chapter has shown. They have
many different components that must work together seamlessly to provide the expected
protection and functionality. The reason a PKI is implemented is to provide users and de-
vices with the ability to communicate securely and to provide them with trust anchors,
since they do not directly trust each other.

Certificate registration requests are validated by a registration authority (RA), and the
certificate is then generated by a certificate authority (CA). The digital certificate binds
an individual’s identity to the public key that is within the certificate.

Certificates can expire, be revoked, or be suspended. When a user receives a certificate
from another user, they must validate it, which means that the CA’s digital signature
that is embedded within the certificate itself must be validated. This may require the
user to validate a whole string of certificates and digital signatures, referred to as a certifi-
cate path. This path must be followed until a self-signed trusted root certificate is
reached.

Certificate authorities can be public, private (in-house), or outsourced, depending
upon a company’s needs. Internal PKIs can follow different trust models, which will dic-
tate their trust paths and anchors.

PKIs have been waiting in the wings for several years—waiting for the time when they
would finally be accepted and implemented. That time has come, and more and more

Figure 11-16 A bridge CA can control the cross-certification procedures.
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companies are putting them into place. This also means more and more companies
have experienced the pain of implementing such a complex framework into a preexist-
ing working environment. All the aspects of a PKI must be understood before filling out
the first purchase order, which also means determining exactly what a PKI will do for
you and what it won’t. In any security activity, understanding the reality of any protec-
tion mechanism is necessary, but this is especially true for a PKI because it can drasti-
cally affect the whole production environment in both good and bad ways.

Finally, it is important to understand that a majority of these authentication activities
take place behind the scenes for the users—the technology and intelligence have been
programmed into the software itself. So, in this chapter, when we said that users need to
see if their system has been configured to trust a specific CA, or that they need to validate
a digital signature or obtain a higher-level CA certificate, the user’s client software is ac-
tually carrying out these tasks. A majority of what was discussed in this chapter happens
transparently to the users.

Questions

1. When a user wants to participate in a PKI, what is the component they need to
obtain, and how does that happen?

A. The user submits a certification request to the CA.

B. The user submits a key pair request to the CRL.

C. The user submits a certification request to the RA.

D. The user submits proof of identification to the CA.

2. How does a user validate a digital certificate that is received from another user?

A. The user will first see if their system has been configured to trust the CA that
digitally signed the other user’s certificate, and then will validate that CA’s
digital signature.

B. The user will calculate a message digest and compare it to the one attached
to the message.

C. The user will first see if their system has been configured to trust the CA that
digitally signed the certificate, and then will validate the public key that is
embedded within the certificate.

D. The user will validate the sender’s digital signature on the message.

3. What is the purpose of a digital certificate?

A. It binds a CA to a user’s identity.

B. It binds a CA’s identity to the correct RA.

C. It binds an individual to an RA.

D. It binds an individual to a public key.
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4. What steps does a user take to validate a CA’s digital signature on a digital
certificate?

A. The user’s software creates a message digest for the digital certificate and
decrypts the encrypted message digest included within the digital certificate.
If the decryption performs properly and the message digest values are the
same, the certificate is validated.

B. The user’s software creates a message digest for the digital signature and
encrypts the message digest included within the digital certificate. If the
encryption performs properly and the message digest values are the same,
the certificate is validated.

C. The user’s software creates a message digest for the digital certificate and
decrypts the encrypted message digest included within the digital certificate.
If the user can encrypt the message digest properly with the CA’s private key
and the message digest values are the same, the certificate is validated.

D. The user’s software creates a message digest for the digital signature and
encrypts the message digest with its private key. If the decryption performs
properly and the message digest values are the same, the certificate is
validated.

5. What is a bridge CA, and what is its function?

A. It is a hierarchical trust model that establishes a root CA, which is the trust
anchor for all other CAs.

B. It is an entity that creates and maintains the CRL for several CAs at one time.

C. It is a CA that handles the cross-certification certificates for two or more CAs
in a peer-to-peer relationship.

D. It is an entity that validates the user’s identity information for the RA before
the request goes to the CA.

6. Why would a company implement a key archiving and recovery system within
their organization?

A. To make sure all data encryption keys are available for the company if and
when it needs them

B. To make sure all digital signature keys are available for the company if and
when it needs them

C. To create session keys for users to be able to access when they need to
encrypt bulk data

D. To back up the RA’s private key for retrieval purposes

7. Within a PKI environment, where does the majority of the trust actually lie?

A. All users and devices within an environment trust the RA, which allows them
to indirectly trust each other.
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B. All users and devices within an environment trust the CA, which allows
them to indirectly trust each other.

C. All users and devices within an environment trust the CRL, which allows
them to indirectly trust each other.

D. All users and devices within an environment trust the CPS, which allows
them to indirectly trust each other.

8. Which of the following properly explains the “m of n” control?

A. This is the process a user must go through to properly register for a certificate
through the RA.

B. This ensures that a certificate has to be fully validated by a user before they
can extract the public key and use it.

C. This is a control in key recovery to enforce separation of duties.

D. This is a control in key recovery to ensure that the company cannot recover a
user’s key without the user’s consent.

9. Which of the following is not a valid field that could be present in an X.509
version 3 digital certificate?

A. Validity dates

B. Serial number

C. Extensions

D. Symmetric key

10. What does a certificate path pertain to?

A. All of the digital certificates that need to be validated before a received
certificate can be fully validated and trusted

B. All of the digital certificates that need to be validated before a sent certificate
can be properly encrypted

C. All of the digital certificates that need to be validated before a user trusts
their own trust anchor

D. All of the digital certificates that need to be validated before a received
certificate can be destroyed

11. Which of the following certificate characteristics was expanded upon with
version 3 of the X.509 standard?

A. Subject

B. Extensions

C. Digital signature

D. Serial number

P:\010Comp\All-in-1\633-1\ch11.vp
Tuesday, May 27, 2003 2:31:59 PM

Color profile: Generic CMYK printer profile
Composite  Default screen



12. What is a certification practices statement (CPS), and what is its purpose?

A. A CPS outlines the steps a CA goes through to validate identities and
generate certificates. Companies should review this document to ensure that
the CA follows the necessary steps the company requires and provides the
necessary level of protection.

B. A CPS outlines the steps a CA goes through to communicate with other CAs
in other states. Companies should review this document to ensure that the
CA follows the necessary steps the company requires and provides the
necessary level of protection.

C. A CPS outlines the steps a CA goes through to set up an RA at a company’s
site. Companies should review this document to ensure that the CA follows
the necessary steps the company requires and provides the necessary level of
protection.

D. A CPS outlines the steps a CA goes through to become a business within a
vertical market. Companies should review this document to ensure that the
CA follows the necessary steps the company requires and provides the
necessary level of protection.

13. Which of the following properly describes what a public key infrastructure
(PKI) actually is?

A. A protocol written to work with a large subset of algorithms, applications,
and protocols

B. An algorithm that creates public/private key pairs

C. A framework that outlines specific technologies and algorithms that must be
used

D. A framework that does not specify any technologies, but provides a
foundation for confidentiality, integrity, and availability services

14. Once an individual validates another individual’s certificate, what is the use of
the public key that is extracted from this digital certificate?

A. The public key is now available to use to create digital signatures.

B. The user can now encrypt session keys and messages with this public key and
can validate the sender’s digital signatures.

C. The public key is now available to encrypt future digital certificates that need
to be validated.

D. The user can now encrypt private keys that need to be transmitted securely.

15. Why would a digital certificate be added to a certificate revocation list (CRL)?

A. If the public key had become compromised in a public repository

B. If the private key had become compromised

C. If a new employee joined the company and received a new certificate

D. If the certificate expired

Security+ Certification All-in-One Exam Guide

44

All-In-One / Security+ Certification All-in-One Exam Guide / team / 222633-1/ Chapter 11

P:\010Comp\All-in-1\633-1\ch11.vp
Tuesday, May 27, 2003 2:31:59 PM

Color profile: Generic CMYK printer profile
Composite  Default screen



16. What is an online CRL service?

A. End-entities can send a request containing a serial number of a specific
certificate to an online CRL service. The online service will query several
CRL distribution points and respond with information about whether
the certificate is still valid or not.

B. CAs can send a request containing the expiration date of a specific certificate
to an online CRL service. The online service will query several other RAs and
respond with information about whether the certificate is still valid or not.

C. End-entities can send a request containing a public key of a specific
certificate to an online CRL service. The online service will query several
end-entities and respond with information about whether the certificate is
still valid or not.

D. End-entities can send a request containing a public key of a specific CA to
an online CRL service. The online service will query several RA distribution
points and respond with information about whether the CA is still
trustworthy or not.

17. If an extension is marked as critical, what does this indicate?

A. If the CA is not programmed to understand and process this extension, the
certificate and corresponding keys can be used for their intended purpose.

B. If the end-entity is programmed to understand and process this extension,
the certificate and corresponding keys cannot be used.

C. If the RA is not programmed to understand and process this extension,
communication with the CA is not allowed.

D. If the end-entity is not programmed to understand and process this
extension, the certificate and corresponding keys cannot be used.

18. How can users have faith that the CRL was not modified to present incorrect
information?

A. The CRL is digitally signed by the CA.

B. The CRL is encrypted by the CA.

C. The CRL is open for anyone to post certificate information to.

D. The CRL is only accessible to the CA.

19. When would a certificate be suspended, and where is that information posted?

A. It would be suspended when an employee leaves the company. It is posted
on the CRL.

B. It would be suspended when an employee changes their last name. It is
posted on the CA.

C. It would be suspended when an employee goes on vacation. It is posted on
the CRL.
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D. It would be suspended when a private key is compromised. It is posted on
the CRL.

20. What does cross certification pertain to in a PKI environment?

A. When a company uses an outsourced service provider, it needs to modify its
CPS to allow for cross certification to take place between the RA and CA.

B. When two end-entities need to communicate in a PKI, they need to exchange
certificates.

C. When two or more CAs need to trust each other so that their end-entities can
communicate, they will create certificates for each other.

D. A RA needs to perform a cross certification with a user before the certificate
registration is terminated.

Answers

1. C. The user must submit identification data and a certification request to the
registration authority (RA). The RA validates this information and sends the
certification request to the certificate authority (CA).

2. A. A digital certificate is validated by the receiver by first seeing if their system
has been configured to trust the CA that digitally signed the certificate. If this
has been configured, the user’s software takes the CA’s public key and validates
the CA’s digital signature that is embedded within the certificate.

3. D. A digital certificate vouches for an individual’s identity and binds that
identity to the public key that is embedded within the certificate.

4. A. The user’s software calculates a message digest for the digital certificate and
decrypts the encrypted message digest value included with the certificate, which
is the digital signature. The message digest is decrypted using the CA’s public
key. If the two message digest values match, the user knows that the certificate
has not been modified in an unauthorized manner, and since the encrypted
message digest can be decrypted properly with the CA’s public key, the user is
assured that this CA created the certificate.

5. C. A bridge CA is a CA that is set up to handle all of the cross-certification
certificates and traffic between different CAs and trust domains. A bridge CA is
used instead of requiring all of the CAs to authenticate to each other and create
certificates with one another, which would end up in a full mesh configuration.

6. A. To protect itself, the company will make backups of the data encryption keys
its employees use for encrypting company information. If an employee is no
longer available, the company must make sure that it still has access to its own
business data. Companies should not need to back up digital signature keys,
since they are not used to encrypt data.
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7. B. The trust anchor for a PKI environment is the CA. All users and devices trust
the CA, which allows them to indirectly trust each other. The CA verifies and
vouches for each user’s and device’s identity, so these different entities can have
confidence that they are communicating with specific individuals.

8. C. The “m of n” control is the part of the key recovery software that allows a
certain number of people to be involved with recovering and reconstructing
a lost or corrupted key. A certain number of people (n) are allowed to
authenticate to the software, which will allow them to participate in the key
recovery process. Not all of those people may be available at one time, however,
so a larger number of people (m) need to be involved with the process. The
system should not allow only one person to carry out key recovery because that
person could then use the keys for fraudulent purposes.

9. D. The first three values are valid fields that are used in digital certificates.
Validity dates indicate how long the certificate is good for, the serial number
is a unique value used to identify individual certificates, and extensions
allow companies to expand the use of their certificates. A public key is included
in the certificate, which is an asymmetric key, not a symmetric key.

10. A. The certificate path is all of the certificates that must be validated before the
receiver of a certificate can validate and trust the newly received certificate.
When a user receives a certificate, they must obtain the certificate and public
key of all of the CAs until they come to a self-signed certificate, which is the
trusted anchor. So, the user must validate each of these certificates until the trusted
anchor is reached. The path between the receiver and a trusted anchor is referred
to as the certificate path. This is a hierarchical model of trust, and each rung
of the trust model must be verified before the end user’s certificate can be
validated and trusted.

11. B. The X.509 standard is currently at version 3. Version 3 added more extension
capabilities to digital certificates, which added more flexibility for companies
using PKIs. Companies can define many of these extensions to mean specific
things that are necessary for their proprietary or customized environment and
software.

12. A. The CPS outlines the certificate classes the CA uses and the CA’s procedures
for verifying end-entity identities, generating certificates, and maintaining the
certificates throughout their lifetimes. Any company that will be using a specific
CA needs to make sure it is going through these procedures with the level of
protection the company would require of itself. The company will be putting a
lot of trust in the CA, and so should do some homework and investigate how
the CA actually accomplishes its tasks.

13. D. A PKI is a framework that allows several different types of technologies,
applications, algorithms, and protocols to be plugged into it. The goal is to
provide a foundation that can provide a hierarchical trust model, which will
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allow end-entities to indirectly trust each other and allow for secure and trusted
communications.

14. B. Once a receiver validates a digital certificate, the embedded public key can be
extracted and used to encrypt symmetric session keys, encrypt messages, and
validate the sender’s digital signatures.

15. B. Certificates are added to a CRL if there is a reason that the public/private key
pair should no longer be bound to a specific person’s identity. This can happen
if a private key is compromised, meaning that it was stolen or captured—this
would mean someone else could be using the private key instead of the original
user, so the CRL is a protection mechanism that will alert others in the PKI of
this incident. Certificates can be added to the CRL if an employee leaves the
company or is no longer affiliated with the company for one reason or another.
Expired certificates are not added to CRLs.

16. A. Actually getting the data on the CRLs to end-entities is a huge barrier for
many PKI implementations. The environment can have distribution points set
up, which provides a centralized place that allows the users’ systems to query to
see if a certificate has been revoked or not. Another approach is to push down
the CRLs to each end-entity or to use an online service. The online service will
do the busy work for the end-entity by querying all the available CRLs and
returning a response to the end-entity indicating whether the certificate has
been revoked or not.

17. D. Digital certificates have extensions that allow companies to expand the use
of certificates within their environments. When a CA creates a certificate, it is
certifying the key pair to be used for a specific purpose (for digital signatures,
data encryption, validating a CA’s digital signature, and so on). If a CA adds a
critical flag to an extension, it is stating that the key pair can only be used for
the reason stated in the extension. If an end-entity receives a certificate with this
critical flag set and cannot understand and process the marked extension, the
key pair cannot be used at all. The CA is stating, “I will only allow the key pair
to be used for this purpose and under these circumstances.” If an extension is
marked non-critical, the end-entity does not have to be able to understand and
process that extension.

18. A. The CRL contains all of the certificates that have been revoked. Only the CA
can post information to this list. The CA then digitally signs the list to ensure
that any modifications will be detected. When an end-entity receives a CRL,
they verify the CA’s digital signature, which will tell them if the list has been
modified in an unauthorized manner and guarantees the correct CA signed the
list.

19. C. A certificate can be suspended if it needs to be temporarily taken out of
production for a period of time. If an employee goes on vacation and wants to
make sure no one can use their certificate, they can make a suspension request
to the CA, which will post the information to the CRL. The other answers in
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this question would require the certificate to be revoked, not suspended, and a
new certificate would need to be created for the user.

20. C. Cross certification means that two or more CAs create certificates for each
other. This takes place when two trust domains, each with their own CA, need
to be able to communicate—a trusted path needs to be established between
these domains. Once the first CA validates the other CA’s identity and creates a
certificate, it then trusts this other CA, which creates a trusted path between the
different PKI environments. The trust can be bidirectional or unidirectional.
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