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CHAPTER10Cryptography
In this chapter, you will

• Learn about the three types of cryptography
• Learn about the current cryptographic algorithms
• Understand how cryptography is applied for security

Cryptography is the science of encrypting information. People’s desire to hide informa-
tion from each other extends well back into ancient times. Once people had determined
that they could apply language to writing, they knew how to share information with oth-
ers. The next step was to keep information from others. The easiest way for people to do
this was to not teach others how to read and write the language. As that became ineffec-
tive, methods of shifting the letters around to make the text unreadable were attempted.

Spartans used a ribbon wrapped around a specific gauge cylinder and then wrote on
the ribbon. When unwrapped, the ribbon appeared to hold a strange string of letters.
The message could only be read when someone wrapped the ribbon back around the
same gauge cylinder. This is an example of a transposition cipher, where the same letters
are used but the order is changed.

The Romans typically used a different method known as a shift cipher. In this case,
one letter of the alphabet is shifted a set number of places in the alphabet for another
letter. A common modern-day example of this is the ROT13 cipher, where every letter is
rotated 13 positions in the alphabet; n is written instead of a, o instead of b, etc.

These ciphers were simple to use and unfortunately also simple to break. This led to
the need for more advanced transposition and substitution ciphers. As the systems be-
came more complex, they were frequently automated by some mechanical or electro-
mechanical device. A famous example of a modern encryption machine is the German
Enigma machine from World War II. This machine used a complex series of substitu-
tions to perform encryption, and interestingly enough gave rise to great amounts of re-
search in computers.

Cryptanalysis, which is the process of analyzing available information to attempt to
return the encrypted message to its original form, required advances in computer tech-
nology for the more complex encryption methods. The birth of the computer made it pos-
sible to easily execute more complex encryption algorithms, which is how encryption is
performed today. Computer technology has also aided cryptanalysis, allowing new meth-
ods to be tried, such as linear and differential cryptanalysis. Differential cryptanalysis is
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done by comparing the input plaintext to the output ciphertext to try and determine the
key. Linear cryptanalysis is similar in that it uses both plaintext and ciphertext, but it puts
the plaintext through a simplified cipher to try and deduce what the key is likely to be in
the full version of the cipher.

In this chapter, we will take a look at the most common algorithms in use today, both
symmetric and asymmetric, as well as some of the things encryption is used to achieve
on computer networks.

Algorithms
All current encryption schemes are based upon an algorithm, which is a step-by-step
problem-solving procedure—a recursive computational procedure for solving a prob-
lem in a finite number of steps. The cryptographic algorithm, or what we commonly call
the encryption algorithm or cipher, is made up of mathematical steps for encrypting
and decrypting information. Figure 10-1 shows the process and will hopefully give
better sense to the terms used in this chapter.

The best algorithms are always public algorithms that have been published for peer
review by other cryptographic and mathematical experts. The actual steps for encrypting
data can be published because of the design of the systems. They are designed to use a
key, which is a special piece of data used in both the encryption and decryption pro-
cesses. The algorithms that are used stay the same, but every implementation uses a dif-
ferent key, which ensures that even if someone knows the algorithm you are using, they
cannot break your security. The classic example of this is the early shift cipher, known as
Caesar’s cipher.

Caesar’s cipher uses an algorithm and a key, the algorithm specifying that you offset
the alphabet either to the right (forwards) or to the left (backwards), and the key specify-
ing how many letters the offset should be. For example, if the algorithm specified offset-
ting the alphabet to the right, and the key was three, the cipher would substitute for the
real letter the letter three to the right in the alphabet. In this example, both the algorithm
and key are simple, allowing for easy cryptanalysis of the cipher and easy recovery of the
plaintext message.

The ease with which shift ciphers were broken led to the development of substitution
ciphers. Substitution ciphers were very popular in Elizabethan England and are more
complex than shift ciphers. They work on the principle of substituting a different letter
for every letter: A becomes G, B becomes D, and so on. This system permits 26 possible
values for every letter in the message, making the cipher many times more complex than
a standard shift cipher. Simple analysis of the cipher could be performed to retrieve the
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key, however. By looking for common letters and patterns that would become words,
you can determine which cipher letter corresponds to which plaintext letter and there-
fore you can determine this system’s key value.

To correct this problem, more complexity had to be added to the system. The
Vigenère cipher works as a polyalphabetic substitution cipher that depends on a pass-
word. This is done by setting up a substitution table like this one:

L 10-1 A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
B C D E F G H I J K L M N O P Q R S T U V W X Y Z A
C D E F G H I J K L M N O P Q R S T U V W X Y Z A B
D E F G H I J K L M N O P Q R S T U V W X Y Z A B C
E F G H I J K L M N O P Q R S T U V W X Y Z A B C D
F G H I J K L M N O P Q R S T U V W X Y Z A B C D E
G H I J K L M N O P Q R S T U V W X Y Z A B C D E F
H I J K L M N O P Q R S T U V W X Y Z A B C D E F G
I J K L M N O P Q R S T U V W X Y Z A B C D E F G H
J K L M N O P Q R S T U V W X Y Z A B C D E F G H I
K L M N O P Q R S T U V W X Y Z A B C D E F G H I J
L M N O P Q R S T U V W X Y Z A B C D E F G H I J K
M N O P Q R S T U V W X Y Z A B C D E F G H I J K L
N O P Q R S T U V W X Y Z A B C D E F G H I J K L M
O P Q R S T U V W X Y Z A B C D E F G H I J K L M N
P Q R S T U V W X Y Z A B C D E F G H I J K L M N O
Q R S T U V W X Y Z A B C D E F G H I J K L M N O P
R S T U V W X Y Z A B C D E F G H I J K L M N O P Q
S T U V W X Y Z A B C D E F G H I J K L M N O P Q R
T U V W X Y Z A B C D E F G H I J K L M N O P Q R S
U V W X Y Z A B C D E F G H I J K L M N O P Q R S T
V W X Y Z A B C D E F G H I J K L M N O P Q R S T U
W X Y Z A B C D E F G H I J K L M N O P Q R S T U V
X Y Z A B C D E F G H I J K L M N O P Q R S T U V W
Y Z A B C D E F G H I J K L M N O P Q R S T U V W X
Z A B C D E F G H I J K L M N O P Q R S T U V W X Y

Then the password is matched up to the text it is meant to encipher. If the password is
not long enough, the password is repeated until one character of the password is
matched up with each character of the plaintext. For example, if the plaintext is “Sample
Message” and the password is “password” the resulting match is

passwordpassw

samplemessage

The cipher letter is determined by use of the grid above, matching the plaintext charac-
ter’s row with the password character’s column, resulting in a single ciphertext character
from where the two meet. Taking the example above the first two letters are “p” and “s”,
when plugged into the grid they output a ciphertext character of “h”. This process is re-
peated for every letter of the message.

In this example, the key in the encryption system is the password. It also illustrates
that an algorithm can be simple and still have security. If someone knows what the table
is, they can determine how the encryption was performed, but they still will not know
the key to decrypting the message.
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The more complex the key, the greater the security of the system. The Vigenère cipher
system and systems like it make the algorithms rather simple but the key rather com-
plex, with the best keys being very long and very random data. Key complexity is
achieved by giving the key a large number of possible values. The keyspace is the size of
every possible key value. When an algorithm lists a certain number of bits as a key, it is
defining the keyspace. It is important to note that because keyspace is a numerical value,
it is very important to ensure that comparisons are done using similar key types. Com-
paring a key made of 1 bit (2 possible values) and a key made of 1 letter (26 possible val-
ues) would not yield accurate results. Fortunately, the widespread use of computers
have made almost all algorithms state their keyspace values in terms of bits.

It is easy to see how key complexity affects an algorithm when you look at some of the
encryption algorithms that have been broken. DES (Data Encryption Standard) used a
56-bit key, allowing 72,000,000,000,000,000 possible values, but it has been broken by
modern computers. The modern implementation of DES, Triple DES (commonly known
as 3DES) uses a 128-bit key, or 340,000,000,000,000,000,000,000,000,000,000,000,000
possible values. You can see the difference in the possible values, and why 128 bits is gen-
erally accepted as the minimum to protect sensitive information.

When an algorithm is listed as being broken, it may be a result of the algorithm being
faulty or having been based on poor math, but more likely the algorithm has been rendered
obsolete by advancing technology. All encryption ciphers besides a “one-time pad” cipher
are susceptible to a brute force attack—attempting every possible key. With a very small key,
such as a 2-bit key, trying every possible value is simple, as you only have 4 possibilities: 00,
01, 10, or 11. While 72 quadrillion values seems like a lot, computers have advanced to the
extent that they can attempt billions of keys every second. This makes brute forcing a key
only a matter of time, so large keys are required to make brute-force attacks against the ci-
pher take longer than the effective value of the information that is enciphered by them.
One-time Pad ciphers are interesting because they have a key that is equal to the length of
the message, and must use completely random data for the key. This allows the keyspace to
be unlimited, therefore making a brute force attack impossible.

Computers in cryptography and cryptanalysis have to handle all this data in a bit for-
mat. They would have difficulty in using the table shown earlier, so many encryption
functions use a logical function to perform the encipherment. This function is typically
XOR which is the bitwise exclusive OR. XOR is used because

If (P XOR K) = C then (C XOR K) = P

If P is the plaintext and K is the key, then C is the ciphertext, making a simple symmetric
key cipher in the case where the sender and the receiver both have a shared secret (key)
to encrypt and decrypt data. While symmetric encryption is the most common type of
encryption, there are other types of encryption, such as public key or asymmetric en-
cryption, and hashing or one-way functions. They all have situations that they are natu-
rally suited for, and we will go over the way each type works and look at what they are
commonly used for.
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Hashing
Hashing functions are one of the most commonly used encryption methods. A hash is a
special mathematical function that performs one-way encryption, meaning that once
the algorithm is processed, there is no feasible way to take the ciphertext and retrieve the
plaintext that was used to generate it. Also, ideally, there is no feasible way to generate
two different plaintexts that compute to the same hash value. Figure 10-2 shows a ge-
neric hashing process.

Common uses of hashing functions are storing computer passwords and ensuring
message integrity. The idea is that hashing can produce a unique value corresponding to
the data entered, but the hash value is also reproducible by anyone else running the
same algorithm against the data. So, you could hash a message to get a message authen-
tication code (MAC), and the computational number of the message would show that
no intermediary has modified the message. This process works because hashing meth-
ods are typically public, and anyone can hash data using the specified method. It is
computationally simple to generate the hash, so it is simple to check the validity or in-
tegrity of something by matching the given hash to one that is locally generated.

A hash algorithm can be attacked with what is called a collision attack, where an at-
tacker finds two different messages that hash to the same value. Two of the popular hash
algorithms are Secure Hash Algorithm (SHA) and Message Digest of varying versions
(MD2, MD4, MD5).

SHA
SHA was developed in 1993 by the National Institute of Standards and Technology (NIST)
and the National Security Agency (NSA). It was designed as the algorithm to be used for se-
cure hashing in the U.S. Digital Signature Standard (DSS). It is modeled on the MD4 algo-
rithm and implements fixes in that algorithm discovered by the NSA. It creates message
digests 160 bits long that then can be used by the Digital Signature Algorithm (DSA), which
can then compute the signature of the message. This is computationally simpler, as the mes-
sage digest is typically much smaller than the actual message. Smaller message = less work.

SHA works, as all hashing functions work, by applying a compression function to the
data input. It accepts an input of up to 264 bits or less and then compresses down to a
hash of 160 bits. SHA works in block mode, separating the data into words first, and
then grouping the words into blocks. The words are 32-bit strings converted to hex;
grouped together as 16 words they make up a 512-bit block. If the data that is input to
SHA is not a multiple of 512, the message is padded with zeros and an integer describing
the original length of the message.

Chapter 10: Cryptography
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Once the message has been formatted for processing, the actual hash can be gener-
ated. The 512-bit blocks are taken in order B1, B2, B3, . . . , Bn until the entire message has
been processed. The computation uses 80 32-bit words labeled W0, W1, W2, . . . , W79 be-
ing sent to two 5-word buffers. The first 5-word buffer’s words are labeled A, B, C, D, E,
and the second 5-word buffer has them labeled H0, H1, H2, H3, H4. There is also a sin-
gle-word buffer, TEMP. Before processing any blocks, the Hi are initialized as follows:

H0 = 67452301

H1 = EFCDAB89

H2 = 98BADCFE

H3 = 10325476

H4 = C3D2E1F0

The first block now gets processedby dividing the first block into 16 words:

W0 through W15

For t = 16 through 79

Wt = S1(Wt-3 XOR Wt-8 XOR Wt-14 XOR Wt-16)

Let A = H0 B = H1 C = H2 D = H3 E = H4

For t = 0 through 79

Let TEMP = S5(A) + ft(B,C,D) + E + Wt + Kt;

E = D; D = C; C = S30(B); B = A; A = TEMP

Let H0 = H0 + A; H1 = H1 + B; H2 = H2 + C; H3 = H3 + D; H4 = H4 + E

After this has been completed for all blocks, the entire message is now represented by
the 160-bit string H0 H1 H2 H3 H4.

SHA is one of the more secure hash functions, with no known successful attacks against
it. Also, its output is 160 bits long versus the more common 128-bit result from MD5.
This added security and resistance to attack in SHA requires more processing power.

Message Digest (MD
Message Digest (MD) is the generic version of one of three algorithms, all designed to
create a message digest or hash from data input into the algorithm. MD algorithms work
in the same manner as SHA in that they use a secure method to compress the file and
generate a computed output of a specified number of bits. They were all developed by
Ronald L. Rivest of MIT.
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MD2
Message Digest 2 was developed in 1989 and is in some ways an early version of the later
MD5 algorithm. It takes a data input of any length and produces a hash output of 128
bits. It is different from MD4 and MD5 in that MD2 is optimized for 8-bit machines,
whereas the other two are optimized for 32-bit machines. As with SHA, the input data is
padded to become a multiple—in this case a multiple of 16 bytes. After padding, a
16-byte checksum is appended to the message. The message is then processed in 16-byte
blocks. After initialization, the algorithm invokes a compression function.

The compression function operates as shown here:

T = 0

For J = 0 through 17

For k = 0 through 47

T = Xk XOR St

Xk = T

T = (T + J)mod 256

After the function has been run for every 16 bytes of the message, the output result is a
128-bit digest. The only known attack that is successful against MD2 is dependant on
the checksum not being appended to the message before the hash function is run. With-
out a checksum, the algorithm can be vulnerable to a collision attack.

MD4
Message Digest 4 was developed in 1990 and is optimized for 32-bit computers. It is a
fast algorithm, but it is not as secure. Like MD2 it takes a data input of some length and
outputs a digest of 128 bits. The message is padded to become a multiple of 512, which
is then concatenated with the representation of the message’s original length.

As with SHA, it is then divided into blocks and also into 16 words of 32 bits. All blocks
of the message are processed in three distinct rounds. The digest is then computed using a
four-word buffer. The final four words left after compression are the 128-bit hash.

There is also an extended version of MD4 that computes the message in parallel and
produces two 128-bit outputs—effectively a 256-bit hash. Even though a longer hash is
produced, security has not been improved because of basic flaws in the algorithm.
Dobbertin has shown how collisions in MD4 can be found in under a minute using just
a PC. This vulnerability to collisions applies to 128-bit MD4 as well as 256-bit MD4.
Most people are moving away from MD4 to MD5 or SHA.

MD5
Message Digest 5 was developed in 1991 and is structured after MD4 but with addi-

tional security to overcome the problems in MD4. Therefore, it is very similar to the
MD4 algorithm, only slightly slower and more secure.
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MD5 creates a 128-bit hash of a message of any length. Like MD4, it segments the
message into 512-bit blocks and then into 16 32-bit words. First the original message is
padded to be 64 bits short of a multiple of 512 bits. Then a 64-bit representation of the
original length of the message is added to the padded value to bring the entire message
up to a 512-bit multiple.

After padding is complete, four 32-bit variables, A, B, C, D, are initialized. A, B, C, D
are copied into a, b, c, d, and then the main function begins. This has four rounds, each
using a different nonlinear function 16 times. These functions operate on three of a, b, c,
d, adding the result to the fourth variable, the fourth variable being a sub-block of the
text and a constant, then rotating the resultof that addition to the right a variable num-
ber of bits, specified by the round of the algorithm. After adding the result of this opera-
tion to one of a, b, c, d, that sum replaces one of a, b, c, d. After the four rounds are
completed, a, b, c, d are added to A, B, C, D, and the algorithm moves on to the next
block. After all blocks are completed, A, B, C, D are concatenated to form the final out-
put of 128 bits.

Currently there are no true known attacks against MD5, but there has been crypta-
nalysis that displays weaknesses in the compression function. However, this weakness
does not lend itself to an attack on MD5, itself. There are also methods to brute force
hash functions for collisions, but the cost of hardware to perform the attack and the
length of time required to produce the collision make the technique impractical. A cus-
tom machine to search for collisions was estimated to cost $10 million and require 24
days of run time by Paul C. van Oorschot and Michael J. Wiener in “Parallel Collision
Search with Application to Hash Functions and Discrete Logarithms” The combination
of these problems with MD5 has pushed people to adopt SHA for security reasons.

Hashing Summary
Hashing functions are very common, and they play an important role in the way infor-
mation, such as passwords, is stored securely, and the way in which messages can be
signed. By computing a digest of the message, less data needs to be signed by the more
complex asymmetric encryption, and this still maintains assurances about message in-
tegrity. This is the primary purpose for which the protocols were designed, and their suc-
cess will allow greater trust in electronic protocols and digital signatures.

Symmetric Encryption
Symmetric encryption is the older and more simple method of encrypting information. The
basis of symmetric encryption is that both the sender and the receiver of the message have
previously obtained the same key. This is, in fact, the basis for even the oldest ciphers—the
Spartans needed the exact same size cylinder, making the cylinder the “key” to the message,
and in shift ciphers both parties need to know the direction and amount of shift being per-
formed. All symmetric algorithms are based upon this shared secret principle, including even
the unbreakable one-time pad method. Figure 10-3 is a simple diagram showing the pro-
cess that a symmetric algorithm goes through to provide encryption from plaintext to
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ciphertext. This ciphertext message is, presumably, transmitted to the message recipient
who goes through the process to decrypt the message. Figure 10-3 shows the keys to the al-
gorithm, which are the same value in the case of symmetric encryption.

Unlike hash functions, there is a cryptographic key involved in symmetric encryp-
tion, so there must be a mechanism for key management. Managing the cryptographic
keys is very important in symmetric algorithms because the key unlocks the data you are
trying to protect. However, the key also needs to be known or transmitted in a secret way
to the other party that you wish to communicate with. This key management applies to
all things that could happen to a key, securing it on the local computer, securing it on
the remote one, protecting it from data corruption, protecting it from loss, as well as
probably the most important step, protecting the key while it is transmitted between the
two parties.

Later in the chapter we will look at public key cryptography, which greatly eases the
key management issue, but for symmetric algorithms the most important lesson is to
store and send the key only by known secure means. We will also look at some of the
more popular symmetric encryption algorithms in use today, such as DES, 3DES, AES,
IDEA, and others, as well as their key lengths.

DES
DES stands for Data Encryption Standard. It was first developed over twenty years ago.
In 1973 the National Bureau of Standards (NBS), now known as the National Institute
of Standards and Technology (NIST), issued a request for proposals for a standard cryp-
tographic algorithm. They received a promising response in an algorithm called Lucifer,
originally developed by IBM. The NBS and the NSA worked together to analyze the algo-
rithm’s security, and eventually DES was adopted as a federal standard in 1976.

NBS specified that the DES standard had to be recertified every five years. While DES
passed without a hitch in 1983, the NSA said it would not recertify it in 1987. However,
since there was no alternative for many businesses, there were many complaints, and the
NSA and NBS were forced to recertify it again. The algorithm was then recertified in 1993,
but NIST is now looking at the Advanced Encryption Standard (AES) to replace DES.

DES is what is known as a block cipher, segmenting the input data into blocks of a
specified size, typically padding the last block to make it a multiple of the block size re-
quired. In the case of DES, the block size is 64 bits, which means DES takes a 64-bit in-
put and outputs 64 bits of ciphertext. This process is repeated for all 64-bit blocks in the
message. DES uses a key length of 56 bits, and all security rests within the key. The same
algorithm and key are used for both encryption and decryption.
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Figure 10-3
Layout of a
symmetric
algorithm
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At the most basic level, DES performs a substitution and then a permutation (a form
of transposition) on the input, based upon the key. This action is called a round, and
DES performs this 16 times on every 64-bit block. It works in three stages:

1. The algorithm accepts plaintext, P, and performs an initial permutation, IP, on
P producing P0. The block is then broken into left and right halves, the left (L0)
being the first 32 bits of P0 and the right (R0) being the last 32 bits of P0.

2. With L0 and R0, 16 rounds are performed until L16 and R16 are generated.

3. The inverse permutation, IP-1, is applied to L16R16 to produce ciphertext C.

The second stage mentions executing 16 times, and these rounds are where the bulk of the
encryption is performed. The individual rounds work with the following computation:

Where i represents the current round,

Li = Ri-1

Ri = Li-1 XOR f(Ri-1,Ki)

Ki represents the current round’s 48-bit string derived from the 56-bit key, and f repre-
sents the diffusion function. This function operates as follows:

1. 48 bits are selected from the 56-bit key.

2. The right half is expanded from 32 bits to 48 bits via an expansion
permutation.

3. Those 48 bits are combined via XOR with the 48-key bits.

4. This result is then sent through 8 S-boxes, producing 32 new bits, and then it is
permuted again.

After all 16 rounds have been completed and the inverse permutation has been com-
pleted, the ciphertext is output as 64 bits. Then the algorithm picks up the next 64 bits and
starts all over again. This is carried on until the entire message has been encrypted with DES.
As mentioned before, the same algorithm and key are used to decrypt DES as to encrypt.
The only difference is that the sequence of key permutations are used in reverse order.

Over the years that DES has been a cryptographic standard, there has been a lot of
cryptanalysis, and while the algorithm has held up very well, there have been some con-
cerns. Weak keys are keys that are less secure than the majority of keys allowed in the
keyspace of the algorithm. In the case of DES, because of the way the initial key is modi-
fied to get the subkey, certain keys are weak keys. The weak keys are ones that equate in
binary to having all ones or all zeros, or where half is all ones and the other half is all ze-
ros, like these shown in Figure 10-4.

There are also semi-weak keys, where two keys will encrypt plaintext to identical
ciphertext, meaning that either key will decrypt the ciphertext. The total number of pos-
sibly weak keys is 64, which is very small compared with the 256 possible keys in DES.
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There is also the question of 16 rounds. There have been multiple successful attacks
against DES algorithms that use fewer rounds. Any DES with fewer than 16 rounds
could be analyzed more efficiently with chosen plaintext than via a brute-force attack
using differential cryptanalysis. With 16 rounds and not using a weak key, DES is rea-
sonably secure, and amazingly has been for over 20 years. In 1999 there was a distrib-
uted effort consisting of a supercomputer and 100,000 PCs over the Internet to break a
56-bit DES key. By attempting over 240 billion keys per second, they were able to re-
trieve the key in less than a day. This demonstrates an incredible resistance to cracking a
20-year-old algorithm, but it also demonstrates that more stringent algorithms are
needed to protect data today.

3DES
3DES (Triple DES) is a variant of DES. Depending on the specific variant, it uses either
two or three keys instead of the single key that DES uses. It also spins through the DES
algorithm three times via what’s called multiple encryption.

Multiple encryption can be performed several different ways. The simplest method of
multiple encryption is just to stack algorithms on top of each other—taking plaintext,
encrypting it with DES, then encrypting the first ciphertext with a different key, then en-
crypting the second ciphertext with a third key. In reality, this technique is less effective
than the technique that 3DES uses, which is to encrypt with one key, then decrypt with a
second, and then encrypt with a third, as shown in Figure 10-5.

Figure 10-4
Weak DES Keys

Figure 10-5
Diagram of 3DES
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This greatly increases the number of attempts needed to retrieve the key, and this is a
significant enhancement of security. The additional security comes with a price, though.
It can take up to three times as long to compute 3DES as it does to compute DES. How-
ever, the advances in memory and processing power in today’s electronics should make
this problem irrelevant in all devices except for very small low power handhelds.

The only weaknesses of 3DES are the ones that already exist in DES, and due to the
use of different keys in the same algorithm, affecting a longer key length by adding the
first keyspace to the second keyspace, and the greater resistance to brute forcing, 3DES
has less actual weakness. 3DES is a good interim step before the new encryption standard,
AES, is fully implemented to replace DES.

AES
Because of the advancement of technology and the progress being made in quickly re-
trieving DES keys, NIST put out a request for proposals for a new Advanced Encryption
Standard (AES). It called for a block cipher using symmetric key cryptography and sup-
porting key sizes of 128, 192, and 256 bits. After evaluation, the NIST had five finalists:

• MARS IBM

• RC6 RSA

• Rijndael John Daemen and Vincent Rijmen

• Serpent Ross Anderson, Eli Biham, and Lars Knudsen

• Twofish Bruce Schneier, John Kelsey, Doug Whiting, David Wagner, Chris Hall,
and Niels Ferguson

In the fall of 2000, NIST picked Rijndael to be the new AES. It was chosen for its over-
all security as well as its good performance on limited capacity devices. Rijndael’s design
was influenced by Square, also written by John Daemen and Vincent Rijmen. Like
Square, Rijndael is a block cipher separating data input in 128-bit blocks. Rijndael can
also be configured to use blocks of 192 or 256 bits, but AES will standardize on 128-bit
blocks. AES can have key sizes of 128, 192, and 256 bits, with the size of the key affecting
the number of rounds used in the algorithm.

Like DES, AES works in three steps on every block of input data:

1. Add round key, performing an XOR of the block with a subkey.

2. Perform the number of normal rounds required by the key length.

3. Perform a regular round without the mix-column step found in the normal round.

After these steps have been performed, a 128-bit block of plaintext produces a
128-bit block of ciphertext. As mentioned in the Step 2, AES performs multiple rounds.
This is determined by the key size. A key size of 128 bits requires 9 rounds, 192-bit keys
will require 11 rounds, and 256-bit keys use 13 rounds. There are four steps performed
in every round:
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• Byte sub Each byte is replaced by its S-box substitute.

• Shift row Bytes are arranged in a rectangle and shifted.

• Mix column Matrix multiplication is performed based upon the arranged
rectangle.

• Add round key This round’s subkey is cored in.

These steps are performed until the final round has been completed, and when the final
step has been performed, the ciphertext is output.

This new algorithm is well thought out and has suitable key length to provide secu-
rity for many years to come. While there are currently no efficient attacks against AES,
more time and analysis will tell if this standard can last as long as DES has.

CAST
CAST is an encryption algorithm similar to DES in its structure. It was designed by
Carlisle Adams and Stafford Tavares. CAST uses a 64-bit block size for 64- and 128-bit
key versions, and a 128-bit block size for the 256-bit key version. Like DES, it divides the
plaintext block into a left half and a right half. The right half is then put through func-
tion f and then is XORed with the left half. This becomes the new right half, and the orig-
inal right half becomes the new left half. This is repeated for eight rounds for a 64-bit
key, and the left and right output is concatenated to form the ciphertext block.

As mentioned before, CAST supports longer key lengths than the original 64-bit one.
Changes to the key length affect the number of rounds: CAST-128 specifies 16 rounds,
and CAST-256 has 48 rounds. This algorithm in CAST-256 form was submitted for the
AES standard but was not chosen. CAST has been through thorough analysis with only
minor weaknesses discovered that are dependent on low numbers of rounds. There is cur-
rently better way known to break high-round CAST than by brute forcing the key, mean-
ing that with sufficient key length, CAST should be placed with other trusted algorithms.

RC
RC is a general term for several ciphers all designed by Ron Rivest—RC officially stands for
Rivest Cipher. RC1, RC2, RC3, RC4, RC5, and RC6 are all ciphers in the series. RC1 and
RC3 never made it to release, but RC2, RC4, RC5, and RC6 are all working algorithms.

RC2
RC2 was designed to be a DES replacement, and it is a variable-key-size block-mode ci-
pher. The key size can be from 8 bits to 1,024 bits with the block size being fixed at 64
bits. RC2 breaks up the input blocks into four 16-bit words, and then puts them through
18 rounds of one of two operations. The two operations are mix and mash. The se-
quence in which the algorithms works is as follows:

1. Initialize the input block to words R-0 through R3

2. Expand the key into K0 through K63
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3. Initialize j = 0

4. Five mix rounds

5. One mash round

6. Six mix rounds

7. One mash round

8. Five mix rounds

This outputs 64 bits of ciphertext for 64 bits of plaintext. The individual operations are
performed as follows, with “rol” in this description meaning to rotate the word left.

This is the mix operation:

Ri = Ri + Kj + (Ri-1 & Ri-2) + ((~Ri-1) & Ri-1)

j = j + 1

Ri = Ri rol si

This is the Mash operation:

Ri = Ri + K[Ri-1 & 63]

According to RSA, RC2 is up to three times faster than DES. RSA maintained RC2 as a
trade secret for a long time, with the source code eventually being illegally posted on the
Internet. The ability of RC2 to accept different key lengths is one of the larger vulnerabil-
ities in the algorithm. Any key length below 64 bits can be easily retrieved by modern
computational power.

RC5
RC5 is a block cipher, written in 1994. It has multiple variable elements, numbers of
rounds, key sizes, and block sizes. The algorithm starts by separating the input block
into two words, A and B.

A = A + S0

B = B + S1

For i = 1 to r

A = ((A XOR B) <<< B) + S2i

B = ((B XOR A) <<< A) + S2i+1

A and B represent the ciphertext output. This algorithm is relatively new, but if config-
ured to run enough rounds, RC5 seems to provide adequate security for current brute
forcing technology. Rivest recommends using at least 12 rounds. With 12 rounds in the
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algorithm cryptanalysis in a linear fashion proves less effective than brute force against
RC5, and differential analysis fails for 15 or more rounds. There is also a newer algo-
rithm, RC6.

RC6
RC6 is based on the design of RC5. It uses a 128-bit block size, separated into four words
of 32 bits each. It uses a round count of 20 to provide security, and it has three possible
key sizes: 128, 192, and 256 bits. The four words are named A, B, C, D, and the algo-
rithm works like this:

B = B + S0

D = D + S1

For i = 1 – 20

[t = (B * (2B + 1)) <<< 5

u = (D * (2D + 1)) <<< 5

A = ((A XOR t) <<< u) + S2i

C = ((C XOR u) <<< t) + S2i+1

(A, B, C, D) = (B, C, D, A)]

A = A + S42

C = C + S43

The output of A, B, C, D after 20 rounds is the ciphertext.
RC6 is a modern algorithm that runs well on 32-bit computers. With a sufficient

number of rounds, the algorithm makes both linear and differential cryptanalysis infea-
sible. The available key lengths make brute-force attacks extremely time consuming.
RC6 should provide adequate security for some time to come.

RC4
RC4 was created before RC5 and RC6, but it differs in operation. RC4 is a stream cipher,
whereas all the symmetric ciphers we have looked at so far have been block-mode ciphers.
A stream-mode cipher works by enciphering the plaintext in a stream, usually bit by bit.
This makes stream ciphers faster than block-mode ciphers. Stream ciphers accomplish
this by performing a bitwise XOR with the plaintext stream and a generated keystream.

RC4 operates in this manner. It was developed in 1987 and remained a trade secret of
RSA until it was posted to the Internet in 1994. RC4 can use a key length of 8 to 2,048
bits, though the most common versions use 128-bit keys, or if subject to the old export
restrictions, 40-bit keys. The key is used to initialize a 256-byte state table. This table is
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used to generate the pseudo-random stream that is XORed with the plaintext to generate
the ciphertext.

The operation is performed as follows:

I = 0

j = 0

I = (I + 1) mod 256

j = (j + Si) mod 256

Swap Si and Sj

t = (Si + Sj) mod 256

K = St

K is then XORed with the plaintext. Alternatively, K is XORed with the ciphertext to pro-
duce the plaintext.

The algorithm is fast, sometimes 10 times faster than DES. The most vulnerable point
of the encryption is the possibility of weak keys. One key in 256 can generate bytes
closely correlated with key bytes.

Blowfish
Blowfish was designed in 1994 by Bruce Schneier. It is a block-mode cipher using 64-bit
blocks and a variable key length from 32 to 448 bits. It was designed to run quickly on
32-bit microprocessors and is optimized for situations where there are few key changes.
Encryption is done by separating the 64-bit input block into two 32-bit words, and then
a function is executed every round. Blowfish has 16 rounds. Once the input has been
split into left and right words, the following function is performed:

For I = 1 – 16

XL = XL XOR Pi

XR = F(XL) XOR XR

Swap XL and XR

Then, swap XL and XR

XR = XR XOR P17

XL = XL XOR P18
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The two words are then recombined to form the 64-bit output ciphertext.
The only successful cryptanalysis to date against Blowfish has been against variants that

used reduced rounds. There does not seem to be a weakness in the full 16-round version.

IDEA
IDEA started out as PES, or Proposed Encryption Cipher, in 1990. It was modified to im-
prove its resistance to differential cryptanalysis and its name was changed to IDEA (Inter-
national Data Encryption Algorithm) in 1992. It is a block-mode cipher using a 64-bit
block size and a 128-bit key. The input plaintext is split into four 16-bit segments, A, B, C,
D. The process uses eight rounds with each round performing the following function:

A * S1 = X1

B + S2 = X2

C + S3 = X3

D * S4 = X4

X1 XOR X3 = X5

X2 XOR X4 = X6

X5 * S5 = X7

X6 + X7 = X8

X8 * S6 = X9

X7 + X9 = X10

X1 XOR X9 = X11

X3 XOR X9 = X12

X2 XOR X10 = X13

X4 XOR X10 = X14

X11 = A

X13 = B

X12 = C

X14 = D
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Then the next round starts. After eight rounds are completed, four more steps are done:

X11 * S49 = C1

X12 + S50 = C2

X13 + S51 = C3

X14 + S52 = C4

The output of the last four steps is then concatenated to form the ciphertext.
This algorithm is new, but all current cryptanalysis on full, eight-round IDEA shows

that the most efficient attack would be to brute force the key. The 128-bit key would pre-
vent this attack being accomplished, given current computer technology. The only
known issue is that IDEA is susceptible to a weak key—a key that is made of all zeros.
This weak key is easy to check for, and the weakness is simple to mitigate.

Symmetric Encryption Summary
Symmetric algorithms are important because they are comparatively fast and have fewer
computational requirements. Their main weakness is that two geographically distant
parties need to have a key that matches exactly. In the past, keys could be much simpler
and still be secure, but with today’s computational power, simple keys can be brute
forced very quickly. This means that larger and more complex keys must be used and ex-
changed. This exchange of keys is greatly facilitated by our next subject, asymmetric or
public key cryptography.

Asymmetric Encryption
Asymmetric cryptography is in many ways completely different than symmetric cryp-
tography. While both are used to keep data from being seen by unauthorized users,
asymmetric cryptography uses two keys instead of one. It was invented by Whitfield
Diffie and Martin Hellman in 1975. Asymmetric cryptography is more commonly
known as public key cryptography. The system uses a pair of keys: a private one that is
kept secret, and a public key that can be sent to anyone. The system’s security relies upon
resistance to deducing one key, given the other, and thus retrieving the plaintext from
the ciphertext.

Public key systems typically work by using hard math problems. One of the more
common methods is through the difficulty of factoring large numbers. These functions
are often called trapdoor functions, as they are difficult to process without the key, but
easy when you have the key—the trapdoor through the function. For example, given a
prime number, say 293, and another prime, such as 307, it is an easy function to multi-
ply them together to get 89,951. Given 89,951, it is not simple to find the factors 293
and 307 unless you know one of them already. Computers can easily multiply very large
primes with hundreds or thousands of digits but cannot easily factor the product.
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The strength of these functions is very important: because an attacker is likely to have
access to the public key, they can run tests of known plaintext and produce ciphertext.
This allows instant checking of guesses that are made about the keys of the algorithm.
RSA, Diffie-Hellman, ECC, and ElGamal are all popular asymmetric protocols. We will
look at all of them and their suitability for different functions.

RSA
RSA is one of the first public key cryptosystems ever invented. It can be used for both en-
cryption and digital signatures. RSA is named after its inventors, Ron Rivest, Adi Shamir,
and Leonard Adleman, and was first published in 1977.

This algorithm uses the product of two very large prime numbers and works on the
principle of difficulty in factoring such large numbers. It’s best to choose to large prime
numbers from 100 to 200 digits in length and that are equal in length. These two primes
will be P and Q. Randomly choose an encryption key, E, so that E is greater than 1, E is less
than P * Q, and E must be odd. E must also be relatively prime to (P – 1) and (Q – 1).
Then compute the decryption key D:

D = E–1 mod ((P – 1)(Q – 1))

Now that the encryption key and decryption key have been generated, the two prime
numbers can be discarded, but they should not be revealed. To encrypt a message, it
should be divided into blocks less than the product of P and Q. Then,

Ci = Mi

E mod (P * Q)

C is the output block of ciphertext matching the block length of the input message, M.
To decrypt a message take ciphertext, C, and use this function:

Mi = Ci

D mod (P * Q)

This use of the second key retrieves the plaintext of the message.
This is a simple function, but its security has withstood the test of over 20 years of

analysis. Considering the effectiveness of RSA’s security and the ability to have two keys,
why are there symmetric encryption algorithms at all? The answer is speed. RSA in soft-
ware can be 100 times slower than DES, and in hardware it can be even slower.

RSA can be used to do both regular encryption and digital signatures. Typically RSA
and the other public key systems are used in conjunction with symmetric key cryptogra-
phy. Public key, the slower protocol, is used to exchange the private key, and then the
communication uses the faster symmetric key protocol. This process is known as elec-
tronic key exchange.

Since the security of RSA is based upon the supposed difficulty of factoring large
numbers, the main weaknesses are in the implementations of the protocol. Until re-
cently, RSA was a patented algorithm, but it was a de facto standard for many years.
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Diffie-Hellman
Diffie-Hellman was created in 1976 by Whitfield Diffie and Martin Hellman. This pro-
tocol is one of the most common encryption protocols in use today. It plays a role in the
electronic key exchange method of the Secure Sockets Layer (SSL) protocol. It is also
used by the SSH and IPsec protocols. This protocol is important because it enables the
sharing of a secret key between two people who have not contacted each other before.

The protocol, like RSA, uses large prime numbers to work. Two users agree to two num-
bers, P and G, with P being a sufficiently large prime number, and G being the generator.
Both users pick a secret number, a and b. Then both users compute their public number:

User 1 X = Ga mod P, with X being the public number

User 2 Y = Gb mod P, with Y being the public number

The users then exchange public numbers. User 1 knows P, G, a, X, Y.

User 1 Computes Ka=Ya mod P

User 2 Computes Kb=Xb mod P

With Ka = Kb = K, now both users know the new shared secret K.
This is the basic algorithm, and though there have been methods to strengthen it,

Diffie-Hellman is still in wide use. It remains very effective because of the nature of what
it is protecting, which is just a temporary automatically generated secret key that is only
good for a single communication session.

ElGamal
ElGamal can be used for both encryption and digital signatures. Taher ElGamal de-
signed the system in the early 1980s. This system was never patented and is free for use.
It is used as the U.S. government standard for digital signatures.

The system is based upon the difficulty of calculating discrete logarithms in a finite
field. Three numbers are needed to generate a key pair. User 1 chooses a prime, P, and
two random numbers, F and D. F and D should both be less than P. Then you can calcu-
late the public key A:

A = DF mod P

Then A, D, and P are shared with the second user, with F being the private key. To en-
crypt a message, M, a random key, k, is chosen that is relatively prime to P – 1. Then,

C1 = Dk mod P

C2 = AkM mod P
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C1 and C2 makes up the ciphertext. Decryption is done by

M = C2/C1

F mod P

ElGamal uses a different function for digital signatures. To sign a message, M, once
again choose a random value k that is relatively prime to P – 1. Then,

C1 = Dk mod P

C2 = (M – C1*F)/k (mod P – 1)

C1 concatenated to C2 is the digital signature.
ElGamal is an effective algorithm and has been in use for some time. It is used pri-

marily for digital signatures. Like all asymmetric cryptography, it is slower than symmet-
ric cryptography.

ECC
Elliptic curve cryptography (ECC) works on the basis of elliptic curves. An elliptic curve
is a simple function that is drawn as a gently looping curve on the X,Y plane. They are de-
fined by this equation:

y2 = x3 + ax2 + b

Elliptic curves work because they have a special property—that you can add two points
on the curve together and get a third point on the curve.

For cryptography, the elliptic curve works as a public key algorithm. Users agree on
an elliptic curve and a fixed curve point. This information is not a shared secret, these
points can be made public without compromising the security of the system. User 1
then chooses a secret random number, K1, and then computes a public key based upon a
point on the curve:

P1 = K1 * F

User 2 performs the same function and generates P2. Now user 1 can send user 2 a mes-
sage by generating a shared secret:

S = K1 * P2

User 2 can generate the same shared secret independently:

S = K2 * P1

This is true because

K1 * P2 = K1 * (K2 * F) = (K1 * K2) * F = K2 * (K1 * F) = K2 * P1
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The security of elliptic curve systems has been questioned, mostly because of lack of
analysis. However, all public key systems rely on the difficulty of certain math prob-
lems. It would take a breakthrough in math for any of the mentioned systems to be
weakened dramatically, but research has been done about the problems and has shown
that the elliptic curve problem has been more resistant to incremental advances. Again,
as with all cryptography algorithms, only time will tell how secure they really are.

Asymmetric Encryption Summary
Asymmetric encryption creates the possibility of digital signatures and also corrects the
main weakness of symmetric cryptography. The ability to send messages securely with-
out having to have had prior contact is growing to be one of the basic blocks of secure
communication. Digital signatures will enable faster and more efficient exchange of all
kinds of documents, including legal documents. With strong algorithms and good key
lengths, security can be assured.

Usage
The use of cryptographic algorithms grows every day as more and more information be-
comes digitally encoded or put online. All of this data needs to be secured, and the best
current way to do that has been encryption. We have looked at the algorithms; we will
now consider some of the tasks they accomplish and things that they are best suited for.
Security is typically defined as a product of five components: confidentiality, integrity,
availability, authentication, and nonrepudiation. Encryption can address four of these
five components with confidentiality, integrity, non-repudiation, and authentication.

Confidentiality
Confidentiality is what is typically thought about when the term security comes up. Con-
fidentiality is the ability to keep some piece of data a secret. In the digital world, confi-
dentiality is something that encryption excels at providing.

There are two uses of confidentiality: on stored data and on transmitted data. In both
cases, symmetric encryption is favored because of its speed and because some asymmet-
ric algorithms can significantly increase the size of the object being encrypted. In the
case of a stored item, there is typically no need to have a public key, as the item is being
encrypted to protect it from others. In the case of transmitted data, the typical case is to
use public key cryptography to exchange the secret key, and then to use symmetric cryp-
tography to ensure the confidentiality of the data being sent.

Asymmetric cryptography does protect confidentiality, but its size and speed make it
more efficient at protecting the confidentiality of small units, such as for electronic key
exchange. In all cases, it is the strength of the algorithms and the length of the keys that
ensure the secrecy of the data in question.
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Integrity
Integrity is better known as message integrity, and it is a crucial component of message
security. When a message is sent, both the sender and recipient need to know that the
message was not altered in transmission. This is especially important when it comes to
legal contracts—recipients need to know that the contracts have not been altered. The
signers also have to have a way to validate that the contract they signed is not altered in
the future.

This integrity is provided with one-way hash functions and digital signatures. The
hash functions compute the message digests, and this guarantees the integrity of the
message by allowing easy testing to determine whether any part of the message has been
changed. The message now has a computed function (the hash value) to tell the users to
resend the message if it was intercepted and interfered with.

This hash value is combined with asymmetric cryptography by taking the message’s
hash value and encrypting it with the user’s private key. This lets anyone with the user’s
public key decrypt the hash and compare it to the locally computed hash, ensuring not
only the integrity of the message but positively identifying the sender.

Nonrepudiation
An item of some confusion, nonrepudiation is actually fairly simple. It means that the
sender cannot later deny that they sent the message. This is important in electronic ex-
changes of data because of the lack of face-to-face meetings. Nonrepudiation is based
upon public key cryptography and the principle of only you knowing your private key.
The presence of a message signed by you, using your private key, which nobody else
should know, is an example of nonrepudiation. When a third party can check your sig-
nature using your public key, that disproves any claim that you were not the one who ac-
tually sent the message. Nonrepudiation is tied to asymmetric cryptography and cannot
be implemented with symmetric algorithms.

Authentication
Authentication is simply being able to prove you are who you say you are. Authentica-
tion is similar to nonrepudiation, except that it is often used before communication be-
gins, not after. Authentication is also typically used in both directions as part of a
protocol.

Authentication can be done in a multitude of ways, the most basic being the use of a
simple password. Every time you check your e-mail, you authenticate yourself to the
server. This process can grow to need two or three identifying factors, like a password, a
token, and a biometric.

Digital certificates are one form of such tokens. When you log in to a secure web site,
one-way authentication occurs. You want to know that you are logging into the server
that you mean to, so your browser checks the server’s digital certificate. This is a token
that is digitally signed by a trusted third party, assuring you that the sender is genuine.
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This authentication is one way because the server does not need to know that you are
who you say you are—it will authenticate your credit card later on. However two-way
authentication can work the same way, where you send your digital certificate signed by
a third party, and the other entity you are communicating with sends theirs.

While symmetric encryption can be used as a simple manner of authentication (only
the authorized should know the secret, after all) asymmetric encryption is better suited
to show, via digital signatures and certificates, that you are who you say you are.

Digital Signatures
Digital signatures have been touted as being the key to truly paperless document flow,
and they do have promise for improving the system. Digital signatures are based upon
both hashing functions and asymmetric cryptography. Both encryption methods play
an important role when signing digital documents.

Unprotected digital documents are very easy for anyone to change. If a document is
edited after an individual signs it, it is important that this modification can be detected.
To protect against document editing, hashing functions are used to create a digest of the
message that is unique and easily reproducible by both parties. This ensures that the
message integrity is complete.

Protection must also be provided that the intended party actually did sign the mes-
sage, and that someone did not edit the message and the hash of the message. This is
done by asymmetric encryption. The properties of asymmetric encryption allow anyone
to use a person’s public key to generate a message that can only be read by that person,
as they are theoretically the only one with access to the private key. In the case of digital
signatures, this process works exactly in reverse. When a user can decrypt the hash with
the public key of the originator, that user knows that the hash was encrypted by the cor-
responding private key. This use of asymmetric encryption is a very good example of
nonrepudiation, because only the signer would have access to the private key. This is
how digital signatures work, by using integrity and nonrepudiation to prove not only
that the people signed, but also what they signed.

Key Escrow
The impressive growth of the use of encryption technology has led to new issues in the
handling of keys. Key escrow and key recovery are two issues in the use of asymmetric
encryption that are often discussed.

Encryption became very good at hiding secrets, and with computer technology being
affordable to everyone, criminals and other ill-willed people began using it to conceal
communications and business dealings from law enforcement agencies. Government
agencies, because they could not break the encryption, began asking for key escrow. Key
escrow, in a simple form, is a system by which your private key is kept both by you and by
the government. This allows people with a court order to retrieve your private key and
have access to anything encrypted with your public key. Technically, this is typically
done by encrypting the data with two keys, thereby giving the government access to your
plaintext data. This has a tendency to negate the security provided by encryption, because
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the government will now have a huge complex infrastructure of systems to hold every
escrowed key, and the security of those systems is less efficient than the security of your
memorizing the key. These issues will affect the design and security of encryption tech-
nologies for the foreseeable future.

Chapter Review
Cryptography is in many ways the key to security in other systems. The progression of tech-
nology has allowed systems to be built to retrieve the secrets of others. More and more in-
formation is being digitized, then stored and sent via computers. Storing and transmitting
valuable data and keeping it secure can be best accomplished with encryption.

We have seen the message digest one-way functions for passwords and message integ-
rity checks. We have also seen the symmetric encryption algorithms used for encrypting
data at high speeds. Finally we have seen the operation of asymmetric cryptography that is
used for key management and digital signatures. These are three distinct types of encryp-
tion with different purposes. The material that makes up this chapter is based upon cur-
rent algorithms and techniques. When implemented properly, they will improve security,
however they will need to be updated as encryption strength decays.Encryption, being
based on traditionally difficult mathematical problems, can only keep data secure for a
limited amount of time, as technology for solving those problems improves. The encryp-
tion that was incredibly effective 50 years ago is now easily broken. However, if one stays
current with technology, encryption can provide a reasonable assurance of security.

Questions

1. Why is integrity important to cryptographic messages?

A. To ensure that the message is properly formatted for decryption

B. To protect the keys from exposure

C. To show that a message has not been edited in transit

D. To show that no one has read the message

2. What is Diffie-Hellman most commonly used for?

A. Symmetric encryption key exchange

B. Signing digital contracts

C. Secure e-mail

D. Storing encrypted passwords

3. What is AES meant to replace?

A. IDEA

B. DES

C. Diffie-Hellman

D. MD5
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4. What does a hash function do?

A. Creates a secure tunnel

B. Breaks encryption by trying every possible key

C. Multiplies two very large primes

D. Creates a unique digest of a message

5. What is public key cryptography a more common name for?

A. Asymmetric encryption

B. SHA

C. An algorithm that is no longer secure against cryptanalysis

D. Authentication

6. How many bits are in a block of the SHA algorithm?

A. 128

B. 64

C. 512

D. 1,024

7. What is the advantage of using symmetric encryption on large quantities of data?

A. Uniqueness of message digests

B. Speed

C. Anyone with the public key could decrypt the data

D. Nonrepudiation

8. How do hash functions provide integrity?

A. If the message is edited, the hash will no longer match.

B. The hash makes the message uneditable.

C. Hashing encrypts the message so that only the private key holder can read it.

D. Hashing destroys the message so it cannot be read by anyone.

9. How is 3DES an improvement over normal DES?

A. It uses public and private keys.

B. It hashes the message before encryption.

C. It uses three keys and multiple encryption and/or decryption sets.

D. It is faster than DES.

10. What is the best kind of key to have?

A. One that is easy to remember

B. Long and random
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C. Long and predictable

D. Short

11. What is a shift cipher?

A. A cipher with public and private keys

B. A cipher that cannot be broken except by hand calculations

C. One that uses the geometry of elliptical curves

D. A cipher that shifts the letters in the alphabet by a numeric amount

12. What kinds of encryption does a digital signature use?

A. Hashing and asymmetric

B. Asymmetric and symmetric

C. Hashing and symmetric

13. What does differential cryptanalysis require?

A. The key

B. Large amounts of plaintext and ciphertext

C. Just large amounts of ciphertext

D. Computers able to guess at key values faster than a billion times per second

14. What is a brute-force attack?

A. Feeding certain plaintext into the algorithm to deduce the key

B. Capturing ciphertext with known plaintext values to deduce the key

C. Sending every key value at the algorithm to find the key

D. Sending two large men to the key owner’s house to retrieve the key

15. What cipher was chosen to be the new AES standard?

A. IDEA

B. 3DES

C. Blowfish

D. Rijndael

Answers

1. C. Integrity is important for encryption to show that a message has not been
edited or altered since it was created.

2. A. Diffie-Hellman is most commonly used to protect the exchange of keys used
to create a connection using symmetric encryption. It is often used in Transport
Layer Security (TLS) implementations for protecting secure web pages.
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3. B. AES or Advanced Encryption Standard is designed to replace the old U.S.
government standard of DES.

4. D. A hash function creates a message digest that should be unique to the message.
This ensures that a different message would create a different digest, guaranteeing
the integrity of the message.

5. A. Asymmetric encryption

6. C. 512 bits make up the blocks in SHA.

7. B. Symmetric encryption is several times faster computationally than
asymmetric encryption.

8. A. Hashing makes a digest unique to the message, so if the message is altered,
the hash will no longer match.

9. C. 3DES uses multiple keys and multiple encryption or decryption rounds to
improve security over regular DES.

10. B. The best encryption key to have is one that is long and random, to reduce
the predictability of the key.

11. D. A shift cipher works by shifting the letter of plaintext to a different letter,
based upon a numeric shift in the alphabet.

12. A. Digital signatures use hashing and asymmetric encryption.

13. B. Differential cryptanalysis requires large amounts of plaintext and ciphertext.

14. C. Brute forcing is the attempt to use every possible key to find the correct one.

15. D. Rijndael was chosen as the new Advanced Encryption Standard.
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