
CHAPTER 6Wireless and
Instant Messaging
In this chapter, you will

• Learn about the security implications of wireless networks
• Learn about the security implications of instant messaging

Wireless and instant messaging are two topics of great importance to computer and net-
work security. Wireless network applications are very important to understand because
the risks inherent in broadcasting a network signal across public airwaves are tanta-
mount to posting all your company’s passwords by the front door of your building. In-
stant messaging is another important application to people who control security, as
currently, it can be hard to suppress these applications. When they are installed on any
networked machine they can allow not only unencrypted chat traffic to and from the
Internet-based messaging servers, but also file transfer capabilities.

Wireless
Wireless networking is the transmission of packetized data by means of a physical to-
pology not using direct physical links. We will narrow this definition to apply to net-
works that use radio waves to carry the signals, over either public or private bands.
While there are proprietary applications that use point-to-point technology with
narrowband radios and highly directional antennas, this technology is not common
enough to produce any significant research into its vulnerabilities, and anything that
was developed would have little usefulness. So we will focus on point-to-multipoint
systems, the two most common of which are the Wireless Application Protocol (WAP)
and IEEE 802.11. The Wireless Application Protocol is a system developed to send data
to small handheld devices such as cellular phones, wireless e-mail handhelds, and
PDAs. The 802.11 protocol has been standardized by the IEEE for wireless local area net-
works. It has two versions currently in production, 802.11b and 802.11a. At the time of
writing, a third standard, 802.11g, remains under development. While it is an IEEE draft
specification, some manufacturers are already shipping products based upon it. This sit-
uation leads many people to think back to the 56K modem market, where manufactur-
ers did something similar before V.90 was actually published. In the case of 802.11g,
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some equipment fails to interoperate with equipment from other manufacturers be-
cause of different implementation of the 802.11g draft.

The 802.11b standard was the first to market, 802.11a followed, and at the time of
writing 802.11g products are just becoming available. The security world ignored wire-
less for a long time, and then within the space of a few months, it seemed like everyone
was attempting to breach the security of wireless networks and transmissions. One rea-
son that wireless suddenly found itself vulnerable is because wireless targets are so
abundant and so unsecured, simply because they are not necessarily attached to crucial
infrastructure. The dramatic proliferation of these inexpensive products has made the
security ramifications of the protocol astonishing. No matter what the system, wireless
security is a very important topic as more and more applications are designed to use
wireless to send data. Wireless is particularly problematic from a security standpoint be-
cause there is no control over the physical layer of the traffic. In most wired local area
networks, the administrators have physical control over the network and can control to
some degree who can actually connect to the physical medium. This prevents large
amounts of unauthorized traffic and makes snooping around and just listening to the
traffic difficult. Wireless does away with the physical limitations. If an attacker can get
close enough to the signal’s source as it is being broadcast, he can at the very least listen
to the radios talking and capture all the packets for examination. Attackers can also try to
modify the traffic being sent, or to send their own traffic to disrupt the system. In this
chapter, you will learn of the different types of attacks that wireless networks face.

TIP Any wireless transmission is subject to interception and should be
treated as such. Bluetooth, while not specifically covered in this chapter,
can also be a security risk.

WAP and WTLS
Small and inexpensive products have made the wireless market grow by leaps and
bounds, as traditional wireless devices such as cellular phones and pagers are replaced
by wireless e-mail devices and PDAs. The newer generations of handheld cellular
phones also have these features built in. All these new devices have generated a demand
for additional services. The Wireless Application Protocol was designed to fulfill these
needs. It uses a private-band, point-to-multipoint signal to deliver packet data to small
wireless devices. To avoid broadcasting the data in the clear over the airwaves, the de-
signers derived a lightweight encryption protocol called Wireless Transport Layer Secu-
rity (WLTS) from the current Transport Layer Security protocol in use across the
Internet. This new protocol was designed to meet the three fundamental requirements
for security: confidentiality, integrity, and authentication. To have security in any net-
work-based protocol, you must have these three things, and WAP is no different. So it’s
time to see how WTLS implements these three necessary attributes.
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Confidentiality
Confidentiality is easy enough in theory: make sure that no one can read the packets that
you are sending and receiving but you and the party you are intending to talk to. Confi-
dentiality can be assured in several ways, but because wireless affords no control over the
physical medium that the packets are traveling over, there is no way to stop another party
from listening in. This is especially true with WAP, as the central aggregation point for the
network is the cellular provider’s tower. So given that anyone can listen in, the best way to
ensure data confidentiality is through the use of data encryption. Encryption is explained
in detail later in the book; the simplest explanation is that the data plaintext is encrypted
and then sent over the airwaves as ciphertext. The originator and the recipient both have
keys to decrypt the data and reproduce the plaintext. This method of ensuring confidenti-
ality is very common, and if the encryption is well designed and implemented, then it is
very hard for unauthorized users to take captured ciphertext and reproduce the plaintext
that created it. WTLS uses a modified version of the TLS protocol, formerly known as SSL.
The WTLS protocol supports several popular bulk encryption algorithms, including DES,
Triple DES (more commonly referred to as 3DES), RC5, and IDEA. They can support 40-
and 56-bit keys in the case of DES and 3DES, and 40-, 56-, and 128-bit keys in the case of
RC5 and IDEA. These algorithms depend on the client and the server having a shared se-
cret. To establish what this shared secret is, WTLS must carry out a key exchange, exactly as
TLS does every time you log into a secure web site. WTLS supports several key exchange
methods: Diffie-Hellman, Elliptic Curve Diffie-Hellman, and RSA. Both the algorithm
used to encrypt the session and the method of key exchange in WTLS are decided during
the WTLS handshake.

Integrity
Integrity means reliable information. When you are sending data to and receiving it
from a specific place, you want assurances that what you sent is what was received. This
is typically accomplished not by making the information completely invulnerable to re-
placement or substitution, but by giving indications if the information has been tam-
pered with. Typically, this is done by generating a checksum of the message with a one-
way hash function. When the receiver gets the data, it hashes it as well and compares the
two sums; if they match, then the data was unaltered. WTLS implements integrity
through the use of message authentication codes (MACs). A MAC algorithm generates a
one-way hash of the compressed WTLS data. WTLS supports the MD5 and SHA MAC al-
gorithms. The MAC algorithm is also decided during the WTLS handshake.

Authentication
Authentication is the process by which each end of the data flow proves that they are
who they say they are. This is necessary to prevent information flow to an unintended or
unauthorized person. Authentication is typically accomplished by the sending party
sending something that proves the sender is who they say they are. The sender will also
want assurances that the party they are contacting is whom they mean to send data to.
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Authentication can be performed in several ways, including digital certificates, tokens,
or simple passwords. A popular way to perform authentication over the Internet is the
use of digital certificates, cryptographic messages issued by a trusted third party. The key
provided can then be used to encrypt a private shared key to enable ciphered communi-
cation. Authentication in WTLS is done with digital certificates; the types of certificates
supported by WTLS include the native WTLS type, X509, and X9.68. Authentication is
optional in the WTLS protocol; if the client and the server choose to use authentication,
then the process begins immediately after the hello exchange. The server will send its
certificate and the client will then provide its certificate, if possible, to the server. Once
the certificates are processed, authentication is complete.

Security Issues with WTLS
As WTLS implements the three parts of security into the protocol, it also has to allow for
the unique requirements of the devices that are using the protocol. The TLS protocol
that WTLS is based on is designed around Internet-based computers, machines that
have relatively high processing power, large amounts of memory, and sufficient band-
width available for Internet applications. The PDAs and other devices that WTLS must
accommodate are limited in all these respects. Thus WTLS has to be able to cope with
small amounts of memory and limited processor capacity, as well as long round-trip
times that TLS could not handle well. These requirements are the primary reasons that
WTLS has security issues. As the protocol is designed around more capable servers than
devices, the specification can allow connections with little to no security. Clients with
low memory or CPU capabilities cannot support encryption, and choosing null or weak
encryption greatly reduces confidentiality. Authentication is also optional in the proto-
col, and omitting authentication reduces security by leaving the connection vulnerable
to a man-in-the-middle-type attack. In addition to the general flaws in the protocol’s
implementation, there are several known security vulnerabilities, including those to the
chosen plaintext attack, the PKCS #1 attack, and the alert message truncation attack.

The chosen plaintext attack works on the principle of predictable initialization vectors
(IVs). By the nature of the transport medium that it is using, WAP, WTLS needs to support
unreliable transport. This forces the IV to be based upon data already known to the client,
and WTLS uses a linear IV computation. Because the IV is based upon the sequence num-
ber of the packet and several packets are sent unencrypted, entropy is severely decreased.
This lack of entropy in the encrypted data reduces confidentiality.

Now consider the PKCS #1 attack. PKCS, used in conjunction with RSA encryption,
gives a standard for formatting the padding used to generate a correctly formatted
block size. When the client receives the block, it will reply to the sender as to the valid-
ity of the block. An attacker takes advantage of this by attempting to send multiple
guesses at the padding to force a padding error. In vulnerable implementations, WTLS
will return error messages providing an oracle decrypting RSA with roughly 2^20 chosen
ciphertext queries.

Alert messages in WTLS are sometimes sent in plaintext and are not authenticated.
This fact could allow an attacker to overwrite an encrypted packet from the actual sender
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with a plaintext alert message, leading to possible disruption of the connection through,
for instance, a truncation attack.

TIP WAP is a point-to-multipoint protocol, but can face disruptions or
attacks because it aggregates at well known points: the cellular antenna
towers.

There has also been some concern over the so-called “WAP GAP.” This concern in-
volves confidentiality of information where the two different networks meet, the WAP
gateway. WTLS acts as the security protocol for the WAP network, and TLS is the stan-
dard for the Internet, so the WAP gateway has to perform translation from the encryp-
tion standard to the other. This translation forces all messages to be seen by the WAP
gateway in plaintext. This is a weak point in the network design, but from an attacker’s
perspective it is a much harder target than the WTLS protocol itself. Threats to the WAP
gateway can be minimized through careful infrastructure design, such as secure physical
location and allowing only outbound traffic from the gateway. There is still a risk of
compromise, and an attacker would find a WAP gateway an especially appealing target,
as plaintext messages are processed through it from all wireless devices, not just a single
user. The solution for this is to have end-to-end security layered over anything underly-
ing, in effect creating a VPN from the endpoint to the mobile device, or to standardize
on a full implementation of TLS for end-to-end encryption and strong authentication.
Neither of these solutions are currently possible with the majority of mobile devices,
but one of them may be a viable solution in the future.

WAP in Sum
As with any wireless protocol, extra care should be taken to ensure that the security of
the protocol is not compromised. WAP’s biggest weakness is its lack of control over the
physical medium of data transmission. The limited nature of the devices also hampers
the ability of the security protocols to operate as intended, compromising any real secu-
rity to be had on WAP networks. However, even wireless implementations intended for
full-power computers don’t always provide security, as you will see in the next section.

802.11
The 802.11b protocol was an IEEE standard that was ratified in late 1999, launching a
range of products that would open the way to a whole new genre of attacks for the attack-
ers and a new series of headaches for security administrators everywhere. This was a new
standard for sending packetized data traffic over radio waves in the unlicensed 2.4 GHz
band. As the products matured and became easy to use and affordable, security experts
started to deconstruct the limited security that had been built into the standard. The
802.11a protocol is another standard for wireless networking, but it works only to im-
prove the speed of the network and does not have security updates. At the time of writing,
802.11g has just started to appear on the market (when I say 802.11g, however, I mean
the 802.11g draft specification, as the IEEE has not ratified the standard). This technology
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has been focused on making traffic in the 2.4 GHz band run at the data rates supported by
the 802.11a’s 5 GHz band. While the draft standard does support a longer WEP key, this
does not solve the problems with WEP. What this means is that for security purposes,
802.11b and 802.11g are virtually identical. Now several new IEEE standards for wireless
networks are also being worked on, but only one of them deals with increasing the secu-
rity in 802.11. We will go over the 802.11b and 802.11a protocols and then discuss the se-
curity problems involved with them as well as some proposed solutions.

TIP The best place for current 802.11 standards and upcoming
draft standard information is in the RFCs. You can find them at
www.ietf.org/rfc.html.

The 802.11b protocol provides for multiple-rate Ethernet over 2.4 GHz spread-spectrum
wireless. It provides transfer rates of 1 Mbps, 2 Mbps, 5.5 Mbps, and 11 Mbps and typi-
cally uses direct-sequence spread spectrum (DSSS). The most common layout is a
point-to-multipoint environment with the available bandwidth being shared by all users.
Typical range is roughly 100 yards indoors and 300 yards outdoors line of sight.

The 802.11a protocol is newer, with products only recently becoming available. It op-
erates in the 5 GHz spectrum using orthogonal frequency division multiplexing (OFDM).
Supporting rates of up to 54 Mbps, it is the faster brother of 802.11b. Although it is faster,
the higher frequency used by 802.11a shortens the usable range of the devices. The
802.11g draft uses portions of both of the other standards: it uses the 2.4 GHz band for
greater range but uses the OFDM transmission method to achieve the faster 54 Mbps data
rates.

All these protocols operate in bands that are “unlicensed” by the FCC. This means
that people operating this equipment do not have to be certified by the FCC, but it also
means that the devices could possibly share the band with other devices, such as cord-
less phones, CCTV wireless transceivers, and other similar equipment. This other equip-
ment can cause interference with the 802.11 equipment, possibly causing speed
degradation. The 802.11 protocol designers knew that there were going to be some secu-
rity concerns and attempted to build provisions into the 802.11 protocol that would
ensure adequate security. The 802.11 standard includes attempts at rudimentary au-
thentication and confidentiality controls. Authentication is handled in its most basic
form by the 802.11 access point forcing the clients to perform a handshake when at-
tempting to “associate” to the AP. Association is the process needed before the AP will
allow the client to talk across the AP to the network. Association occurs only if the client
has all the correct parameters needed in the handshake, among them the service set iden-
tifier (SSID). This SSID setting should limit access to only the authorized users of the
wireless network.

The designers of the standard also attempted to maintain confidentiality by introduc-
ing Wired Equivalent Privacy (WEP). WEP uses the RC4 stream cipher to encrypt the
data as it is transmitted through the air. This encryption is synchronous and based upon
a key shared by the AP and all the clients using the AP. WEP comes in both 40- and
104-bit key strengths, typically advertised as 60 and 128 bit. The 802.11a and 802.11g
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products typically have support for 152-bit WEP, but this greater key length does not af-
fect the weaknesses. To understand what security problems 802.11 has, you must first
look at some of the reasons it got to be as prominent a technology as it is.

Wireless networks came along in 2000 and became very popular. For the first time, it
was possible to have almost full-speed network connections without having to be tied
down to an Ethernet cable. The technology quickly took off, allowing prices to drop into
the consumer range. Once the market shifted to focus on customers who were not neces-
sarily technologists, the products also became very easy to install and operate. Default
settings were designed to get the novice users up and running without having to alter
anything substantial, and products were billed to be plug-in and work. These develop-
ments further enlarged the market for the low-cost, easy-to-use wireless access points.
Then attackers realized that instead of attacking machines over the Internet, they could
drive around and seek out these APs. Having physical control of an information asset is
critical to its security. Physical access to a machine will enable an attacker to bypass any
security measure that has been placed on that machine.

Typically, access to actual Ethernet segments is protected by physical security mea-
sures. This structure allows security administrators to plan for only internal threats to
the network and gives them a clear idea of the types and number of machines connected
to it. Wireless networking takes the keys to the kingdom and tosses them literally out the
window and into the parking lot. A typical wireless installation broadcasts the network
right through the physical controls that are in place. An attacker can now drive up and
have the same access as by plugging into an Ethernet jack inside the building—in fact
better access, because 802.11 is a shared medium, allowing sniffers to view all packets
being sent to or from the AP and all clients. These access points were also typically be-
hind any security measures the companies had in place, such as firewalls and IDSs.
This kind of access into the internal network has caused a large stir among computer se-
curity professionals, and eventually, the media. War-driving, war-flying, war-walking,
war-chalking—all of these terms have been splayed across security article after security
article. However, wireless is a popular target for several reasons, as mentioned before:
the access gained from wireless, the lack of default security, and the wide proliferation of
devices.

There are also other reasons. The first of these is anonymity: an attacker can probe
your building for wireless access from the street. Then he can log packets to and from the
AP without giving any indication that an attempted intrusion is taking place. The at-
tacker will announce his presence only if he attempts to associate to the access point.
Even then, an attempted association is recorded only by the MAC address of the wireless
card associating to it, and most APs do not have alerting functionality for when users as-
sociate to it. This fact gives administrators a very limited view of who is gaining access to
their network, if they are even paying attention at all. It gives attackers the ability to seek
out and compromise wireless networks with relative impunity.

The second reason is the low cost of the equipment needed. A single wireless access
card costing less than a hundred dollars can give access to any unsecured access point
within driving range. The final reason for the popularity of attacking wireless is the rela-
tive ease compared to other target hosts. Windows-based tools for locating and sniffing
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wireless-based networks have turned anyone who can download files from the Internet
and has a wireless card into a potential attacker.

The most common tools for an attacker to use are reception-based programs that will
listen to the beacon frames put out by other wireless devices and programs that will pro-
miscuously capture all traffic. The most widely used of these programs is called
Netstumbler by Marius Milner, shown in Figure 6-1. This program listens for the beacon
frames of access points that are within range of the card attached to the Netstumbler
computer. When it receives them, it logs all available information about the access point
for later analysis. If the computer has a GPS unit attached to it, the program also logs the
access point’s coordinates. This information can be used to return to the access point, or
to plot maps of access points in a city. This is a Windows-based application, but there
are programs that work on the same principle for Mac, BSD, Linux, and other operating
systems.

Once an attacker has located a network, and assuming that they cannot directly con-
nect and start active scanning and penetration of the network, they will use the best
attack tool there is: a network sniffer. The network sniffer, when combined with a wire-
less network card it can support, is a powerful attack tool, as the shared medium of a
wireless network exposes all packets to interception and logging. Popular wireless sniff-
ers are Ethereal and WildPackets AiroPeek. Regular sniffers used on wireline Ethernet
have also been updated to include support for wireless, with a popular example being
Sniffer Pro 4.0, shown in Figure 6-2.

Specialized sniffer tools have come out recently, designed with a single objective, to
crack WEP keys. Wired Equivalent Privacy is the encryption protocol that 802.11 uses to
attempt to ensure confidentiality of wireless communications. Unfortunately, it has
turned out to have several problems. These weaknesses are specifically targeted for at-
tack by the specialized sniffer programs. They work by exploiting weak initialization
vectors in the encryption algorithm. To exploit this weakness, you need a certain number
of ciphertext packets; once you have captured enough packets, however, the program
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can very quickly decipher the encryption key being used. WEPCrack was the first avail-
able program to use this flaw to crack the WEP keys; however, WEPCrack depends on a
dump of actual network packets from another sniffer program. AirSnort is a standalone
program that captures its own packets; once it has captured enough ciphertext, it will
provide the WEP key of the network.

All of these tools are used by the wireless attacker to compromise the network. They
are also typically used by security professionals when doing a wireless site survey of an
organization. The site survey has a simple purpose: to minimize the available wireless
signal being sent beyond the physical controls of the organization. By using the sniffer
and finding access point beacons, a security official can determine which access points
are transmitting into uncontrolled areas. The access point can then be tuned, either by
relocation or through the use of directional antennas, to minimize radiation beyond an
organization’s walls. A proper site survey is an important step in securing a wireless net-
work because the other default tools for securing wireless are so ineffective.

802.11b has primarily two tools for security, one designed solely for authentication,
and the other for authentication and confidentiality. The authentication function is
known as the service set identifier (SSID). This is a unique 32-character identifier at-
tached to the header of the packet. As this is, hopefully, a unique identifier, only people
who know the identifier will be able to complete association to the access point. While
this is a good idea in theory, the SSID is sent in plaintext in the packets, so in practice
SSID has little security significance—any sniffer can determine the SSID, and some op-
erating systems, Windows XP, for instance, will display a list of SSIDs active in the area
and prompt the user to choose which one to connect to. This weakness is magnified by

Figure 6-2 Sniffer Pro on a Windows PC
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most access points’ default setting, to transmit beacon frames. The beacon frame’s pur-
pose is to announce the wireless network’s presence and capabilities so that WLAN cards
can attempt to associate to it. This can be disabled in software for many access points, es-
pecially the more sophisticated ones. From a security perspective, the beacon frame is
damaging because it contains the SSID, and this beacon frame is transmitted at a set in-
terval. (The default interval is ten times a second.) Since a default access point without
any other traffic is sending out its SSID in plaintext ten times a second, you can see why
the SSID does not provide true authentication. Scanning programs like Netstumbler
work by capturing the beacon frames and thereby the SSIDs of all access points.

WEP is the 802.11 protocol’s method for ensuring confidentiality and authentication.
WEP encrypts the data traveling across the network with an RC4 stream cipher, attempt-
ing to ensure confidentiality. This is a synchronous method of encryption, ensuring some
method of authentication. The system depends on the client and the access point having a
shared secret “key,” ensuring that only authorized people with the proper key have access
to the wireless network. WEP supports two key lengths, 40 and 104 bits, though these are
more typically referred to as 64 and 128 bits. In 802.11a and 802.11g, manufacturers have
extended this to 152-bit WEP keys. This is because in all cases, 24 bits of the overall key
length are for the initialization vector.

The IV is the primary reason for the weaknesses in WEP. This IV is sent in the plaintext
part of the message, and because the total keyspace is approximately 16 million keys, the
same key will be reused. Once the key has been repeated, an attacker has two ciphertexts en-
crypted with the same key stream. This allows the attacker to examine the ciphertext and re-
trieve the key. This attack can be improved by examining only packets that have weak IVs,
reducing the amount of packets needed to crack the key. Using only weak IV packets, the
number of required captured packets is reduced to around four or five million, taking only a
few hours on a fairly busy access point. For a point of reference, this means that equipment
with an advertised WEP key of 128 bits can be cracked in under a day, whereas to crack a
normal 128-bit key would take roughly 2,000,000,000,000,000,000 years on a computer
able to attempt one trillion keys a second. As mentioned before, AirSnort is a modified
sniffing program that takes advantage of this weakness to retrieve the WEP keys. The biggest
weakness of the WEP protocol is that the IV problem exists regardless of key length, because
the IV always remains at 24 bits. Most access points also have the capability to lock access in
to only known MAC addresses, providing a limited authentication capability. Given sniff-
ers’ capacity to grab all active MAC addresses on the network, this capability is not very ef-
fective. An attacker simply configures their wireless cards to a known good MAC address.

After the limited security functions of a wireless network are broken, it behaves ex-
actly like a regular Ethernet network and is subject to the exact same vulnerabilities. The
host machines that are on or attached to the wireless network are vulnerable just as if
they and the attacker were physically connected. Being on the network opens all ma-
chines up to vulnerability scanners, Trojan horse programs, virus and worm programs,
and traffic interception via sniffer programs. Any unpatched vulnerability on any ma-
chine accessible from the wireless segment is now open to compromise.

Knowing all of these things, you can do several things to maximize the security of the
wireless network. Even though WEP can be easily broken, employ it to defeat curious
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passers-by. Enable MAC address limiting on the access point, although this is also a se-
curity measure that will defeat only a casual attacker. If possible, disable beacon frames
on the access point; this will help to keep your wireless off the majority of access point
maps and defeat people that are not attempting a targeted attack against the organiza-
tion. The most important tool that can be used to ensure that the 802.11 system does
not get compromised is a good site survey. Making sure that wireless is not detectable ca-
sually will thwart the majority of attempts, as many attackers are seeking only the most
simple of targets.

Note that 802.11 security is in the process of being improved. While future standards
are attempting to replace WEP with an Advanced Encryption Standard–based protocol,
most of the current work is being done on improving authentication. Since the current
security and authentication methods are so weak, vendors have been turning to any-
thing to improve the situation. One of the first things that they came up with was
802.1x, which is an authentication protocol designed for regular wired Ethernet net-
works. It is part of the IETF Extensible Authentication Protocol and uses its authentica-
tion framework. It is intended to provide strong authentication of both the client and
the server, and then provide a key management structure for the underlying encryption
mechanisms.

WEP was designed to provide some measure of confidentiality on an 802.11 network
similar to what is found on a wired network, but that has not been the case. Accordingly,
new standards are being developed to improve upon WEP. The 802.11i standard is to be the
new IEEE standard for security in wireless networks. It will specify the use of 802.1x to pro-
vide authentication, and the use of AES as the encryption protocol. The 802.11i standard
specifies the use of the Temporal Key Integrity Protocol (TKIP) and the Counter Mode with
CBC-MAC Protocol (in full, the Counter Mode with Cipher Block Chaining–Message Au-
thentication Codes Protocol, or simply CCMP). These two protocols have different func-
tions, but they both serve to enhance security. TKIP works by using a shared secret
combined with the card’s MAC address to generate a new key, which is then mixed with the
initialization vector to make per-packet keys that then encrypt a single packet using the
same RC4 cipher that traditional WEP uses. This overcomes the WEP key weakness, as a key
is used on only one packet. The other advantage to this method is that it can be retrofitted to
current hardware with only a software change, unlike AES and 802.1X. CCMP is actually the
mode that the AES cipher is used in to provide message integrity. Unlike TKIP, CCMP re-
quires new hardware to perform the AES encryption. This should correct the weaknesses of
the WEP protocol.

TIP Cisco is currently shipping products that support LEAP, their
implementation of the TKIP protocol. LEAP enabled products can be
configured to be much more secure than other products that do not
support dynamic WEP keys.

The 802.1X protocol can support a wide variety of authentication methods and also
fits well into existing authentication systems such as RADIUS and LDAP. This allows
802.1X to interoperate well with other systems such as VPNs and dial-up RAS. Unlike
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other authentication methods such as the Point-to-Point Protocol over Ethernet
(PPPoE), 802.1X does not use encapsulation, so the network overhead is much lower.
Unfortunately, the protocol is just a framework for providing implementation, so there
are no specifics guaranteeing strong authentication or key management. Implementa-
tions of the protocol vary from vendor to vendor in method of implementation and
strength of security, especially when it comes to the difficult test of wireless security.
There are four common ways of implementing 802.1X: EAP-TLS, EAP-TTLS, EAP-MD5,
and EAP–Cisco Wireless, or LEAP.

EAP-TLS relies on Transport Layer Security, an attempt to standardize the SSL struc-
ture to pass credentials. The standard, developed by Microsoft, uses X.509 certificates
and offers dynamic WEP key generation. This means that the organization must have
the ability to support PKI in the form of X.509 digital certificates. Also, per-user per-ses-
sion dynamically generated WEP keys help prevent anyone from cracking the WEP keys
in use, as each user individually has their own WEP key. Even if a user were logged onto
the access point and transmitted enough traffic to allow cracking of the WEP key, access
would be gained to only that user’s traffic. No other user’s data would be compromised,
and the attacker could not use the WEP key to connect to the access point. This standard
authenticates the client to the access point, but it also authenticates the access point to
the client, helping to avoid man-in-the-middle attacks. The main problem with the
EAP-TLS protocol is that it is designed to work with only Microsoft’s Active Directory
and Certificate Services; it will not take certificates from other certificate issuers.
Thus a mixed environment would have implementation problems.

EAP-TTLS (the acronym stands for EAP–Tunneled TLS Protocol) is a variant of the
EAP-TLS protocol. EAP-TTLS works much the same way as EAP-TLS, with the server au-
thenticating to the client with a certificate, but the protocol tunnels the client side of the
authentication, allowing the use of legacy authentication protocols such as PAP, CHAP,
MS-CHAP, or MS-CHAP-V2. This makes the protocol more versatile while still support-
ing the enhanced security features such as dynamic WEP key assignment.

EAP-MD5, while it does improve the authentication of the client to the access point,
does little else to improve the security of your access point. The protocol works by using
the MD5 encryption protocol to hash a user’s username and password. The problems
with this protocol are that it provides no way for the access point to authenticate with
the client, and that it does not provide for dynamic WEP key assignment. In the wireless
environment, without strong two-way authentication it is very easy for an attacker to
perform a man-in-the-middle-type attack. Normally, these type of attacks are difficult
to perform, requiring a traffic redirect of some kind, but wireless changes all those
rules. By setting up a rogue access point, an attacker can attempt to get clients to con-
nect to it as if it were authorized and then simply authenticate to the real access point, a
simple way to have access to the network and the client’s credentials. The problem of
not dynamically generating WEP keys is that it simply opens up the network to the
same lack of confidentiality that a normal access point is vulnerable to. An attacker
only has to wait for enough traffic to crack the WEP key, and can then observe all traffic
passing through the network.
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LEAP is a protocol developed by Cisco to improve wireless security; it was then rolled
into the EAP standard. LEAP works much like EAP-MD5 in that the access point accepts
the username-password combination and forwards them to the RADIUS server. LEAP
differs from EAP-MD5 in that it requires two-way authentication, causing the access
point to authenticate to the client as well as the client to the access point. It also gener-
ates per-user per-session WEP keys, helping to defeat attackers sniffing the network. One
of the drawbacks to using LEAP is that it operates only on Cisco equipment, though
other vendors are sure to provide interoperability.

In summation, 802.1x is a very versatile protocol and can add a great deal of security
to 802.11 networks.

Because the security of wireless LANs has been ineffective, many users have simply
switched to a layered security approach. That is, they have moved their access points to
untrustworthy portions of the network and have forced all clients to authenticate through
the firewall to a third-party VPN system. The additional security comes at a price of
putting more load on the firewall and VPN infrastructure and possibly adding cumber-
some software to the users’ devices. While wireless can be set up in a very secure manner
in this fashion, it can also be set up poorly. Some systems lack strong authentication of
both endpoints, leading to possibilities of a man-in-the-middle-type attack. Also, even
though the data is tunneled through, IP addresses are still sent in the clear, giving an attacker
information about what and where your VPN endpoint is. While VPNs may be the best
stopgap measure currently, they need to be properly configured and carefully main-
tained if they are exposed on wireless LANs. True security will be much improved once
the lower layers of encryption are fixed for wireless access points.

802.11 has enjoyed tremendous growth because of its ease of use and popularity, but
that growth is threatened by many organizational rules prohibiting its use due to secu-
rity measures. As you have seen here, the current state of wireless security is very poor,
making attacking wireless a popular activity. With the addition of strong authentication
and better encryption protocols, wireless should become both convenient and safe.

Instant Messaging
Instant messaging is another technology that has seen widespread acceptance in recent
years. With the growth of the Internet threatening to pull customers away from America
Online, one of the largest dial-up providers in the U.S., that company had to look at new
ways of providing content. One of the things that it started was AIM, or AOL Instant
Messenger. Conceived as a way to find people of like interests online, it was modeled af-
ter earlier chat programs. With GUI features and enhanced ease of use, it quickly became
popular enough for AOL to release to regular users of the Internet as well. With several
competing programs, AIM was now feeding the tremendous growth of the instant
messaging segment. The programs had to appeal to a wide variety of users, so ease of use
was paramount, and security was not a priority. Now that people are used to instant
messaging applications, they see the benefit of using them not only for personal chat-
ting on the Internet, but also for legitimate business use. When people install these ap-
plications, they unwittingly expose the corporate network to security breaches. Several
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of the security problems inhere in the nature of the programs themselves, while others
are a function of the implementation.

Instant messaging programs are designed to attach to a server, or network of servers,
and allow you to talk with other people on the same network of servers in near real time.
The nature of this type of communication opens several holes in a system’s security.
First, the program has to attach to a server, typically announcing the IP address of the
originating client. This is not a problem in most applications, but IM identifies a specific
user associated with the IP address, making attacks more likely. Also associated with this
fact is that for other users to be able to send you messages, the program is forced to an-
nounce your presence on the server. So now a user is displaying that their computer is
on, and is possibly broadcasting the source IP address to anyone who is looking. This
problem is compounded by the tendency for people to run these programs in the back-
ground so that they don’t miss any messages.

The popular IM clients were not implemented with security in mind. All support
sending files as attachments, few currently support encryption, and they do not have a
virus scanner built into the file sharing utility. File sharing in any form must be a care-
fully handled application to prevent the spread of viruses and other malicious code.
Chat programs produce security risks because the sharing is done ad hoc between end
users, administrators have no control over the quality of the files being sent, and there is
no monitoring of the original sources of those files. The only authentication for the files
is the human interaction between the two users in question. This kind of vulnerability
coupled with a social engineering attack can produce dramatic enough results for CERT
to issue an incident note (CERT Incident Note IN-2002-03 Social Engineering Attacks
via IRC and Instant Messaging). This personal type of authentication was abused, trick-
ing people into downloading and executing backdoor or Trojan horse programs. A user
can also be persuaded autonomously to download and run a file via IM. Several worms
exist that attempt, via IM, to get users to download and run the payload. Goner, running
via ICQ, asks users to download a screen saver. Choke, spreading via MSN, attempts to
get users to download a game; if the game is downloaded, the worm will then attempt to
spread to any user the infected user chats with. These worms and ones like it all depend
on user interaction to run the payload. This file sharing mechanism bypasses all the
server-side virus protection that is part of most organizations’ e-mail infrastructure.

One of the largest problems with IM programs is the lack of support for encryption.
AIM, ICQ, MSN Messenger, and Yahoo Messenger all currently do not support encryp-
tion of the text messages traveling between users. This flaw was not a significant concern
while these programs were still primarily used for personal communication, but with
businesses moving to adopt the systems, people are not aware of the infrastructure dif-
ference between IM and e-mail. Intracompany e-mail never leaves the company’s net-
work, but an intracompany instant message typically will do so unless the organization
purchases a product and operates an internal IM server. This can and does expose large
amounts of confidential business information to anyone who is physically in a spot to
monitor and has the desire to capture the traffic.
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TIP It is useful to remember that plaintext messages flow in both directions,
if a company chooses to set up an internal IM server, then remote users should
be using VPN technology to access the IM server.

If you think about how often client information is sent in e-mail between two people
at a company, you start to see the danger that sending it via IM creates. IM is an applica-
tion that is typically installed by the end user, without the knowledge of the administra-
tor. These types of rogue applications have always been a danger to a network’s security,
but administrators have typically been able to control these types of applications by
eliminating the applications’ ports through the firewall.

Some instant messaging applications have even been programmed for use as rogue
apps. In the event that they can’t reach a server on the default ports, they begin to scan
all ports looking for one that is allowed out of the firewall. As these applications can
connect on any port, including common ones such as 23 Telnet and 80 HTTP, they are
very hard to control. These types of security risks go above and beyond the routine secu-
rity holes generated in IM software that arise as in any other piece of software, through
coding errors.

IM applications work only in a networked environment and therefore are forced to
accept traffic as well as send it, giving attackers a way to exploit flaws in the code of the
program. AIM has had two buffer overflow problems, allowing a remote attacker to gain
control of the user’s computer. These flaws, which since have been patched, are just the
beginning—with the proliferation of these applications, many more bugs are out there
waiting to be exploited.

Several things can be done to improve the security of IM now, and new programs will
have improved security features. The first thing businesses that use instant messaging
should do is to use a local server. Keeping messages within the perimeter of the organi-
zation goes a long way to ensuring that confidential information does not get out.
Microsoft Exchange can act as an internal IM server, routing employee-to-employee IMs
within the organization. Trillian is a new chat client program that works with multiple
chat networks; its most significant feature is that it can encrypt the chat messages, on
AIM and ICQ networks, that the client sends to the server. While this does not help with
file sharing problems, it will provide confidentiality in one direction. To have confiden-
tiality across the entire chat session, both users must be using Trillian. Trillian and other
tools exist to provide confidentiality, but to protect the method of file exchange the cli-
ents will have to be changed to integrate a virus scanner. These solutions and others
should be applied widely to ensure that IM will be done securely.

Instant messaging is an application that can increase productivity by saving commu-
nication time, but it’s not without risks. The protocol sends messages in plaintext and
thus fails to preserve their confidentiality. It also allows for sharing of files between cli-
ents, allowing a backdoor access method for files. There are some methods to minimize
security risks, but more development has to be done before IM is ready to be imple-
mented in a secure fashion.
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Chapter Review
Wireless and instant messaging are security risks anywhere they are installed. While
they both have certain benefits, they are relatively new protocols and have not had
enough development geared toward security. Wireless offers local network access to
anyone within range. Instant messaging offers file sharing and plaintext messaging.
When they both have better encryption and more security controls, they will be con-
trollable by security administrators. Until these enhancements are made, both should
be implemented with great care to ensure that security is maintained.

Questions

1. What encryption method does WEP use to try to ensure confidentiality of
802.11 networks?

A. MD5

B. AES

C. RC4

D. Diffie-Hellman

2. What is the one of the best tools for controlling access to the wireless network?

A. Firewalls

B. Samba

C. Site surveys

D. Routers

3. How does WTLS ensure integrity?

A. Sender’s address

B. Message authentication codes

C. Sequence number

D. Public key encryption

4. What two key lengths does WEP support?

A. 1024 and 2048

B. 104 and 40

C. 512 and 256

D. 24 and 32

5. What instant messaging client currently supports encryption?

A. Yahoo

B. MSN
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C. Trillian

D. AIM

6. Why does the SSID provide no real means of authentication?

A. It cannot be changed.

B. It is only 24 bits.

C. It is broadcast in every beacon frame.

D. SSID is not an authentication function.

7. The 802.1X protocol is a new protocol for Ethernet

A. Authentication

B. Speed

C. Wireless

D. Cabling

8. Why does WTLS have to support shorter key lengths?

A. WAP doesn’t need high security.

B. The algorithm cannot handle longer key lengths.

C. Key lengths are not important to security.

D. WTLS has to support devices with low processor power and limited RAM.

9. Why is file sharing dangerous on instant messaging protocols?

A. It bypasses server-based virus protections.

B. Every file transfer sends corrupted data.

C. It allows everyone you chat with to view all your files.

D. File sharing is not dangerous.

10. Why is 802.11 wireless such a security problem?

A. It has too powerful a signal.

B. It provides access to the physical layer of Ethernet without needing physical
access to the building.

C. All the programs on wireless are full of bugs allowing buffer overflows.

D. It draws too much power and the other servers reboot.

11. How are some instant messaging clients similar to attacker tools?

A. They format your hard drive.

B. They report your security weaknesses to the Internet.

C. They run on regular Windows PCs.

D. They can scan for open ports, trying to find a server.
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12. What protocol is WTLS trying to secure?

A. WAP

B. WEP

C. GSM

D. SSL

13. Why should wireless have strong two-way authentication?

A. Because you want to know when an attacker connects to the network.

B. Because wireless is especially susceptible to a man-in-the-middle attack.

C. Wireless needs authentication to prevent users from adding their home
computers.

D. Two-way authentication is needed so an administrator can ask the wireless
user a set of questions.

14. Why is attacking wireless networks so popular?

A. There are more wireless networks than wired.

B. They all run Windows.

C. It’s easy.

D. It’s harder and more prestigious.

15. How are the security parameters of WTLS chosen between two endpoints?

A. There is only one option for every parameter.

B. The client dictates all parameters to the server.

C. The user codes them through DTMF tones.

D. The WTLS handshake determines what parameters to use.

Answers

1. C. WEP uses the RC4 stream cipher.

2. C. Site surveys are the only listed way to prevent wireless access from being
transmitted into hostile areas.

3. B. WTLS uses a message authentication code generated with a one-way hash
algorithm.

4. B. WEP currently supports 104 and 40, though it is sometimes packaged as
64-bit and 128-bit encryption. The initialization vector takes up 24 bits, leaving
the 40- and 104-bit key strings.

5. C. Trillian, a third-party client, connects to all the major networks and currently
supports encryption on the AIM and ICQ networks.
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6. C. The SSID, or service set identifier, attempts to provide an authentication
function, but because it is broadcast in every frame, it is trivial for an attacker
to break.

7. A. Authentication; 802.1X is the new EAP framework for strong authentication
over Ethernet networks.

8. D. WAP is designed to be used with small mobile devices, usually with low
processor power and limited RAM, so it must support lower-grade encryption.

9. A. File sharing over instant messaging protocols is bad because it bypasses
server-based virus protection, and most IM clients do not have integration
with a virus scanner to check the incoming file.

10. B. The 802.11 protocol provides physical-layer access without having to have
actual physical access to the building, thus promoting drive-by and parking lot
attacks.

11. D. Some instant messaging clients are programmed in anticipation of being
unauthorized, by scanning for an open outbound port when the default is not
available.

12. A. WTLS is an attempt to secure the Wireless Application Protocol, or WAP.

13. B. Wireless is not connected to any physical medium, making it especially
vulnerable to a man-in-the-middle attack.

14. C. Attacking wireless networks is extremely popular because it’s easy—the
majority of wireless networks have no security installed on them. This allows
anyone to simply connect and have practically full access to the network.

15. D. The WTLS handshake lets both endpoints exchange capabilities, and then
the parameters are agreed upon.
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