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CHAPTER 4E-Mail
In this chapter, you will

• Learn about security issues associated with e-mail
• Understand some of the security practices for e-mail
• Learn about software to improve e-mail confidentiality

E-mail is the most popular application on the Internet. It is also by far the most popular
application on intracompany networks. Roughly 12 million e-mails were sent each day
in 2001, giving a rough total of 4.38 billion e-mails sent in that year. In 2000, there were
569 million e-mail boxes in the world.

Security of E-Mail Transmissions
Considering the old statistics, it is easy to see that e-mail needs to have security. E-mail
started with mailbox programs on early time-sharing machines, allowing researchers to
leave messages for others using the same machine. The first inter-machine e-mail was
sent in 1972, and a new era in person-to-person communication was launched. E-mail
proliferated, but it remained unsecured, only partly because most e-mail is sent in
plaintext, providing no privacy in its default form.

Viruses started as simple self-replicating programs that spread via the transfer of
floppy disks, but e-mail gave virus files a passport to travel. Sending themselves to every
user that they possibly can, they have achieved record-breaking infection rates. Trojan
horse programs are also often sent through the mail, with computer owners as accom-
plices, compromising hundreds of machines every day.

There is also the strange nature of e-mail hoaxes, those Internet-based urban legends
that are spread through e-mail, with users forwarding them in seemingly endless loops
around the globe. And, of course, there are the ubiquitous spam e-mails, which despite
the remarkable advance of every other technology, people still haven’t found a good
way to block.

Securing e-mail is something that must be done by the users themselves, because
they are the ones who will actually be sending and receiving the messages. However,
security administrators can give users the tools they need to fight the problems. S/
MIME and PGP are two very popular methods of encrypting e-mail. Server-based and
desktop-based virus protection can help against malicious code, and spam filters at-
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tempt to block all unsolicited commercial e-mail. E-mail users need to be educated
about security, though, because the popularity and functionality of e-mail is only go-
ing to increase.

Malicious Code
Viruses and worms are popular programs because they make themselves popular. When
viruses were constrained to only one computer, they attempted to spread by attaching
themselves to every executable program that they could find. This worked out very well
for the viruses because they could piggyback onto a floppy disk with a program that was
being transferred to another computer.

The advent of computer networks was a computer virus writer’s dream, allowing vi-
ruses to attempt to infect every network share that the computer was attached to. This
extended the virus’s reach from a set of machines that might share a floppy disk to every
machine on the network. Because the e-mail protocol permits users to attach files to e-
mail messages, viruses can travel by e-mail from one local network to another, any-
where on the Internet. This changes the nature of virus programs, as they once were lo-
calized, but now can spread virtually everywhere. This changes the virus from having a
local reach to a global one.

Viruses spread by e-mail further and faster than ever before, but viruses also evolved.
This evolution started with viruses that were scripted to send themselves to other users,
and this type of virus was known as a worm. A worm uses its code to automate the infec-
tion process. For example, when the worm program is executed, the code may seek out
the user’s e-mail address book and mail itself to as many people as the worm’s program-
ming dictates. This method of transmission depends on the user actually executing the
worm file. Some worms use multiple methods of attack, not only sending multiple in-
fected e-mails, but also scanning hosts on the Internet, looking for a specific vulnerabil-
ity. Upon finding the vulnerability, the worm infects the remote host and starts the
process all over again.

Viruses and worms are a danger not only to the individual user’s machine, but also to
network security because they can introduce malicious traffic to other machines. This
can cause not only loss of data, but sometimes can send data out to other users. The
Sircam worm attached random files from the infected user’s hard drive to the e-mails the
worm sent out.

Worms can also carry Trojan horse payloads, just as any e-mail message can. A Trojan
horse is a program that seems to be one thing while actually having a more sinister hid-
den purpose. For example, an executable game program or an executable self-playing
movie could be a Trojan. These programs will run and do what they claim, but they typi-
cally also install some other program, such as a remote control package like SubSeven or
Back Orifice. These programs allow an attacker to remotely control an infected machine.
Once control is achieved, the attacker can use the machine to perform a number of
tasks, such as using it in distributed denial of service (DDOS) attacks, using it as a
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launching point to compromise other machines, or simply using it as a remote place to
store some extra files.

While the distribution of malicious code in e-mail is tied to the files that are at-
tached to the e-mail messages, in the past a user actually had to execute the attached
file. The original system of e-mail used plain text to send messages, but the advent of
the Web changed this. Hypertext Markup Language (better known as HTML) was cre-
ated to allow plain text to represent complex page designs in a standardized way.
HTML was soon adopted by e-mail programs so users could use different fonts and
colors and embed pictures in their e-mails. E-mail programs then grew more ad-
vanced and, like web browsers, were designed to automatically open files attached to
e-mails. When active content was designed for the Web, in the form of Java and
ActiveX scripts, these scripts were interpreted and run by the e-mail programs, and
that’s when the trouble began. Some e-mail programs, most notably Microsoft Out-
look, have what’s known as a preview pane, which allows users to read e-mails with-
out opening them in the full screen. Unfortunately, this preview still activates all the
content in the e-mail message, and because Outlook supports VB scripting, it was
vulnerable to e-mail worms. A user doesn’t need to actually run the program or even
open the e-mail to activate the worm—they just need to preview the e-mail in the
preview pane. This form of automatic execution was the primary reason for the
spread of the ILOVEYOU worm.

Viruses are a security threat, and one of the most common transfer methods is
through e-mail. The solution to this problem comes in two parts: user education and vi-
rus scanning.

Although the great majority of users are now aware of viruses and the damage they
can cause, further education may be needed to instruct them on the specific things that
need to be addressed when the virus comes through the e-mail. These specific things can
vary from organization to organization and from e-mail software to e-mail software;
however, some useful examples of good practices are: examining all e-mails for a known
source as well as a known destination, especially if the e-mails have attachments.
Strange files or unexpected attachments should always be checked before execution.
Users also need to know that some viruses can be executed simply by opening the e-mail
or viewing it in the preview pane. Education and proper administration is also useful in
configuring the e-mail software to be as virus resistant as possible; turning off scripting
support and the preview pane are good examples.

The other protection is to have well thought out virus scanning procedures. If possi-
ble, perform virus scanning on every e-mail as it comes into the corporation’s server.
Some users will also attempt to retrieve e-mail off-site from their normal ISP account,
which can bypass the server-based virus protection, so every machine should also be
protected with a host-based virus protection program that scans all files on a regular ba-
sis and performs checks of files upon their execution. While these steps will not elimi-
nate the security risks of malicious code in e-mail, it will limit infection and help to keep
the problem to manageable levels.
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Hoax E-Mails
An interesting offshoot of e-mail viruses is the phenomenon of e-mail hoaxes. If you’ve
had an Internet e-mail address for more than a couple of months, you’ve probably re-
ceived at least one of these. The Neiman-Marcus cookie recipe that is sent to you because
someone was charged $250, the “famous” commencement speech by Kurt Vonnegut,
and the young dying boy whose last wish was to make it into the record books by receiv-
ing the most get well cards ever—these are the most famous of the e-mail hoaxes,
though there are many others.

E-mail hoaxes are mostly a nuisance, but they do cost everyone, not only in the time
wasted by receiving and reading the e-mail, but also in the Internet bandwidth and
server processing time they take up. E-mail hoaxes are basically global urban legends,
perpetually traveling from one e-mail account to the next, and most have a common
theme of some story you must tell ten people about right away or some virus that every-
one should beware of. Hoaxes are similar to chain letters, but instead of promising a re-
ward, the story in the e-mail is typically what produces the action. Whether it’s a call for
sympathy from a dying boy, or an overly expensive recipe sent to the masses in the name
of justice, all hoaxes prompt action of some sort, and this call for action is probably
what keeps them going. Hoaxes have been circling the Internet for many, many years,
and many web sites are dedicated to debunking them.

The power of the e-mail hoax is actually quite amazing. The Neiman-Marcus story, in
which someone gets charged $250 for a chocolate chip cookie recipe, thinking that she
is only being charged $2.50, used to have a fatal flaw: Neiman-Marcus did not sell choc-
olate chip cookies (but they do now simply because of the hoax). The Kurt Vonnegut
hoax was convincing enough to fool his wife, and the dying boy, who is now 20, still re-
ceives cards in the mail. The power of these hoaxes probably means that they will never
be stopped, though they might be slowed down. The most important thing to do in this
case is educate e-mail users. Show them a hoax before you put them online, and teach
them how to search the Internet for hoax information. Users need to apply the same
common sense on the Internet that they would in real life: If it sounds too outlandish to
be true, it probably isn’t.

Unsolicited Commercial E-Mail (Spam)
Spam is something that every Internet user has received, usually on a daily basis. Spam
is the common term for unsolicited commercial e-mail. These commercial e-mails got
the name spam when the Internet was much smaller and commercial interests were
rather rare. The term spam comes from a skit on Monty Python’s Flying Circus where two
people are in a restaurant that only serves spam. This concept of the repetition of un-
wanted things is the key to spam.

The first spam e-mail was sent in 1978 by a DEC employee. However, the first spam
that really captured everyone’s attention was in 1994 when two lawyers posted a commer-
cial message to every Usenet newsgroup. This was the origin of using the Internet to send
one message to as many recipients as possible via an automated program. Commercial e-
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mail programs have taken over, resulting in the variety of spam that most users receive
in their mailboxes every day. In 2000, America Online estimated that nearly 30 percent
of e-mail sent to its systems is spam, accounting for nearly 24 million messages a day.*

The worst thing about spam is its apparent popularity—Jupiter Communications esti-
mates that by 2005, every user will receive 1,600 spam e-mails a year.*

The appeal to the people generating the spam is the extremely low cost per advertising
impression. The senders of spam e-mail can generally send the messages for less than a cent
apiece. This is much less expensive than more traditional direct mail or print advertise-
ments, and this low cost will ensure the continued growth of spam e-mail unless something
is done about it. The amount of spam being transmitted has been large enough to trigger
state and federal legislators to consider action, but no effective laws have been passed yet.
This has forced most people to seek out technical solutions to the spam problem.

The first thing to be done is educate users about spam. A good way for users to fight
spam is to be cautious about where on the Internet they post their e-mail address.

However, you can’t keep e-mail addresses secret just to avoid spam, so one of the
steps that the majority of system administrators running Internet e-mail servers have
taken to reduce spam, and which is also a good e-mail security principle, is to shut down
mail relaying. Port scanning occurs across all hosts all the time, typically with a single
host scanning large subnets for a single port, and some of these people could be at-
tempting to send spam e-mail. When they scan for TCP port 25, they are looking for
open SMTP servers, and once they find a host that is an open relay, they can use that host
to send as many commercial e-mails as possible. The reason that they look for an open
relay is that spammers typically do not want the e-mails traced back to them.

Since it may not be possible to close all mail relays, and because some spammers will
mail from their own mail servers, software must be used to combat spam at the recipi-
ent’s end. There are two main places to filter spam: at the host itself, or at the server. Fil-
tering spam at the host level is usually done with basic pattern matching, focusing on
the sender, subject, or text of the e-mail. This is a fairly effective system, but it uses an in-
ordinate amount of bandwidth and processing power on the host computer. These
problems can be solved by filtering spam at the mail server level.

There is a benefit to the server-based approach, because there are other methods of
filtering spam at the server: pattern matching is still used, but some mail software can
also use the Realtime Blackhole List. This list is maintained in real time specifically for
blocking spam mail. Started in 1997, this service is so popular that many programs in-
clude support for it by default, such as Sendmail, Postfix, and Eudora Internet Mail
Server. This blacklist is effective because it is run by a not-for-profit organization de-
voted to reducing spam. As such, they have the most community participation and
product support from multiple vendors, which helps them have a larger, more complete
black-hole list. There are also commercial packages that block spam at the server level
using both methods mentioned previously, maintaining their own blacklists and pattern-
matching algorithms.
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*Adam S. Marlin, “Spammers, Keep Out,” The Standard (June 12, 2000): www.thestandard.com/article/
0,1902,15586,00.html
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These methods will take care of 90 percent of the junk mail clogging the networks,
but they cannot stop it entirely. To truly combat spam, all network administrators will
have to work together to eliminate it. One of the current better ideas is to block port TCP
25 from all hosts except for designated mail servers. This would stop spammers using re-
mote open relays and prevent many users from running unauthorized e-mail servers of
their own. This is a controversial measure and probably will not come to pass.

Because of the low cost of generating spam, until serious action is taken, or spam is
somehow made unprofitable, spam will remain with us.

Mail Encryption
The e-mail concerns discussed so far in this chapter are all global issues involving secu-
rity, but there is a more important security problem with e-mail—the lack of confidenti-
ality or as it is sometimes referred to, privacy. E-mail has always been a plaintext
protocol. When many people first got onto the Internet, there was a standard lecture
about not sending anything through e-mail that you wouldn’t want posted on a public
bulletin board. Part of the reason for this was that e-mail is sent with the clear text of the
message exposed to anyone who is sniffing the network. Any attacker at a choke point in
the network could read all e-mail passing through that network segment. There are tools
that solve this problem by encrypting the e-mail’s content. The first method is called S/
MIME and the second is called PGP.

S/MIME stands for Secure/Multipurpose Internet Mail Extensions, which means it is
a secure implementation of the MIME (Multipurpose Internet Mail Extensions) proto-
col specification. MIME was created to allow Internet e-mail to support new and more
creative features. The original e-mail RFC only specified text e-mail, so any non-text data
had to be handled by a new specification—MIME. MIME handles audio files, images,
applications, and multipart e-mails. This allows e-mail to handle multiple types of con-
tent in an e-mail, including file transfers. Every time you send a file as an e-mail attach-
ment, you are using MIME. S/MIME takes this content and specifies a framework for
encrypting the message as a MIME attachment.

S/MIME was developed by RSA Data Security and uses the X.509 format for certifi-
cates. The specification supports both 40-bit RC2 and 3DES for symmetric encryption.
The protocol can affect the message in one of two ways: the host mail program can en-
code the message with S/MIME, or the server can act as the processing agent, encrypting
all messages between hosts.

The host-based operation starts when the user clicks Send—the mail agent will then
encode the message using the generated symmetric key. Then the symmetric key is en-
coded with the remote user’s public key or the local user’s private key. This enables the
remote user to decode the symmetric key and then decrypt the actual content of the mes-
sage. Of course, all of this is handled by the user’s mail program, requiring the user sim-
ply to tell the program to decode the message. If the message is signed by the sender, it
will be signed with the sender’s public key, guaranteeing the source of the message. The
reason that both symmetric and asymmetric encryption are used in the mail is to in-
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crease the speed of encryption and decryption. As encryption is based on difficult math-
ematical problems, it takes time to encrypt and decrypt. To speed this up, the more
difficult process, asymmetric encryption, is used to only encrypt a relatively small
amount of data, the symmetric key. The symmetric key is then used to encrypt the rest of
the message.

The S/MIME process of encrypting e-mails provides integrity, privacy, and, if the mes-
sage is signed, authentication. Several popular e-mail programs support S/MIME, in-
cluding the popular Microsoft products, Outlook and Outlook Express. They both
manage S/MIME keys and functions through the Security screen, as shown in Figure 4-1.
This figure shows the different settings that can be used to encrypt messages and use
X.509 digital certificates. This allows interoperability with web certificates, and trusted
authorities are available to issue the certificates. Trusted authorities are needed to ensure
the senders are who they claim to be, an important part of authentication. In Outlook
Express the window is more simplistic (see Figure 4-2), but the same functions of key
management and secure e-mail operation are available.

While S/MIME is a good and versatile protocol for securing e-mail, there are a few po-
tential problems with its implementation. S/MIME allows the user to select low strength
(40-bit) encryption, which means a user can send a message that is thought to be secure
but that can be more easily decoded than messages sent with 3DES encryption. Also, as
with any protocol, there can be bugs in the software itself. Just because an application is
designed for security does not mean that it, itself, is secure. In October of 2002, a buffer
overrun was found in Outlook Express’s S/MIME error handling. Apart from potential
flaws, S/MIME is a tremendous leap in security over regular e-mail.

Figure 4-1
S/MIME Options
in Outlook
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Pretty Good Privacy (PGP) implements e-mail security in a similar fashion to S/
MIME but using completely different protocols. The basic framework is the same. Again,
the user sends the e-mail, and the mail agent applies encryption as specified in the mail
program’s programming. The content is encrypted with the generated symmetric key,
and that key is encrypted with the public key of the recipient of the e-mail, or with the
private key of the sender. The sender can also choose to sign the mail with their private
key, allowing the recipient to authenticate the sender. Currently PGP supports Public
Key Infrastructure (PKI) provided by multiple vendors, including X.509 certificates,
LDAP key sources such as Microsoft’s Active Directory, and Novell’s NDS.

In Figure 4-3, we see how PGP managed keys locally in its own software. This is where
a user stores not only local keys, but also any keys that were gotten from other people.
There is a free key server for storing PGP public keys. PGP can generate its own keys us-
ing either Diffie-Hellman or RSA, and it can then transmit the public keys to the PGP
LDAP server so other PGP users can search for and locate your public key in order to
communicate with you. This key server is convenient as each person using PGP for com-
munications does not have to implement a server to handle key management. For the
actual encryption of the e-mail content itself, PGP supports IDEA, 3DES, and CAST for
symmetric encryption. PGP provides pretty good security against brute-force attacks by
using a 3DES key length of 168 bits, an IDEA key length of 128 bits, and a CAST key
length of 128 bits. All of these algorithms are difficult to brute force with existing hard-

Figure 4-2
S/MIME Options
in Outlook
Express
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future security against brute-force attacks, the security is reasonable today.

PGP has plug-ins for many popular e-mail programs, including Outlook, Outlook
Express, and Qualcomm’s Eudora. These plug-ins handle the encryption and decryption
behind the scenes, and all that the user must do is enter the encryption key’s passphrase
to ensure that they are the owner of the key. In Figure 4-4 you can see the string of en-
crypted text that makes up the MIME attachment. This text includes the encrypted con-
tent of the message and the encrypted symmetric key. Also, you can see that the program
does not decrypt the message upon receipt; it waits until instructed to decrypt it. PGP
also stores encrypted messages in the encrypted format, as does S/MIME. This is impor-
tant, as it provides end-to-end security for the message.

Like S/MIME, the PGP protocol is not problem free. Diligence must be applied to
keep the software up to date and fully patched, because vulnerabilities are occasion-
ally found. For example, a buffer overflow was found in the way PGP was handled in
Outlook, causing the overwriting of heap memory and leading to possible malicious
code execution. There is also a lot of discussion about the way PGP handles key re-
covery, or key escrow. PGP uses what’s called Additional Decryption Key (ADK),
which is basically an additional public key stacked upon the original public key.
This, in theory, would give the proper organization a private key that would be used
to retrieve the secret messages. In practice, the ADK is not always controlled by a
properly authorized organization, and the danger exists for someone to add an ADK
and then distribute it to the world. This creates a situation where other users will be
sending messages that they believe can only be read by the first party, but that can be
read by the third party who modified the key. These are just examples of the current
vulnerabilities in the product, showing that PGP is just a tool, not the ultimate an-
swer to security.

Figure 4-3
PGP key
management
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Chapter Review
E-mail is one of the oldest and most popular applications on the Internet. Security was
not a primary concern when it was created, and there have also been many extensions to
the protocol that, while greatly increasing the functionality to users, increase security
problems. The MIME extensions allowed file attachments and HTML mail, which al-
lowed the e-mail transfer of viruses and Trojan programs. E-mail software that is capable
of interpreting HTML also opened the door for self-installing e-mail worms. E-mail also
offers simple annoyances, such as unwanted commercial spam and the hoax e-mails
that never seem to die out. Worst of all is the complete lack of privacy and weak authen-
tication inherent in e-mail. S/MIME and PGP attempt to reduce some of the limitations
of e-mail, providing privacy, integrity, and authentication.

Figure 4-4 Decoding a PGP-encoded message in Eudora
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Questions

1. What symmetric encryption protocols does S/MIME support?

A. AES and RC4

B. IDEA and 3DES

C. 3DES and RC2

D. RC4 and IDEA

2. What is spam?

A. Unsolicited commercial e-mail

B. A Usenet archive

C. A computer virus

D. An encryption algorithm

3. How many bits are needed in a symmetric encryption algorithm to give decent
protection from brute-force attacks?

A. 24 bits

B. 40 bits

C. 56 bits

D. 128 bits

4. What makes e-mail hoaxes popular enough to keep the same story floating
around for years?

A. They are written by award-winning authors.

B. The story prompts action on the reader’s part.

C. The story will only give good luck if the user forwards it on.

D. The hoax e-mail forwards itself.

5. What is end-to-end security?

A. E-mail messages are stored in encrypted format before and after they have
been decrypted.

B. E-mail messages remain encrypted, no matter how many e-mail servers they
pass through.

C. E-mail messages are sent through special secure servers.

D. E-mail is sent directly from the local host to the remote host, bypassing
servers entirely.
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6. Why do PGP and S/MIME need public key cryptography?

A. Public keys are necessary to determine if the e-mail is encrypted.

B. The public key is necessary to encrypt the symmetric key.

C. The public key unlocks the password to the e-mail.

D. The public key is useless and just gives a false sense of privacy.

7. Which standards support X.509 certificates?

A. PGP

B. S/MIME

C. Both A and B

D. Neither A nor B

8. What is one of the largest reasons spam is prevalent today?

A. E-mail relays are left open.

B. Regular mail is too slow.

C. Spam is popular among recipients.

D. Spam is sent from the government.

9. Why is HTML e-mail dangerous?

A. It can’t be read by some e-mail clients.

B. It sends the content of your e-mails to web pages.

C. It can allow launching of malicious code from the preview pane.

D. It is the only way spam can be sent.

10. What is a Trojan horse program?

A. A program that encrypts e-mail for security

B. A program that appears legitimate but is actually malicious code

C. A program that only runs on a single computer

D. A program that self-compiles before it runs

11. Why is S/MIME sometimes considered unsecured?

A. It doesn’t actually encrypt the e-mail.

B. It can send unsigned e-mails.

C. It uses inferior Triple DES encryption.

D. It can be used with only 40-bit ciphers.

12. What symmetric encryption protocols does PGP support?

A. IDEA

B. CAST
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C. Triple DES

D. All of the above

13. What makes spam so popular as an advertising medium?

A. Its low cost per impression

B. Its high rate of return

C. Its ability to canvass multiple countries

D. Its quality of workmanship

14. What is one of the popular Trojan horse payloads?

A. Word processor

B. Web server

C. Remote control programs

D. Music sharing programs

15. How does the Realtime Blackhole List help fight spam?

A. It is a universal Internet receptacle for spam.

B. It maintains current signatures of all available spam for download.

C. It takes all spam and returns it to the sender.

D. It maintains a list of spam sources that e-mail servers can check messages
against.

Answers

1. C.

2. A.

3. D. 128 bits is the current requirement to provide decent security from brute-
force attacks against the key.

4. B. Hoax e-mails work by prompting action on the user’s part. Typically the
action is to forward the e-mail to everyone the reader knows, sometimes to
right some moral injustice.

5. A. End-to-end security is when an e-mail is stored in its encrypted format both
before and after it has been decrypted. PGP and S/MIME both provide this
functionality.

6. B. The public key is used to encrypt the symmetric key, which is then used to
encrypt the message contents, because encrypting the entire message would
take too much processing power.

7. C. Both PGP and S/MIME support the use of X.509 certificates for the
asymmetric key.
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8. A. Spam is often sent through open e-mail relays to conceal the true identity of
the senders.

9. C. HTML e-mail can carry embedded instructions to download or run scripts
that can be launched from the preview pane in some e-mail programs, without
requiring the user to actively launch the attached program.

10. B. A Trojan horse program looks like a legitimate game or video, but actually
carries malicious code.

11. D. S/MIME currently supports a 40-bit cipher to perform the symmetric
encryption, and this is considered unsecured by some, as 128 bits should be the
minimum on symmetric keys.

12. D.

13. A. Spam is popular simply because of its low cost. Spam can be sent to
thousands of people for less than a cent per reader.

14. C. Remote control programs, such as SubSeven and Back Orifice are popular
Trojan horse programs because they give the attacker access to all the resources
of the machine.

15. D. The Realtime Blackhole List is a list of sources known to send spam, and e-
mail servers can use it to perform checks against the source of e-mail. If the
source matches, often the e-mail is simply dropped from the server.
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