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CHAPTER 3Remote Access
In this chapter, you will

• Learn about the methods and protocols for remote access to networks
• Discover authentication, authorization, and accounting (AAA) protocols
• Be introduced to wireless protocols and the security implications in their use
• Cover virtual private networks (VPNs) and their security aspects
• Explore Internet Protocol Security (IPsec) and its use in securing communications

Remote access enables users outside a network to have network access and privileges as
if they were inside the network. Being outside a network means that the user is using a
machine that is not physically connected to the network in question and must therefore
establish a connection through a remote means, such as dialing in, connecting via the
Internet, or connecting through a wireless connection. A user accessing resources from
the Internet through their ISP is also connecting remotely to the resources via the
Internet.

To achieve these network connections, a variety of methods are used, varying depend-
ing upon network type, the hardware and software employed, and any security require-
ments. Microsoft Windows has a specific server component, the Remote Access Service,
which is designed to facilitate the management of remote access connections through
dial-up modems. Cisco has implemented a variety of remote access methods through its
networking hardware and software. UNIX systems have built-in methods, as well.

The Remote Access Process
The process of connecting by remote access involves two elements: a temporary network
connection and a series of protocols to negotiate privileges and commands. The tempo-
rary network connection can be via a dial-up service, the Internet, wireless access, or any
other method of connecting to a network. Once the connection is made, the primary is-
sue is identifying the user and establishing proper privileges for that user. This is done
using a combination of protocols and the operating system on the host machine.

The three steps in the establishment of proper privileges are authentication, authori-
zation, and accounting (AAA). Authentication is the matching of user-supplied creden-
tials to previously stored credentials on a host machine, and it is usually done with an
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account name and password. Once the user is authenticated, the authorization step
takes place. Authorization is the granting of specific permissions based on the privileges
held by the account. Does the user have permission to use the network at this time, or is
their use restricted? Does the user have access to specific applications, such as mail and
FTP, or are some of these restricted? These checks are carried out as part of authoriza-
tion, and in many cases, this is a function of the operating system in conjunction with its
established security policies. A last function, accounting, is the collection of billing and
other detail records. Network access is often a billable function, and a log of how much
time, bandwidth, file transfer space, or other resources were used needs to be main-
tained. Other accounting functions include keeping detailed security logs to maintain
an audit trail of tasks being performed. All of these standard functions are part of nor-
mal and necessary overhead in maintaining a computer system, and the protocols used
in remote access provide the necessary input for these functions.

The primary role of the protocols is one of network connectivity, of which security
plays an integral role. When defining security, the terms confidentiality, integrity, and
availability are commonly used. All of these have a role in remote access, but availability
is used specifically to mean authorized access. Confidentiality, integrity, and availabil-
ity are major pieces of the foundation of security and they are well supported by prop-
erly implemented remote access protocols.

By using encryption, remote access protocols can establish a secure network connec-
tion, through which the operating system on the host machine can authenticate and au-
thorize a user according to previously established privilege levels. The authorization
phase can keep unauthorized users out, but after that, the encryption of the communi-
cations channel becomes very important in preventing others from breaking in on an
authorized session and hijacking the authorized user’s credentials. As more and more
networks rely on the Internet for connecting remote users, the need for and importance
of remote access protocols and security will continue to grow. When a user dials in to
the Internet through their ISP, this is similarly a case of remote access—the user is estab-
lishing a connection to their ISP’s network, and the same security issues apply. The issue
of authentication, the matching of user-supplied credentials to previously stored creden-
tials on a host machine, is usually done with an account name and password. Once the
user is authenticated, then the authorization step takes place.

There are many different remote access protocols in use today, and more will be put
into service in the future. Some are designed around specific methods of connection;
others have specific functionality designed into them for special purposes. Some are private,
some are based on common security mechanisms, and some have proprietary algorithms.
This is important from a conceptual point of view, but in terms of functionality, these
protocols are designed to do many of the same functions.

Identification
Identification is the process of ascribing a computer ID to a specific user, computer, or
network device. User identification enables authentication and authorization, and
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these form the basis for accountability. This enables you to trace activities to individ-
ual users or computer processes so that they can be held responsible for their actions.
Identification usually takes the form of logon ID or userid. A required characteristic of
such IDs is that they must be unique. For accountability purposes they should not be
shared, and for security purposes they should not be descriptive of job function.

Authentication
Authentication is the process of binding a specific ID to a specific computer connection.
Historically, there have been three categories of things used to identify a user. Originally
published by the U.S. Government in one of the Rainbow series of manuals on com-
puter security, they are:

• What users know (such as a password)

• What users have (such as tokens)

• What users are (this can involve static biometrics such as fingerprints)

Today, because of technological advances, a new category has emerged, patterned after
subconscious behavior:

• What users do (this can involve dynamic biometrics such as a voice print)

These methods can be used individually or in combination. The most common
method is using a userid and password. For greater security, you can add an element
from a separate group, such as a smart card token, something a user has in their posses-
sion. A common example is a bankcard and PIN. Although a 4-digit PIN (something
you know) does not offer much security, when coupled with possession of the correct
bankcard (something you have), together they form a reasonable level of security.

Authorization
Authorization is the process of permitting or denying access to a specific resource. Once
identity is confirmed via authentication, specific actions can be authorized or denied.
Many types of authorization schemes are used, but the purpose is the same: determine
whether a given user who has been identified has permissions for a particular object or
resource being requested. This functionality is frequently part of the operating system
and is transparent to users.

The separation of tasks, from identification to authentication to authorization, has
several advantages. There are many methods to perform each task, and on many systems
several methods are concurrently present for each task. Separation of these tasks into in-
dividual elements allows combinations of implementations to all work together.

Authentication is a process of verifying properly presented credentials; the source of
the credentials is not a relevant item. You can authenticate users and computer processes
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(ID carried by script); the concept of authentication and implementation is identical.
Different forms of authorization can be implemented, based on the resource being re-
quested, such as database access or router admin access.

Any system or resource, be it hardware (router, workstation) or a software compo-
nent (database system) that requires authorization can use its own authorization
method once authentication for a connection has been resolved for it. This makes for ef-
ficient and consistent application of these principles.

Telnet
Telnet is the standard terminal-emulation protocol within the TCP/IP protocol series,
and it is defined in RFC 854. Telnet allows users to log in remotely and access resources
as if the user had a local terminal connection. Telnet is an old protocol and has little se-
curity. Information is passed in the clear over the TCP/IP connection, including account
names and passwords.

Telnet makes its connection using TCP port 23. (A list of remote access networking
port assignments is provided in Table 3-2 in the Chapter Review section.) As Telnet is
implemented on most products using TCP/IP, it is important to control access to Telnet
on machines and routers when setting them up. Failure to control access by using fire-
walls, access lists, and other security methods, or even by disabling the telnet daemon, is
equivalent to leaving an open door for unauthorized users on a system.

SSH
Secure Shell (SSH) is a protocol series designed to facilitate secure network functions
across an insecure network. SSH provides direct support for secure remote login, secure
file transfer, and secure forwarding of TCP/IP and X Window System traffic.

SSH has its origins all the way back in the beginning of the UNIX operating system.
An original component of UNIX was telnet, which allowed users to connect between
systems. Telnet, although still in existence and in use today, had some drawbacks, such
as passing information in the clear across the network, making it easy for anyone to ob-
tain sensitive information, such as userids and passwords by sniffing. Some enterpris-
ing Berkeley students subsequently developed the r- commands, such as rlogin, to
permit access based on the user and source system, as opposed to passing passwords.
This was not perfect either, however, for when a login was required, it was still passed
in the clear. This led to the development of Secure Shell (SSH), a protocol series de-
signed to eliminate all of the insecurities associated with telnet, r- commands, and
other means of remote access.

SSH opens a secure transport between machines by using an SSH daemon on each
end. These daemons initiate contact over TCP port 22 and then communicate over
higher ports in a secure mode. One of the strengths of SSH is its support for many differ-
ent encryption protocols. SSH 1.0 started with RSA algorithms, but at the time they were
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still under patent, and this led to SSH 2.0 with extended support for 3DES and other en-
cryption methods. Today, SSH can be used with a wide range of encryption protocols,
including RSA, 3DES, Blowfish, IDEA, CAST128, AES256, and others.

The SSH protocol has facilities to automatically encrypt data, provide authentication,
and compress data in transit. It can support strong encryption, cryptographic host au-
thentication, and integrity protection. The authentication services are host-based and
not user-based. If user authentication is desired in a system, it must be done separately
at a higher level in the OSI model. The protocol is designed to be flexible and simple and
it is specifically designed to minimize the number of round trips between systems. The
key exchange, public key, symmetric key, message authentication, and hash algorithms
are all negotiated at connection time. Individual data-packet integrity is assured
through the use of a message authentication code that is computed from a shared secret,
the contents of the packet, and the packet sequence number.

The SSH protocol consists of three major components:

• Transport layer protocol Provides server authentication, confidentiality,
integrity, and compression.

• User authentication protocol Authenticates the client to the server.

• Connection protocol Provides multiplexing of the encrypted tunnel into
several logical channels.

SSH is very popular in the UNIX environment, and it is actively used as a method of
establishing virtual private networks (VPNs) across public networks. As all communica-
tions between the two machines are encrypted at the OSI application layer by the two
SSH daemons, this leads to the ability to build very secure solutions, and even solutions
that defy the ability of outside services to monitor. As SSH is a standard protocol series
with connection parameters established via TCP port 22, different vendors can build
differing solutions that still can interoperate. As such, if SSH is enabled on a UNIX plat-
form, it is a built-in method of establishing secure communications with that system.

Although Windows server implementations of SSH exist, this has not been a popu-
lar protocol in the Windows environment from a server perspective. The development
of a wide array of commercial SSH clients for the Windows platform indicates the mar-
ketplace strength of interconnection from desktop PCs to UNIX-based servers utiliz-
ing this protocol.

L2TP and PPTP
Layer Two Tunneling Protocol (L2TP) and Point-to-Point Tunneling Protocol (PPTP)
are both OSI layer two tunneling protocols, and PPTP is probably the most com-
mon implementation of tunneling today. Tunneling is the encapsulation of one
packet within another, which allows you to hide the original packet from view, or to
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change the nature of the network transport. This can be done for both security and
practical reasons.

From a practical perspective, assume that you are using the TCP/IP protocol to com-
municate between two machines. Your message may pass over an Asynchronous Trans-
fer Mode (ATM) network as it moves from source to destination. As the ATM protocol
can neither read nor understand TCP/IP packets, something must be done to make
them passable. By taking a packet and encapsulating it as the payload in a separate pro-
tocol, so it can be carried across a section of a network, a tunnel is created. At each end of
the tunnel, called the tunnel endpoints, the payload packet is read and understood. As it
goes into the tunnel, you can envision your packet being placed in an envelope with the
address of the appropriate tunnel endpoint on the envelope. When the envelope arrives
at the tunnel endpoint, the original message (the tunnel packet’s payload) is re-created,
read, and sent to its appropriate next stop. The material being tunneled is only read and
understood at the tunnel endpoints; it is not relevant to intermediate tunnel points be-
cause it is only a payload.

If you encrypt the original packet, intermediate points in the tunneled journey
cannot read the original packet, thus ensuring message security. Additional use of
cryptological tools can provide authenticity information and other protections; this will
be described in the “IPsec” section of this chapter.

Point-to-Point Protocol (PPP) is a widely used protocol for establishing dial-in con-
nections over serial lines or ISDN services. PPP has several authentication mechanisms,
including Password Authentication Protocol (PAP), Challenge Handshake Authentica-
tion Protocol (CHAP), and the Extensible Authentication Protocol (EAP). These proto-
cols are used to authenticate the peer device, not a user of the system. PPP is a
standardized Internet encapsulation of IP traffic over point-to-point links, such as serial
lines. The authentication process is performed only when the link is established.

PPTP
Microsoft led a consortium of networking companies to extend the PPP protocol to en-
able the creation of virtual private networks (VPNs). The result was the PPTP protocol.
PPTP is a network protocol that enables the secure transfer of data from a remote PC to
a server by creating a VPN across a TCP/IP network. This remote network connection
can also span a public switched telephone network (PSTN) and is thus an economical
way of connecting remote dial-in users to a corporate data network. The incorporation
of the PPTP protocol into the Microsoft Windows product line provides a built-in se-
cure method of remote connection using the operating system, and this has given PPTP
a large marketplace footprint.

For most PPTP implementations, there are three computers involved: the PPTP cli-
ent, the network access server (NAS), and a PPTP server, as shown in Figure 3-1. The
connection between the remote client and the network is established in stages, as illus-
trated in Figure 3-2. First the client makes a PPP connection to a NAS, typically an ISP.

All-In-One / Security+ Certification All-in-One Exam Guide / team / 222633-1/ Chapter 3

P:\010Comp\All-in-1\633-1\ch03.vp
Friday, May 23, 2003 10:59:49 AM

Color profile: Generic CMYK printer profile
Composite  Default screen



All-In-One / Security+ Certification All-in-One Exam Guide / team / 222633-1/ Chapter 3

P
A

R
T

III

Once the PPP connection is established, a second connection is made over the PPP
connection to the PPTP server. This second connection creates the VPN connection be-
tween the remote client and the PPTP server. This connection acts as a tunnel for future
data transfers.

As mentioned earlier in this chapter, tunneling is the process of sending packets as
data within other packets across a section of a network. This encapsulation enables a
network to carry a packet type that it cannot ordinarily route, and it also provides the op-
portunity to secure the contents of the first packet through encryption. PPTP establishes
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Figure 3-1 PPTP communication diagram

Figure 3-2 PPTP message encapsulation during transmission
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a tunnel from the remote PPTP client to the PPTP server and enables encryption within
this tunnel. This provides a secure method of transport. To do this and still enable rout-
ing, an intermediate addressing scheme, Generic Routing Encapsulation (GRE), is used.

To establish the connection, PPTP uses communications across TCP port 1723 (see
Table 3-2 in the Chapter Review section), so this port must remain open across the net-
work firewalls for PPTP to be initiated. Although PPTP allows the use of any PPP
authentication scheme, CHAP is used when encryption is specified to provide an
appropriate level of security. For the encryption methodology, Microsoft chose the RSA
RC4 cipher, either with a 40-bit or 128-bit session key length, and this is operating-
system driven.

L2TP
L2TP is also an Internet standard and came from the Layer Two Forwarding (L2F) proto-
col, a Cisco initiative designed to address issues with PPTP. Whereas PPTP is designed
around PPP and IP networks, L2F, and hence L2TP, is designed for use across all kinds of
networks including ATM and frame relay. Additionally, where PPTP is designed to be
implemented in software at the client device, L2TP was conceived as a hardware imple-
mentation using a router or a special purpose appliance.

L2TP works in much the same way as PPTP, but it opens several items up for expan-
sion. For instance, in L2TP, routers can be enabled to concentrate VPN traffic over
higher bandwidth lines, creating hierarchical networks of VPN traffic that can be more
efficiently managed across an enterprise. L2TP also has the ability to use IPsec and DES
as encryption protocols, providing a higher level of data security. L2TP is also designed
to work with established AAA services, such as RADIUS and TACACS+ (explained in the
“RADIUS” and “TACACS+” sections of this chapter) to aid in user authentication, au-
thorization, and accounting.

L2TP is established via User Datagram Protocol (UDP) port 1701, so this is an essen-
tial port to leave open across firewalls supporting L2TP traffic. This port is registered
with the Internet Assigned Numbers Authority (IANA), as is 1723 for PPTP (see Table 3-2
in the Chapter Review section). Microsoft supports L2TP in Windows 2000 and above,
but because of the computing power required, most implementations will use specialized
hardware (such as a Cisco router).

IEEE 802.11
The IEEE 802.11 protocol series covers the use of microwave communications media in
networks, and 802.16 is the protocol series for wireless metropolitan area networks
(MANs). 802.11 is designed for wireless LANs, and the remainder of this discussion will
focus on the 802.11 series, because it has become widespread in use.

This is not a single protocol, but an entire series of them, with 802.11b, 802.11a,
and 802.11g being common wireless protocols that allow wireless connectivity to a
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LAN and ad hoc peer-to-peer wireless networking. Products for these protocols have
become very common, and they are available from a variety of vendors, often for under
$100. These devices are beginning to find their use in corporate networks, metropoli-
tan hot spots, and even home networks. The advantage of wireless communication is
simple to understand—the requirement for a physical wire and various boxes is elimi-
nated. This provides tremendous ease of setup for a network engineer from a cabling
point of view, because there are no cables to connect. This pays off again if a corpora-
tion moves employees between desks, because again there are no wires to move when
moving PCs. For laptop users, this means machines and devices can be mobile and re-
main connected to the network.

The lack of a physical cable does not change security requirements—the wireless so-
lution has to face a tougher standard. Offering wireless connectivity is equivalent to giv-
ing an outsider a network drop, and it must be assumed that an intruder is connected at
all times.

The actual communication method for 802.11 devices is via either direct-sequence
spread spectrum (DSSS) or frequency-hopping spread spectrum (FHSS). These methods
employ a range of frequencies to mitigate noise and propagation problems. These meth-
ods also prevent casual eavesdropping, as the frequency on which the data moves is al-
ways moving in time. This only affects casual eavesdropping, though, because a wireless
access device is specifically designed to locate and track a signal from an access point.
Frequency hopping has very little effect, from a security point of view.

For security purposes, the 802.11 standards contain an optional protocol called
Wired Equivalent Privacy (WEP). This is an encryption method that is optional, so not
all vendors support this option, nor do all network administrators enable this option.
The default WEP method is a 40-bit form of the RC4 stream-cipher encryption algo-
rithm, although many vendors offer a 128-bit version, as well. The WEP method uses
a static shared secret key between devices, with a variable initialization vector.

The particular implementation of the initialization vector in WEP has been shown to
have a fault that can allow an outsider to break the key in a 40-bit system after a few
hours of studying traffic on a Pentium 4 class machine. The problem lies not with the
RC4 algorithm, but with the initialization vector, which is repeated after a certain
amount of time, and the way RC4 is used within WEP. Someone watching the pattern
can find the repeated sequences and then break the shared secret key. This is one of the
factors leading to the adoption of a new WEP method that does not cycle keys in the same
manner as the current version. The weak initialization vector problem is not signifi-
cantly improved upon by using a longer key. Even with a 128-bit key, the initialization
vector stays the same length, and initialization vector collisions will therefore occur in
the same relatively short period of time.

The current WEP method requires all clients that use the same access point to use the
same key for session initiation. This introduces a key management issue and also adds
concerns about eavesdropping between clients on the same access point. For this reason,
many installations of wireless LANs also use other security protocols, such as layer three
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tunneling, as in VPNs. Also, newer wireless access points have functionality built in to
use access control lists against MAC addresses to filter LAN connections, but this adds
significant management overhead in larger installations.

From a hardware point of view, a wireless network consists of two pieces: a wireless
access point connected to a network, and a wireless network interface card on a client
machine. The access point can be shared among multiple users, and users can move be-
tween access points. Each wireless access point has a usable range of up to about 200 feet,
depending upon the antenna configuration, the building’s configuration and interfer-
ence sources. Transmission speed is dependent upon the range, with distant users run-
ning at slower speeds. The actual connection speed depends upon the protocol and
signal strength, with Table 3-1 giving the standard values.

VPN
Virtual private networks (VPNs) are secure “virtual” networks built on top of physical
networks. Their security lies in the encryption of packet contents between the endpoints
that define the VPN network. The physical network upon which a VPN is built is typi-
cally a public network, such as the Internet. Because the packet contents between VPN
endpoints are encrypted, to an outside observer on the public network, the communica-
tion is secure, and depending on how the VPN is set up, security may even extend to the
two communicating parties machines.

Virtual private networking is not a protocol per se, but rather a method of using pro
tocols to achieve a specific objective, secure communications, as shown in Figure 3-3.
A user wishing to have a secure communication channel with a server across a public
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Protocol Frequency Maximum Network Speed

802.11a 5 GHz 54 Mbps

802.11b 2.4 GHz 11 Mbps

802.11g 2.4 GHz 54 Mbps

Table 3-1
Comparison of
802.11 Protocol
Parameters

Figure 3-3 VPN service over an Internet connection
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network can set up two intermediary devices, VPN endpoints, to accomplish this task.
The user can communicate with his endpoint, and the server can communicate with its
endpoint. The two endpoints then communicate across the public network. VPN end-
points can be software solutions, routers, or specific servers set up for specific function-
ality. This implies that VPN services are set up in advance and are not something
negotiated on the fly.

A typical use of VPN services is a user accessing a corporate data network from a
home PC across the Internet. The employee will install VPN software from work on
their home PC. This software is already configured to communicate with the corporate
network’s VPN endpoint; it knows the location, the protocols that will be used, and so
on. When the home user wishes to connect to the corporate network, they connect to
the Internet and then start the VPN software. The user can then log in to the corporate
network by using an appropriate authentication and authorization methodology. The
sole purpose of the VPN connection is to provide a private connection between the ma-
chines. Identification, authorization, and all other standard functions are done with
the standard mechanisms for the established system.

VPNs can use many different protocols to offer a secure method of communicating
between endpoints. Common methods of encryption on VPNs include PPTP, IPsec,
SSH, and L2TP, all of which are discussed in this chapter. The key is that both endpoints
know the protocol and share a secret. All of this necessary information is established
when the VPN is set up. At the time of use, the VPN only acts as a private tunnel between
the two points, and does not constitute a complete security solution.

IPsec
IPsec, short for IP Security, is a set of protocols developed by the Internet Engineering
Task Force (IETF) to securely exchange packets at the network layer of the OSI model
(RFC 2401–2412). Although these protocols only work in conjunction with IP net-
works, once an IPsec connection is established, it is possible to tunnel across other networks
at lower levels of the OSI model. The set of security services provided by IPsec occurs at
the network layer of the OSI model, so higher layer protocols, such as TCP, UDP, ICMP,
BGP, and the like, are unaffected by the implementation of IPsec services.

The IPsec protocol series has a sweeping array of services it is designed to provide, in-
cluding, but not limited to, access control, connectionless integrity, traffic-flow confi-
dentiality, rejection of replayed packets, data security (encryption), and data-origin
authentication. IPsec has two defined methods—transport and tunneling—and these
two methods provide different levels of security. IPsec also has three modes of connec-
tion: host to server, server to server, and host to host.

The transport method encrypts only the data portion of a packet, thus enabling an
outsider to see source and destination IP addresses. This protects the data being trans-
mitted, but allows knowledge of the transmission itself. Protection of the data portion
of a packet is referred to as content protection.

Tunneling provides encryption of source and destination IP addresses, as well as of
the data itself. This provides the greatest security, but it can only be done between IPsec

All-In-One / Security+ Certification All-in-One Exam Guide / team / 222633-1/ Chapter 3

P
A

R
T

III
Chapter 3: Remote Access

13

All-In-One / Security+ Certification All-in-One Exam Guide / team / 222633-1/ Chapter 3

P:\010Comp\All-in-1\633-1\ch03.vp
Friday, May 23, 2003 10:59:51 AM

Color profile: Generic CMYK printer profile
Composite  Default screen



servers (or routers) because the final destination needs to be known for delivery. Protec-
tion of the header information is known as context protection.

It is possible to use both methods at the same time, such as using transport within
one’s own network to reach an IPsec server, which then tunnels to the target server’s net-
work, connecting to an IPsec server there, and then using the transport method from the
target network’s IPsec server to the target host.

IPsec Configurations
There are four basic configurations for machine-to-machine connections using IPsec.
The simplest is a host-to-host connection between two machines, as shown in Figure 3-4.
In this case, the Internet is not a part of the security association between the machines. A
security association is a formal manner of describing the necessary and sufficient por-
tions of the IPsec protocol series to achieve a specific level of protection. As many options
exist, both communicating parties must agree on the use of the protocols that are avail-
able, and this agreement is referred to as a security association.

The next level of implementation places two security devices in the stream, relieving
the hosts of the calculation and encapsulation duties. These two gateways have a secu-
rity association between them, but the network is assumed to be secure from each ma-
chine to its gateway, and no IPsec is performed in this hop. Figure 3-5 shows the two
gateways with a tunnel across the Internet, although either tunnel or transport mode
may be actually used.

A third case combines the first two. A separate security association exists between the
gateway devices, but additionally, a security association exists between hosts. This could
be considered a tunnel inside a tunnel, as shown in Figure 3-6.

A common situation is where a remote user connects through the Internet to an orga-
nization’s network. The network has a security gateway through which it secures traffic
to and from its servers and authorized users. In this case, illustrated in Figure 3-7, the
user establishes a security association with the security gateway and then a separate asso-
ciation with the desired server, if required. This can be done using software on a remote
laptop and hardware at the organization’s network.

Windows has the ability to act as an IPsec server, as do routers and other servers. The
primary issue is CPU usage, and where the computing power should be implanted. This
consideration has led to the rise of IPsec appliances, hardware devices that perform the
IPsec function specifically for a series of communications. Depending on the number of
connections, network bandwidth, and so on, these devices can run as little as $150
(for small office or home office use) or as much as tens of thousands of dollars for
large implementations.

IPsec Security
IPsec uses two protocols to provide traffic security:

• Authentication Header (AH)

• Encapsulating Security Payload (ESP)
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Figure 3-5 IPsec between machines using gateway security devices

Figure 3-6 Separate IPsec tunnels—gateway to gateway and host to host

Figure 3-4 Host-to-host IPsec connection

Figure 3-4 Remote connection across the Internet using IPsec
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For key management and exchange, three protocols exist:

• Internet Security Association and Key Management Protocol (ISAKMP)

• Oakley

• Secure Key Exchange Mechanism for Internet (SKEMI)

These key management protocols can be collectively referred to as Internet Key Manage-
ment Protocol (IKMP) or Internet Key Exchange (IKE).

IPsec does not define specific security algorithms, nor does it require specific meth-
ods of implementation. IPsec is an open framework that allows vendors to implement
existing industry-standard algorithms suited for specific tasks. This flexibility is key in
IPsec’s ability to offer a wide range of security functions. IPsec allows several security
technologies to be combined into a comprehensive solution for network-based confi-
dentiality, integrity, and authentication. IPsec uses

• Diffie-Hellman key exchange between peers on a public network

• Public key signing of Diffie-Hellman key exchanges to guarantee identity
and avoid man-in-the-middle attacks

• Bulk encryption algorithms, such as IDEA and 3DES, for encrypting data

• Keyed hash algorithms, such as HMAC, and traditional hash algorithms,
such as MD5 and SHA-1, for packet-level authentication

• Digital certificates to act as digital ID cards between parties

To provide traffic security, two header extensions have been defined for IP datagrams.
The Authentication Header (AH), when added to an IP datagram, ensures the integrity
of the data and also the authenticity of the data’s origin. By protecting the non-changing
elements in the IP header, the AH protects the IP address, which enables data-origin au-
thentication. The Encapsulating Security Payload (ESP) provides security services for the
higher-level protocol portion of the packet only, not the IP header.

AH and ESP can be used separately or in combination, depending on the level and
types of security desired. Both also work with the transport and tunnel modes of IPsec
protocols. In transport mode, the two communication endpoints are providing security
primarily for the upper layer protocols. The cryptographic endpoints, where encryption
and decryption occurs, are located at the source and destination of the communication
channel. For AH in transport mode, the original IP header is exposed, but its contents
are protected via the AH block in the packet, as illustrated in Figure 3-8. For ESP in trans-
port mode, the data contents are protected by encryption, as illustrated in Figure 3-9.

Tunneling, as described previously, is a means of encapsulating packets inside a
protocol that is understood only at the entry and exit points of the tunnel. This pro-
vides security during transport in the tunnel, because outside observers cannot deci-
pher packet contents, or even the identity of the communicating parties. IPsec has a
tunnel mode that can be used from server to server across a public network. Although
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the tunnel endpoints are referred to as servers, these devices can be routers, appli-
ances, or servers. In tunnel mode, the tunnel endpoints merely encapsulate the entire
packet with new IP headers to indicate the endpoints, and they encrypt the contents of
this new packet. The true source and destination information is contained in the inner
IP header, which is encrypted in the tunnel. The outer IP header contains the addresses
of the endpoints of the tunnel.

As described earlier, AH and ESP can be employed in tunnel mode. When AH is em-
ployed in tunnel mode, portions of the outer IP header are given the same header pro-
tection that occurs in transport mode, with the entire inner packet receiving protection.
This is illustrated in Figure 3-10. ESP affords the same encryption protection to the con-
tents of the tunneled packet, which is the entire packet from the initial sender, as illus-
trated in Figure 3-11. Together, in tunnel mode, AH and ESP can provide complete
protection across the packet, as shown in Figure 3-12. The specific combination of AH
and ESP is referred to as a security association in IPsec.

In IP version 4 (IPv4), IPsec is an add-on, and its acceptance is vendor driven. It is
not a part of the original IP protocol—one of the short-sighted design flaws of the orig-
inal IP protocol. In the next version of the IP protocol suite, IPv6, IPsec is integrated
into the IP protocol and is native on all packets. Its use is still optional, but its inclu-
sion in the protocol suite will guarantee interoperability across vendor solutions when
they are compliant with IPv6 standards. This is one of the major reasons firms will
move to IPv6; the increased security will become a driving force behind the adoption
of the new protocol series.
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Figure 3-5
IPsec use of AH
in tunnel mode

Figure 3-6
IPsec use of ESP
in tunnel mode

Figure 3-7
IPsec ESP and
AH packet
construction
in tunnel mode
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IPsec uses cryptographic keys in its security process and has both manual and auto-
matic distribution of keys as part of the protocol series. Manual key distribution is
included, but is only practical in small static environments and does not scale to enter-
prise-level implementations. The default method of key management is automated and
is typically referred to as IKE (Internet Key Exchange). IKE authenticates each peer in-
volved in IPsec and negotiates the security policy, including the exchange of session
keys. IKE creates a secure tunnel between peers and then negotiates the security associa-
tion for IPsec across this channel. This is done in two phases: the first develops the chan-
nel, and the second the security association.

IEEE 802.1x
The IEEE 802.1x standard is for a protocol to support communications between a user
and an authorization device, such as an edge router. This protocol describes methods to
authenticate a user prior to granting access to an authentication server, such as a RADIUS
server. 802.1x acts through an intermediate device, such as an edge switch, enabling ports
to carry normal traffic if the connection is properly authenticated. This prevents unautho-
rized clients from accessing the publicly available ports on a switch, keeping unautho-
rized users out of a LAN. Until a client has successfully authenticated itself to the device,
only Extensible Authentication Protocol over LAN (EAPOL) traffic is passed by the switch.

EAPOL is an encapsulated method of passing EAP messages over 802 frames. EAP is a
general protocol that can support multiple methods of authentication, including
one-time passwords, Kerberos, public keys, and security device methods such as smart
cards. Once a client successfully authenticates itself to the 802.1x device, the switch
opens ports for normal traffic. At this point, the client can communicate with the sys-
tem’s AAA method, such as a RADIUS server, and authenticate itself to the network.

RADIUS
Remote Authentication Dial-In User Service (RADIUS) is a protocol that was developed
originally by Livingston Enterprises (acquired by Lucent) as an AAA protocol. It was
submitted to the IETF as a series of RFCs: RFC 2058 (RADIUS specification), RFC 2059
(RADIUS accounting standard), and updated RFCs 2865–2869 are now standard proto-
cols. The IETF AAA Working Group has proposed extensions to RADIUS (RFC 2882)
and a replacement protocol DIAMETER (Internet Draft DIAMETER Base Protocol).

RADIUS is designed as a connectionless protocol utilizing UDP as its transport level
protocol. Connection type issues, such as timeouts, are handled by the RADIUS applica-
tion instead of the transport layer. RADIUS utilizes UDP ports 1812 for authentication
and authorization and 1813 for accounting functions (see Table 3-2 in the Chapter
Review section).
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RADIUS is a client/server protocol. The RADIUS client is typically a NAS, and the
RADIUS server is a process or daemon running on a UNIX or Windows NT machine.
This is important to note, for if the user’s machine (the PC) is not the RADIUS client (the
NAS), then communications between the PC and the NAS are typically not encrypted
and are passed in the clear. Communications between a RADIUS client and RADIUS
server are encrypted using a shared secret that is manually configured into each entity
and not shared over a connection. Hence, communications between a RADIUS client
(typically a NAS) and a RADIUS server are secure, but the communications between a user
(typically a PC) and the RADIUS client are subject to compromise.

RADIUS Authentication
The RADIUS protocol is designed to allow a RADIUS server to support a wide variety of
methods to authenticate a user. When the server is given a username and password, it
can support PPP, PAP, CHAP, UNIX login, and other mechanisms, depending on what
was established when the server was set up. A user login authentication consists of a
query (Access-Request) from the RADIUS client and a corresponding response (Access-
Accept or Access-Reject) from the RADIUS server, as you will see in Figure 3-13.

The Access-Request message contains the username, encrypted password, NAS IP ad-
dress, and port. The message also contains information concerning the type of session
the user wishes to initiate. Once the RADIUS server receives this information, it searches
its database for a match on the username. If a match is not found, either a default profile
is loaded or an Access-Reject reply is sent. If the entry is found, or the default profile is
used, the next phase involves authorization, for in RADIUS, these steps are performed in
sequence.

RADIUS Authorization
In the RADIUS protocol, the authentication and authorization steps are performed to-
gether in response to a single Access-Request message, although they are sequential
steps (see Figure 3-13). Once an identity has been established, either known or default,
the authorization process determines what parameters are returned to the client. Typical
authorization parameters include the service type allowed (shell or framed), the proto-
cols allowed, the IP address to assign to the user (static or dynamic), the access list to ap-
ply or static route to place in the NAS routing table. These parameters are all defined in
the configuration information on the RADIUS client and server during setup. Using this
information, the RADIUS server returns an Access-Accept message with these parameters
to the RADIUS client.

RADIUS Accounting
The RADIUS accounting function is performed independently of RADIUS authentica-
tion and authorization. The accounting function uses a separate UDP port, 1813 (see
Table 3-2 in the Chapter Review section). The primary functionality of RADIUS ac-
counting was established to support Internet service providers in their user accounting,
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and it supports typical accounting functions for time billing and security logging. The
RADIUS accounting functions are designed to allow data to be transmitted at the begin-
ning and end of a session, and it can indicate resource utilization, such as time, band-
width, and so on.

When RADIUS was first designed in the mid 1990s, the role of ISP NASs was rela-
tively simple. Allowing and denying access to a network and timing usage were the ma-
jor concerns. Today, the Internet and its access methods have changed dramatically, and
so have the AAA requirements. As individual firms extended RADIUS to meet these
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Figure 3-8 RADIUS communication sequence
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needs, interoperability became an issue, and a new AAA protocol called DIAMETER, de-
signed to address these issues in a comprehensive fashion, has been proposed and is en-
tering the final stages of the Internet Draft/RFC process.

DIAMETER
DIAMETER is a proposed name for the new AAA protocol suite, designated by the IETF
to replace the aging RADIUS protocol. DIAMETER operates in much the same way as
RADIUS, in a client/server configuration, but it improves upon RADIUS, resolving dis-
covered weaknesses. DIAMETER is a TCP-based service and has more extensive capabili-
ties in authentication, authorization, and accounting. DIAMETER is also designed for
all types of remote access, not just modem pools. As more and more users adopt broad-
band and other connection methods, these newer services require more options to
properly determine permissible usage and to account for and log the usage. DIAMETER
is designed with these needs in mind.

DIAMETER also has an improved method of encrypting message exchanges to pro-
hibit replay and man-in-the-middle attacks. Taken all together, DIAMETER, with its en-
hanced functionality and security, built on the proven design of the old RADIUS
standard, will prove to be the replacement of RADIUS in the next few years.

TACACS+
The Terminal Access Controller Access Control System+ (TACACS+) protocol is the cur-
rent generation of the TACACS family. Originally TACACS was developed by BBN
Planet Corporation for MILNET, an early military network, but it has been enhanced by
Cisco and expanded twice. The original BBN TACACS system provided a combination
process of authentication and authorization. Cisco extended this to Extended Terminal
Access Controller Access Control System (XTACACS), which provided for separate au-
thentication, authorization, and accounting processes. The current generation,
TACACS+, has extended attribute control and accounting processes.

One of the fundamental design aspects is the separation of authentication, authori-
zation, and accounting in this protocol. Although there is a straightforward lineage of
these protocols from the original TACACS, TACACS+ is a major revision and is not back-
ward compatible with previous versions of the protocol series.

TACACS+ uses TCP as its transport protocol, typically operating over TCP port 49. This
port is used for the login process and is reserved in the assigned numbers RFC, RFC 3232,
manifested in a database from IANA. In the IANA specification, both UDP and TCP port 49
are reserved for TACACS login host protocol (see Table 3-2 in the Chapter Review section).

TACACS+ is a client/server protocol, with the client typically being a NAS and the
server being a daemon process on a UNIX, Linux, or Windows NT server. This is impor-
tant to note, for if the user’s machine (usually a PC) is not the client (usually a NAS),
then communications between PC and NAS are typically not encrypted and are passed
in the clear. Communications between a TACACS+ client and TACACS+ server are en-
crypted using a shared secret that is manually configured into each entity and is not
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shared over a connection. Hence, communications between a TACACS+ client (typi-
cally a NAS) and a TACACS+ server are secure, but the communications between a user
(typically a PC) and the TACACS+ client are subject to compromise.

TACACS+ Authentication
TACACS+ allows for arbitrary length and content in the authentication exchange se-
quence, enabling many different authentication mechanisms to be used with TACACS+
clients. Authentication is optional and is determined as a site-configurable option.
When authentication is used, common forms include PPP PAP, PPP CHAP, PPP EAP,
token cards, and Kerberos. The authentication process is performed using three different
packet types: START, CONTINUE, and REPLY. START and CONTINUE packets originate
from the client and are directed to the TACACS+ server. The REPLY packet is used to
communicate from the TACACS+ server to the client.

The authentication process is illustrated in Figure 3-14, and it begins with a START
message from the client to the server. This message may be in response to an initiation
from a PC connected to the TACACS+ client. The START message describes the type of
authentication being requested (simple plaintext password, PAP, CHAP, etc.). This
START message may also contain additional authentication data, such as username and
password. A START message is also sent as a response to a restart request from the server
in a REPLY message. A START message always has its sequence number set to 1.

When a TACACS+ server receives a START message, it sends a REPLY message. This
REPLY message will indicate whether the authentication is complete or needs to be con-
tinued. If the process needs to be continued, the REPLY message also specifies what
additional information is needed. The response from a client to a REPLY message
requesting additional data is a CONTINUE message. This process continues until the
server has all the information needed, and the authentication process concludes with
a success or failure.

TACACS+ Authorization
Authorization is defined as the action associated with determining permission associ-
ated with a user action. This generally occurs after authentication, as shown in Figure 3-14,
but this is not a firm requirement. A default state of “unknown user” exists before a user
is authenticated, and permissions can be determined for an unknown user. As with au-
thentication, authorization is an optional process and may or may not be part of a site-
specific operation. When it is used in conjunction with authentication, the authoriza-
tion process follows the authentication process and uses the confirmed user identity as
input in the decision process.

The authorization process is performed using two message types: REQUEST and
RESPONSE. The authorization process is performed using an authorization session con-
sisting of a single pair of REQUEST and RESPONSE messages. The client issues an
authorization REQUEST message containing a fixed set of fields that enumerate the
authenticity of the user or process requesting permission and a variable set of fields enu-
merating the services or options for which authorization is being requested.
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The RESPONSE message in TACACS+ is not a simple yes or no; it may also include
qualifying information, such as a user time limit or IP restrictions. These limitations
have important uses, such as enforcing time limits on shell access, or IP access list re-
strictions for specific user accounts.

TACACS+ Accounting
As with the two previous services, accounting is also an optional function of TACACS+.
When utilized, it typically follows the other services. Accounting in TACACS+ is defined
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as the process of recording what a user or process has done. Accounting can serve two
important purposes:

• It may be used to account for services being utilized, possibly for
billing purposes.

• It may be used for generating security audit trails.

TACACS+ accounting records contain several pieces of information to support these
tasks. The accounting process has the information revealed in the authorization and au-
thentication processes, so it can record specific requests by user or process. To support
this functionality, TACACS+ has three types of accounting records: START, STOP, and
UPDATE. Note that these are record types, not message types as earlier discussed.

START records indicate the time and user or process that began an authorized pro-
cess. STOP records enumerate the same information concerning the stop times for spe-
cific actions. UPDATE records act as intermediary notices that a particular task is still
being performed. Together these three message types allow the creation of records that
delineate the activity of a user or process on a system.

Vulnerabilities
The primary vulnerability associated with all of these methods of remote access is the
passing of critical data in the clear. Plaintext passing of passwords provides no security
if the password is sniffed, and sniffers are easy to use on a network. Even plaintext pass-
ing of usernames gives away data that can be correlated and possibly used. This is one
of the fundamental flaws with telnet, and is why SSH was developed. This is also one of
the flaws with RADIUS and TACACS+, as they have a segment unprotected. There are
methods for overcoming these limitations, although they require discipline and under-
standing in setting up a system.

The strength of the encryption algorithm is also a concern. Should a specific algorithm
or method prove to be vulnerable (such as WEP), services that rely solely on it are also vul-
nerable. To get around this dependency, many of the protocols allow numerous encryp-
tion methods, so that should one prove vulnerable, a shift to another restores security.

As with any software implementation, there always exists the possibility that a bug
opens the system to attack. Bugs have been corrected in most software packages to close
holes that left systems vulnerable, and remote access software is no exception. This is
not a Microsoft-only phenomenon, as one might believe from the popular press. Criti-
cal flaws have been found in almost every product, from open system implementations
such as OpenSSH to proprietary systems such as Cisco’s IOS. The important issue is not
the presence of software bugs, for as software continues to become more complex, this is
an unavoidable issue. The true key is vendor responsiveness to fixing the bugs once they
are discovered, and the major players, such as Cisco and Microsoft, have been very re-
sponsive in this area.
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Chapter Review
There are many methods for achieving security under remote access conditions, and
the number is growing as new protocols are developed to meet the ever-increasing use
of remote access. From the beginnings of Telnet, to IPv6 with built-in IPsec, the options
are many, but the task is basically the same. Perform the functions of authentication,
authorization, and accounting while providing message and data security from outside
intervention. (See Table 3-2.)

Some of the remote access solutions have a hardware component (such as L2F and
RADIUS), some have software (SSH and PPTP) and some can have both (VPN and IPsec)
depending upon the vendor’s implementation and system requirements. The choice of
a remote access solution will depend upon several factors, including security require-
ments, the type of network, the type of clients, required access methods, scalability,
existing authentication mechanisms, and cost. Each system has its strengths and
weaknesses, and when properly employed, each can be used effectively within its own
limitations. There is no best solution at the present time, but as the Internet advances
and IPv6 is adopted, IPsec will move up the list into a prime spot and provide a signifi-
cant number of these required services as part of the TCP/IPv6 protocol suite.

UDP
Port Number Port Number Keyword

20 FTP-Data File Transfer (Default Data)

21 FTP File Transfer Control

22 SSH Secure Shell Login

23 TELNET Telnet

25 SMTP Simple Mail Transfer

37 37 TIME Time

49 49 TACACS+ TACACS+ login

53 53 DNS Domain Name Server

65 65 TACACS+ TACACS+ database service

88 88 Kerberos Kerberos

500 500 ISAKMP ISAKMP protocol

512 rexec

513 rlogin UNIX rlogin

513 rwho UNIX Broadcast Naming Svc

514 rsh UNIX rsh and rep

514 SYSLOG UNIX system logs

614 614 SSHELL SSL Shell

1701 L2TP L2TP

1723 1723 PPTP PPTP

1812 1812 RADIUS RADIUS authorization

1813 1813 RADIUS-actg RADIUS accounting

Table 3-2 Common TCP/UDP Remote Access Networking Port Assignments
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Questions

1. A firewall can be classified as an example of

A. An ID-based access control

B. A directory-based access control

C. A rule-based access control

D. A lattice-based access control

2. Authentication is typically based upon

A. Something a user possesses

B. Something a user knows

C. Something measured on a user, such as a fingerprint

D. None of the above

3. Passwords are an example of

A. Something you have

B. Something you know

C. A shared secret

D. None of the above

4. Which of these protocols is used for carrying authentication, authorization,
and configuration information between a network access server and a shared
authentication server?

A. IPsec

B. VPN

C. SSH

D. RADIUS

5. On a VPN, traffic is encrypted and decrypted at

A. Endpoints of the tunnel only

B. Users’ machines

C. Each device at each hop

D. The data-link layer of access devices

6. What protocol is used for TACACS+?

A. UDP

B. NetBIOS

C. TCP

D. Proprietary
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7. What protocol is used for RADIUS?

A. UDP

B. NetBIOS

C. TCP

D. Proprietary

8. Which protocols are supported by Microsoft Windows 2000 and XP for use in
securing remote connections?

A. SSH

B. PPTP

C. IPsec

D. VPN

9. Which protocol is used to communicate over a serial interface channel between
computers?

A. CHAP

B. IPsec

C. SSH

D. PPP

10. IPsec provides which options as security services?

A. ESP and AH

B. ESP and AP

C. EA and AP

D. EA and AH

11. Secure Shell uses which port to communicate?

A. TCP port 80

B. UDP port 22

C. TCP port 22

D. TCP port 110

12. PPTP connections occur at what level of the OSI model?

A. Physical layer, level 1

B. Data-link layer, level 2

C. Network layer, level 3

D. Transport layer, level 4
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13. To establish a PPTP connection across a firewall, you must

A. Do nothing; PPTP does not cross firewalls by design.

B. Open TCP port 1723.

C. Open a UDP port of choice and assign to PPTP.

D. Do nothing; PPTP tunnels past firewalls.

14. To establish an L2TP connection across a firewall, you must

A. Do nothing; L2TP does not cross firewalls by design.

B. Do nothing; L2TP tunnels past firewalls.

C. Open a UDP port of choice and assign to PPTP.

D. Open UDP port 1701.

15. IPsec can provide which of the following types of protection?

A. Context protection

B. Content protection

C. Both context and content protection

D. Neither context nor content protection

Answers

1. C. A good example of rule-based access control is a firewall. Here, a set of
rules defined by the network administrator is recorded in a file. Every time a
connection is attempted (incoming or outgoing), the firewall software checks
the rules to see if the connection is allowed. If it is not, the firewall closes the
connection and does not permit the communication.

2. A, B, and C. Authentication is based on what you know, what you have, what
you are, or what you can do.

3. B.

4. D. RADIUS is a protocol for performing authentication, authorization, and
accounting. It involves an information exchange between a network access
server, which desires authentication of specific connections, and a shared
authentication server.

5. A. A virtual private network (VPN) is a secure communications protocol that
encrypts traffic between two endpoints of a tunnel. At each endpoint of the
secure VPN tunnel, the traffic is either encrypted or decrypted, depending
upon whether the traffic is going into or out of the tunnel.

6. C.
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7. A.

8. B and C. Both PPTP and IPsec are supported by Microsoft in Windows 2000
and XP. IPsec is more resource intensive, but also more versatile, and allows
greater flexibility in connections.

9. D. PPP is a protocol for communication between computers using a serial
interface, typically involving a PC connected via a phone line to a server.

10. A. IPsec utilizes Encapsulating Security Payload (ESP) and Authentication
Headers (AH).

11. C. SSH initiates conversations over TCP port 22.

12. B. PPTP operates at the data-link layer of the OSI model and hence can carry
TCP/IP traffic.

13. B. PPTP uses TCP port 1723 to establish communications, so this port must be
open across a firewall for PPTP to function correctly.

14. D. L2TP uses UDP port 1701 to establish communications, so this port must be
open across a firewall for L2TP to function correctly.

15. C. IPsec can provide both context protection and content protection by using
both ESP and AH.
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