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Introduction 
As organizations move into the 21st century, they face an increasingly competitive world. 
Most companies are accelerating introduction of new products and services while 
expanding their geographic range. Many corporations are also heightening their customer 
acquisition and retention efforts in addition to fostering closer bonds with partners and 
suppliers. Concomitant with these efforts is a focus on making diverse business 
operations more efficient while attracting and retaining talent in a tight labor market. 
These business conditions put pressure on IT groups to offer broader ranges of services 
while increasing operational efficiencies.  
 
It is in this business environment that Microsoft introduced two new products in 2000, 
Windows 2000 and Exchange 2000. Windows 2000 represents a far more robust 
operating system compared with its predecessors, but the component of most interest in 
this White Paper is the directory service, known as Active Directory. Active Directory is 
a system for managing users and resources in a far more efficient fashion than the 
Windows NT Domain structure widely in use for the past 6 years. In short, Active 
Directory: 
 
• Centralizes administration of both users and network services  
 
• Enables a single view of the entire organization 
 
• Provides policy based management of the environment 
 
Because email systems generally extend to 90%+ of a company’s employees, and are 
actively managed (e.g., adding, deleting and moving users and servers, creating 
distribution lists and custom recipients), Exchange 2000 will be the largest consumer of 
Active Directory resources within an enterprise. Exchange 2000 itself represents a 
significant evolution from its predecessors, the last of which was Exchange 5.5. The 
primary benefits of Exchange 2000 are: 
 
• Expanded server scalability via multiple storage groups for each server, enabling 

most organizations to decrease the number of Exchange servers required by up to 
50 per cent; 

 
• Increased functionality and server scalability for browser access to Exchange 

services; 
 

• Active/Active clustering for hardware-efficient fail-over; 
 

• Use of new database technology (Web Storage System) with content indexing and 
searching, XML support and “save to” Office support; 

 
• Support for Active Directory, enabling administrators to create a single enterprise 

directory for managing users, groups, security, configuration data, etc. 
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It is the last point that this White Paper addresses, namely, how and when to coordinate 
the planning and deployment of server side Windows 2000/Active Directory and 
Exchange 2000. Organizations have three options when contemplating the deployment 
timing of the two server-based systems:  
 
• Build and deploy Active Directory prior to an enterprise-wide migration to 

Windows 2000, solely for the immediate use by Exchange 2000; 
 

• Plan and deploy Active Directory at the same time the Exchange 2000 
infrastructure is being built and deployed; 

 
• Build and deploy Exchange 2000 after the migration to Active Directory has been 

completed. 
 
Since Windows 2000 is an essential platform for both Active Directory and Exchange 
2000, it is not possible to run either without some Windows 2000 servers being in place.  
However this is not the same as a complete enterprise-wide migration to Windows 2000.    
For purposes of this white paper we define an enterprise-wide migration to mean 
migrating traditional Network Operating System (NOS) functions to a Windows 
2000/Active Directory platform.  This includes the management and administration of the 
end-user environment, including file and print services.  This would be independent of 
any implementation of Windows 2000 as an application server platform, or as a client 
operating system, although both could be impacted by the infrastructure deployment 
(likewise, an Exchange 2000 migration does not require any client migration).  When 
Windows 2000 is deployed as a NOS, care must be taken to examine a much broader 
range of issues including application of group policies, administrative delegation, and 
security processes. 
 
The next section explores the various deployment options in detail. 
 
Active Directory and Exchange 2000: Timing Considerations 
 
To make the proper decision regarding the planning and deployment timing of Exchange 
2000 and Active Directory, organizations must consider the merits of the three options. 
The primary idea to keep in mind while making the decision is that Exchange 2000 is the 
biggest consumer of Active Directory resources. Therefore Exchange administrators, 
which in the 5.5 environment are often independent from operation of NT’s Domain 
Service, will now have to be intimately familiar with Active Directory. Consequently, the 
best way to familiarize Exchange administrators with Active Directory services, and to 
get the Exchange and the Windows 2000 teams working together, is to jointly develop 
the Exchange 2000 and Windows 2000 Active Directory architecture. Examples of 
factors that impact Active Directory design and that need input from both teams include: 
 
• The requirement to extend the Active Directory schema to support  the Exchange 

2000 migration and operational processes; 
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• The requirement to place Global Catalog and Domain Controllers in close 
proximity to Exchange servers and users for performance reasons; 

• Designing the core Forest and Tree architecture  (Domain controllers in a forest 
share the same schema, naming configurations, and global catalog. Maintaining 
more than one forest requires maintaining more than one Exchange Organization); 

• Synchronization of directory catalog information, which contains information 
about both users and email system components. 

 
It is not required that the actual deployment planning (and eventual deployment) for the 
two systems be done together, but it is essential that the two teams work together on 
laying out the Active Directory architecture. 
 
Option 1: Build and deploy Active Directory prior to an enterprise-wide migration 
to Windows 2000, solely for the immediate use by Exchange 2000. 
 
Our research indicates that this is the least likely option to be chosen by organizations 
because there is a natural assumption that companies must have their Windows 2000 
house in order before deploying applications on top of the network operating system. In 
fact, AD only needs to be populated for an Exchange 2000 deployment to begin. Servers 
and Global Catalogs can be deployed in parallel to Exchange 2000 as long as the 
planning is done together with the Windows 2000 team. Actual migration of NOS user 
accounts to the Active Directory can occur at a later date. Generally we advise against 
this event sequence but some thought must be given to why such a course would be 
pursued. The primary advantage to this path is faster migration to Exchange 2000, which 
could be attractive under certain circumstances, such as: 
 
• Operational limitations of the existing mail system (Exchange 5.5 or other) that 

could be resolved with a move to Exchange 2000. 
 

• Business requirements to roll out certain Exchange 2000 features (e.g., instant 
messaging, presence information, workflow, browser access) at an accelerated 
pace; 

 
• Desire to exploit the operational/cost efficiencies of Exchange 2000, particularly 

those associated with server consolidation. 
 

• Immediate availability of resources (financial and personnel) to make the 
transition to Exchange 2000. 

 
Organizations following this path, however, will still have to go through the same Active 
Directory planning effort that they would make if they were moving to it on an 
enterprise-wide basis. This means pulling together the Windows 2000 and Exchange 
2000 teams to jointly plan the Active Directory topology. The alternative – planning and 
deploying Active Directory solely in support of Exchange 2000 -- would likely require 
significant Active Directory re-engineering when (finally) rolling out Windows 2000. 
(e.g. reorganization of groups, changes to the Organizational Unit structure). 
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Furthermore, Exchange 2000 requires access to standard Active Directory services such 
as the Global Catalog, DNS servers and Windows 2000 Domain Controllers, thereby 
necessitating further investment in Windows 2000.  
 
We conclude that since Active Directory/Exchange 2000 planning must be done together 
anyway, there is little reason to hold off on the Windows 2000 migration, because Active 
Directory planning is generally the primary reason given by corporations for not 
proceeding with Windows 2000 servers.  Organizations, however, should feel free to run 
Exchange 2000 pilots prior to enterprise Active Directory rollouts to jump-start the 
eventual Exchange 2000 migration. 
 
Option 2: Build and deploy Active Directory at the same time the Exchange 2000 
infrastructure is being built and deployed.  
 
This is generally our recommended course because it enforces the requirement to jointly 
educate Windows 2000 and Exchange 2000 personnel on Active Directory and is much 
more likely to result in coordinated Active Directory planning between the two teams.  
It enforces a working relationship between the teams, which will be required for efficient 
management and operation of the two systems because Active Directory and Exchange 
are joined at the hip.  
 
Most companies have separate management teams for the Exchange 5.5 directory and the 
NT directory services. Because Exchange 2000 and Windows 2000 use the same 
directory, these duties can (and generally should, be combined. In other cases, the 
Exchange 5.5 team owned the creation and management of mailbox objects (e.g., 
distribution lists, mailboxes), while a Windows Account Group owned creation of user 
objects.  But Active Directory merges these two objects into one repository. Mailboxes, 
for example, become a mailbox-enabled Windows 2000 user in Active Directory whose 
email address describes the Exchange server to which the users mail should be sent, and 
to which the user connects to receive email. Mailbox users are security principals in 
Active Directory that can send and receive messages.  Distribution lists can become 
Windows 2000 security groups, capable of being audited like any other security object in 
the operating system. Exchange custom recipients become mail-enabled Contacts in 
Active Directory.  
 
Furthermore, a joint deployment results in better leverage of tools required for both 
systems allows for closer coordination of dependent components (e.g., DNS servers, 
Domain Controllers, Directory Catalogs), and creates economies of scale in server 
hardware procurement, loading, testing and deployment. 
 
Running deployments in parallel, however, can strain limited personnel resources, 
introduce additional complexity, and make resource coordination more of a challenge. 
Therefore, companies contemplating this decision must closely examine the logistics of 
the migration process.  Additionally, since multiple changes will be performed at the 
same time, it may be more difficult to perform fault isolation if a problem should develop 
during deployment.  However, given the fact that Exchange always requires a Windows 
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2000/Active Directory deployment of some form, this risk is only marginally greater than 
performing the migrations separately. 
 
Option 3: Build and deploy Exchange 2000 after the migration to Windows 
2000/Active Directory has been completed. 
 
This third option is what most companies tend to use as their default choice in the timing 
of Exchange 2000 and Windows 2000 deployments based on the assumption that 
Windows 2000 must be fully deployed prior to an Exchange 2000 roll out. Again, the 
important point is that Active Directory planning should be done jointly with Exchange 
2000 planning. The actual deployment timing is a lesser issue. Potential negative 
consequences of this option include: 
 
• Pushing Exchange 2000 migration well into 2002, thereby depriving 

administrators and users of some key Exchange 2000 benefits (see above); 
 

• Making it more likely that Exchange personnel will not be involved in planning 
the Active Directory schema, thereby depriving them of an excellent learning 
experience on a tool with which they must be intimately familiar.   It also 
increases the chance of a less than optimal Active Directory design being 
introduced. 

 
• Creating potential interoperability problems involving Active Directory and 

Exchange NT domains.  While risks of serious problems are small, this added 
level of complexity would need to be built into deployment logistics and ongoing 
operations.   

 
• Making it less likely that initial Active Directory 

design/implementation/operational problems will be exposed (because it requires 
a taxing application to reveal the faults). 

 
On the other hand, waiting until the Windows 2000 migration is complete puts less strain 
on limited personnel resources, Additionally, it results in better change management 
practices, since only one major change is implemented to the environment at a time, thus 
making problem resolution activities far simpler. 
 
Bottom Line: 
In summary, we believe that most organizations would be best served by concurrent 
design and implementation of Windows 2000/Active Directory and Exchange 2000.  If 
logistics do not permit this, then a Windows 2000/Active Directory implementation, 
followed by Exchange 2000 would be acceptable provided planning and design are 
performed jointly.  Most organizations would find little benefit in moving forward with 
Exchange 2000 prior to a Windows 2000/Active Directory implementation with the 
exception of Exchange 2000 pilots. 
 

© Copyright 2000 META Group All rights reserved. 
 

8



 

Planning Considerations For Active Directory 
 
One of the most important new features of Windows 2000 is the addition of Active 
Directory as a centralized directory facility that provides a single enterprise-wide 
repository for information on users, servers, and services.  Active Directory is flexible, 
enabling it to be configured to match a variety of different corporate environments. 
However, with this flexibility comes complexity. In order to ensure effective use of this 
facility, organizations must understand their administrative and applications needs and 
ensure the Active Directory design reflects those goals. 
 
Active Directory design determines how the Windows 2000 environment will be 
administered, establishes the security framework, and lays the groundwork for the end-
user experience within Windows 2000.  The design sets naming conventions for users 
and services, establishes the scope of administrative authority, affects the performance of 
resource lookups (and hence application performance), and influences the ability of the 
IT infrastructure to adapt to organizational changes. 
 
Active Directory replaces and extends the Domain model of Windows NT4.  While many 
of the terms and concepts are similar, the actual implementation is vastly different.  As 
such companies need to engage in a significant training program to raise the skill level of 
IT staff, (architects, implementers, and administrators) to ensure they are familiar with 
the new environment before embarking on a design project.   
 
While it is possible to directly convert an existing domain structure to Active Directory, 
this will generally not provide the optimal solution.  NT4 Domains were hobbled by a 
large number of technical constraints that forced certain design decisions that added 
layers of complexity.  ( e.g., master/resource domain structures, complex trust 
relationships). With these restrictions removed in Active Directory, organizations can 
develop a more streamlined approach to design that will improve reliability, speed 
deployment and ongoing renovation, and ease administration.  As such we strongly 
recommend that companies take a “clean slate” approach to their Active Directory design 
unfettered by existing designs.  This does not mean that the existing domain structure 
should be ignored: the knowledge gained in deployment and management will still prove 
valuable. Additionally, having an understanding of the existing environment can provide 
important clues to how all parties would like the architecture to work. Furthermore, the 
old and new environments will need to co-exist during the migration.   
 
Basic Steps in Planning 
Before beginning the Active Directory planning process, it is important to have a solid 
understanding of its concepts and facilities. A detailed discussion of the basic concepts of 
Active Directory design is outside the scope of this document, and is well documented in 
Microsoft’s Technical Note white paper “Active Directory Architecture”.  At a high-level 
Active Directory contains information about each user, system, printer, or server within 
the environment.  Each of these is referred to as an object, and each object has a number 
of attributes that describe it.  The particular set of attributes associated with objects of a 
given type is referred to as the schema, and adding new attribute types is referred to as 
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“extending the schema”.   Rather than having to deal with objects on an individual basis, 
they are typically arranged into groups.  Groups can be either security groups (typically 
used for aggregating users for administrative purposes) or distribution groups (which 
function as disibution lists in Exchange 2000) and can be either local, global or universal 
in scope.  One object can be a member of many groups, and there is no technical limit on 
the number of groups that can be defined. Administrative actions are usually performed 
on groups, rather than having to act on each individual user or device. Active Directory 
also contains policy information, which is how administrative controls are applied to 
groups. Rather than the directory simply being a long list of objects and groups, it is 
arranged into a hierarchy.  This hierarchy consists of multiple layers of Organizational 
Units (OU) which act as containers for the objects, defining structure and administrative 
control (administrative rights are “inherited” down through the hierarchy).  In general, 
each tree forms a domain (although it is possible to have trees that consist of multiple 
domains).  Organizations requiring multiple domains for organizational reasons can 
aggregate the domains into a single forest to enforce common policies and consolidate 
the user information into a single Global Catalog. 
 
Active Directory design involves: 

1. Determining the design of the overall Active Directory name space.  This includes 
determining the number and relationship of the domain trees that will make up the 
Active Directory forest for the company.  Of course in many small and medium 
sized organizations (and even some larger ones) the forest may consist only of 
one domain.  

2. Integration with other infrastructure facilities.  Unlike NT4 domains, Active 
Directory interacts with many established infrastructure facilities (e.g. DNS 
servers, DHCP).  The interoperability with these facilities must be well 
understood and the mechanics of the processes well defined. Additionally, 
existing legacy directory systems may exist (e.g. Novell NDS, LDAP directory 
services) with which data synchronization will need to occur.  

3. Determining details of individual domain design including OUs.  This involves 
establishing the detailed organization of the information to be stored within each 
domain. It also includes defining groups and administrative scope. 

4. Placement of Domain Controllers and Operations Masters.  Key servers will be 
defined to host Active Directory and other parts of the Windows 2000 
infrastructure.  The placement of these servers will determine to a large extent the 
performance and reliability of the environment as a whole.  While some of these 
services can co-exist on the same physical server, many cannot for reasons of 
performance or other constraints.   

5. Replication design considerations including definition of Active Directory sites.  
Active Directory domain controllers need to replicate changes to ensure a 
consistent image of the environment is presented to all users of the service.  While 
the primary determinant of replication designs tends to be bandwidth, physical 
placement of the Domain Controllers and Operation Masters and key Active 
Directory applications (e.g. Exchange 2000) will also play an important role in 
determining both replication topology and timing. 
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Three primary sets of needs must be examined and well understood when planning an 
Active Directory design and implementation. 

• Organizational/Administrative requirements. Since Active Directory in 
effect “models” the organization, internal boundaries and organizational 
accountabilities must be taken into account.  All interested parties must 
agree on at least the highest levels of the directory tree design. This 
includes understanding the shortfalls of the existing administrative 
environment.  Designing an Active Directory environment provides an 
opportunity to correct past mistakes. 

• Application requirements.  Since the ultimate value of the directory is its 
use by applications, its design must align with the needs of the various 
applications that will make use of it.  This includes understanding lookup 
and update requirements as well as potential schema modifications. 

• Infrastructure Requirements.  As noted previously, Active Directory is 
tightly coupled with DNS and DHCP.  Compatibility must be ensured as 
part of the planning process. Additionally, Windows 2000 servers have 
different performance characteristics that may lead to restructuring of the 
overall server plant (e.g., consolidation, clustering, load balancing).   

 
At a conceptual level, the design process is straightforward.  An organization must 
determine whether it will have a single tree, or multiple trees aggregated into a forest, or 
potentially multiple forests.  In general, simplicity is key, and organizations should 
attempt to minimize the number of domain trees within the environment.  However, 
several factors can necessitate adding more domains or trees. 
 
Domain considerations 
While Active Directory eliminates many of the constraints associated with NT4 domains 
(e.g. domain scalability, trust relationships, delegation of authority, single point of 
update), the new flexibility enables organizations to create a wide variety of designs for 
their Active Directory Domains.  Active Directories can be organized along 
organizational, geographical or other lines.  While each has advantages and 
disadvantages,. Factors that will impact the decision include: 

• Organizational Stability. The domain design should ensure that organizational 
changes do not necessitate (or at least minimize) changes to the domain structure. 
While reorganizing the OU structure within a domain is relatively 
straightforward, it is quite difficult to reorganize across domain boundaries.  On 
the other hand, if the company were to split through a divestiture, having the 
organizations in two separate domains would ease the transition. 

• Political realities.  Many organizations have well-established levels of autonomy 
between various lines of business.  Battle lines frequently are drawn along 
platform lines (e.g., Unix vs. NT vs. Netware), organizational (business units vs. 
corporate IT) or geographical (country vs. country).  In many cases the necessities 
of NT4 domains reinforced these lines.  In some cases the divisions are the result 
of mergers and acquisitions, or may be related to branding or product lines.  
Whatever the reason, some groups may not be willing to adhere to a naming 
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structure that places them under a single corporate umbrella, or under the full 
control of a central IT organization.  There is no simple way to resolve these 
issues, as they tend to be deep seated within the culture of the company.  The best 
approach is to try to centralize the design as much as possible but be realistic with 
regards to the autonomous requirements of various groups.  In many cases a 
separate domain (or even a separate forest) may be required. Most large 
organizations will end up with a forest design that enables each major group to 
own and maintain its own tree. Organizations should ensure that each important 
constituency is represented on the design committee but the committee should 
have strict provisions for decision-making. 

• Administrative authority. Domains play an important role in the authentication 
and administrative model.  Password policies (e.g. expiration, length) must be set 
on a per domain basis.  Creation of users is also done on a per domain basis. 

• Geographical layout. Domains define the replication model.  All changes to 
domain information are replicated to every domain controller within the domain.  
As such, two divisions of the organization that are administratively independently 
may be best separated into two domains to minimize the amount of traffic 
between them. Bandwidth issues may also make splitting a domain attractive as it 
would minimize replication traffic 

• Security issues.  Users are created and authenticated within a single specific 
domain. Many companies are looking to expose a portion of their internal 
network to external partners to ease collaboration.  Setting up a separate domain 
to handle external contractors creates a partitioning of the user base that enables 
defining of separate domain-wide policies to cover their access rights.  
Additionally, even within companies, there may be particularly sensitive groups 
that do not wish to grant administrative rights to someone from outside their 
division (e.g. military contractors vs. consumer products division of an 
organization).  This partitioning of the environment reduces the likelihood of 
either intentional or accidental security breaches. 

• Forest Issues. The Active Directory schema must be common across an entire 
forest. Global Catalog are common across all domains within a forest.  If differing 
schemas or separate Global Catalogs are necessary, organizations will need to 
create multiple forests.  However this prevents the usage of Universal Groups.  

 
In the end the domain and forest design will be a combination of both organizational, 
politics and geographical needs.  .   
 
Organizational Unit Considerations 
While the temptation and technical capability exists to add many layers of OU’s to the 
domain, it is best to keep the overall structure relatively flat.  Unlike in some directory 
services, OUs in Active Directory do not implicitly define user groups.  However, OUs 
can scope a group policy and are easy to work with, modify, reorganize -- far more so 
than domains.  OUs are the point of organizational delegation, and administrators can 
have rights to an entire OU. Administrative rights can be selectively assigned to non-
administrative accounts for portions of an OU or group. Typically, OU design should 
reflect the administrative structure used within the organization.  
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Final Points 
Organizations must consider the actual deployment process and the realities and 
disruptions likely to occur due to the migration to Active Directory. One example of a 
migration related issue is when to switch Active Directory from mixed-mode into native-
mode.  During the migration it may be necessary to support both existing NT4 domains 
controllers and services, as well as AD based domain controllers, requiring mixed-mode 
operation of Active Directory. However running in mixed-mode has implications on 
administration options (e.g. no universal groups) and performance.  This in turn may have 
implications on how the overall migration should take place. However, organizations 
should not use "simplified migration" as a design constraint.  While easing the pain of 
migration will have an impact for a short period of time (generally weeks or months), the 
resulting Active Directory design will have operational impacts that extend for several 
years.  
 
One final point when designing Active Directory is to consider how its use will be 
extended beyond the administrative aspects of Windows 2000 to encompass other server-
based applications.  Applications such as Exchange will store user information in Active 
Directory.  Care should be taken to understand the operational requirements of those 
applications, and account for any design considerations they introduce.  As such 
companies should make every attempt to engage those involved in the planning, 
deployment, and operations of any major business system in the process of Active 
Directory design.  
 
Planning and Deployment Considerations for Active Directory 
and Exchange 2000 
 
There are many issues to consider when migrating to Active Directory and Exchange 
2000, some beyond the scope of this White Paper. But below is a discussion of what we 
believe are the most critical concepts, tools and components when planning and 
deploying the two systems. 
 
General goals for designing Exchange/Active Directory services should cover the 
following points: 
 
Administration costs. The architecture must minimize administrative costs whenever 
possible. This may mean combining some Active Directory and Exchange administrative 
duties, and creating granular Exchange administrative groups. 
 
Flexibility. The system should be able to accommodate acquisitions, divestures and 
reorganizations, thereby requiring close scrutiny of the forest, tree and site architecture, 
as well as Exchange routing and administration groups. 
 
Supportability. When problems occur, the infrastructure must support rapid 
troubleshooting and remediation. This may mean having clear divisions and 
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responsibility for interdependent components such as bridgehead, DNS, Global Catalog, 
and Domain Controller servers. 
 
Reliability. System must minimize the amount of unplanned downtime, thereby requiring 
redundancy at the routing path level as well as at the infrastructure server level. 
 
System Performance. Client performance (sending and delivering messages, address 
lookups, etc) and overall system performance (e.g., directory propagation) must be 
consistent and fast, requiring proper coordination of server placement, LAN segments 
and user/server assignments. 
 
When planning the Active Directory/Exchange 2000 infrastructure, we believe the 
following roles will expedite the process: Active Directory Architect, Exchange 
Architect, Network Analyst as well as an Exchange Administrator who can provide input 
on how to optimize day-to-day management.  
 
Some of the more important Exchange/Active Directory concepts, tools and components 
are: 
 
The Active Directory Connector 
To ease migration, Microsoft created the Active Directory Connector (ADC) a Windows 
2000 service that synchronizes Active Directory and the Exchange 5.5 directory. There 
are two versions of the ADC: the first ships with Windows 2000 and the other with 
Exchange 2000. The Exchange ADC should be used because it enables two-way 
synchronization between Active Directory and the 5.5 directory of not only directory 
information, but also configuration data (e.g., connectors, monitors, protocols), thereby 
enabling the two systems to coexist seamlessly. The ADC requires Exchange 5.5 Service 
Pack 3 or later on the server to which it connects. The ADC can make fundamental 
changes to the directories (including deleting objects) so care should be taken because 
incorrect deployments can destabilize existing Exchange deployments.  
 
Synchronization is defined by Connection Agreements that specify objects to 
synchronize, target containers, server names and a synchronization schedule. 
Synchronized objects include mailboxes, custom recipients, security credentials, attribute 
mapping and distribution lists, all of which must be pointed at an OU in the Active 
Directory hierarchy. A single CA can be established for an entire Exchange system, but 
object synchronization may not occur for up to 24 hours as geographically remote and/or 
bandwidth-constrained Exchange sites roll up changes to the CA. Therefore, depending 
on replication cycles, it may be advisable for multi-site Exchange organizations to use 
multiple CAs.  
 
Organizations also must make decisions about how they want to administer Exchange 
objects during the transition. To a large extent, that choice will be driven by the 
familiarity of Exchange administrators with managing Active Directory, and with the 
relative timing of the Exchange 2000 and Windows 2000 migrations. All Exchange 5.5 
mailbox objects can be managed with the Active Directory Users and Computers console, 
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requiring an RPC-based CA to each Exchange site Organizations can continue using the 
Exchange Administrator program to manage Exchange mailbox objects via one-way CA 
replication to Active Directory (requiring, therefore, only one CA). Alternatively, 
companies can manage Exchange objects from both the Exchange Administrator and the 
User and Computer MMC snap-in via two-way ADCs. This would be typically done for 
lengthy migrations and/or decentralized Exchange administration. Server operations 
exclusive of mailbox objects have to be managed by the tools with which they shipped 
(e.g., Exchange 5.5 tools for Exchange 5.5, MMC tools for E2K 
 
Use of the Active Directory Migration Tool (ADMT) to move 5.5 service account data to 
Active Directory should be avoided because it resets the password for each account. The 
ADC should be used instead. There may, however, be times when the ADMT may be 
needed to clone information between an NT-based Exchange 5.5 server and Active 
Directory (e.g., access to a non-Exchange 2000 compliant PROFS gateway). 
 
Organizations must clean up Exchange 5.5 directories at both the user level (multiple 
mailboxes, dormant accounts, etc.) and administrator level (reviewing access rights) prior 
to migration to ensure clean and secure Exchange 2000 operation.  All databases should 
be consistent and corruption-free prior to migration. We recommend running the 5.5 
DS/IS consistency checker tool prior to migration. 
 
The migration using the ADC is relatively straightforward.  ADC takes all the content 
that is in the 5.5 directory and migrates it to Active Directory including all mailboxes and 
accounts.  For each user in the Exchange 5.5 directory it will check for existence in 
Active Directory.  If the user already has an account in Active Directory, it will move 
over the extended attributes associated with Exchange. If one doesn’t exist, ADC will 
create a placeholder user ID with all 5.5 information.  This placeholder user ID is 
disabled to prevent someone from using it to log into the Active Directory environment 
with it.  If someone sends something using Exchange 2000, they will see all the users, 
including the disabled placeholders.  The disabled user account will have an associated 
mail address that directs mail to the older Exchange environment where the user actually 
exists.  Users must be sure to install ADC before the upgrade is performed.  Once the 
users have been fully moved, the AD Cleanup Tool is used to cleanup the placeholder 
accounts.  This tool can also be used to clean up other forms of duplicates entries that 
may result from the migration. 
 
The Site Replication Service 
Companies also need to become familiar with the Exchange 2000 Site Replication 
Service (SRS), which helps reduce administrative work when migrating from Exchange 
5.5 to Exchange 2000. The optional SRS runs on Windows 2000 but looks like a 5.5 
directory to other 5.5 servers and supports intrasite and site-to-site replication. The SRS 
eliminates the need to reconfigure the CA as servers are migrated because it provides a 
consistent 5.5 DS/Active Directory interface.  
 
For site-to-site replication, the SRS works with the directory replication bridgehead 
server to maintain communication with other 5.5 bridgehead servers. Again, there is no 
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need to rehome the CA as bridgehead servers are migrated to Exchange 2000. 
Administrators should note that establishing a CA connection to the SRS requires using 
port 379, because of an LDAP port contention issue between Active Directory and 
Exchange 2000. The SRS does not expose a management interface and care must be 
taken to back up the SRS database. An SRS module is automatically installed on the 
directory replication bridgehead server for each 5.5/2000 site. 
  
Recipient Update Service 
Exchange 2000 also requires a service to provide a proxy address for any mail-enabled 
object. The Recipient Update Service (RUS) synchronizes attributes for mail objects 
every time additional entries are created or an existing entry is modified. Exchange 2000 
requires the Enterprise RUS (the other is the Domain RUS) because the message store, 
MTA and system attendant are stored in the Enterprise Configuration. We recommend 
installing the RUS on a dedicated server that should be located on the same network 
segment as the ADC and SRS to ensure adequate performance.  
 
Routing Groups 
With Exchange 2000 Microsoft replaces the traditional Exchange site structure with 
administrative and routing groups. This new approach will enable more flexible message 
routing (via dynamic rerouting), more granular assignment of administrative duties and 
increased ability to move servers and other resources. (While Exchange 2000 abandons 
the concept of sites, Active Directory uses it to control replication between locations.  A 
site is defined as one or more servers that are connected via a reliable high-speed link 
(e.g. LAN connection).  
 
From a message routing perspective, the new concept of routing groups is similar to the 
old site model whereby servers in a site have point-to-point connectivity in a mesh 
architecture and share common routing rules. The only differences from Exchange 5.5 is 
that there is no more directory replication (handled now, of course, by Active 
Directory/Windows 2000) and the native routing protocol is no longer the RPC, but 
SMTP. With previous versions of Exchange, the RPC was bandwidth sensitive, but 
SMTP will provide more reliable links over limited bandwidth, and therefore means 
network capacity and geographies will have less impact on routing group development. 
Active Directory also greatly improves the ease with which servers can be moved 
between routing groups (no more struggles with the cumbersome Move Server Wizard), 
enabling better tuning of message flow. Active Directory enables this flexibility with the 
use of globally unique IDs for each object, which stay the same no matter how often it is 
moved. Administrators no longer have to contend with changing every Distinguished 
Name associated with a server when moving the server. 
 
All Exchange 2000 routing group information is stored in an domain controller, to which 
all servers must have access to route configuration data and messages. Care needs to be 
taken in Active Directory design to ensure that Global Catalog data is replicated to all 
other Global Catalog servers in a timely and effective manner to ensure proper Exchange 
2000 performance. It is also important to ensure close network proximity between the 
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Global Catalog servers and the Exchange servers to ensure optimal Exchange 
functionality. 
  
Administrative Groups 
One of the drawbacks to Exchange 5.5 was that there was no granularity to administrative 
privilege -- those with administrative rights had the authority to perform any operation, 
without regard to skill level. With Exchange 2000, an administration group is created and 
granted certain permissions, which will apply to any Active Directory object added to 
that administrative group. Examples of objects include routing groups, servers, public 
folder trees, etc. We recommend that most organizations create separate administrative 
groups for day-to-day operations (e.g., queue monitoring, database creation) and for more 
complex operations (e.g., connector and routing group management). In this way, each 
group has distinct parameters around what they can and cannot do, thereby greatly 
reducing the likelihood of operator error. Exchange 2000 comes with three hard coded 
roles: Exchange Administrator, Exchange Full and Exchange View Only. We expect 
most large organizations to supplement these with additional permission sets. We also 
recommend that organizations give each administrative group control over as many 
routing groups as possible, thereby ensuring uniform control over those particular duties, 
economies of scale for personnel, as well as concentrated responsibility should problems 
arise. 
 
The Microsoft Management Console was built with administrative granularity in mind, 
by enabling custom configurations of various “snap-ins” (discrete bundles of 
administrative functionality). In contrast, Exchange 5.5 provided one console – Exchange 
Administrator – that was used by all administrators regardless of duties. The closest 
console to Exchange Administrator in the new version is the Exchange 2000 System 
Manager, which is made up of several Exchange-related snap-ins. Administrators will use 
the Windows 2000 Active Directory Users and Computers MMC snap-in for mailbox 
management. 
 
During the transition between Exchange 2000 and 5.5, an Exchange site is recognized by 
Exchange 2000 as one administration and routing group. This way, the two systems can 
work together, but it means that in a mixed mode environment, the original 5.5 site 
structure prevails. Only when all servers are running Exchange 2000 can the new routing 
and administration groups be made operative. Routing groups, of course, need not 
correspond to administration groups, in fact we anticipate administrative groups to 
manage multiple routing groups. 
 
Conclusion 
Organizations have a major opportunity to gain operational efficiencies (via reduced 
administration duties and server consolidation) by deploying Windows 2000/Active 
Directory and Exchange 2000. The two systems have become intimately intertwined and 
actions taken on one side can have immediate repercussions for the other. For most 
companies, upgrading to Windows 2000 will occur in 2001, followed by a migration to 
Exchange 2000. We believe that organizations, assuming adequate resources, would be 
better served by a concurrent roll-out of both systems because it 1) forces planning of 
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both systems to be combined, 2) fosters collaboration between the groups which will now 
share operational duties, and 3) exploits economies of scale in migration expertise and 
duties.  Longer term, we expect to see continued unification of Exchange and 
Windows2000/Active Directory teams for user and service administration, with greater 
emphasis on in-depth expertise (e.g., subject matter experts on Exchange) applied to 
broader populations of users, underscoring the overall trend towards shared IT services 
across entire corporations.  
 
 
About Web & Collaboration Strategies 
 
Web & Collaboration Strategies assists IT organizations in developing solutions for 
customer relationship management, information management, and business collaboration. 
Emphasis is on improving individual and business-unit productivity, enhancing customer 
interaction and relationship management, and supporting the various information value 
chains that enhance corporate agility and market competitiveness. Coverage also includes 
leveraging corporate Inter/intranet Web sites and portals as a critical application model, 
as well as optimizing the platforms used by customers and corporate users to exploit 
these applications. 
 
About META Group 
 
Since 1989, META Group has been helping businesses make better strategic and tactical 
decisions and leverage information and technology. With more than 2,500 corporate and 
government clients worldwide, META Group provides structured transformation 
programs, advisory services, project consulting, measurement programs, and 
publications. META Group differentiates itself through its commitment to providing a 
structured transformation methodology derived from best practices, along with ongoing 
support to help our clients achieve excellence. Key to this is ensuring the right balance 
between transforming and performing. In short, META Group provides clients with the 
tools they need to eliminate wasteful IT spending and to avoid the inefficiency of trial 
and error. 
 
META Group is a different kind of consultancy. Its business model emphasizes the 
importance of clients being able to pick up the phone and talk with an analyst as one of 
the means of delivering value to our customers. The best IT decisions are made “in 
context,” via conversations with analysts who provide insight, direction, and 
recommendations in light of your specific situation. This commitment enables META 
Group to provide best-practice methods, pertinent research, and practical insights that 
help clients to: 
 
- Understand key business issues 
- Develop tactical plans to move toward strategic goals 
- Evaluate products and technologies, minimize risk 
- Assess vendor business practices and strategies 
- Justify internal product/technology recommendations, negotiate with vendors 

© Copyright 2000 META Group All rights reserved. 
 

18



 

- Reduce and control the cost of IT 
- Determine and adopt best actions for best practices 
 
META Group is a publicly traded company that has quintupled its growth since the initial 
public offering in 1995,and now has more than 200 analysts and consultants, a substantial 
international client base, and a proven leadership 
role in the IT arena. META Group is recognized as one of the top providers of 
information research and advisory services in the world. 
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